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Technique for testing wireless network load

produced by mobile app-carrying devices

Technical Field

The invention relates to a method performed by test
equipment of a wireless communications network test
environment in interaction with an application-carrying
device, e.g. a smartphone having installed a plurality of
apps. The invention further relates to corresponding

software, use, hardware, and data set aspects.

Background

Mobile devices such as smartphones and tablet PCs are more
and more superseding traditional desktop PCs as the primary
access medium to the Internet. The rising popularity of
third-party applications, the mobile apps (applications),
contributes to heavily increasing data volume in wireless
communications networks. Apps for voice over IP, instant
messaging, video on demand, social networking, push services
such as weather services, newsletter services, etc. are
gradually replacing and/or adding to well-established
services such as SMS and MMS. According to typical
configurations, between 30 and 100 apps may be installed on

a smartphone.

The rapid growth of third-party applications increases the
risk of said apps considerably affecting the use of a
smartphone or tablet PC. Apps can, for instance, drain the

battery, even when they are not actively used and users may
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then experience rapidly discharging batteries. Moreover,
apps can create huge amounts of data and signaling traffic
in an operator’s LTE or WCDMA network. Therefore, the
success of mobile apps exposes new issues that were not
initially expected, namely on mobile network providers
{(MNOs) in terms of dynamic load management and on mobile

device manufacturers in terms of battery life.

More specifically, applications intended to be installed on
mobile devices are also called over the top (OTT)
applications as they operate "over the top" of the network,
which includes that they can be the cause of considerable
data traffic not only or primarily with a view on bandwidth
usage, but at least also with a view on the resource usage
of the lower layers, where they can cause considerable radio
signaling load, e.g. due to their periodic Heartbeat signals
and push messages exchanged with the respective application
servers and even when the phone and/or app is not being
actively used. The signaling load may deteriorate services
for normal voice calls, SMS etc. and has even led to network
service disruptions ('signaling storms'). A considerable
amount of signaling can also have a significant impact on

the battery life of app-carrying smartphones.

As opposed to wired and WiFi (WLAN) networks, cellular
networks have a clearly separated control-plane for
signaling traffic and user-plane for user traffic,
respectively. However, the control plane may impact on user
plane performance and vice-versa. Specifically, signaling
messages on the control plane, e.g. Layer-2 and Layer-3

(L2/L3) messages may over/load and stress network
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infrastructure. For example, in order that an OTT
application may exchange data in the user plane with the
application service, which as such may comprise a small
amount of IP data only, a radio communication link has to be
established. This may include radio bearer
(re)configuration, setup of access layer security, sending
of service request messages, etc. Once connected, the
smartphone remains in a mode in which it can exchange data
with the network for a duration based on one or more network
specific timers. Even if no further signaling is required,
said mode consumes a considerable amount of energy at the

mobile device.

It turns out challenging for the network operators and
mobile device manufacturers to analyze network (over)load
problems suspected to be due to OTT apps on mobile devices
and to improve network response to smartphones with an ever

increasing number of apps.

Network-centric system test approaches may comprise
developing test scenarios primarily for the control plane,
wherein a considerable signaling load supposed to be similar
to that of a plurality of app-carrying smartphones is
generated / simulated and is applied to a test network

supposed to be configured similar to an existing network.

On a more fine—-grained function-test level, use of known
test equipment can be contemplated which can monitor a
wireless interface between network and mobile device in the
control plane, i.e. can interpret a signaling on said

interface. The equipment is adapted for analyzing specific
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communications systems such as, e.g., the RRC (Radio
Resource Control) links between RNC (Radio Network
Controller) and base station (eNodeB) of LTE networks and
mobile devices. However, normally higher layer user plane
traffic, such as IP traffic, cannot be analyzed, therefore
it is unclear how such test equipment can help with the

analysis of impact of OTT applications on a network load.

Specific analyzer devices or tools are also available for
monitoring, measuring and analyzing IP traffic. IP data
packets can be assigned to individual applications, such
that end-to-end data traffic and protocol analysis can be
generated. However, again, it is unclear how such tools may
assist in the analysis of network load due to OTT

applications.

Narseo et al. “RILAnalyzer: a Compehensive 3G Monitor On
Your Phone” {(http://rilanalyzer.smart-e.org/) describes, as
a handset-oriented approach, a software tool that provides
mechanisms to perform network analysis from within a mobile
device.

Low-level (control-plane) radio information and cellular
network control-plane data can be recorded, as well as user-
plane data, together with traffic load and network

configurations.
Summary
There is a need for an approach for analyzing impact of OTT

applications on network performance, but also power

consumption of mobile devices.


http://rilanalyzer.smart-e.org/
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The above need is satisfied by a method to be performed by
test equipment of a wireless communications network test
environment according to claim 1, a computer program
implementing such method according to claim 8, a use of test
equipment according to claim 9, a test equipment according

to claim 14, and a data set according to claim 15.

According to one aspect of the invention, a method performed
by wireless communications network test equipment is
proposed. The method comprises simulating a wireless network
for an application-carrying device separate from the test
equipment. The method further comprises monitoring, by the
test equipment, a wireless communications interface between

the simulated network and the application-carrying device.

The monitoring comprises measuring signaling data on a
control plane, and measuring application data on a user
plane related to at least one application implemented on the
application-carrying device, wherein the signaling data and
the application data are measured on the basis of a common

time reference of the test equipment.

The method further comprises establishing cross-layer
measurement data based on the measured signaling data and

application data.

A test environment comprising the test equipment may be
configured to provide test results including the cross-layer
measurement data in a reproducible, verifiable, etc. manner

as conventionally known for test environments. According to
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some embodiments, the test environment may comprise various
test equipment, e.g. as a set of one or more separate
hardware devices, which is configured for interaction with a
mobile device such as the application-carrying device and
analysis of the communication thereof over the wireless
interface. The test environment may be configured to
simulate in particular a cellular wireless network such as

an UMTS or LTE network.

Embodiments of the application-carrying device may comprise
a smartphone, tablet, or any other mobile, wireless,
portable, handheld, etc. device adapted or configured for
communication with the wireless network simulated by the
test environment, which may generally also include devices
such as surf sticks, a device such as a PC or notebook

equipped with such a stick, etc.

The application-carrying device may have one or more
applications or apps installed. For performing tests, one or
more of these applications may be started, running,
executed, or in any other way be operable such that a
communication with a remote corresponding application server
can be performed, e.g., on a regular basis, triggered by
particular operational states of the application-carrying

device, inputs of an end-user, etc.

The wireless communications interface is to be understood as
comprising a wireless or air interface as defined between a
mobile device such as an UE (User Equipment) and a mobile
network such as an UMTS or LTE network, for example an Uu

interface, and may in particular relate to, in a control
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plane, radio communication protocol layers including, e.g.
RRC layer or layers between a radio communication part of
the application-carrying device and an RNC of the (simulat-
ed) network. The interface may further define, in a user
plane, transport mechanisms for application data, e.g. an IP
protocol stack, wherein accordingly transported application
or user data may be referred to herein as "IP data", which
is intended to also include data being specifically trans-
ported as TCP data, RTP data, etc. In fact, higher layer
control data, e.g. RTCP data, etc., may also be concerned as
user data, as such control data concern control within the
OTT application framework and are not related to the control

plane of the simulated network.

According to various embodiments, measuring the control
plane signaling may comprise capturing signaling (control)
messages. For example, RRC signaling messages such as 'RRC
Connection Request’' or 'RRC Connection Release' may be cap-
tured. Generally, message capturing may include monitoring
whether a predefined message is sent via the monitored in-
terface, and in that event performing actions such as log-
ging the event, assigning a time stamp to the event, storing
at least a portion of the message, analyzing the message or

a stored portion thereof, etc.

Additionally or alternatively, measuring the control plane
signaling may comprise measuring connection states which can
be understood as determining or detecting the presence or
absence of a particular state. For example, in an RRC frame-

work, one out of a plurality of connection states including
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'Connected', 'Idle', etc. may be determined to be currently

established.

For example, message capturing may enable determining a cur-
rent connection state based on a known state diagram (state
machine). The determination can be performed by the test
equipment or any other analysis device, and can be performed
in real-time, i.e. during the ongoing test, in a post-
processing step, a combination thereof, etc. This enables
determining the control plane state without having direct
access to the internal state machine of the application-
carrying device or of an (simulated or real-world) RNC de-
vice. No manipulation of said devices is therefore required

which might detrimentally affect the test results.

During the monitoring / measuring phase and/or the cross-
layer measurement data establishing phase, counts may be de-
termined based on the measured data. For example, message
counts, connection counts, and/or state counts may be deter-
mined. Such counts are determined based on a defined time
span, such as the duration of a test case, (combined) length
of monitoring / measuring phase/s, etc. The counts may indi-
cate absolute numbers, or relative numbers, e.g. a relative
frequency of a state in relation to one or more other

states, etc.

According to various embodiments, measuring the control
plane signaling data and/or providing the cross-layer meas-
urement data may comprise determining at least one message
count, including, e.g., counts of 'RRC Connection Request'’

and 'RRC Connection Release'. Additionally or alternatively,
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counts derived therefrom may be generated, such as counts
indicating the number of occurrences of connected connection

state, idle connection state, C-DRX connection state, etc.

Measuring the application data on the user plane may com-
prise capturing messages (datagrams, etc.) which are related
to an application on the application-carrying device. Cap-
turing may include inspection of data packets or messages on
at least one of a network layer, transport layer, etc., and
may for example comprise inspection of a packet header
and/or packet data (e.g., higher level protocol data) on an
IP level, TCP level, etc. Inspection may comprise identify-
ing a specific application where the message may be related
to. Predefined knowledge may be used for such identifica-
tion, such as knowledge concerning protocols, ports, combi-
nations thereof, etc. as used by specific OTT applications.
For saild analysis, no direct access to the application-
carrying device or the application server is required.
Again, no manipulation of the application-carrying device is
therefore required which might detrimentally affect the test

results.

According to particular exemplary embodiments, measuring
application data on a user plane may comprise determining
the setup, presence, termination, absence, etc. of an IP
{(TCP, etc.) connection related to an application available
on the application-carrying device. The measurement may be
performed based on monitoring the user plane for
corresponding messages. The term 'connection' as understood
herein may not only relate to connection-oriented control or

user plane protocols, such as TCP, but is intended to refer
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also to connectionless traffic protocols such as UDP. For

example, a communication between application and server may
be transported based on UDP which could also be detected by
the test equipment and is of interest for the tests and may
therefore be counted as a 'connection' or an ‘'active' state

of an application in the user plane.

Measuring the user plane application data and/or
establishing the cross-layer measurement data may comprise
determining at least one connection count in the user plane
over the wireless interface based on determined connection
states during a given time span. Such connection count may
be app-specific. For example, in case of a plurality of apps
on the application-carrying device, a corresponding list of
connection counts can be supported, wherein the list can be
predefined or can be adapted automatically based on the
detected traffic. A subset of all applications on the app-
carrying device and/or detected can be analyzed and output.
For example, a (sub)set of those applications relevant for
the test purpose of determining network load etc. can be

predefined in the test equipment.

Generally, the common time reference may comprise a clock,
clock count, a clock frequency, a time value, time stamps, a
timeline, a time span, or combinations thereof. A prerequi-
site for establishing the cross-layer measurement data is
that there is a common time base or time reference available
for the measurement of the signaling data, the measurement
of the application data, and optionally the measurement of
the power consumption. For example, a parallel monitoring of

control plane and user plane is as such not sufficient for
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cross—-layer measurements, as long as no associations in time
of respective measurement events can be determined in analy-

sis.

For example, the control plane measurements and the user
plane measurements, respectively, may be performed on dif-
ferent hardware components of the test equipment, wherein
each component has its own independent clock or time refer-
ence. Then a common time reference has to be established,
for example by synchronizing the various clocks with each
other. Such synchronization may include that time stamps or
other time indications are assigned to measurements in the
control plane and the usér plane, respectively, and can be
associated to each other by a known mutual relationship in
time. The term 'common time reference' is intended to also

cover such configurations.

A common time base or time reference can be used to estab-
lish one or more relations or associations between the meas-
ured signaling data and application data. As an example,
parallel measurements may be performed within a common given
time span, e.g. a test case duration. For said time span,
connection counts may be determined for connections in the
control plane and the user plane, respectively, e.g. counts
of "RRC connections" and "IP connections". The cross-layer
measurement data may then comprise a data set comprising the
time span as well as the respective connection counts in the
control plane and the user plane, i.e. the cross-layer meas-
urement may generally comprise arranging measurements in the
control plane and the user plane with respect to a common

time basis or within a common time framework. Further analy-



10

15

20

25

30

12

sis on the basis of said cross-layer measurement data may be

performed automated and/or by test personnel.

The parallel measurements in the control plane and the user
plane may be started at the beginning of a time span, e.g.
at a predefined time point set by the test equipment, for
example after a preparatory phase which may include a boot-
ing of the application-carrying device or otherwise estab-
lishing a standard operational mode thereof. Additionally or
alternatively, one or more specific events may be predefined

which may trigger the start of the measurements.

According to various embodiments, one or more control plane
events can be predefined as trigger events. For example, de-
tection of a particular RRC signaling message such as 'RRC
Connection Request' may be predefined as a starting event.
Additionally or alternatively, one or more user plane events
can be predefined as trigger events. For example, detection
of an IP message indicating generally a communication be-
tween an application and a server, or a detection of an IP
message related to a particular application on the applica-
tion-carrying device and an application server may be de-
fined as a measurement starting point, wherein such communi-
cation on user plane implies the existence of a correspond-

ing control plane state such as "RRC connected".

Similarly, the measurement phase may end after a predeter-
mined time span and/or may end with the occurrence of a cor-
respondingly predefined event, for example the detection of
a particular RRC signaling message such as 'RRC Connection

Release'.
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A monitoring phase may comprise at least one of one or more
active measurement phases and waiting phases, wherein the
test equipment waits for a specific predefined time point to
be reached for starting a (next) measurement phase, a trig-

ger event which may trigger a (next) measurement phase, etc.

According to various embodiments, the monitoring step or
phase may comprise measuring a power consumption of the ap-
plication-carrying device. For example, the test equipment
may comprise a power supply operable to provide power to the
application-carrying device during the monitoring phase. The
power supply may then measure the power consumption. Addi-
tionally or alternatively, power consumption may be measured
by a tool on the application-carrying device, e.g. a corre-
sponding app, and may be provided to the test equipment,
e.g. by sending corresponding data over the wireless inter-

face to a local server provided by the test equipment.

Power consumption data may be included in the cross-layer
measurement data, which requires the power consumption be
measured synchronized with the common time reference for the

signaling data and the application data.

The established cross-layer measurement data may be provided
for output, storage, presentation, etc. According to various
embodiments, the cross-layer measurement data may comprise a
time reference such as a time axis, time span, etc. and the
signaling data, application data, and optionally power con-
sumption data are set in association to each other via the

time reference. For example, control plane states and user
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plane states can be presented along a time axis. As another
example, counts of control plane states and user plane
states, respectively, can be established for a given time

span.

According to various embodiments, multiple monitoring phases
may be performed and may contribute to the establishment of
the cross-layer measurement data, wherein it is to be
understood that each monitoring phase may comprise one or
more measurement phases. For example, one monitoring phase
may comprise a test case with a defined set of parameters,
while another monitoring phase comprises measuring another
test case with a different set of parameters. Additionally
or alternatively, multiple monitoring phases may be
performed, for example, based on at least one of different
application~carrying devices and different sets of
applications. For example, various mobile devices may be
provided with a different set of OTT apps installed in order
to test reliability and stability of a network configuration

based on the different sets.

Different parameter settings at the test equipment may com-
prise sets of network configuration parameters with differ-
ent values. A network configuration parameter may comprise a
timer, for example an inactivity timer. As a specific exam-
ple, a timer may comprise an RRC release timer. As another
example, a timer may relate to establishment and/or release
of C-DRX state. Different monitoring phases or test cases
may comprise measuring control plane and user plane behavior

for differing in one more of these timers with regard to the
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timer being disabled or enabled, timer values, various com-

binations thereof, etc.

The cross-layer measurement data may represent the signaling
data and application data for multiple monitoring phases or
test cases. Further analysis may be provided, for example
statistics based on or comparing the various monitoring

phases.

The abovementioned need is further satisfied by a computer
program which comprises program code portions for performing
the steps of one or more of the methods and method aspects
described herein when the computer program is executed on
one or more computing devices, which may include at least
one of, for example, test equipment, a post-processing
facility, etc. The computer program (product) or portions
thereof may implement an automated test control and/or
analysis for one or more test cases which may be performed,
e.g., as a batch run and may comprise a post-processing to
be started automatically or on user-input. A preparation
phase may comprise input of network configuration parameters
for the simulated wireless network or sets thereof,
monitoring parameters such as durations of the test cases,
etc. The input may comprise retrieval from a configuration

file prepared by test personnel.

The computer program may be provided for download and

execution on the test equipment, analysis facility, etc.
Additionally or alternatively, the computer program may
comprise templates for generation of specific test cases

therefrom. Accordingly, the computer program may provide a
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user the option to select specific values for various

parameters to generate a specific test or test sequence.

The computer program may be stored on a computer readable
recording medium, such as a permanent or re-writeable memory
within or associated with a computing device or a removable
CD-ROM, DVD or USB-stick. Additionally or alternatively, the
computer program may be provided for download to a computing
device, for example via a data network such as the Internet
or a communication line such as a telephone line or wireless

link.

The abovementioned need is further satisfied by a use of
test equipment in a wireless communications network test
environment. The use comprises the test equipment simulating
a wireless network for an application-carrying device
separate from the test equipment; monitoring, by the test
equipment, a wireless communications interface between the
simulated network environment and the application-carrying
device, wherein the monitoring comprises measuring signaling
data on a control plane and measuring application data on a
user plane related to at least on application implemented on
the application-carrying device, wherein the signaling data
and the application data are measured on the basis of a
common time reference of the test equipment; and providing
cross—layer measurement data based on the measured signaling

data and application data.

The test equipment may comprise separate hardware components
for respectively measuring the signaling data and the

application data. Additionally or alternatively, the test
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equipment may comprise a separate hardware component for
measuring a power consumption of the application-carrying
device. Additionally or alternatively, the test equipment
may comprise a separate hardware component for controlling a

network configuration of the simulated wireless network.

The test equipment may be configured to enable a
communication of the application-carrying device with at
least one remote application server. For example, the test
equipment may provide for an interface to the general
Internet to enable communication of various apps installed
on the application-carrying device with the respective

application services.

The abovementioned need is still further satisfied by test
equipment of a wireless communications network test
environment, comprising a control component configured for
automated control of the test equipment including possibly a
post~processing facility for performing any of the methods

or method aspects described herein.

The abovementioned need is further satisfied by a data set
comprising cross-layer measurement data established
according to any of the methods or method aspects described
herein. A cross-layer measurement data set may in particular
comprise data for one or more monitoring phases, wherein the
data for each monitoring phase comprises cross-layer
measurement data based on signaling data and application
data as described herein, and wherein the various monitoring
phases are based on different network configurations of a

simulated wireless network, to enable a comparison of
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efficiencies of different network configurations in terms of
network load, power consumption of the application-carrying

device, etc.

According to various embodiments of the present disclosure,
the above need is satisfied by employing a wireless
communications networks test environment for performing on a
control plane and user plane cross-layer measurements of a
communication with an application-carrying device such as a
smartphone having one or more OTT applications installed.
This may be seen as hybrid between a handset-oriented
approach of implementing an analyzer tool on a real-world
smartphone in contact with a real network, and a network
approach of simulating the effects of a plurality of
smartphones onto a simulated network. The hybrid approach
comprises measuring the impact of a real-world smartphone
onto a virtual network; however, the smartphone can be in

contact with real-world application services.

It is proposed that the cross—-layer measurements are
performed externally of the app-carrying device. Instead,
existing test equipment as available for wireless network
test environments can be employed, such as network
analyzers, radio communication testers, etc., with minimum
upgrades, although said test equipment may be used for
testing mobile devices or network system tests. Accordingly,
no analyzer needs to be installed on the mobile app-carrying
device which may influence the behaviour thereof or may

influence the power measurements.
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As the application-carrying device can be undisturbed by any
monitoring or measurement activities, the device can be
configured similar to smartphones or other mobile devices
used by standard customers or customer groups of the mobile
network in view of which the tests are performed. For
example, multiple application-carrying devices can be
prepared for representing different customers or user
groups. A set of general test cases can be repeatedly
performed for measuring the different devices, and/or
device-specific test cases can be performed, to arrive, for
example, at a set of network configuration parameters which
from an overall perspective are optimized with regard to

network load, power consumption, etc.

Various embodiments of the present disclosure offer
solutions which enable testing varying network
configurations, wherein control plane, user plane, and
optionally power consumption can be measured when an
application-carrying device is in contact with a wireless
network. This is in contrast to network analysis where an
analyzer tool is installed on an application-carrying
device: This does not offer any options for wvarying a
network configuration. Therefore, the handset-oriented
approach does not allow an active testing wherein effects of

varying network configuration parameters can be tested.

From a slightly different perspective, various embodiments
of the present disclosure can be employed for example for
the purpose of finding an optimized set of network
configuration parameters for any particular real-world

network. Therefore, it is not necessarily the application-
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carrying device which is the "Device under Test"™ (DUT), but
it may be the simulated or virtual wireless network for

which various network configurations can be tested.

Embodiments of the present disclosure differ from
conventional test approaches utilizing base station
simulators or radio communication testers for radio testing
mobile devices, as such equipment normally is not configured
to analyze any user plane data; for example, there may be no
possibility for any inspection of IP data other than visual
inspection on a screen. Even if additional components for
analyzing higher layer data can be provided, this may be for
the purpose of analyzing a particular application on high
protocol layers only. For example, the possibility to set a
trigger on, e.g., a specific IP event does not allow
measuring or establishing cross-layer data in the sense as

discussed herein.

According to embodiments of the present application, cross-
measurement data can be established which may represent not
only measured signaling and application data but may in
particular represent one or more relationships or
associations between these data. For example, timely
coincidences of signaling and application data can be
represented by the cross-layer measurement data and can then
be used to further identify one or more applications which
are particularly relevant concerning the impact onto network

signaling load, etc.

Embodiments of the present disclosure differ from

conventional network tests wherein a signaling behavior of a
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plurality of smartphones is simulated and applied to a
virtual network. There is no guarantee that the simulated
behavior in fact correctly reproduces the real-world
behavior and therefore any results for optimized network
configurations are similarly uncertain. However, simulations
performed according to various embodiments of the present
disclosure could be used to achieve a better understanding
of signaling behavior, which could also be used as an input

to network / system tests.

As exemplified before, various embodiments of the present
application can be understood as closing a gap left by the
conventional approaches. In other words, a comprehensive
approach of optimizing a network configuration with a view
on, e.g., network load and power consumption issues may
include that wvarious conventional approaches and the
approach discussed herein can be complementary to each other

and respective simulations can be combined with each other.

Embodiments of the present disclosure therefore add to
fields related to wireless networks and/or mobile devices,
namely test process, test setup, OTT apps, network
simulation, network configuration, network optimization,
etc., which is relevant for MNO / telecom operators, mobile

device manufacturers and/or application service providers.

Various embodiments of the present disclosure can be
implemented cost-efficiently based on minor modifications of
existing hardware and/or software. For example, existing

test equipment may be upgraded.
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Brief Description of the Drawings

In the following, the invention will further be described
with reference to exemplary embodiments illustrated in the

figures, in which:

Fig. 1 1is a schematic illustration of an embodiment of a

wireless communications network test environment;

Fig. 2 1s a flow diagram illustrating an operation of test

equipment of the test environment of Fig. 1;
Fig. 3 1s a time axis diagram illustrating a first
presentation example of cross-layer measurement

data; and

Fig. 4 1s a table illustrating a second presentation

example of cross-layer measurement data.

Detailed Description of Embodiments

Fig. 1 schematically illustrates from a functional
perspective an embodiment of a wireless communications
network test environment 100 comprising various test
equipment 102 having co-located an application-carrying
device (User Equipment, UE) 104. The test equipment 102
comprises a hardware stack 106 which may be embodied as a
radio communication tester and which includes an RF
communication (RF Comm) and RF protocol analyzing component
108 and a data application unit (DAU) or component 110. The

hardware stack 106 further comprises an internal clock 111
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which provides a common time reference to components 106 and
108. In case one or both of components 106 and 108 have
their own internal clock, time reference 111 may at least
enable time synchronizing the components 106 and 108 with

each other.

The test equipment 102 further comprises a control component
112 which may be embodied as a PC (Personal Computer) or
similar general purpose device having software implemented
thereon for test control. Further, the test equipment 102
comprises a power supply (PS) 114 for providing power to the
device 104 and measuring the power supplied. The test
environment 100 further comprises an interface 116, which
may be embodied as an I/O hardware interface card available
at hardware stack 106, wherein the interface card may
provide a conventional LAN-interface, Ethernet interface, an
RJ45 connector, etc. The interface 116 enables communication
with real-world Internet 118 and at least one real-world
application server 120 operated by, e.g., an application

service provider.

A post-processing component 122 is provided for establishing
cross-layer measurement data from the measurement results of
test equipment 102, in particular components 108, 110, 114,
as described below. The component 122 can be embodied as a
general purpose device such as a PC with analysis software
implemented thereon. According to one embodiment, control
component 112 and analysis component 122 can be co-located
on one PC. Additionally or alternatively, at least a portion
of component 122 can be located remote from test environment

or test bed 100, but from a purely functional point of view
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is in any case understood as belonging to test environment
100 and forming part of the test equipment 102. The analysis
component 122 can be operable to provide cross-layer
measurement data to a storage component 124 for the data

being available for presentation, further processing, etc.

The application-carrying device 104 can be embodied as a
smartphone, tablet, or other mobile device, i.e. any device
with wireless or mobile communication capabilities. As test
equipment 102 may be configured to simulate a cellular
network, 1in particular an UMTS or LTE network, the device
104 will occasionally also be referred to as an UE (User
Equipment), as this is the conventional term for a mobile

device in said network environment.

Test environment or test bed 100 may comprise a LAN 126
which may, for example, connect control PC 112 and test
device 106 with each other. Inside device 106, an internal
interface 128, which may be proprietary, couples RF control
component 108 and data application component 110. Components
108 and 110 may for example forward data to be communicated
between mobile device 104 and remote server 120 via the
interface 128. The data application unit 110 may exchange

data with the Internet 118 via the interface 116.

The mobile device 104 may be supplied with power from power
supply component 114 by cable connection 130. RF signals may
be transmitted via a cable connection 132 between device 104
and the hardware device 106 including the RF communication
component 108 which may act as a base station simulator.

Therefore, the wireless communications interface 134 between’
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UE 104 and the (virtual) network simulated by component 108
is bound by wire in test environment 100, which

configuration is well known by the skilled practitioner.

An operation of test environment 100 with co-located
application—-carrying device 104 will further be described
with reference to the flow diagram of Fig. 2. Test equipment
102 can be adapted at least in part for RF (radio)
communication testing and analysis of mobile devices.
However, test environment 100 can also be operable 200 for
establishing cross-layer measurement data from measuring the
communication between one or more application-carrying
devices such as device 104 and remote application services
such as that provided by server 120 conveyed via a virtual

network provided by test device 106.

Various mobile devices can be measured sequentially or in
parallel, depending amongst others on the capacities of
virtual network simulator 108. For the tests to be described
below, the application-carrying device 104 may be equipped
with a set of applications as thought representative for
end-users of the network in view of which the tests are
carried out. The device 104 may be brought into an
operational mode wherein these applications are started in
the sense that they may communicate with their associated
application servers, for example for update purposes, which
does not normally require active end-user input. During
execution of the tests therefore not normally any further
input by test personnel is required to trigger the
applications; it is the background activity of the various

applications on device 104 which is monitored.
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In step 202, test equipment 112, 108 operates to initiate
simulation of a wireless network such as an LTE network or
WCDMA network for the application-carrying device 104. The
control PC 112 may provide parameters of a radio network
configuration including network specific timers to the RF
communication component 108, or may directly control
component 108 accordingly. The RF communication component
108 operates as an RNC (Radio Network Controller) of the
virtual wireless network towards device 104 on the basis of

the prescribed parameters.

In step 204 the test equipment 106 monitors the wireless
communications RF interface 134 conveyed via cable
connection 132. Lower layer including RF control plane
communication is ongoing between the virtual network as
simulated by test equipment 108 and UE 104, while higher
layer including user plane communication is ongoing between

Internet 118, 120 and UE 104.

The monitoring step or phase 204 may comprise further steps
206, 208 and 210, respectively, which can be performed in
parallel. Step 206 comprises measuring signaling data
conveyed over RF interface 134 on a control plane. Measuring
may be performed by the component 108 involved in handling
the radio communication with UE 104. Step 208 comprises
measuring higher layer data on a user plane conveyed via RF
interface 134 between UE 104 and the Internet 118. Measuring
may be performed by data analysis component 110 which may be
adapted, for example, for inspecting data packets such as IP

packets. Specifically, measuring may comprise measuring
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application data related to at least one application which
is implemented on smartphone 104 and which may communicate
with application server 120, for example, on a regular or
periodic basis if running in the background and even if not
currently actively used by an end-user. Step 210 comprises
the power supply 114 measuring a power consumption of the

device 104 during the monitoring / measuring time.

In step 212, analysis and post-processing component 122
retrieves (push and/or pull) measured signaling data,
application data and power consumption data from components
108, 110 and 114 during and/or after the end of the
monitoring phase 204. On the basis of the retrieved data,
component 122 establishes cross-layer measurement (CLM)
data, which represent relations between measurements, e.g.,
events or states, on the control plane and the user plane,

respectively.

In order to establish a relation or association between the
measured RF signaling data and the measured application
data, and to potentially derive further data therefrom such
as counts, other statistical measures, etc., the measured
data preferably have a common time base or reference, which
for example can imply that both data can be set into

relation to one and the same common time axis.

In the example illustrated in Fig. 1, measuring of the
signaling data in step 206 and of the application data in
step 208 is performed by separate components 108 and 110,
however on the basis of the common time reference provided

by clock 111. As one example for corresponding timing
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information, time stamps may be assigned by any of the
measurement components 106, 108 to a detected event such as
occurrence of a particular message. In case the time stamps
of control plane events and user plane events, respectively,
refer directly or indirectly (via clocks derived therefrom)
to one and the same clock 111, the events can readily be
compared with each other and relations can be analyzed by
the analysis component 122 and/or test personnel. As an
example, in view of an event detected in the control plane
measurement data and/or corresponding state represented in
the cross-layer measurement data, the user plane data may be

scanned for events or states co-located in time.

An accuracy in time required for the time reference can be
of order milliseconds or several milliseconds, for example
10 milliseconds, which should normally be sufficient to
reliably establish relationships between events on the
control plane and user plane, respectively. In case of
limited accuracy, logic rules could additionally be
implemented, for example in the analysis component 122, to
conclude from a tight timely occurrence of an event in the
control plane, and an event in the user plane, that the
control plane event may have taken place prior to the user
plane event, even if the timing information associated

thereto does not indicate such clear relationship.

The required timing accuracy could be achieved by various
measures. While the time reference 111 is shown as a
component separate from other components in the example of
Fig. 1, according to other configurations a system clock for

the test device 106 may be provided on or in one of the



10

I5

20

25

30

29

measurement hardware components, which may for example imply
that one component provides its on-board internal clock to
the other measurement components or boards. For example, a
data analysis component such as component 110 would be
inserted as an additional card or board into the frame
(e.g., rack or housing), of a radio communications tester
such as device 106 which includes a radio measurement
component such as component 108. Any time synchronization
may then be performed e.g. via an internal interface such as

interface 128.

Besides placing the measurement components in a common
hardware framework, other options for supplying a common
time reference of sufficient accuracy can be contemplated.
For instance, measurement components can be arranged
separate to each other in separate frames, housings, etc. in
a test environment and can be synchronized via network-based
mechanisms, e.g. via LAN-based mechanisms, known as such to

the skilled practitioner.

In order that the power consumption measurements can be
associated to the measured signaling data and application
data, the measurement data from the power supply component
114 also require a common time reference with at least one
of the other measurement components 108 and 110. However, it
is noted that the power consumption of the application-
carrying device 104 may be of primary interest integrated
over time (in view of battery life), and therefore the
required accuracy of time measurement and time
synchronization may be less than required for the signaling

and application data.
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For instance, a coarse synchronization mechanism may be
provided to enable synchronizing the various test equipment
of a test environment. In the illustrated example, control
PC 112 may provide a coarse common time reference to
components 114 and 106, for example a network-based
mechanism as outlined above, which may be used by analysis
component 122 for associating the cross-layer measurement
data resulting from the measurements of device 106 and the
power consumption data from device 114 to each other with a
desired accuracy. In other words, nested time references can
be employed which allow relating the control plane
measurements and user plane measurements with a relatively
high accuracy to each other, while the power measurments are

related thereto with relatively low accuracy.

A measurement campaign may generally comprise multiple
monitoring phases. For example with respect to a particular
application~-carrying device, the phases may differ in the
network configuration parameters of the virtual wireless
network. In step 214, the control PC 112 decides on whether
a further monitoring phase is to follow. If yes, steps 202
to 210 are repeated with one or more different network
configuration parameters. Steps 212 and 214 could also be
swapped. If required, in repeated step 202 communication may
be performed in order that the mobile device 104 may be used
to the network with changed network parameters; for example,
the device 104 may be triggered performing a handover or re-

connecting to another virtual network, etc.
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Additionally or alternatively, multiple monitoring phases
may relate to different application-carrying devices, which
may differ in their set of installed applications. As still
another example, one and the same application-carrying
device may be configured differently with respect to its

active application set for different monitoring phases.

In step 216, the analysis component 122 provides the
established cross-layer measurement data, for example to

storage component 124, for presentation on a screen, etc.

Fig. 3 illustrates an example of cross-layer measurement
data 300 which may have been established on the basis of
measurements performed in test environment 100 of Fig. 1
according to measurement campaign 200 of Fig. 2. Control
plane events or states are indicated in an area or row 302,
user plane events or states are indicated in an area 304,
and power consumption is indicated in an area or row 306,
wherein axis 308 indicates time in a generally appropriate

unit of seconds (s).

Specifically, control plane (signaling) states are
represented in area 302 as bars indicating RRC connection
states "Idle"™ 310, "Connected" 312 or "C-DRX" 314, wherein
the latter state "Connected - Discontinuous Reception” is
known to the skilled practitioner as a battery-saving state.
Measuring the various RRC states in the control plane may
comprise detecting one or more of predefined messages. For
example, detection of "RRC Connection Request"”" (e.g. with
establishment cause "MO Data" indicating that data is to be

transferred to the network), and/or a corresponding network
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response can be interpreted as successful establishment of
state "Connected" 312, while detection of "RRC Connection
Release” and/or a corresponding response from UE 104 may be
interpreted as termination of state "Connected” 312 or "C-
DRX" 314 and fallback to state "Idle"™ 310. At least one of
the RF protocol measurement / analysis component 108 and the
analysis component 122 may consult a state machine to

conclude from one or more detected messages on an RRC state.

Measured user plane (application) data are represented in
area 304 of Fig. 3 as boxes, wherein different applications
can be assigned boxes of different heights over time axis
308. An application A has assigned boxes 320, an application
B has assigned boxes 322, and an application C has assigned
boxes 324. Alternativé presentations can be contemplated;
for example, different applications can have assigned
different colours and/or different areas (rows) in the

diagram similar to row 302 assigned to the RRC states.

A state determination in the user plane may be based on
inspection of IP packet headers and/or data (e.g., higher
layer headers). Establishment, presence or termination of an
IP connection, TCP connection, etc. may be determined from
packet inspection, however, the term 'connection' is to be
understood herein as referring to virtually all
communications between application and server, which may
include the so-called 'connectionless' traffic, for example
UDP traffic, within the framework of network protocols.
Inspection may allow determining the specific application
which currently requires communication. For example, mapping

of inspected header data to a predefined table associated to
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at least one of the data analysis unit 110 and the cross-
layer establishment unit 122 may enable identification of

specific applications.

It is to be noted that the application "active"
communication states in the user plane as indicated by the
boxes 320, 322, 324 in Fig. 3 not necessarily imply that a
large data volume is transferred. For example, the
communication between an application on UE 104 and
corresponding application server 120 may merely comprise an
inquiry whether any updates, or updated data, are available
at either one or both of the application server 120 and
application~-carrying device 104. If no update is available
or to be performed, no user data need to be transferred.
Such update inquiries or requests may be repeated with
frequencies of the order of hours or less, e.g. every 10
minutes or less, for example for particular applications
such as related to social networks, but also push services

for emails, short messages, etc.

For the cross-layer measurement and analysis, it can be of
interest, for example, how often a communication between UE-
based application and server takes place, which requires
establishment or maintenance of a connection in the radio
layers. A presentation such as exemplified with Fig. 3
offers quick insights on the application-related
communication via the wireless interface 134, and may
provide answers to the question, whether or not the timer
settings for maintenance of the 'Connected' and 'C-DRX'
states appear to be appropriate for the frequency of

application queries or not. Such questions may be answered
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either via human inspection by eye or machine-based, e.g.

via further analysis performed by component 122.

Even a pure query, e.dg. a simple connectionless request-
response message pair in the user plane, may take of order
several seconds as illustrated in Fig. 3. Reasons may for
example comprise server latency, e.g. due to load. Therefore
the "active" communication states 320, 322, 324 indicating
an ongoing communication in the user plane may typically
last considerably longer than message exchanges in the
control plane, which are depicted by boxes or peaks 332 (RRC
Connection Request), 334 (network response), 336 (RRC
Connection Release) in row 330 in Fig. 3. As long as the
user plane connection/s is/are active, the underlying radio
connection state normally also has to be active, i.e. in
state 'Connected', which amongst others increases power

consumption.

Power consumption is depicted in area 306 as a continuous
line 340 indicating the momentary amount of power consumed
by UE 104. Enhanced power consumption may result from active
RRC states 312 and 314, during which reception circuitry is
at least partly active. For example, even the C-DRX state
comprises cyclical wake up and shut down of receiver
circuits. Reception and analysis as well as preparation and
transmission of pure control plane and of user plane
messages both require power. However, for sake of clarity in
Fig. 3 only the RRC message transmission and reception is

indicated as being reflected in the power graph 340.
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Fig. 3 thus represents cross-layer measurements wherein
measurements 302, 304 and 306 in the control plane, user
plane, and regarding power consumption, respectively, can be
associated to each other via the common time reference
indicated by time axis 308. It is the possibility to map or
project control plane data and user plane data onto each
other via a common time reference which is currently seen as
forming an important aspect of cross—-layer measurement data.
The represented relationships or associations in time of
control plane and user plane events or states offer options
for further analysis, for example conclusions such as "with
the current network timer configurations, a typical sequence
of RRC states 'Connected' and 'C-DRX' comprises two active
IP connections™, or statistical analysis as exemplified in

Fig. 4.

The monitoring phase depicted in Fig. 3 was started at an
arbitrarily selected time point '0' (zero) followed by a
continuous monitoring period or phase. According to an
alternative embodiment, a monitoring phase comprising a
common measuring phase for signaling data and application
data can be triggered by the detection of a predefined
control plane message, for example an RRC Connection Request
332. The monitoring phase may then continue a predetermined
time span, e.g. several minutes. As a further option,
monitoring might be stopped on the detection of, for
example, an RRC Connection Release 336. Accordingly, a
monitoring may comprise various monitoring phases of only
RRC states 'Connected' and 'C-DRX', and a resulting diagram
would be similar to that depicted in Fig. 3, except that the
periods of state 'Idle' 310 would be removed from the data.
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However, such diagram could also be achieved purely via
post-processing which would also offer the option to switch

between the different presentations.

Fig. 4 illustrates another example of cross-layer
measurement data 400 which may have been established on the
basis of measurements performed in test environment 100 of
Fig. 1 according to measurement campaign 200 of Fig. 2.
Various state counts are listed in table form, i.e. counts
of states in control plane and user plane, respectively,
have been determined based on the signaling data and
application data measured within several one or more common

monitoring periods.

Various testcases 401 are collected in table 400, wherein
the testcases 401 differ in network settings, namely in the
setting of timer 408 "RRC Release" for sending RRC
Connection Release to the UE 104 in case of established RRC
connection, and of timer 410 for C-DRX maintenance after
inactivity termination of state 'RRC Connected'.
Specifically, testcase 402 serves as a basic reference with
both timers 408, 410 disabled. Testcase 404 is for measuring
a timer value of 5 seconds for the RRC Release timer 408,
with C-DRX state disabled. Testcase 406 is for measuring a
timer value of 5 seconds for the RRC Release timer 408,

followed by C-DRX state for a fixed amount of time.

Each of the testcases 401 has a duration (monitoring phase)
412 of 10 minutes {(min) total. For each testcase 401,
measurement and analysis data are given for the user plane

414 and the control plane 416, respectively. For the user
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plane, the number of IP connections 418 and the amount of
data transferred 420 are listed per duration 412 and per
application 422. The connection count 418 has been
calculated on the basis of the application data as measured
by data analysis component 110 in Fig. 1. The calculation of
the connection count 418 from the measured application data
can be performed at the data analysis component 110 or the
post-processing component 122 during establishment of the

cross—layer measurement data.

For the control plane, a signaling count 424 is listed
indicating for each testcase 401 the number of state changes
during the measurement campaign or corresponding monitoring
phase/s 412. Additionally the relative fractions 426 of
states "Connected"”, "C-DRX" and "Idle" are indicated.

The count 424 has been calculated on the basis of the
signaling data as measured by RF communication component 108
in Fig. 1. The calculation of the count 424 from the
measured signaling data can be performed at the component
108 or the post-processing component 122 during the

establishment of the cross-layer measurement data.

Column 428 lists the average power consumption per test
case, l.e. the power consumption averaged over at least the
active measurement phases. According to some embodiments,
whether or not RRC 'Idle' states are counted may be a matter
of indifference as long as the measurement and integration
approach is the same for all of the testcases 401. According
to other embodiments, 'Idle' states can be counted which

would provide more immediate conclusions on battery life.
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The cross—layer measurement data of table 400 comprises user
plane data 414 and control plane data 416 which are related
to each other by parallel measurement or monitoring
period/s. Consequently, statistics derived from the
measurement data such as the connection counts 418 and
signaling counts 424, respectively, can also be related to
each other via (total) common measurement time 412. The
impact of the OTT application (apps) 422 installed on the
smartphone 104 for different network parameter
configurations on signalling load and power consumption can

then be studied by comparison of the various test cases 401.

For example, the number of IP connections 418 per testcase
and/or per application, and per signaling counts 424 can be
compared for the various testcases 401, wherein also the
resulting average power consumption 428 can be acknowledged
for the test cases. An optimum network configuration may be
derived by analyzing the cross-layer measurement data,
iteratively deriving and performing further testcases and

analyzing the data again, etc.

As can be contemplated, establishment and analysis of cross-
layer measurement data such as depicted in Figs. 3 and 4
enables identifying network configurations which optimize,
for at least one given set of applications on a smartphone
or other mobile device, a signaling load in the network and
optionally power consumption on the mobile device (the
optimum network configuration may be different whether or
not power consumption i1s taken into account). For example,
timer 408, 410 may be set such that several IP connections

can be setup and terminated per one RRC connection, which
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may considerably lower signaling on control plane per IP
connection compared to other timer settings. However, it is
possible that the minimum signaling load comes at the cost
of increased power consumption at the mobile device, such

that eventually timer settings may represent a compromise.

As has been demonstrated before, embodiments of the present
disclosure allow relations to be identified between L2/L3
control plane / signaling messages and user plane applica-
tion data, wherein the application data can be assigned to
particular applications. Therefore with the establishment of
cross-layer measurement data eventually signaling data can
be assigned to particular applications. For example, a sig-
naling load per IP connection can be determined. As another
example, it would be possible to identify those apps which
have the largest impact on network load, power consumption
etc., which would in turn allow, for example, defining a set
of apps of highest relevance for a given network, which set
should be available on application-carrying devices for pur-

poses of tests such as described herein.

Measurement and analysis of an impact of varying network
configuration (RNC)} parameters on a signaling locad and/or on
power consumption is provided. For example, it is possible
to test, i.e. measure and analyze the impact of specific
network configurations such as specific settings of one or
more RCNC timers on the quantum of signaling generated by
OTT apps. Various embodiments allow in particular testing
network specific inactivity timers in the radio access, and
accordingly optimizing an RNC behaviour. Specific network

parameter values such as for an RRC timer, C-DRX timer can
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be selected and tested. Impact of network configurations on
power consumption of application-carrying devices can also

be tested, and accordingly battery life can be optimized.

While the invention has been described in relation to its
preferred embodiments, it is to be understood that this
description is intended non-limiting and for illustrative
purposes only. In particular, while various features have
been described separately hereinbefore, particular
combinations of those features are apparent to the skilled
artisan as being advantageous or appropriate. Accordingly,
it is intended that the invention be limited only by the

scope of the claims appended hereto.
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Claims

1. A method performed by wireless communications network
test equipment, comprising:

simulating (202} a wireless network for an application-
carrying device (104) separate from the test equipment
(102) ;

monitoring (204), by the test equipment (102), a
wireless communications interface (134) between the
simulated network and the application-carrying device (104),
wherein the monitoring comprises

measuring (206} signaling data on a control plane and

measuring (208) application data on a user plane
related to at least one application implemented on the
application-carrying device (104),

wherein the signaling data and the application data are
measured on the basis of a common time reference (111) of
the test equipment (102); and

establishing cross-layer measurement data (300, 400)

based on the measured signaling data and application data.

2. The method according to claim 1,
wherein measuring the control plane signaling comprises

measuring connection states (310, 312, 314, 426).

3. The method according to claim 1 or 2,
wherein at least one of measuring the control plane
signaling and providing the cross-layer measurement data

comprises determining at least one message count (424) of a
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control plane signaling message transmitted over the

wireless interface (134).

4. The method according to any one of the preceding claims,
wherein at least one of measuring the user plane application
data and providing the cross-layer measurement data
comprises determining at least one connection count (418) in

the user plane over the wireless interface (134).

5. The method according to any one of the preceding claims,
wherein a common measuring phase for measuring signaling
data and application data is triggered by the detection of a

predefined control plane message (332).

6. The method according to any one of the preceding claims,
wherein the monitoring comprises measuring a power

consumption (340) of the application-carrying device (104).

7. The method according to any one of the preceding claims,
comprising multiple monitoring phases (402, 404, 406) based
on different network configurations (408, 410) of the

simulated wireless network.

8. A computer program product comprising program code
portions for performing the method according to any one of
the preceding claims when the computer program product is

executed on one or more computing devices (102).

9. Use of wireless communications network test equipment

(102}, for
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simulating (108) a wireless network for an application-
carrying device (104) separate from the test equipment
(102} ;

monitoring, by the test equipment (106, 108, 110), a
wireless communications interface (134) between the
simulated network and the application-carrying device (104),
wherein the monitoring comprises

measuring (108) signaling data on a control plane and

measuring (110) application data on a user plane
related to at least one application implemented on the
application-carrying device (104),

wherein the signaling data and the application data are
measured on the basis of a common time reference (111) of
the test equipment (102); and

establishing (122) cross~layer measurement data based

on the measured signaling data and application data.

10. The use of claim 9,
wherein the test equipment (102) comprises separate hardware
components (108, 110) for respectively measuring the

signaling data and the application data.

11. The use of claim 9 or 10,
wherein the test equipment (102) comprises a separate
hardware component (114) for measuring a power consumption

of the application-carrying device.

12. The use of any one of claims 9 to 11,
wherein the test equipment (102) provides (116)
communication of the application-carrying device (104) with

at least one remote application server (120).
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13. The use of any one of claims 9 to 12,
wherein the test equipment (102) comprises a separate
hardware component (112) for controlling a network

configuration of the simulated wireless network.

14. Wireless communications network test eguipment,

comprising a control component (112) configured for

automated control of the test equipment (102) for performing

a method according to any one of claims 1 to 7.

15. Data set comprising cross-layer measurement data

(300,

400) established according to the method of any one of

claims 1 to 7.



