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Obtain a biometric feature object needed for performing a biometric 
recognition attack on a biometric recognition device , where the biometric 

feature object includes a feature attachment part to which biometric features 
are attached and a conductive part

S102

Control a mechanical arm to place the biometric feature object in a 
recognition area of the biometric recognition device, and control the 

mechanical arm to press the biometric feature object to trigger the biometric 
feature object to input the biometric feature in the feature attachment part into 

the biometric recognition device through the conductive part, to perform a 
biometric recognition attack test

S104

Obtain an attack test result corresponding to the biometric feature object, and 
determine, based on the attack test result corresponding to the biometric 

feature object, a test result of the biometric recognition attack performed on 
the biometric recognition device

S106
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Obtain an identifier of a biometric feature object needed for performing a 
biometric recognition attack on a biometric recognition device, where the 
identifier is set based on a graphic code, and the biometric feature object 

includes a feature attachment part to which biometric feature s are attached 
and a conductive part

S302

Control a mechanical arm to obtain a biometric feature object corresponding 
to the identifier from a feature object library based on the identifier by 

scanning the graphic code through a camera component disposed on the 
mechanical arm, and use the obtained biometric feature object as the 

biometric feature object needed for performing the biometric recognition 
attack on the biometric recognition device

S304

Obtain current environmental information, where the environmental 
information includes one or more of a temperature, humidity, and light 

intensity

Adjust the current environmental information based on predetermined 
reference environmental information, to obtain environmental information for 

performing a biometric recognition attack test on the biometric recognition 
device

S306

S308

In an environment corresponding to the environmental information for 
performing the biometric recognition attack test on the biometric recognition 
device, control the mechanical arm to place the biometric feature object in a 

recognition area of the biometric recognition device, and control the 
mechanical arm to press the biometric feature object to trigger the biometric 

feature object to input the biometric feature in the feature attachment part into 
the biometric recognition device through the conductive part, to perform the 

biometric recognition attack test

S310

Obtain an attack test result corresponding to the biometric feature object, and 
determine, based on the attack test result corresponding to the biometric 

feature object, a test result of the biometric recognition attack performed on 
the biometric recognition device

S312
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