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TECHNICAL FIELD

[0002] Some example embodiments of the inventive concepts described herein relate
to an electronic device, and more particularly, relate to an electronic device improving RAS
(Reliability, Availability, and Serviceability) based on a corrected error and an operating

method of the electronic device.

BACKGROUND

[0003] RAS (Reliability, Availability, and Serviceability) may express the robustness
of a computer. As the level of the RAS level becomes higher, the data integrity and fault-
tolerance of the computer may be improved. The RAS level of the computer may be
improved by in advance detecting various faults capable of occurring in the computer and

reducing, or preventing, and/or compensating for the detected faults.



[0004] The computer may include a processor and a memory module as main
components. The processor may use the memory module as a working memory and a system
memory. An error may occur when the processor reads data from the memory module. The
error that is detected in the process of reading data from the memory module may include an
uncorrected error UE and a corrected error CE. The uncorrected error UE may cause the loss

of data.

SUMMARY

[0005] Some example embodiments of the inventive concepts provide an electronic
device for preventing an uncorrected error (UE) from occurring when a processor reads data
from a memory module and an operating method of the electronic device.

[0006] According to some example embodiments, an electronic device includes a
memory module that includes at least one dynamic random access memory, and a processor
configured to access the memory module, determine a corrected error count associated with
an address of a corrected error in response to the corrected error being detected when data are
read from the memory module, read an error log associated with the corrected error,
determine a risk level of the corrected error based on the error log, and schedule a post
package repair (PPR) for the address of the corrected error in response to the risk level of the
corrected error being high.

[0007] According to some example embodiments, an operating method of an
electronic device including a processor and a memory module includes performing, at the
processor, a read operation on the memory module, performing, at the processor, a read retry
operation on the memory module in response to an error occurring in the read operation,

determining, at the processor, a risk level of a corrected error, based on whether the corrected



error occurs in any read phase of the read retry operation, and scheduling, at the processor, a
post package repair (PPR) of the memory module based on an address of the corrected error
in response to the risk level of the corrected error being high.

[0008] According to some example embodiments, an electronic device includes a
basic input output system (BIOS) device that includes a nonvolatile memory storing a BIOS,
a storage device that stores an operating system, a chipset that is connected with the BIOS
device and the storage device, a memory module that includes at least one dynamic random
access memory, and a processor that is connected with the chipset and the memory module.
In a power-on, the processor is configured to load the BIOS from the BIOS device through
the chipset, and load the operating system from the storage device through the chipset. In
response to a corrected error occurring when the processor accesses the memory module, the
BIOS and/or the processor is configured to determine a risk level of the corrected error by
reading an error log of the corrected error, and register an address of the corrected error at a
post package repair (PPR) address list regardless of a corrected error count of the corrected

error in response to the risk level of the corrected error being high.

BRIEF DESCRIPTION OF THE FIGURES

[0009] The above and other objects and features of the inventive concepts will
become apparent by describing in detail some example embodiments thereof with reference
to the accompanying drawings.

[0010] FIG. 1 is a diagram illustrating an electronic device according to some
example embodiments of the inventive concepts.

[0011] FIG. 2 is a diagram illustrating an electronic device including software layers.



[0012] FIG. 3 is a diagram illustrating an operation method of an electronic device
according to some example embodiments of the inventive concepts.

[0013] FIG. 4 is a diagram illustrating an example in which an electronic device
determines a risk level of a corrected error.

[0014] FIG. 5 is a diagram illustrating cases of results obtained when a processor
performs a read operation and a read retry operation on a first memory module or a second
memory module.

[0015] FIG. 6 is a diagram illustrating a first example of a process where an operating
method of FIG. 3 is performed in an electronic device of FIG. 2.

[0016] FIG. 7 is a diagram illustrating a second example of a process where an
operating method of FIG. 3 is performed in an electronic device of FIG. 2.

[0017] FIG. 8 is a diagram illustrating a third example of a process where an
operating method of FIG. 3 is performed in an electronic device of FIG. 2.

[0018] FIG. 9 is a diagram illustrating a fourth example of a process where an
operating method of FIG. 3 is performed in an electronic device of FIG. 2.

[0019] FIG. 10 is a diagram illustrating a first example of a process where an
electronic device performs PPR.

[0020] FIG. 11 is a diagram illustrating a second example of a process where an
electronic device performs PPR.

[0021] FIG. 12 is a diagram illustrating a third example of a process where an
electronic device performs PPR.

[0022] FIG. 13 is a diagram illustrating a fourth example of a process where an
electronic device performs PPR.

[0023] FIG. 14 is a diagram illustrating a fifth example of a process where an

electronic device performs PPR.



[0024] FIG. 15 is a diagram illustrating an example of a memory module.

DETAILED DESCRIPTION
[0025] Below, some example embodiments of the inventive concepts will be
described in detail and clearly to such an extent that an ordinary one in the art easily
implements the inventive concepts. Below, the term “and/or” is interpreted as including any
one of items listed with regard to the term, or a combination of some of the listed items.
[0026] FIG. 1 illustrates an electronic device 100 according to some example
embodiments of the inventive concepts. For example, the electronic device 100 may be
implemented with one of various computing devices such as a computer, a server, and/or a
workstation. Referring to FIG. 1, the electronic device 100 may include a processor 110, a
first memory module 121, a second memory module 122, an accelerator 123, a memory
expander 124, a chipset 130, a storage device 141, a PCle (Peripheral Component
Interconnect express) device 142, a NVMe (NonVolatile Memory express) device 143, a
SATA (Serial Advanced Technology Attachment) device 144, a USB (Universal Serial Bus)
device 145, a network device 146, and/or a BIOS (Basic Input Output System) device 147.
[0027] The processor 110 may include two or more cores implemented with a central
processing unit (CPU). Also, the processor 110 may include at least one auxiliary core
implemented with at least one of various hardware accelerators such as a graphic processing
unit (GPU), a digital signal processor (DSP), an image signal processor (ISP), a neural
processor, and/or a neuromorphic processor.
[0028] Each, or one or more, of the first memory module 121 and/or the second
memory module 122 may include at least one dynamic random access memory (DRAM). The
first memory module 121 and/or the second memory module 122 may be used as a main

memory of the electronic device 100. The first memory module 121 and the second memory



module 122 may operate based on the DDR (Double Data Rate) DIMM (Dual In-line
Memory Module) standard.

[0029] The processor 110 may include a memory controller configured to control the
first memory module 121 and/or the second memory module 122. The processor 110 may use
the first memory module 121 and/or the second memory module 122 as a main memory. The
processor 110 may store data necessary, or sufficient, to drive the electronic device 100 and
user data generated by the user of the electronic device 100 in the main memory (e.g.,
temporarily, for buffering, or for caching).

[0030] The accelerator 123 may be configured to perform a specific kind of
processing entrusted by the processor 110. The accelerator 123 may include at least one of
various auxiliary processors such as a graphic processing unit (GPU), a digital signal
processor (DSP), an image signal processor (ISP), a neural processor, and/or a neuromorphic
processor. In some example embodiments, the accelerator 123 may communicate with the
processor 110 based on the PCle standard or based on the CXL (Compute eXpress Link)
standard compatible with the PCle standard.

[0031] The memory expander 124 may communicate with the processor 110. The
memory expander 124 may expand the capacity of the main memory implemented with the
first memory module 121 and/or the second memory module 122. The memory expander 124
may communicate with the processor 110 based on the PCle standard and/or based on the
CXL standard compatible with the PCle standard.

[0032] The chipset 130 may communicate with the processor 110. For example, the
chipset 130 may communicate with the processor 110 based on the DMI (Direct Media
Interface) standard. The chipset 130 may arbitrate the communications between peripheral
components of the electronic device 100 and the processor 110. For example, the chipset 130

may be implemented with a PCH (Platform Controller Hub).



[0033] The storage device 141 may communicate with the chipset 130. The storage
device 141 may perform various operations, such as a write operation and/or a read operation,
in response to a command transferred from the processor 110 through the chipset 130. The
storage device 141 may store an operating system OS. The operating system OS stored in the
storage device 141 may be executed by the processor 110 depending on the power-on
sequence of the electronic device 100 and may drive the electronic device 100.

[0034] The storage device 141 may be implemented with a solid state drive including
at least one of various nonvolatile memories such as a NAND flash memory, a phase-change
memory, a ferroelectric memory, a magnetic memory, and/or a resistive memory. The storage
device 141 may communicate with the chipset 130 based on the PCle and/or NVVMe standard.
[0035] The PCle device 142 may include at least one of various devices configured to
communicate with the chipset 130 based on the PCle standard. The NVMe device 143 may
include at least one of various devices configured to communicate with the chipset 130 based
on the NVMe standard. The SATA device 144 may include at least one of various devices
configured to communicate with the chipset 130 based on the SATA standard. The USB
device 145 may include at least one of various devices configured to communicate with the
chipset 130 based on the USB standard.

[0036] The network device 146 may communicate with the chipset 130 and may
include a device configured to communicate with an external device wiredly and/or
wirelessly. The network device 146 may communicate with the external device based on the
Ethernet standard and may be configured to communicate with the chipset 130 based on the
PCle standard.

[0037] The BIOS device 147 may communicate with the chipset 130. For example,
the BIOS device 147 may communicate with the chipset 130 based on the SPI (Serial

Peripheral Interface) standard. The BIOS device 147 may include a nonvolatile memory that



stores the BIOS (Basic Input Output System). For example, the BIOS device 147 may store
the BIOS in a medium capable of being read, written, and/or erased, such as a flash memory.
[0038] The BIOS may initialize the electronic device 100 depending on the power-on
sequence of the electronic device 100. For example, the BIOS may include a memory
reference code (MRC) configured to initialize, train, and/or set the first memory module 121
and/or the second memory module 122.

[0039] When the power is supplied to the electronic device 100, the power-on
sequence of the electronic device 100 may be triggered. In the power-on sequence, the
processor 110 may read the BIOS from the BIOS device 147 through the chipset 130. The
processor 110 may execute the BIOS to initialize the electronic device 100. The BIOS may
include boot loader codes for loading the operating system OS. The processor 110 may
execute the BIOS and may load the operating system OS from the storage device 141 through
the chipset 130. The processor 110 may complete the initialization of the electronic device
100 by executing the operating system OS.

[0040] The BIOS is described with reference to FIG. 1, but an object such as an UEFI
(Unified Extensible Firmware Interface) may be used instead of the BIOS. The detailed
communication standards of the devices associated with the chipset 130 are explicitly
described in FIG. 1, but a device that is based on a communication standard, which is not
explicitly described with reference to FIG. 1, such as a SAS (Serial Attached SCSI) may be
further included to communicate with the chipset 130.

[0041] FIG. 2 is a diagram illustrating an electronic device 200 including software
layers. Referring to FIGS. 1 and 2, the electronic device 200 may include hardware 210, a

BIOS 220, and/or an operating system (OS) 230.



[0042] The hardware 210 may include the components of the electronic device 100
illustrated in FIG. 1. In some example embodiments, a main memory MEM, an interrupt
generator I1G, and/or registers REG are illustrated as the components of the hardware 210.
[0043] The main memory MEM may be implemented to include the first memory
module 121 and/or the second memory module 122. In some example embodiments, the main
memory MEM may be implemented to further include the memory expander 124.

[0044] The interrupt generator IG may be regarded as collectively representing a
plurality of interrupt generators respectively included in the components of the electronic
device 100 (e.g., provided inside or outside the processor 110). The interrupt generator 1G
may generate an interrupt that is identified by the BIOS 220 driven by the processor 110.
[0045] The registers REG may include a plurality of registers belonging to the
processor 110. The registers REG may include an MCB (Machine Check Bank), a CSR
(Control and Status Register), and/or an MSR (Model-Specific Register).

[0046] The MCB may be used to store information obtained by the machine check,
for example, error information. The CSR may be used to store instructions and/or information
of states corresponding to the instructions. The MSR may be used for debugging, tracing of
program execution, and/or monitoring of performance.

[0047] The BIOS 220 may transfer the instructions from the operating system 230 to
the hardware 210. The BIOS 220 may process an interrupt from the hardware 210 or may
transfer the interrupt from the hardware 210 to the operating system 230.

[0048] The operating system 230 may transfer various instructions to the hardware
210 through the BIOS 220. The operating system 230 may control and/or access a plurality of
hardware by using the instructions. The operating system 230 may support various

applications installed in the electronic device 200 by the user and may manage resources.



[0049] FIG. 3 is a diagram illustrating an operating method of the electronic device
100 or 200 according to some example embodiments of the inventive concepts. Referring to
FIGS. 1, 2, and 3, in operation S110, the processor 110 may detect a corrected error. For
example, a read error may occur when a memory controller in the processor 110 performs the
read operation on the first memory module 121 and/or the second memory module 122 by
using an address. When the read error is uncorrectable, the read operation may fail.

[0050] In response to that the read operation fails, the memory controller in the
processor 110 may perform a read retry operation on the first memory module 121 and/or the
second memory module 122 by using the same address. When the read retry operation
succeeds (e.g., when the error correction succeeds), it may be determined that the data read
from the first memory module 121 and/or the second memory module 122 include a corrected
error. When the read retry operation fails, it may be determined that the uncorrected error
occurs.

[0051] That is, when the read retry operation succeeds after the read operation for the
first memory module 121 or the second memory module 122 fails, the processor 110 may
detect the corrected error.

[0052] In operation S120, the processor 110 may increase a corrected error count. For
example, the processor 110 may manage the corrected error count in association with an
address where the corrected error occurs. When the corrected error occurs at a specific
address, the processor 110 may generate the corrected error count of the specific address as
an initial value. When the corrected error again occurs at the specific address, the processor
110 may increase the corrected error count of the specific address. The processor 110 may
manage corrected error counts corresponding to two or more addresses.

[0053] In operation S130, the processor 110 may read an error log. For example,

when the corrected error occurs in the first memory module 121 and/or the second memory
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module 122, a subject (e.g., the memory controller in the processor 110 and/or an upper layer
of the memory controller) that performs the read operation or the read retry operation may
log error-related information in at least one of the MCB, the CSR, and/or the MSR of the
registers REG. The processor 110 may read the error log from at least one of the MCB, the
CSR, and/or the MSR of the registers REG.

[0054] In operation S140, the processor 110 may determine a risk level. For example,
the processor 110 may determine the risk level of the corrected error based on the read error
log. The risk level may be determined based on whether the corrected error is temporary or
repetitive (or continuous).

[0055] In operation S150, when the determined risk level is not a high level (e.g., a
low level), the processor 110 may terminate the process without performing the following
processing associated with the corrected error. When the determined risk level is the high
level, in operation S160, the processor 110 may schedule a post package repair (PPR)
associated with the first memory module 121 and/or the second memory module 122, in
which the corrected error occurs.

[0056] The PPR may include replacing memory cells where the corrected error
occurs, by mapping an address of the memory cells, in which the corrected error occurs, from
among the memory cells of the first memory module 121 and/or the second memory module
122 to memory cells (e.g., redundant memory cells).

[0057] According to some example embodiments of the inventive concepts, the PPR
is performed depending on the risk level of the corrected error. Accordingly, as the PPR is
performed on the corrected error close in feature to the uncorrected error, the occurrence of
the uncorrected error may be reduced, or prevented, and the loss of data and the error of the

electronic device 100 or 200 due to loss of data may be reduced, or prevented.
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[0058] FIG. 4 is a diagram illustrating an example in which the electronic device 100
or 200 determines a risk level of a corrected error. Referring to FIGS. 1, 2, and 4, in operation
S210, the processor 110 may determine whether a count is greater than a threshold value TH.
For example, the processor 110 may determine whether a corrected error count generated (or
obtained) in association with an address where the corrected error occurs is greater than the
threshold value TH. When the corrected error count is greater than the threshold value TH, it
may be determined that the corrected error occurs repeatedly (or continuously) in memory
cells of the address, at which the corrected error occurs, in plural read operations and/or
plural read retry operations. Accordingly, in operation S230, the processor 110 may
determine the risk level associated with the address to be the high level.

[0059] When the corrected error count is not greater than the threshold value TH, in
operation S220, the processor 110 may determine whether the corrected error is a temporary
error. For example, in the process of performing the read retry operation, the processor 110
may determine whether the corrected error is temporary. When the corrected error is not a
temporary error occurring in the current read operation, it may be determined that an error
may occur later in the memory cells of the address where the corrected error occurs.
Accordingly, in operation S230, the processor 110 may determine the risk level associated
with the address to be the high level.

[0060] When the corrected error count is not greater than the threshold value TH and
when it is determined that the corrected error is an error temporarily occurring in the current
read operation, in operation S240, the processor 110 may determine the risk level of the
corrected error to be the low level.

[0061] FIG. 5 is a diagram illustrating cases of results obtained when the processor

110 performs the read operation and the read retry operation on the first memory module 121
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and/or the second memory module 122. In FIG. 5, a horizontal axis represents a phase PHA,
and a vertical axis represents cases.

[0062] Referring to FIGS. 1, 2, and 5, the processor 110 may perform read in a first
phase P1 and may perform retry, for example, retransmission in a second phase P2. The first
phase P1 and the second phase P2 may be included in the read operation. Referring to the
first case C1, when the read of the first phase P1 succeeds (SUC), it may be determined that
no error occurs in the read operation.

[0063] Referring to the second to seventh cases C2 to C7, when an error ERR occurs
in the read of the first phase P1, the retransmission may be tried in the second phase P2. In
the second phase P2, the first memory module 121 and/or the second memory module 122
may retransmit data, which are read in the read of the first phase P1 and are stored in a buffer,
to the processor 110. Referring to the second case C2, when the second phase P2 succeeds
(SUC), it may be determined that an error occurs on a channel between the processor 110 and
the first memory module 121 and/or the second memory module 122. Accordingly, it may be
determined that no error occurs in the read operation.

[0064] The processor 110 may retry the read in the third phase P3, the fourth phase
P4, the fifth phase P5, and/or the sixth phase P6. The third phase P3, the fourth phase P4, the
fifth phase P5, and/or the sixth phase P6 may be included in the read retry operation.

[0065] Referring to the third to seventh cases C3 to C7, when the error ERR occurs in
the second phase P2, it may be determined that an error occurs in the read operation. The
processor 110 (e.g., the memory controller in the processor 110 or an upper layer of the
memory controller) may perform the read retry operation.

[0066] Referring to the third case C3, when the first read of the read retry operation
succeeds and the corrected error CE is detected, it may be determined that an error occurs

temporarily in the read of the read operation. Accordingly, when the corrected error CE is
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detected in the first read of the read retry operation, the risk level of the corrected error CE
may be determined to be low.

[0067] Referring to the fourth to seventh cases C4 to C7, when an error occurring in
the first read of the read retry operation is determined to be the uncorrected error UE, the read
may be retried in a next phase. In an embodiment, in the read retry operation, the read may be
retried four times until the read succeeds (e.g., until the corrected error CE is detected).
[0068] Referring to the fourth to sixth cases C4 to C6, when the read error occurs
once or more in the read retry operation, it may be determined that the error occurring in the
read of the read operation is not a temporary error. For example, it may be determined that
memory cells corresponding to an address of the read operation have factors causing the read
error. Accordingly, the corrected error CE may be determined as occurring repeatedly (or
continuously), and the risk level of the corrected error CE may be determined to be high.
[0069] Referring to the seventh case C7, when all the reads of the read retry operation
fail, it may be finally determined that the uncorrected error UE occurs. The uncorrected error
UE finally determined may be managed by a separate policy of the processor 110.

[0070] In some example embodiments, the number of reads of the read retry
operation is not limited. The read retry operation may include performing the read N times (N
being a positive integer) until the read succeeds. Also, the criterion for determining the risk
level of the corrected error CE is not limited. When the M-th read (M being a positive integer
smaller than N) of the read retry operation or a previous read of the M-th read succeeds, the
risk level of the corrected error CE may be determined to be low. When the read following
the M-th read (M being a positive integer smaller than N) of the read retry operation
succeeds, the risk level of the corrected error CE may be determined to be high.

[0071] In some example embodiments, when the corrected error CE is detected,

information indicating whether the corrected error CE occurs in any read of the read retry
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operation may be included in the error log. The error log may be recorded in at least one of
the MCB, the CSR, and/or the MSR of the registers REG. In some example embodiments, the
corrected error count may be included in the error log, and/or may be managed in at least one
of the MCB, the CSR, and/or the MSR of the registers REG independently of the error log.
[0072] FIG. 6 is a diagram illustrating a first example of a process where the
operating method of FIG. 3 is performed in the electronic device 200 of FIG. 2. In some
example embodiments, an example where the electronic device 200 is implemented based on
IA-32 MCA (where IA is an abbreviation of “Intel Architecture” and MCA 1is an abbreviation
of “Machine Check Architecture”) is illustrated in FIG. 6.

[0073] Referring to FIG. 6, in operation S11, the interrupt generator 1G may transfer
an interrupt to the BIOS 220. For example, when the corrected error CE occurs in the first
memory module 121 and/or the second memory module 122 of the main memory MEM, the
interrupt generator IG may transmit the interrupt to the BIOS 220 through the SMI (System
Management Interrupt).

[0074] As the SMI is received, an SMI handler of the BIOS 220 may be activated. In
operation S12, the SMI handler of the BIOS 220 may transmit the CMCI (Corrected Machine
Check Interrupt) to the operating system 230. In response to the CMCI, the operating system
230 may detect that the corrected error occurs. When that the corrected error occurs is
detected, an MCA handler (or an RAS handler) (where RAS is an abbreviation of
“Reliability, Availability, Serviceability”) of the operating system 230 may be activated.
[0075] In operation S13, the MCA handler (e.g., the CMCI handler or the RAS
handler) of the operating system 230 may read the error log and the corrected error count
from at least one of the MCB, the CSR, and/or the MSR of the registers REG. As described

with reference to FIG. 4, the MCA handler (or the RAS handler) of the operating system 230
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may determine the risk level of the corrected error based on the error log and the corrected
error count.

[0076] When the risk level of the corrected error is low, the MCA handler (or the
CMCI handler or the RAS handler) of the operating system 230 may terminate the processing
of the corrected error, which is caused by the CMCI. When the risk level of the corrected
error is high, in operation S14, the MCA handler (e.g., the CMCI handler or the RAS
handler) of the operating system 230 may record the address of the corrected error at a PPR
list PL (e.g., a “pprAddrSetup” field) of the BIOS 220.

[0077] As the address of the corrected error is recorded at the PPR list PL, the PPR
for the address of the corrected error may be scheduled. The MCA handler (e.g., the CMCI
handler or the RAS handler) of the operating system 230 may terminate the processing of the
corrected error, which is caused by the CMCI.

[0078] FIG. 7 is a diagram illustrating a second example of a process where the
operating method of FIG. 3 is performed in the electronic device 200 of FIG. 2. In some
example embodiments, an example where the electronic device 200 is implemented based on
EMCA (where EMCA is an abbreviation of “Enhanced Machine Check Architecture”) is
illustrated in FIG. 7.

[0079] Referring to FIG. 7, in operation S21, the interrupt generator 1G may transfer
an interrupt to the BIOS 220. For example, when the corrected error CE occurs in the first
memory module 121 and/or the second memory module 122 of the main memory MEM, the
interrupt generator IG may transmit the interrupt to the BIOS 220 through the SMI (System
Management Interrupt).

[0080] As the SMI is received, an SMM handler (where SMM is an abbreviation of
“System Management Mode”) (or the SMI handler or the RAS handler) of the BIOS 220 may

be activated. In operation S22, the SMM handler (or the SMI handler or the RAS handler) of
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the BIOS 220 may read the error log and the corrected error count from at least one of the
MCB, the CSR, and/or the MSR of the registers REG without transmitting the interrupt to the
operating system 230. As described with reference to FIG. 4, the SMM handler (or the SMI
handler or the RAS handler) of the BIOS 220 may determine the risk level of the corrected
error based on the error log and the corrected error count.

[0081] When the risk level of the corrected error is low, the SMM handler (or the
SMI handler or the RAS handler) of the BIOS 220 may terminate the processing of the
corrected error, which is caused by the SMI. When the risk level of the corrected error is
high, in operation S23, the SMM handler (or the SMI handler or the RAS handler) of the
BIOS 220 may record the address of the corrected error at the PPR list PL (e.g., a
“pprAddrSetup” field) of the BIOS 220.

[0082] As the address of the corrected error is recorded at the PPR list PL, the PPR
for the address of the corrected error may be scheduled. The SMM handler (or the SMI
handler or the RAS handler) of the BIOS 220 may terminate the processing of the corrected
error, which is caused by the SMI.

[0083] FIG. 8 is a diagram illustrating a third example of a process where the
operating method of FIG. 3 is performed in the electronic device 200 of FIG. 2. In some
example embodiments, an example where the electronic device 200 is implemented based on
the EMCA is illustrated in FIG. 8.

[0084] Referring to FIG. 8, in operation S31, the interrupt generator IG may transfer
an interrupt to the BIOS 220. For example, when the corrected error CE occurs in the first
memory module 121 and/or the second memory module 122 of the main memory MEM, the
interrupt generator 1G may transmit the interrupt to the BIOS 220 through the SMI.

[0085] As the SMI is received, the SMI handler of the BIOS 220 may be activated. In

operation S32, the SMI handler (or a first RAS handler) of the BIOS 220 may read the error
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log and/or the corrected error count from at least one of the MCB, the CSR, and/or the MSR
of the registers REG.

[0086] The access of the operating system 230 to at least some of the MCB, the CSR,
and/or the MSR of the registers REG may be limited. In operation S33, the SMI handler (or
the first RAS handler) of the BIOS 220 may store information (e.g., information about the
corrected error) of the registers, which are prohibited from being accessed by the operating
system 230, in the main memory MEM.

[0087] In operation S34, the SMI handler (or the first RAS handler) of the BIOS 220
may transmit the CMCI or the SCI (System Control Interrupt) to the operating system 230. In
response to the CMCI or the SCI, in operation S35, the MCA (e.g., the CMCI handler or a
second RAS handler) of the operating system 230 may read the error log and the corrected
error count from at least one of the MCB, the CSR, and/or the MSR of the registers REG.
[0088] In operation S36, the MCA (e.g., the CMCI handler or the second RAS
handler) of the operating system 230 may read information about the corrected error loaded
to the main memory MEM by the BIOS 220.

[0089] As described with reference to FIG. 4, the MCA handler (or the RAS handler)
of the operating system 230 may determine the risk level of the corrected error based on the
error log and the corrected error count and the information read from the main memory
MEM.

[0090] When the risk level of the corrected error is low, the MCA (or the CMCI
handler or the second RAS handler) of the operating system 230 may terminate the
processing of the corrected error, which is caused by the CMCI or the SCI. When the risk
level of the corrected error is high, in operation S37, the MCA (e.g., the CMCI handler or the
second RAS handler) of the operating system 230 may record the address of the corrected

error at the PPR list PL (e.g., a “pprAddrSetup” field) of the BIOS 220.
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[0091] As the address of the corrected error is recorded at the PPR list PL, the PPR
for the address of the corrected error may be scheduled. The SMI handler (or the RAS
handler) of the BIOS 220 may terminate the processing of the corrected error, which is
caused by the CMCI or the SMI.

[0092] In some example embodiments, instead of the operating system 230, the SMI
handler (or the first RAS handler) of the BIOS 220 may determine the risk level of the
corrected error based on the error log and the corrected error count read from the MCB, the
CSR, and/or the MSR of the registers REG. The SMI handler (or the first RAS handler) of
the BIOS 220 may store the risk level of the corrected error in the main memory MEM. The
MCA (e.g., the CMCI handler or the second RAS handler) of the operating system 230 may
read the risk level of the corrected error from the main memory MEM instead of determining
the risk level of the corrected error.

[0093] Alternatively, when the risk level of the corrected error is determined to be
high, the SMI handler (or the first RAS handler) of the BIOS 220 may record the address of
the corrected error at the PPR list PL. The SMI handler (or the first RAS handler) of the
BIOS 220 may provide notification that the address of the corrected error is recorded at the
PPR list PL, by transmitting the CMCI or the SCI to the operating system 230.

[0094] In some example embodiments, operation S33 and the operation S36 marked
by a dotted line may be selectively performed.

[0095] FIG. 9 is a diagram illustrating a fourth example of a process where the
operating method of FIG. 3 is performed in the electronic device 200 of FIG. 2. In some
example embodiments, an example where the electronic device 200 is implemented based on
the EMCA is illustrated in FIG. 9.

[0096] Referring to FIG. 9, in operation S41, the interrupt generator 1G may transfer

the interrupt to the BIOS 220. For example, when the corrected error CE occurs in the first
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memory module 121 and/or the second memory module 122 of the main memory MEM, the
interrupt generator 1G may transmit the interrupt to the BIOS 220 through the SMI.

[0097] As the SMI is received, the SMI handler of the BIOS 220 may be activated. In
operation S42, the SMI handler (or a first RAS handler) of the BIOS 220 may read the error
log and/or the corrected error count from at least one of the MCB, the CSR, and/or the MSR
of the registers REG.

[0098] The access of the operating system 230 to at least some of the MCB, the CSR,
and/or the MSR of the registers REG may be limited. In operation S43, the SMI handler (or
the first RAS handler) of the BIOS 220 may store information (e.g., information about the
corrected error) of registers prohibited from being accessed by the operating system 230, in
registers permitted to be accessed by the operating system 230. Alternatively, in operation
S44, the SMI handler (or the first RAS handler) of the BIOS 220 may store information (e.g.,
information about the corrected error) of the registers, which are prohibited from being
accessed by the operating system 230, in the main memory MEM.

[0099] In operation S45, the SMI handler (or the first RAS handler) of the BIOS 220
may transmit the CMCI and/or the SCI (System Control Interrupt) to the operating system
230. In response to the CMCI and/or the SCI, in operation S46, the MCA (e.g., the CMCI
handler or a second RAS handler) of the operating system 230 may read the error log and the
corrected error count from at least one of the MCB, the CSR, and/or the MSR of the registers
REG.

[00100] In operation S47, the MCA (e.g., the CMCI handler or the second RAS
handler) of the operating system 230 may read information about the corrected error loaded
to the main memory MEM by the BIOS 220.

[00101] As described with reference to FIG. 4, the MCA handler (or the RAS handler)

of the operating system 230 may determine the risk level of the corrected error based on the
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error log and the corrected error count and the information read from the main memory
MEM.

[00102] When the risk level of the corrected error is low, the MCA (or the CMCI
handler or the second RAS handler) of the operating system 230 may terminate the
processing of the corrected error, which is caused by the CMCI or the SCI. When the risk
level of the corrected error is high, in operation S48, the MCA (e.g., the CMCI handler or the
second RAS handler) of the operating system 230 may record the address of the corrected
error at the PPR list PL (e.g., a “pprAddrSetup” field) of the BIOS 220.

[00103] As the address of the corrected error is recorded at the PPR list PL, the PPR
for the address of the corrected error may be scheduled. The SMI handler (or the RAS
handler) of the BIOS 220 may terminate the processing of the corrected error, which is
caused by the CMCI and/or the SCI.

[00104] In some example embodiments, instead of the operating system 230, the SMI
handler (or the first RAS handler) of the BIOS 220 may determine the risk level of the
corrected error based on the error log and the corrected error count read from the MCB, the
CSR, and/or the MSR of the registers REG. The SMI handler (or the first RAS handler) of
the BIOS 220 may store the risk level of the corrected error in the registers REG and/or the
main memory MEM. The MCA (e.g., the CMCI handler or the second RAS handler) of the
operating system 230 may read the risk level of the corrected error from the registers REG
and/or the main memory MEM instead of determining the risk level of the corrected error.
[00105] Alternatively, when the risk level of the corrected error is determined to be
high, the SMI handler (or the first RAS handler) of the BIOS 220 may record the address of
the corrected error at the PPR list PL. The SMI handler (or the first RAS handler) of the
BIOS 220 may provide notification that the address of the corrected error is recorded at the

PPR list PL, by transmitting the CMCI and/or the SCI to the operating system 230.
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[00106] In some example embodiments, operation S44 and the operation S47 marked
by a dotted line may be selectively performed.

[00107] FIG. 10 is a diagram illustrating a first example of a process where the
electronic device 100 performs the PPR. Referring to FIGS. 1, 2, and 10, in operation S311,
the processor 110, the main memory MEM including the first memory module 121 and/or the
second memory module 122, and/or the BIOS device 147 may be powered on.

[00108] After the internal initialization of the processor 110 is completed, in operation
S312, the processor 110 may load the BIOS from the BIOS device 147. The processor 110
may execute the BIOS to initialize the components of the electronic device 100. Also, the
processor 110 may read an address (or addresses) stored in the PPR list PL included in the
memory reference code MRC of the BIOS.

[00109] In operation S313, the processor 110 may request the PPR from the first
memory module 121 and/or the second memory module 122, based on the address (or
addresses) stored in the PPR list PL. The PPR request may include the address (or addresses)
of the PPR list PL. The first memory module 121 and/or the second memory module 122 may
perform the PPR in response to the PPR request and the address (or addresses).

[00110] For example, the PPR may include software PPR and/or hardware PPR. The
software PPR may include replacing the address (or addresses) with a redundant address (or
redundant addresses) only until the power is turned off (e.g., only while the power is
maintained). The hardware PPR may include permanently replacing the address (or
addresses) with a redundant address (or redundant addresses) by using a marking element
such as an electric fuse. The software PPR may be temporary, and the hardware PPR may be
permanent.

[00111] Whether the first memory module 121 and/or the second memory module 122

performs the software PPR and/or the hardware PPR may be determined when the processor
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110 initializes the first memory module 121 and/or the second memory module 122.
Alternatively, whether the first memory module 121 and/or the second memory module 122
performs the software PPR or the hardware PPR may be determined in the process of
manufacturing the first memory module 121 and/or the second memory module 122 and/or in
the process of manufacturing the electronic device 100.

[00112] Operation S311, operation S312, and/or operation S313 may form a power-on
sequence S310 of the electronic device 100.

[00113] In operation S321, the processor 110 may access the first memory module 121
and/or the second memory module 122. In some example embodiments, the corrected error
may occur in the process where the processor 110 accesses the first memory module 121
and/or the second memory module 122. When the corrected error occurs, in operation S322,
the processor 110 may determine whether the corrected error has a high risk level. For
example, the processor 110 may determine whether the risk level of the corrected error is
high. When the risk level of the corrected error is low, the processor 110 may not perform the
PPR associated with the corrected error and may access the first memory module 121 and/or
the second memory module 122 in operation S321. When the risk level of the corrected error
is high, the processor 110 may record the corrected error at the PPR list PL. Afterwards, the
processor 110 may access the first memory module 121 and/or the second memory module
122.

[00114] In some example embodiments, operation S321, operation S322, and/or
operation S323 may form a normal operation sequence S320 of the electronic device 100.
When no corrected error occurs in the process where the processor 110 accesses the first
memory module 121 and/or the second memory module 122, operation S322 and operation
S323 may be omitted without execution. When an uncorrected error occurs in the process

where the processor 110 accesses the first memory module 121 and/or the second memory
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module 122, the processor 110 may perform operations according to a separate policy for
processing the uncorrected error.

[00115] In operation S331, the processor 110 may back data requiring the back-up
from among the data of the BIOS up to the BIOS device 147. For example, the processor 110
may back the PPR list PL up to the BIOS device 147. In operation S332, the processor 110,
the main memory MEM including the first memory module 121 and the second memory
module 122, and the BIOS device 147 may be powered off. Operation S311 and/or operation
S332 may form a power-off sequence S330 of the electronic device 100.

[00116] As described above, the electronic device 100 may record the address of the
corrected error (or the addresses of the corrected errors) each, or one or more, having the
high risk level in the PPR list PL and may request the PPR from the first memory module 121
and/or the second memory module 122 based on the PPR list PL in a next power-on
sequence.

[00117] FIG. 11 is a diagram illustrating a second example of a process where the
electronic device 100 performs the PPR. Referring to FIGS. 1, 2, and 11, in operation S411,
the processor 110, the main memory MEM including the first memory module 121 and/or the
second memory module 122, and the BIOS device 147 may be powered on.

[00118] After the internal initialization of the processor 110 is completed, in operation
S412, the processor 110 may load the BIOS from the BIOS device 147. The processor 110
may execute the BIOS to initialize the components of the electronic device 100.

[00119] Operation S411 and/or operation S412 may form a power-on sequence S410
of the electronic device 100.

[00120] In operation S421, the processor 110 may access the first memory module 121
and/or the second memory module 122. In some example embodiments, the corrected error

may occur in the process where the processor 110 accesses the first memory module 121
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and/or the second memory module 122. When the corrected error occurs, in operation S422,
the processor 110 may determine whether the corrected error has a high risk level. For
example, the processor 110 may determine whether the risk level of the corrected error is
high. When the risk level of the corrected error is low, the processor 110 may not perform the
PPR associated with the corrected error and may access the first memory module 121 and/or
the second memory module 122 in operation S421. When the risk level of the corrected error
is high, in operation S423, the processor 110 may request the PPR from the first memory
module 121 and/or the second memory module 122 based on the address of the corrected
error.

[00121] In some example embodiments, operation S421, operation S422 and/or
operation S423 may form a normal operation sequence S420 of the electronic device 100.
When no corrected error occurs in the process where the processor 110 accesses the first
memory module 121 and/or the second memory module 122, operation S422 may be omitted
without execution. When an uncorrected error occurs in the process where the processor 110
accesses the first memory module 121 and/or the second memory module 122, the processor
110 may perform operations according to a separate policy for processing the uncorrected
error.

[00122] In operation S431, the processor 110 may back data requiring the back-up
from among the data of the BIOS up to the BIOS device 147. In operation S432, the
processor 110, the main memory MEM including the first memory module 121 and/or the
second memory module 122, and/or the BIOS device 147 may be powered off. Operation
S431 and/or operation S432 may form a power-off sequence S430 of the electronic device

100.
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[00123] As described above, the electronic device 100 may request the PPR from the
first memory module 121 and/or the second memory module 122 immediately based on the
address of the corrected error having the high risk level.

[00124] FIG. 12 is a diagram illustrating a third example of a process where the
electronic device 100 performs the PPR. Referring to FIGS. 1, 2, and 12, in operation S511,
the processor 110, the main memory MEM including the first memory module 121 and/or the
second memory module 122, and/or the BIOS device 147 may be powered on.

[00125] After the internal initialization of the processor 110 is completed, in operation
S512, the processor 110 may load the BIOS from the BIOS device 147. The processor 110
may execute the BIOS to initialize the components of the electronic device 100. Also, the
processor 110 may read an address (or addresses) stored in the PPR list PL included in the
memory reference code MRC.

[00126] In operation S513, the processor 110 may request the PPR from the first
memory module 121 and/or the second memory module 122, based on the address (or
addresses) stored in the PPR list PL. The PPR request may include the address (or addresses)
of the PPR list PL. The first memory module 121 and/or the second memory module 122 may
perform the PPR in response to the PPR request and the address (or addresses).

[00127] Operation S511, operation S512, and/or operation S513 may form a power-on
sequence S510 of the electronic device 100.

[00128] In operation S521, the processor 110 may access the first memory module 121
and/or the second memory module 122. In some example embodiments, the corrected error
may occur in the process where the processor 110 accesses the first memory module 121
and/or the second memory module 122. When the corrected error occurs, in operation S522,
the processor 110 may determine whether the corrected error has a high risk level. For

example, the processor 110 may determine whether the risk level of the corrected error is

26



high. When the risk level of the corrected error is low, the processor 110 may not perform the
PPR associated with the corrected error and may access the first memory module 121 and/or
the second memory module 122 in operation S521. When the risk level of the corrected error
is high, in operation S523, the processor 110 may determine a risk level comparison value
RLCV of the corrected error. When the risk level comparison value RLCV of the corrected
error indicates a higher risk, in operation S524, the processor 110 may request the PPR from
the first memory module 121 and/or the second memory module 122 based on the address of
the corrected error.

[00129] When the risk level comparison value RLCV of the corrected error indicates a
less risk, in operation S525, the processor 110 may record the address of the corrected error at
the PPR list PL. Afterwards, the processor 110 may access the first memory module 121
and/or the second memory module 122.

[00130] In some example embodiments operation S521, operation S522, operation
S523, operation S524, and/or operation S525 may form a normal operation sequence S520 of
the electronic device 100. When no corrected error occurs in the process where the processor
110 accesses the first memory module 121 and/or the second memory module 122, operation
S522 may be omitted without execution. When an uncorrected error occurs in the process
where the processor 110 accesses the first memory module 121 and/or the second memory
module 122, the processor 110 may perform operations according to a separate policy for
processing the uncorrected error.

[00131] In operation S531, the processor 110 may back data requiring the back-up
from among the data of the BIOS up to the BIOS device 147. For example, the processor 110
may back the PPR list PL up to the BIOS device 147. In operation S532, the processor 110,

the main memory MEM including the first memory module 121 and/or the second memory
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module 122, and/or the BIOS device 147 may be powered off. Operation S531 and/or
operation S532 may form a power-off sequence S530 of the electronic device 100.

[00132] As described above, the electronic device 100 may selectively perform one of
the immediate PPR or the delayed PPR depending on a feature of the corrected error having a
high risk level. In the delayed PPR, the processor 110 may request the PPR from the first
memory module 121 and/or the second memory module 122 based on the PPR list PL in a
next power-on sequence.

[00133] FIG. 13 is a diagram illustrating a fourth example of a process where the
electronic device 100 performs the PPR. Referring to FIGS. 1, 2, and 13, in operation S611,
the processor 110, the main memory MEM including the first memory module 121 and/or the
second memory module 122, and/or the BIOS device 147 may be powered on.

[00134] After the internal initialization of the processor 110 is completed, in operation
S612, the processor 110 may load the BIOS from the BIOS device 147. The processor 110
may execute the BIOS to initialize the components of the electronic device 100. Also, the
processor 110 may read an address (or addresses) stored in the PPR list PL included in the
memory reference code MRC.

[00135] In operation S613, the processor 110 may request the hPPR (e.g., the hardware
PPR) from the first memory module 121 and/or the second memory module 122, based on the
address (or addresses) stored in the PPR list PL. The hPPR request may include the address
(or addresses) of the PPR list PL. The first memory module 121 and/or the second memory
module 122 may perform the hPPR in response to the hPPR request and the address (or
addresses).

[00136] Operation S611, operation S612, and/or operation S613 may form a power-on

sequence S610 of the electronic device 100.
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[00137] In operation S621, the processor 110 may access the first memory module 121
and/or the second memory module 122. In some example embodiments, the corrected error
may occur in the process where the processor 110 accesses the first memory module 121
and/or the second memory module 122. When the corrected error occurs, in operation S622,
the processor 110 may determine whether the corrected error has a high risk level. For
example, the processor 110 may determine whether the risk level of the corrected error is
high. When the risk level of the corrected error is low, the processor 110 may not perform the
PPR associated with the corrected error and may access the first memory module 121 or the
second memory module 122 in operation S621. When the risk level of the corrected error is
high, in operation S623, the processor 110 may determine a risk level comparison value
RLCV of the corrected error. When the risk level comparison value RLCV of the corrected
error indicates a higher risk, in operation S624, the processor 110 may request the sPPR (e.g.,
the software PPR) from the first memory module 121 and/or the second memory module 122
based on the address of the corrected error.

[00138] When the risk level comparison value RLCV of the corrected error indicates a
less risk, in operation S625, the processor 110 may record the address of the corrected error at
the hPPR list. Afterwards, the processor 110 may access the first memory module 121 or the
second memory module 122.

[00139] In an embodiment operation S621, operation S622, operation S623, operation
S624, and/or operation S625 may form a normal operation sequence S620 of the electronic
device 100. When no corrected error occurs in the process where the processor 110 accesses
the first memory module 121 and/or the second memory module 122, operation S622 may be
omitted without execution. When an uncorrected error occurs in the process where the

processor 110 accesses the first memory module 121 and/or the second memory module 122,
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the processor 110 may perform operations according to a separate policy for processing the
uncorrected error.

[00140] In operation S631, the processor 110 may back data requiring the back-up
from among the data of the BIOS up to the BIOS device 147. For example, the processor 110
may back the hPPR list up to the BIOS device 147. In operation S632, the processor 110, the
main memory MEM including the first memory module 121 and/or the second memory
module 122, and/or the BIOS device 147 may be powered off. Operation S631 and/or
operation S632 may form a power-off sequence S630 of the electronic device 100.

[00141] As described above, the electronic device 100 may selectively perform one of
the immediate sPPR or the delayed hPPR depending on a feature of the corrected error
having a high risk level. In the delayed hPPR, the processor 110 may request the hPPR from
the first memory module 121 and/or the second memory module 122 based on the hPPR list
in a next power-on sequence.

[00142] FIG. 14 is a diagram illustrating a fifth example of a process where the
electronic device 100 performs the PPR. Referring to FIGS. 1, 2, and 14, in operation S711,
the processor 110, the main memory MEM including the first memory module 121 and/or the
second memory module 122, and/or the BIOS device 147 may be powered on.

[00143] After the internal initialization of the processor 110 is completed, in operation
S712, the processor 110 may load the BIOS from the BIOS device 147. The processor 110
may execute the BIOS to initialize the components of the electronic device 100. Also, the
processor 110 may read an address (or addresses) stored in the PPR list PL (e.g., the SPPR list
or the hPPR list) included in the memory reference code MRC of the BIOS.

[00144] In operation S713, the processor 110 may request the hPPR (e.g., the hardware
PPR) and the sPPR (e.g., the software PPR) from the first memory module 121 and/or the

second memory module 122, based on the address (or addresses) stored in the PPR list PL
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(e.g., the sPPR list or the hPPR list). The hPPR request may include the address (or
addresses) of the hPPR list. The sPPR request may include the address (or addresses) of the
SPPR list. The first memory module 121 and/or the second memory module 122 may perform
the hPPR and/or the sPPR in response to the hPPR request, the sPPR request, and/or the
address (or addresses).

[00145] Operation S711, operation S712, and/or operation S713 may form a power-on
sequence S710 of the electronic device 100.

[00146] In operation S721, the processor 110 may access the first memory module 121
and/or the second memory module 122. In some example embodiments, the corrected error
may occur in the process where the processor 110 accesses the first memory module 121
and/or the second memory module 122. When the corrected error occurs, in operation S722,
the processor 110 may determine whether the corrected error has a high risk level. For
example, the processor 110 may determine whether the risk level of the corrected error is
high. When the risk level of the corrected error is low, the processor 110 may not perform the
PPR associated with the corrected error and may access the first memory module 121 and/or
the second memory module 122 in operation S721. When the risk level of the corrected error
is high, in operation S723, the processor 110 may determine a risk level comparison value
RLCV of the corrected error. When the risk level comparison value RLCV of the corrected
error indicates a higher risk, in operation S724, the processor 110 may record the address of
the corrected error at the sPPR list. Afterwards, the processor 110 may access the first
memory module 121 and/or the second memory module 122.

[00147] When the risk level comparison value RLCV of the corrected error indicates a
less risk, in operation S725, the processor 110 may record the address of the corrected error at
the hPPR list. Afterwards, the processor 110 may access the first memory module 121 and/or

the second memory module 122.
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[00148] In some example embodiments operation S721, operation S722, operation
S723, operation S724, and/or operation S725 may form a normal operation sequence S720 of
the electronic device 100. When no corrected error occurs in the process where the processor
110 accesses the first memory module 121 and/or the second memory module 122, operation
S722 may be omitted without execution. When an uncorrected error occurs in the process
where the processor 110 accesses the first memory module 121 and/or the second memory
module 122, the processor 110 may perform operations according to a separate policy for
processing the uncorrected error.

[00149] In operation S731, the processor 110 may back data requiring the back-up
from among the data of the BIOS up to the BIOS device 147. For example, the processor 110
may back the hPPR list and the sPPR list up to the BIOS device 147. In operation S732, the
processor 110, the main memory MEM including the first memory module 121 and/or the
second memory module 122, and/or the BIOS device 147 may be powered off. Operation
S731 and/or operation S732 may form a power-off sequence S730 of the electronic device
100.

[00150] As described above, the electronic device 100 may selectively perform one of
the delayed sPPR or the delayed hPPR depending on a feature of the corrected error having a
high risk level. In the delayed hPPR, the processor 110 may request the hPPR from the first
memory module 121 and/or the second memory module 122 based on the hPPR list in a next
power-on sequence. In the delayed sPPR, the processor 110 may request the sSPPR from the
first memory module 121 and/or the second memory module 122 based on the sPPR list in a
next power-on sequence.

[00151] FIG. 15 is a diagram illustrating an example of a memory module 300. The
memory module 300 may correspond to the first memory module 121 and/or the second

memory module 122 of FIG. 1. Referring to FIGS. 1 and 15, the memory module 300 may
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include dynamic random access memories DRAM, a register clock driver RCD, and/or a
connector CON. The register clock driver RCD may receive a command and an address from
the processor 110 through the connector CON and may transfer the command and the address
to the dynamic random access memories DRAM. The dynamic random access memories
DRAM may exchange data signals with the processor 110 through the connector CON.
[00152] Each, or one or more, of the dynamic random access memories DRAM may
include a user area UA, a first redundant area RD1, and/or a second redundant area RD2. The
user area UA may be a storage space that is accessed by the processor 110. The first
redundant area RD1 and/or the second redundant area RD2 may be used to replace the
storage space of the user area UA in the PPR.

[00153] In some example embodiments, the first redundant area RD1 may be used in
the software PPR. The second redundant area RD2 may be used in the hardware PPR. That is,
the first redundant area RD1 for the software PPR and the second redundant area RD2 for the
hardware PPR may be physically separated from each other. However, example embodiments
of the inventive concepts are not limited to a redundant area for the software PPR and a
redundant area for the hardware PPR are physically separated from each other in each of the
dynamic random access memories DRAM.

[00154] In some example embodiments, the memory module 300 is described with
reference to the RDIMM (Registered DIMM) as an example. However, the memory module
300 is not limited to the RDIMM. For example, the memory module 300 may be variously
implemented with an UDIMM (Unbuffered DIMM), an LRDIMM (Load Reduced DIMM),
and/or an SODIMM (Small Outline DIMM)

[00155] In the above example embodiments, components according to the inventive
concepts are described by using the terms “first”, “second”, “third”, etc. However, the terms

“first”, “second”, “third”, etc. may be used to distinguish components from each other and do
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not limit the inventive concepts. For example, the terms “first”, “second”, “third”, etc. do not
involve an order or a numerical meaning of any form.

[00156] In the above example embodiments, components according to some example
embodiments of the inventive concepts are referenced by using blocks. The blocks may be
implemented with various hardware devices, such as an integrated circuit, an application
specific IC (ASIC), a field programmable gate array (FPGA), and/or a complex
programmable logic device (CPLD), firmware driven in hardware devices, software such as
an application, and/or a combination of a hardware device and software. Also, the blocks may
include circuits implemented with semiconductor elements in an integrated circuit, or circuits
enrolled as an intellectual property (IP).

[00157] According to the inventive concepts, a processor performs PPR (Post Package
Repair) based on whether the corrected error CE occurs in any read of a read retry operation,
as well as a corrected error count. Accordingly, an uncorrected error is reduced, or prevented,
from occurring when the processor reads data from a memory module.

[00158] One or more of the elements disclosed above may include or be implemented
in one or more processing circuitries such as hardware including logic circuits; a
hardware/software combination such as a processor executing software; or a combination
thereof. For example, the processing circuitries more specifically may include, but is not
limited to, a central processing unit (CPU) , an arithmetic logic unit (ALU), a digital signal
processor, a microcomputer, a field programmable gate array (FPGA), a System-on-Chip
(SoC), a programmable logic unit, a microprocessor, application-specific integrated circuit
(ASIC), etc.

[00159] While the inventive concepts have been described with reference to some

example embodiments thereof, it will be apparent to those of ordinary skill in the art that
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various changes and modifications may be made thereto without departing from the spirit and

scope of the inventive concepts as set forth in the following claims.
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WHAT IS CLAIMED IS:

1. An electronic device comprising:
a memory module including at least one dynamic random access memory; and
a processor configured to:
access the memory module,
determine a corrected error count associated with an address of a corrected
error, in response to the corrected error being detected when data are read from the
memory module;
read an error log associated with the corrected error;
determine a risk level of the corrected error based on the error log; and
schedule a post package repair (PPR) for the address of the corrected error in

response to the risk level being high.

2. The electronic device of claim 1, wherein the processor is configured to:
determine the risk level of the corrected error to be high, in response to the corrected

error count associated with the address of the corrected error exceeding a threshold value.

3. The electronic device of claim 1, wherein the processor is configured to:

determine the risk level of the corrected error to be low in response to determining
that the corrected error is a temporary error; and

determine the risk level of the corrected error to be high in response to determining

that the corrected error is not a temporary error.

4. The electronic device of claim 1, wherein the processor is configured to:
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request a read operation from the memory module based on the address;
request a read retry operation from the memory module in response to the read
operation failing; and

detect the corrected error in response to the read retry operation succeeding.

5. The electronic device of claim 4, wherein the processor is configured to
perform the read operation by:

requesting the memory module to perform a read phase of the read operation; and

requesting the memory module to perform a retransmission phase of the read

operation in response to an error occurring in the read phase.

6. The electronic device of claim 4 or claim 5, wherein the processor is
configured to perform the read retry operation by:
requesting the memory module to perform a first read phase to a fourth read phase

until the read retry operation succeeds.

7. The electronic device of claim 6, wherein the processor is configured to:

determine the risk level of the corrected error to be low in response to the first read
phase of the read retry operation succeeding; and

determine the risk level of the corrected error to be high in response to the first read

phase of the read retry operation not succeeding.

8. The electronic device of claim 4, wherein the processor is configured to
perform the read retry operation by:

requesting the memory module to perform a read phase; and
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requesting the memory module to again perform the read phase N times in response

to an error occurring in the read phase, N being a positive integer.

9. The electronic device of claim 6, wherein the processor is configured to:

determine the risk level of the corrected error to be low in response to an M-th read
phase of the read retry operation succeeding or a previous read phase of the M-th read phase
succeeding, wherein M is a positive integer smaller than N; and

determine the risk level of the corrected error to be high in response to the M-th read
phase of the read retry operation failing and the previous read phase of the M-th read phase

failing.

10.  The electronic device of any one of claims 1 to 9, wherein the processor is
configured to:

collect a list of at least one address of at least one corrected error having a high risk
level; and

request the PPR from the memory module based on the list of the at least one address

in a next power-on sequence.

11.  The electronic device of any one of claims 1 to 9, wherein the processor is
configured to:

request the PPR from the memory module based on the address of the corrected error

in response to the risk level of the corrected error being determined to be high.

12.  The electronic device of claim 11, wherein the processor is configured to:
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request, based on the address of the corrected error, the PPR from the memory

module within an idle time of the memory module or before accessing the memory module.

13.  The electronic device of any one of claims 1 to 9, wherein the processor is
configured to:
determine a risk level comparison value of the corrected error in response to the risk

level of the corrected error being determined to be high.

14.  The electronic device of claim 13, wherein, the processor is configured to:

request the PPR of the corrected error from the memory module in response to the
risk level comparison value indicating a higher risk; and

request the PPR of the corrected error from the memory module after a next power-

on in response to the risk level comparison value indicating a lower risk.

15.  The electronic device of claim 13, wherein the PPR includes a software PPR
(sPPR) and a hardware PPR (hPPR), and the processor is configured to:

schedule the hardware PPR as the PPR of the corrected error in response to the risk
level comparison value indicating a higher risk; and

request the software PPR as the PPR of the corrected error from the memory module

in response to the risk level comparison value indicating a lower risk.

16. The electronic device of claim 15, wherein the processor is configured to

immediately request the software PPR from the memory module and request the hardware

PPR from the memory module after a next power-on.
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17.  An operating method of an electronic device including a processor and a
memory module, the method comprising:

performing, at the processor, a read operation on the memory module;

performing, at the processor, a read retry operation on the memory module in
response to an error occurring in the read operation;

determining, at the processor, a risk level of a corrected error, based on whether the
corrected error occurs in any read phase of the read retry operation; and

scheduling, at the processor, a post package repair (PPR) of the memory module
based on an address of the corrected error, in response to the risk level of the corrected error

being high.

18.  The method of claim 17, wherein the scheduling of the PPR includes:
scheduling one of an immediate PPR or a delayed PPR based on a risk level

comparison value of the corrected error.

19.  The method of claim 17, wherein the scheduling of the PPR includes:
scheduling one of a software PPR or a hardware PPR based on a risk level

comparison value of the corrected error.

20.  An electronic device comprising:

a basic input output system (BIOS) device including a nonvolatile memory storing a
BIOS;

a storage device configured to store an operating system;

a chipset connected with the BIOS device and the storage device;

a memory module including at least one dynamic random access memory; and
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a processor connected with the chipset and the memory module,
wherein, in a power-on, the processor is configured to:
load the BIOS from the BIOS device through the chipset; and
load the operating system from the storage device through the chipset, and
wherein, in response to a corrected error occurring when the processor accesses the
memory module, the BIOS and/or the processor is configured to:
determine a risk level of the corrected error by reading an error log of the corrected
error; and
register an address of the corrected error at a post package repair (PPR) address list
regardless of a corrected error count of the corrected error, in response to the risk level of the

corrected error being high.
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