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METHOD AND APPARATUS FOR MULTICAST TUNNEL LOAD
BALANCING, GATEWAY DEVICE, AND STORAGE MEDIUM

Technical field

The present disclosure relates to the technical field of network
communications, and in particular to a method, an apparatus, a gateway device,
and a storage medium for load balancing in multicast tunneling.

Background

Through the Automatic Multicast Tunneling (AMT) protocol, multicast
receivers which do support native multicast protocols can connect to multicast
sources and receive multicast traffic from the multicast sources.

The AMT protocol adopts a Client-Server mode, where a gateway device can
determine the nearest relay device through anycast, and then join a multicast group
maintained by the relay device as a multicast member, so that an AMT tunnel
between the gateway device and the relay device is successfully established. Then,
after receiving a multicast data stream from a multicast source, the relay device can
send the multicast data stream to the gateway device through this AMT tunnel, and
the gateway device then sends the multicast data stream to the multicast receiver.

After the AMT tunnel is successfully established, if the relay device is always
closest to the gateway device in topology and the routing between the relay device
and the gateway device is reachable, the gateway device will continue to acquire
multicast data streams through this relay device. In this case, if the forwarding
burden of the relay device is heavy, but the forwarding resources are not
completely exhausted, it will lead to low forwarding efficiency of the multicast
data streams.
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Summary

The present disclosure provides a method, an apparatus, a gateway device,
and a storage medium for load balancing in multicast tunneling, to solve the
problem of low forwarding efficiency of multicast data streams acquired by
gateway devices through relay devices with heavy forwarding burden and currently
unexhausted forwarding resources. Specifically, the following solutions are
included.

In a first aspect, an example of the present disclosure provides a method for
load balancing in multicast tunneling, wherein the method is applied to a gateway
device that has established AMT tunnels with multiple relay devices, and the
method comprises:

receiving a Multicast Join Request packet sent by a multicast receiver,
wherein the Multicast Join Request packet includes information about a multicast

group,

acquiring a priority value and a load value of each relay device among the
multiple relay devices, wherein the priority value is to represent multicast service
quality of the relay device;

selecting one target relay device for the multicast group from the multiple
relay devices based on the priority value and the load value of each relay device;

sending a first Membership Update packet to the target relay device, wherein
the first Membership Update packet includes the information about the multicast
group, so that the target relay device forwards a multicast data stream of the
multicast group to the multicast receiver.

In one possible implementation, the gateway device is configured with an
anycast address for each relay device included in a relay device group, and a
process of establishing the AMT tunnels between the gateway device and the
multiple relay devices comprises:

after the gateway device goes online, sending a Relay Discovery packet to
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each relay device included in the relay device group respectively, wherein each
Relay Discovery packet contains a different anycast address;

within a first preset period, receiving Relay Advertisement packets sent by a
first number of relay devices, wherein the Relay Advertisement packets include
priority values of the relay devices;

establishing AMT tunnels with the first number of relay devices respectively
and recording the priority values of the first number of relay devices;

recording priority values of a second number of relay devices as 0, wherein
the second number of relay devices are relay devices in the relay device group
which do not send a Relay Advertisement packet within the first preset period, and
a sum of the first number and the second number is the number of relay devices
included in the relay device group.

In one possible implementation, after recording the priority values of the first
number of relay devices, the method further comprises:

sending Request packets to the first number of relay devices every second
preset period;

receiving Membership Query packets sent by the first number of relay devices,
wherein the Membership Query packets include the priority values of the relay
devices;

updating the recorded priority values of the first number of relay devices
based on the priority values included in the Membership Query packets.

In one possible implementation, selecting one target relay device for the
multicast group from the multiple relay devices based on the priority value and the
load value of each relay device, comprises:

acquiring a shared weight value of each relay device;

selecting shared weight values that exceed a preset threshold from multiple
shared weight values;
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selecting a relay device with a lowest load value as the target relay device
from relay devices corresponding to the selected shared weight values.

In one possible implementation, acquiring the shared weight value of each
relay device, comprises:

determining a shared weight value corresponding to the priority value of each
relay device based on preset mapping relationships between priority values and
shared weight values; or,

for each relay device, determining the shared weight value of the relay device
as a ratio between the priority value of the relay device and a sum of the priority
values of the multiple relay devices.

In one possible implementation, after sending the first Membership Update
packet to the target relay device, the method further comprises:

In response to determining that the target relay device fails, acquiring the
priority value of each relay device among the multiple relay devices other than the
target relay device;

from the multiple relay devices other than the target relay device, reselecting a
new target relay device for the multicast group based on the priority value and the
load value acquired for each relay device;

sending a second Membership Update packet to the reselected target relay
device, wherein the second Membership Update packet includes the information
about the multicast group, so that the reselected target relay device forwards the
multicast data stream of the multicast group to the multicast receiver.

In one possible implementation, a Relay Advertisement packet from a relay
device includes a priority field, to carry the priority value of the relay device.

In one possible implementation, a Membership Query packet from a relay
device includes a first tag bit field and a priority field, when a value of the first tag
bit field is a first value, it indicates that the priority value of the relay device is
carried in the priority field.
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In one possible implementation, the Membership Query packet further
includes a second tag bit field;

If a value of the second tag bit field is the first value, it indicates that the
priority field is located after and adjacent to a gateway address field,;

if the value of the second tag bit field is a second value, it indicates that the
priority field is located after and adjacent to encapsulation information of a general
query message.

In one possible implementation, the priority field occupies 8 reserved bits,
when a value of the priority field is O, it indicates that the priority field does not
carry a priority value.

In one possible implementation, the priority value of a relay device is
determined based on health parameters of the relay device, which includes any one
or more of:

the number of accessible multicast sources;

network quality with the multicast sources;

failure ratios of transmission paths with the multicast sources;
quality of routing links with the multicast sources.

In one possible implementation, the load value of a relay device is the number
of multicast groups for which the relay device is responsible.

In a second aspect, an example of the present disclosure provides an apparatus
for load balancing in multicast tunneling, wherein the apparatus is applied to a
gateway device that has established AMT tunnels with multiple relay devices, and
the apparatus comprises:

a receiving module, to receive a Multicast Join Request packet sent by a
multicast receiver, wherein the Multicast Join Request packet includes information
about a multicast group;

an acquiring module, to acquire a priority value and a load value of each relay
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device among the multiple relay devices, wherein the priority value is to represent
multicast service quality of the relay device;

a selecting module, to select one target relay device for the multicast group
from the multiple relay devices based on the priority value and the load value of
each relay device;

a sending module, to send a first Membership Update packet to the target
relay device, wherein the first Membership Update packet includes the information
about the multicast group, so that the target relay device forwards a multicast data
stream of the multicast group to the multicast receiver.

In one possible implementation, the gateway device is configured with an
anycast address for each relay device included in a relay device group, and a
process of establishing the AMT tunnels between the gateway device and the
multiple relay devices comprises:

after the gateway device goes online, sending a Relay Discovery packet to
each relay device included in the relay device group respectively, wherein each
Relay Discovery packet contains a different anycast address;

within a first preset period, receiving Relay Advertisement packets sent by a
first number of relay devices, wherein the Relay Advertisement packets include
priority values of the relay devices;

establishing AMT tunnels with the first number of relay devices respectively
and record the priority values of the first number of relay devices;

recording priority values of a second number of relay devices as 0, wherein
the second number of relay devices are relay devices in the relay device group
which do not send a Relay Advertisement packet within the first preset period, and
a sum of the first number and the second number is the number of relay devices
included in the relay device group.

In one possible implementation, after recording the priority values of the first
number of relay devices, the apparatus further comprises an updating module;
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the sending module is further to send Request packets to the first number of
relay devices every second preset period;

the receiving module is further to receive Membership Query packets sent by
the first number of relay devices, wherein the Membership Query packets include
the priority values of the relay devices;

the updating module is to update the recorded priority values of the first
number of relay devices based on the priority values included in the Membership
Query packets.

In one possible implementation, the selecting module is specifically to:
acquire a shared weight value of each relay device;

select shared weight values that exceed a preset threshold from multiple
shared weight values;

select a relay device with a lowest load value as the target relay device from
relay devices corresponding to the selected shared weight values.

In one possible implementation, the selecting module is specifically to:

determine a shared weight value corresponding to the priority value of each
relay device based on preset mapping relationships between priority values and
shared weight values; or,

for each relay device, determine the shared weight value of the relay device as
a ratio between the priority value of the relay device and a sum of the priority
values of the multiple relay devices.

In one possible implementation, the acquiring module is further to: in
response to determining that the target relay device fails, acquire the priority value
of each relay device among the multiple relay devices other than the target relay
device;

the selecting module is further to: from the multiple relay devices other than
the target relay device, reselect a new target relay device for the multicast group
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based on the priority value and the load value acquired for each relay device;

the sending module is further to: send a second Membership Update packet to
the reselected target relay device, wherein the second Membership Update packet
includes the information about the multicast group, so that the reselected target
relay device forwards the multicast data stream of the multicast group to the
multicast receiver.

In one possible implementation, a Relay Advertisement packet from a relay
device includes a priority field, to carry the priority value of the relay device.

In one possible implementation, a Membership Query packet from a relay
device includes a first tag bit field and a priority field, when a value of the first tag
bit field is a first value, it indicates that the priority value of the relay device is
carried in the priority field.

In one possible implementation, the Membership Query packet further
includes a second tag bit field;

if a value of the second tag bit field is the first value, it indicates that the
priority field is located after and adjacent to a gateway address field,;

if the value of the second tag bit field is a second value, it indicates that the
priority field is located after and adjacent to encapsulation information of a general
query message.

In one possible implementation, the priority field occupies 8 reserved bits,
when a value of the priority field is O, it indicates that the priority field does not
carry a priority value.

In one possible implementation, the priority value of a relay device is
determined based on health parameters of the relay device, which includes any one
or more of:

the number of accessible multicast sources;

network quality with the multicast sources;
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failure ratios of transmission paths with the multicast sources;

quality of routing links with the multicast sources.

In one possible implementation, the load value of a relay device is the number
of multicast groups for which the relay device is responsible.

In a third aspect, an example of the present disclosure provides a gateway
device, which has established AMT tunnels with multiple relay devices and
comprises:

a processor;
a transceiver;

a machine readable storage medium, which stores machine executable
instructions that can be executed by the processor to cause the processor to:

receive a Multicast Join Request packet sent by a multicast receiver through
the transceiver, wherein the Multicast Join Request packet includes information
about a multicast group;

acquire a priority value and a load value of each relay device among the
multiple relay devices, wherein the priority value is to represent multicast service
quality of the relay device;

select one target relay device for the multicast group from the multiple relay
devices based on the priority value and the load value of each relay device;

send a first Membership Update packet to the target relay device through the
transceiver, wherein the first Membership Update packet includes the information
about the multicast group, so that the target relay device forwards a multicast data
stream of the multicast group to the multicast receiver.

In one possible implementation, the gateway device is configured with an
anycast address for each relay device included in a relay device group, and the
machine executable instructions further cause the processor to:

after the gateway device goes online, send a Relay Discovery packet to each
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relay device included in the relay device group respectively through the transceiver,
wherein each Relay Discovery packet contains a different anycast address;

within a first preset period, receive Relay Advertisement packets sent by a
first number of relay devices through the transceiver, wherein the Relay
Advertisement packets include priority values of the relay devices;

establish AMT tunnels with the first number of relay devices respectively and
record the priority values of the first number of relay devices;

record priority values of a second number of relay devices as 0, wherein the
second number of relay devices are relay devices in the relay device group which
do not send a Relay Advertisement packet within the first preset period, and a sum
of the first number and the second number is the number of relay devices included
in the relay device group.

In one possible implementation, the machine executable instructions further
cause the processor to:

send Request packets to the first number of relay devices through the
transceiver every second preset period;

receive Membership Query packets sent by the first number of relay devices
through the transceiver, wherein the Membership Query packets include the
priority values of the relay devices;

update the recorded priority values of the first number of relay devices based
on the priority values included in the Membership Query packets.

In one possible implementation, the machine executable instructions cause the
processor to:

acquire a shared weight value of each relay device;

select shared weight values that exceed a preset threshold from multiple
shared weight values;

select a relay device with a lowest load value as the target relay device from
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relay devices corresponding to the selected shared weight values.

In one possible implementation, the machine executable instructions cause the
processor to perform the following operations, comprising:

determining a shared weight value corresponding to the priority value of each
relay device based on preset mapping relationships between priority values and
shared weight values; or,

for each relay device, determining the shared weight value of the relay device
as a ratio between the priority value of the relay device and a sum of the priority
values of the multiple relay devices.

In one possible implementation, the machine executable instructions further
cause the processor to:

In response to determining that the target relay device fails, acquire the
priority value of each relay device among the multiple relay devices other than the
target relay device;

from the multiple relay devices other than the target relay device, reselect a
new target relay device for the multicast group based on the priority value and the
load value acquired for each relay device;

send a second Membership Update packet to the reselected target relay device,
wherein the second Membership Update packet includes the information about the
multicast group, so that the reselected target relay device forwards the multicast
data stream of the multicast group to the multicast receiver.

In one possible implementation, a Relay Advertisement packet from a relay
device includes a priority field, to carry the priority value of the relay device.

In one possible implementation, a Membership Query packet from a relay
device includes a first tag bit field and a priority field, when a value of the first tag
bit field is a first value, it indicates that the priority value of the relay device is
carried in the priority field.

In one possible implementation, the Membership Query packet further
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includes a second tag bit field;

iIf a value of the second tag bit field is the first value, it indicates that the
priority field is located after and adjacent to a gateway address field,;

if the value of the second tag bit field is a second value, it indicates that the
priority field is located after and adjacent to encapsulation information of a general
query message.

In one possible implementation, the priority field occupies 8 reserved bits,
when a value of the priority field is O, it indicates that the priority field does not
carry a priority value.

In one possible implementation, the priority value of a relay device is
determined based on health parameters of the relay device, which includes any one
or more of:

the number of accessible multicast sources;

network quality with the multicast sources;

failure ratios of transmission paths with the multicast sources;
quality of routing links with the multicast sources.

In one possible implementation, the load value of a relay device is the number
of multicast groups for which the relay device is responsible.

In a fourth aspect, an example of the present disclosure provides a machine
readable storage medium, which stores machine executable instructions that, when
called and executed by a processor, cause the processor to implement the method
described in the first aspect.

In a fifth aspect, an example of the present disclosure provides a computer
program product, which causes a processor to implement the method described in
the first aspect.

Using the above technical solution, the gateway device can establish AMT
tunnels with multiple relay devices. After receiving the Multicast Join Request
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packet sent by the multicast receiver, one target relay device can be selected for the
multicast group that the multicast receiver requests to join, based on the priority
value and the load value of each relay device, and then the target relay device
forwards the multicast data stream of the multicast group to the multicast receiver.
Due to the comprehensive considerations of priority values and load values when
selecting the target relay device, it can enable each relay device to share and
forward multicast data streams for multiple multicast groups in a load sharing
manner, fully utilizing the device resources of multiple relay devices, and
improving the forwarding efficiency of multicast data streams.

Brief Description of the Drawings

The drawings described here are intended to provide a further understanding
of the present disclosure and form a part of it. The illustrative examples and the
explanations thereof in the present disclosure are to explain the present disclosure
and do not constitute an improper limitation of the present disclosure.

Fig. 1 is a schematic diagram of an AMT network architecture provided in an
example of the present disclosure;

Fig. 2 is a flowchart of a method for establishing an AMT tunnel between a
gateway device and a relay device provided in an example of the present
disclosure;

Fig. 3 is a flowchart of a method for load balancing in multicast tunneling
provided in an example of the present disclosure;

Fig. 4 is an exemplary schematic diagram of a Membership Query packet
provided in an example of the present disclosure;

Fig. 5 is an exemplary schematic diagram of a Relay Advertisement packet
provided in an example of the present disclosure;

Fig. 6 is a flowchart of another method for load balancing in multicast
tunneling provided in an example of the present disclosure;

Fig. 7 is a schematic structural diagram of an apparatus of load balancing in
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multicast tunneling provided in an example of the present disclosure;

Fig. 8 is a schematic structural diagram of a gateway device provided in an
example of the present disclosure.

Detailed Description

In order to make the objective, technical solutions and advantages of the
present disclosure clearer and more understandable, the present disclosure will be
described in more detail below with reference to the accompanying drawings and
examples. Obviously, the described examples are only some, and not all, of the
examples of the present disclosure. All other examples obtained based on the
examples of the present disclosure by those skilled in the art fall into the scope of
protection of the present disclosure.

To facilitate the understanding of the scheme provided by the example of the
present disclosure, the AMT network architecture involved in the example of the
present disclosure is first introduced, as shown in Fig. 1. The AMT network
architecture includes a multicast receiver (Receiver), a gateway device (Gateway),
a relay device (Relay) R1, a relay device (Relay) R2, a multicast source (Source)
S1, a multicast source (Source) S2, and a multicast source (Source) S3.

The number of devices in Fig. 1 is only taken as an example, and the number
of devices is not limited to this in actual implementation.

Wherein, multicast receivers can be receivers who do not support multicast
routing protocols and need to acquire multicast data, such as sites, hosts, or
applications.

The gateway device is located in a network that does not support multicast
routing protocols, and multicast receivers can access the gateway device.

Each relay device can be connected to at least one multicast source, for
example, relay device R1 and relay device R2 in Fig. 1 are both connected to
multicast source S1, multicast source S2, and multicast source S3.

The gateway device can establish an AMT tunnel with one relay device in the
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manner of anycast, and then receive, through the AMT tunnel, multicast data from
the multicast source sent by the relay device.

In Fig. 1, for example, an AMT tunnel is established between the gateway
device and relay device R1. After receiving multicast data from any multicast
source, relay device R1 can forward the multicast data to the gateway device
through the AMT tunnel, and then the gateway device can forward the multicast
data to the multicast receiver.

The process of establishing an AMT tunnel between a gateway device and a
relay device is introduced below.

As shown in Fig. 2, the process of establishing an AMT tunnel between a
gateway device and a relay device includes the following operations:

S201: the gateway device sends a Relay Discovery packet (Relay Discovery)
to the relay device.

Wherein, relay devices that support the AMT protocol will advertise routes
with the same IP address prefix. After learning these routes, gateway devices can
generate an anycast address based on the IP address prefix. As an example, the
anycast address includes the IP address prefix, and all other bits are set to 0.

When the gateway device sends a Relay Discovery packet (Relay Discovery)
based on the anycast address, it will forward the Relay Discovery packet to a relay
device, at the nearest topology location, which has advertised the above IP address
prefix, according to the anycast routing table.

In one example, the Relay Discovery packet includes a nonce.

S202: after receiving the Relay Discovery packet, the relay device sends a
Relay Advertisement packet (Relay Advertisement) to the gateway device.

After receiving the Relay Discovery packet, the relay device can acquire a
nonce from the Relay Discovery packet. Moreover, the Relay Advertisement
packet sent by the relay device includes the nonce and the unicast Internet Protocol
(IP) address of the relay device.
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After receiving the Relay Advertisement packet, the gateway device verifies
whether the nonce in the Relay Advertisement packet is the same as the nonce sent
by the gateway device. If same, the gateway device can use the unicast IP address
in the Relay Advertisement packet when communicated with the relay device using
the AMT protocol in the future.

Wherein, the above S201-S202 is the relay device discovery stage. Through
the above processes, the gateway device can determine the relay device that can
establish an AMT tunnel with itself.

S203: the gateway device sends a Request packet (Request) to the relay
device. Correspondingly, the relay device receives the Request packet.

Wherein, the Request packet contains a request nonce and a query identifier,
to indicate whether the relay device should return a packet to the gateway device,
wherein the packet comprises a general query message of the Internet Group
Management Protocol version 3 (IGMPv3) or the Multicast Listener Discovery
version 2 (MLDv2).

For example, the value of the query identifier can be 1 or 0. When the value
of the query identifier is 1, it is to indicate that the relay device should send a
packet containing IGMPv3 general query messages or MLDv2 general query
messages to the gateway device. When the value of the query identifier is O, it is to
indicate that the relay device does not need to send a packet containing IGMPv3
general query messages or MLDv2 general query messages to the gateway device.

S204: the relay device sends a Membership Query packet (Membership Query)
to the gateway device. Correspondingly, the gateway device receives the
Membership Query packet.

After receiving the Request packet, the relay device can extract information
such as the source IP address, source User Datagram Protocol (UDP) port, request
nonce, and private key from the request information, and then calculate the hash
digest of the extracted information to acquire the message authentication code.

Furthermore, the relay device can return a Membership Query packet to the



10

15

20

25

gateway device, wherein the Membership Query packet includes the above request
nonce, message authentication code, and IGMPv3 general query message or
MLDv2 general query message.

S205: the gateway device sends a Membership Update packet (Membership
Update) to the relay device.

After receiving the Membership Query packet, the gateway device can verify
whether the request nonce in the Membership Query packet is the same as the
request nonce included in the Request packet sent by the gateway device.

If it is the same, the gateway device can start a periodic query keep-alive
timer (Query Timer). Whenever the periodic query keep-alive timer expires, the
gateway device will be triggered to send new request information to the relay
device.

At the same time, the gateway device saves the request nonce and the
message authentication code, and acquires the IGMPv3 general query message or
MLDv2 general query message in the Membership Query packet. The IGMP
protocol module in the gateway device processes the IGMPv3 general query
message, or the MLD protocol module processes the MLDv2 general query
message.

When the gateway device receives a multicast join request sent by the
multicast receiver, it can send a Membership Update packet to the relay device.

Wherein, the Membership Update packet comprises a request nonce, a
message verification code, and an IGMPv3 report message or MLDv2 report
message.

It can be understood that in the case where the gateway device periodically
sends request information to the relay device based on the periodic query
keep-alive timer, the nonce carried in each Membership Update packet sent by the
gateway device is the request nonce in the last Membership Query packet received
by the gateway device, and the message verification code carried is the message
authentication code in the last Membership Query packet received by the gateway
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device.

S206: the relay device sends Multicast Data packet (Multicast Data) to the
gateway device.

After receiving the Membership Update packet, the relay device calculates the
message verification code based on information such as the source IP address, the
source UDP port, the request nonce, and the private key of the Membership Update
packet. If the calculated message verification code is the same as the message
verification code in the Membership Update packet, the relay device receives and
processes the Membership Update packet, so that an AMT tunnel is successfully
established between the gateway device and the relay device. If the calculated
message verification code is different from the message verification code in the
Membership Update packet, the relay device ignores the Membership Update
packet.

After establishing the AMT tunnel between the gateway device and the relay
device, if the relay device receives multicast data from a multicast source and
determines that the gateway device belongs to the multicast group corresponding
to the multicast source, that is, the gateway device is interested in the multicast
data of the multicast source, then the relay device can encapsulate the multicast
data into a Multicast Data packet, and then send the Multicast Data packet to the
gateway device based on the AMT tunnel.

After receiving the Multicast Data packet, the gateway device extracts the
multicast data from the Multicast Data packet and sends the multicast data to the
multicast receiver.

After the AMT tunnel is established between the gateway device and the relay
device, when the forwarding burden of the relay device is heavy and the
forwarding resources of the relay device are not completely exhausted, the gateway
device still acquires multicast data streams through the relay device, which will
lead to lower forwarding efficiency of multicast data streams.

In order to solve the above problem, an example of the present disclosure
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provides a method for load balancing in multicast tunneling, which is applied to a
gateway device that has established AMT tunnels with multiple relay devices. As
shown in Fig. 3, the method comprises:

S301: receiving a Multicast Join Request packet sent by a multicast receiver.

Wherein, the Multicast Join Request packet includes information about a
multicast group.

The information about a multicast group can be represented as (S, G) or (*, G),
where S is the address of a multicast source, G is the address of the multicast group,
and "*" represents an unrestricted multicast source.

S302: acquiring the priority value and the load value of each relay device
among the multiple relay devices.

Wherein, the priority value is to represent the multicast service quality of the
relay device. The higher the multicast service quality of the relay device, the higher
the priority value of the relay device; the lower the multicast service quality of the
relay device, the lower the priority value of the relay device.

The load value is to represent the load situation of the relay device. As an
example, the load value can be the number of multicast groups for which the relay
device is responsible. The more multicast groups for which the relay device is
responsible, the greater the load value.

S303: selecting one target relay device for the multicast group from the
multiple relay devices based on the priority value and the load value of each relay
device.

The gateway device can select one target relay device for the multicast group
based on the principle of load sharing, with comprehensive considerations of the
priority value and the load value of each relay device.

S304: sending a first Membership Update packet to the target relay device.

Wherein, the first Membership Update packet includes the information about
the multicast group, so that the target relay device forwards the multicast data
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stream of the multicast group to the multicast receiver.

After receiving the first Membership Update packet, the target relay device
can request replication of the multicast data stream of the multicast group from the
upstream multicast source, and forward the multicast data stream of the multicast
group to the multicast receiver through the gateway device.

Using the above technical solution, the gateway device can establish AMT
tunnels with multiple relay devices. After receiving the Multicast Join Request
packet sent by the multicast receiver, one target relay device can be selected based
on the priority value and the load value of each relay device for the multicast group
that the multicast receiver requests to join, and then the target relay device
forwards the multicast data stream of the multicast group for the multicast receiver.
Due to the comprehensive consideration of priority values and load values when
selecting the target relay device, it enables each relay device to share and forward
multicast data streams from multiple multicast groups in a load sharing manner,
fully utilizing the device resources of multiple relay devices, and improving the
forwarding efficiency of multicast data streams.

In the example of the present disclosure, the gateway device is configured
with an anycast address for each relay device included in a relay device group.
Before executing the process in Fig. 3, the gateway device needs to establish AMT
tunnels with the relay devices in the relay device group.

The process of establishing the AMT tunnels between the gateway device and
the multiple relay devices includes:

Operation 1: after the gateway device goes online, sending a Relay Discovery
packet to each relay device included in the relay device group respectively,
wherein each Relay Discovery packet contains a different anycast address.

In the example of the present disclosure, a specified number of relay
addresses can be configured in advance for each relay device in the relay device
group. Each relay address has a different IP address prefix, and the forwarding
paths between the gateway device and the specified number of relay addresses are
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different. Wherein, the specified number is the number of relay devices included in
the relay device group.

Furthermore, each relay device will advertise a specified number of routes
with different IP address prefixes, and the gateway device can learn the routes
advertised by the relay devices.

In one example, the gateway device can create one pseudo interface for each
relay device, configure a Relay Discovery Address Prefix for each pseudo interface,
and a Relay Discovery Address with that Relay Discovery Address Prefix.

For example, assuming that the specified number is 2, two pseudo interfaces
can be created. The Relay Discovery Address Prefix configured for pseudo
interface 1 is one of the IP address prefixes advertised by the relay device, and the
Relay Discovery Address Prefix configured for pseudo interface 2 is another IP
address prefix advertised by the relay device.

In another example, the gateway device can create one pseudo interface on
which a specified number of Relay Discovery Address Prefixes and a specified
number of Relay Discovery Addresses can be configured simultaneously.

It can be understood that the above relay discovery address is an anycast
address. Taking two relay devices in the relay device group as an example,
assuming that the gateway device is configured with two relay discovery addresses,
namely anycast address 1 and anycast address 2, the destination address of one
Relay Discovery packet sent is anycast address 1. The Relay Discovery packet can
be routed to the relay device closest to the gateway device according to anycast
address 1. Similarly, the destination address of another Relay Discovery packet
sent by the gateway device is anycast address 2, and the Relay Discovery packet is
routed to the relay device closest to the gateway device according to anycast
address 2. Due to the different topology paths between the gateway device and
anycast address 1 and between the gateway device and anycast address 2, the two
Relay Discovery packets sent by the gateway device will be sent to two different
relay devices.
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Operation 2: within a first preset period, receiving Relay Advertisement
packets sent by a first number of relay devices, wherein the Relay Advertisement
packets include the priority values of the relay devices.

In one example, the gateway device can start an advertisement waiting timer
(Advertisement Timer) after sending the Relay Discovery packet mentioned
above, and the advertisement waiting timer expires when the first preset period
mentioned above is reached. In this way, the timer expiration mechanism can be
used to determine whether the first preset period has been reached.

The first number is the number of relay devices corresponding to the Relay
Advertisement packets received by the gateway device within the first preset
period after sending the Relay Discovery packet to each relay device included in
the relay device group respectively.

The first number is less than or equal to the number of relay devices included
in the relay device group.

Operation 3: establishing AMT tunnels with the first number of relay devices
respectively and recording the priority values of the first number of relay devices.

After receiving the Relay Advertisement packets sent by the first number of
relay devices, the gateway device can record the priority value of each relay device
in the first number of relay devices.

Operation 4: recording the priority values of the second number of relay
devices as 0. Wherein, the second number of relay devices are relay devices in the
relay device group which do not send a Relay Advertisement packet within the first
preset period. The sum of the first number and the second number is the number of
relay devices included in the relay device group.

If the gateway device does not receive the Relay Advertisement packet sent
by any relay device in the relay device group within the first preset period, it can
resend a Relay Discovery packet to the relay device according to the AMT
protocol. And the priority value of the relay device is temporarily recorded as O,
which indicates that the relay device does not participate in load sharing at present.
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If the gateway device receives the Relay Advertisement packet sent by the
relay device within the first period after resending the Relay Discovery packet, it
can acquire the priority value carried by the Relay Advertisement packet and
record the priority value of the relay device, and establish an AMT tunnel with the
relay device, allowing the relay device to participate in load sharing subsequently.

By using this method, gateway devices can simultaneously establish AMT
tunnels with multiple relay devices in the relay device group, and can record the
priority values of the multiple relay devices, so that different multicast streams can
be distributed among the multiple relay devices in a load sharing manner according
to the priority value and the load value of each relay device, thereby fully utilizing
the network resources of relay devices and improving multicast forwarding
efficiency.

In some examples of the present disclosure, the priority value may also
change due to the change in the multicast service quality of the relay device. In
order to timely acquire the changed priority values of the relay devices, AMT
tunnels are established between the network device and the first number of relay
devices, and the priority values of the first number of relay devices are recorded.
After that, the gateway device can also perform operations A-C.

Operation A: sending Request packets to the first number of relay devices
every second preset period.

During the process of establishing an AMT tunnel with each relay device, the
gateway device will send a Request packet to the relay device. After receiving the
Membership Query packet sent by a main relay device as a reply and verifying that
the request nonce carried by the Membership Query packet is correct, the gateway
device can start a periodic query keep-alive timer (Query Timer). The periodic
query keep-alive timer expires when the second preset period is reached.

Furthermore, whenever the query keep-alive timer expires, the gateway
device sends a new Request packet to the main relay device.

The Request packet is a Request packet (Request) in the AMT protocol, and



10

15

20

25

the Membership Query packet is a Membership Query packet (Membership Query)
in the AMT protocol.

Operation B: receiving the Membership Query packets sent by the first
number of relay devices, wherein the Membership Query packets include the
priority values of the relay devices.

After receiving a Request packet, the relay device can acquire its latest
priority value and encapsulate it in the Membership Query packet.

It can be understood that each time the gateway device sends a Request packet
to the relay device, it can receive the Membership Query packet sent by the relay
device as a reply, so that the gateway device can periodically acquire the priority
value of each relay device.

Operation C: updating the recorded priority values of the first number of relay
devices based on the priority values included in the Membership Query packets.

For each relay device in the first number of relay devices, after receiving a
Membership Query packet from the relay device, the priority value of the relay
device can be updated with the priority value carried by the Membership Query
packet.

It should be noted that in the above example, for relay devices that do not
reply to the Relay Advertisement packet within the first preset period, if an AMT
tunnel can be successfully established with the relay device in the future, the
recorded priority value of the relay device can also be updated according to
operations A to C.

Using the example of the present disclosure, the gateway device can utilize
the keep-alive mechanism between the gateway device and the relay device to
periodically acquire the priority value of the relay device, that is, load sharing can
be carried out based on the accurate multicast service quality of each relay device,
which can improve the multicast service quality.

In an example of the present disclosure, the priority value of a relay device
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can be determined based on the health parameters of the relay device, which
include but are not limited to the following parameters:

the number of accessible multicast sources;

network quality with the multicast sources;

the failure ratios of transmission paths with the multicast sources;
the quality of the routing links with the multicast sources.

Wherein, the network quality can include transmission delay, jitter, packet
loss rate, etc. between relay devices and multicast sources.

Relay devices can detect the failure ratios of transmission paths with the
multicast sources through a detection mechanism, such as the point 2 multiple
point Bidirectional Forwarding Detection (P2MP BFD) mechanism.

Each health parameter of the relay device corresponds to one preset weight
value and threshold, and the priority value of the relay device is the sum of the
weight value of each health parameter. Each time after health parameters are
acquired, if a certain health parameter is less than the threshold for the health
parameter, the priority value will be reduced by the weight value for the health
parameter. After the health parameter is again greater than or equal to the threshold
for the health parameter, the priority parameter is increased by the weight value for
the health parameter.

The relay device can regularly refresh its own priority value.

In one example, the relay device can calculate its own priority value based on
its own health parameters.

In another example, the network controller can centrally monitor the health
parameters of each relay device, calculate and then issue the priority value for each
relay device.

In some examples of the present disclosure, selecting one target relay device
for the multicast group from the multiple relay devices based on the priority value
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and the load value of each relay device (the above S303) can be specifically
implemented by:

acquiring the shared weight value of each relay device, select the shared
weight values that exceed a preset threshold from multiple shared weight values,
and select a relay device with a lowest load value as the target relay device from
the relay devices corresponding to the selected shared weight values.

Wherein, the gateway device can acquire the shared weight value of each
relay device through one of the following two methods:

Method 1: determine the corresponding shared weight value for the priority
value of each relay device based on preset mapping relationships between priority
values and shared weight values.

Wherein, the higher the priority value, the greater the shared weight value.
The preset mapping relationships mentioned above can be configured in advance
based on experience.

Method 2: for each relay device, determining the shared weight value of the
relay device as the ratio between the priority value of the relay device and the sum
of the priority values of the multiple relay devices.

If the number of relay devices participating in load sharing is N, and the
priority values of N relay devices are priority-1 to priority-N, then the shared
weight value of relay device n for load sharing is:

priority-n/(priority-1+priority-2+...+priority-N) * 100.
Wherein, the value range of nis from 1 to N.

By using the above formula, the shared weight value of each relay device can
be calculated respectively. Then, the shared weight values that exceed the preset
threshold can be selected therefrom. The preset threshold can be set based on
experience.

Assuming that the shared weight values of relay device 1, relay device 3, and
relay device 5 among N relay devices are greater than the preset threshold, the load
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values of relay device 1, relay device 3, and relay device 5 can be compared.

Assuming that load value of relay device 1 is the smallest, relay device 1 can
be used as the target relay device.

Wherein, the load value is the number of multicast groups for which the relay
device is responsible. The gateway device can maintain the number of multicast
groups for which each relay device is responsible. After selecting a target relay
device for each multicast group, the load value of this target relay device can be
increased by 1.

In one example, the method of selecting the target relay device in the example
of the present disclosure is not limited to this. It can also be made based on other
load sharing methods, based on the priority value and the load value of each relay
device, to select one target relay device for the multicast group from multiple relay
devices, which is not specifically limited in the examples of the present disclosure.

For example, it is possible to sequentially determine whether the shared load
value of the relay device corresponding to each shared weight value is less than a
preset load threshold, in the order of the shared weight value from highest to
lowest. The first relay device with a shared load value less than the preset load
threshold can be selected as the target relay device.

Specifically, the maximum shared weight value can be selected first. If the
load value of the relay device corresponding to this maximum shared weight value
is less than the preset load value threshold, the relay device will be selected as the
target relay device. If the load value of the relay device is greater than or equal to
the preset load value threshold, select the second largest shared weight value. If the
load value of the relay device corresponding to the second largest shared weight
value is less than the preset load threshold, this relay device will be selected as the
target relay device. Otherwise, continue to select the next shared weight value and
so on until the target relay device is selected.

By adopting the above technical solution, the gateway device can select the
target relay device for the multicast group with comprehensive considerations of
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the shared weight values and load values of the relay devices. The selected target
relay device can provide better multicast service quality, avoid selecting relay
devices with heavy load or poor multicast service quality, fully utilize the
resources of the relay devices, and improve multicast forwarding efficiency.

In some examples of the present disclosure, after the gateway device selects a
target relay device for the multicast group, unless the gateway device receives a
request from the multicast receiver to leave the multicast group, the multicast data
stream of the multicast group will always be forwarded by the target relay device.
Even if the priority value or load value of the target relay device changes, there is
no need to reselect a target relay device for the multicast group.

However, if the gateway device senses through the keep-alive mechanism that
the target relay device is unreachable, that is, if the target relay device fails, after
sending the first Membership Update packet to the target relay device in S304, the
method also comprises:

If the target relay device fails, acquiring the priority value of each relay device
among multiple relay devices other than the target relay device;

from the multiple relay devices other than the target relay device, reselecting a
new target relay device for the multicast group based on the priority value and the
load value acquired for each relay device;

sending a second Membership Update packet to the reselected target relay
device, wherein the second Membership Update packet includes the information
about the multicast group, so that the reselected target relay device forwards the
multicast data stream of the multicast group to the multicast receiver.

Wherein, the method of reselecting the target relay device is the same as the
method of selecting the target relay device introduced in the above example. For
each multicast group for which a failed target relay device is responsible, it is
necessary to reselect a target relay device from the relay device group.

In this way, after the target relay device fails, the target relay device can be
reselected in time for the multicast group for which the failed target relay device is
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responsible, which can improve the reliability of the AMT tunnel and avoid
multicast service interruption.

Based on the introduction of the above examples, priority values have been
added to both the Membership Query packet and the Relay Advertisement packet
in the examples of the present disclosure. The packet formats of the Membership
Query packet and the Relay Advertisement packet are introduced below.

In one example of the present disclosure, a Membership Query packet from a
relay device includes a first tag bit field and a priority field. When the value of the
first tag bit field is the first value, it indicates that the priority value of the relay
device is carried in the priority field.

In addition, the Membership Query packet also includes a second tag bit field.

If the value of the second tag bit field is the first value, it indicates that the
priority field is located after and adjacent to a gateway address field.

If the value of the second tag bit field is the second value, it indicates that the
priority field is located after and adjacent to encapsulation information of a general
query message.

For example, the first value can be 1, and the second value can be 0.

As an example, as shown in Fig. 4, it is a schematic structural diagram of the
Membership Query packet when the value of the second tag bit field is the first
value.

The Membership Query packet includes the following fields: Version, Type,
Reserved, P tag bit, L tag bit, G tag bit, Response Media Access Control (MAC)
address, Request Nonce, Encapsulated General Query packet, gateway device port
number (Gateway Port Number), gateway address (Gateway IP Address) and
Priority.

Wherein, the value of the version field (Version) is 0, and the value of the
type field (Type) is 4. If the communication between the gateway device and the
relay device is based on the Ipv4 protocol, the general query message is a
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Membership Query packet (Membership Query) based on the IGMPv3 protocol. If
the communication between the gateway device and the relay device is based on
the Ipv6 protocol, the general query message is a Listener Query message (Listener
Query) based on the MLDv2 protocol. The IP address of the gateway device is
Ipv4 address or Ipv6 address.

Wherein, the first tag bit field is the P tag bit field, and the second tag bit field
Is the G tag bit field. When the P and G tag bit fields are both 1, it indicates that the
priority field is located after the Gateway IP Address field in Fig. 4.

When the value of the P tag bit field is 1 and the value of the G tag bit field is
0, it indicates that the Gateway Port Number field and Gateway IP Address field
are not included in the Membership Query packet, and the priority field is located
after the Encapsulated General Query packet in Fig. 4.

In another example of the present disclosure, the Relay Advertisement packet
includes a priority field to carry the priority value of the relay device.

As an example, as shown in Fig. 5, Fig. 5 is a schematic diagram of a Relay
Advertisement packet provided in an example of the present disclosure. The Relay
Advertisement packet includes the following fields: Version, Type, Priority,
Reserved, Discovery Nonce, and Relay Address. Wherein, the value of the Version
field is 0, the value of the Type field is 2, and the Relay Address field includes
Ipv4 address or lpv6 address. The priority field is located after and adjacent to the
type field.

In the Membership Query packet and Relay Query packet mentioned above,
the priority field occupies 8 reserved bits and can be an unsigned integer, with an
effective range of 1 to 255. When the value of the priority field is 0, it indicates
that the priority field does not carry the priority value of the relay device.

As shown in Fig. 6, taking the relay device group comprising relay device 1
and relay device 2 as an example, Fig. 6 is a schematic flowchart of a method for
load balancing in multicast tunneling provided in an example of the present
disclosure, which can include S601-S609.
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S601: gateway devices send Relay Discovery packets to relay device 1 and
relay device 2 respectively. Correspondingly, relay device 1 and relay device 2
receive the Relay Discovery packets sent by the gateway device.

S602: after receiving the Relay Discovery packet, relay device 1 sends a
Relay Advertisement packet (Relay Advertisement) to the gateway device.
Correspondingly, the gateway device can receive the Relay Advertisement packet.

Wherein, the Relay Advertisement packet includes the priority value
Priority-1 of relay device 1.

After S602, S604 is executed.

S603: after receiving the Relay Discovery packet, relay device 2 sends a
Relay Advertisement packet (Relay Advertisement) to the gateway device.
Correspondingly, the gateway device can receive the Relay Advertisement packet.

After S603, S606 is executed.

Wherein, the Relay Advertisement packet includes the priority value
Priority-2 of relay device 2.

S604: the gateway device sends a Request packet (Request) to relay device 1.

Wherein, after receiving the Relay Advertisement packet sent by relay device
1, the gateway device can execute S604.

S605: after receiving the Request packet, relay device 1 sends a Membership
Query packet (Membership Query) to the gateway device.

Wherein, the Membership Query packet includes the latest priority value
Priority-1 of relay device 1.

After receiving the Membership Query packet sent by relay device 1, the
gateway device can initiate a periodic query keep-alive timer (Query Timer) 1 with
relay device 1. Whenever the periodic query keep-alive timer 1 expires, it triggers
the gateway device to resend the Request packet to relay device 1.

S606: the gateway device sends a Request packet (Request) to relay device 2.
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Wherein, after receiving the Relay Advertisement packet sent by relay device
2, the gateway device can execute S606.

S607: after receiving the Request packet, relay device 2 sends a Membership
Query packet (Membership Query) to the gateway device.

Wherein, the Membership Query packet includes the latest priority value
Priority-2 of relay device 2.

After receiving the Membership Query packet sent by relay device 2, the
gateway device can initiate a periodic query keep-alive timer (Query Timer) 2 with
relay device 2. Whenever the periodic query keep-alive timer 2 expires, it triggers
the gateway device to resend the Request packet to relay device 2.

Subsequently, if the gateway device receives a Multicast Join Request packet
sent by multicast receiver 1, which requests to join the multicast group (S1, G1),
then the gateway device selects a target relay device for the multicast group (S1,
G1) based on the priority values and load values of relay device 1 and relay device
2. Assuming the selected target relay device is relay device 1, continue to execute
S608.

S608: the gateway device sends a Membership Update packet (Membership
Update) to relay device 1. Correspondingly, relay device 1 receives the
Membership Update packet.

Wherein, the Membership Update packet includes information about the
multicast group (S1, G1).

S609: relay device 1 sends (S1, G1) multicast data streams to the gateway
device. Correspondingly, the gateway device receives (S1, G1) multicast data
streams sent by relay device 1.

Moreover, the gateway device can forward (S1, G1) multicast data streams to
multicast receiver 1.

After S607, if the gateway device receives a Multicast Join Request packet
from multicast receiver 2, which requests to join the multicast group (S1, G2), the
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gateway device selects a target relay device for the multicast group (S1, G2) based
on the priority values and load values of relay device 1 and relay device 2.
Assuming the selected target relay device is relay device 2, continue to execute
S610.

S610: the gateway device sends a Membership Update packet (Membership
Update) to relay device 2. Correspondingly, relay device 2 receives the
Membership Update packet.

The Membership Update packet includes information about the multicast
group (S1, G2).

S609: relay device 2 sends (S1, G2) multicast data streams to the gateway
device. Correspondingly, the gateway device receives (S1, G2) multicast data
streams sent by relay device 2.

Moreover, the gateway device can forward (S1, G2) multicast data streams to
multicast receiver 2.

Using this method, the gateway device can simultaneously establish AMT
tunnels with multiple relay devices. After receiving a Multicast Join Request
packet, the gateway device can select a relay device for the multicast group in a
load sharing manner based on the priority values and the load values of multiple
relay devices. The selected relay device forwards the multicast data streams of the
multicast group which the multicast join request requests to join, which can
improve the efficiency of multicast forwarding.

Based on the same concept, an example of the present disclosure provides an
apparatus for load balancing in multicast tunneling, which is applied to a gateway
device that has established AMT tunnels with multiple relay devices. As shown in
Fig. 7, the apparatus comprises:

a receiving module 701, to receive a Multicast Join Request packet sent by a
multicast receiver, wherein the Multicast Join Request packet includes information
about a multicast group;
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an acquiring module 702, to acquire a priority value and a load value of each
relay device among the multiple relay devices, wherein the priority value is to
represent multicast service quality of the relay device;

a selecting module 703, to select one target relay device for the multicast
group from the multiple relay devices based on the priority value and the load
value of each relay device.

a sending module 704, to send a first Membership Update packet to the target
relay device, wherein the first Membership Update packet includes the information
about the multicast group, so that the target relay device forwards a multicast data
stream of the multicast group to the multicast receiver.

In one example, the gateway device is configured with an anycast address for
each relay device included in a relay device group, and a process of establishing
the AMT tunnels between the gateway device and the multiple relay devices
comprises:

after the gateway device goes online, sending a Relay Discovery packet to
each relay device included in the relay device group respectively, wherein each
Relay Discovery packet contains a different anycast address;

within a first preset period, receiving Relay Advertisement packets sent by a
first number of relay devices, wherein the Relay Advertisement packets include
priority values of the relay devices;

establishing AMT tunnels with the first number of relay devices respectively
and record the priority values of the first number of relay devices;

recording priority values of a second number of relay devices as 0, wherein
the second number of relay devices are relay devices in the relay device group
which do not send a Relay Advertisement packet within the first preset period, and
a sum of the first number and the second number is the number of relay devices
included in the relay device group.

In one example, after recording the priority values of the first number of relay
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devices, the apparatus further comprises an updating module:

the sending module 704 is further to send Request packets to the first number
of relay devices every second preset period;

the receiving module 701 is further to receive Membership Query packets sent
by the first number of relay devices, wherein the Membership Query packets
include the priority values of the relay devices;

the updating module is to update the recorded priority values of the first
number of relay devices based on the priority values included in the Membership
Query packets.

In one example, selecting module 703 is specifically to:
acquire a shared weight value of each relay device;

select shared weight values that exceed a preset threshold from multiple
shared weight values;

select a relay device with a lowest load value as the target relay device from
relay devices corresponding to the selected shared weight values.

In one example, selecting module 703 is specifically to:

determine a shared weight value corresponding to the priority value of each
relay device based on preset mapping relationships between priority values and
shared weight values; or,

for each relay device, determine the shared weight value of the relay device as
a ratio between the priority value of the relay device and a sum of the priority
values of the multiple relay devices.

In one example, the acquiring module 702 is further to: if the target relay
device fails, acquire the priority value of each relay device among the multiple
relay devices other than the target relay device;

the selecting module 703 is further to: from the multiple relay devices other
than the target relay device, reselect a new target relay device for the multicast
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group based on the priority value and the load value acquired for each relay device;

the sending module 704 is further to: send a second Membership Update
packet to the reselected target relay device, wherein the second Membership
Update packet includes the information about the multicast group, so that the
reselected target relay device forwards the multicast data stream of the multicast
group to the multicast receiver.

In one example, a Relay Advertisement packet from a relay device includes a
priority field, to carry the priority value of the relay device.

In one example, a Membership Query packet from a relay device includes a
first tag bit field and a priority field, when a value of the first tag bit field is a first
value, it indicates that the priority value of the relay device is carried in the priority
field.

In one example, the Membership Query packet further includes a second tag
bit field;

if a value of the second tag bit field is the first value, it indicates that the
priority field is located after and adjacent to a gateway address field,;

if the value of the second tag bit field is a second value, it indicates that the
priority field is located after and adjacent to encapsulation information of a general
query message.

In one example, the priority field occupies 8 reserved bits, when a value of the
priority field is 0, it indicates that the priority field does not carry a priority value.

In one example, the priority value of a relay device is determined based on
health parameters of the relay device, which includes any one or more of:

the number of accessible multicast sources;
network quality with the multicast sources;
failure ratios of transmission paths with the multicast sources;

quality of routing links with the multicast sources.
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In one example, the load value of a relay device is the number of multicast
groups for which the relay device is responsible.

Based on the same concept, an example of the present disclosure provides a
gateway device, as shown in Fig. 8. The gateway device has established AMT
tunnels with multiple relay devices, and comprises:

a processor 801,
a transceiver 804;

a machine readable storage medium 802, which stores machine executable
instructions that can be executed by the processor to cause the processor 801 to:

receive a Multicast Join Request packet sent by a multicast receiver through
the transceiver 804, wherein the Multicast Join Request packet includes
information about a multicast group;

acquire a priority value and a load value of each relay device among the
multiple relay devices, wherein the priority value is to represent multicast service
quality of the relay device;

select one target relay device for the multicast group from the multiple relay
devices based on the priority value and the load value of each relay device;

send a first Membership Update packet to the target relay device through the
transceiver 804, wherein the first Membership Update packet includes the
information about the multicast group, so that the target relay device forwards a
multicast data stream of the multicast group to the multicast receiver.

In one example, the gateway device is configured with an anycast address for
each relay device included in a relay device group, and the machine executable
instructions further cause the processor 801 to:

after the gateway device goes online, send a Relay Discovery packet to each
relay device included in the relay device group respectively through the transceiver
804, wherein each Relay Discovery packet contains a different anycast address;
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within a first preset period, receive Relay Advertisement packets sent by a
first number of relay devices through the transceiver 804, wherein the Relay
Advertisement packets include priority values of the relay devices;

establish AMT tunnels with the first number of relay devices respectively and
record the priority values of the first number of relay devices;

record priority values of a second number of relay devices as 0, wherein the
second number of relay devices are relay devices in the relay device group which
do not send a Relay Advertisement packet within the first preset period, and a sum
of the first number and the second number is the number of relay devices included
in the relay device group.

In one example, machine executable instructions further cause the processor
801 to:

send Request packets to the first number of relay devices through the
transceiver 804 every second preset period,;

receive Membership Query packets sent by the first number of relay devices
through the transceiver 804, wherein the Membership Query packets include the
priority values of the relay devices;

update the recorded priority values of the first number of relay devices based
on the priority values included in the Membership Query packets.

In one example, the machine executable instructions cause the processor 801
to:

acquire a shared weight value of each relay device;

select shared weight values that exceed a preset threshold from multiple
shared weight values;

select a relay device with a lowest load value as the target relay device from
relay devices corresponding to the selected shared weight values.

In one example, the machine executable instructions cause the processor 801
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to perform the following operations, comprising:

determining a shared weight value corresponding to the priority value of each
relay device based on preset mapping relationships between priority values and
shared weight values; or,

for each relay device, determining the shared weight value of the relay device
as a ratio between the priority value of the relay device and a sum of the priority
values of the multiple relay devices.

In one example, the machine executable instructions further cause the
processor 801 to:

i the target relay device fails, acquire the priority value of each relay device
among the multiple relay devices other than the target relay device;

from the multiple relay devices other than the target relay device, reselect a
new target relay device for the multicast group based on the priority value and the
load value acquired for each relay device;

send a second Membership Update packet to the reselected target relay device,
wherein the second Membership Update packet includes the information about the
multicast group, so that the reselected target relay device forwards the multicast
data stream of the multicast group to the multicast receiver 804.

In one example, a Relay Advertisement packet from a relay device includes a
priority field, to carry the priority value of the relay device.

In one example, a Membership Query packet from a relay device includes a
first tag bit field and a priority field, when a value of the first tag bit field is a first
value, it indicates that the priority value of the relay device is carried in the priority
field.

In one example, the Membership Query packet further includes a second tag
bit field;

iIf a value of the second tag bit field is the first value, it indicates that the
priority field is located after and adjacent to a gateway address field,;
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If the value of the second tag bit field is a second value, it indicates that the
priority field is located after and adjacent to encapsulation information of a general
query message.

In one example, the priority field occupies 8 reserved bits, when a value of the
priority field is O, it indicates that the priority field does not carry a priority value.

In one example, the priority value of a relay device is determined based on
health parameters of the relay device, which includes any one or more of:

the number of accessible multicast sources;

network quality with the multicast sources;

failure ratios of transmission paths with the multicast sources;
quality of routing links with the multicast sources.

In one example, the load value of a relay device is the number of multicast
groups for which the relay device is responsible.

In Fig. 8, communication bus 803 can also be included. The processor 801,
machine readable storage medium 802, and transceiver 804 are communicated with
each other through the communication bus 803, which can be a Peripheral
Component Interconnect (PCI) bus or an Extended Industry Standard Architecture
(EISA) bus. The communication bus can be divided into an address bus, a data bus,
a control bus, etc.

The transceiver 804 can be a wireless communication module, and under the
control of the processor 801, interacts with other devices for data.

Machine readable storage medium 802 may include an Random Access
Memory (RAM) or a Non-Volatile Memory (NVM), such as at least one disk
storage. In addition, the machine readable storage medium can also be at least one
storage device located away from the aforementioned processor.

The processor 801 can be a general-purpose processor, comprises a Central
Processing Unit (CPU), a Network Processor (NP), etc. It can also be a Digital
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Signal Processor (DSP), an Application Specific Integrated Circuit (ASIC), a
Field-Programmable Gate Array (FPGA) or other programmable logic devices,
discrete gates or transistor logic devices, or discrete hardware components.

Based on the same disclosure concept, according to the method for load
balancing in multicast tunneling provided in the above example of the present
disclosure, an example of the present disclosure also provides a machine readable
storage medium, which stores machine executable instructions that can be executed
by the processor to cause the processor to implement the method for load balancing
in multicast tunneling mentioned above.

In another example provided in the present disclosure, a computer program
product containing instructions is further provided, which, when running on a
computer, causes the computer to execute the operations of the method for load
balancing in multicast tunneling in the above example.

It should be noted that in this article, relational terms such as "first" and
"second" are only to distinguish one entity or operation from another entity or
operation, and do not necessarily require or imply any actual relationship or order
between these entities or operations. Moreover, the terms "include”, "contain”, or
any other variation thereof are intended to encompass non-exclusive inclusion,
such that a process, method, item, or device that includes a series of elements not
only includes those elements, but also other elements that are not explicitly listed,
or also include elements inherent in such a process, method, item, or device.
Without further limitations, the elements limited by the statement "comprising
a/an..." do not exclude the existence of other identical elements in the process,
method, item, or device that includes the elements.

The above are only preferred examples of the present disclosure and are not
intended to limit the present disclosure. Any modifications, equivalent
substitutions, improvements, etc. made within the spirit and principle of the present
disclosure should be included within the protection scope of the present disclosure.
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CLAIMS

What is claimed is:

1. A method for load balancing in multicast tunneling, wherein the method is
applied to a gateway device that has established AMT tunnels with multiple relay

devices, and the method comprises:

receiving a Multicast Join Request packet sent by a multicast receiver,

wherein the Multicast Join Request packet includes information about a multicast
group;

acquiring a priority value and a load value of each relay device among the
multiple relay devices, wherein the priority value is to represent multicast service

quality of the relay device;

selecting one target relay device for the multicast group from the multiple

relay devices based on the priority value and the load value of each relay device;

sending a first Membership Update packet to the target relay device, wherein
the first Membership Update packet includes the information about the multicast
group, so that the target relay device forwards a multicast data stream of the

multicast group to the multicast receiver.

2. The method according to claim 1, wherein the gateway device is configured
with an anycast address for each relay device included in a relay device group, and
a process of establishing the AMT tunnels between the gateway device and the

multiple relay devices comprises:

after the gateway device goes online, sending a Relay Discovery packet to
each relay device included in the relay device group respectively, wherein each

Relay Discovery packet contains a different anycast address;

within a first preset period, receiving Relay Advertisement packets sent by a
first number of relay devices, wherein the Relay Advertisement packets include

priority values of the relay devices;

establishing AMT tunnels with the first number of relay devices respectively
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and recording the priority values of the first number of relay devices;

recording priority values of a second number of relay devices as 0, wherein
the second number of relay devices are relay devices in the relay device group
which do not send a Relay Advertisement packet within the first preset period, and
a sum of the first number and the second number is the number of relay devices

included in the relay device group.

3. The method according to claim 2, wherein after recording the priority

values of the first number of relay devices, the method further comprises:

sending Request packets to the first number of relay devices every second

preset period;

receiving Membership Query packets sent by the first number of relay devices,
wherein the Membership Query packets include the priority values of the relay

devices;

updating the recorded priority values of the first number of relay devices

based on the priority values included in the Membership Query packets.

4. The method according to claim 1, wherein selecting one target relay device
for the multicast group from the multiple relay devices based on the priority value

and the load value of each relay device, comprises:
acquiring a shared weight value of each relay device;

selecting shared weight values that exceed a preset threshold from multiple

shared weight values;

selecting a relay device with a lowest load value as the target relay device

from relay devices corresponding to the selected shared weight values.

5. The method according to claim 4, wherein acquiring the shared weight

value of each relay device, comprises:

determining a shared weight value corresponding to the priority value of each

relay device based on preset mapping relationships between priority values and
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shared weight values; or,

for each relay device, determining the shared weight value of the relay device
as a ratio between the priority value of the relay device and a sum of the priority

values of the multiple relay devices.

6. The method according to claim 1, wherein after sending the first
Membership Update packet to the target relay device, the method further

comprises:

in response to determining that the target relay device fails, acquiring the
priority value of each relay device among the multiple relay devices other than the

target relay device;

from the multiple relay devices other than the target relay device, reselecting a
new target relay device for the multicast group based on the priority value and the

load value acquired for each relay device;

sending a second Membership Update packet to the reselected target relay
device, wherein the second Membership Update packet includes the information
about the multicast group, so that the reselected target relay device forwards the

multicast data stream of the multicast group to the multicast receiver.

7. The method according to claim 2, wherein a Relay Advertisement packet
from a relay device includes a priority field, to carry the priority value of the relay

device.

8. The method according to claim 3, wherein a Membership Query packet
from a relay device includes a first tag bit field and a priority field, when a value of
the first tag bit field is a first value, it indicates that the priority value of the relay

device is carried in the priority field.

9. The method according to claim 8, wherein the Membership Query packet
further includes a second tag bit field;

if a value of the second tag bit field is the first value, it indicates that the

priority field is located after and adjacent to a gateway address field;
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if the value of the second tag bit field is a second value, it indicates that the
priority field is located after and adjacent to encapsulation information of a general

query message.

10. The method according to claim 7 or 8, wherein the priority field occupies
8 reserved bits, when a value of the priority field is 0, it indicates that the priority

field does not carry a priority value.

11. The method according to claim 1, wherein the priority value of a relay
device is determined based on health parameters of the relay device, which

includes any one or more of:
the number of accessible multicast sources;
network quality with the multicast sources;
failure ratios of transmission paths with the multicast sources;
quality of routing links with the multicast sources.

12. The method according to claim 1, wherein the load value of a relay device

is the number of multicast groups for which the relay device is responsible.

13. An apparatus for load balancing in multicast tunneling, wherein the
apparatus is applied to a gateway device that has established AMT tunnels with

multiple relay devices, and the apparatus comprises:

a receiving module, to receive a Multicast Join Request packet sent by a
multicast receiver, wherein the Multicast Join Request packet includes information

about a multicast group;

an acquiring module, to acquire a priority value and a load value of each relay
device among the multiple relay devices, wherein the priority value is to represent

multicast service quality of the relay device;

a selecting module, to select one target relay device for the multicast group
from the multiple relay devices based on the priority value and the load value of

each relay device;
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a sending module, to send a first Membership Update packet to the target
relay device, wherein the first Membership Update packet includes the information
about the multicast group, so that the target relay device forwards a multicast data

stream of the multicast group to the multicast receiver.

14. The apparatus according to claim 13, wherein the gateway device is
configured with an anycast address for each relay device included in a relay device
group, and a process of establishing the AMT tunnels between the gateway device

and the multiple relay devices comprises:

after the gateway device goes online, sending a Relay Discovery packet to
each relay device included in the relay device group respectively, wherein each

Relay Discovery packet contains a different anycast address;

within a first preset period, receiving Relay Advertisement packets sent by a
first number of relay devices, wherein the Relay Advertisement packets include

priority values of the relay devices;

establishing AMT tunnels with the first number of relay devices respectively

and record the priority values of the first number of relay devices;

recording priority values of a second number of relay devices as 0, wherein
the second number of relay devices are relay devices in the relay device group
which do not send a Relay Advertisement packet within the first preset period, and
a sum of the first number and the second number is the number of relay devices

included in the relay device group.

15. The apparatus according to claim 14, wherein after recording the priority
values of the first number of relay devices, the apparatus further comprises an

updating module;

the sending module is further to send Request packets to the first number of

relay devices every second preset period,

the receiving module is further to receive Membership Query packets sent by

the first number of relay devices, wherein the Membership Query packets include
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the priority values of the relay devices;

the updating module is to update the recorded priority values of the first
number of relay devices based on the priority values included in the Membership

Query packets.

16. The apparatus according to claim 13, wherein the selecting module is

specifically to:
acquire a shared weight value of each relay device;

select shared weight values that exceed a preset threshold from multiple

shared weight values;

select a relay device with a lowest load value as the target relay device from

relay devices corresponding to the selected shared weight values.

17. The apparatus according to claim 16, wherein the selecting module is

specifically to:

determine a shared weight value corresponding to the priority value of each
relay device based on preset mapping relationships between priority values and

shared weight values; or,

for each relay device, determine the shared weight value of the relay device as
a ratio between the priority value of the relay device and a sum of the priority

values of the multiple relay devices.
18. The apparatus according to claim 13, wherein,

the acquiring module is further to: in response to determining that the target
relay device fails, acquire the priority value of each relay device among the

multiple relay devices other than the target relay device;

the selecting module is further to: from the multiple relay devices other than
the target relay device, reselect a new target relay device for the multicast group

based on the priority value and the load value acquired for each relay device;

the sending module is further to: send a second Membership Update packet to
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the reselected target relay device, wherein the second Membership Update packet
includes the information about the multicast group, so that the reselected target
relay device forwards the multicast data stream of the multicast group to the

multicast receiver.

19. The apparatus according to claim 14, wherein a Relay Advertisement
packet from a relay device includes a priority field, to carry the priority value of

the relay device.

20. The apparatus according to claim 15, wherein a Membership Query packet
from a relay device includes a first tag bit field and a priority field, when a value of
the first tag bit field is a first value, it indicates that the priority value of the relay

device is carried in the priority field.

21. The apparatus according to claim 20, wherein the Membership Query
packet further includes a second tag bit field;

if a value of the second tag bit field is the first value, it indicates that the

priority field is located after and adjacent to a gateway address field;

if the value of the second tag bit field is a second value, it indicates that the
priority field is located after and adjacent to encapsulation information of a general

query message.

22. The apparatus according to claim 19 or 20, wherein the priority field
occupies 8 reserved bits, when a value of the priority field is 0, it indicates that the

priority field does not carry a priority value.

23. The apparatus according to claim 13, wherein the priority value of a relay
device is determined based on health parameters of the relay device, which

includes any one or more of:
the number of accessible multicast sources;
network quality with the multicast sources;

failure ratios of transmission paths with the multicast sources;
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quality of routing links with the multicast sources.

24. The apparatus according to claim 13, wherein the load value of a relay

device is the number of multicast groups for which the relay device is responsible.

25. A gateway device, which has established AMT tunnels with multiple relay

devices and comprises:
a processor;
a transceiver;

a machine readable storage medium, which stores machine executable

instructions that can be executed by the processor to cause the processor to:

receive a Multicast Join Request packet sent by a multicast receiver through
the transceiver, wherein the Multicast Join Request packet includes information

about a multicast group;

acquire a priority value and a load value of each relay device among the
multiple relay devices, wherein the priority value is to represent multicast service

quality of the relay device;

select one target relay device for the multicast group from the multiple relay

devices based on the priority value and the load value of each relay device;

send a first Membership Update packet to the target relay device through the
transceiver, wherein the first Membership Update packet includes the information
about the multicast group, so that the target relay device forwards a multicast data

stream of the multicast group to the multicast receiver.

26. The gateway device according to claim 25, wherein the gateway device is
configured with an anycast address for each relay device included in a relay device

group, and the machine executable instructions further cause the processor to:

after the gateway device goes online, send a Relay Discovery packet to each
relay device included in the relay device group respectively through the transceiver,

wherein each Relay Discovery packet contains a different anycast address;
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within a first preset period, receive Relay Advertisement packets sent by a
first number of relay devices through the transceiver, wherein the Relay

Advertisement packets include priority values of the relay devices;

establish AMT tunnels with the first number of relay devices respectively and

record the priority values of the first number of relay devices;

record priority values of a second number of relay devices as 0, wherein the
second number of relay devices are relay devices in the relay device group which
do not send a Relay Advertisement packet within the first preset period, and a sum
of the first number and the second number is the number of relay devices included

in the relay device group.

27. The gateway device according to claim 26, wherein the machine

executable instructions further cause the processor to:

send Request packets to the first number of relay devices through the

transceiver every second preset period;

receive Membership Query packets sent by the first number of relay devices
through the transceiver, wherein the Membership Query packets include the

priority values of the relay devices;

update the recorded priority values of the first number of relay devices based

on the priority values included in the Membership Query packets.

28. The gateway device according to claim 25, wherein the machine

executable instructions cause the processor to:
acquire a shared weight value of each relay device;

select shared weight values that exceed a preset threshold from multiple

shared weight values;

select a relay device with a lowest load value as the target relay device from

relay devices corresponding to the selected shared weight values.

29. The gateway device according to claim 28, wherein the machine
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executable instructions cause the processor to perform the following operations,

comprising:

determining a shared weight value corresponding to the priority value of each
relay device based on preset mapping relationships between priority values and

shared weight values; or,

for each relay device, determining the shared weight value of the relay device
as a ratio between the priority value of the relay device and a sum of the priority

values of the multiple relay devices.

30. The gateway device according to claim 25, wherein the machine

executable instructions further cause the processor to:

in response to determining that the target relay device fails, acquire the
priority value of each relay device among the multiple relay devices other than the

target relay device;

from the multiple relay devices other than the target relay device, reselect a
new target relay device for the multicast group based on the priority value and the

load value acquired for each relay device;

send a second Membership Update packet to the reselected target relay device,
wherein the second Membership Update packet includes the information about the
multicast group, so that the reselected target relay device forwards the multicast

data stream of the multicast group to the multicast receiver.

31. The gateway device according to claim 26, wherein a Relay
Advertisement packet from a relay device includes a priority field, to carry the

priority value of the relay device.

32. The gateway device according to claim 27, wherein a Membership Query
packet from a relay device includes a first tag bit field and a priority field, when a
value of the first tag bit field is a first value, it indicates that the priority value of

the relay device is carried in the priority field.

33. The gateway device according to claim 32, wherein the Membership
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Query packet further includes a second tag bit field;

if a value of the second tag bit field is the first value, it indicates that the

priority field is located after and adjacent to a gateway address field;

if the value of the second tag bit field is a second value, it indicates that the
priority field is located after and adjacent to encapsulation information of a general

query message.

34. The gateway device according to claim 31 or 32, wherein the priority field
occupies 8 reserved bits, when a value of the priority field is 0, it indicates that the

priority field does not carry a priority value.

35. The gateway device according to claim 25, wherein the priority value of a
relay device is determined based on health parameters of the relay device, which

includes any one or more of:
the number of accessible multicast sources;
network quality with the multicast sources;
failure ratios of transmission paths with the multicast sources;
quality of routing links with the multicast sources.

36. The gateway device according to claim 25, wherein the load value of a
relay device is the number of multicast groups for which the relay device is

responsible.

37. A machine readable storage medium, which stores machine executable
instructions that, when called and executed by a processor, cause the processor to

implement the method according to any one of claims 1-12.

38. A computer program product, which causes a processor to implement the

method according to any one of claims 1-12.



