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TARGETED ADVERSTISING BASED ON USER PRODUCT INFORMATION

RELATED APPLICATION
{6061 The present application claims the beunefit of priority to U.S.
Apphication No. 14/285,429, filed May 22, 2014, and which is incorporated by

reference herein in its entirety.

FIELD
[6002] This application relates generally to the field of electronic
comumunications and, in au example embodiment, to targeting of advertising based

on information concerning networked devices.

BACKGROUND

[0003] Manufacturers, distributors, and retailers of products and services
typically invest significantly in advertising that too often provides a relatively low
return on that investment. One reason for this phenormenon is that much of the
advertising is provided o a broadcast medium, such as broadcast television or radio.
As a result, the advertiser possesses limited control over the target audience other
than selecting particular broadcast channels, prograras, days, and/or times during
which the advertising may be broadcast. This return on advertising investment in
such an environment is typically worse for products that arc designed for, and/or
marketed to, a specific group of potential customers.

{6004 The Internet has more recently become a valuable medium through
which advertisers may target advertisements to particular people or groups thereof.
For example, advertising related to particular products or services may be directed to
particular individuals based on previous product searches performed by the
individual, comments made by the individual or others in a social networking
setting, and the fike. Such forms of advertising may be presented within web pages
subsequently accessed on various websites by the targeted individual. In at least
some cases, this information garoered from wndividuals may also be employed tnan
over-the-top (OTT) andio/video environment on the Internet, in which a user may
use an audio/video player to select video content iteras of interest, such as by way of
selecting a Uniform Resource Locator (JRL) associated with that content, and the
player may retrieve the user-seiccted content for consuraption by the user. In such
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environments, technology such as Video Ad Serving Template (VAST) may be
employed to allow advertisement servers to communicate with audio/video players
associated with particular individuals to insert selected advertisements at specific

times in media content provided by those audio/video players.

BRIEF DESCRIPTION OF DRAWINGS

(3005} Embodiments are illustrated by way of example and not limitation in
the figures of the accompanying drawings, in which like references indicate simatlar
elements and in which:

[0006] FIG. 1 is a block diagrars of an example comrunication system
employable for targeting advertising to one or more users;

(6007} FIG. 2 is a block diagram of an exaraple media content device
eroployable tn the communication system of FIG. 1;

[G008] F1G. 3 is a block diagram of an example server employable in the
communication system of FIG. 1;

(6009 FIG. 4 is a flow diagram of an cxample method of employing user
product inforroation to target advertising {0 one OF TOOTE USers;

{6018 FIGS. 5 through 7 are flow diagrams of example communications
between the media content device and the server of FIG. 1 for the targeting of
advertising to one or more users; and

(6011} FIG. 8 is a diagrammmatic representation of a machine in the example
form of a computer system within which a set of instructions may be executed for
causing the machine to perform any one or more of the methodologies discussed

herein.

DETAILED DESCRIPTION

[6012] In the following description, for purposes of explanation, numerous
specilic details are set forth 1o order to provide a thorough snderstanding of the
embodiments disclosed herein, It will be evident, however, to ong skilied in the art
that the emabodivoents may be practiced without these specific details,

16013} FIG. 1 is a block diagram of an example communication systerm 100
employable for targeting advertising to one or more users. In the system 100, 4 local
network area 101, which roay be a home, apartment, small business, restaurant, bar,

or other similarly localized area, may include a media content device 102 that is
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configured to deliver media content 1o one or more uscrs tocated at the local network
101, In some examples, the media content device 102 may deliver media content to
the user by way of a media presentation device 104, such as a television, desktop
computer, laptop computer, tablet computer, gaming system, smart phone, personal
digital assistant {(PD A}, and/or other device capable of presenting audio, video, or
other media content to a user. o some examples, the media content device 102 may
be a smart television, computer, or other device capable of presenting media content
10 a user without the use of a separate presentation device.

1601 4] Accordingly, to deliver media content, the media content device 102
may also serve as or include one or more of a television set-top box (to provide
content received by way of satellite antenna, cable connection, terrestrial antenna,
Internet connection, and/or other communication connection to 4 user via a
television}, a local area network {LAN) router {such as an Ethernet router and/or a
WiFi® router for routing communication traffic between various cormrunication
devices withio the local network area 101}, and/or a media gateway (such as a cable
modulator/demodulator (modem), digital subscriber Hne (DSL) modem, or other
gateway for relaying communication traflic between the local network area 101 and
a wide area network (WAN} 160, such as the Internet).

[6015] The media content device 102 may also be configured to be coupled
by way of on¢ or more communication networks or other communication
connections to various user clectronic devices located within the local network area
101. For example, the media content device 102 may form part of a LAN with other
communication or computing devices 120, such as deskiop, laptop, and tablet
computers; gaming systems; smart phones; PDAs; privters, and so on. Asis
discussed in greater detail below, one or more computing devices 120 may include
or provide computing device information 122 to the media content device 102 that
describes at least one characteristic of the computing device 120. This information,
as described more fully below, yoay be emploved to target advertising to at least one
user of the local network area 101,

[6016] o some embodivoents, the coroputing device 120 may also joclude
and/or provide to the media content device 102 media content/catalog information
124 concerning roedia content stored within the computing device 120 or other
compuiing devices within the tocal network area 101, Such media content may be

owned or otherwise possessed by one or more users associated with the local
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network area 101, As the name indicates, the media content/catalog information 124
concerning the media content may include the media content itselt (e.g., audio/video
content in the form of digital versatile discs (DVDs), electronic files, and s0 ong
audio content in the form of compact discs (TUIs), electronic files, and so on; still
images; clectronic books; and other forms of media content in cither or both
physical and electronic form), and/or media content catalog information (such as, for
example, content title(s), content run time(s), content creator(s), and so forth). As
with the computing device information 122, the media content/catalog information
124 may be employed to target various advertising to one or more users associated
with the local network area 10].

[B017] The media content device 102 may also be coupled to one or more
network-enabled devices 110 that may include or otherwise provide to the media
content device 102 network-enabled device information 112 that describes at least
onc characteristic of the associated network-cnabled device 110, 1n somce exaraples,
the network-enabled devices 110 may include household appliances, machines, or
devices, possibly inciuding, but not limited to, clothes washers, clothes dryers,
refrigervators, freezers, dishwashers, audio and other entertainruent systems,
healthcare systems, smoke alarm systems, security alarm systems, surveiilance
systems, door locks, thermostats, clocks, lights, and automotive vehicles. Such
network-enabled devices 110 may be coupled with the media content device 102 via
arty of a number of home networks, horae automation networks, wireless personal
area networks { WPANSs), or other communication networks, connections or
protocols. Examples of such communication networks, connections, or protocols
devised for a local network area 181, may incluade, but are not limited to, ZigBee®),
BluetoothLE®, Bluctooth® Smart, Z-Wave®, 6LoWPAN (IPv6 over Low power
WPAN), JenNet-1P™ (JenNet-Internet Protocol), KNX®, DECT™ ULE (Digital
Enhanced Cordless Telecommunications — Ultra Low Energy), HomePlug®,
HomePlug® AV/AV2, DALI® (Digital Addressable Lightiog Interface), and
DLNA®R (Digital Living Network Alliance) as well as near field communication
(NFC™), radio-frequency identification (RFID), Bluctooth®, Ethernet, and WiFi®,
In one example, a unifying software framework, such as Allfoyn ™, may be
employed tn connection with oue or more of these communication technologies to
retrieve and store the network-enabled device information 112 in a standardized or

unified manner.
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0018} In the embodiments described below, the media content device 102,
possibly in conjunction with one or more servers 150 {e.g., a server of a service
provider, such as a cable television service provider, satellite television service
provider, Internet service provider (ISP), and so on) communicatively coupled with
the media content device 102 via the wide arca network 160, may utilize any of the
network-enabled device information 112, the computing device information 122,
and/or the media content/catalog information 124 to determine which of a number of
available advertiserents (e.g., audio/video advertisements, audio advertisements,
text advertisements, and the like) may be presented to one or more users located at
the local network area 101. For example, by virtue of the user owning a particular
type of user product, such as a network-enabled device 110 (e.g., a houschold
appliance) or 4 computing device 120, or a particular item of media content,
advertising for a related type of device or tern of media countent roay be presented to
the user. Consequently, advertising may be more accurately targeted to users that
are more likely to respond favorably to the advertising,

(6019 FIG. 2 is a block diagram of an exarmple of the media content device
102 employed in the communication systern 100 of FIG. 1. 1o this exawple, the
media content device 102 may include a wide area network interface 202, a local
aetwork interface 204, a user product information access module 206, an
advertisement selection module 20¥, a content scheduling module 210, and a content
forwarding module 212, Each of these modules, as well as other modules described
heretn, may include hardware, software, or some combination thereof for
performing the various functions corresponding to the module, as is described more
fully below. The media content device 1{2 may also include one or more of user
product information 214, additional information 216, an advertisement catalog 218,
and advertising content 220. Other possible components, such as, for example, a
user interface, one or more broadcast channel tuners, a digital video recorder (BVR),
and s0 on, may be included in the ruedia content device 102, but are not explicitly
tHustrated in FI1G. 2 to simplify the following discassion.

[06026] The wide area network interface 202 way factlitate communications
between the media content device 102 and the one or more servers 150 of one or
more service providers. As discussed below, the media content device 102 may
exchange data with the server 130 to perform operatious related to the targeting of

advertising to users of the local network arca 101, such as, for example, the retrieval
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or access of user product information 214 (e.g., network-enabled device information
112, computing device information 122, and media content/catalog information
124}, the selection of advertisements based on the user product information 214, and
the retrieval or access of the sclected advertisements. Examples of those various
operations may be apportioned between the media content device 102 and the server
156, Such examples are discussed hereinafter in relation to FIGS. 5, 6,and 7. In
some embodiments, the wide area network interface 202 may serve as a media
gateway, mentioned earlier, either withio or external to the media content device
102.

{0021} The local network iuterface 204 may be configured to facilitate
communication between the media content device 102 and one or more of the
network-enabled devices 110 and the computing devices 120 of FIG. 1.
Accordingly, the local network interface 204 may be capable of communicating via
any one or more of Bthernet, WiFi®), NFC™ RFID, HomePlug®, ZigBee®, and
other corarnunication networks, connections, or protocols. In some examples, the
local network interface 204 may serve as a LAN router, thus operating as a
corarnunication node through which the network-enabled devices 110 and the
computing devices 120 may communicate within the focal network arca 181, In
other examples, the media content device 102 may be communicatively coupled
with an external LAN router to facilitate communication among the media content
device 102, the network-enabled devices 110, and the computing devices 120.
10622] The user product information access module 206, using the local
network interface 204, may access any or all of the network-enabled device
information 112, the computing device information 122, and the media
content/catalog information 124 of FI. 1. Such information may serve as user
product information 214 that describes at least one characteristic of the associated
user products (¢.g., the network-enabled devices 110, computing devices 120, and
media content items located i the local network area 101 that are owned and/or
otherwise associated with one or more users.) In at least some examples, the user
product inforrsation access module 206 may access the user product information
from the particular user product or device associated with that information. o other
examples, at least sovoe of the user product information way be coliected in catalogs
or other repositories in devices that are different from those that the information

describe, or from those that store the user product (¢.g., media content iterns, such as
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songs and movies). The media content device 102 may retrieve or access this user
product information from various devices and store the user product information as
user product information 214 within the media content device 102 in some
examples. In other embodiments, the media content device 102 may retrieve the
user product information and then store the information externally at a storage
component with the local network area 101, or deliver the user product information,
or some indication of that information, to the server 150 via the wide arca network
160,

16023} The user product information 214 may reflect many different types of
content and formats. For media coutent items, the user product information 214
may tncluade, for example, a title of the item, cast and crew names associated with
the item, author/performer names associated with the item, one or more publication
dates associated with the item, run times of the ilern, a genre associated with the
ttern, and so on. Concerning network-enabled devices 110 (such as, for exarmple,
howe apphances) and computing devices 120, the user product information 2 14 may
include a model name and/or number of the user product, a serial number of the user
produoct, an age of the user product, a manufacturer of the user product, a current
and/or former operational state of the user product, a status log of the user product,
and the Hke.

{60241 The advertisement selection module 208 may be configured to select
one or more available advertisements from a plurality of available advertisements
based on the user product information 214. In some embodiments, given the type of
user products the user already possesses at the local network arca 101, the
advertisement selection module 208 may select advertisements for products that may
replace or upgrade the current user products, complement the current user products
{(e.g., accessories or matching products), or are connected with the current user
products in some way. For example, if a current user product reflected in the user
product information 214 may be avp older product or model that is likely to be in
need of replacement, or is a product that is experiencing problems (e.g., as indicated
by errors noted in a status log), the advertisement selection module 208 way select
advertisements for products that may serve as a replacement for the current user
product. In other examples, the advertisernent selection moduic 208 may select an
advertisernent for a repair service that is capable of repairing the current user

product. If, instead, the user product 1s not in need or servicing or replacement, the
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advertisement sclection module 208 may select an advertisement for a matching
product (¢.g., a matching clothes dryer for a clothes washer currently located at the
local network area 101) or a complementary product {e.g., detergent or fabric
softener recommended by the manufacturer of the clothes washer current located at
the local network area 101). In some cases, the user product information 214 may
include information about whether a particular consumable item (e.g., a refrigerator
water filter, a printer cartridge, or the like) is in need of the replacement, thus
possibly causing the advertisernent selection module 208 to select an advertiseruent
for an appropriate replacement product. Many other possibilities regarding
advertiseruents for replacement or complementary products of currently-possessed
user products are possible.

6025} In some embodirnents, other types of advertisements other than those
promoting the purchase of replacement, upgrade, or coraplementary producis are
also possible. For example, the advertisement selection module 208 may select
advertisements that advise users on the recommended use of products already
owned, warnings and recalls tnvolving products already owned, and so on. For
example, the advertisement selection roodule 208 moay select an advertisement
announcing a recall of the particular type of dishwasher currently owned by the user,
or an advertisement that reminds the user that running the dishwasher when full
reduces the number of dishwashing cycles per unit time, thus saving water, reduces
the amount dishwasher detergent used, and reduces wear and tear on the dishwasher.
16026} In some examples, the advertisement selection module 208 may
employ user product information 214 corresponding to two or more user products to
select at least one advertisement from the available advertisements for presentation
to the user. For example, the existence of two or more different user products at the
local network area 101, such as a clothes washer and a clothes dryer, in which the
models of the washer and dryer do not match, may cause the selection of an
advertiseruent for a new washer that matches the dryer, and/or vice-versa.

00271 In addition to the user product information 214, the advertisement
selection roodule 208 voay employ additional information 216 relating to, for
example, the user and/or the user’s environment {e.g., demographic information,
geographic information, social network information, search engine information, and
S0 on), current news events, and other inforroation or data, to select an advertisement

of potential interest to the user. For exaraple, if the user lives in a particular
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geographic area, such as a cold-weather state, the advertiserncnt selection module
208 may select an advertisement for cold-weather accessories {e.g., snow tires)
selected for the user’s particular vehicle during the winter months, or an
advertisement for a radiator flush service.

16028} In another example, if the current cutside temperature at the focation
of the local network area 101 is higher than normal during a summer day, and
information from an air conditioner and/or a thermostat in the local network area
101 indicates that the atr conditioner is operating for an inovdinately high percentage
of time throughout the day, the advertisement selection module 208 may selectan
advertisement that provides recoramendations regarding more efficient use of the air
conditioner, such as, for example, closing shades to block sunlight from entering the
home, running a ceiling fan to more efficiently circulate the air within the horme,
checking to ensure that the filter for the air conditioner does not need replacing, and
so on. In another example, a weather forecast indicating an exceptionally warm day
may cause the advertiseruent selection yoodule 208 to forewarn the user to adjust the
therrnostat of the air conditioner to prevent a possible overload of the power grid
supplying power to the local area. Many other exaraples of eroploying additional
information 216 in conjunction with user product information 214 for advertisement
selection also exist.

00241 To use both the user product information 214 and additional
mformation 216 to select one or more advertisements, the advertisement selection
moduale 208 may process the user product information 214 and the additional
information 216 using weighted sums, decision rules, constraints, and/or any other
method of combining or aggregating multiple input values to determine a particular
output value that may then be used to select one or more advertisements for
presentation to the user. In some examples, these values may be matched against
expected values that would indicate whether a particular advertisement should be
selected for presentation. Also, based on the output values, a plurality of the
available advertisements may be ranked, wherein one or more of the available
advertisements may be selected for presentation to the user based on their
corresponding rankings. Any other method of processing multiple tnputs
represented by the user product information 214 and the additional information 216
to select one or more advertiseruents for presentation may be used in other

ernbodiments,
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(6036} With respect to media content iterns owned or possessed by a user
associated with the local network area 101, the advertisement selection module 208
may also use the media content/catalog information 124 of FIG. 1, stored as user
product information 214 in FIG. 2, to select one or more available advertisements
for presentation to the user. For example, if the media content/catalog information
124 indicates that the user owns a significant number of classical music pieces by a
specific composer, the advertisement sclection module 208 nay sclect
advertisements promoting other classical music by the same composer, or by a
different composer whose mustc is often thought of as being similar to the composer
reflected 1u the media content/catalog information 124,

{3031} In another example, the media content/catalog information 124 may
indicate the particular format in which the content is stored {e.g., DV versus

T . ™ : ™
Ultraviclet™ ™, hardcover versys Kindie

,and so on). Consequently, the
advertisement sclection module 208 may employ this information to select an
advertisement that informs the user that another format for the sarne content 18
available.

[06032] Io other embodiments, additional information 216, such as
geographic information, demographic information, social network information,
search information, and so on, as mentioned above, may be combined or aggregated
with the media content/catalog information 124 to select one or more available
advertisements, such as by weighted sums, decision rules, constraints, and/or any
other method of combining or aggregating multiple inputs to vield an output that
may be used to select one or more advertisements, as described above. Further, the
advertisement selection module 208 may rank the various avatlable advertisemenis
using the generated output to select one or more advertisements for presentation to
the user based on the advertisement rankings.

[6(33] As is described in greater detail below, the functionality provided by
the advertisement selection module 208 may mnstead reside completely or partially in
the server 150 of FIG. 1.

[06034] Continaing with FIG. 2, the media content device 102 may also
inctude a content scheduling module 210 configured to schedule the advertisements
selected via the advertisement selection muodule 208 for presentation to the user. In
an example, the content scheduling module 210 may schedule the selected

advertisements araong other media content being presented to the user. The selected

10



WO 2015/179699 PCT/US2015/032056

advertisements may be inserted between individual content items, during one or
more content iteras, and so on. In one example, the selected advertisements are
aligned in time to be presented during times reserved for the presentation of
personally-targeted advertisements. That timing may be determined by a service
provider associated with the server 158, by a creator or source of the media content
during which the selected advertisements are to be presented, or by another entity.
In addition, the sclected advertisements may be scheduled for presentation during
broadcast content, such as over a traditional television broadcast systern provided by
way of terrestrial, cable, or satellite transmission means, or during replay of such
content that has been recorded at the local network arca 101, In other exaroples, the
selected advertisement may be scheduied for presentation during media content
received via the Internet or another WAN 160, such as over-the-top (OTT) content
received from one or yoore content providers. Further, 1o sorue examples, the
selected advertisernent may be audio, video, still image, graphical, or textual in
nature, and may be presented within a web page or other type of Internet-based or
web-based content.

[6035] o soroe examples, the selected advertisements may be scheduled for
content according to Video Ad Serving Template (VAST) data accompanying or
associated with the selected advertisernent. Such data may indicate, for exarmple, an
identity of the selected advertisement, an indication of how the selected
advertisement should be played, and other information pertaining to the scheduling
and presentation of the selected advertisements.

[6036] In yet other embodiments, the sclected advertisement may be
scheduled for presentation as something other than a video clip among other video
content. For example, the seiccted advertisement may be audio, video, still image,
or textual information inserted within a smart phone application {(e.g., an i0S or
Android™ application), a game, or another type of application executing on a
computing device, such as, for example, the computing device 120,

{3037] The content forwarding module 212 may be configured to generate
output sigonals compatible with one or wore media presentation devices 104, such as,
for example, a television, a computer, a smart phone, and so on, to present the
selected advertisements, along with other media content, to the user. For example,
the output signal may be compatible for transmission to the media presentation

device 104 over a coaxial cable, a coraposite video connection, a component video
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connection, an HDMI (High-Definition Multimedia Interface) conmection, an
internet Protocol (IP} connection over a LAN, or any other connection capable of
forwarding the selected advertisements to the media presentation device 104 for
viewing by the user,

10038] To select and forward advertisements, the media content device 102
may inclode one or both of an advertisement catalog 218 and advertising content
228. In one example, the advertisement catalog 218 may include metadata that
describe one or more characteristics of each of the available advertisements, such as,
for example, a name or title of the advertisement, 8 product or service identifier
associated with the advertisement, a size or running time of the advertisement, one
or more keywords describing the content of the advertiserent, and/or other
information that the advertiseraent selection module 208 may compare against the
user product inforroation 214 and/or the additional information 216, or a processed
version thereof, to determine whether to select the advertiserent for presentation to
the user, as described above.

(6039 In some embodirnents, the advertisement catalog 218 may include
address information, such as a Uniformo Resource Locator (URL) for one or
advertisements, instead of the actual advertisement. For example, if a particular
advertisement is selected, and that advertisement is represented by a URL in the
advertisement catalog 218 or the advertising content 220, the media content device
102 may retrieve the actual advertisement from the server 150 or another system via
the URL and store the retrieved advertisement as advertising content 220, which
may be scheduled for presentation to the user.

{304 0] The advertising content 220 may include the actual advertisements
selected for presentation, and possibly others of the available advertisements not
selected for presentation to the user. For example, the media content device 102
may receive the advertisements from the server 150 or another system by way of the
wide area network 160 and the wide area network interface 202 aud store the
advertisements in the advertising content 220 for possibly presentation to the user, if
selected by the advertisement selection roodule 208, In another exarople, a content
provider may push such advertisements to the media content device 102 by way ofa
broadcast connection, such as, for cxample, a cable television connection, g satellite
television connection, or a terrestrial broadcast television connection over which

television progranuming is typically received. FIG. 3 is a block diagram of an
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cxample server 150 employable in the commumnication system 100 of FIG. 1. In the
example of FIG. 3, the server 150 may include a wide area network (WAN)
interface 302, a user product information access module 306, and/or an
advertisement selection module 308, The server 150 may also include any of a
number of databases or information stores, such as user product information 314,
additional information 316, an advertisement catalog, and/or advertising content
328. The functionality of each of these modules of the server 150 may be similar to
the corresponding modules of the media content device 102 of FIG. 2, as described
above. Accordingly, the server 150 may operate in conjunction with the media
content device 102 to select advertisernents for presentation to the user based on
user product information corresponding to the user.

{6041} For cxample, the server 150 may receive the user product information
314, as well as the additional information 316, from the media content device 102
vig the wide arca network wnterface 302, and store that information internally, orat a
storage device external to the server 150, The advertiseruent selection woodule 308
may then select advertisements intended for the user based on the received user
product inforroation 314, and possibly the additional information 316. The selection
of the advertisements may be performed using the advertisement catalog 31¥ and/or
the advertisement content 320. The selected advertisernents, or some indication
thercof, may then be transferred from the advertisement content 320 via the WAN
mtertace 302 and the WAN 160 to the media content device 102 for presentation to
the user. In other examples, the server 150 may facilitate either the selection or the
delivery of the advertisements.

{3042 FIG. 4 18 a flow diagram of an example method 400 of using product
information to target advertising to one or more users. In the following examples,
the media content device 102, the server 154, or both, including the various
components provided therein, is presumed to perform the various operations of the
method 400, However, other devices or components not specifically described
herein may perform the operations of the method 400 in other embodiments.

{6043} o the method 400, user product tnformation roay be accessed
{operation 402). At least one advertisement may be selected based on the user
product information {operation 404). In some examples, additional information
regarding the user, such as geographic, demographic, search, and social network

information associated with the user, may also be utilized with the user product
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mformation to sclect the advertisement. The selected advertisements may be
forwarded for presentation to the user (operation 406).

(3344} Whilc the operations 402 through 406 of FIG. 4 (as well as the
operations of other methods illustrated herein) are shown as occurring in a specific
order, other orders of operation, including concurrent execution of two or more
operations, are also possible. For example, each operation of the accessing of user
product information {operation 402}, the selection of advertisements (operation 404}
and the forwarding of the selected advertisements for presentation {operation 406)
may occur periodically, continually, or in some other repetitive manner, possibly in
a paraliel, simultancous, or concurrent fashion. Further, each of the operations 402-
406 may be performed for each of multiple users using one or more media content
devices 102 and/or servers 150 in at least some embodiments.

[6045] FIGS. § through 7 are flow diagrams of example communications
between the media content device 102 and the scrver 150 of FIG. 1 for the targeting
of advertising to one or more users. Generally, as shown in FIG. §, the media
content device 102 performs the sclection of advertising, and the server 150
provides both the logic for the selection process and the selected advertisements.
More specifically, the server 150 may retrieve one or more selection applications,
and possibly an advertising catalog 218 {operation 502}, and may transfer those
applications and the catalog to the media content device 102 (operation 504}, such as
by way of the WAN 160 of FIG. 1. In some embodiments, the advertising catalog
218 may include address information, such as URLs, useful for the retrieval of one
or more of the avatlable advertisements. The media content device 102 may then
execute one or more of the selection applications {operation 306} to select one or
more advertisements from the advertisement catalog 218 received from the server
150.

(6046} In some exanples, the selection applications may be applets, scripts,
or other segments of software executable within the media content device 102 that
perform the selection of the advertisements based on user product information 214
that is accessible at the media content device 102. In a further exarople, each of the
selection applications may be generated or otherwise provided by an advertiser,
wherein a selection application from 4 particular advertiser is designed to select one
or more of the advertisements provided by that advertiser for a user based on user

sroduct information 2 14 associated with that user, In one example, the selection
. 3
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application may scrve or operate as a device profile, wherein the device profile s
compared against the user product information 214 to determine whether the user
product information 214 corresponds to the device profile. Additionally, the service
provider associated with the server 150 may charge the advertiser based on the
number of selected advertisements, the number of users receiving the sclected
advertisements, and/or some other metric, thus potentially allocating the advertising
costs of the advertiser more efficiently by more specifically directing advertisements
1o users that way be more receptive fo those advertisernents. lu other examples, the
media content device 102 may inclade logic employed to select advertisements
without the explictt downleading of selection applications from the server 150.
{30471 In some embodiments, the use of the selection applications by
advertisers may be included in an advertisement bidding process, in which
advertisers woay bid to have their advertisernents presented to those users most likely
to be receptive to those advertisements. As part of this bidding process, a limited
number of selected advertisements frovo all advertisers roay be presented to a use
within a particular tirae period. Consequently, the advertiseraents from all
advertisers that are selected for a particular user may be ranked according to one or
more criteria, such as, for example, a bid amount offered by an advertiser to have its
particular advertisements presented to the user. The media content device 102 may
then rank the selected advertisements to determine which advertisements will
actually be shown during that timne period based on the bid amount, possibly in
combination with other factors.

16048] In response to exeocuting the onc or more selection applications, the
media content device 102 may transfer an indication of the selected advertisements
to the server 150 {operation 508) based on the advertisement catalog 21¥. In some
examples, the indication of the selected advertisement may be a URL or other type
of address for the advertising content. In response to receiving the advertisement
selections, the server 150 may retrieve the selected advertisements (operation 510),
such as from advertising content 320, and transfer the selected advertisements to the
media coutent device 102 (operation 512). In response to recetving the selected
advertisements, the media content device 102 may schedule and forward the selected
advertiserments for presentation to the user (operation 514), such as via one or more

media presentation devices 104, tu some exaroples, the trapsferred selected
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advertisements may also include VAST or similar information indicating one or
more aspects of how the selected advertisements are to be presented to the user.
[3049] FI(3. 6 is a flow diagram of example communications between the
media content device 102 and the server 150 of FIG. 1 for the targeting of
advertising to one or more users according to another embodiment. Similar to the
example of FIG. 5, the server 150 may retrieve one or more selection applications
for the media content device 102, possibly along with an advertisement catalog 31¥
{operation 602). In addition, the server 150 may retrieve one or more
advertisements of advertising content 320, which, along with the retrieved selection
applications and/or advertisement catalog 318, may be transferred to the media
content device 102 {operation 604) over the WAN 160, Depending on the particular
ernboditaent, some or all of the available advertisements frorn which particular
advertisements are ultimately selected may be transferred to the media content
device 102, which may then store the received advertisements as advertisement
content 220. In sore examples, the advertising content 320 may be pushed to the
media content device 102 via a broadcast medium, such as satellite, cable, or
terrestrial antenna convection, and/or by way of the wide area network 160. Further,
the media content device 102 may store an advertising catalog 31¥ as advertising
catalog 218, or may generate the advertising catalog 218 based on the advertising
content 320 received from the server 150. Inresponse to receiving the selection
applications and the advertising content 320, possibly along with the advertising
catalog 318, the media content device 102 may execute the one or more selection
applications to select one or more advertisements {operation 60¢6), and may schedule
and forward the received and selected advertisements for presentation to the user
{operation 614).

16056 fn both FIGK. 5 and 6, the media content device 102 performs the
advertisement selection that is based on the user product information 214 accessed
within the local network area 101 of FIG. 1. By virtue of the user product
information 214, as well as any additional information 216 associated with the user,
remaining within the local network area 101, a high level of security regarding that
information may be maintained. In some examples, the user product information
214 and the additional information 216 may be encrypted as stored within the media

content device 102 to further enhance the security of that information.
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[B051] In the example of FIG. 7, the server 150 may be tasked primarily
with the selection of advertisements, possibly along with the providing of the
selected advertisements to the media content device 102, More specifically, as
ittustrated in FIG. 7, the media content device 102 may provide an indication of the
user product information 214 (and possibly additional information 216) to the server
1560 via the WAN 160 {operation 702). In one example, the user product
information 214 may be encrypted prior to transfer to the server 150, or may be
processed or transformed 1n sowe other way to reduce the probability of theft of the
information over the WAN 160. Inresponse to receiving the user product
mformation 214 {operation 702}, the server 150 may then select advertisements from
stored advertising content 328 to be presented to the user of the content media
device 102 {operation 706) based on the received user product information 214,
which may be stored as user product inforroation 314, as well as any received
additional information 216 stored as additional information 316. The server 150
may then transfer the selected advertisements to the media content device 102 via
the WAN 160 (operation 712}, and the media content device 102 may then schedule
and forward the received advertisements for presentation to the user (operation 714).
In some embodiments, the server 150 may forward a URL or other address
mformation for the selected advertisement to the media content device 182, and the
media content device 102 may employ that address information to retrieve the
selected advertisement from the server 150 or another system before scheduling and
forwarding the received advertisements for user presentation. In other
embodiments, the server 150 may push the selected advertisements via a cable,
satellite, terrestrial antenna, or other broadcast content wedium. In another example
in which the media content device 102 has previously received the available
advertisements from the server 158 (stored, for example, as advertising content 228},
the server 150 may transfer to the user an indication of the selected advertisements
to the media content device 102, upon which the media content device 102 may
retrieve the selected advertisements from the advertising contents 228 for
presentation to the user based on the recerved indication.

(6052} in at least some of the embodiments deseribed above, in advertising
distribution covironments in which specific advertisements may be presented to
mdividual users, by accessing and utilizing user product information associated with

the user, advertisers may target particular advertisements to those users that may be
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more interested and receptive to those advertisements. This ability to target
advertising may increase the efficiency of advertising budgets by allowing
advertisers to direct advertising to those users morge likely to respond positively to
the advertisement. Such a response by the user may include requesting more
information about the product or service that is the subject of the advertisement, or
possibly purchasing that product or service. Additionally, in communication
systems in which the advertiser determines to which uscers the advertisements are
directed, control over the advertising process may be significantly enbanced.
Moreover, by employing applications that determine which users receive which
advertisements, and by execufiog those applications o either a server 130 associated
with a service provider, or within a media content device 102 of the user, the
advertiser maintains a significant amount of control over the advertising while
personal information associated with the user, such as user product inforroation 214
and any other user-specific information, may remain hidden from the advertiser
and/or third parties.

(6053 FIG. § illustrates a diagramumatic representation of a machine in the
example form of a computer system 800 within which a set of instructions may be
executed for causing the machine to perform any one or more of the methodologies
discussed herein. In alternative emnbodiments, the machine operates as a standalone
device or may be connected {e.g., networked) to other machines. In a networked
deployment, the machine may operate in the capacity of a server or 4 client machine
in server-client network environment, or as a peer machine in a peer-to~-peer {or
distributed) network environment. The machine may be a personal computer, a
tablet computer, a set-top box {8TB}), a personal digital assistant {PD A}, a cellular
telephone, a web appliance, a network router, switch or bridge, or any machine
capable of executing a set of instructions (sequential or otherwise) that specify
actions to be taken by that machine. Further, while only a single machine is
tHustrated, the term “maching” shall also be taken to nclude any collection of
machines that individaally or jointly execute a set {or multiple sets} of instructions
1o perforro any one or more of the methodologies discussed heretn.

[8054] The example computer system 800 includes a processor 802 {e.g., a
central processing unit (CPU), a graphics processing unit {GPU} or both), a main
memory 804 and a static memory 806 which communicate with each other via a bus

808. The computer system 800 maay further include a video display unit 810 (e.g., a
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liquid crystal display (LCD) or a cathode ray tube (CRT)). The computer system
834 also includes an alphanumeric input device 812 {e.g., a keyboard), a user
interface (Ul) navigation device 814 {(e.g., a mouse}, a disk drive unit 816, a signal
generation device 818 {e.g., a speaker} and a network interface device 820.

0055 The disk drive unit €16 inchudes a machine-readable medium 822 on
which is stored one or more sets of instructions and data structures {e.g., instructions
824) embodying or utilized by any one or more of the methodologies or functions
described herein. The jnstructions 8§24 way also restde, completely or at least
partially, within the main wemory 804 and/or within the processor 802 during
execution thereof by the computer system 800, the mato memory 804 and the
processor 802 also constituting machine-readable media.

{6056} The instructions 824 may further be transmitted or reccived over g
network 850 via the network interface device 820 utihzing any one of a number of
well-known transfer protocols (e.g., HyperText Transfer Protocol (HTTP)).

{6057 While the machine-readable medinm 822 is shown in an example
ernbodiment to be a single medium, the term "machine-readable medium” should be
taken to include a single mediur or voultiple media (e.g., a centralized or distributed
database, and/or associated caches and servers) that store the one or more sets of
instructions 824, The term "machine-readable medium” shall also be taken to
include any medium that is capable of storing, encoding or carrying a set of
instructions for execution by the machine and that cause the machine to perform any
one or more of the methodologies of the present inventive subject matter, or that is
capable of storing, encoding or carrying data structures utilized by or associated
with such a set of instructions 824. The term "machine-readable medium” shall
accordingly be taken to inchude, but not be limited to, solid-state memories, and
optical and magnetic media.

{8058] Throughout this specification, plural instances may implement
components, operations, or structures described as a single instance. Although
individual operations of one or more methods are illustrated and described as
separate operations, one or more of the wdividual operations may be performed
concurrently, and the operations may be performed in an order other than that
iHustrated. Structures and functionality presented as separate components in
example configurations roay be implemwented as a combined stracture or component.

Simularly, structures and functionality presented as a single component may be
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implermented as separate components. These and other variations, modifications,
additions, and improvements fall within the scope of the subject matter herein.
{33591 Certain embodiments are described herein as including logic ora
number of components, wodules, or mechanisms. Modules may constitute either
software modules {¢.g., code embodied on a machine-readable medium or in a
transmission signal} or hardware modules. A “hardware module” is a tangible unit
capable of performing certain operations and may be configured or arranged in a
certain physical manner. In various example embodiments, one or more computer
systems {e.g., a standalone computer system, a client computer system, or a server
compuier sysiem) or one or more hardware modules of a computer system {¢.g., a
processor or a group of processors) may be configured by software {¢.g., an
application or application portion) as a hardware module that operates to perform
certain operations as described herein

[3060] In some embodiments, a hardware module may be implemented
mechanically, electronically, or any suitable combination thereof. For example, a
hardware module may include dedicated circuitry or logic that is permanently
configured to perform certain operations. For exarople, a hardware wodule may be
a special-purpose processor, such as a ficld-programmable gate array (FPGA) or an
application-specific integrated circuit (ASICY. A hardware module may also include
programmable logic or circuitry that is temporarily configured by software to
perform certain operations. For example, a hardware module may include software
encompassed within a general-purpose processor or other programmable processor.
It will be appreciated that the decision to implement a hardware module
mechanically, in dedicated and permanently configured circuitry, or in temporarily
configured circuitry {e.g., configured by software} may be driven by cost and time
considerations.

[6061] Accordingly, the ternm “hardware module” should be understood to
encompass a tangible entity, be that an entity that is physically constructed,
permanently configured (e.g., hardwired), or temporarily configured (e.g.,
programmed) {0 operate in a certain manner or to perform certain operations
described herein. As used herein, “hardware-implemented module” refers to a
hardware module. Considering embodiments in which hardware modules are
temaporarily conligured (e.g., programimed), each of the hardware wodules need not

be configured or instantiated at any one instance in time. For example, where the
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hardware modules comprise a general-purpose processor configured by software to
become a special-purpose processor, the general-purpose processor may be
configured as respectively different hardware modules at different times. Software
may accordingly configure a processor, for example, to constitute a particular
hardware module at one instance of time and to constitute a different hardware
module at a different instance of time.

[3862] Hardware modules can provide information to, and receive
information from, other bardware modules. Accordingly, the described hardware
modules may be regarded as being communicatively coupled. Where multipie
hardware modules exist conteraporaneously, communications may be achieved
through signal transmission (e.g., over appropriate circuits and buses) between or
aroong two or more of the hardware modules. In ermbodirsents in which multiple
hardware wodules are configured or justantiated at different tiroes, communications
between such hardware modules may be achieved, for example, through the storage
and retrieval of information in memory structures to which the multiple bardware
modules have access. For example, one hardware module may perform an operation
and store the output of that operation 1o a memory device to which it is
communicatively coupled. A further hardware moduie may then, at a later time,
access the mernory device to retrieve and process the stored output. Hardware
modules may also initiate communications with input or output devices, and can
operate on a resource {¢.¢., a collection of information).

8063} The vartous operations of example methods described herein may be
performed, at least partially, by one or more processors that are temporarily
configured (e.g., by software} or permanently configured to perform the relevant
operations. Whether temporarily or permanently configured, such processors may
constitute processor-implemented modules that operate to perform one or more
operations or functions described herein. As used herein, “processor-implemented
module” refers to a hardware module moplemented ustog one or roore processors.
{30641 Similarly, the methods described herein may be at least partially
processor-iraplemented, a processor being an example of hardware. For exarople, at
least some of the operations of a method may be performed by one or more
processors or processor-implemented modules. Morcover, the one or more
processors may also operate to support performance of the relevant operations ina

“cloud computing” environment or as a “software as a service” (SaaS). For
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example, at least some of the operations may be performed by g group of computers
{as examples of machines including processors}, with these operations being
accessible via a network (e.g., the Internet) and via one or more appropriate
interfaces {e.g., an application program interface (APL}).

[8065] The performance of certain of the operations may be distributed
among the one or more processors, not only residing within a single machine, but
deployed across a number of machines. In some example embodiments, the onc or
more processors or processor-ivoplemented modules roay be located in a single
geographic location {e.g., within 8 home environment, an office environment, ora
server farm}. In other exarple embodiments, the one or more processors or
processor-implemented modules may be distributed across a mumber of geographic
locations.

[0066] Some portions of this specification are presented in terms of
algorithms or symbolic representations of operations on data stored as bits or binary
digital signals within a wachine memory (e.g., a computer memory). These
algorithms or symbolic representations are exarnples of technigques used by those of
ordinary skill in the data processing arts to convey the substance of thewr work to
others skilled in the art. As used herein, an “algorithm” is a self-consistent sequence
of operations or sirnilar processing leading to a desired result. In this context,
algorithms and operations involve physical manipulation of physical quantities.
Typically, but not necessarily, such quantities may take the form of electrical,
magnetic, or optical signals capable of being stored, accessed, transferred,
combined, compared, or otherwise manipulated by a machine. It is convenient at

times, principally for reasons of comumon usage, to refer to such signals using words

2% <6 29 64

such as “data,” “content,” “bits,” “values,” “clements,” “symbols,” “characters,”
“terms,” “numbers,” “numerals,” or the like. These words, however, are merely
convenient labels and are to be associated with appropriate physical guantities.
{60671 Unless spectifically stated otherwise, discussions herein using words
such as “processing,” “computing,” “calculating,” “determining,” “presenting,”
“displaying,” or the like may refer to actions or processes of a machine {e.g., a
computer) that manipulates or transforms data represented as physical {e.g.,
electronic, magnetic, or optical) quantities within one or more racmories {e.g.,
volatile voemory, non-volatide memory, or any suitable combination thereof),

registers, or other machine components that receive, store, transmit, or display
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information. Furthermore, unless specifically stated otherwise, the terms “a” or “an”
are herein used, as is common in patent documents, to include one or more than one
instance. Finally, as used herein, the conjunction “or” refers to a non-exclusive
“or,” unless specifically stated otherwise.

10068] The Abstract of the Disclosure is provided to allow the reader to
quickly ascertain the nature of the technical disclosure. The Abstract is submitted
with the understanding that it will not be used to interpret or limit the scope or
meaning of the claims. In addition, in the foregoing Detatled Description, i can be
seen that various features are grouped together in a single embodiment for the
purpose of streambining the disclosure. This method of disclosure is not to be
interpreted as reflecting an intention that the claimed embodiments include more
features than are expressly recited in each claim. Rather, as the following claims
reflect, inventive subject matier lies 1o Jess than all features of a single disclosed
embodiment. Thus the following claims are hereby incorporated into the Detailed
Description, with each claum standing ou its own as a separate embodiment.

(6069 Alithough embodiments of the present disclosure have been described
with reference to specific example embodiments, it will be evident that various
modifications and changes may be made to these embodiments without departing
frorn the broader scope of these ernbodiments. Accordingly, the specification and
drawings are t0 be regarded in an illustrative rather than a restrictive sense. The
accompanying drawings that form a part hereof, show by way of illustration, and not
of limitation, specific erbodiments in which the subject matter may be practiced.
The embodiments illustrated are described in sufficient detail to enable those skilled
in the art to practice the teachings disclosed herein. (ther embodiments may be
utilized and derived therefrom, such that structural and logical substitutions and
changes may be made without departing from the scope of this disclosure. This
Detailed Description, therefore, is not to be taken in a limiting sense, and the scope
of various embodiments is defined only by the appended claims, along with the foll
range of equivalents to which sach claims are entitled.

{0079} Such emboduments of the tnventive subject watter may be referred to
herein, individaally and/or collectively, by the term “invention” merely for
convenience and without intending to voluntarily limit the scope of this application
to any single inventive concept tf more than one is in fact disclosed. Thas, although

specific embodirnents have been ithustrated and described herein, it should be
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appreciated that any arrangement calculated to achieve the same purpose may be
substituted for the specific embodiments shown. This discipsure is intended to
cover any and all adaptations or variations of various embodiments, Combinations
of the above embodiments, and other emabodiments not specifically described herein,

will be apparent to those of skill in the art upon reviewing the above description.
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CLAIMS

What is claimed is:

1. A method of targeting advertising, the method comprising:

accessing, at a media content device of a user, user product information
originating from a user product and describing at least one characteristic of the user
product, the user product betng different from the media content device;

selecting, from a plurality of available advertisements, at least one
advertiseruent based on the user product information; and

forwarding, from the media coutent device, the selected at least one

advertisement for presentation to the user.

2. The method of claim 1, wherein the user product comprises a media content
ttern, wherein a computing device wocludes the user product joformation stored 1o a
media content catalog describing a plurality of media content iterns, and wherein the
accessing of the user product information coraprises receiving, at the media content
device, the user product information over a local area network coupling the

computing device to the media content device.

3. The method of claim 1, wherein the accessing of the user product
information comprises receiving, at the media content device, the user product

information over a communication connection coupling the user product to the

media content device,

4. The method of claim 3, wherein the user product comprises a home
appliance communicatively coupled to the media content device via a home

agfomation network,

5. The method of claim 3, wherein the user product coroprises a computing
device communicatively coupled to the media content device via a local area

network connection.
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6. The method of claim 1, whercin the forwarding of the sclected at least one
advertisement comprises scheduling, at the media content device, the at least one
advertisement among other media content being forwarded for presentation to the

USCr.

_\3

The method of claim 1, further comprising:
transmitting, from the media content device to a server over a wide area
network, an indication of the user product information, wherein the selecting of the
at least one advertisement is performed at the server; and

recetving, at the media content device frow the server i response to the
transmitting of the indication of the user product information, an indication of the

selection of the at least one advertisement.

8. The method of claim 1, wherein the sclecting of the at icast one

advertisernent is performed at the media content device,

9. The method of claim &, further comprising:
receiving, at the media content device from a server via a communication
network, an application configured to select the at icast one advertisement;
wherein the selecting of the at least one advertisement comprises executing,

at the media content device, the application to process the user product information.

6. The method of claim 1, wherein the selecting of the at lcast one
advertisement comprises processing the user product information with other

information not originating from the user product.

I The method of claim 1, wherein the selecting of the at least one
advertiseroent comprises processing the user product information with second user
product information corresponding to another user product communicatively

coupled to the ruedia content device.
12 The method of claim 1, further comprising:
recetving, at the roedia content device, the plurality of available

advertisements from a server via a wide area network,
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13. The method of claim 1, further comprising:

recetving, at the media content device from a server via a wide area network,
a cataiog of the plurality of advertisements, wherein the seiccting of the at least one
advertisement comprises selecting, at the media content device, the at least one
advertisement from the catalog;

transmitting, from the media content device to the server, an indication of the
selection of the at least one advertisement from the catalog; and

receiving, at the media content device from the server in respouse to the

transmitting of the indication of the selection, the at least one advertisement.

14. The method of claim 1, further comprising:

transmuitting, from the media content device to a server via a wide area
network, an indication of the user product imformation, wherein the selecting of the
at least one advertisement is performed at the server; and

receiving, at the roedia content device from the server in response to the
fransmtting of the indication of the user product information, the selected at least

one advertisement.

15, The method of claim 1, wherein the user product comprises a media content
item, and wherein the user product information comprises a title of the media

content item.

16. The method of claim 1, whercin the user product comprises a home
appliance, and wherein the user product information comprises at least one of an
identification of the home appliance, an age of the home appliance, a manufacturer
of the home appliance, an operational state of the home appliance, and a status log

of the home appliance.

17. The method of claim 1, wherein the selecting of the at least one
advertisement comprises:

receiving, at a server communicatively coupled with the media content
device via a wide area network, a request from an advertiser to present one of the

plarality of avatlable advertisements based on a device profile;
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determining that the user product information corresponds to the device
profile; and

selecting the one of the plurality of avatlable advertisements for presentation
1o the user based on the user product information corresponding to the device

profile.

18. A non-transitory computer-readable storage medium comprising instructions
that, when executed by at least one hardware processor of a syster, cause the
system to perform operations comprising:

accessing, at a roedia content device of a user, user product information
originating from a user product and describing at least one characteristic of the use
product, the user product being different frorm the media content device;

selecting, from a plurality of available advertisements, at least one
advertisement based on the user product information; and

forwarding, from the media content device, the selected at least one

advertisement for presentation o a user.

19, A systemn comprising:
a media content device configured to present roedia content to a user, the
system being configured to:
access user product information originating frora 8 user product and
describing at least one characteristic of the user product, the user product
being different from the media content device;
select, from a plarality of available advertisements, at least one
advertisoment based on the user product information; and
forward the selected at least one advertisement for presentation to a

HUSCT.

20. The system of claim 19, wherein the media content device comprises at least

one of a television set-top box, a wedia gateway, a coroputer, and a television.



