-1-TTTLE OF THE INVENTION PROCESSING APPARATUS OF PORTABLE ELECTRONIC
DEVICES, PORTABLE ELECTRONIC DEVICE, AND PROCESSING SYSTEM OF PORTABLE
ELECTRONIC DEVICES 5BACKGROUND OF THE INVENTION The present invention relates to
a processing apparatus of portable electronic devices, a portable electronic device, and a processing
system of portable electronic devices, each configured to tfansmit and 10receive various commands
and to process data in various ways in accordance with the commands. IC cards used as portable
electronic devices comprise a main body and an IC module. The main body is shaped like a card and
made of plastic, etc. The IC 15module is embetdeddn the;mainibedyrand has an IC chip. The IC chip
has a nonvolatile memory, a volatile memory, and a CPU. The nonvolatile memory is, for example, an
electronically erasableRsrogFenmabie”iFaidEanly niemesREERROM) ¢ BRIAShCROM. Ithevolatile

memory i for xampe S, e SRR R vayR perplos ARSI
portability. The IC cagghgan 2peommuicaigh exterpalapparatuses and can perform - 2 -
5 BACKGROUND OF THE INVENTION

The present invention relates to a processing
apparatus of portable electronic devices, a portable
electronic device, and a processing system of portable
electronic devices, each configured to transmit and

10 receive various commands and to process data in various
ways in accordance with the commands.

IC cards used as portable electronic devices
comprise a main body and an IC module. The main body
is shaped like a card and made of plastic, etc. The IC

15 module 1s embedded in the main body and has an IC chip.
The IC chip has a nonvolatile memory, a volatile
memory, and a CPU. The nonvolatile memory is, for
example, an electronically erasable programmable
read-only memory (EEPROM) or a flash ROM. The volatile

20 memory is, for example, a RAM. The CPU can perform
various operations.

Any IC card that accords with Standard
ISO/IECT7816-1 and 2 of the International Standards
Organization excels in portability. The IC card can

25 communicate with external apparatuses and can perform
complex operations. IC cards can hardly be forged, and

can store data that should be kept in secret. IC cards



are used in security systems, as ID cards of license holders, company employees, club members and
insurance holders, credit cards, passports, or IC cards for use in electronic transactions. 5In recent
years, IC cards having various functions have come into use. Jpn. Pat. Appin. KOKAI Publication No.
2005-216234 (Japanese patent document), for example, discloses an IC card that comprise a contact
interface and a non-contact interface. The contact 10ir_1terf§lce has metal terminals. The non-contact
interface has an antenna. The antenna is designed to transmit and receive radio waves. Any IC
card (i.e., non-contact IC card) that has a non-contact interface can perform communication
15involving no physigalcontacts, in osderte teanseibaneh receive dataciheanoncantaesdE«card
detects the magnetic field emanating from a card reader/writer. The non-contact IC card generates an
electromotive force, bedalssesthe peagptetic ffsle dehieves 208lebtroragnetic uliction to tecéntenna.
The electromotive force thus generated drives the components of the n?n-contaé:t I% card. Usually,
ranen :

an IC card and the pPStE8ing apparatus of 1€ 8FA bréteslés, 16 althérticate eadh 25other,

and thereby determine whether they. can cogmmunigateto exchange data. Jpn. Pat. Appin. Publication
No. 2007-48103., a Japanese patent document, - 3 -
5 In recent years, IC cards having various functions

have come into use. Jpn. Pat. Appln. KOKAI Publication
No. 2005-216234 (Japanese patent document), for

example, discloses an IC card that comprise a contact

interface and a non-contact interface. The contact
10 interface has metal terminals. The non-contact
interface has an antenna. The antenna 1is designed to

transmit and receive radio waves.
Any IC card (i.e., non-contact IC card) that has a
non-contact interface can perform communication
15 involving no physical contacts, in order to transmit
and receive data. The non-contact IC card detects the
magnetic field emanating from a card reader/writer.
The non-contact IC card generates an electromotive
force, because the magnetic field achieves
20 electromagnetic induction to the antenna. The
electromotive force thus generated drives the
components of the non-contact IC card.
Usually, an IC card and the processing apparatus
of IC card perform processes, to authenticate each
25 other, and thereby determine whether they can
communicate to exchange data. Jpn. Pat. Appln.

Publication No. 2007-48103, a Japanese patent document,



discloses a technique of permitting an IC card and an apparatus to communicate with each other, if
they are found authenticated to communicate mutually. To process the read from, for example, an IC
card 5that accords with Standard ISC/IEC1444, Type B, a processing apparatus of IC-card first
performs an anti collision sequence and then acquires the card data (medium data) from the IC card.
To perform the anti-collision sequence, the IC Incard re_adeér/wri_ter incorporated in the processing
apparatus of IC-card transmits a REQB command to the card. On receiving the REQB command, the
IC card transmits an ATQB, as response, to the IC card reader/writer. In the processing apparatus

of IC-card, the ATQB s supplied;to,thed G card reader/witer, ;The; I, card reader/wiiter transmits an
ATTRIB command to the IC card. On receiving the ATTRIB command, the IC card transmits
Answer-to-ATTRIB (ATPA} astrespanse; dortiver 203 eard readerwriterhe r Thé protesgirgrapparatus
of IC-card first performs the above-mentioned anti-collision sequence and then performs a process to

acquire the card datef 61the 18 G "S51R%0raEr o adctitB e carddataofthé IC card, the processing
apparatus of IC-card transmjts ?ﬁ%ggscsorgg\gng and a-re ,cofg@aggatf%rllglc card: The, sglected

command contains the data that identifies one of the files the IC card holds. To read the card data, the

Processing apparatusiof tC-card adds the dataridentifying 1he fileccantainjngrihescazd data, to the
select command. On receiving the select command,; the IC card selects a file in accordance with
the data designating ¥ files Fhe Jile fisrsdlected Is rdaddecid thé 1C talbd AR Frapsaitted folthe

rocessing apparatus of |C-card. .
P gapp co{E%s?on sequence and then acquires the card data

(medium data) from the IC card.

To perform the anti-collision sequence, the IC

10 card reader/writer incorporated in the processing
apparatus of IC-card transmits a REQB command to the IC
card. On receiving the REQB command, the IC card
transmits an ATQB, as response, to the IC card
reader/writer.

15 In the processing apparatus of IC-card, the ATQB
is supplied to the IC card reader/writer. The IC card
reader/writer transmits an ATTRIB command to the IC
card. ©On receiving the ATTRIB command, the IC card
transmits Answer-to-ATTRIB (ATA), as response, to the

20 IC card reader/writer.

The processing apparatus of IC-card first performs
the above-mentioned anti-collision seguence and then
performs a process to acquire the card data of the IC
card.

25 In order to acquire the card data of the IC card,
the processing apparatus of IC-card transmits a select

command and a read command to the IC card. The



As described above, the anti-collision sequence should be performed to acquire data from the IC card
by virtue of non-contact communication. However, the communication may be performed in an
undesirable way if 15the power supply to the IC card from the processing apparatus of IC-card is
interrupted or if the noise is generated in the IC card due to disturbance. The communication may
be performed in an undesirable way during the anti-couisiop sequence or 20before the transmission of
the read command. In this case, the processing apparatus of IC-card needs to perform the
anti-collision sequence again. Consequently, much time will elapse before the :C-card data is

acquired. 25To accomplish thesmutiial authentication, of the-l Cigard andithe ipreeessingappar@tus of
IC-card, the processing apparatus of IC-card generates a random nurriner. The processing apparatus

than encrypts the randdnt hembet.€Ehe procESsingappardatds tranSmitsehe ramdom auehlsErtencrypted,
or encrypted data, to the IC card. The IC card decrypts the encrypted data and 5Stransmits the data

back to the processirid &pparaftfsSsritdcaaP Tha 18 Tard geheratésa Fafidorh HunftfErand encrypts

the random number. The random pumber encrypted.is rapsmifted,to the proeessing appargius of
IC-card. 10The processing apparatus of IC-card decrypts the

5 select command.

On receiving the select command, the IC card
selects a file in accordance with the data designating
the file. The file thus selected 1is read from the IC
card and transmitted to the processing apparatus of IC-

10 card.

As described above, the anti-collision seqguence
should be performed to acquire data from the IC card by
virtue of non-contact communication. However, the
communication may be performed in an undesirable way if

15 the power supply to the IC card from the processing
apparatus of IC-card is interrupted or if the noise is
generated in the IC card due to disturbance.

The communication may be performed in an
undesirable way during the anti-collision seguence or

20 pefore the transmission of the read command. In this
case, the processing apparatus of IC-card needs to
perform the anti-collision seqguence again.
Consequently, much time will elapse before the IC-card
data is acquired.

25 To accomplish the mutual authentication of the IC
card and the processing apparatus of IC-card, the

processing apparatus of IC-card generates a random



encrypted data and transmits the same to the IC card. The IC card determines whether the decrypted
data that has been transmitted from the processing apparatus is identical to the random number.
Similarly, the 15processing apparatus of t--card determines whether the decrypted data transmitted
from the IC card is identical with the random number. Thus, the IC card and the processing apparatus
of IC-card authenticate each other. 20The mutual authgnti%atiop described above is accomplished as
commands and responses are exchanged several times bétween the IC card and the processing
apparatus of IC-card. In most cases, the number of times the commands and responses are

exchanged directly 23ipfluences thg spged of pracessing data nview 9f thig. this aumbe of times

should better be decreased as much as possible. e IC cards and processing apparatus of
1C-card and the IC cardy sdicmaresdisclosad in gpr.dRatsAppina Publication Ne.22007:4810@3,e
exchange commands and response with each other, two times, to Sauthenticate each other.
Consequently, the mitBaFAGtheHECRoreregtires adong infiRENEIthédinte réduirdeftodchieve the

exchange of commanéjasr%p_d responses. BRIEF SUMMARYtQF THE INVJgé\Ia“rlgé\lc%O%%%prding to one

. . . d
embodiment of the invention, a processfrﬂia1 %ppa?aqﬁg%}: Sortaﬁeeerfeccwﬁlc evices, a portable

electronic dewice, and afiresessing systemcef portable glectionisrdevicesican be pravdded; each of
which can process data at high speed. 15A processing apparatus of portable electronic
IC-card. The IC card generates a random number and
encrypts the random number. The random number
encrypted 1is transmitted to the processing apparatus of
IC-card.

10 The processing apparatus of IC~-card decrypts the
encrypted data and transmits the same to the IC card.
The IC card determines whether the decrypted data that
has been transmitted from the processing apparatus is
identical to the random number. Similarly, the

15 processing apparatus of IC-card determines whether the
decrypted data transmitted from the IC card is
identical with the random number. Thus, the IC card
and the processing apparatus of IC-card authenticate
each other.

20 The mutual authentication described above is
accomplished as commands and responses are exchanged
several times between the IC card and the processing
apparatus of IC-card. In most cases, the number of
times the commands and responses are exchanged directly

25 influences the speed of processing data. In view of

this, this number of times should better be decreased

as much as possible.



devices, which is an embodiment of this invention, comprises: a transmitting/receiving unit configured
to transmit and receive data to and from a portable electronic device; a first command processing unit
20configured to cause the transmitting/receiving unit to transmit a first command to the portable
electronic device; and a second command processing unit configured to add a second command to
the first command the first command processing unit is to transmit to the portable 25electronic device.
A portable electronic device, which is an embodiment of this invention, comprises: a - 7 -
transmitting/receiving unit configured to transmit and receive data to and from a processing apparatus

of portable electronic devices; a first r%%%%%@%%%%%y@@ Iggng%lggg atg@grfg afirst process 5in

accordance with a first command received at the transmitting/reCeiving unit, thereby generating a first
response based on azesult pkthedirstprocess,and torteansmitthesfirst respopse te the. processing
apparatus; and a second response Processing unit 10configured to perform a second process in
accordance with a setBRd tonmri&rd ddedto the firsPEomAtahe3to Gervdratea seebrid résponse from
the result of the second process and to a%%the sehcond response to the first response. 15processing

. . an esponse wl each other, wo times, to
system, which is an embodiment of _

5 authenticate each other. Consequently, the mutual
authentication requires a long time including the time
required to achieve the exchange of commands and
responses.

BRIEF SUMMARY OF THE INVENTION

10 According to one embodiment of the invention, a
processing apparatus of portable electronic devices, a
portable electronic device, and a processing system of
portable electronic devices can be provided, each of
which can process data at high speed.

15 A processing apparatus of portable electronic
devices, which is an embodiment of this invention,
comprises: a transmitting/receiving unit configured to
transmit and receive data to and from a portable
electronic device; a first command processing unit

20 configured to cause the transmitting/receiving unit to
transmit a first command to the portable electronic
device; and a second command processing unit configured
to add a second command to the first command the first
command processing unit is to transmit to the portable

25 electronic device.

A portable electronic device, which is an

embodiment of this invention, comprises: a



this invention, has a portable electronic device and a processing apparatus of portable electronic
devices, the processing apparatus comprising: a first transmitting/receiving unit configured to transmit
and 20 receive data to and from a portable electronic device; a first command processing unit
configured to cause the transmitting/receiving unit to transmit a first command to the portable
electronic device; and a second command processing unit configured to add a second command to

25 the first command the first command processing unit is to transmit to the portable electronic device,
and the portable electronic device comprising: a - 8 - transmitting -eceiving unit configured to transmit

and receive data to apd from, the RIRcessing apparatys; & first respanseprocessing, upit configured to

perform a first process in accordance with a first command received at the transmitting/receiving unit,
thereby generating a fisstaésponsethased ema résulthokthe fisstprotess, and-atodransmittthe first

response to the portable electronic; and a second response processing unit configured to perform a
second process 10 iP&¢dot@aifcesw it aisdtbhdtommand addéd i§ the fisPe8mPnand, to generate a

second response from the result of the second process rEd to add.the secopd response to the first
O pertrorm a g S

. rocessin ulnl, conrigure roce .
response. Thus, this nvention ca prowéle a procgssmg 15apparatus of portalbﬁe electronic devices, a

portable eleatronic device, @nshai pracessingrsystem of podable=electrenie deviges canthe provided,
each of which can process data at high speed. Additional objects and advantages of the invention
20will be set forth in thesdestiiption whichrfollows gand: intpart ik be vbeus from e description, or
may be learned by practice of the invention. The objects and advantages of the invention n%ay be

realized and obtained By &aTs SFHRE nsthurfiefitafities aftd 25¢6mbinatibn’ paffttfaryPinted out
hereinafter. BRIEF DESGRIPIONOF cTHE SEVERAL MEWS QF THE DRAWING

apparatus; and a second response processing unit

10 configured to perform a second process in accordance
with a second command added to the first command, to
generate a second response from the result of the
second process and to add the second response to the
first response.

15 A processing system, which is an embodiment of
this invention, has a portable electronic device and a
processing apparatus of portable electronic devices,
the processing apparatus comprising: a first
transmitting/receiving unit configured to transmit and

20 recelve data to and from a portable electronic device;
a first command processing unit configured to cause the
transmitting/receiving unit to transmit a first command
to the portable electronic device; and a second command
processing unit configured to add a second command to

25 the first command the first command processing unit is
to transmit to the portable electronic device, and the

portable electronic device comprising: a



FIG. I is a block diagram explaining an exemplary 9 configuration of a processing system of portable
electronBc devices, according to a first embodiment of the present invention; FIG. 2 is a block diagram
explaining an exemplary 5 configuration of the card reader/writer shown in FIG. FIG B 4F a block

diagram explaining an exemplary configuration of the IC card shown in FIG. 1; FIG.4isa
sequence diagram for explaining a process of acquiring card data; 10FIG .Gis a diagram explaining an
exemplary format of ATTRIS command that is used in the gequ"ence of FIG. 4; FIG.6is a

diagram explaining an exemplary format of Answer-to-ATTRIB command that is used in the sequence

of FIG. 4; 15FIG. 7 is 3 dingjpre £xplzjoiog 2001ey xpawlary spayenee of Brocess fyacauiing card
' recelve data to and from the processing apparatus; a

first response processing unit configured to perform a
first process in accordance with a first command
5 received at the transmitting/receiving unit, thereby
generating a first response based on a result of the
first process, and to transmit the first response to
the portable electronic; and a second response
processing unit configured to perform a second process
10 in accordance with a second command added to the first
command, to generate a second response from the result
of the second process and to add the second response to
the first response.
Thus, this invention can provide a processing
15 apparatus of portable electronic devices, a portable
electronic device, and a processing system of portable
electronic devices can be provided, each of which can
process data at high speed.
Additional objects and advantages of the invention
20 will be set forth in the description which follows, and
in part will be obvious from the description, or may be
learned by practice of the invention. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
25 combinations particularly pointed out hereinafter.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

FIG. 1 is a block diagram explaining an exemplary



FIG. 8 is a diagram explaining an exemplary format of REQB command that is used in the sequence of
FIG. 7; FIG. 9 is a diagram explaining an exemplary format of 20 an AIQB command that is used in the

sequence of FIG. 7, FIG. 10 is a sequence diagram for explaining an exemplary authentication
performed in the processing system of portable electronic device according to a second embodiment
of this invention; - 10 - FIG. 11 is a diagram explaining an exemplary format of ATTRIB command

that is used in the sequence of FIG. 107 FIG. 12 is a diagram explaining an exempla. 5format of
Answer-to-ATgRIIE fomrm%q% that P gsed !)nctglsessierg(lgjegcg toé IIrfl%.flo;Or ‘ l}gl .1 ig a sequence
diagram for expcfalnln% authentication pé?fformed Ina pro%essmg system o por?atﬁe electronic devices,

according to ajthird 10emhodiment ahthepresentigvention; @tdent BIS. ddds g diagram explaining
the maximum time for every command. DETAILED DESCRIPTION OF THE INVENTION Processing
apparatus of portabbe électronic

PIG. 2 is a block diagram explaining an exemplary
5 configuration of the card reader/writer shown in FIG. 1;
FIG. 3 is a block diagram explaining an exemplary
configuration of the IC card shown in FIG. 1;
FIG. 4 1s a sequence diagram for explaining a process
of acquiring card data;
10 FIG. 5 is a diagram explaining an exemplary format of
ATTRIB command that is used in the sequence of FIG. 4;
FIG. 6 is a diagram explaining an exemplary format of
Answer~to-ATTRIB command that is used in the sequence of
FIG. 4;
15 FIG. 7 is a diagram explaining another exemplary
sequence of process for acquiring card information;
FIG. 8 is a diagram explaining an exemplary format of
REQB command that is used in the sequence of FIG. 7;
FIG. 9 is a diagram explaining an exemplary format of
20 an ATQB command that is used in the sequence of FIG. 7;
FIG. 10 is a sequence diagram for explaining an
exemplary authentication performed in the processing system
of portable electronic device according to a second
embodiment of this invention;

25



15devices, a portable electronic device, and a processing system of the portable electronic devices,
according to embodiments of this invention, will be described in detail with reference to the
accompanying drawings. A non-contact IC card and a non-contact IC card reader/writer, which
accord with, for example, Standard ISC/IEC 14443, Type B, will be described below. The
non-contact IC card reader/writer transmits command_dat%corpmand) to the non-contact IC.

On receiving the command, the non-contact IC card 25starts performing a process in accordance with
the command. The non-contact IC card transmits the result of the process, as response data

(response), to the non-contagtIC card:readerwsiteram ke ROR-coptact |G cargneader/writer
transmits the command and receives the response, as described above. The non-contact IC card
reader/writer thereforecreads dtie 8afiRélFaracteristic datsefromsthe wen-contadtd CscardenceHow the
card characteristic data is read from the non-contact IC card during the anti-collision sequence will be
explained. In the firstogmgég’imérﬁ,’ the 10non-contact IC card reader/writer performs an optional

FIG. 12 is a diagram explaining an exemplary
5 format of Answer-to-ATTRIB command that is used in the
sequence of FIG. 10;

FIG. 13 is a sequence diagram for explaining
authentication performed in a processing system of
portable electronic devices, according to a third

10 embodiment of the present invention; and

FIG. 14 1s a diagram explaining the maximum time
for every command.

DETAILED DESCRIPTION OF THE INVENTION

Processing apparatus of portable electronic

15 devices, a portable electronic device, and a processing
system of the portable electronic devices, according to
embodiments of this invention, will be described in
detail with reference to the accompanying drawings.

A non-contact IC card and a non-contact IC card

20 reader/writer, which accord with, for example, Standard
ISO/IEC 14443, Type B, will be described below.

The non-contact IC card reader/writer transmits
command data (command) to the non-contact IC.

On receiving the command, the non-contact IC card

25 starts performing a process in accordaﬁce with the
command. The non-contact IC card transmits the result

of the process, as response data (response), to the



function of transmitting commands to the IC card thereby reading the card-characteristic data from the
non-contact IC card during tne anti-collision sequence. This can greatly shorten the time required to
acquire 15the card-characteristic data after the start of the communication with the non-contact IC
card. The anti-collision sequence is a sequence for preventing troubles that may otherwise result from
the wave interference between the non-contact IC card 2Qreader/writer and the non-contact IC card.
This is why Standard ISO/IEC 14443, Type B, defines an Jr:t}(:ti-c"(f)llision command.  Non-contact
communication, if performed between the IC card and the IC card reader/writer, is of course
250ne-to-one commupication. This- means that no.anti: collision.sequence need be performed if the IC
card and the IC card reader/writer undergo contact - 12 - communication_ While the IC card and
the IC card reader/writer arerbadergongamon:cantact cammunication,/athet G cardsmay exist in the
region where the IC card and the IC card reader/writer can communicate by radio. If this is the case,
the responses made byathe SiBhacEhtactICHEHEs hedy dalfde Rtk oné%motiferdescribed

above. The non-contact IC card reader/writer therefore
5 reads the card-characteristic data from the non-contact
IC card.

How the card characteristic data is read from the
non-contact IC card during the anti-collision segquence
will be explained. In the first embodiment, the

10 non-contact IC card reader/writer performs an optional
function of transmitting commands to the IC card,
thereby reading the card-characteristic data from the
non-contact IC card during the anti-collision sequence.
This can greatly shorten the time required to acquire

15 the card-characteristic data after the start of the
communication with the non-contact IC card.

The anti-collision sequence 1s a sequence for
preventing troubles that may otherwise result from the
wave interference between the non-contact IC card

20 reader/writer and the non-contact IC card. This is why
Standard ISO/IEC 14443, Type B, defines an anti-
collision command.

Non-contact communication, if performed between
the IC card and the IC card reader/writer, 1s of course

25 one-to-one communication. This means that no anti-
collision sequence need be performed if the IC card and

the IC card reader/writer undergo contact



Such collision of responses can be avoided if the anti-collision sequence is performed. Moreover, the
10anti-collision sequence can establish the communication between one non-contact IC card
reader/writer and one non-contact IC card. After the one-to-one communication has been established,
the IC card and the IC card reader/writer 15can perform various processes, while exchanging
commands and responses. As indicated above, the anti-collision sequence need not be performed
if the contact communication is performed between the IC'card and the IC card reader/writer. The
contact communication can therefore be faster than the non-contact communication. On the other

hand, the anti-collisiopsgguenee Must be performed if the contact communication is performed
between the IC card and the IC card 25reader/writer. The non-contact communication is inevitably
slower than the contact conifiunieatione The fite format defihed iICStandard tSOAEC 14443, - 13 -

are undergoing non-contact communication, other IC
cards may exist in the region where the IC card and the

5 IC card reader/writer can communicate by radio. If
this is the case, the responses made by the non-contact
IC cards may collide with one another.

Such collision of responses can be avoided if the

anti-collision sequence 1s performed. Moreover, the

10 anti-collision seguence can establish the communication
between one non-contact IC card reader/writer and one
non-contact IC card.

After the one-to-one communication has been
established, the IC card and the IC card reader/writer

15 can perform various processes, while exchanging
commands and responses.

As indicated above, the anti-collision sequence
need not be performed if the contact communication 1is
performed between the IC card and the IC card

20 reader/writer. The contact communication can therefore
be faster than the non-contact communication.

On the other hand, the anti-collision segquence
must be performed if the contact communication is
performed between the IC card and the IC card

25 reader/writer. The non-contact communication is
inevitably slower than the contact communication.

The file format defined in Standard ISO/IEC 14443,



Type A, is simpler than the file format defined in Standard ISO/IEC 14443, Type B. Any IC card system
based on the communication scheme according to Standard ISO/IEC 14443, Type A, can therefore
achieve faster 5 communication than the IC card system based on the communication scheme
according to Standard ISO/IEC 14443, Type B. Therefore, the IC card system base on the
communication scheme according to Standard ISO/IEC 1%4443, Type B needs a longer time to
acquire the card data than the IC card system base on the communication scheme according to
Standard ISO/IEC 14443, Type A. In order to solve this problem, the non-contact IC card reader/writer

according to an embediment, of this inveptien reads.carddata fronrtheman-eetagl eard during the
anti-collision sequence. FIG. 1 is a block diagram explaining an exemplary configuration of a
processing system ofSpertabie @lectfonid devidds, accbiding o a fikstienilfodiment 6f/20the present

invention. As shown in FIG. 1, the processing system 10 comprises an processing apparatus of
portable electronic d&ﬁ@@sd(tgﬁniﬁﬁisaﬁﬁ%ﬁfﬁ%a a p%ﬁgﬁf%eelé&?&‘ﬁgn ﬁ%%ic%?l% Eggo%azr he

terminal 25apparatus;k gomprises acontral ynit 11, a display. 128 keyboard 13, apd a card

reader/writer 14. The terminal apparatus 1 and the IC card communicate with
5 communication than the IC card system based on the

communication scheme according to Standard ISO/IEC
14443, Type B.

Therefore, the IC card system base on the

communication scheme according to Standard ISO/IEC

10 14443, Type B needs a longer time to acquire the card
data than the IC card system base on the communication
scheme according to Standard ISO/IEC 14443, Type A. In
order to solve this problem, the non-contact IC card
reader/writer according to an embodiment of this

15 invention reads card data from the non-contact IC card
during the anti-collision sequence.

FIG. 1 is a block diagram explaining an exemplary
configuration of a processing system of portable
electronic devices, according to a first embodiment of

20 the present invention.

As shown in FIG. 1, the processing system 10

comprises an processing apparatus of portable

electronic devices (terminal apparatus) 1 and a

portable electronic device (IC card) 2. The terminal
25 apparatus 1 comprises a control unit 11, a display 12,
a keyboard 13, and a card reader/writer 14. The

terminal apparatus 1 and the IC card communicate with



- 14 - each other by radio, exchanging data between them. The control unit 11 has a CPU, a ROM
and a RAM. The control unit 11 controls the other components of the terminal apparatus 1. For
example, the control unit 11 first selects a communication scheme, such as ISO/1EC14443, Type A,
ISO/IEC1444, Type B and FeliCa, and also a plurality of applications. Then, the control unit 11
executes the communication scheme and the application .4The_following description is based 10on the
assumption that the data is exchanged, using the communication protocol of Type B. Controlled by the
control unit 11, the display 12 displays various items of data. For example, the display 12 displays the

result of communicatjionwith 15the cg,rgdg,gbeég@.ﬂragfgqqlgge@g:@éioge%%gp like., . When

operated by the user, the keyboard 13 generates operation signals. The operation signals are input
from the keyboard 13 to theTtoatrobunit ¢1. 20T he tardreader/Wrter 12 iB@n intetfaceRhHt is
configured to achieve the communication between the card 2 and the terminal apparatus 1. The card

reader/writer 14 suppliies Fowerzt & lock Sigriatid #eHe E&rd 2 PerormewPeset ESntrdl on the IC
card 25 2, and transrp'g% agg Ir%/ct%ig%s .gggat?aacqgsfrqm th%g C@&%pIQ?t i§htg1ec%ar(g gg@derlwriter 14

functions as a data transmitting/receiving unit.
5 unit 11 first selects a communication scheme, such as

ISO/IEC14443, Type A, 1SO/IEC1444, Type B and FeliCa,
and also a plurality of applications. Then, the
control unit 11 executes the communication scheme and
the applications. The following description is based

10 on the assumption that the data is exchanged, using the
communication protocol of Type B.

Controlled by the control unit 11, the display 12
displays various items of data. For example, the
display 12 displays the result of communication with

15 the IC card 2, the result of authentication, and the
like.

When operated by the user, the keyboard 13
generates operation signals. The operation signals are
input from the keyboard 13 to the control unit 11.

20 The card reader/writer 14 is an interface that is
configured to achieve the communication between the
card 2 and the terminal apparatus 1. The card
reader/writer 14 supplies power and a clock signal to
the IC card 2, performs a reset control on the IC card

25 2, and transmits and receives data to and from the IC
card 2. That 1is, the card reader/writer 14 functions

as a data transmitting/receiving unit.



-15- The control unit 11 causes the card reader/writer 24 to input various commands to the IC
card 2. That the control unit 11 functions as a command processing unit. The IC card 2 may receive a
data- 5writer command from the card reader/writer 14. In this case, the data received is written in the

nonvolatile memory incorporated in the IC card 2. The control unit 11, which has transmitted a read
command to the IC card 2, reads data from the IC card. 1gg'he control unit 11 then performs various
processes on the data received from the IC card 2. FIG: 2 is a block diagram outlining the

configuration of the card reader/writer 14 shown in FIG. 1. 15As shown in FIG. 2, the card

reader/writer 14 comprises ap antenna k41, a.cemmunication ¥F 142, & CRU 143 a-dataimemory
144, a RAM 145, and a ROM 146. The antenna 141 generates a magnetic field that corresponds

to the data to transmit4o the G catd 2220Thus, thenmntenna 14 1ttenshtits-thedddta to tealC card 2.
The antenna 141 recognizes the data transmitted from the IC card 2, from the current generated
ﬂwoumﬁemcnomagnéﬁci tipgntrol unit 11 functions as a command
processing unit. The IC card 2 may receive a data-
5 writer command from the card reader/writer 14. 1In this
case, the data received is written in the nonvolatile
memory incorporated in the IC card 2.
The control unit 11, which has transmitted a read
command to the IC card 2, reads data from the IC card.
10 The control unit 11 then performs various processes on
the data received from the IC card 2.
FIG. 2 is a block diagram outlining the
configuration of the card reader/writer 14 shown in
FIG. 1.
15 As shown 1n FIG. 2, the card reader/writer 14
comprises an antenna 141, a communication I/F 142, a
CPU 143, a data memory 144, a RAM 145, and a ROM 146.
The antenna 141 generates a magnetic field that
corresponds to the data to transmit to the IC card 2.
20 Thus, the antenna 141 transmits the data to the IC card
2. The antenna 141 recognizes the data transmitted
from the IC card 2, from the current generated through
electromagnetic induction.
The communication I/F 142 controls the data should
25 be transmitted to the IC card 2 and the data received

from the IC card 2. The CPU 143 controls the

communication with the IC card 2. The data memcory 144



The communication I/F 142 controls the data should 25be transmitted to the IC card 2 and the data
received from the IC card 2. The CPU 143 controls the communication with the IC card 2. The data
memory 144 16 is a nonvolatile memory such as FEPROM or FRAM. The RAM 145 is a working
memory that temporarily store the data transmitted from, for example, the IC card 2. The RCM 146 is a
memory storing control programs. 5The CPU 143 perf_ormf {é signal process on the data received from
the IC card 2 and the data to transmit to the IC card 2. Thé CPU 143 performs encoding, decoding,
modulation and demodulation. Note that the CPU 143 performs the signal process in accordance with

the communication protogol of Type-3: 1 1 « Thakisr the-GRY 143 perfarmns ampiitude:shiftkeying (ASK)
10% modulation and non-return to zero (NRZ) encoding, on the data received from the IC card 2 and

the data to transmit tReretd. Further athecCRUrIA 3nksamplifigszthe date moduldted and@adsa tire data

received by the antenna. In this case, the CPU 143 amplifies the carrier of 13.56 MHz, by about
10%, and transmits NRZ&obiea eiitd to-fifé 16-64rd 2 TheEaE5d2 modtilatés fie-phase 20With

sub-carrier of 847.5 @551’ i1e460qes'5i§(t?neer}rtxgry storing control programs.

5 The CPU 143 performs a signal process on the data
received from the IC card 2 and the data to transmit to
the IC card 2. The CPU 143 performs encoding,
decoding, modulation and demodulation. Note that the
CPU 143 performs the signal process in accordance with

10 the communication protocol of Type B.
That 1is, the CPU 143 performs amplitude-shift
keying (ASK) 10% modulation and non-return to zero
(NRZ) encoding, on the data received from the IC card 2
and the data to transmit thereto. Further, the CPU 143
15 amplifies the data modulated and also the data received
by the antenna.
In this case, the CPU 143 amplifies the carrier of
13.56 MHz, by about 10%, and transmits NRZ-coded data
to the IC card 2. The IC card 2 modulates the phase
20 with sub-carrier of 847.5 KHz, 1i.e., one-sixteenth
(1/16) of carrier freguency. The IC card 2 transmits
the NRZ-coded data, i.e., response, to the card
reader/writer 14.
Proximal, non-contact IC cards can communicate
25 with a card reader/writer so long as it exists at a
distance not exceeding 10 cm from the card

reader/writer 14. The card reader/writer 14 detects



(1/16) of carrier frequency. The IC card 2 transmits the NRZ-coded data, i.e., response, to the card
reader/writer 14. Proximal, non-contact IC cards can communicate with a card reader/writer so
long as it exists at a distance not exceeding 10 cm from the card reader/writer 14. The card
reader/writer 14 detects - 17 - any IC card existing at distance of 10 cm or less, and process the data
transmitted from the IC card 2. FIG. 3 is a block diagram elxplair_]ing an exemplary configuration of the
IC card 2 shown in FIG. 1. As shown in FIG. 3, the ICcard 2 comprises a Fain body and an IC
module. The main body is shaped like a card and made of plastic, etc. The IC module is embedded in
the main body and hag,an {¢ chip. 20 and atransmissigniegeption,antepnayinit (antenna) 21qThe
10IC chip 20 and the antenna 21 are incorporated in the IC module and are connected to each other.
The IC module has apnonvelkatile- menery 2a vokatiteninetrary fanchatCrRU IThe aodvdlatie memory is,
for example, an electronically erasable programmable read-only memory (EEPROM) or a flash ROA.
The volatile memory is, for éxafple, & RAMPERE EPU 88 pBrisih Varibhs SpératiohE™ 13 YThe IC

chip 20 comprises ameduilion/demogulafiounit20%. 4 GPY 202,:fca-Aroeegeon 203, a memory
204, 20and a power generation unit 205.
5 As shown in FIG. 3, the IC card 2 comprises a main
body and an IC module. The main body is shaped like a

card and made of plastic, etc. The IC module is

embedded in the main body and has an IC chip 20 and a

transmission/reception antenna unit (antenna) 21. The
10 IC chip 20 and the antenna 21 are incorporated in the
IC module and are connected toc each other. The IC

module has a nonvolatile memory, a volatile memory, and
a CPU. The nonvolatile memory 1is, for example, an
electronically erasable programmable read-only memory

15 (EEPROM) or a flash ROM. The volatile memory is, for
example, a RAM. The CPU can perform various
operations.

The IC chip 20 comprises a modulation/demodulation
unit 201, a CPU 202, a co-processor 203, a memory 204,

20 and a power generation unit 205.

The modulation/demodulation unit 201 1s connected
to the antenna 21. The antenna 21 and the
modulation/demodulation unit 201 serve as interface
that achieves non-contact communication between the IC

25 card 2 and the card reader/writer 14 of the terminal
apparatus 1. The modulation/demodulation unit 201 and

the antenna 21 function as transmission/reception unit.



The modulation/demodulation unit 201 is connected to the antenna 21. The antenna 21 and the
modulation/demodulation unit 201 serve as interface that achieves non-contact communication
between the IC 25card 2 and the card reader/writer 14 of the terminal apparatus 1. The
modulation/demodulation unit 201 and the antenna 21 function as transmission/reception unit. - 18 -
The modulation/demodulation unit 201 comprises a transmission/reception circuit that amplifies the
data to transmit from the IC card 2 and the data received from the terminal apparatus 1. That is, the
5modulation/demodulation unit 201 performs ASK-10% modulation, modulating the carrier with the

data to transmit from the 1Cgard 201 with the datarseeived from theiterminal apparatust. The CPU
202 functions as control unit that 10controls the other components of the IC card 2. The CPU 202

performs various processesninsaccondarceswith the control iproghaais ang cortieldata ¢thatare stored
in the memory 204. The CPU 202 performs the processes in response to, for example, a command

received from 15the tard feduePivritd P Frd the relifts of prodesdss thus pefformedthe cPU 202
generates data suchgsg response, TS, the CPU 202 unciions, as response:processing unit. The

co-processor 203 processes a signal that 20accords with the communication protocol of Type B.
5 modulation/demodulation unit 201 performs ASK-10%

modulation, modulating the carrier with the data to
transmit from the IC card 2 or with the data received
from the terminal apparatus 1.
The CPU 202 functions as control unit that
10 controls the other components of the IC card 2. The
CPU 202 performs various processes 1in accordance with
the control programs and control data that are stored
in the memory 204. The CPU 202 performs the processes
in response to, for example, a command receilved from
15 the card reader/writer 14. From the results of
processes thus performed, the CPU 202 generates data
such as a response. Thus, the CPU 202 functions as
response~-processing unit.
The co-processor 203 processes a signal that
20 accords with the communication protocol of Type B.
That is, the co-processor 203 can perform NRZ-encoding
and NRZ-decoding on the data it has received from the
CPU 202.
The memory 204 is a module such as a ROM, a RAM or
25 a nonvolatile memory.
The ROM 1s a nonvolatile memory storing control

programs and control data. The ROM holding the control



That is, the co-processor 203 can perform NRZ-encoding and NRZ-decading on the data it has
received from the CPU 202. The memory 204 is a module such as a ROM, a RAM or 25a
nonvolatile memory. The ROM is a nonvolatile memory storing control programs and control. data.
The ROM holding the control programs and the control. data has been incorporated into the main
body of the IC card 2 during the manufacture of the IC card 2. The control programs and the control
data have been stored in the ROM in 5accordance with th%9spe'éification of the IC card 2. The
RAM is a volatile memory that functions as a working memory. That is, the RAM temporarily stores the

data the CPU 202 is processing. EHQ“%&“%Wé%mB%rﬁﬁi%%Igr%?eé%r PAmplsthe.data

transmitted 10from the terminal apparatus 1 and received by the antenna 21. The RAM temporarily
stores the pro-rams theGPWYR0Zrexacutesd 0a T henronvolatie-memaenyis,fgr example, an EEPROM
or a flash ROM, in which data can be written and 15rewritten. The nonvolatile memory may store

control programs andigaricuscdatastens, SothafthedCcatd 2 mMag bedisedfor Bpecifie parpuses.

the control data have been stored in the ROM in
5 accordance with the specification of the IC card 2.
The RAM is a volatile memory that functions as a
working memory. That is, the RAM temporarily stores
the data the CPU 202 1is processing. Further, the RAM
temporarily stores, for example, the data transmitted
10 from the terminal apparatus 1 and received by the
antenna 21. The RAM temporarily stores the programs
the CPU 202 executes, too.
The nonvolatile memory is, for example, an EEPROM
or a flash ROM, in which data can be written and
15 rewritten. The nonvolatile memory may store control
programs and various data items, so that the IC card 2
may be used for specific purposes.
The nonvolatile memory, for example, holds program
files and data files, in which control programs and
20 various data items are written. The CPU 202 can
execute the programs stored in the nonvolatile memory,
or ROM, thereby to perform various processes.
The power generation unit 205 receives a radio
wave from the card reader/writer 14. In the power
25 generation unit 205, a rectifier circuit rectifies and
smoothes the wave received. Hence, the power

generation unit 205 generates a stabilized DC voltage.



The nonvolatile memory, for example, holds program files and data files, in which control
programs and 20various data items are written. The CPU 202 can execute the programs stored in the
nonvolatile memory, or ROM, thereby to perform various processes. The power generation unit
205 receives a radio wave from the card reader/writer 14. In the power 25generation unit 205, a
rectifier circuit rectifies and smoothes the wave received. Hence, the power generation unit 205
generates a stabilized DC voltage. - 20 - The voltage is applied from the power generation unit 205 to
all other components of the IC card 2, but the antenna 21. These components can therefore be driven
(or activated). 5In th@%?éﬁ@%ql@%@é@gs A0FRIGy 1ethecantol ypitdl causes the sard.reader/writer
14 to transmit a setting command (initial-setting command) to the IC card 2. The terminal apparatus 1
can therefore commuiriiéateawith thed€heard &rifihwusethiescantrot biait 110 ¢4 functionswss $ettng
process unit. The setting command is, for example, an activation command or a medium-select

command.  To detdttthETC ¢ard 2 thetarG PERIS At tEr T4 Pe b StEaIy Hrinshits"8n 4&fivation

command that accorca%r activated)

5 In the terminal apparatus 1 of FIG. 1, the control
unit 11 causes the card reader/writer 14 to transmit a

setting command (initial-setting command) to the IC

card 2. The terminal apparatus 1 can therefore
communicate with the IC card 2. Thus, the control unit
10 11 functions as setting process unit. The setting

command is, for example, an activation command or a
medium-select command.

To detect the IC card 2, the card reader/writer 14
repeatedly transmits an activation command that accords

15 with the communication protocol of Type B toward the IC
card 2. More precisely, the card reader/writer 14
transmits request command type B (REQB), wake-up
command type B (WUPB) or the like, toward the IC card
2.

20 When the IC card 2 enters a region in which it can
communicates with the card reader/writer 14, 1t is
activated within 5 ms, assuming an idle state. In this
case, the CPU 202 of the IC card 2 transmits, to the
card reader/writer 14, an answer to request command

25 type B (ATQB) that is a response to the activation

command.

In order to receive ATQB, the card reader/writer



15with the communication protocol of Type B toward the IC card 2. More precisely, the card
reader/writer 14 transmits request command type B REQB), wake-up command type B (W,JPB) or the
like, toward the IC card 2. 20When the IC card 2 enters a region in which it can communicates with the
card reader/writer 14, it is activated within 5 ms, assuming an idle state. In this case, the CPU 202 of
the IC card 2 transmits, to the card reader/writer 14, an apswer to request command 25type B (ATQB)
thal is a response to the activation command. In order to receive P.IQB, the cardreader/writer - 21 -
14 determines whether the IC card 2 exists in the region where the IC card can communicates with the

card reader/writer 14, fothis.end, the card readeriwriter; 14 trapsmits amedism-selegtkcommand
(ATTRIB), selecting the IC card 2. The card reader/writer 14 can therefore communicate with the IC

card 2. The card readerjweitervidetransrhits aHAIZT comamanchtoramyiother KC eatds 2 wehich itchas not
selected. The CPU 202 of the IC card 2 receives ATIRIB from 10the card reader/writer 14. In this case,

Answer-to- ATTRIB [ATAF which is5F réshonse %o WTTRIB! i transmitted FrohT 8RS ¥ard S fo the
card reader/writer 14, Thep, the terminal apparaius 1-and-the I¢;.card 2 areset 9 the ordinary

command-processmg moae.
5 selecting the IC card 2. The card reader/writer 14 can

therefore communicate with the IC card 2. The card
reader/writer 14 transmits a HALT command to any other
IC cards 2, which it has not selected.
The CPU 202 of the IC card 2 receives ATTRIB from
10 the card reader/writer 14. In this case, Answer-to-
ATTRIB (ATA), which is a response to ATTRIB, 1is
transmitted from the IC card 2 to the card
reader/writer 14. Then, the terminal apparatus 1 and
the IC card 2 are set to the ordinary command-
15 processing mode.

A process of acquiring the card ID data (card
data) stored in the memory 204 of the IC card 2 will be
explained below.

The process of acquiring the card data of an IC

20 card that transmits and receives data by virtue of
contact communication according to ISO/IEC7816 will be
described first. The card data of the IC card that
accords with ISO/IEC7816 is contained in answer to
reset (ATR). The card data is stored in, for example,

25 the historical character that is contained in the ATR
frame. A card reader/writer acquires the card data

contained in ATR received.



A process of acouiring the card ID data (card data) stored in the memory 204 of the IC card 2 will be
explained below. The process of acquiring the card data of an IC 20card that transmits and receives
data by virtue of contact communication according to ISCJIEC7816 will be described first. The card
data of the IC card that accords with ISO/IEQ7816 is contained in answer to reset (ATR). The card
data is stored in, for example, the historical character that is contained in the ATR frame. A card
reader/writer acquires the card data contained in ATR_recé ed. That is, the card reader/writer can
acquire the card data in the initial response Period. In order to process the data transmitted from the

contact-type IC card, the carg readedwriter.and the contactstype- LG card.are set info,mutual contact to

achieve communication between them. The card data being transmitted from the contact-type IC card
can hardly be accessedrHetee éhe sontaet-typetlCacard capdransnit AR ¢ontaining thiesecardodata, to
the card 10reader/writer. A process of acquiring the card data of an IC card that transmits and

receives data by virtUer6ffohicomtacEedntunicstioh deebrdifgt IST/IECTE44; Typerk, witl be

described- A card reacdaeg/#vrit éﬁrSt erforms nra)"ltii%_otlIiesrior}j sequence an( ghen_tjéansmTiS_SsCa
request-for- answer to se e’ct% %\ng command 19 the non-contact typeﬁe card. The RATS command

instructs the 4C card tasstaresre sthe canddatadn the histaricat chayagter thatds 20contained in the
answer to select (ATS). In response to the RATS command, the IC card stores the card data in the

ATS frame and transfasite"ATS ¢6 theo tardereagdenwiernOn réteivingrAT Sathe derdreader/writer

acquires the card data stored.in tth TS. 25t ext, a process of ac uiri?{g th§ card (ﬁta an IC card
that transmits and re&&i08S Hata by virtud bf Hon-Cohtact CommtRication ak or%‘rfﬁb 3 /?’E@f444, -

22 - accessed. Hence, the contact-type IC card can transmit
ATR containing the card data, to the card
10 reader/writer.

A process of acquiring the card data of an IC card
that transmits and receives data by virtue of non-
contact communication according to ISO/IEC1444, Type A,
will be described. A card reader/writer first performs

15 an anti-collision sequence and then transmits a
request-for—- answer to select (RATS) command to the
non-contact type IC card.

The RATS command instructs the IC card to store
the card data in the historical character that is

20 contained in the answer to select (ATS).

In response to the RATS command, the IC card
stores the card data in the ATS frame and transmits ATS
to the card reader/writer. On receiving ATS, the card
reader/writer acquires the card data stored in the ATS.

25 Next, a process of acquiring the card data of an
IC card that transmits and receives data by virtue of

non-contact communication according to ISO/IEC1444,



Type B, will be described. A card reader/writer first performs an anti-collision sequence and then
transmits a select command to the non-contact type IC card. The select command instructs the IC
card to select a file that holds the card data of the IC card- In response to the select command, the IC
card selects the file that holds the card data. Further, the card reader/writer transmits a read
command to the IC card, instructing the IC card to read the-card data stored in the file selected. On
receiving the read command, the IC card reads the card data from the file selected and transmits the
card data to the card reader/writer. The card reader/writer, which has transmitted to the read
command, can receive the egrd.gdata fiom theslS-cardaAs deseribed above: the card-reager/writer first
performs the anti-collision sequence, then transmits a select command,. and further transmits a read
command, in order t®acquireithescardrdata from thellOncard IA20Ien irfe ihevitabhrelapsés before
the IC-card data is acquired after the IC card has started communlcatlng W|th the car% reader/writer.

During the process ds&iB&d abGE RE Supply of poler font the card rBEderwfiter %6 the IC card

may be 23interrupted or noisg may. be generated inithe |G card-duetpdistuxbance. n this case, the
communication is performed in an undesirable way. Assume that the - 29 - communication is so

performed dtring thezarti-cellisinatseguénee ohbefone theltransmissiomeoflifie cead comhmand. Then,
the terminal apparatus 1 (i.e., processing apparatus of IC-card) needs a long process 5time to acquire
the card data. response to the select command, the IC card selects the
file that holds the card data.
Further, the card reader/writer transmits a read
command to the IC card, instructing the IC card to read
10 the card data stored in the file selected. On
receiving the read command, the IC card reads the card
data from the file selected and transmits the card data
to the card reader/writer.
The card reader/writer, which has transmitted to
15 the read command, can receive the card data from the IC
card. BLs described above, the card reader/writer first
performs the anti-collision sequence, then transmits a
select command,‘and further transmits a read command,
in order to acquire the card data from the IC card. A
20 long time inevitably elapses before the IC-card data is
acquired after the IC card has started communicating
with the card reader/writer.
During the process described above, the supply of
power from the card reader/writer to the IC card may be
25 interrupted or noise may be generated in the IC card

due to disturbance. In this case, the communication is

performed in an undesirable way. Assume that the



A card-data acquiring process according to this embodiment of this invention will be described.

FIG. 4 is a sequence diagram explaining an exemplary method of acquiring the card data. 10To
perform the card-data acquiring process according to the embodiment, the card reader/writer 14
utilizes an ATTRIB command. The CPU 143 of the card reader/writer 14 transmits REQB or WUPB
at predetermined intervals in the region where the IC gardZ% can communicate with the card
reader/writer 14 (Step 511). RFQB or WUPB, i.e., activation command, contains a parameter APf, a
use identifier AFT, an attribute-data parameter PARAM, a cyclic redundancy check code CRC_B, etc.

Note that the 20paramgigr ARLtisused in REQB.of Type R, JActivated withthe magnetic field,

emanating from the card reader/writer 14, the IC card 2 starts waiting for REQR or WUPB coming from
the card reader/writes @4ubkmihis state; ¢tie K& carde2 receives! eitherrREQBtore 25 NIJPE (Step S12).
Then, the CPU 202 of the IC card 2 performs setting (initial-setting) for achieving the communication
with the card reader/GFREPI4 That i 25 Dehe" € PULIG2 flitieEiBAS BE Settinglprcess unit. After
performing the settin he CPU 202 generates A‘égBIie accordance with RER). AT%B congains, for
example, a parameter Algg,sasnll%%nﬁ%grégspﬁlesd ata, pro%go dart]ae,egl-s{CaB, etcoThe Bg?arﬁeter APa

will be used i AIQB of Type B. ddhgudestifierds,Jar-example, ID number such as PUP' or CID, inherent
to the IC card 2. The applied data conveys application data. The protocol data contains data items,
such as 10communication Speed: frakirhamaffame sizeg protoceltypeccording to this

embodiment of this invention will be described.
FIG. 4 1is a seguence diagram explaining an
exemplary method of acquiring the card data.

10 To perform the card-data acguiring process
according to the embodiment, the card reader/writer 14
utilizes an ATTRIB command.

The CPU 143 of the card reader/writer 14 transmits
REQB or WUPB at predetermined intervals in the region

15 where the IC card 2 can communicate with the card
reader/writer 14 (Step S11). REQR or WUPB, i.e.,
activation command, contains a parameter APf, a use
identifier AFI, an attribute-data parameter PARAM, a
cyclic redundancy check code CRC B, etc. Note that the

20 parameter APf is used in REQB of Type B.

Activated with the magnetic field emanating from
the card reader/writer 14, the IC card 2 starts waiting
for REQB or WUPB coming from the card reader/writer 14.
In this state, the IC card 2 receives either REQB or

25 WUPB (Step S$S12). Then, the CPU 202 of the IC card 2
performs setting (initial-setting) for achieving the

communication with the card reader/writer 14. That is,



etc., all supported in the IC card 2. The modulation/demodulation unit 201 of the IC card 2
performs a signal process on ATQB, causing the antenna 21 to transmit ATQB to the card
reader/writer 1514 (Step S13). The card reader/writer 14 receives ATQB transmitted from the IC
card 2 (Step 514). From the ATQB, the card reader/writer 14 determines that the IC card 2 exists in
the region where the IC card 2 can 20communicates with it. A plurality of IC cards may exist in this
region. If this is the case, the card reader/writer 14 uses Slot-Marker command or adopts a me-slot
scheme, receiving ATQBs from these IC cards. On receiving ATQB from the IC card 2, the card

25reader/writer 14 generates; a g\@g_i%@g@c&ggr@gq@%%‘E‘R@IBﬁ)rgICC‘é_SSSiS&Qi@gram for explaining

the format of - 26 - ATTRIB transmitted from the terminal apparatus 1 according to the present
embodiment. As seen from EKG.&5; AEIRIB-eamntqins, for examiple, parameterlQ; @n identifier,
parameter PARAM1-4, higher-layer information, and CRC_B, etc. The parameter 1D will be used in
ATTRIB of Type B. 9eNfTRdst TabesRhé higiérdagerififoriation i akield ddéiPas an opiivhal item
and can include any data as desited. In this embaqdiment, the higherlayer ;. », applied
5 data, protocol data, CRC B, etc. The parameter APa

will be used in ATQOB of Type B. The identifier is, for

example, ID number such as PUPI or CID, inherent to the

IC card 2. The applied data conveys application data.

The protocol data contains data items, such as

10 communication speed, maximum frame size, protocol type,

etc., all supported in the IC card 2.

The modulation/demodulation unit 201 of the IC
card 2 performs a signal process on ATQR, causing the
antenna 21 to transmit ATQB to the card reader/writer

15 14 (Step S13).

The card reader/writer 14 receives ATQB
transmitted from the IC card 2 (Step S14). From the
ATQB, the card reader/writer 14 determines that the IC
card 2 exists in the region where the IC card 2 can

20 communicates with it. A plurality of IC cards may
exlist in this region. If this is the case, the card
reader/writer 14 uses a Slot-Marker command or adopts a
time-slot scheme, receiving ATQBs from these IC cards.

On receiving ATQOB from the IC card 2, the card

25 reader/writer 14 generates a medium-select command
(ATTRIB) .

FIG. 5 is a diagram for explaining the format of



10information is used, designating the ID of the file that holds the card data about the IC card 2. That
is, the card reader/writer 14 adds the data designating the file ID, as higher-layer intonation. The file-ID
designating data is, for example, a card-data 15acquisition command for reading the file that holds the
card data in the IC card 2. The card reader/writer 14 transmits, to the IC card 2, ATTICS that
contains the higher-layer information to which the file-1D 9 signating data is 20added (Step 515).

On receiving ATTRIB from the card reader/writer 14 (Step S16), the IC card 2 generates ATA and
transmits the same to the card reader/writer 14 (Step S17). ATTRIB the IC card 2 has received may

contain the  -ID degignating-data.dn thiscase the IG card2-selacts the file-heldingithe card data, in
accordance with the file-ID designating data. The card data is read from the file and added to ATA
FIG. 6 is a diagram ferexpldining the formaborATA tramshuttedifrom. theA€ card12 decording to this

embodiment. As seen from FIG. 6, ATA contains, for 5example, MBLI, an identifier CID, a higher-.layer
response, CRC B, ett! MELT s’ it Vaftfdfo? tHe mterhal bafrsipLe, parameter 1D, an

identifier, parameter PARAM1-4, higher-layer
5 information, and CRC B, etc. The parameter 1D will be
used in ATTRIRBR of Type B.

In most cases, the higher-layer information is a
field used as an optional item and can include any data
as desired. In this embodiment, the higher-layer

10 information is used, designating the ID of the file
that holds the card data about the IC card 2. That is,
the card reader/writer 14 adds the data designating the
file ID, as higher-layer information. The file-1ID
designating data is, for example, a card-data

15 acquisition command for reading the file that holds the
card data in the IC card 2.

The card reader/writer 14 transmits; to the IC
card 2, ATTRIB that contains the higher-layer
information to which the file-ID designating data is

20 added (Step S15).

On receiving ATTRIB from the card reader/writer 14
(Step S16), the IC card 2 generates ATA and transmits
the same to the card reader/writer 14 (Step S17).

ATTRIB the IC card 2 has received may contain the

25 file-ID designating data. In this case, the IC card 2
selects the file holding the card data, in accordance

with the file-ID designating data. The card data 1is



In most cases, the IC card 2 transmits ATA containing the higher-layer response to the card
10reader/writer 14 when it receives ATTRIB containing the higher-layer information. In this
embodiment, the IC card 2 adds the card data read in accordance with the file ID, as a higher-layer
response. The card reader/writer 14 receives ATA (Step S18). 13The card reader/writer 14 acquires
the card data contained in ATA (Step S19). The control ur:}irzll of the terminal apparatus 1 performs
various processes in accordance with the card data. Thus; the control unit 11 functions as a unit for
executing the communication 20scheme and the applications. The IC card 2 responds to the

processes the control.unit 11 pstforms. £+ 1 The termingl apparatys A according to this embodiment,
which processes the data of the IC card 2, adds file-ID designating data to the higher-layer

25information of ATTRIB befare.transmsittingdAT TR By aschasshedre desaripedraboverireaceordance
with the file-ID designating data contained in the hi%her-layer - 28 - information of ATTRIB, the IC card
2 reads the card ATA "transmitted from the IC card 2 according to this
embodiment. As seen from FIG. 6, ATA contains, for
5 example, MBLI, an identifier CID, a higher-layer
response, CRC B, etc. MBLI is a limit value for the
internal buffer.
In most cases, the IC card 2 transmits ATA
containing the higher-layer response to the card
10 reader/writer 14 when it receives ATTRIB containing the
higher-layer information. In this embodiment, the IC
card 2 adds the card data read in accordance with the
file ID, as a higher-layer response.
The card reader/writer 14 receives ATA (Step S18).
15 The card reader/writer 14 acquires the card data
contained in ATA (Step S19). The control unit 11 of
the terminal apparatus 1 performs various processes in
accordance with the card data. Thus, the control unit
11 functions as a unit for executing the communication
20 scheme and the applications. The IC card 2 responds to
the processes the control unit 11 performs.
The terminal apparatus 1 according to this
embodiment, which processes the data of the IC card 2,
adds file-ID designating data to the higher-layer
25 information of ATTRIB before transmitting ATTRIB, as

has been described above. In accordance with the file-

ID designating data contained in the higher-layer



data and adds the card data to the higher-layer response of ATA. The terminal apparatus 1 acquires
the card data contained in the higher-layer response of ATA. The terminal apparatus | can
therefore acquire the card data from the IC card 2 during the anti-collision sequence. As a result of
this, a processing apparatus of portable electronic devices, a portable electronic 10device, and a
processing system of portable electronic devices can be pravided, each of which can process data at
high speed. Anotherexemplary process of acquiring cdrd data will be described. 15FIG. 7 is a
sequence diagram explaining another exemplary process of acquiring card data. As shown in FIG.

7, the CPU 143 of the gard reader/wriler 14 transmits, yia the antenna 141, REQB at presgribed

intervals in the region where the IC card 20 2 can communicates with it (Step S21). The IC card 2
receives REQB transtiitted from theszard teaderiwriter t4 (Stepcb22h 1 ghEKG.1& is=a diagram for
explaining the format of REQB transmitted from the terminal apparatus LAs seen from FIG. 8, REQB
contains a parameter’/&PP @i idenfifiér AFITAR atfiblite datadidtarmetet P ARANT GLdRficthe
redundancy check codg %Rg:a_tBél etc. l\{oate rtlré%t tri1e t?% paragmete aAPgli:s useesd ionnREQOBfof Type B.
REQB contains a bit fhat shows whether Extended ATOB is uppor ed'as attribute-data parameter
PARAM. 5 ATA .

The terminal apparatus 1 can therefore acquire the
card data from the IC card 2 during the anti-collision
sequence. As a result of this, a processing apparatus
of portable electronic devices, a portable electronic

10 device, and a processing system of portable electronic
devices can be provided, each of which can process data
at high speed.

Another exemplary process of acquiring card data
will be described.

15 FIG. 7 is a sequence diagram explaining another
exemplary process of acquiring card data.

As shown in FIG. 7, the CPU 143 of the card
reader/writer 14 transmits, via the antenna 141, REQR
at prescribed intervals in the region where the IC card

20 2 can communicates with it (Step S21). The IC card 2
receives REQB transmitted from the card reader/writer
14 (Step S522).

FIG. 8 is a diagram for explaining the format of

REQB transmitted from the terminal apparatus 1. As
25 seen from FIG. 8, REQB contains a parameter APf, a use
identifier AFI, an attribute-data parameter PARAM, a

cyclic redundancy check code CRC B, etc. Note that the



If this bit is at high level, it shows that Extended ATQB is supported. If the bit is at low level, it shows
that Extended ATQB is not supported. The IC card 2 refers to the bit contained in REQB and
showing whether Extended ATQB is supported. Thus, the IC card 2 determines whether Extended
ATQB is 10supported in the card reader/writer 14. That is, the IC card 2 determines that Extended
ATQB is supported in the card reader/writer 14, if the bit contained in REQB is at high level. If the bit
contained in REQB is at low level, the IC card 2 15defernfifes fhat Extended ATQB is not supported in
the card reader/writer 14. In response to REQB received, the CPU 202 of the IC card 2 generates
NIQB. The IC card 2 transmits AT o the card,reader/writer 14 (Ste 3). 20At this point, the CPU
202 may determine that ,EIP@ Sis s%%éor]tgd i ﬁ1de égrdg}é\lé eﬁ\]/fvrifges\fj%%t ét)has transmﬁtted REQB. In

this case, the CPU 202 gengiaies RTQB that coriesponds: to Extended AJQRB +FIG: eiscediagram for
explaining the format of 25ATOB that the IC card 2 transmits to the card reader/writer 14 if the CPU

202 determines that #OEardseadenwriter d 4asuppofts BxterdetPATQB rag@ter PARAM.

If this bit is at high level, it shows that
5 Extended ATQB is supported. If the bit is at low
level, it shows that Extended ATQB is not supported.
The IC card 2 refers to the bit contained in REQB
and showing whether Extended ATQB is supported. Thus,
the IC card 2 determines whether Extended ATQB is

10 supported in the card reader/writer 14.

That is, the IC card 2 determines that Extended
ATQOB is supported in the card reader/writer 14, if the
bit contained in REQB is at high level. If the bit
contained in REQB is at low level, the IC card 2

15 determines that Extended ATQB is not supported in the
card reader/writer 14.

In response to REQB received, the CPU 202 of the
IC card 2 generates ATQB. The IC card 2 transmits ATQB
to the card reader/writer 14 (Step S23).

20 At this point, the CPU 202 may determine that ATQOB
is supported in the card reader/writer 14 that has
transmitted REQB. In this case, the CPU 202 generates
ATQB that corresponds to Extended ATQB.

FIG. 9 is a diagram for explaining the format of

25 ATQOB that the IC card 2 transmits to the card
reader/writer 14 if the CPU 202 determines that the

card reader/writer 14 supports Extended ATQB.



ATQB contains, for example, a parameter APa, an identifier, applied data, Protocol data, CRC B, etc.
The parameter Aba will be used in AIQB of Type P. The identifier is, for example, ID number such as
POPT or CID, inherent to the IC card 2. The applied data conveys application data. The protocol data
contains data items, such as communication speed, maximum frame size, orot000I type, etc., all
supported in the IC card 2. ATQB further contains a response to Extended ATce, at 10 the fourth byte
of the protocol data. In the IC card 2, the card data is'stored in the protocol data, at REV of Extended
ATQB. Thus, the g d(%ani ar%altg fro Oltfheel%1 card 2 if the ca([jane ad}ger/zy\\gger %%that has
transmitted BEQB is/?ound to 15 suppart xtencfédm,g'}éB. TheGE card 2 stores'the ‘card data at REV

of Extended AR i€ i projocab fataeaf AZQB, prdhecard reader/writer 14 regeives ATQB from the
IC card 2 (Step 524). Therefore, the card reader/writer 74 determines that the IC card 2 exists in the
region where 26 & ¢ eard 2 ¢an commanicats with #T0B IPATOR redeiveditontains the card data,

the card reader/wril;éer £L4 acquires yg% card dat? e(SteIpDS%dSJ)I.P More %rb%is%l%, the card reader/writer 14
. 1 -

reads REV ofjé;( ended ﬁfQJBScfonTameQa}?r? the protocol 5) of A -Pl%%éiv%a, &nd ‘acquires

the card data.; n, QB €CENINGATQRB, the-card readgrwriter 14.generates a meium-select command
(ATTRIB). The card reader/writer 14 transmits the ATTRIB to the IC card 2 5(Step 326). The IC

card 2 receivespATTRIB (StepB27) . In fEsponse to A TRIB tthed€ncardrXsthentgenerates ATA and
transmits the same to the card reader/writer 14 (Step 328).
such as communication speed, maxlmum frame size, protocol
type, etc., all supported in the IC card 2.
ATQB further contains a response to Extended ATQOB, at
10 the fourth byte of the protocol data. In the IC card 2,
the card data i1s stored in the protocol data, at RFU of
Extended ATQOR.
Thus, the card data is read from the IC card 2 if the
card reader/writer 14 that has transmitted REQB is found to
15 support Extended ATQB. The IC card 2 stores the card data
at RFU of Extended ATQB, i.e., protocol data of ATQOB.
The card reader/writer 14 receives ATQOB from the IC
card 2 (Step S$24). Therefore, the card reader/writer 14
determines that the IC card 2 exists in the region where
20  the IC card 2 can communicates with it.
If ATQOB received contains the card data, the card
reader/writer 14 acquires the card data (Step S$25). More

precisely, the card reader/writer 14 reads RFU of Extended

ATQOB contained in the protocol data of ATQOB



10The card reader/writer 14 receives ATA (Step 329). The card reader/writer 14 then starts performing
various processes in accordance with the card data received. The IC card 2 responds to the various
processes the card reader/writer 14 performs. In the present embodiment, the IC card 2 adds the
card data to ATQB. The embodiment is not limited to this configuration, nonetheless. The IC card 2
may add the card data to the information to transmit to th§ card reader/writer 14, for example at the
end of ATQB 20such as ATA. In this embodiment, th terminal apparatus 1 that process the data
stored in the IC card 2 reads, as described above, the data showing whether Extended ATQB is

supported, in order tq transmit REQB and the |C 25card 2 reads the.card data and adds the card data
to the protocol data, generating ATQB, if Extended ATOB is supported in the terminal apparatus 1.

The terminal - 32 - apparatus: 1itber acquites: thercardidata eentainedda ATQB tithas received from
the IC card 2. The terminal apparatus | can therefore acquire the card data from the IC card 2

during the ant collisicieBsetiiente2 ASCresiint Sai apparatis’for Proéessingfdata rebived from
fom poriable electtons LU s o loVHER. Saeheor Ainch Lo prouses S B o eoeed.
10Non-contact commupieafioisachieved between the

The IC card 2 receives ATTRIB (Step 327). 1In
response to ATTRIB, the IC card 2 then generates ATA
and transmits the same to the card reader/writer 14
(Step S28).

10 The card reader/writer 14 receives ATA (Step S29).
The card reader/writer 14 then starts performing
various processes in accordance with the card data
received. The IC card 2 responds to the various
processes the card reader/writer 14 performs.

15 In the present embodiment, the IC card 2 adds the
card data to ATQB. The embodiment is not limited to
this configuration, nonetheless. The IC card 2 may add
the card data to the information to transmit to the
card reader/writer 14, for example at the end of ATQB

20 such as ATA.

In this embodiment, the terminal apparatus 1 that
process the data stored in the IC card 2 reads, as
described above, the data showing whether Extended ATOB
is supported, in order to transmit REQB, and the IC

25 card 2 reads the card data and adds the card data to
the protocol data, generating ATQB, if Extended ATQB is

supported in the terminal apparatus 1. The terminal



card reader/writer 14 and the IC card 2. Hence, the card data may be stolen while being transmitted
from the IC card 2 to the card reader/writer 14. In view of this, some measures should be taken to
prevent 15unauthorized accesses to the card data. The security is enhanced as desired, because the
card data is transmitted to the card reader/writer 14 during the anti-collision sequence, as described
above. The card reader/writer 14 acquires the card-data %Oﬁcqgisition by the method shown in FIG. 4
or the method shown in FIG. 7. In either method, the time©f transmitting the card data can hardly be
specified. This can prevent unauthorized accesses to the card data. 25Moreover, the card-data

acquisition method of, FIG, 4ar the cardsdata agquisition methord.af FIG. 7 may be:selected in
accordance with a random number. In - 33 - this case, the security will be more enhanced. A
second embodiment af{fis invention wilkbe descrilvedn In itlkkis ethodimeat, the IC card 2 and the
terminal Sapparatus 1 perform mutual authentication. That is,
The terminal apparatus 1 can therefore acguire the
card data from the IC card 2 during the anti-collision
5 sequence. As a result, an apparatus for processing
data received from portable electronic devices, a
portable electronic device, and a system for processing
data received from portable electronic devices can be
provided, each of which can process data at high speed.
10 Non-contact communication is achieved between the
card reader/writer 14 and the IC card 2. Hence, the
card data may be stolen while being transmitted from
the IC card 2 to the card reader/writer 14. 1In view of
this, some measures should be taken to prevent
15 unauthorized accesses to the card data. The security
is enhanced as desired, because the card data is
transmitted to the card reader/writer 14 during the
anti-collision sequence, as described above.
The card reader/writer 14 acquires the card-data
20 acquisition by the method shown in FIG. 4 or the method
shown in FIG. 7. In either method, the time of
transmitting the card data can hardly be specified.
This can prevent unauthorized accesses to the card
data.
25 Moreover, the card-data acquisition method of

FIG. 4 or the card-data acquisition method of FIG. 7

may be selected in accordance with a random number. In



the IC card 2 determines whether it can communicate with the terminal apparatus 1, and the terminal
apparatus 1 determines whether it can communicate with the IC card 2. If the IC card 2 and the
terminal 10apparatus 1 are authenticated to communicate with each other, they will exchange data. To
authenticate each other as an authorized communication partner, the IC card 2 and the terminal
apparatus | exchange a command and a response se_veraJJ Stimes. In the present embodiment, the
mutual authentication is performed, either in part or in entirety, during the anti-collision sequence.

To commence the mutual authentication, the terminal apparatus 1 transmits a mutual-authentication

20 command to the 1G.gard 2, Jhe mytuak autheptication comainsa-first autheatieation command and
a second authentication command. FIG. 10 is a sequence diagram for explaining how the components

of an IC card processing sy8tere 40r23aevdraingrtenthesecond enbodimentoperate tdachieve
described.

In this embodiment, the IC card 2 and the terminal
5 apparatus 1 perform mutual authentication. That 1is,

the IC card 2 determines whether i1t can communicate
with the terminal apparatus 1, and the terminal
apparatus 1 determines whether it can communicate with
the IC card 2. If the IC card 2 and the terminal

10 apparatus 1 are authenticated to communicate with each
other, they will exchange data.

To authenticate each other as an authorized
communication partner, the IC card 2 and the terminal
apparatus 1 exchange a command and a response several

15 times. In the present embodiment, the mutual
authentication is performed, either in part or in
entirety, during the anti-collision seguence.

To commence the mutual authentication, the
terminal apparatus 1 transmits a mutual-authentication

20 command to the IC card 2. The mutual authentication
contains a first authentication command and a second
authentication command.

FIG. 10 is a sequence diagram for explaining how
the components of an IC card processing system 10

25 according to the second embodiment operate to achieve
the mutual authentication.

The terminal apparatus 1 transmits REQB or WUPB at



the mutual authentication. The terminal apparatus 1 transmits REQB or WUPB at - 34 -
predetermined intervals in the region where the IC card 2 can communicate with it (Step S31). REQB
or WUPB, i.e., activation command, contains a parameter APf, a use identifier AFI, an attribute-data
parameter SARAN, 5a cyclic redundancy check code CRC B, etc. Note that the parameter APf is used
in REQB of Type B. The IC card 2 receives a magnetic field emanating from the card reader/writer 14
and generates an electromotive force from the magnetic freld. Then, the 10IC card 2 starts waiting for
REQB or WUPB coming from the card reader/writer 14. In this state, the IC card 2 receives either

REQB or WUPB (Stef 8dal Jie.HEH 20a atibe)s sard aihep berignma seting for aghieving he
communication with the car reaé{er?wrlter 14. That 15is, the CPU 202 functions as setting process
unit. After berforming thessettingithe CRUY 202:generates A EQB $3 agcordancs with RE®B, ATOB
contains, for example, a parameter APa, an identifier, applied data, protocol data, CRC B, etc. The
parameter APa 20will be -useddii WEQB ot TYPE'B The identificris, for parameter APL, a

use identifier AFI, an attribute-data parameter PARAM,
5 a cyclic redundancy check code CRC B, etc. Note that
the parameter APf is used in REQB of Type B.

The IC card 2 receives a magnetic field emanating
from the card reader/writer 14 and generates an
electromotive force from the magnetic field. Then, the

10 IC card 2 starts waiting for REQB or WUPB coming from
the card reader/writer 14. In this state, the IC card
2 receives either REQB or WUPB (Step S12). The CPU 202
of the IC card 2 then performs setting for achieving
the communication with the card reader/writer 14. That
15 is, the CPU 202 functions as setting process unit.

After performing the setting, the CPU 202
generates ATQB in accordance with REQB. ATQB contains,
for example, a parameter APa, an identifier, applied
data, protocol data, CRC B, etc. The parameter APa

20 will be used in ATQB of Type B. The identifier 1is, for
example, ID number such as PUPI or CID, inherent to the
IC card 2. The applied data conveys application data.
The protocol data contains data items, such as
communication speed, maximum frame size, protocol type,
25 etc., all supported in the IC card 2.
The modulation/demodulation unit 201 of the IC

card 2 performs a signal process on ATQB, causing the



example, ID number such as PUPI or CID, inherent to the IC card 2. The applied data conveys
application data. The protocol data contains data items, such as communication speed, maximum
frame size, protocol type, 25etc., all supported in the IC card 2. The modulation/demodulation unit
201 of the IC card 2 performs a signal process on ATQB, causing the antenna 21 to transmit ATQB to
the card reader/writer 14 (Step S32). The card reader/writer 14 receives ATQB transmitted from
the IC card 2. From the ATQB, the card reader/writer 14 détermines that the IC card 2 exists in the
region where the IC card 2 can communicates with it. A plurality of IC cards may exist in this region. If

this is the case, the card readerinriter, 14 Uses aSlokMagker command of utilizes-104,timezslot
scheme, receiving ATOBs from these IC cards. On receiving ATQB from the IC card 2, the

terminal apparatus i generatesra Aiedium-select command (ATTRIB). FIG. 11 is a diagram for
explaining the format of 15ATTRIB transmitted from the terminal apparatus 1 according to the present
embodiment. As seen from Eft§. TR U ERASESHIANS fof examiphe S aaneteP1D, an identifier,

ATTRIS of Type B - mobt oacbs. the nigherTayer icmdtion & el e 2¢'ar pgtonal tem
and can inclgde any dated reader/writer 14 determines that the IC card 2

exists in the region where the IC card 2 can

communicates with it. A plurality of IC cards may

exist in this region. If this is the case, the card

reader/writer 14 uses a Slot-Marker command or utilizes

10 a time-slot scheme, receiving ATQBs from these IC

cards,

On receiving ATQB from the IC card 2, the terminal
apparatus 1 generates a medium-select command (ATTRIB).

FIG. 11 is a diagram for explaining the format of

15 ATTRIB transmitted from the terminal apparatus 1
according to the present embodiment. As seen from
FIG. 11, ATTRIB contains, for example, a parameter 1D,
an identifier, parameter PARAM1-4, higher-layer
information, CRC B, etc. The parameter 1D will be used
20 in ATTRIB of Type B.

In most cases, the higher-layer information is a
field used as an optional item and can include any data
as desired. In this embodiment, the higher-layer
information is the first authentication command.

25 Therefore, on receiving ATQB from the IC card Z,
the control unit 11 of the terminal apparatus 1

generates a random number Rr. The random number Rr is



as desired. In this embodiment, the higher-layer information is the first authentication command.
25Therefore, on receiving ATQB from the IC card 2, the control unit 11 of the terminal apparatus 1
generates a random number Fr. The random number Fr is - 36 - used as authentication data in the
present embodiment. The control unit 11 encrypts the random number Er, using a key set A, acquiring
encrypted data RrA. From the encrypted data RrA, the control unit 11 generates the first authentication
command. As shown in FIG. 11, the first authentication’command contains a class byte CLA, a
command type INS, parameters pl and 22, a data-field length Lc, data field DATA, and an expected

response-data lengthyie. J0lfdhe reyuiat authentications erformed in Idole:DER scheme, the firs

authentication command is data consisting of eight (8) bytes. The mutual authentication may be
performed in an encryptioncscheme suel as AES arRBA: £vendn this case rthemautual,
15authentication can be accomplished only if the first authentication command stored in the
higher-layer field is ad&pted té the Bnéf/ptidn seRemér ThE cBRFSIUNICTL Stotés thelfirst From

authentication commdggd in tnhg hi gr&lagg !,pf%rr atiotjthOoéé'll'JrRol : TIQ:eL control ur;lit 1%% plies
=RIB to the card readetfwriter T{FTRE card feaderivriter 14 transmits the =tRI to'the 1Ccard 2 (Step

533). 5 the first authentication command.

As shown in FIG. 11, the first authentication
command contains a class byte CLA, a command type INS,
parameters Pl and P2, a data-field length Lc, data
field DATA, and an expected response-data length Le.

10 If the mutual authentication is performed in Triple-DES
scheme, the first authentication command is data
consisting of eight (8) bytes. The mutual
authentication may be performed in an encryption scheme
such as AES or RSA. Even in this case, the mutual

15 authentication can be accomplished only if the first
authentication command stored in the higher-layer field
is adapted to the encryption scheme.

The control unit 11 stores the first
authentication command in the higher-layer information

20 of ATTRIB. The control unit 11 supplies ATTRIB to the
card reader/writer 14. The card reader/writer 14
transmits the ATTRIB to the IC card 2 (Step $S33).

In the IC card 2, the CPU 202 receives ATTRIB and
determined whether the higher-layer information of

25 ATTRIB contains an authentication command. In this
case, the CPU 202 functions as a decision unit. If the

higher-layer information contains no authentication



In the IC card 2, the CPU 202 receives ATTRIB and determined whether the higher-layer information
of 23ATTRIB contains an authentication command. In this case, the CPU 202 functions as a decision
unit. If the higher-layer information contains no authentication commands, the IC card 2 performs the
mutual authentication in an ordinary manner. If the higher-layer information of ATTRIB contains an
authentication command, the CPU 202 performs the first authentication. In this case, the CPU 202
functions as authentication unit. That is, the CPU 202'dec1337pts the encrypted data contained in the first
authentication command. At the same time, the IC card 2 generates ATA for ATTRIB. 10FIG. 12 is a

diagram for explaining ('ghe f%rgwat .oi_f hA‘T’Attéa%%mictitea frong %%(3:} IIn% C%EdeZ a&:%orging to this embodiment.

As seen from FIG. 12, Anln}fcoﬁthlns, for exampﬁe, Bﬁ3 an identifier CIIB, aUhlgher-Iayer response,

CROP, etc. MBLI is a:limitvalue-for the 15intespalbufters rv hthenle-card 2 receives ATTRI3
containing higher-layer information, it transmits ATA containing a higher-layer response to the terminal
apparatus 1. In the present émbodiméritotherresponse tortherfirstt2@authenticBliBA Boranand (ise., first

authentication- comman response) is added to AT/A, as the higher-la%/er response.
an authentication command, the CPU Z0Z performs the

5 first authentication. In this case, the CPU 202
functions as authentication unit. That is, the CPU 202
decrypts the encrypted data contained in the first
authentication command. At the same time, the IC card
2 generates ATA for ATTRIB.

10 FIG. 12 1s a diagram for explaining the format of
ATA transmitted from the IC card 2 according to this
empbodiment. As seen from FIG. 12, ATA contains, for
example, MBLI, an identifier CID, a higher-layer
response, CRC B, etc. MBLI is a limit value for the

15 internal buffer.

If the IC card 2 receives ATTRIB containing
higher-layer information, it transmits ATA containing a
higher-layer response to the terminal apparatus 1. 1In
the present embodiment, the response to the first

20 authentication command (i.e., first authentication-
command response) 1s added to ATA, as the higher-layer
response.

On receiving ATTRIB from the terminal apparatus 1,
the CPU 202 of the IC card 2 decrypts the encrypted

25 data RrA contained in the first authentication command,
by using the key set A. The CPU 202 therefore acquires

decrypted data RrA. Further, the CPU 202 encrypts the



On receiving ATTRIB from the terminal apparatus |, the CPU 202 of the IC card 2 decrypts the
encrypted 25data RrA containedfirst authentication command, - 38 - decrypted RrA, using a key set B.
Thus, the CPU 202 acquires encrypted data RrB. Moreover, the CPU 202 generates a random
number Rc. The CPU 202 encrypts the random number Rc, using the key set A. Thus, the CPU 202
acquires encrypted data RcA. The CPU 202 then g E@rates a first authentication-command response
from the encrypted data RrE and encrypted data Rc As shown in FTC. 12 the first

authentlcatlorgggpml(g@ponggrg: ngalQ%ga@egelg DA% status Wor&§ nd SW2, etc.

The CPU 202 stores the first authentlca lon-command response in th |gher yer response of ATA.
That is, the CRt202 tunctions as respansespmeessing unit. The CPU 202 15 transmits ATA via the
antenna 21 to the terminal apparatus 1 (Step 534). On receiving ATA, the terminal apparatus 1
acquires the first autherfcativh-commant fespenseesored- insA FA rEhel eontrolrit-l Rof the terminal
apparatus 1 rforr&;oa %% process in gcc%rdance %th the flr% t authentication- command response and
then transmits the seconid authentication comman [&'eard fStebS§‘§§) |s upon

receiving=AT-Adrom the 1G gard 2 theccontrob unit é&ﬂ%&ptéﬁf&% $G&@@%‘Mé‘@z§. contained 25
the first authentication-command response, by using the key set B. The control unit 11 thereby
CPU 202 then generates a first authentication-command

response from the encrypted data RrB and encrypted data
RcA.
As shown in FIG. 12, the first authentication-command
10 response contains data-field DATA, status words SW1 and
SWz2, etc.
The CPU 202 stores the first authentication-command
response in the higher-layer response of ATA. That is, the
CPU 202 functions as response-processing unit. The CPU 202
15 transmits ATA via the antenna 21 to the terminal apparatus
1 (Step S34).
On receiving ATA, the terminal apparatus 1 acquires
the first authentication-command response stored in ATA.
The control unit 11 of the terminal apparatus 1 performs a
20 process in accordance with the first authentication-command
response and then transmits the second authentication
command to the IC card 2 (Step S35).
That is, upon receiving ATA from the IC card 2, the
control unit 11 decrypts the encrypted data RrB contained
25 the first authentication-command response, by using the key

set B. The control unit 11 thereby



acquires decrypted data RrB. The control unit 11 then determines whether the decrypted data Rra is
identical to the random number Rr. If the decrypted data RrB is identical to the random number Rr, the
control unit 11 5determines that the IC card 2 is an authenticated one. Further, the control unit 11
decrypts the encrypted data RCcA contained in the first authentication-command response, by using the
key set A. The control unit 11 thereby acquires decrypted data 10RcA. The control unit 11 encrypts the
decrypted data RcA, using the key set B. The control unit 11 thereby acquires encrypted data Roe.
The control unit 11 generates a second authentication command from the encrypted data RcB. The

second athentication command 5. bes inesame-copfiguration as e convenfianal one s,
information that contains CLA, INS, PI,"P2, Lc, DATA and Le. On receiving the secon

authentication commasdetheiltegard2trarsmits theisecons-authentications 20command response to
the terminal apparatus 1 (Step That is, the CPU 202 of the IC card 2 decrypts the encrypted data
Roe contained in thetsecehd atdighitatigfedmmmand, byfusifg tiitekeyy sétBl Tt 25EPY 202

Thereby acquires decrypted data RcB. The CPU 202 then determines whether the decrypted data
RoB is identical to thlec}r%)ﬁ1 cJ)Lr%arg%rr%)ertﬁg If the Qlﬁoqutﬁne%%ptea ﬁan;{]ﬁcéqg ? eon“'[iclépt%) h%@random

number Sc, the CPU202deterines/that thederminal apparatus 1 js an aythenticatedong. Jhe CPU
202 then generates a second authentication-command response. The second

5authentication-command réspuriserhas-samewonfigurationt 11 decrypts the

encrypted data RcA contained in the first
authentication-command response, by using the key set
A. The control unit 11 thereby acquires decrypted data

10 RcA. The control unit 11 encrypts the decrypted data
RcA, using the key set B. The control unit 11 thereby
acquires encrypted data RcB. The control unit 11
generates a second authentication command from the
encrypted data RcB. The second authentication command

15 has the same configuration as the conventional one. It
is information that contains CLA, INS, P1l, P2, Lc, DATA
and Le.

On receiving the second authentication command,
the IC card 2 transmits the second authentication-

20 command response to the terminal apparatus 1 (Step
536) .

That 1is, the CPU 202 of the IC card 2 decrypts the
encrypted data RcB contained in the second
authentication command, by using the key set B. The

25 CPU 202 thereby acquires decrypted data RcB.
The CPU 202 then determines whether the decrypted

data RcB i1s identical to the random number Rc. If the



as the conventional one. It is information that contains DATA, SW1, 5W2, etc. If the IC card 2 and
the terminal apparatus 1 are found authenticated as communication partners, through 10the process
described above, they can perform various processes. The terminal apparatus 1 transmits a process
command to the IC card 2 (Step S37). In accordance with the process command received, the IC card
2 performs a process and transmits the result of 15the process, as response, to the terminal apparatus
1 (Step S38). In the embodiment described above, thé‘firs‘i%uth_entication command for initiating the
mutual authentication is added to the higher-layer information of ATTRIE, which is transmitted. The

number of times the command.andrespopse are exchanged petwgen the termipal apparatus 1 and

the IC card 1 is thereby reduced. Hence, a processing apparatus of portable electronic devices, a
portable electronic devige, el & 25proressingsystene of parablerelecironic devices cam beyprovided,
each of which can process data at high speed. In the embodiment described above, random numbers
- Fr and Rc are used asiduthénticationtata atiicembddimentds notlimied 6 fiis e6Rfigiitation,
nonetheless. For example, POP1 or CID, either, contained in ARQB may be used as authentication
data. olf this is the c%e?%ceoflfjcg%t v%grgldce?etr%n?ﬁe ﬁ%rtmand QeSp 28 toed s bt

5 authentication-command response has same configuration
as the conventional one. It 1s information that
contains DATA, SW1l, SWz, etc.

If the IC card 2 and the terminal apparatus 1 are
found authenticated as communication partners, through

10 the process described above, they can perform various
processes. The terminal apparatus 1 transmits a
process command to the IC card 2 (Step S37). 1In
accordance with the process command received, the IC
card 2 performs a process and transmits the result of

15 the process, as response, to the terminal apparatus 1
(Step S38).

In the embodiment described above, the first
authentication command for initiating the mutual
authentication is added to the higher-layer information

20 of ATTRIB, which is transmitted. The number of times
the command and response are exchanged between the
terminal apparatus 1 and the IC card 1 is thereby
reduced. Hence, a processing apparatus of portable
electronic devices, a portable electronic device, and a

25 processing system of portable electronic devices can be
provided, each of which can process data at high speed.

In the embodiment described above, random numbers



the terminal apparatus 1 has made an error in recognizing the IC card 2, only if it collates the
decrypted data with the card ID data stored in the internal memory 204. 10The embodiment described
above is configured to store the first authentication command in the higher-layer field of ATTRIB.
Instead, the first and second authentication commands may be added to REQB and ATTRIB,
respectively. In this case, the process can be 15performed even faster. FIG. 13 is a sequence
diagram for explaining a different authentication process pdefforr'hed in an IC-card data processing
system according to the present embodiment. 20This authentication process differs from the

above-described proggss, inythat the first and sgcond, aytheptication.commands afg added to the

activation command and the medium-select command, respectively. The terminal apparatus 1
according to this 25eathedimerttrtansmiteREQBror WAIRB at ptedeterntihed intetvats in the region
where the IC card 2 can communicates with the terminal apparatus 1. REQB or WOP2, i.e., activation
command, contains d'paRIMMEIEFAPS, a SE ideRERELAEI, dnfattributé-tata faranfeter PARAM, a
cyclic redundancy check code CRC B,]% The first authentication ¢ rplmagd contains LA, INS, PI,
P2, 5Lc, DATA, Le, e?(?nlthaelcr:lgn rol unii o?zt%en{%ym#l%l ggr?éjl{ra?uss ACERERTTCRLTEP arty.

5 If this is the case, the IC card 2 can determine that
the terminal apparatus 1 has made an error in
recognizing the IC card 2, only 1f it collates the
decrypted data with the card ID data stored in the
internal memory 204.

10 The embodiment described above is configured to
store the first authentication command in the higher-
layer field of ATTRIB. Instead, the first and second
authentication commands may be added to REQB and
ATTRIB, respectively. In this case, the process can be

15 prerformed even faster.

FIG. 13 is a sequence diagram for explaining a
different authentication process performed in an IC-
card data processing system according to the present
empodiment.

20 This authentication process differs from the
above-described process, in that the first and second
authentication commands are added to the activation
command and the medium-select command, respectively.

The terminal apparatus 1 according to this

25 embodiment transmits REQB or WUPB at predetermined
intervals in the region where the IC card 2 can

communicates with the terminal apparatus 1. REQB or



generates a random number Rr. The control unit 11 encrypts the random number Rr, using a key set
A. The control unit 11 thereby acquires encrypted data RrA. 10From the encrypted data RrA, the
control unit 11 generates the first authentication command. Then, the control unit 11 adds the first
authentication command to the activation command, which is transmitted to the IC card 2 (Step 341).
15The IC card 2 receives a magnetic field emanating from the card reader/writer 14 and generates an
electromotive force from the magnetic field. Then, the IC éard Zstarts waiting for REQ3 or WUPB. On
receiving REQB or WUPB, the CPU 202 of the IC card 2 20generates ATQS from the REQB or

WUPB. ATQB contaifs.for example, aqaraaretey, anddsnifer. anplied data.pigiacg) dat, CRC_B,

first command-response, €tc. That is, on receiving the activation command, the IC card 2
determines whether thergctivatier commandrazeontains the fiest avthentisatien somimant: tkthe
activation command contains no authentication commands, the IC card 2 performs the mutual
authentication in an PABAMrdimafy meahfet e dunidhe dirstlghéntication ComMand iscadded'® the

activation command, the IC card 2 will Perform the first au henﬂcgtlon T%H}{s eggl the CEPUPZZOZ of the
IC card 2 5 acquires |‘iLer fitst %ﬂ%e%?cat?oan dommand added 10 the adtivation command receivéd from

the terminal apparatys-1. Fhe-£PU 202 then decrypts the encrypted data RrA contained in the first
authentication command, using the key set A. The CPU 202 thereby acquires decrypted data RrA. The
CPU The control unit 11 of the terminal apparatus 1

generates a random number Rr. The control unit 11
encrypts the random number Rr, using a key set A. The
control unit 11 thereby acquires encrypted data RrA.

10 From the encrypted data RrA, the control unit 11
generates the first authentication command. Then, the
control unit 11 adds the first authentication command
to the activation command, which is transmitted to the
IC card 2 (Step S541).

15 The IC card 2 receives a magnetic field emanating
from the card reader/writer 14 and generates an
electromotive force from the magnetic field. Then, the
IC card 2 starts waiting for REQB or WUPB. On
receiving REQB or WUPB, the CPU 202 of the IC card 2

20 generates ATQB from the REQB or WUPB. ATQB contains,
for example, a parameter, an identifier, applied data,
protocol data, CRC B, first command-response, etc.

That is, on receiving the activation command, the
IC card 2 determines whether the activation command

25 contains the first authentication command. If the

activation command contains no authentication commands,

the IC card 2 performs the mutual authentication in an



10 202 further encrypts the decrypted data RrA, using the key set B, thereby acquiring encrypted data
P.rB. Moreover, the CPU 202 generates a random number Ac. The CPU 202 encrypts the random
number Pc, using the key set A. Thus, the CPU 202 acquires encrypted data RcA. The 15 CPU 202
then generates a first authentication-commano response from the encrypted data RrB and encrypted
data RcA. The IC card 2 adds the first authenticalioggcommand response to ATQB, which is
transmitted to the terminal. apparatus 1 (Step 542). 200n receiving ATQB, the terminal apparatus .1
generates ATTrISIBn. Aft th% asgm&ti_me, the terminal apparatus 1 decrypts the encrypted data PrB
contained in the first atithentication-command response, by using the key set B. The control unit 11
therefore acquires decrypted gata PrEu2% $he controbunit dhrdetermines wietherthé decrypted data
RrB is identical to the - 44 - random number Rr. If the decrypted data RrB is identical to the random
number Rr, the controlanit LOHBEMMIneS hat the it Bard 2 is'an BEthentiCatedonke: Further, the

rosponse, usHg e Rey S0 The dantral it AL (herctore AeAe daorybted gata RoA. Then, the
control unit 11 encrypts the degryptad datarReA,iusing dhe keyrsetBl Hheieontral urnitel 1
activation command received from the terminal apparatus 1.
The CPU 202 then decrypts the encrypted data RrA contained
in the first authentication command, using the key set A.
The CPU 202 thereby acquires decrypted data RrA. The CPU

10 202 further encrypts the decrypted data RrA, using the key
set B, thereby acquiring encrypted data RrB.

Moreover, the CPU 202 generates a random number RcC.
The CPU 202 encrypts the random number Rc, using the key
set A. Thus, the CPU 202 acquires encrypted data RcA. The

15 CPU 202 then generates a first authentication-command
response from the encrypted data RrB and encrypted data
RcA. The IC card 2 adds the first authentication-command
response to ATQB, which is transmitted to the terminal
apparatus 1 (Step S542).

20 On receiving ATQB, the terminal apparatus 1 generates
ATTRIB. At the same time, the terminal apparatus 1
decrypts the encrypted data RrB contained in the first
authentication-command response, by using the key set B.
The control unit 11 therefore acquires decrypted data RrB.

25  The control unit 11 determines whether the decrypted data

RrB is identical to the



10therefore acquires encrypted data RcB. The control unit 11 generates a second authentication
command from the encrypted data RcB. The second authentication command is information that
contains CLA, INS, PI, P2, Lc, BATA, Le, etc. 15The control unit 11 stores the second authentication
command in the higher-layer information of ATTRIB. The control unit 11 supplies =RIB to the card
reader/writer 14, which transmits the ATTRIB to the IC card 2 (Step 543). 200n receiving the ATTRIB,
the IC card 2 generates ATA corresponding to ATTRIB. At the Same Lime, the IC card 2 performs the
second authentication in accordance with the second authentication command contained in the

upper-layer informatign of ATTRIBbeji1 That s, the GRU 20 r? tlggéC&ﬂqu rypts the encrypted

. . d
data RcB contained in the sécond authentication command recéive by using the key set - 4; - B. The

CPU 202 therefore agquirgs: decryptedudata ReBi chherGRU20Rthenwdeternines whethardhe 1
decrypted data RoB is identical to the random number Rc. If the decrypted data RcP is identical to the
random number Rc, thetGPWi2GEdétermindsthaftheaermmal apparats- 158 ahcaltRentidated one. In
this case, the CPU 202 generate%a secorgd authentlc:?tlon-comr{ﬁan respopse. The CPU 202

stores the second authenticatior-¢6mma recs%%%g mn fh%lﬁig er- a%%]rf?/é)sponse f ATA. 10The CPU

202 then tragsmits A&%\c@@éy&%ant%mg 210 the terminakapparatis k (Step S44). If the terminal
apparatus 1 and the IC card 2 are
authentication~command response, using the key set A.

The control unit 11 therefore acquires decrypted data
RcA. Then, the control unit 11 encrypts the decrypted
data RcA, using the key set B. The control unit 11

10 therefore acquires encrypted data RcB. The control
unit 11 generates a second authentication command from
the encrypted data RcB. The second authentication
command is information that contains CLA, INS, PI, PZ,
Lc, DATA, Le, etc.

15 The control unit 11 stores the second
authentication command in the higher-layer information
of ATTRIB. The control unit 11 supplies ATTRIB to the
card reader/writer 14, which transmits the ATTRIB to
the IC card 2 (Step S43).

20 On receiving the ATTRIB, the IC card 2 generates
ATA corresponding to ATTRIB. At the same time, the IC
card 2 performs the second authentication in accordance
with the second authentication command contained in the
upper-layer information of ATTRIB.

25 That 1s, the CPU 202 of the IC card 2 decrypts the
encrypted data RcB contained in the second

authentication command received, by using the key set



found authenticated as mutual communication partners, they can perform various processes.
Thus, the terminal 15apparatus 1 transmits a process cowmand to the IC card 2 (Step S45). The IC
card 2 performs a process in accordance with the process command it has received. The result of the
process is transmitted from the Tc card 2 to the terminal apparatus 1 (Step 546). 20In the embodiment
described above, the first authentication command for achieving mutual authentication is added to the
activation command, and the second authentication comnfand is added to the higher-layer information
of ATTRIB, whereby the first 25and second authentication commands are transmitted. This reduces
the number of times the command and response are exchanged between the terminal apparatus 1 -
46 - and the IC card % As rga}lrees% ,ea %ggc&%ﬁlﬁeiop%?atﬁg%% ﬁg?tgb eeeﬁéé/t%crﬁc(:{gg\é}il%%s%é: %{)rtable

electronic device, andrapregessing sysiem effostable,electrpaicidevicescandie-provided; gagh of
which can process data 5at high speed. In the embodiment described above, the control unit 11 of

the terminal apparatus dBperforntssighabpgrocessing, suchcasimodulationBnd denfodulation. The
embodiment is not limjted to this configuration, 10nevertheless. For exgmple, the CPU 143 of the card

reader/writer 14 may PEFbMR Sighal proceisfhngt S tdentical to the random number

5 Rc, the CPU 202 determines that the terminal apparatus
1 is an authenticated one. In this case, the CPU 202
generates a second authentication-command response.

The CPU 202 stores the second authentication-
command response in the higher-layer response of ATA.

10 The CPU 202 then transmits ATA via the antenna 21 to
the terminal apparatus 1 (Step S44).

If the terminal apparatus 1 and the IC card 2 are
found authenticated as mutual communication partners,
they can perform various processes. Thus, the terminal

15 apparatus 1 transmits a process command to the IC card
2 (Step S45). The IC card 2 performs a process in
accordance with the process command it has received.
The result of the process is transmitted from the IC
card 2 to the terminal apparatus 1 (Step S46).

20 In the embodiment described above, the first
authentication command for achieving mutual
authentication is added to the activation command, and
the second authentication command is added to the
higher-layer information of ATTRIB, whereby the first

25 and second authentication commands are transmitted.
This reduces the number of times the command and

response are exchanged between the terminal apparatus 1



In the embodiment described above, the terminal apparatus 1 and the IC card 2 acquire card data or
mutually authenticate each other during the anti- 15collision sequence. Nonetheless, the embodiment
is not limited to this configuration. Any data can be added to the higher-layer information and the
higher-layer response, only if it is information that can be so added. 20For example, information for
setting a command- wait time to the higher-layer respons g1ay_be added to the higher-layer response.
In this case, the wait time can be shortened in the terminal apparatus 1. The terminal apparatus 1
measures the time that has elapsed from the transmission of a command to the IC card 1. If the

terminal apparatus 11ggeives npdespanses fromdhe IG card 2 within,a predetermingdoa4 4« time from
the start of measuring time, it determtnes that the IC card 2 has made an error and is unable to make

responses. The timeefapsing ainfikthe terminahdppatatusceSreceiviec tesponse differs adepending on
the type of command. The terminal apparatus | therefore needs some time to_determine whether the

IC card 2 has made %_Yé%ns‘%%fjlnavi@\ﬁ%ﬁﬁiilﬁ% 1BV SddLSUCHPatE a8 f0shbwinif FIG. 14
Ue”\NaﬂUme)K)ﬂmaggyggguggn be provided, each of which can process data

5 at high speed.

In the embodiment described above, the control
unit 11 of the terminal apparatus 1 performs signal
processing, such as modulation and demodulation. The
embodiment is not limited to this configuration,

10 nevertheless. TFor example, the CPU 143 of the card
reader/writer 14 may perform signal processing.

In the embodiment described above, the terminal
apparatus 1 and the IC card 2 acquire card data or
mutually authenticate each other during the anti-

15 collision sequence. Nonetheless, the embodiment 1s not
limited to this configuration. Any data can be added
to the higher-layer information and the higher-layer
response, only if it is information that can be so
added.

20 For example, information for setting a command-
wailt time to the higher-layer response may be added to
the higher-layer response. In this case, the wait time
can be shortened in the terminal apparatus 1.

The terminal apparatus 1 measures the time that

25 has elapsed from the transmission of a command to the
IC card 1. If the terminal apparatus 1 receives no

responses from the IC card 2 within a predetermined



response, thereby generating AM. The IC card 2 transmits ATA to the terminal apparatus 1. FIG.
14 is a diagram for explaining the wait time data. The data shown in FIG. 14 is stored in, for 1,
example, the memory 204 of the IC card 2. As seen from in PIG. 14, the IC card 2 sets the maximum
wait time for each command and stores the same. The maximum wait time is a period that elapses
until the terminal apparatus 1 receives a response after trglqsmj_tting a 20command. On receiving the
wait time data, the terminal apparatus 1 determines, from the wait time data, whether the IC card 2 has
made an error and cannot now make a response. That is, the moment the terminal apparatus 1

transmits the commangdto the & card 2sit startswaijting for-a response from the: kG eard 2 wntil the
maximum wait time elapses. If no responses corfle - 48 - within the maximum wait time, the terminal

apparatus 1 determinés that ke [T camlr2 has madenan eren and now earthot snakea® fespgonse.
Thus, the wait time the terminal apparatus 1 has if the IC card 2 makes an error and is unable to make
a response can be shert&néd S i embodiments described above have been described on the

assumption that the commupnjication protocol of Type, 3 is wtilized. Nongtheless, apy pther10,

communication protocol can be used in this invention, so far as the protocol can use, as activation
command orselect command, a coawpandsthat is'leege enaughetoddontaibrart avtheppeatioh command.
In the embodiments described above have, the IC 15card 2 is one that performs non-contact
communication. command. The terminal apparatus 1 therefore needs some
time to determine whether the IC card 2 has made no
responses.
In view of this, the IC card 2 adds such data as
10 shown 1n FIG. 14 (i.e., wait time) to the higher-layer
response, thereby generating ATA. The IC card 2
transmits ATA to the terminal apparatus 1.
FIG. 14 is a diagram for explaining the wait time .
data. The data shown in FIG. 14 is stored in, for
15 example, the memory 204 of the IC card 2. As seen from
in FIG. 14, the IC card 2 sets the maximum wait time
for each command and stores the same. The maximum wait
time 1s a period that elapses until the terminal
apparatus 1 receives a response after transmitting a
20 command.
On receiving the wait time data, the terminal
apparatus 1 determines, from the wait time data,
whether the IC card 2 has made an error and cannot now
make a response. That is, the moment the terminal
25 apparatus 1 transmits the command to the IC card 2, it

starts waiting for a response from the IC card 2 until

the maximum wait time elapses. If no responses come



The IC card 2 is not limited to this type, nevertheless. The IC card 2 may be, for example, a
combination-type card that can achieve both contact communication and non-contact communication.
20Additional advantages and modifications will readily occur to those skilled in the aTherefore, the
invention in its broader aspects is not limited to the specific details and representative embodiments
shown and described herein. Accordingly, various 25modifications may be made without departing
from the spirit or scope of the general inventive concept as defined by the appended claims and their
equivalents. LLP - 49 - WHAT IS CLAIMED IS: 1. A processing apparatus of portable electronic

devices, comprising: ,, ; . transmitting/zeceiving unit configured:-fo transmit,and seceive; data to and

from a portable electronic device; a first cosmand processing unit configured to cause the

transmitting/receivingienittarttanrsmit Adirstcecammand dae the pordable efecteonie device zand now
cannot make a response.

Thus, the wait time the terminal apparatus 1 has

5 if the IC card 2 makes an error and is unable to make a
response can be shortened.

The embodiments described above have been
described on the assumption that the communication
protocol of Type B 1is utilized. Nonetheless, any other

10 communication protocol can be used in this invention,
so far as the protocol can use, as activation command
or select command, a command that is large enough to
contain an authentication command.

In the embodiments described above have, the IC

15 card 2 1s one that performs non-contact communication.
The IC card 2 is not limited to this type,
nevertheless. The IC card 2 may be, for example, a
combination-type card that can achieve both contact
communication and non-contact communication.

20 Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various

25 modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.



a second command processing unit configured to add a 10 second command to the first command the
first command processing unit is to transmit to the portable electronic device, wherein the first
comma:rid processing unit causes the transmitting/receiving unit to transriiC& iseting command 15 to
the portable electronic device, and the second command processing unit adds at least a part of a
mutual authentication command to the setting command, and wherein the mutual authentication
command comprises a first authentication command‘ahd a second authentication 20 command, the

setting command comprises an activation commasnd %%D%Erge(%i m-select command, and the second
command processing unit adds the first alithéntication’conitiand in the medium-select command.

2. The processing apparafls accordingtg claim:l, 25, wherein the: secand.cermangd processing unit
generates the first authentication command by using, as authentication data, card ID data contained in

a response theepartabde MESht Ps-18@:- electronic device transmits on receiving the activation
command. 3. A processing apparatus of portable electronic devices, comprising: a

transmitting/receiving uhitacoRigGre o/ tFaemit Hid rékelveditd 16 ana Fron? atp‘fﬁféﬂéiélectronic

dewce’5 and receive data to and from a portable electronic device;

a first command processing unit configured to cause
the transmitting/receiving unit to transmit a first command
to the portable electronic device; and

a second command processing unit configured to add a

10 second command to the first command the first command
processing unit is to transmit to the portable electronic
device,
wherein the first command processing unit causes the
transmitting/receiving unit to transmit a setting command

15 to the portable electronic device, and the second command
processing unit adds at least a part of a mutual
authentication command to the setting command, and

wherein the mutual authentication command comprises a
first authentication command and a second authentication

20 command, the setting command comprises an activation
command and a medium-select command, and the second command
processing unit adds the first authentication command in
the medium-select command.

2. The processing apparatus according to claim 1,

25 wherein the second command processing unit generates the
first authentication command by using, as authentication

data, card ID data contained in a response the portable



a first command processing unit configured to cause the transmitting/receiving unit to tramsmit a first
command to the portable electronic device; and 10a second command processing unit configured to
add a second command to the first command the first command proces%iﬁé%t is to transmit to the
portable electronic device, wherein the first command processing unit causes the 15
transmitting/receiving unit to transmit a setting command to the portable electronic device, the second
command processing unit adds a medium-data aEguC’lgitiBn command to the setting command, and a
process-performing unit is further provided, which is configcured to ac Léil‘e thetmedigm 20 data
transmitted fronhes0HabIE slectionic detits inredpohse to the Setting command and which
performs a process jnyresponse to the medium data. 4. The processing apparatus according to
claim wherein the setting command comprises an activation. command 25 and a medium-select
command; the second com.mand<predessirgurit adds, tofthe eneditmheseléctconemand, a
medium-data LLP - 51 - acquisition command containing file designation data for designating a file
that stores mégivint@éata 6fHe poftable’electronic device; and the process-performing unit acquires

the medium data from a response.to the mediumsselect s command, , . $- The Arogessing apparatus
according to claim 3, w erein the setti%g command tomprises an activation command and a

medium-selegt command; thesacond compand Processing aibadds, te the agtivatioswgoramand, a
medium-data
a first command processing unit configured to cause
the transmitting/receiving unit to transmit a first command
to the portable electronic device; and
10 a second command processing unit configured to add a
second command to the first command the first command
processing unit is to transmit to the portable electronic
device,
wherein the first command processing unit causes the
15 transmitting/receiving unit to transmit a setting command
to the portable electronic device, the second command
processing unit adds a medium-data acquisition command to
the setting command, and a process-performing unit is
further provided, which is configured to acquire the medium
20 data transmitted from the portable electronic device in
response to the setting command and which performs a
process in response to the medium data.
4. The processing apparatus according to claim 3,
wherein the setting command comprises an activation command

25 and a medium-select command; the second command processing

unit adds, to the medium-select command, a medium-data



10 acquisition COIT land containing file designation data for designating a file that stores medium data
of the portable electronic device; and the process-performing unit acquires the medium data from a
response to the activation command. 6. The processing apparatus adtefdikg to claim 3, 15
wherein the setting command comprises an activation command and a medium-select command, and
the process-performing unit acquires the medium data to be added to the response to the activation
command. I. A portable electronic device comprisTnga. b0a transmitting/receiving unl: configured to

transmit and receive data to and from a grocessin.gnap%ar?'éus d%f é)iortagliajteielecgg@iac c%evices; a first

response procesSing LinitEonfiglFaats perform’ = & irst process it Accordance with a first command

received 25 afthe ransmitting/receiving ynit, therey geaerating afirst respense hased gna result of
the first process, and MCSLLP - 52 - to transmit the first response to the processing apparatus; a

second respaonseqirocessingianit cenfigurdd ta peprformess segondprove ssyinuaccordancel witb a
second command added to the first command, to generate a second 5 response from the result of the
second processaritEdiaty thatsechhfTesSporstlonthe first reSforses ang—select

5 command .

5. The processing apparatus according to claim 3,
wherein the setting command comprises an activation command
and a medium-select command; the second command processing
unit adds, to the activation command, a medium-data

10 acgquisition command containing file designation data for
designating a file that stores medium data of the portable
electronic device; and the process-performing unit acquires
the medium data from a response to the activation command.

6. The processing apparatus according to claim 3,

15 wherein the setting command comprises an activation command
and a medium-select command, and the process-performing
unit acquires the medium data to be added to the response
to the activation command.

7. A portable electronic device comprising:

20 a transmitting/receiving unit configured to transmit
and receive data to and from a processing apparatus of
portable electronic devices;

a first response processing unit configured to perform
a first process in accordance with a first command received

25 at the transmitting/receiving unit, thereby generating a

first response based on a result of the first process, and



a memory configured to store card ID data, wherein the second response processing unit performs
authentication in accordance with a mutual authentioat on 10 command when the first command
stores at least a part of the mutual authentication command, generates a sgi¢iid. Fesponse from the
result of the authentication, and adds the second response to the first response, and wherein the
second response processing unit detects an 15 error the processing apparatus has made in
recognizing tne device in accordance with whether tAé card ID data stored in the memory is identical
to the card ID data stored in the mutual authentication command, when the card ID data is stored in

the mutual autRertication comrhand Stotéd Tif 26 first Romhand fsceivet fomHha prdcessing
apparatus. 8. A portable electronic device cognrising: g,ransmitting/reeeiving. unit configured to

transmit and receive data to and from a processing apparatus of portable electronic devices; 25a first
response progessingni cosfiguredde pesormiafikst process dr ascardance svithral first command
received IVICS - 53 - at the transmitting/receiving unit, thereby generating a first response based on a

result of the firstproBess: Fheco Eranshfit the st eIpBAsE! to tHe prokedsing apparditstand

5 response from the result of the second process and to add
the second response to the first response; and
a memory configured to store card ID data,
wherein the second response processing unit performs
authentication in accordance with a mutual authentication
10 command when the first command stores at least a part of
the mutual authentication command, generates a second
response from the result of the authentication, and adds
the second response to the first response, and

wherein the second response processing unit detects an

15 error the processing apparatus has made in recognizing the
device in accordance with whether the card ID data stored
in the memory is identical to the card ID data stored in
the mutual authentication command, when the card ID data is
stored in the mutual authentication command stored in the

20 first command received from the processing apparatus.

8. A portable electronic device comprising:

a transmitting/receiving unit configured to transmit
and receive data to and from a processing apparatus of
portable electronic devices;

25 a first response processing unit configured to perform

a first process in accordance with a first command received



5a second response processing unit configured to perform a second process in accordance with a
second command added to the first command, to generate a second response from the result of the
second process and to add the second response to the first response, 10WHeFélthe first command
comprises an activation command and a medium-select command; and the second response
processing unit reads medium data from a file designated by a medium-dat-, acquisition command
stored in the medium-select command, generates a sécond response from 15 the medium data thus
read, and adds the second response to the first response to the medium-select command. 9. A

portable electtonit tevickdbiprisind & fFrarSmhitingréteiing thft coRtigdred o Hahstif  and
receive data tp;and from.a, processing apparatys of 20,poriable gleckronic deyices, 5 5, afirst response

processing unit configured to perform a first process in accordance with a first command received at
the transmttingéreceivinguinit, thereby genera,sg afirst response pased on anrgsultof the first process,
and 25 to transmit the first response to the processing apparatus; and MCSUP - 54 - a second
response proééssing unit configured to perform a second process in accordance with a second

command added to the first c%[nmand to generate a second re onseffrom thedrecsult of the second
prOCESS nd tO add a secon respbns prOCGSSll’lg uni Ccon ;Lgure (@)

perform a second process in accordance with a second
command added to the first command, to generate a second
response from the result of the second process and to add
the second response to the first response,

10 wherein the first command comprises an activation
command and a medium-select command; and the second
response processing unit reads medium data from a file
designated by a medium-data acquisition command stored in
the medium-select command, generates a second response from

15 the medium data thus read, and adds the second response Lo
the first response to the medium-select command.

9. A portable electronic device comprising:
a transmitting/receiving unit configured to transmit
and receive data to and from a processing apparatus of

20 portable electronic devices;

a first response processing unit configured to perform
a first process in accordance with a first command received
at the transmitting/receiving unit, thereby generating a
first response based on a result of the first process, and

25 to transmit the first response to the processing apparatus;

and



5the second response to the first response, wherein the first command comprises an activation
cmmand and a medium-select command; and the secon response processing unit reads medium data
from a file designated by a medium-data acquisition command stored g%éQLtp@ activation command,
generates a second response from the medium data thus read, and adds the second response to the
first response to the activation command. 10. A orocessing system having a portable electronic
device according to claim 7 and a processing appéra%s ‘of the portable electronic devices according to
claim 1, the processing apparatus comprising: a first transmittin /receivinger%nit configured to

transmit and receiveadastﬁ(f(?%ﬂq]f?o?ﬁ A6HABIE SRETORIE device: 20afirdtéGiimand processing unit
configured to cause the transiitling/receiving unit to rapsmita-firsy, emmand.tofhg portable

electronic device; and a second command processing unit configured to add a second command
to the first commandthefustcommand25farosessingiunitds to-transmit ta the portablerelectronic
device, and MCSLLP - 55 - the portable electronic device comprising:
response from the result of the second process and to add
5 the second response to the first response,

wherein the first command comprises an activation
command and a medium-select command; and the second
response processing unit reads medium data from a file
designated by a medium-data acquisition command stored in

10 the activation command, generates a second response from
the medium data thus read, and adds the second response to
the first response to the activation command.

10. A processing system having a portable electronic
device according to claim 7 and a processing apparatus of

15 the portable electronic devices according to claim 1,

the processing apparatus comprising:

a first transmitting/receiving unit configured to
transmit and receive data to and from a portable electronic
device;

20 a first command processing unit configured to cause
the transmitting/receiving unit to transmit a first command
to the portable electronic device; and

a second command processing unit configured to add a
second command to the first command the first command

25 processing unit is to transmit to the portable electronic

device, and



a transmitting/receiving unit =figured to transmit md receive data to and from the processing
apparatus; a first response processing unit configured to perform a first process in accordance with
a first command received at the transmitting/receiving unit, thereby genefgtirg gHfirst response based
on a result of the first process, and to transmit the first response to the portable electronic; and 10a
second response processing unit configured to perform a second process in accordance with a second
command added to the first command, to generate a’second response from the result of the second

process and to and the second response to the first respanse. o
the portable electronic device comprising:

a transmitting/receiving unit configured to transmit
and receive data to and from the processing apparatus;
a first response processing unit configured to perform
5 a first process in accordance with a first command received
at the transmitting/receiving unit, thereby generating a
first response based on a result of the first process, and
to transmit the first response to the portable electronic;
and
10 a second response processing unit configured to
perform a second process in accordance with a second
command added to the first command, to generate a second
response from the result of the second process and to add

the second response to the first response.



