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FI ELD Enbodi nents of the present invention generally relate ga

encryption. Mre particularly, enbodinents relate to the escrowi ng of
private keys using a distributed storage architecture for recovery data.
10 Background of the Invention As the popularity of the Internet and
E-commerce comvonuesstie grow, the issue of security ispaypshifRbypacONCern.
In order for online transactions to continue to be a viable alternative to
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many cases, the CA use a regl stration aut hority (RA) to determne 25
whet her th? di certlf cate should be issued to the owner of the key
pair. ThelRka M@&#ﬂ%up copy of the owner's private key,
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private key such
continue to be a viable alternative to traditional transactions, mechanisms to

secure connections between parties is critical. In a public key infrastructure,

15 each party needs a key pair made up of one key that is made public (the

~ public key) and another key that Is kept private (the private key). The

public key is placed in a digital certificate and signed using an algorithm
such as the well-documented digital signature algorithm (DSA) to verify that
the owner of the public key is indeed who they claim to be. While some

20  applications allow the owner to create the key pair and generate the digital
certificate themselves, in applications wherein security is of particutar
concern, a third party called a certificate authority (CA) is often used to
verify the identity of the owner of a public key pair.

—.

In many cases, the CA will use a registration authority (RA) to determine
25 whether the digital certificate should be issued to the owner of the key pair.
The RA will often keep a backup copy of the owner’s private key, which is
generally referred to as key escrow. Clearly, the escrowed copy of the
private key must be securely stored and protected to avoid unintentional
disclosure. There is therefore a need to securely escrow a private key such
30 that it is very difficult for an unauthorized party to gain access to it.



30 that it is very difficult for an unauthorized party to gain access to
it. 25 January 2007 WD 2004/023713 PCT/ US2003/ 027342 Wil e % nunber, @%ﬁ
approaches to key escrow have been devel oped, certain difffetfRyar¥ 2Py n
FIGS. 1 and 12-14 denonstrate a conventional approach to key escrow, and
hi ghlight these difficulties. Specifically, FIG 1 shows a public key
infrastructure wherein an end user 130 is provided a key 5 pair 132 by a
primary site Dwemesnia secure connection via network 180.ydiesnegR be seen
that a key managenent server (KM5) 180 stores a key recovery record (KRR

or encrypted pri n_encr version of the private
key in key pair %g{;aﬁﬁ%%?ecoegbag%ﬁt@k &e?cﬁovéxg‘ﬁe‘??ﬁw H%\?F%Pgase 24 | ocated
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Koy Rocovery  Goor.dinatar (KEE) - Koy Racovery Orf cor p‘é’%%%*‘”azﬁéeﬁé'yt =
Recovery A ?@R)P”"E(r}sa%%%%vﬁfé 55?‘{59|Cé§@‘3w ‘é{?\”é i it or at the
primary site lébﬁ be(sEér&haﬂéj ke@ﬁﬁnsé}ﬁ@ﬁ@vmmgy13@5@@3%@&&&& yt he key
managenent server . 180 (FI G recovery data 22 is sonetinmes referred

to as the Key "efd gk V" BP%FPEE’—@ RRBYLE kgt 0r Wﬁ'ﬁb e pgdyergion pk wi |l be
appreci ated that prl\FE@e l’«%ﬁlﬂ\k@? pair B8 Ve @ede¥ny R DO az;‘?aﬂn YalBeQvery

personnel such as adm ni st rator di scussed above, $ends the recovery
data 22 to a k?évo?aé%ﬁﬁé%m@éw\ﬁétﬁ 148 ¢ Arseepiaq key '%é%ﬁﬁrfééﬁ@wgmee 26 along with
a candi dat ey pageMpted pripite\degied, by the administrator. The candi date password
nmust match the password contained in the recovery data 22 before the

Secondary site 2 coveré§ ﬁeﬁs“ adm ni strator with

the session key. QE\QMI'WH%th%vtggwtfgﬁqqaﬁﬁﬁqr%ﬁc UGBV ¥ ey i s

encrypted wit hiata SZBS%(BOI) depgrally, IDEOCIRSSHN thdb hies kes2iBn kenshd Sie recovery data

22 and encrypt essv@ord are encrypted with the public keys of three entities: Key Recovery
Coordinator (KRC), Key Recovery Officer (KRO), and Key Recovery Agent

15 (KRA). A password is provided by an administrator at the primary site 140
(FIG. 1), and the session key is generated by the key management server
180 (FIG. 1). The recovery data 22 is sometimes referred to as the Key
Recovery Block (KRB). Returning now to FIG. 1, it will be appreciated that
to recover a private key, authorized key recovery personnel such as the

20 administrator discussed above, sends the recovery data 22 to a key recovery
server located at a secondary site 26 along with a candidate password

provided by the administrator. The candidate password must match the

L~

password contained in the recovery data 22 before the secondary site 26 will
provide the recovery requesting administrator with the session key.

25 Thus, FIG, 12 illustrates that a private key is encrypted with a session
key at processing block 28, and the recovery data 22 and encrypted private
key 20 are stored at the primary site 26 (FIG. 1) in processing block 30.
FIG. 13 Hlustrates that in order to recover the private key, the recovery data
22 and the encrypted private key 20 ave retrieved from the primary site

30  memory at block 32, and the recovery data 22 and candidate password are



key- 20 are stored at the primary site 26 (FIG 1) in processing bl ock 30.
FIG 13 illustrates that in order to recover the private ke%1r> t he r%ﬁgyery
data 22 and the encrypted private key 20 are retrieved fro Hﬂ@

site 30 nmenory at block 32, and the recovery data 22 and candldate passmord
are -2 25 January 2007 WD 2004/023713 PCl M52003/ 027342 sent to the
secondary site 26 at block 34. The key recovery server (KRS) 36 decrypts
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adni ni strator ddpphiclesantteaepasisiothe ehdhateri1S0 ¢AIGE @).ned in the recovery data
for a private key, and subsequently disconti nues enpl oynent wth the

primary st e L0uiiag gl loala BLALy SoRATRaLE, MURlechg, FhARgRd.  hen this

occurs, the entire KRB 2 ere ener e’ Nnew ssvvord
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restrict access to privat IC Key' i
passwords are RomavsHeiltGa. password mechamsm is required in order to recover the

private key. Changes in personnel and the continuing concern for security,
however, mean that password changes are often necessary. For example, if '
15  a particular administrator supplies the password that is contained in the
recovery data for a private key, and subsequently discontinues empioyment
with the primary site 140, the administrator’s password must be changed.
When this occurs, the entire KRB 22 must be regenerated with the new
password. Selectively regenerating KRBs based upon personnel changes is
20  administratively complex and inconvenient. There is therefore a need to
restrict access to private keys in a public key infrastructure in which
passwords are not required.

Another difficulty relates to the use of encryption to secure the recovery
data 22. Specifically, the KRC, KRO and KRA key pairs require digital -

25 certificates, which often are obtained by the secondary site 26 from one or
more external sources. For example, in one commercially available system,
the digitai certificates must be obtained from the provider of the
KRO/KRC/KRA encryption/decryption code. When the secondary site 26
receives the certificates, they are embedded in a configuration file, which is

30  shipped to the KMS 180 (FIG. 1) and installed along with a tool kit capable



Anot her difficulty relates to the use of encryption to secure the recovery
data 22. Specifically, the KRC, KRO and KRA key pairs requi digit 5
certificates, which often are obtained by the secondary si tégﬂ%m?q’%%logﬁe or
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Brief Descri ptirere nfihdrofordd ad@grovige yraé;hmu&ha&garﬁér@m@sre@éve?ie enbodi ment s
of t_he present, | nyepti on [, %corre %pparent to one rs]gl.}llle_ in the art by
Ceading the 1 SIAFKRRECEdRbEIe Se PATSWHG PIpGEE SRCEPUATAL 2 SRty

ref erenci ngp t hey iwathl cewifioged Rhitl ReinBGsing bR avdjuaks lefdl G8seclrighd 12- 14 are

di agrams a conventional approach to restricting access to private keys in

a public key infrastructure, useful in understanding the enbodi ments of
t he i nvent i on:Brief Description of the Drawings

The various advantages of the embodiments of the present invention will
become apparent to one skilled in the art by reading the following
specification and appended claims, and by referencing the following

15  drawings, in which:

FIGS. T and 12-14 are diagrams a conventional approach to restricting
access 1o private keys in a public key infrastructure, useful in understanding
the embodiments of the invention;

FIG. 2 Is a block diagram of an example of a public key infrastructure in
20 accordance with one embodiment of the invention;

FIG. 3 is a flowchart an example of a method of escrowing a private key
in accordance with one embodiment of the invention;

FIG. 4 is a flowchart of an example of a process of storing a first
recovery datum and an encrypted private key at a primary site in accordance
25  with one embodiment of the invention;

FIG. 5 is a block diagram of an example of a key escrow data flow in
accordance with one embodiment of the invention;



FIG 2 is a block diagramof an exanple of a public key infrastructure in
20 accordance with one enbodi nent of the invention; FIG 3 gg a rov%;qla

an exanple of a nethod of escrowing a private key in accor F{EE i

enbodi nent of the invention; FIG 4 is a flowhart of an exanple of a
process of storing a first recovery datum and an encrypted private key at
a primary site in accordance 25 wth one embodi ment of the invention; FIG

5 is a block ovagnamai an exanple of a key escrow data, ff/% %2 34?ccordance
wi th one enbodi mrent of the invention; -4 25 January 2007 047 023713
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invention; 5 FI i key recovery
data flow in ac?gr Zé%%gawgia&cor?g eg%@gh%r?'?&ggﬁﬁcﬁﬂvgsl on;, FIG 9 is a
fl owchart of mcwmmrefatﬁ!fkealrnmlchmﬂdnm‘wnttesmerem!badirger&mer&smti@trop;ri vate keys
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invention; 510 FI IEfG Qs 4 Blodk bibGWmhaah e%mﬁl’éacco &o%%ﬁ?ﬁxrf%ﬁpﬁs of

aut henticating a key escrow reguestor ance one enbodi nent of
t he invention; aC@ﬁfdaWFIVGh ane qmepogdimenswt erinvesfioran exanpl e of a process of
aut henticating a key recovery requestor in accordance w th one enbodi nent

of the inventiongig, Dﬁa’iﬂbﬁ&a@%@ﬁ'e&émﬁl@ otd n%ﬂﬁdad?geéﬂ%nb%c&:és%cfz a public

key infrastructure is shown wherein private key escrow’is inplenmented in
accordance W tpr‘i’v%tﬁé@é%‘d?ﬁ)%ﬁf‘eydf‘frafttﬂﬁtqr%W@ré?ﬂce@é%@% ly, the

|j nfrastruct ur enip@mndnt OF Selihkuti@f st orage

10 FIG. 10 is a flowchart of an example of a process of authenticating a key
escrow requestor in accordance with one embodiment of the invention; and

FIG. 11 is a flowchart of an example of a process of authenticating a key
recovery requestor in accordance with one embodiment of the invention.

Detailed Description

15 Turning now to FIG. 2, a public key infrastructure is shown wherein
private key escrow is implemented in accordance with one embodiment of
the invention. Generally, the infrastructure uses a distributed storage
architecture for recovery data, and eliminates the need for passwords.

i While the embodiments described herein will be primarily described with

20 regard to wide-area networks (WAN) and the Internet, it will be appreciated
that the embodiments are not so fimited. In fact, the principles described
herein can be useful in any networking environment for which security is an
issue of concern. Notwithstanding, there are a number of aspects of
Internet applications for which the embodiments are uniquely suited.

25 Generally, at the time of escrow a protected private key 20 is stored to a
memory located at a primary site 46, along with a first recovery datum 48.
The private key may be protected by encrypting the private key with a



architecture for recovery data, and elimnates the need for passwords.
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possi bl e. Eor HALENS BlePosTRE eE?re%‘aBWlewgieepnggeﬂd’“ﬁﬁtﬁ kepgld@red in a
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i nformation could be stored as one or nore basic el ectronic files that are
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dynami ¢ randoglagaass dﬁ%ﬁﬁ@foﬁwwshoﬁﬁ%b%éaotéﬁ\maéﬁm rySeAti ¢ 10 RAM
(SRAM), flash menory, hard disk, optical disk tical disk,
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54, where the flrst f'ecovery datum 48" and the 'second recovery datum 52 can
be used 15 t68&%%@9'&?'éﬁréwi%diﬁl@mWnﬂﬂlatiﬁén@mrv,a@reankey As will be

di scussed in {ynbRsiorekaiol bel ow, the first recovery datum 48 can be a
mask and the

A second recovery datum 52 is sent to a secondary site 54, where the

first recovery datum 48 and the second recovery datum 52 can be used

15  together to enable recovery of the private key, As will be discussed in
further detail below, the first recovery datum 48 can be a mask and the
secondary recovery datum 52 can be a masked session value, where the
session value is protected by performing an XOR operation between the
session value and the mask. The first recovery datum can also be a

20  masking key, where the session value is protected by encrypting the session
value with the masking key. Additionally, communications between the
primary site 46 and the secondary site 54 over network 160 are facilitated
by a key management server (KMS) 56 and a control center 58 via secure
connections according to well known techniques. The control center 58

25  stores the second recovery datum 52 to a secondary database 59 which can
be implemented in any acceptable machine-readable medium as discussed
above.

FIG. 3 shows one approach to the key escrow process in greater detail
from the point of view of the primary site 46. Specifically, a private key of a
30  key pairis encrypted with a session key at processing block 60. A first



secondary recovery datum 52 can be a masked session val ue, where the
session value is protected by perform ng an XOR operation bg%geen tg®07
session value and the mask. The first recovery datum can al pauay

maski ng key, where the session value is protected by encrypting the session
value with the masking key. Additionally, comunications between the
primary site 46 and the secondary site 54 over network 160 are facilitated
by a key managermento:ser ver (KMS) 56 and a control centepebiysdosgcure
connections according to well known techni ques. The control center 58 25
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recovery dag ui&gﬁS and the encrypted private key 20 are stored at the
primary site at block 62. Processing block 64 provides for sending a
second recovery datum 52 to the secondary site 54, where the first recovery
dat um 48 and theT‘érQE‘Qri‘@er@(féGe‘h)Pﬂ@iaﬂl@r@ﬁﬁztoe&ﬁfa“mgethﬁ@Cﬂbmyemﬁatune private 5

key. Turning I t faler covery
datum 48 (FIG é?@aﬂédaﬁ{jﬁlie %nc &%{)@{ g‘fﬁ&\)’t &tﬂéb%aé@ﬁ?zﬂs (IgltG nzry site 46
(FIG 3) is §5F1€:'WWH i dyeaten ¢atailbadthédck 63t SDE@deaﬂ‘ﬁa m8petd Iﬁlgera&rhtyed a mask 49
IS generated | cl udes the nmask
49. An 10 exclagtgllo\%-@gw‘?%%%ﬁer%%?? rgfa?t%m n%ﬁj é?ﬁn%ﬂg%kq%} ocrp]k 68 between the
mask 49 aHd thé'ugé@sQRd?iORéypemtionweerﬁmwmb@ck 68 beweeah tle maskddrasked

:SI' ﬁﬁ :l 0[‘ X key  (Malthe adsNRES 70.N9nS RER B BGPYE s o] HEkLFSLdflaSIBK 53
(MSK) 53 where the second recovery datum includes MSK 53. Thus, the
mask 49 is stored at the primary site 46 (FIG. 3) and the MSK 53 is sent to
the secondary site 54 (FIG. 53) for storage. At this point, the session key 70
15 is no longer needed and it is destroyed at block 74, In one approach, the
memory location holding the session key 70 is zeroed out.

The mask and the session key typically have an identical bit length such
as 128 bits. It will further be appreciated that the mask 49 can be
generated by either a random or pseudo-random string generation

20  algorithm. The illustrated mask 49 should meet the well-documented
Federal Information Processing Standards (FIPS) 140-1 and 140-2.

Thus, the processing blocks shown in FIGS, 3 and 4 can be implemented
as a set of key escrow instructions stored in a machine-readable storage
medium accessible by a processor in the KMS 56 (FIG. 2). It should also be

25 noted the KMS 56 can be further adapted to generate the key pair and
generate the session key in accordance with well-documented key
generation approaches. For example, triple-data encryption standard
(3DES) and an initialization vector (IV) can be used to create the symmetric
session key. FIG. 5 demonstrates a key escrow data flow 76 summarizing

30 the escrow process.
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an XOR operation is performed at block 84 between the mask 49 and the
MSK 53, where the XOR operation results in the original session key 70 from
which the MSK 53 was derived using the mask 49. An encrypted private key
15 20 is retrieved at block 86 from a memory located at the primary site, and
the encrypted private key 20 is decrypted based on the session key 70 at
block 88. Processing block 90 provides for combining the decrypted private
key 44 with a corresponding key pair certificate into a file 92 for delivery to
the administrator or end user, Thus, the above recovery procedures can be
20 implemented as a set of key recovery instructions and stored to an
acceptable machine-readable storage medium that is accessible by a
processor in the KMS 56 (FIG. 2). FIG. 8 shows a key recovery data flow 94
to summarize the key recovery process.

Turning now to FIG. 9, a method 96 of restricting access to private keys
25 in a public key infrastructure is shown, wherein an encrypted private key is
stored at a primary site. The method 96 can be implemented by a
secondary site to maintain the integrity of the private key while it is
escrowed at the primary site. The masked session key (MSK) can be stored
at the secondary site at processing block 98. The MSK enables recovery of
30  the private key. It should be noted that a known approach stores all of the



masked session key. 10 FIG 7 therefore illustrates one approach to
decrypting the encrypted private key 20 in greater detail $ bl ock Z@ﬁ
Specifically, it can be seen that an XOR operation is perf r%ﬁﬂ“%{%’ Ok
84 between the mask 49 and the MSK 53, where the XOR operation results in
the original session key 70 from which the MSK 53 was derived using the
mask 49. An encrypted private key 15 20 is retrieved at block 86 froma

menory | ocat edvatoodfaenpri mary site, and the encrypted pgivatg 20 is
decrypted based on the session key 70 at block 88. Pr ocesfisfsl’j}ngmjf(f‘f?%)é k 90

rovides for c r r 44 Wi th correspondin

Il[<)ey\“pai r certi %b@éfgﬁfn‘%ﬁgap% %’P%@j?% é%é?“ﬁ?&rﬁf%pﬁzlhet% é’g% ni st rgtor o?

end user. Thussessthabmcbtheaepmyerpumaedee&ccza:tanb@ite ROverMpatorent ed as a
t of k dt t

oachi ne. - oadact s EroPREh” HEsORS aR Nt HeotRial oBE5 5B Sodmestor i n the

KMS 56 (FIG 2()fth§b@.se1&t :smmnaaﬁn,eryoerreﬁ@ima&'eﬁ@ér@emng)/%%émc%rao S;Jrfma[l ze the
0} restricting

key recover rocess. Tu now t.o

access to p |v’§?8tel?@9%e rEQC&P‘%CSter%B'W@”I@S}b?HSY%@?'( ucture is shown, wherein
an encrypted private key is stored at a primary site. The nethod 96 can be
i npl ement ed by aMosetiddarly, 8 kepedcoowrmqoestém(etdiarebbtragn duhapty-Rie private

key while it i e site, ssi on key ( MSK)
can be stored Lsdgtbeét é eﬁ?@%@g @ gﬁp{dgr%fgcb?%%@gmw&trgfl%ccﬁg'@@? €The MBK
enabl es rec oveBlgr:kcﬂdefaﬂow:h@ for veriyieg Heythel dutishacdtdd Rey eniddrehi@tora known
approach store f, the -8 25 Janyar 8 WD 2004/ 023713
PCT/ US2003/ 027'§ﬂ 's%dr”}é'@b%%%&%myﬁeq%f B'Fﬁ%‘-%%? A, 4Ny sesiefer el y sends
the encrypt@ed siteetsit tsaudk digitalrndrtibstek ey maﬁ@m S’etdﬁtpﬁv;te@eéfé? secondary site
for verificatig ngd. decr at the secondary site
in an enbodi ne m’%f'ctpﬁesuﬁefggmabfh&@rfﬁ’ e%%@gur@poraltlpq PRt i es
concer ni ng passwpp@ve/reject certificates and the abmty to change privileges. By adding

key recovery as a privilege, the secondary site can incorporate the key

escrow and recovery process into a preexisting authentication scheme.

15  Block 102 provides for receiving the MSK from the authenticated key escrow
requester over a secure escrow connection, such as a secure sockets layer
(S5L) connection.

Key recovery can be implemented by authenticating a key recovery
requester at block 206 based on an administrator certificate. Processing
20 block 108 provides for determining whether the authenticated key recovery
requester is associated with a key recovery privilege. If the key recovery
privilege is verified, then the MSK is retrieved from a memory located at the
secondary site and is sent to the authenticated key recovery requester at
block 110 over a secure recovery connection. Block 110 may also provide
25 for recording the sending in an audit trail for future reference.

Turning now to FIG. 10, one approach to authenticating a key escrow
requester is shown in greater detail at block 101. Specifically, added
security can be achieved by requiring multiple administrators to authenticate
themselves to the secondary site before key escrow will be permitted. Thus,

30 block 112 provides for authenticating a first key escrow requester based on

-9~



5 mai ntenance and certificate expiration can be obviated. Mre

particularly, a key escrow requester (e.g., registration au rity- can
be authenticated at bl ock 100 based on an admi ni strator cer%?ﬁ?ﬁ‘é%/rg%)oél ock

104 provides for verifying that the authenticated key escrow requestor is
associated with a key escrow privilege. In this regard, many secondary 10
sites that issue digital certificates can maintain a set of privileges for

adm ni strat or sy¢uehgg:the ability to change system confi. i t he
ability to approve/reject certificates and the abili tyﬁélngﬁbg)ﬂgg‘m

rivileges. B LIg.. . recovery. a rivilege, the secondary site can
Pncorpo?at e t%%ﬁi%géﬂ%@gsﬁ%%cgﬁgc %%%Q?gl@‘; E’F%’&dﬁg&i%’tt]@”g'c%m@é‘xi sting

aut hent i cat i onsesotitehay. estowBlegedstekO2sqarova sesnd admigsiatoricaaintdte MSK from t he
aut henti cat ed key escr { uester over a secyre escrow connection, such
as a secure So%r[gléosoq tg%’?nh( ISFCTRY R EREPieh AL b'RéSII}GeC%V@?W/rE% lpe

i npl enent ed bystaut bastbeiesing a@tﬂ@wcaﬁag@}{@wecow@glus@se@sfer%% biBkogly 206 based

on an adm ngstr tor_certificate. Processin ock 108 provides for

. P 20
det er mi ni ng® whChEFMIHEREY (RPN Ry Hieges R%k}lo‘g‘e’e(l?ve‘?‘ {rsk @uesevsry i s associ at ed
with a key receyedsyeris AvthéRsted bt blbRE1 HEMT I EVSRRYY tHRF HW f\r&%é' s verified,

then the MSK is retrieved froma nenory | ocated at the secondary site and

is sent to t he*aYEREIEIESrdtaseagatededherkpy reeivertsiviieae atiblasks#19.10 over a
Secure 1 eCover okanOarbiqds follgkknuldRn Ry BLaR IR ULy Baudsgh recording
| f nce. u?,nl g

the sending in an audit trai or future reftere now to FIG 10,

one approach t"if‘daﬁiﬁqlﬂér?ﬂipé%qelﬁéora”eﬁ@@tié%&a@\hhe sasquékeyerecovenshown in greater
detail at hockqldier i%_@éiﬁtb@%lith%’ke?‘fl&%q% ﬁf&ﬂ@g‘e? Wh%??oéé@ @o%ﬂhq‘e‘éed by
ShtT cate | thensal

requiring nmultiple adm nistrators to aut elves 10 the
secondary sit PHefBe Bthdesy regweyweqigsior geblpesni2tand. 123hus, 30 bl ock 112
provides for authenticating a first key escrow requester based on -9 25

January 2007 WOrRO08hbvEe-283cHBedPemboiiA003 82 B3 hdre secure and easier to
maintain than known key recovery systems. Instead of having to remember
which passwords are needed to recover each escrowed key, primary sites

15 can simply use their existing on-site administrator certificate(s) to
authenticate themselves to the control center. In so doing, they can prove
that they are authorized to perform key recovéry. It is important to note
that private keys are still escrowed at the primary site and are
advantageously never revealed to the secondary site. In addition, the split

20 nature of key recovery is preserved in that some information from the
primary site and some information from the secondary site must be
combined to recover a key. If an intruder steals the primary database, it
can be computationally infeasible to recover any key. If they could
somehow recover one key, that information would not provide any help in

25  recovering another.

An embodiment of the present invention can be illustrated as follows. A
first site is a client computer that has a first key which may be a 128 bit
symmetric key. Other key sizes are also possible. The symmetric key is used
to encrypt valuable and sensitive data stored on the client's hard drive. If

30 the key is lost or destroyed, it would be difficult or impossible to recover the

- 10 -



a first admnistrator certificate, block 114 provides for aut henticating a
second key escrow requester based on a second adm ni strator rt|f| ﬁgﬁ;
and so on to the nth key escrow requester at block 116. Si ?lcg,aryé 11
shows one approach to authenticating a key recovery requester at block 107
5 and verifying key recovery privileges at block 109. A first key recovery
requester is authenticated at block 118 and it is verified that the first

key recoverywenueasies is associated with a key recovegymihiovilgg9e at
bl ock 119. Block 120 provides for authentication of a second key recovery

requestor,  andaf ik el Qe el ALaARERFISAE hAREIBHn L5 BRCOTY ey

recovery 10 requester 1s assocr at ege The
process conti nﬁﬁﬁgnd bey wsing the DESHaldceiyhm écovemnythe aduesbisin ai efeheeds 122 and

123. The above n be nore secure and easier to

ai ntain than k Lkrg§g“r gpgf\%geféﬁggéz? | YRR R sﬂg\???‘i‘ﬁs? ed emenber
whi ch passwor ds namce Mdededcd incdoe\sea reakingsca pleeslokiatormption sty sites 15
can sinply Ws on- si rarﬁ?or certificate(s) to

e existin
aut hent i cat & tf?‘ér"ir%é]f'%%wf’%e? g@'&%ﬁ?'yd{’;eg@'i:'l‘%’é’ﬁ“ce eLleygergrmsiaiey can prove
tﬂat t hey ar ekmm bpera@ton thepetdrer R’Qg'ﬁﬁ&f tﬁeﬁﬁ@(:@'w obﬂalnéﬁaaéﬂéﬁgééoﬁﬂt to note
that private scr at the prinmary site and are
advant ageousl| y@gfeg}@? 8@8&/@"&[@&@%’: H@ngﬁ‘e@%s&p%rﬁee firgtfewddfit i on, the split
20 nature of k@astmm&%é@brid&ep @@%V@@#nbt@teﬁ%ﬁid p%@ﬂﬁnéd’t‘lﬁr%@aﬁd en from t he
primry S|te gd Sone | mation fromthe secondary site nmust be conbined

to recover oM METALy r}’i"t‘%“ﬁr(‘)teﬁe“gst%I@*%S%PP%‘?MOCP&Q@&%@@:|t can be

conput at i omal | yhichn fsepigiidbbekdydret ReBY SverMhek@¥nt dah cbhﬁ’:én@%ﬁl gco&pmahow
recover one ke%/ t hat _information uld not provide an In

fecovering anotiidP MARMERIaRtReEin rquEe’E@'LI%g?itaUFWB‘?ﬁUﬁﬁﬁn\(:@mit‘be

i|lustrated aSthfaDﬂeh@sIﬁsaéopyfcbfrtﬁé riabkedl deor@ el IFRIY 1HeQRRIHRSte ! dHiorhas a first
key whi ch may be al sl zes are al so

O he
possi bl e. The ¥ fﬂi’%t CE@?‘”l%eﬁsf’ééc‘fﬁtdom@ﬁ@?%@remt@&mf%t'"éirﬁéc@*@ns| tive data
stored on the ﬂﬂels@ﬁﬂs ® oMo LIt in¥Sked!sbeond key to a requester. For example,

15 the client can demand that the second site send a copy of the masked
second key o a requester only if the identity of the requester is verified
using a digital certificate signed by a trusted third party, and if the request is
received no later than 120 days after the masked second key was recelved
by the second site, and if the requester is a member of the information

20 technology staff of the client's company, or the client itself.

Eighty days later, the first key Is accidentally deleted at the client, and
the client cannot access the encrypted data stored on the hard drive. The
client sends a request to the second site for the masked second key, along
with the client's digital certificate, which has been issued by a trusted third

25  party. The second site verifies the certificate, checks to make sure that the
request is received within the 120-day limit, and verifies that the requester is
the client itself. The second site sends the masked second key to the client.
The client performs an XOR operation with the masked second key and the
nonce to obtain the second key, which it uses to decrypt the encrypted first

30 key. The client thus recovers the lost first key.
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30 the key is lost or destroyed, it would be difficult or inpossible to
recover the -10 25 January 2007 WO 2004/023713 PCT/ U82003{2§37342 %tog
fromthe hard drive. The client encrypts the first key w t h<3 42"y,
second key using the DES algorithmknown in the art to obtain an encrypted
first key. The client generates a random nunber, which is sonetines called
a nonce. The nonce functions as a nmask and is a piece of information that,

5 for securitypuipeses, is generally used only once. The elient. performs
an XOR operation on the second key and the nonce to obtain & fasked second

desiroys the secpieay R iRutetr Rl B S HARI R ety bR 1 Do
from menory. 'I'awr&siat@hh)y 'S‘BS&ZIS(iIt@HEEﬂ msdnammdmﬁeyt@ thedpapgiand site, 10
which is atr erver The cljent can conmand the second
site to inpl eﬁgéltrgg%s\éqwe%aga Qe fpi & ¥ aRde Feéﬁ’éﬁ"f?t%'ep&e"%?mf P # ng any
entity that rmqnme,smsl tmnempwngfthetthecrmﬁ&ﬁdmspﬂ@c@@(b keyahd sskosdie second site,
and/or to §nsure H%tg ce n%q%l ent -speci fied conditions are net before
the second ° sif'gcd8 aé”%’otg?t efferey reevenieeeget oThe se8igtiest er . For
exanpl e, 15 thSemhgcwrﬁte@aaactdsmmedwap@teéma&e%%réa Irfdiffgied; @ copy of the
masked secon uester only if the identity of the requester is

verified usi ﬂ&caﬁgﬂﬁ@f’ qart R ERIrEmANE '@Vgﬁ@ae Wtép faupie gem-hvpen party, and

if the reqUEStthwarerr@l@rﬁﬁe‘deﬁre%@crle%%co%@ﬂ &@sgwoﬁet:??t%h@e masked second
key was received the second site, and if the reque is a menber of

the informati cﬁ?cﬁfﬁte@éﬂ?ﬁnwtﬁﬁ)}"’ayt ﬁﬁfor@matmi%rch\*ﬁre% conmpany, or the client
itself. Eighty days later, the first key is accidentally deleted at the

client, anth theTidse ekiliecdciannobrt aaic A6s apdﬂecn@cﬁﬁl‘wtr@d’oﬁb’gbm stored on the hard
drive. The are 1ot secp site _for the masked second
key, al ong Wc{eﬁ@r{pﬁéﬁg] i brggﬁfeéfw@lgyes(pgﬁq ‘F'?“E‘?fﬂ@e”tﬁﬁfg}? &% been i ssued by
a trusted thi ricvedBorpeart iye implenseebind Bk of €6rnfsi ahefdiGreCRAld thicat e, checks
to make sure trzem’ﬁ:acadimem:s have been described in connection with particular examples

thereof, the true scope of the embodiments of the invention should not be

15 so limited since other modifications will become apparent to the skilled

practitioner upon a study of the drawings, specification, and following
claims,
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request is received within the 120-day |limt, and verifies that the
requester is the client itself. The second site sends the ?ﬁaked %g@%gd
key to the client. The client perforns an XOR operation w fAua d
second key and the nonce to obtain the second key, which it uses to
decrypt the encrypted first 30 key. The client thus recovers the |ost
first key. - 11 25 January 2007 WD 2004/023713 PCT/ US2003/ 027342 The
present invention can include various other enbodinents that will be
appreci ated by .those skilled in the art, and is not limted to the
particularﬁﬂﬁﬁ#ig$¥¥ﬂQE§ns gi ven above. A key is made recoverabl e by
encrypting it using a secret, and transformng that secret into two pieces
(a first and second 5 Piece) of data such that both are required to recover
the secret!. TheAdexthasd for pycsawing privele keein a Padia koy infrastreareplosyeisingf  dat a
are stored in di I l.oGcat | inr Lrements have to be net
to reunite then$£$ﬁgﬁﬂ&?ﬁ%§qﬁégﬁg %H??%%?S{%@“ié@gg#e$5 recovered, and is
used to decryptcrtdimg acesstiognieyd key. In this way, the original key is

recovered. 10 Those skilled the art can now appreciate fromthe

f or egoi ng desc?Fﬁ@%%%ﬂFﬂﬁva% Y BPiBa e SeNo KiYes of the enbodi ments of the
pr esent invent@gmk@ammgﬁbﬂuawﬂ%ggpted in a variety of forns. Therefore,
while the enbodi nents have been described in connection with particul ar
exanpl es t her ebfring tHecqaryided pioyiee by anddhesestion kesnmaskof t he i nvention
shoul d not be i im L; lgpgi ' I ONS.: W { ar ent
to the skill ed%%?ggtailﬁsgﬁﬂiéﬁgggeﬁgﬁl y oféft{%gtﬂéﬁr%\%l%ﬂglé%y %‘gggﬁfﬁg i on,
and fol | ovikaygnask] ai ns. -12 25 January 2007 What is clained is: 1. A nethod

for escrow ng adeP&fn\g/ teeselés? nfce'}; gncpubl ic key infrastructure, conprising:

sending the masked session key and a digital certificate to a secondary site.

2. The method of claim 1, further comprising:

sending a key recovery request, including the digital certificate, to the secondary
site;

receiving the masked session key from the secondary site;

recreating the session key by exclusive-ORing the masked session key and the
session key mask; and

recovering the private key by decrypting the encrypted private key using the

recreated session key.

3. The method of claim 1, wherein the session key is a symmetric key.

4, The method of claim 1, wherein said creating the session key includes using a

triple-data encryption standard and an initialization vector,

5. The method of claim 1, wherein the session mask is a random string having a bit-

length equal to the session key.

6. The method of claim 1, wherein the session mask is a pseudo-random siring

I3



creating a key pair including a private key and a public key; creating a
session key; encrypting the private key using the session key;, creating a
session key nmask; storing the encrypted private key and thegggggPﬂW%bge
mask; creating a nmasked session key by exclusive-ORing the session key and
the session key nmask; deleting the session key; and sending the nasked
session key and a digital certificate to a secondary site. 2. The nethod
of claim1, further conprising: sending a key recovery request, including
the digital] certjficate, to the secondary site; receiving the nasked
sessi on keba"f“?% iresdeypidarie stien 1r‘]ffyecr eating the session key by

excl usi ve- ORi ng the nasked session key and the session key mask; and
recovering the private key by decrypting the encrypted private key using
the recreéted Sexwpthad Rglaing?, wWivecipgicHed refoverlyabquedt inglhdesai muehle ofessi on
key is a SMEHE%%H ickgy- 4. The nethod of claim1, wherein said creating the
session key-Includes lsing a triple-data encryption standard and an
initialization vector. 5. The nethod of claim11l, wherein the session mask

is a randogn strin ving.a bit- |ength equal to the session key. 6. The
net hod of -|ai&hf%naﬁ%¢83%mfﬁéf*@%gfgﬁmﬂﬁe& is a pseudo-randomstring 13
25 January 2007combavhg ﬂae.&le@ﬂyﬁl’eﬂ PRYER ke uath al@rbhRndRs %b:f’ﬁail( 8fifidate. The

met hod of claim2, wherein the key recovery request Includes a plurality of

digital certificates. 8 The nethod of claim2, further conprising:
9. The method of claim 2, further comprising:

creating an audit trail at the secondary site associated with the key recovery

request.

10. A computer readable medium including instructions adapted to be executed by a
processor to perform a method for escrowing a private key in a public key infrastructure,
the method comprising:

creating a key pair including a private key and a public key;

creating a session key;

encrypting the private key using the session key;

creating a session key mask;

storing the encrypted private key and the session key mask;

creating a masked session key by exclusive-ORing the session key and the session
key mask;

deleting the session key; and

sending the masked session key and a digital certificate to a secondary site.

11. The computer readable medium of claim 10, wherein the method further
comprises:

sending a key recovery request, including the digital certificate, to the secondary
site;

receiving the masked session key from the secondary site;

14



conbi ning the decrypted private key with a correspondi ng key pair
certificate. 9. The nethod of claim2, further conprising: greatin%039
audit trail at the secondary site associated with the key r&2ddBysry
request. 10. A conputer readable nmediumincluding instructions adapted to
be executed by a processor to performa nethod for escrowing a private key
in a public key infrastructure, the nethod conprising: creating a key pair
including a private key and a public key; creating a session key;
encrypting the private key using the session key; creating a session key
mask; storing t'% regiing Yp se8iop key By x¢eyve Rl ingihe %@ﬁdéﬁssl@&ebfﬁ%fhecr eating
a masked sgssbPReKS¥sko¥ng®Xxcl usive-ORing the session key and the session
key mask; deleting the session key;, and sending the nasked session key and
a digital certiferewragthe miveteden dardgerypting the ederythépdoapkityeusingshdabl e
nmedi um of glaimi10.. wherein the nethod further conprises: sending a key
recovery request, 1 ncluding the digital certificate, to the secondary

site; receiving the masked session key fromthe secondary site; 14 25

January 20 recreating the session by excl usive-ORi ng the nasked
session ke ‘andﬁFHQHW?ggé?@ﬁ“ﬁgvﬁﬂﬁgﬂgﬁéﬁhx¥@@EV@??W@“FH@qﬁyﬁ%%te key by
decrypti ngsyhhiget0kEY Pt ed private key using the recreated session key. 12.

The conputer readabl e medi um of claim 10, wherein the session key is a
symmetric key.

13, The computer readable medium of claim 10, wherein said creating the session key

includes using a triple-data encryption standard and an initialization vector.

14, The computer readable medium of claim 10, wherein the session mask is a

random string having a bit-length equal to the session key.

15.  The computer readable medium of claim 10, wherein the session mask is a

pseudo-random string having a bit-length equal to the session key.

16, The computer readable medium of claim 11, wherein the key recovery request

includes a plurality of digital certificates.

17. The computer readable medium of claim 11, wherein the method further
comprises:

combining the decrypted private key with a corresponding key pair certificate.
18.  The computer readable medium of claim 11, wherein the method further
comprises:

creating an audit trail at the secondary site associated with the key recovery

request.

19. A system for escrowing a private key in a public key infrastructure, comprising:

5



13. The conputer readabl e nedi um of claim 10, wherein said creating the
session key includes using a triple-data encryption standa nd, a
initialization vector. 14. The conputer readabl e nedi um of EESSH¥TH?007
wherein the session mask is a randomstring having a bit-length equal to
t he session key. 15. The conputer readable nedium of claim 10, wherein the
session mask is a pseudo-randomstring having a bit-length equal to the
session key. 16. The conputer readabl e nmedium of claim1l, wherein the key

recovery request includes a plurality of digital certificates. 17. The
conmput er readabf FREFH UM FO eé]i%aﬂﬁr}é{%‘é(r Eﬁcﬁ‘dtﬂﬁé‘ %‘?%‘%“rﬁléﬁ’cft HeAnd a
conpri ses: c&@dbidiidrOaridne decrypted private key with a correspondi ng key

pair certificate. 18. The conputer readabl e nediumof claim1l, wherein
t he met hod f urt hBEmaySHproogeled toi aefvody ingtding primaryidatalesetand ake¥ ondar y

site associated. Wi ecovery request. 19. A systemfor escrow ng
a private kefﬁﬁw aE%E%F%g§ﬁé§&?nfrastructure, conprising: 15 25 January

2007 a secondary sidreate gbeyppadintindinge pretiwdek and aplkldi keg, a secondary
dat abase and a con&yo{ center, and a primary site, coupled to a network,
i ncludi ng a primary G %HEEHRKS a key nmnagerent server, adapted to:

create a key pair ingsbygimg paivirekeplink ey saidfbnakepubl i ¢ key, create a
session key, encrypt the private key using the session key, <create a

session key mask, st@Fde 1 Hesiepéeypetd private key and the session key mask
! Eet Q:Sgir | mar gy gﬁg astaﬁi fhe hESBL pRVIRKES IS SEQRHRY ni¥k SX&L Pk ORI ng
database,
create a masked session key by exclusive-ORing the session key and the
session key mask,
delete the session key, and
send the masked session key and a digital certificate to the secondary site

for storage within the secondary database.

20.  The system of claim 19, wherein the primary site is further adapted to:
send a key recovery request, including the digital certificate, to the secondary site;
receive the masked session key from the secondary site;
recreate the session key by exclusive-ORing the masked session key and the
session key mask; and
recover the private key by decrypting the encrypted private key using the

recreated session key.
21.  The system of claim 19, wherein the session key is a symmetric key.

22, The system of claim 19, wherein said creating the session key includes using a

iriple-data encryption standard and an initialization vector.

23. The system of claim 19, wherein the session mask is a random string having a bit-

length equal to the session key.
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session key mask, delete the session key, and send the masked session key
and a digital certificate to the secondary site for storaggsg%ﬁaé
secondary dat abase. 20. The system of claim 19, wherein the prlnaﬁg
further adapted to: send a key recovery request, including the digital
certificate, to the secondary site; receive the masked session key from
the secondary site; recreate the session key by exclusive-ORing the nasked
session key and the session key mask; and recover the private key by
decrypting the encrypted private key using the recreated session key. 21.
The system of claim 19, wherein the session key is a symetric key. 22. The
system of 24 ai nTHsysehestRidimSd] FhekRahé Bdsibhtasie &S RBudée¥nddigkifdes using a
triple-data encryption standard and an initialization vector. 23. The

syst em of ?ﬁ%ﬂ&ﬁ@}lemWWéﬂéﬂﬁoﬁW§e§§§b$%h mask i s a random string having a
bit- length equal to the session key. 16 25 January 2007 24. The system of
claim19, wherein the session mask is a pseudo-random string having a

bi t -1 engt hZ%quaThetS@Swmfsla@siwnWheym tRSkeyTieeowystegmsoinclukled apl2Bulitywier ei n

t he key rg&g*gr fequest includes a plurality of digital certificates. 26.
The system Py 120, wherein the primary site is further adapted to:
conbi ne the decrypted private key with a correspondi ng key pair

certificatg
26. lljhe system of claim 20, wherein the primary site is further adapted to:

combine the decrypted private key with a corresponding key pair certificate.
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