WO 02/ 12987 PCT/ US01/ 24206 SYSTEMS AND METHODS FOR AUTHENTI CATI NG A USER
TO A VEB SERVER Background Field [0001] The present disclosure rel ates
gener al | ywignonedgaor ked conputer systens. More parti cul ar lpar/iideg2poesent

di sclosure relates to user authentication and access to one or nore web
servers. Description of Related Art [0002] In a typical web-based server
application, access to information is achieved via a web server, wth the
application requiring the user to be authenticated by, e.g., a user id
and/ or a password. Wien a SYSTEMS§WND METEEIBS FORNf ormati on control |l ed

by a web server, the _ vV e S i henti cati on
procedure which is iN %@ﬁﬁtﬁ&wg%ﬁﬁﬁ%?ﬁoﬁ%hﬁlﬂé frtati on procedures
encountered by the user. To access the resources, appropriate

aut hentication data nust be presented to authenticate the user to the web
server. This is conventionally acBaekgrioahdd by requiring the user to input
addi ti onaIF.I gi n/fauthentication information specific to the new web
server, or—%@ hard-coding a generic login and password. [0003] Both of
these sol yDDONF amge BRsaitidstRBIRYatcREEMErsIS ﬂeﬂ@o&é&éorﬁ%tbﬁh@#&msﬁdd' tional
information for each access request places ‘a burden on the user to
remenber vipre gairieculastyi, e presgnpdiscowirarslaierdomssr aathentipation apdiaesess tl security
risk if po%%%\%\orodgwae%esetéransmtted unencrypted over the network. Using a
generic or SOATTE M glrﬁ’ and password in a script is a potential security
hol e and does not readily provide different |evels of access based on the
identity of the user. 004] One attenpt at addressing these issues is
found i n tescHplion ot Relatedhart | AN manager (NTLM aut omat ed aut hentication
system | NT S 4l : - er and server)
assure ongoggg‘l her!hb/‘licl)ﬁ)f)t§ EWS@?@S Sg{v&éﬁ@@gﬁ%gce&%{@ ﬁgg?grrngtﬁ@\lﬁni tially

aut hent i cachidvedvia aM er st twittetheapplicatioh teqiring the user to be authenticated

by, e.g., a user id and/or a password. When a user requests access to information
controlled by a web server, the web server typically has a login/authentication
procedure which is independent of previous login/authentication procedures
encountered by the user. To access the resources, appropriate authentication data
must be presented to authenticate the user to the web server. This is conventionally
accomplished by requiring the user to input additional login/authentication
information specific to the new web server, or by hard-coding a generic login and
password.

[0003] Both of these solutions are unsatisfactory. Requiring the user to input
additional information for each access request places a burden on the user to
remember multiple logins and passwords and may also be a potential security risk if
passwords are transmitted unencrypted over the network. Using a generic or static
login and password in a script is a potential security hole and does not readily provide
different levels of access based on the identity of the user.

[0004]  One attempt at addressing these issues is found in the new technology
LAN manager (NTLM) automated authentication system. In the NTLM system
similar cormponents (the web browser and server) assure one another of the user’s
identity once the user is initially authenticated to a Microsoft network or to a

Microsoft Windows NT domain (using a password). This assurance occurs



M crosoft Wndows NT domain (using a password). This assurance occurs WO
02/ 12987 PCT/ US01/ 24206 2 [0005] transparently to the user. However, this
syst em doeq@ ona9sperf orm aut hentication to any web serverPC€Chaso/=20v0t in
the NT domain or in a trusted relationship with the original domain. Thus,
the NTLM aut hentication systemis of Ilimted utility. [0006] O her
conventional systems al so provide acceds to independent network resources
wi t hout pronpting the user for authentication data. Wen these systens
receive a user request to access an i ndependent network resource, system

| ogon and [Omwertrawpbmnﬂyuﬂmqbamrdmoa/ew& thi¢ o dsdsyios paidried to the

i ndependent _network resource without further user interaction. However,

these systBigntgation s appweR psreer thajis rotdn ths N fdpmen@un gywisicdext transf er
protocol eqyi&RRFRREnL ﬂ?cfuillgfﬁa@ OSBRI Atnby, RONTL 82 BGRERRT LYk Eﬁxe’fw fhgnti cati on

i nformation based on the uUser's role. These systens nalntaln a password
cache in tinetednitiityrenory of a | ocal conputer system The password cache

cont ai ns ver .nane, user SS for each server t
accessed E?/égé]par Pﬁ@ﬁ Fapveignal S{(E"é ?@@Q%&CWSFW lé‘a %a%@%w ge

net work  s@bhives wﬁsﬁttrﬁrbﬁ@uh%ﬁle%ésmpﬁah&%&%rﬁaa&y CIVHER tHeRE s;tsth@nsser ver
authentication inforrmation before passing it on to the server to be

accessed. I¢@0GHusex ?@Qﬂe&t tmacsassi aainadlepsmewwpdstesome ayslemrlognandess of

2 par 1 curar o SRR R st et S bR 26 i e Bent PR 2t Sl fo

a user's eceonttkavitHdat athisr uthﬁltérhétﬁwalHowd%ﬁmE Sydidifs 8@t ¢dnedinag cessi ng
certain types of Internet information (e.g., prevents children from

accessi ng V8bscwaddyrideay shypepexd ansisr metq@elr VippReal rbaresgnaralty wr k
rel ated n%Bl?Je d’Wi?l]i gutilent;wﬁérfm?é{'ﬁl ﬁg}f b%’eg ﬁ?ﬁ'ecﬁgepg golg\‘ 'i“ﬂes@ ' nt &r nal

aut hori zatron resou are presune ¥%° be public

r esour ces )nanﬁﬁﬁi aapaesmmﬁ caclmaehmmdmméﬂao@ oﬁ’ﬁﬂb@ﬂf‘cmﬁpwf@t SRteat TNt i cation
information is rechsred by renote servers. [Q008] FIG 1 .is a block
di agr am sR8W™eEd &2 ﬁ\?’étﬁ’cn? aﬁalweram%gé%ﬁme@pd Ra$sHoF for each server to be

accessed by a particular user. When presented with an access request, network
software searches the password cache structure for the server authentication
information before passing it on to the server to be accessed.

[0007] Other conventional systems restrict a user’s access of Internet information
based on a rating category and/or ID associated with a particular terminal through the
implementation of a firewall internal to a user’s computer network. The firewall
prevents the user from accessing certain types of Internet information (e.g., prevents
children from accessing obscene material, prevents workers from accessing non-work
related material, etc.). These systems are concerned with an internal authorization to
access remote resources (which are presumed to be public resources), and are not
concerned with a system in which authentication information is required by remote
servers.

[0008] FIG. 1 is a block diagram showing ;1 conventional arrangement of network
system 10 including a web server 12 in communication with a client 14. The client 14
executes a web browser 16 which provides a user interface (not shown) for accessing

resources through the web server 12. The web server 12 requires user authentication



system 10 including a web server 12 in comrunication with a client 14. The
client 14 executes a web browser 16 which provides a user interface (not
shown) fowoawemssing resources through the web server 12PCTsonEbRIGSEr Ver
12 requires user authentication WO 02/12987 PCT/ US01/ 24206 3 data to all ow
access to its resources. The web browser 16 and web server 12 exchange
communi cation signals in the HITP format via communication |ink 18. [ 0009]
As is known in the art, servers have been used for data caching (retaining
data when it is first fetched in case it is needed again), and as

aut hent i calatadn alew\aecess td s resourossi hge welabfowsent6 and Wel ssamér 12 eicleangei s,

conventional servers accept .or. ject pyser authenti ign). One exanpl e of
a server icgmﬁ?eréW@FtS]!g?%ﬁé]ﬁfheflﬁfgfo F@ﬁcfgﬁu&écsan%’ﬁﬁf{ 1g‘ne browser on the
same conpyoesg] anfs Wifdwitthé STREE A benaiNBd st dat-0d¥cMBB (reR@gifs. Summary
[ 0010] The exenpl ary systens and nethods of this disclosure provi de a

server whiathwhaen if isdepllvtrbed i1f gagerit 61 imedechagsin)cand asrauthestiediioasererset wor k
server, angd whi td | ¥ LoLerce .aut h i.cation requests from
veb ser verd: Hinite AEAE AL AR PR T, SR Nohs R0 FRRLERR s
directly tagthehitcativh)1eDhé exainmdeof £SpIRs iSarbydveisomeal filger atHidtemtideakiten dat a,
such as the user's identity and password, transparently to the user. The
server mayhs prowseran the spme Remprisr. BROWEH cap renajesiy ertisamenis fip@vete at i on
data, but tpg%gsf erably, locates the authentication data on the system

i ncorporating the browser and/or server. [0011] The authentication schene
according to the exenplary systens and nethods of this disclosure allow a
user to access numerous protected resources with a single authentication
procedure, greatly inproving the us&——g‘—a&é‘n se of systemuse. Further,

because t hgosey VernPst lga%’ sSERE A £ 2hb@o ORisRERA urdirol 148 aUSKEy the user

can be authenticated t ceéss protected resources using authentication
met hods t hdticlarssendepetdent foor ethet dpplitations; suebs®sra ndt@okXervehemd vénch ot her

features %ﬂ%m%gi\égl?}} 1‘f%llgeercs:ep?§c al}tﬁ'én%icgt%osncrlec(l)uselél{sefro% We %gr%%}s%vel%clil Bre intended
for the browser. The server responds directly to the authentication requests by
providing authentication data, such as the user’s identity and password, transparently
to the user. The server may interact with the web browser to request the
authentication data, but preferably, locates the authentication data on the system
incorporating the browser and/or server.
[0011] The authentication scheme according to the exemplary systems and
methods of this disclosure allow a user to access numerous protected resources with a
single authentication procedure, greatly improving the user’s ease of system use.
Further, because the server performs authentication on behalf of the user, the user can
be authenticated to access protected resources using authentication methods that are
not supported by the browser.
[0012] These and other features and advantages of this disclosure are described in

or are apparent from the following detailed description of exemplary embodiments.



or are apparent fromthe follow ng detail ed description of exenplary

enbodi nents. WD 02/ 12987 PCT/ US01/ 24206 4 Brief Description of the

Dr awi ngs WOO04BY98Exenpl ary enbodi nents of the discl osure weeT/Ube/descr i bed
in detail, with reference to the following figures wherein: [0014] Fig. 1
is a block diagramof a conventional network including a web browser
communi cating with a renote web server4 [0015] Fig. 2 is a block di agram of
a network including a web server in comrunication with a first exenplary
enbodi mrent of the disclosure; [0016] Fig. 3 is a flow chart outlining an
exenpl ary nethod of accessiByief DesGiptiaicsf thedDdwiegdt € web server from a
client in accordance with the disclosure; and [0017] Fig. 4 is a block

di agram of anot her network including a web server in conmunication with a
second ex ry 1 : j i Proprietary
aut hent i cz??i) Scﬁg%ﬂ%ayﬁbd&g%%}?gﬁhggasgﬁg?&%@ #%nggelérﬂhl% errllf1 i&?{?f ‘gl% ot her
cr edent i alrsfereibet ti the dolewing ifighteo whp@t8] FIG 2 is a bl ock di agram show ng

a network j.ncluding a server_22 in.co ni cation. with an exenplary
rbodi merdOGI4R” Hiee s SuloEg ety 6f 4 SprvRation] BB BFBGIEAN® The ol i ent
24 execut %oﬁse%gmg{mgﬁ%mh%q%gt%bv&hgs. The web browser 26 is in

X )

communi cation wth the web server 22 via the server 28 through

communi cat[P@h5] i nKig30 is § botbiagtwe efa nedwok8inckidmgprwely senvartiat pr ovi des

aut hentication service.to.the host device or_other. (client) prograns, such
as the mﬁomcé‘ltloﬁ&n%grsggfe?@iar%g imye, of i 10% % or requests to

arrive, on0016] SeriteB iZBfIBREhRE ohilivieas R¥mplaty BR&Hodl B ¥EdesBhOIr am or devi ce

(such as the web browser). Preferably, the Server 28 is located on the
sane devi ¢eSOHESCS Nid aRsHOe Wols earverdions a chentip a¢serdabrewith thedisilogpreicodss t he

user's ch @P@tia nes] n | .ent 24 . T erver, 28 i s _preferably
i npl enent ég a ani:isgi' ﬁ ?%?@l@%p& %gfra%?%hrer éﬁ&oﬁ%}n\gﬁlﬁnﬁ a g’?‘%\?\%rg "nd/ or user.
communication with a second exemplary embodiment of the disclosure which allows
a proprietary authentication scheme to be used to transfer both user identity and other

credentials.

Detailed Description

[0018] FIG. 2 is a block diagram showing a network 20 including a web server 22
in communication with an exemplary embodiment of a client 24 according to the
present disclosure. The client 24 executes a web browser 26 and a server 28. The
web browser 26 is in éommunication with the web server 22 via the server 28 through
communication link 30.

[0019]  The server 28 is a program that provides authentication service to the host
device or other (client) programs, such as the web browser 26. The server 28 can run,
waiting for requests to arrive, or the server 28 may be invoked by a higher level
program or device (such as the web browser). Preferably, the server 28 is located on
the same device as the web browser 26, so as to be able to readily access the user’s
credentials resident on the client 24. The server 28 is preferably implemented as an
individual server for an individual browser and/or user.

[0020] In the exemplary embodiment of FIG. 2, the server 28 receives user

authentication data from the browser or operating system resources or stored



[0020] In the exenplary enbodi ment of FIG 2, the server 28 receives user
aut hentication data fromthe browser or operating systemresources or
stored Wvoaz/12987 PCT/ US01/ 24206 5 el sewhere, for exanpbPermrotdaeosc| i ent
24, and automatically and transparently (to the user and/or browser)
provides this data to the web server 22. It is to be understood that the
aut hentication data nmay be stored anywbere which is accessible by the
server 28. The server 28 intercepts all authentication requests
encountered by the client device 24 when comunicating with a web server
22. For eagwhefyfstlexathple onehy&ien? B4, M@a@iomaties lyhel @kpdrentlys(t6 aef | gured to
respond to the authentication request; that is, whether the server 28 has
(e.g., st aweendiarirewserkprevides isolataiodie gieb semeok: df i tebegndersiopdm t he web
browser 2 I Ot her . u ' - SHUFFICI i cation
data to raEAREind ERANLPRaT e LR Hln S ol b B ML R PO T
t he serveng2&hedetver 28 itgcdpiadll ilthérticanf teguéseckricount@s@ dbndhd dienbhe request,
it conducts a hypertext transfer_protocol (MHTTP) aut henti cati on exchange
(e.g., by 8¥ieeAq hee copymyiafngyrith 2 wekytraesr 220 Hohsachapiuceathessends

i ntroduci : jZat ' : : i to the
saved rqulgtst 1%95&&1%% egﬂ\t}éégﬁg rﬁl\?eg(r% Egzypgﬁt% {éﬂg% ?@g%rf@a%%&qtﬁ%%’ntg%@?’ent ly to
t he web brdwtler tikGsertel 28 hes @ax. wstore@ 8/1thén odwn essbiuges) @d cawobtempgorrd to t he

request, the request is sed onto the b bro r 26, which may instruct
he tser R0 o bravacty S otiee ApLEesoR e et apisieabautiongcoen
resour ces BanbHepbRE dRYctyNE the\esb ﬁ&éf%zi rgﬁlil‘h%ch Sithéhtichor SEindMepitr b@ access

a second renote server (not shown), wh may be associated with a second
renot e deieteemires et itasre¢nigurasttowespond kethe sesuesdy it 28ndustseapglottextof

i nterceptin n ut J.¢ati.on.requests originating from.he ond

oot o serGBs et Wbl T DR PR RS ng (Fendy i b dubaabyITPor
respondi n@equedt fop QuthértihtiHat¥ERtrb &Riin O L1881 on hdadet with PR wepEeci ated
that the server 28 is able to determne which web server it is interacting

with, to preiendds thihe covedaequegmath tirpweb serypr Bavigmaticplls@nthent i cati on

nmet hod an i e i scl I ser to be
Tot onmt | caer e A TR WU holer 30t BICRRM 26RO SpeRlou@ibnd b ol 1%,
si ngl e si ghe @quést,ahetbguest is passed onto the web browser 26, which may instruct the

user to input data to authenticate the user for access to the resources controlled by the
web server 22. Should the user wish to access a second remote server (not shown),
which may be associated with a second remote device or system (not shown), the
server 28 is capable of intercepting any authentication requests originating from the
second remote server, and will operate substantially as described above fdr responding
to the first authentication request. It will be appreciated that the server 28 is able to
determine which web server it is interacting with, to provide the correct data. Thus,
an exemplary authentication method and system according to the present disclosure
allows a user to be automatically and transparently authenticated to multiple servers
with a single sign-on procedure.

[0021] While the first exemplary embodiment illustrated in Fig. 2, shows the web
browser 26 and the server 28 collocated at the client 24, it is to be appreciated that the
components of the client 24 may be located at distant portions of a distributed
network, such as a local area network, a wide area network, an intranet and/or the

Internet or the like. Thus, it is to be appreciated that the components of the client 24



[0021] Wiile the first exenplary enbodinment illustrated in Fig. 2, shows
the web browser 26 and the server 28 collocated at the client 24, it is to
be appresvavrtshat the conponents of the client 24 nay bPeTisciz4ew at
di stant portions of a distributed network, such as a |ocal area network, a
w de area network, an intranet and/or the Internet or the like. Thus, it
is to be appreciated that the conmponenfs of the client 24 WO 02/ 12987
PCT/ US01/ 24206 6 may be conbined into one device or collocated on a
particul ar node of a distributed network. As will be appreciated fromthe
f ol | owl ng missles ¢quiibined intnehef device @asoliscatzt] onaqrapiduddrinodabf & tistribuesdcy, t he
conponents of the client 24 pay be arranged at any. location within a
di stri but é@f‘ﬁ@h&sw% wamecmde@qm%f_gﬂem& Fmbions 4l 1oy Eqagens of[ 0022
Addi t 1 onalopuifiohs SflicRAOMR cbibpbhitd SEHE Effent bk niay YNEBNSLPRGRY DAL Ne
client 24 may also include one oOr nore I nput devicCes such as a keyboard, a
mouse, spdecitionavithiex tistrihwieel Hetwordrwithvart hifsating dpsiptioys afdlie sgstensuch as a
conput er LLor, isplay.on a _PDA or.  apy other device capable of
i opl ay1 nqUPR2Dr BBl RL Syt bt shspin s B, 355 uidituiS B Bt anc
| /'O i nt er faGRsy AlirehIE 3HE oL ABRORBAK dovickdHRBlas AkeFhtaM) al odePspeden fohe
client 24 may ‘be inplenented using a programmed general purpose conputer.
However , ttere cohvesier opthedikn, displey devicessptheaseneomputesinneniter,spdisplay opar pose
conput er, rogramred. m croprocessor. or .mcrocontroller and any necessary
por | phor AP M RELEPLYBE G5 e TPALNY o BtV ing i TAGHOR 5o Oft T EEsr at ed
circuit, asRiAN dodeoRéeahd DO iGtePfacsOfidGtorhdelddnipofitieh as a di screte
el ement circuit, a programmeble | ogic device such as a PLD, PLA, FPGA or
PAL, or tlAB28] keAsrshowgrindrigl 2, tamelicné o4 swy bs impleientediusitigt®e stat e machi ne
capabl e of __inple ' fl a Fha. i d to inplenent
the cli entpr%f.dm_ Jg%g]tlé@%f% e &g%%?'egéf@é%h%’%ﬁh%ﬁ%?%é‘g ? }Séér%es, the client
i ncl udes rimpienyentathisdty 4 spepinbprepadel aonipimpdr erpogachnusi mregraédssor@r dynairmi ¢
RAM However, the rrerr(?ry can al so be inplenmented using a flngc{)ﬁp di sk and
di sk dri veniCEpcpireligs PRd aRnRqCEsArYRSINERYIRSENCHFTSHY, clemems.andtlbedr 1 ash
Tenory Or e ilbkGreaRehit ARl ied dibotraOU 0 BirBRPERRIBL SRt the memory
can be either distinct portions of a single

element circuit, a programmable logic device such as a PLD, PLA, FPGA or PAL, or

-

the like. In general, any device on which a finite state machine capable of
implementing the flow chart of Fig. 3 can be used to implement the client 24.
[0024] While not expressly shown in the figures, the client includes memory
which is preferably implemented using static or dynamic RAM. However, the
memory can also be implemented using a floppy disk and disk drive, a writable
optical disk and disk drive, a hard drive, flash memory or the like. Additionally, it
should be appreciated that the memory can be either distinct portions of a single
memory or physically distinct memories.

[0025]  Further, it should be appreciated that the links 18, 30 and 50 can be wired
or wireless network links. These networks can be local area networks, wide area
networks, intranets the Internet or any other distributed processing and storage
networks as long at the network uses HTTP or other Internet or distributed processing
protocol.

[0026] Fig. 3 shows an exemplary control routine for providing access to

resources controlled by a web server using a server in accordance with the present



menory or physically distinct nmenories. [0025] Further, it should be
appreciated that the links 18, 30 and 50 can be wired or wreless network
i nks. Thege2/m»8wor ks can be | ocal area networks, w de arPaI/URet/24006KsS,
intranets the Internet or any other distributed processing and storage
networks as long at the network uses HITP or other Internet or distributed
processing protocol. [0026] Fig. 3 shbéws an exenplary control routine for
provi ding access to resources controlled by a web server using a server in
accordance with the present WO 02/12987 PCT/ US01/ 24206 7 disclosure. The

control r aidclddereraihe@patiaitroutind My opsrak Rethiha@iled: higheeleveDéntel  routi ne.
Thus, while the control routine of FIm% 3 ends, it i s understood that
contr ol r‘fﬁ‘}tmf?e Tha.ovliscthe sonrr] podinetnt §ige P ends f is saderstopd fhst ool af t er t hat

Cont 1ol 1 o e i 3 4E5el ORE Il ok bl BORUIRS AL 2 vweb

br owser has been on t ost eV|ce an rowser user
has been I|foishesl in and initially authenticated to establlsh a user

identit 1 he_server. The control utine, start t step .S 100 and
cont i nugs%@ eph’glaﬂhlt“f esupEnt q@ %fqygseggeﬁl}egp?qagﬁflpﬁ Ghaski ves the

access reqdest and faMhk I@@eb"lﬁ@w%r%‘éﬁ@fas BEE% 16@%&1 il'46e nﬁﬁ’alﬁl Sfnheatit@ddd N St Sp S

104, the control routine sends the access uest to tthe web server
cont i nues establshespuser BBty witlsthe perSerl 0Be contrel ltoutmer ghrty astépritl O0endi ves t he

response fromth b ver , a opti nue step. 5108. [0028] |In step
5706t he B SR e TR Hatdr ool ntiab ks dRSaccriaeiset

aut hent i catdn@the wdb brbWssitaBR conthRBs td 16 SLOH rIﬁ'ste{)(Sﬂ)H NBe @Eﬁt%l%lﬂﬁl% that the
response does not request authentication, then the control routine junps

to step Ssendsthepnsess requsstiolthe W@b gerfer and cphemts:@m step SOt Torstept IS, | nvoked
t he contr ?ﬂile (EO?]HIIOE H)% ﬁé {&F%GS t?he I'CS onpe r\g%b St & Cgljétiqligﬁ 0 S%? contr Ol

routine determnes resp onee re Then the
control r@io8ne continues to step S 110. The request for authentication

received in step S 108 na¥ be in the form of, ., one or nore
VWAV aut he,{ppg%]t e Instep S108, the control routine determines Whe er the response requests

authentication. If, in step S108, the control routine determines that the response does
not request authentication, then the control routine jumps to step S118, where control
returns to the control routine that invoked the control routine of Fig. 3. If, however, in
step S108, the control routine determines that the response requires authentication,
then the control routine continues to step S110. The request for authentication
received in step S108, may be in the form of, e.g., one or more WW W-authenticate
header(s) in the HTTP protocol, which permits the server to specify the type or types
of authentication which can be accepted.

[0029] Instep S110, the control routine searches the client for authenticating
information and continues on to step S112. The authenticating information may be
stored in a database directly associated with the server or anywhere else as long as it is
available to the server. In step S112, the control routine determines whether the
authenticating information has been found. If, in step S112, the control routine
determines that the authenticating information has been found, then the control
routine continues to step S114. If, however, in step S112, the control routine
determines that the authenticating information was not found on the client, then the

control routine continues to step S120. In step S120, the control routine requests



header (s) in the HTTP protocol, which permts the server to specify the
type or types of authentication which can be accepted. [0029] In step S
110, thewon2/19B87 routi ne searches the client for authentiPariong/24206

i nformati on and continues on to step S 112. The authenticating information
may be stored in a database directly associated with the server or
anywhere else as long as it is available to the server. In step S 112, the
control routine determ nes whether the authenticating infornmation has been
found. If, in step S 112, the control routine determ nes that the

aut hent i Caahfhla@tldalﬂﬁlg ﬁzﬁmhh@ttbnrtwmlﬂesemﬁ Brovder dnﬁ&ﬂnﬁﬂilﬁ:s@@ﬁtbp Sh22.mpihki ne
continues to step however, in ste the control routine

det er ni negeqq%&fmf ﬁéhauwﬁté?n Wanpionisier As & %b%lﬁa%h%é@r indihP.dbenthe cl i ent,

t hen the | 120, the
control roE%P}n%rgj?/léig]gg%t@%%%%ﬁ%&%%%&% %‘%2}58 %p?insnt I cating

i nf or mat i anthenticativh éokealappropwaterto dmchud&nhcahmasnd:thod:thpst@ 122, thef t he
request for authentication I’DVI ded as t cation header in
HTTP, theﬁo’fnﬁ mgté‘?‘evr@?elb?so*\}‘l\,@é‘g g i aéomglﬁ%?’ﬁ E‘%ﬁ?ﬂdi zation header
fol | owed an%eswgtggg“@at i on token appropr| ate to the authentication
nmethod. In ste the control routine receives authenticating

i nformati c[ﬂ030]om hmep/\&blébrdm/@atrobmdtinecmvidnu% anthestieqping idfornatjd®d80] | n
step S 11 the contr routine s th enticating information to
The web s dhfS seietcanephiis BBt SF R sP S1 R peieelintie e cont r ol
routine GRicBhiHcH VhetBLhdtess A8 beSPghAed REME réoafes By tR: WélLsdrRB0W S by the
web server. If, in step S 116, the control routine determ nes t hat access

has been gtearftld6, the seriralleutinecietaraines duat amsazlaﬁstheﬂlmg@nted geefes 118. In
LoD S o Rt oSO dPhipb b B 138 Gen §PIY §R qobfRol BRAROPALRY [ out 1

whi ch cal I elamfrlhe con rout| ovvever In's S 116,

t he cont r @bnirélub Itli‘eﬁcdﬂlﬁ’bﬁfdmlﬁeﬁfhidh&iallﬁtﬁle%Snﬁ’(ﬂ&oﬁtﬁte draes 3grla,r1towdweﬂ; hen the
control raqutine continues to step S 124. In step S 124, the control routine

gener at es 1B 81 1 orthorpanirn) souding dé@ﬁmnﬁm@@t @%e@tl@ﬁ ngf bee grandeskthenithe wi | | be
appr eci at %gntrr&qguﬁ& cofihi)s' B ls%ﬁ 8(354.t ﬂ?sté}f §fﬁ1r,] Eheddoﬁﬁbpl%'dﬁﬁe gén%rates an

error message and continues to step S118.

[0031] It will be appreciated that the principles of the present disclosure are
readily adaptable to many types of authentication schemes. For example, rather than a
general authentication scheme (access attempt, denial with request for authentication
information, and new access attempt with authentication information), some types of
authentication may require additional steps. One example of such an authentication
protocol is a challenge-response authentication (such as the previously described ‘
NTLM technique), in which the remote web server denies an initial request for access
and requests authentication, and also denies a further request for access including,
e.g., a network identity, and issues a challenge. The party requesting access responds
to the challenge, without transmitting a true authentication token (such as a password)
over the network, by providing some indication that the requesting party knows a
secret shared with the server. For example, this might involve the server returning the
challenge in an encrypted form, where the method of encryption indicates the
requesting party’s knowledge of the shared secret. In other words, the requesting
party responds by demonstrating that it knows the password without identifying the



readi |y adaptable to many types of authentication schenes. For exanple,
rather than a general authentication schene (access attenpt, denial with
request oo ozwkenti cation information, and new access arPCEWEPL1/242a46h

aut hentication information), some types of authentication may require
addi ti onal steps. One exanple of such an authentication protocol is a
chal | enge-response authentication (such as the previously described NTLM
technique), in which the renote web server denies an initial request for
access and requests authentication, and al so denies a further request for
access i nglasgond, This @xemplape¢mbodimeaarfthit disclsaeicas be smplemleaietl evithe. The
party requesting access responds §§§ t.he chal |l enge, without transmtting a

true aut e NPt SHNEBRRAOD SeRaMe 8Y 42 YIRS BoPEYPT IBYEFP BRATHBOHMOMK, by
provi di N9 RRMPof FLARYIL ThilakpdcP6r hEBHERLIBANBRE r KDRMSe 3 usdRfifuet shar ed
e, I's mght es

with the server. For exanp I nvol ve 't ervér returning the
chal | enge rnon-NFLMriwowpdrad afithemicatwhieseH t¢ b &N THN Berenfrarspareyiby focthe isatj cat es
the requestin arty' s know edge of the shared secret. In other words, the
request i ng™ Hﬁ&?@“?% RS W&¥rating that it knows the password

wi t hout ;C[9032]f Y1 PG 1 RBoWE, AehbaO8y wﬁ%ﬁ&%@rlix% i efhbBARTHObkhe THi S

exenpl ary "‘enbodi ment of this disclosure can be inplenented with this type
of aut hentclieait44an ageshidanse with thapiesentidisslosaewdrich alieycaptoptsidryr espond on

ueor o o HERIRERE e o b<TR BT et BEpaRruBY Bty RiBaliney ™ o

transpar entélyad e L’ sudRS to thedweh Yiridrant THe6cbiseatet AMEncliftiet BEIRF SMEET -
[0032] Fig. 4 shows a network 40 with anot her exenpl ar%/ enbodi ment of the
-

client 44 otherseiseepinedn wbich is e copayaistion with S perenAl.c AngrpBns of

proprietar ] Lpa h ¥ SIS, t r

identity asﬁ%}l %ﬁhgﬁg%gﬁéﬁf{@% sfsﬁgéhﬁ%@e[f he cgcs)%)(rﬁ' s%%?‘téh%tﬁolg? Egd\}\&gﬁgser ver
42. The weh asesky &énidldyi the wedasrvar 41, iieefiltdr 32 arlds ahbeler specifaipkehedl ug-i n whi ch
is in comunication with the server 48. An exanp such a filter is an

APl 11 PGy GghPiGHan SR ES<he SSUPRIARHS SP PPk b gUendds | an
(h2e%s, ook bl itheh ReRERDARpcl v L ol pbiaden 3P0 L1
to the cl ibehalf 4fthe web browser 46, and determines whether a proprietary authentication

scheme is necessary to access the desired resources. If the proprietary authentication

header is present, the server 48 responds to this header rather than the other

authentication headers. To respond to the proprietary authentication header, the server

48 extracts the user’s token/credential (which, according to one exemplary

embodiment of the disclosure, includes at least the role and identity of the user),

reformats the token for transmission in the HTTP protocol, and transmits the

reformatted token to the web server 42 in an authorization header. The filter 52 then

accepts the authorization header as authentication for the proprietary service, and also

assigns the user a local web-server identity from a set of identities known to the

server. The local identity can be unique or a duplicate identity shared by one or more

other users. |

[0033] Thus, it can be seen from the foregoing description that the authentication

method and system of the present disclosure achieves numerous advantages. For

example, the user can access multiple remote web servers without having to provide

authentication information for each remote server access. Further, it should be



by the web server 42. As described above, the server 48 intercepts these
headers on behalf of the web browser 46, and determ nes whether a

propri et avg ozwBeENti cati on schenme is necessary to accessPChEsaesoced
resources. If the proprietary authentication header is present, the server
48 responds to this header rather than the other authentication headers.
To respond to the proprietary authentil®ation header, the server 48
extracts the user's token/credential (which, accordlng to one exenpl ary
enbodi nent of the disclosure, includes at |least the role and identity of

t he user) appeehdrhitbetire tiakervet perfdrind natheattationion behatf bflthPugsrpthecol , and
transmts the reformatted token to the web server 42 in an authorlzatlon
header. THEerHGapbeRuthentgaied to aecespProtacksd TaIRURSS USIREEIPS REaghentigation

aut hent i caf lplyfok ﬁihnt n b y H&{rs@f YTifs! %%%geseﬁﬂﬁsﬁé)sﬁﬁe alfbRed 105 e&l&?bélser a

| ocal web-Server ron1a set entities known to t e server. The
| ocal i deran’thre;xtlm toen wieh gpuneer asing aghuqtbead d¢.g., Memisoftwﬁm,rmpmpmftaryor nor e

ot her users, [Q033] Thus, it. can be fromthe f 0i ng .descri ption
that the ZHNEH tle tprﬁﬁcolmtha roper ik fossmof SunRert s BERIPC (S8 osur e

achi eves RIRG, @t aFfSadvaiag emcﬁlevé&%nﬁéﬁrsnﬁé‘tﬂrﬂccess mul tiple
renote web ser ers vmt out havi ng to provide authentication information

for each meovbfientions taethe bravesss . NFEuetone pthei adwehtagesowiieba@adily dapegnt to
PCT/ US01/ 206f %P %ﬁp#ﬁfi?hed t hat because the server perforns
aut hent i cZ9S6R! SHFRERSKH BSHE User. the user can be authenticated to

access pr qpes4ed V\ﬁﬁlé%@@&v@%héaﬂ)sﬁﬂém%&rfbfes ﬁiétdibéfﬁhbﬁéfﬂfé%erv@?&m%fnm known
to the browser. Thus, the present disclosure allows the user to be

aut henti c am;@rc@mm"Wm@@m@athmgcwsbﬁmdh@motq gervger, it i torbgswlerstPiM or a
propri et agl% at t}?el(J &e%mt%ncﬁtetbg Pen%r‘ %gpt)’ fisb ?%eﬁ @ﬁl{ﬁ & \Q%lvan% 1sai§1te%8eedst8n0t suppor t

this prot scape V|ga age can be achi eved

wi t hout stlﬁdlﬁdwtnér memodd, kadt dsditisrih@ ahd@ohitenviethe chinfihivations egweadvant ages
will be readily apparent to those of ordipary skill in the art. [0034]
Wil e the thaysmoterarersad e ewsst Hbs onlydipiaiontp & pced WeonsBever as one of

"1t er ceptdgiioh P RMERE il O JsEAHRRIs dLARENE AL Eeblefle 11 1S 1O

be understo
server to automatically respond to requests for authentication data from a remote

server without passing such request along to the browser if the authentication data is
available to the server without prompting for such information from the browser if
possible. Additionally, the term is intended to include the function of receiving a
request for authentication data from the remote server and passing and/or generating a
request for authentication data along to the browser after the server has determined
that the authentication data is not otherwise available.

[0035] While this disclosure has been described in conjunction with the specific
embodiments outlined above, it is evident that many alternatives, modifications and
variations are apparent to those skilled in the art. Accordingly, the preferred
embodiments of the disclosure as set forth above are intended to be illustrative and
not limiting. Various changes may be made without departing from the spirit and

scope of the disclosure.



that the definition of the term"intercept” as used in this disclosure is
intended to include other nethods, such as filtering and nonitoring the
conmuni ca¥® ons29Ret ween the renote server and the browser PCT80123R06
limtation to be placed upon the definition of the term"intercept” as
used in this disclosure is such that enables the server to automatically
respond to requests for authenticatiodldata froma renmpte server without
passi ng such request along to the browser if the authentication data is
avai lable to the server wi thout pronpting for such information fromthe
browser i WHRAOBES OILAIMEDIISt onal |y, the termis intended to include the
function of receiving a_request. for authentication data fromthe renote
server and pasding dnBeBiodderapEdingprawse agerss to WOk resmes PRIPHR dat a
along to yer has determned that the
authentic%??gﬁ&ﬁata f§£%§@“%3ﬁ5§€§%"available. [ 0035] While this

di scl osur e has raapestirgeRcessbgc hrowso g tasctricesproictied biye vegheerfarc enbodi nent s
outlined above, it is evident tha&)ﬁrmn - alternatives, nodifications and
variations ar e "AF5EPUNE 2 fegueshfL gudenig nidﬁtaté‘})é‘*gﬁwebﬁw&q ly, the

pref erredy KARPH IR 100atddf tHE SEHOME& AhSBlowke:th above are intended to
be illustrative and not |limting. Various changes nmay be nade w t hout
departing fromdeteemsmg whetherdhe deugeehasfthe tequetisiciugentieation@at AdP 987

PCT/ USO01/ 24206 11.. I .S CLA 1S: 1. A nmethod for provigding browser
Rcess Lo net wBFR B g wUBn Aol Ria o e i i Beed seirE bt hoa

conpri si Ngevit&AMEEE FRfieR6E ARBerRMatforldRySer to resources protected by a web
server; intercepting a request for authentication data fromthe web server
to the browser at a server |ocated on the sane device as the browser;
determ ni ng whegt her th 2 .eqgue tication. data; and
provi di ng the 2Ut her#hleg%et Fon cleialt?lglsl’l”Evgl%re[uﬁglessglﬁv\%g?%?%&?ﬂiee %fngg%tbogr if the

devi ce hagafahg fogiiasE & despoisd@bidréiat it®n hepdreext RansTdrgréeedlod of claim 1,
wherein the server provides the authentication

3. The method of claim 1, wherein the authentication data includes a role

of a user of the browser.

4, The method of claim 3, wherein the authentication data further

includes user identification information.

5. The method of claim 1, wherein the request for authentication data

includes a hypertext transfer protocol authentication header.

6. The method of claim 5, wherein the step of providing the
authentication data includes providing a hypertext transfer protocol authorization

header.

7. The method of claim 1, further comprising:
detecting an access denial issued by the server in response to an access
request;

providing a supplemental authentication header to. the server;



data by formatting a response according to a hypertext transfer protocol.

3. The nmethod of claiml1, wherein the authentication data includes a role
of a usew@b2/14987 br owser. 4. The nmethod of claim 3, whereP@TURE /24206

aut hentication data further includes user identification informtion. 5.
The nethod of claim 1, wherein the request for authentication data

i ncl udes a hypertext transfer protocoll2aut hentication header. 6. The nethod
of claimb5, wherein the step of providing the authentication data includes
provi ding a hypertext transfer protocol authorization header. 7. The

nmet hod of cl ai rlefectifgitheRepplenamsl sitltgticatdhdehdargargin access deni al i ssued by
the server in response to an access.  request; _providi n% a squI enent al
aut hent i cat i on 'FPaBERS iq)thetsmﬂg@wélraut%%tle%royﬁaéermﬁ egeINo 06 12

detecting ffigy ﬁ&ﬁBh%HE”&%Hbﬁ%&&%@%hﬁth&ﬂw&%ﬁﬂﬁﬁauﬁﬂgs&Gaﬁﬂ%ﬂ'”9 to the

suppl enenta entication he y extracting the authentication data,
and f or waradiheqti¢atien duddeent i cati on data to the server in an authentication
header. 8. The nethod of claim 11, further conprising: requesting access by
the browser to resources protected by a second web server; intercepting a

request for autghent igat) QoM daild LRLRE SRpARH  Web server to the browser
at the server; determ ning whether 'the device has the authentication data

for the second re@igstingaaceens bydhelbromser tdiresputdes paiedieshiny csacondweht a from t he
server to the second web server if the device has the requested
aut henti c&t56h dat a.

intercepting a request for authentication data from the second web server to the
browser at the server;

determining whether the device has the authentication data for the second web
server; and

providing the authentication data from the server to the second web server if

the device has the requested authentication data.

9. The method of claim 1, further comprising:

requesting the authentication data from the browser if the device does not
include the authentication data;

receiving the authentication data from a user through a web browser interface;

providing the authentication data from the web browser to the server; and

providing the authentication data from the server to the web server.

10.  The method of claim 1, wherein the request for authentication data
includes a challenge to the request for access and wherein the providing of the
authentication data in response to the challenge includes returning the challenge in an

encrypted form, wherein the encrypted form indicates a shared secret.

11. The method of claim 10, wherein the web browser is a non-NTLM

browser and the web server is a NTLM server.



9. The nethod of claim11, further conprising: requesting the authentication
data fromthe browser if the device does not include the authentication
dat a; recedv/myst he authentication data from a user throupOT/a@sewda2isr owser
interface; providing the authentication data fromthe web browser to the
server; and providing the authentication data fromthe server to the web
server. 10. The nethod of claim 1, whdPein the request for authentication
data includes a challenge to the request for access and wherein the
providing of the authentication data in response to the challenge includes

returning the dial | eoggtdnn farproddingaptessito esdurcesttieoagina twed server, yipt ed form
i ndi cates a shared secret. 11. The method of claim 10, wherein the web
br owser i SYHCHSRIMIBINE: br owser and the web server is a NTLM server. WO

02/ 12987 PCT/ USDLL@ QR er A‘Cétgi]e% to DeceWRlaafEkA Igguégf ﬁ‘f'agééggtcﬁé?fe%&ﬁrcé Pial €Sources

through a web server, the ystem conprisin a web browser adapted to
recei ve athsweb se&qarea:ﬁdfor access to a resource via the web server; and a

server adapted to as t user uest to server tonatlcally
ey cent o r O RaRT St lp e e Do Srvgsie A Tt iiy O he b
browser, tlﬁlterc%ﬁtt d ﬂe@ﬁ(&t ?d?%uﬁféhh@a!%h Qlatal fRfn (HRRGH LRk &Y th@‘%véms%oﬁ/%rr ioeved

authentlcatlon data to the web server. 13. The system of claim 12, further

conpri si ngetmeviothy asthenticagionrad te prdvide the stieved dathentidadion Tata tgylm‘ﬁﬁh of claim
12, wherein the server is further adapted to provide authentication data
in respons&€'fo a suppl emental authentication header from a filter for the
web server. 15. The system of claim 12, wherein the server is further

adapted to request the authentication data fromthe web browser if the
server cannot rltri dhs system of claim 12, further comprising memory storing the

authentication data.

14.  The system of claim 12, wherein the server is further adapted to
provide authentication data in response to a supplemental authentication header from

a filter for the web server.

15.  The system of claim 12, wherein the server is further adapted to
request the authentication data from the web browser if the server cannot retrieve the
authentication data, and wherein the web browser is adapted to request authentication

data from a user, and to provide the user entered authentication data to the server.

16.  The system of claim 12, wherein the server is further adapted to
provide the authentication data by formatting a response according to a hypertext

transfer protocol.

17.  The system of claim 12, wherein the authentication data includes a role

of a user of the browser.

18. The system of claim 12, wherein the authentication data includes user

identification information.



aut henti cati on data, and wherein the web browser is adapted to request
authentication data froma user, and to provide the user entered

aut henti oe0bomgata to the server. 16. The system of cl ai RCI/RSOMBBRI6I N t he
server is further adapted to provide the authentication data by formatting
a response according to a hypertext transfer protocol. 17. The system of
claim 12, wherein the authentication d4ta includes a role of a user of the
browser. 18. The system of claim 12, wherein the authentication data
includes user identification information. WO 02/ 12987 PCT/US01/ 24206 14
19. The system of claim 12, wherein the request for authentication data

i ncl udes a hypertext _transfer, protocol authenticatjon header. 20. The

system of cl ai P19, Wissvern afieind 2y wherem thereqyest forpthegcatipn 4#%yi de t he

aut hent i caf, 4194k 1t et 3R YRESLEEE dtinsE gigecol authori zation header.

21. The s?é#gnfggh?Fa§%1f§, ﬁ%erein H%@-s§?€@? %g'further adapted to detect
a suppl enental authentication header and to respond to the suppl enent al

aut henti cati on head by extracti t he aut henti catiqgn data and forwardi ng
the aut henti_czggi on tsés"f’é'j”ﬂ? 1@33VWBGIFWtﬁS%‘?IH§ﬁ'Eﬁ?5€€ e‘ﬂtQade_r. 22. The
system of £baldMht2autheh8ERion dalien LeGP&Ekt frRsf@YrHBRsI dlorRBifitedder Nl udes a
chal l enge 'to the request for accesS and wherein the server is adapted to
provi de the authentication data in response to the challenge by returning

t he chal | enge ,.n an.encrypt f.or erein the .encrypted form|ndicates a
shared secret. “23. S¥?%ﬁ%ﬁ?&Pné?ZWﬁgfﬁﬂhaﬁ%Y%Vﬁ%Fﬂﬁgaﬁﬁﬁ 18&@%?9is a
non- NTLM Ayuppeentanshthdifichidh BRdvendits radp M (BEEMPlometdal A system for
provi di ng browser access to network resources protected by a web server,

t he syst erfubsaiigation hgaderby estracing thapndnfipyi andoprargingier t o
resources a‘a{h%}lf;f&attigg dgt%. t8 tl’ﬁé%%rve? & ¥Fluthentication header.

22.  The system of claim 12, wherein the request for authentication data
includes a challenge to the request for access and wherein the server is adapted to
provide the authentication data in response to the challenge by returning the challenge

in an encrypted form, wherein the encrypted form indicates a shared secret.

23.  The system of claim 12, wherein the web browser is a non-NTLM

browser and the web server is a NTLM server.

24. A system for providing browser access to network resources protected
by a web server, the system comprising:

means for requesting access by a browser to resources protected by a web
server;

means for intercepting a request for authentication data from the web server to
the browser at a server located on the same device as the browser;

means for determining whether the device has the requested authentication
data; and

means for providing the authentication data from the server to the web server

if the device has the requested authentication data.



means for intercepting a request for authentication data fromthe web
server to the browser at a server |ocated on the sane device as the
browser ; weans298br det erm ni ng whet her the devi ce has thePergaastiewh

aut hentication data; and neans for providing the authentication data from
the server to the web server if the device has the requested

aut hentication data. WD 02/12987 PCT/ U801/ 24206 15 25. The system of claim
24, wherein the server provides the authentication data by formatting a
response according to a hypertext transfer protocol. 26. The system of
claim 24, wherein the authentication data includes a role of a user of the
browser. 27. The system of claim 26, wherein the authentication data
further includés udde sysfemafelainitowherandhesarygmprovides thy authelicaionf ¢l ai m
24, wher ein,. t o I i Hﬂgﬁ J a hypertext
transfer g%%t ?%ﬁﬁ%ﬂ?ﬁéﬁ%ﬁ%%?ﬁ%ﬁ§§%ﬁﬁg?59§ . ﬁ31£§ ggﬁ?%h cl ai m 28,
wherein the neans for providing the authentication data includes neans for
provi ding a hypertext transfer pratocol . authorization header. 30. The
system of cl ai #P24, hgsyHen A slairidi Whcreiedan auingpti t-%-%é%tﬁﬁg?@ﬁs a&less
deni al isged Dy riliensekyer in response to an access request; neans for
provi ding a supplenentaﬁ aut hentication header to the server; neans for
detecting the suppl enmental authentication header; and neans for respondi ng

to the supple tal ,aut henti cation _header extractin he aut henti cation
ot o, and For waid, nd TR S EH G VRS At Rat QR e FETEE an

aut hent i catdiaishsadeéntitRation gorsaabgm of claim 24, further conprising:

means for requesting access by the browser to resources protected by a

second

28. The system of claim 24, wherein the request for authentication data

includes a hypertext transfer protocol authentication header.

29.  The system of claim 28, wherein the means for providing the
authentication data includes means for providing a hypertext transfer protocol

authorization header.

30.  The system of claim 24, further comprising:

means for detecting an access denial issued by the server in response to an
access request;

means for providing a supplemental authentication header to the server;

means for detecting the supplemental authentication header; and

means for responding to the supplemental authentication header by extracting
the authentication data, and forwarding the authentication data to the server in an

authentication header.

31.  The system of claim 24, further comprising:
means for requesting access by the browser to resources protected by a second

web server;



web server; WD 02/12987 PCT/ US01/24206 16 means for intercepting a request
for authentication data fromthe second web server to the browser at the
server; m@ny1098T determ ni ng whether the device has the ROT/SeII4e®E | ONn
data for the second web server; and neans for providing the authentication
data fromthe server to the second web server if the device has the
request ed aut hentication data. 32. Thé6system of claim 24, further
conprising: neans for requesting the authentication data fromthe browser
if the device does not include the authentication data; neans for

recei ving the awdahe fdriistatdeptingtateguést fomaatheaticatiohdatagion theedscdirdomste r

i nterface; rreans for pI’OVI ding the authentication data fromthe web browser
to the s&FYeE;io thfproysgnat shd tho¥eTYitovi di ng the authentication data fromthe
server to the ygehpys ﬁfr‘ﬂ%fermlrﬁ%j K&‘tﬁexst)ié H@\Ffbé)lflascfh@hﬁﬂlgrﬁl’caﬂm?&ﬁé forthe request
for authentication data 1nc ‘g challenge to the request for access and
wher ei n t kecomdaveb seover;pmdvi di ng of the authentication data in response to

the chal l enge incl udes ne for returning, the hal | en i n an encrypted
form wherein F’PF@“%?P&W?)‘E@G‘%%QMH?‘WE} Hjt“e‘gtaagglﬂéﬁ%%er%eéégg’(e Se%%%”\‘ﬂb system
of claim §§wex‘"ﬁi’%eedé%éehﬁs‘ﬂfel}e 2108 althbAtiGtiBRAaNTLM browser and the web
server is a NTLM server. n information storage nedia conpri sing:

i nformation that requests access by a browser to resources protected by a
web server; or on .t ha ne s a _reguest for authentication data
fromthe web gérvg‘ralt C? %tﬁ%"g?i&&}&? @% Sr%oél?RF§?n‘?1'ocat ed on the sane device
as the browser imdAs @t/rd@R8tndR6d kb cada8R Bata from the browser if the device

does not include the authentication data;

means for receiving the authentication data from a user through a web browser
interface;

means for providing the authentication data from the web browser to the
server; and

means for providing the authentication data from the server to the web server.

33. The system of claim 24, wherein the request for authentication data
includes a challenge to the request for access and wherein the means for providing of
the authentication data in response to the challenge includes means for returning the

challenge in an encrypted form, wherein the encrypted form indicates a shared secret.

34.  The system of claim 33, wherein the web browser is a non-NTLM

browser and the web server is a NTLM server.

35.  An information storage media comprising:

information that requests access by a browser to resources protected by a web
server;

information that intercepts a request for authentication data from the web

server to the browser at a server located on the same device as the browser;



17 information that determ nes whether the requested authentication data is
avai l able; and information that provides the authentication data fromthe
server towohy1298b server if the requested aut henti cati onPQBUS1/3206

avai l able. 36. The information storage nedia of claim 35, wherein the
information which provides the authentication data further conprises
information that formats a response ddcording to a hypertext transfer
protocol. 37. The information storage nedia of claim35, wherein the

aut hentication data includes a role of a user of the browser. 38. The

i nformati on st gifegRaticicthat defermiirtls Widther eatqicstet hathantidacion datatis on  dat a
further includes user identification information. 39. The infornation
storage nBYpitablE agd ai m 35, wherein the request for authentication data

i ncl udes a hyp . : . I i beader The
i nformation st gllri%glégt%r%{dl? gﬁ%ﬁlg%@%nggﬁgn%{el?ﬁ?%h?%}eﬂ @Efs or mat itg%&}g}t)hat
provi des tsheniftiertuestddi anthedtitaioh wlatahe pvaitabier i ses i nf or mati on t hat
provi des a hypertext transfer protocol authorization header. 41. The
information storage nedia of claim35, further conprising: information

that detects angaccesg if@hhalon SGHELMRANialohe1a8RRBY ShérBin'tRS RVt an
access request; information that provides a suppl emental authentication

header t o Whieh prevides the authicoticatioh datat fhrtherdompuises infosmgiippthehionmats a

aut henti cati on header: an informatd on that responds to the suppl enental
aut hent i céﬁpBHS‘erﬁgﬁ%@Figbt? agyp?%e@‘??rﬁﬁséwoéﬁ&henti cation data, and forwards
the authentication data to the server in an authentication header. WO

02/ 12987 PCT/ USQ1/ 24206 18 42. The information storage nedia of claim 35,
further conpri $7ng: Thentormetiqnotioregamediagl ek 3icvbersinghe apbeicaliger t o

resources f ah 865&% BYe & a user of the browser.

38.  The information storage media of claim 37, wherein the authentication

" data further includes user identification information.

39.  The information storage media of claim 35, wherein the request for

authentication data includes a hypertext transfer protocol authentication header.

40.  The information storage media of claim 39, wherein the information
that provides the authentication data further comprises information that provides a

hypertext transfer protocol authorization header.

41.  The information storage media of claim 35, further coﬁpﬁsing:
information that detects an access denial issued by the server in response to an
access request; |
information that provides a supplemental authentication header to the server;
information that detects the supplemental authentication header; and
information that responds to the supplemental authentication header by
extracting the authentication data, and forwards the authentication data to the server in

an authentication header.



second web server; information that intercepts a request for authentication
data fromthe second web server to the browser at the server; information
t hat det avoornedsihet her the devi ce has the authenti cati onPdRUS 23206 t he
second web server; and information that provides the authentication data
fromthe server to the second web server if the device has the requested
authentication data. 43. The informatildn storage nedia of claim35, further
conprising: information that request the authentication data fromthe
browser if the device does not include the authentication data,;
information that receives the authentication data froma user through a web
browser interface; Tﬂ@anatlon t hat praqvi des the aut henti cation data from

the web browserd2t o i MOEREen stefage Medigratglaing i t RECHeQIPIERIRE t he
aut henti cation gﬁhﬁal nlftgkttxjég%és%ra)é‘ééss“og tﬁé\ﬁo%&t pésoiifces r‘&lecte-mﬁrd nformation

storage nedia o erel n the request for " aut henticabion data
i ncl udes accdml webrggevetr;0 t he request for access and wherein the information

t hat provides thge authentication data i ponse t chal | enge further
i ncl udes i nfor d’é‘?’l’“&ﬁ 191 “P@F‘iﬁp%? ’ieﬂléesﬁ%élall apign gﬂa&ﬁ’&l Qfﬁssep rm

wher ei n t Rgesh &ﬁ@;y@&@@rgv@geghﬂtﬁgls&@&es a shar ed secret. 45. The information
storage media of claim44, wherein the web browser is a non-NTLM browser

and the web se nn@matg)ndchmd_qtms@meﬁe’vhether the device has the authentication data for

the second web server; and
information that provides the authentication data from the server to the second

web server if the device has the requested authentication data.

43.  The information storage media of claim 35, further comprising:

information that request the authentication data from the browser if the device
does not include the authentication data;

information that receives the authentication data from a user through a web
browser interface;

information that provides the authentication data from the web browser to the
server; and

information that provides the authentication data from the server to the web

SCrver.

44.  The information storage media of claim 35, wherein the request for
authentication data includes a challenge to the request for access and wherein the
information that provides the authentication data in response to the challenge further
includes information that returns the challenge in an encrypted form, wherein the
encrypted form indicates a shared secret.

45.  The information storage media of claim 44, wherein the web browser is

anon-NTLM browser and the web server is a NTLM server.



