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wWO-R@ZDoa8i THE | NVENTI ON [ 0001] The present i nvRCI/US2907/063950
rel ates generally to digital rights managenent schenes
and nore specifically to playback certification
schenmes where various playback activities are enabl ed
in a coordinated fashion by different entities within
FEDERETEYSHROITALGOIH TS MAN%[@EMEW 's'CmEMEﬁIN@nflm(@ §RUSTED
digitize content for dis htlgn via digital
comruni cati on networks. i tant issue faced by a
content distribution systemis enabling only those
FIELDdWE TeiEeNsVERAIORave purchased t he content to play the
con t he
[0001] ot aﬁg«‘a%ﬁe 1&%@%@6@% n?e éﬁa t@?fgfﬁ% osh 1%8 %%emenﬁ]chemes and
more spgspliesdly to p@yb@kmﬁrfmtlomm’fl@mm whete Vtahleufa:plﬁy@o;t( agtiditieoare enabled

in a cobrAfAR ISR NPHY BitrekSY %nﬁt%s@mlhﬁ’ fﬁezste?geﬁﬁs ers that enable
encrypt ed %portlons of the cont to be unencrypted.

[0002] 5y Bioyidsys elayaltiniediagionteateangheiser reney ferdisipbulicryagigital
commt&uéﬁltlﬁ@ Inememlcsr YA hﬁ;ﬁbrka@ylséﬁdi)tﬁeed I8y 4 Essdidt |d€dt1%11t10§1@5/st§1|ﬂ€is enabling
O ac

only tho%e (‘rug o&ff%ﬁgéliav&pg&c&a dftﬁ%{;oxﬁggi% Bgng%%%qqqné aXc? compdrtmentahze

access theal thptsiabiphaddgyali thee tomtsnt dixinibetin gaov i Qe gppresh is to encrypt
portiond of ie c%H{eﬁt %ﬁﬂ%%&he Ef?crﬁ%t?d’n l&gg‘f\géﬁ%}%ﬂéﬁfﬁlsés RARYE1 Bherypted

an_encrypt or mat

portionggfrpieyion nm'w e ERice. gayqsﬁ of 1@% iaBéh ppm:qtr@y ppyfares; gdn| Be used so
a singld ENRIPHRD Ké§ |a[tﬂleai1m§@iff@éﬁf FoR A d4@¥r 10586 theEhndht! Ha number of

e S el e BLersrs L Ty st antes 0 L e
can disefttite/@intenin teyes’s vsathg such hplapei 4 @dr}@ﬂﬁﬁ Y@iﬂa@ @upported by the

player. Sé&ﬁﬁﬁm?gsr\gg!} g% %ﬁ’ed tthCCTtlgfggt ecr}]/:tgg) {;%Zy %%IVF %%uaﬁ, %1} erg:]ryptlon key
specifigdhlgy ww@ctur@ummams THEnBIh\MEMEhm tho0@s)faSysr efithe players

will nof"ﬂ:@eiﬁﬁ@ QSRR k@gsc‘ﬁsreﬁ b thef s‘]-:lEa:[lﬁ&%E'r'lc‘?thgﬁr&:ﬁé}Be L hkeawse the

devi ces_ possessi ng vari ous ecryption
contenigyayidai dage nehwertjashare fhegcgnteihkeys i Hisamanyaciurer of the players.
enbodi nents, the variation in the capabilities of

SLDANHEVYGBSTHEa}Su@pDRIﬁd by providing processes for

0001 98 EFLI8 R SRS RpEGE S Bh G V2L DB o
playbagke gﬁ@b’ptam &mi conhar_mmatrfoheapabdﬂittess proasember dffeenbodiments, the
Variati(ﬁﬂ;rg%?é éﬁlgﬁbiﬁﬁeféf (fgvfcfeg %&Eﬂ)ﬁ%ﬁeﬁ%ﬁ% Hl?ﬁsr(l‘}cges?e%ﬂ%egltstenng a
device jqeceisgy PRt e wgwaéxba%@ntenh en pagyise prd Iedﬁkléﬁtﬁldeylcﬁss reglstratlon

that dife@h t@psRd to tHR craﬁzgjlﬁt‘ié%rof %ﬁ?&eﬂ'cﬁis%s%ﬁieﬁb@sﬁlaﬁg/ embodiments of
odi men egi sfration

ts
the invip Ut SRE ST PIL G e By o s B ey is configured
to regigper@uctdéifferent biasd sfidey e, kysdvefﬁ eﬁh@&h&n@pthbeéglstratlon entity also

dlStI‘]bLRéSq%lL\ ?e%r tsttegls t(ﬁ.ﬁénqgrf@?(g%&% Cer? H’\g cg %/ enH; eetng?lﬁ]CHIéteP%owders to
issue cqitenthyetkplayhegh b@ﬂtuﬁpates Tlreanla gpek céitificatsedgetnane theiplayback

capabil{tfs RIgf spdcdrid %k%rs%b% QAth refd cptt%rihé Ol Gndtad ﬁ@ﬁ&ie Qpl(éast one piece

ece of Information encr usi ng an encrypt
of mfm%a&w;a (FBARPGAIUS e SN R YR o %ﬁ’«}tlﬂwﬁr&éfo t Aﬁo%ﬁ@f{“’ld@f An aspect
of manyrempo@irizach dmlglé mvaindnhstherawnp of aoﬂtantphﬁn@&g td fsdueqflayback
conten ovi.ager.s t u cert I catl.ons
corific R S RLBRRG S 5 BebBEiePbb8 il SRl e Bubnrdee
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regi stration service. -




WO 2007/ 106844 PCT/ US2007/ 063950 [0004] In many
enbodi nents of the invention there is a centra
WO 2@i7a648a8¢ | on device and multiple distributedPCOOS®AT063950
services. As part of the registration process, there
is a one time sharing of data between the
regi stration service and the content services. In
addi tion, content services can issue secure

[0004]t I afS@A&HY &HBodMnhQ W tﬁﬁﬁdéd’t‘lgnttl‘iéré’ %‘H é%‘ﬁtrai REisESNd &vice and
servic nmbodi nent. of .t he

multipfe SRR EhE T T %g%@@?ﬁlﬂ rEHSGRIPITOGESh Ut i o1 time

sharingof daet dwken the Caidteibn S&fvice fand dien@ttedtsdroictd eInraﬁﬂMiQhJ(content
J:st devi.c I nc

SCI‘VICC? gn SQL}C%CE?T&%IE?E%?%I?XI% g%mu%%le% 6%%0 %OélaaCfgle Cﬁlétr# é?%{gt}‘aglon service.
[0005] an dan sabodithedbef tbe inveotiodinapdesa registratibasdrle avenantsd to a

network YB¢oritcht SAVBEAELtE Lot he n&%ﬂ?ﬁrﬁi lantn?sgéél' tgﬂf 21§ device

reglstratlon server 1Is confi ure rovi de the .
includipg p gpnyelatileamemery thais pg@neg@@ Q,fheg@f\y gt ansla second device including

a non-voltie ﬁ‘ﬁhdo@jﬂ tHaBis&ofthéctdd tbARemtworkt NA alidikidh, e YdERratidn server is

conis 0t A 2 B T Bl SRt O sy o,
the firsséeweris icenftgméd gustard theoﬁqst sw bfactivators edemnchtide v aen-wblatile
memor? ﬁ@?é)gqgraﬁgh grfver 1@%511%@%&(9& rQInﬁE 'EiPetéeS&d & ?cesﬁ’?ﬁfg gecond set of

IS Ccon ure
activatiop énfosaatimdn gesecarrd fapmatyand tbn s¢qond |dm;t:¢ wreonfigured to store the

second@@trbf\ﬁ‘éllaétiannm%d’n in[fB0RMati@nRrdopy.t her embodi ment  of
the_in tion i rst. and. second devi ces are

100061 i D6 STbpd Bepallihe SRR, ThediiF hd Seomeiyices are configured
to requssticetent frb1@ teeddUnGott s&@éry te doSte@OSH Vg i &ﬂlﬁtgﬁreldSS Wue technically

protecte(f ! mac Erllcl %dl{lg itg{l%: gﬁigga%?cgg{fwgp cludl (P tglgglrl%t éfegléze is configured to
use thed”UBtfsegQﬁMvatmn nfemiahien fnd gie aféhe plfay!mcklcvraﬁ‘ cafions to access the

technichafl Onahd one of the playback certifications to
echnica §gss tﬁp rltechnlcally protected content. [0007] In

[0007] 5 anolhaptherBmBpFEINt of the Fyentiv the ssaond dryicsds eprfi@iesd ioaise the

secondlsét SFRfiV AidnaHforRatisiPadd@otie 6 PN psbadd cedGtida¥idhé R hccess the
or mat i nd anot her of the playback certifications

t“mnmﬁﬁyﬁﬁ%%g ?¥é§“techn|cally protected content. [0008]
[0008] | n In sdtill furtherr dohisodiaatirpdhe fiesttset dfretitatiogtinfemaddn is protected by a

base en%%&'t%ﬁ{k ggn(Lﬂl H{d@?ﬁ h?erll eh(grggﬁc% e a%(a a r¥1n(§lon{1 Vgl e,ktlée plgxlaack

encryp
certlﬁcatwramdbd@s/lalfmatlom emm&y@ BoRg thﬁém Cncc:mtmdcewnrmduUe playback

cemﬁchmrpﬁlmhesoﬁf&ﬁﬁﬁw&ﬁ& éa ﬁgnét}?elﬂas RN %yon key,

and_ t pl ayback _certification inc ormati on
[0009] enchﬁﬁﬁeaawﬂi@r Frgoedigents e g femgtien eeriisd uqnem@@]baﬁenencwﬂon key
and theSiskt éncﬁﬁﬁfbh%y endrieh preytack bhtie ltw’hﬁfcﬁﬂif p@‘ﬂec@éﬁﬁfoﬁ%@d

00105 SRR RSy S AL e

same bmrﬁnelryphm[l RELOId 4 differopetisdr endrigptiorekdyodi nent, t he
[0011]S ecﬂﬂg:‘é §§Jth&fenﬁ)%h &l e séc%é@ Eé‘[?ffa?t“ralugﬁ Iuﬁgﬁﬁat otﬁelncludes a

se encryption key
dlfferelé REpS/RCTYtioR &gy apde different ugertengnotipe kexnbo d i rre nt, the

[0012] S eCEerjfu&ﬁEr &ﬁbcﬂ@tﬁbﬂ’t%tghﬂnthb RbReBlHRR id dmliYaRa t@prowde a set of

feren as tion ke d a. different user
contenteeﬁlgp?ﬂ?p ﬁyskaé@ m@ t%n qogegm n@r %Q?VIWSWSHE&PO%{% Y the trusted
system} dnd thomrtigad syseny dreconfigmedto gineede the nmllﬁplle(ﬂﬂhyaad&ter@ﬁcatlons
content encryption keys and informati on concerning the
devi ce requesting content to the trusted system and
the trusted systemis configured to generate the
nmul ti pl e pl ayback certifications.
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-2 WD 2007/106844 PCT/ US2007/ 063950 [0013] In another
enbodi nent again, the registration server is
w@oniriigaseed to revoke the base encryption keyPCT/082047/063950
In a further additional enbodinment, the registration
server is configured to revoke the user encryption
key. [0015] Anot her additional enbodi nent includes, a
processor, a storage device connected to the
[0013] PT OGEMdeHer eABEditheREEMR, hd ﬁgﬁfrﬁﬁﬁﬁseg@éf'@@on%ﬁﬁ%qg @&l ok® the base
t.he processor and configured to connect to a network.
encrypiiof ki t i on, the processor is configured to receive
[0014] r eginsd fuatheoaldithaabsehBodim@nt, tHeaegist mtohkseiviet Brdoadigured to revoke the
lmermggvhgg ethe processor is configured to generate
ae?lvakl%n information for transm ssion via the
[0015] net Awetkei atdgidnatemblediinest, in¢lndespa pumsssor, ai ssoregmddvieeradnected to
the proitc%tséérr,e %g%:ée/ ﬁtgg&h{ Mﬁérfagg d?ﬁg@&rfng@t%ﬁ Wthe Xﬁ@cegéf'(‘)? ah® Ec(Yﬁ ored to

I ce, an processor i s configured )
connect Wb WeHe [n@dfisioa: e PERSETSORISicORTigred Heregeive Eagististiph gequests via

the net®b iaGefa8@YEGEs, tHQid&dssdrhis é’qlﬁifgiukéd t¥ @endrhitetab@Vation information for
enbodi ntﬁnt .. the. act.i v§t i.on hn ormati.on incl %ges a .base. .

transm R FOREG LTS QEUre dNCPPET B REYEBIOAFq HE actvation

confirmatiohk eia tb¢ hétivoyleintdrfact device mhd dieprotessdrhiecqifipuesisoredosd the

i.out ed .aml some of the
Compleg%{gcit/lgwoglnoﬁtﬁ g&rlm | csﬁ(? QF{%%@?\%{:% a still further
[0016] e mblick stBhyet dgrghion embpdingand dessardivatien ipératjon éwludgs a base

encrypB&NROPIR At ér@rﬁptlolﬁek%? encryption keys and multiple
user encrypt|0n he activati on |nf0rnat|0n

eys, .

[0017]; cinanethet sl Y?FJW!\{@ cgnbpdupent, 1B PICESAT 1Begaigyad fp scramble at
least sosnd\@fl the baBfatien aifypidton. key and i nLor mati on concer ni ng

an actl,v ase .engr t1on e t he rocessor I's .
100181 20 AP EGrRE" SoERENERLRE, (R hrorentor ¥ SRERIHH b Renssye muttiple
base erentioh depudrtd mplléipleseser ewcypyiohikeys, kieystivatidrhiefatatiagscludes the
i L6 Ao AL, BREERR0L B A S e B copceming o
active hasg eagupticnekays e pepressppts efigated to ploraide anyltiple )ll;ese encryption keys

and thegibiki ﬁ:ltliis@f‘eﬂc?ﬁﬁfoﬁ%l O th8stbhBe ALPLAFRd UV 6 EessdA9 S figured to
1 . no

sore RSG50 AR e QGO BEE coHAPLEGN /A B user encrypion key
includeddnfthe st atoon insormgtidh e the slovakeidemice.nf or mat i on. [ 0020]

A still, funt itio e ' i ncl udes, :
00191, bty 050 Spp3Scl S0P, 1 RGELER L IS et e
activation gorgmuatioandingribé adivagorsinderadtionnt ent, a trusted and

opa . [ .
[0020] b %ﬁ&%ﬁﬁ&:&?g@gﬂﬁ%ﬁ%duﬁ&tﬁm&é Oaclgx%téﬁgorbé%r e device

Inte evi ce connected t rocessor

connectgqdo ehsrrpepseand dngleding siarrdaontent: @ taisted g PRaquersystem connected
to the pr6éHsédr Oahd dﬁk@w@ﬂ@g%$ﬁﬁ] dév@cte%ﬂgécﬁéﬁ t?dh% Qro_b@é'étsﬂhédﬁl configured to be
uest t royj.de e store C e VI a. e .
connected Qe qive it UG iecocssR o QIR oS isriFpyisda provide
the stotted cgetartas theartwyritintorfadeaiesicantic pruveysot istdoafighied el generate
D r . .
encr LSS LG B RE SERGchBn O UBES L RIS o
informaingyipgicatoie ddyesrenpest ped thewsemntiaykeysip theeustaduysten, the trusted
system3¥ §c¥ Fig) fe%ltt_g %kfdi(%"z% Elﬁyl_SanQEl?Milcgﬁor?cdﬁk&gﬂigggrlegit eOéle eg%rypted copy of
certiticatign contalnin eas n Yy
the encgPUIO &Y e ERBHP AR LT CanER: LTS proeRer i sndgured to
transmit ot edotypteaindntdneant the pisbick critfivativg uiaatle hétwork interface device.



transmt the encrypted content and the playback
certification via the network interface device. -3 WO
WQ®7n4636844 PCT/ US2007/ 063950 [0021] In a yePCH/USI0NE063950

enbodi ment agai n, the playback certification includes
mul tiple copies of at |east one of the encryption
keys and each copy is encrypted using a different
encryption key. [0022] In yet another enbodi ment

[0021]agahf"a ?rétrﬁ%tﬁerrléﬁtb% n?e)ﬁ%‘é 'tﬁe ?Bglgdcgl&eﬁ ic ﬁ?orp n@fﬁﬁigﬁmultlple copies

[ 'aybac cert eac
of at 16@% rofl? Pf @atepeaptlmk%@gd 3@011 @@yﬂs @méyréﬁtwm @élf’éeéw eg¢ryption
key. the encryption keys, and each playback certification

100221 5 Iy TGRS BT wiiey R 0EoRd yiTh L Hiagisdda provide multiple
playbagii ¢ehnii ficatiobs wper plaprask cettidiestiorginclades @ lesnonenincatpit@incopy of the
enorypelrtt Eééf 2GR eeﬂgﬁgt&% defi dﬁéar%r [OGERRR difrde ' t ion, the

ssor 1S ag 1o recelve reques
[0023] genéryet airfhengdshiconat embodiment inolydes mceé@thmeqhwhm a tamper

proof h'oﬂﬁhg‘ deag a%rﬂrﬁﬁﬁéatlgﬁ @nt@l%ﬂe%hn@d@&f %REd 1 cELYr. ARAddition, the
t|o identif %/fltu a user, etrusted sstemls

ProceS%rﬁqog %reé‘fﬁwr Hndo BNEanp a¥pAck\FEE Ww»yatrgwa request

includeant Eﬁﬂbﬁﬁhbﬁtﬁnﬂ‘fﬁh}trﬁ&ﬁﬁ) ebphabinforration h&nﬁ@&ﬂig a asw, thB@usted
processor, is con d to tr t the

f
system REREEA b e TP PR R AebrhPRE R B Er R oy ampciats
with the msereandaheproeessaddiconbgakd entradimietht playhackpreddemson viaghe

commt&%tibgﬂ{t&?acteo generate nultiple pI ayback
ertifications, each pI éback certification includes

[0024] nf br Yeh entherexdditippaleam PR e i oeEsos Ht copfigared to generate
multtpl@ EAYPREM Qi fiQiiond %dc}ﬁfflﬁ?bdék gk sitint uflbCatdrRRtibs encrypted

using SAREET e O i P o e aternty

[0025]i nt Arfliabe addeionslentadieaitadaihondlides rarmc&smr a adtdork interface
device 88 fe'{;%ﬁ & Hle I,Pgopegso%%ﬂg g?ﬁtggq:tré&) ttoebe C V\chté(d to P@orﬂoand a non-

processor.
Volatllmgmrmnnpmd mtb@ QEITEFSOF. shmgirdfttoguﬁle@rmsw acomifigured to transmit

a reglstrr:?tgin%él?etst Aot tﬁcer%ﬂﬁéxtk iHlePral DG VAQL WRIfod iR id @i oHRMIt6 Seceive an

cessor |S configured to receive an 'hfaCt ivation
actwatt@éé@froag Yiedht RERER WHFIECE APEPt decePraesrserds coiguprbioss Bt
activatiof i€foRhatgr @éin e fxXiva@et rec@@t ihéirddeBsolr i nifigliedo bédfate an
v SR Sl 1y B RS e P Al & wansm
the actizetiéonvainifiomatior v it naworkt inerfacodeseprnd thepooresgpuiscbniigured to
store at,t IE%@ §§H15 of %}e\e;tct"g&attto}{ Qﬁdt’ ?ﬂatfo(mfl tltienr?&d %1atY1% ?n%r&b%m net wor k

ace rocessor 1S con rTed to
[0026] st ohveanather addjtiongh ﬁ@b@dlmeﬁéaem|t%@thr\tl¢rnm§¢nmt1p@ incilyges a base

encrypﬁ&?k Viohsat éﬂ&qu(rey [0026] In another additional
aga e activat.ion information include
[0027] bﬁt’saél ﬁ@'tfa‘ﬁf F’&HO‘E‘BV%HH: agtiyalign igfemalien eﬁlqéstmuﬂlpsfe base

encrypli@ORekfks. | n anot her further enbodi nent the actlvatl on

[0()28]i nf %n?lta'ngﬁqter E.]rtheld &5 (r)T(H % a%ﬁ%%bon jnfor n?&oq Is gcra Sb‘led and the

[ 00 ano fer e
processat i spafigened it penforat pronesrsss ts cesoriphleld theaandivathen information.

[0029] p r O&f %ﬁfEBdin%zn@ 8Phk SRS S AnPERVEMJA 1BElﬂ8f‘55s%ﬁ§1]n§ 9 registration request

descranbl e the activation i nfornmation
mcludl@%ﬂﬁ&atlﬁet& n&ﬂmﬂen FESHGAS 8F 2¢tH@LIPRA{REATd, SRITICHAR getgtion

inform&&mdiréig tiee dcightsdn @EdraNgdnefiias tin activation confirmation from the extracted
activation information, and sending the activation confirmation.
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including identifying information, receiving an
activation record, extracting activation information

wo c@niledsed acti vati on record, generating an actPUHUB2907/063950
confirmation fromthe extracted activation
informati on, and sending the activation confirmation.
-4 WD 2007/ 106844 PCT/ US2007/ 063950 [0030] In a
further enbodi ment of the nethod of the invention,

[0030]Sengi lerﬁlef 89bsdifRhi ONhE RRURRI S t}ﬁé"lﬁlv&gioﬂgsending a registration request
identificati.on inforpation further inc es

including JRtifieiongn{opmatien Bpten@chdrbEmseTtas tiklpkonsimeber of a
mobild ghoae [cegte%ist@tlbﬁ)ﬁbrsﬁ{ ver. [0031] In another enbodi nment

00310 4 R S O S PR 1o e
informaear ﬁpml amgictmzftmnrrad;qrd) furdher chudek decrgpﬂngmafdrmathe ethih the
actlvatﬁﬁq'e%§ Qﬁ@ ﬂlgolglggfe}ﬁggfeq 1hf3§18 ﬁ@it 15%@06rﬂa&%§§gé€?x%ﬁetennmed

etermn uence o processes
sequenﬁegquopesp@ﬁther enbodi nent of the met hod of the

[0032]i NV &N k@D furallaperas&dlﬂﬁhﬂ Sihe hfHRl rasmﬂeqﬂvéﬂ%h Ut‘ﬂ@ %ct@val%ﬁe

o e S e e S e

[0033]met h‘osillbzfnotﬂ'ee embyinicnoaf the hestlael df\tied in@entici, HemRtivAldn information
lnCIUd%Sr}ﬁl%ngESDa n&r:ﬁgl%{lq(%se encryption keys. [ 0034] A yet

>t he method of the invention
[0034]i ncAuxke surthse einbodigieat efothe ersthodkodyhd ingentorinendes receiving a content

key frodf IR &)roﬁ@éielle%@ﬂlg@l%%gggémm W&E% cfoﬁ%m o0 11aL, $8¥ating a

provi de | ocatin
user k%@é & b&ﬁ%léemse;w%e@ M@éiewﬁcfrrwmnﬁg theylayhragh parsieters using the

base kd@,@ Eﬁdl‘?@tﬁfg&%lbl §blﬁ@nttld&2 usig st ﬂfs%yke)e gﬁdl Wbtvid?];jlg h E%yﬁéﬁlkt&mﬁcatlon
usin e n ovi di a

inchudigYoe Fiersc oy Rk pidtines™s bR Engsnes Sped

[0035]par Artiretier amdbotineene nfthy picticb dcafithemivelteyn alid)ﬁ%l]jes\(bbating

multlpl%rhg J\gaé ‘S.F:gﬁ]% tﬁﬁ@f)as%f e%?%sgﬁ!itg&’ qfltglf c{ebi?ce' f?)‘fr%?r{&' aﬁla%a%l?

Param%% éahk@y‘éleépswb |eatrmn Wﬁﬁ&blalr@b\dﬁ%@e pﬂ%mh@aralnpﬂeawmar}mted using

a diffefeaf @dﬁ@k@f Sfoﬁﬁ'@% & coMARl 1€yaRNB, WHrE ¥adhen! h?% tiRhSe 1ncludes a copy of
i ncl udes %pk par anmet er s encr usi ng

the coRTRIEY EHrvRIEL S bsiRgg difesprtvag ke cer penHidiRey plabpek copasagion
includiagetie ;ﬂﬁbﬂfayk pﬁtainl&&:rst @ableemt figd ¢esht Reg@ple. of  the

06O BB B B i
deregisplatigip ai'cqlueqt asiagetievasion afoemaich knegndontserver hﬂya dalidee transmitting

the derL% lonfedust t{aﬁi(ij e%@ﬁ%@&elﬁgg E]gf%r é%cllkg[)ﬁ{ J;‘ﬂﬂe 8lrebiation

vention'inc Ing
requesk equest using activation information known to a server

[0037] an dAﬁotﬂi@rVéxﬁ&)dﬁléﬂrh%ﬁint dfitROmethbe of 8leq Bl chitibA PR es %&E@ﬁn

i S s A SHet 20 1 e o
keys toagel de\oa_ie inftee otetshafdleoicet s@irigthe ntuliple dowbindeys on a registration
server, glgllﬁgre }1 ¥he F}ﬂllltgdlg figlgg?l%gpto e%\éélp?isn%gﬁﬁa%oﬁ% g@:l%eﬁh%tg a playback

ar C eacC
Ceﬂlﬁcmwcmbles sachadeyicgay ﬂ@eﬂ&sns of ﬁ@/l@d t@sscesh tatbuiceldy protected

contentS HOEHNGot T tHlkthida! rﬁulqgmﬁoﬁxa@y@s Ofhdaus(Rhs Hn?zhhﬁ@ multiple
server, using.each he multi donaln keys t

domainglys jo,encrypt anR o gepRAE Ay lbp%w gatjen.

[0038] A further additional embodiment of the invention includes generating multiple user

keys associated with a particular device, storing the multiple user keys on a registration server,



certification, which enables each device in the class
of device to access technically protected content,
wa@ledoetdasgt one of the stored nultiple domai n kepGT/UsAA7/063950
using the remaining nultiple domain keys to encrypt
information to generate a playback certification.
[0038] A further additional enbodi nent of the
“invention includes generating nmultiple user keys

prov1d1%§%9€ bafRdisw Eé}s  PRalklied |L§fngct%¥l'1 6€the HuHip1P gsérhi%y% encrypt

I pl e user keys on a registration server

mfonnmvtpﬁemw Frigyhach e@?ﬁ%mwhlc&re&\ablﬁ thg ds¥iee b aqepss technically
protecttl$ esntiseydeléting diR odew fi€red USIrkgyS @@(hfl@ﬁlg bhehead fithh®r keys to the

device, FEsABEELPF R FetEhing T G B s

playbadlcomgBcdtioohni cal |y protected content, del eting one of
the stored user keys, providing another of the user

BRIEF@E%RPD’[H@%} O@‘epﬁ]gg,wﬂNggl ng each of the remaining

(g e user e sto encrypt information to generate
[0039]5 B ))blé@lécheé?‘ttlchli‘%@méhowgﬁla# PRSERY o dhacoerdppEe with an

embod HRAVYLNGS ih@@88h. FIG 1 is a schematic dlagran1shomﬁng

af rated, systemin.accordance with an
ooao1 3¢ FRET G Tt pioes30r GowmgiigRed p{ee o content in
accorda’rmmm;gmﬁemhscﬁhmsst dfolic mvewiong a speC| fic piece of

o0s TR . 46 PAENER L DAL Sl o

commyyeagiag svithoy registperesaryRy. a devi ce capabl e of

[0042] CONPHRI R, seﬂelﬂ\aﬂcml@grﬁlﬁgifﬁ%ﬁédn% ei%%frxﬁ&s d&RQAL IS ROM and
js a schematic di agram of consu r el ectroni cs

non- vo&\}? BEMORY: [N AFC ARg2RgoNy Eh 20 CIHBWIWP%\? RITFERRRTY i n

[0043]acCBIGlaNig @ sehdriatRNiSiFRa G ARedistedtiohRervieninertodance ViR 3]
chematic diagramof a registration server

enﬁMdrﬂmggﬁnggﬁ?éoﬁhth an enbodi nent of the invention.
[0044][ OOBHKF. ik @.schermaicalisg rarmdniconidntdstabiadn systoncemected to a trusted

systemqh%(f ek Qen 5&1%1 2 eﬁg&g%ﬂlﬁqn{@ﬁl@ﬁt rusted systemin

accor ance W t i ment e invention. [0045]
(00451 7| GF16 G is alopy dingamagioannsmpicess far picamting cppfent in accordance with

an emPRARhORbF 2 iBRHi8AL | n accordance with an enbodi nent

of nvention., [0046] FIG 7 is a schematic diagram
i0046lshow}ﬁj 134 Seleat d%a%f‘mr%%%]é&@ BERRSE ﬁ?gl%ﬁ?sebﬁtwgen a content
server sl a/&ﬁstech@}ysaznt rnm:t:exdlamtrmm embedinredasiahe m_véﬁ]tlc&n
[0047] ha? = 1safPow Eha% show N r%ces{s(%g ]é%Ea of?eeclcl:-nﬁlcgll ? tected

SWi g & process
contenpingicexrtente vadnmembwdmmamddrtmm@entwm h an enbodi nent of

[0048]t NeFicy &N 1 60 -ard &:ﬂéiﬁ]ltl(f: a)%gclagtlom%@ a‘éftblﬁg{]\?&ﬁﬁéaﬁon showing

rep resent ati ons _of certl
portiong SX thecrlytgek ﬁﬂ‘éﬁats% T GIRY P f AU Hages AHBNE Gecryption of the
playba€€driifit Ridnah adREdAUS withag @mbddithdid oflgepygehORv&ftiohhe

pl a ert|f cati-on in_accor.dance w
1004918 SRR 90t TS R8st FHSHER Bl bobis foeeisigring deges in
accordard wltlfﬁrﬂaxr(mnémtewf theantemtiomowi ng processes for

deregi stering devices in

DETAILED DESCRIPTION OF THE INVENTION

[0050] Turning now to the drawings, a federated system for establishing playback parameters
for digital content that includes trusted systems is illustrated. Playback parameters define the
actions that a playback device is able to perform with respect to a particular piece of digital

content. Playback parameters can govern the playing, copying and/or distribution of the content.

-6-



accordance wi th enbodi nents of the invention. DETAI LED
DESCRI PTI ON OF THE | NVENTI ON [ 0050] Turning now to the

waele@niiogs4s a federated system for establi shi ngP@l/ayaTH63950
paraneters for digital content that includes trusted
systens is illustrated. Playback paraneters define the
actions that a playback device is able to performwth
respect to a particular piece of digital content.

The syﬂlsﬁﬁp?&grr&ﬁtrom&fe&a?te& PHacHRY &S Q1n%f@:‘%y§’tleﬁ3’ﬂd§96ssé§0aiﬂydf'we 1nformat10n
d/or distribution of the conten WD 2007/ 106844

requircp ey FRISHODIY QRSB PEIMEITE f @ytienn 9fsopignte rIFlé‘dmf’B’eégf embodiments,

contenf @derdaﬁseﬁn ubeaasisdsyRens \nlgble cotsiheBPRIBESSH BNt Phdviddrs cannot
nr,or

access é a}sgwlgbgc]% 8?rt1§c%t 218 etl“ge p]%lgmc r&ertlr}e(:ﬁp %nsxtgﬁnocgp b8fused to provide
technicahpotichrentsdigitalaonent sysh ey addpsideapressatationss tiatd, games, documents

and prc?:@féﬂ'xg MRy M@ﬁf&bﬁ@dﬁh@h@ hE gg%é(t:%ﬁlﬁi}%ﬂBI?SrHlCtQ{eqlVOin&{?%Oment can be

ess to Issue certi at| ons
viewedy edijaskd/ar @tharyisg ag¢asses hyr?alth%@ﬁd Beerysseg pwhenizedieguipment. In

many ih§&hdes Gaé pﬁ&@i&%ﬁﬁ&aﬁ@nﬁiaﬁ {;?enﬁ%ﬁs%&m seabviAg commer01als from

an auleS) audi $0/a1;)/|r:§sde%?q{fc)) i];nécﬁ,g nlli..eetﬁ{: cql Hgotﬁqtigg}ﬁxg%%gjoqgtggsm the p(ilayback
certificagond dnablet thenseatioatodtentbigtwlidtiiButtodrdysteins diadcdoedanvé evdhe present
1nvent1%§:1l tﬁa? grearg%/stgﬁt t8§B§£t¥i4 Sa%d%?l‘i:e? rsal?tglg tkéx ﬁ%iﬁhn?ﬁtl il glt)l/‘l tsﬁ\rh%re multiple

authori ze I nstances,
classespjfaiybiag:karg gnppofried éWI @er@taq?h syﬁt@n@smglg prese pf gmtent can be issued

with mﬁlﬁgﬁ’ hlﬁ%&ﬁ@ﬁffﬁ:h@&% Bl f fﬁ@ gﬁ%h&/ c’e‘rﬁiﬁ&tlons can be customized to a

’uf tation t1on, t'echni cal rotec 1 on
particulas ks of dgvacesiapd gaerp Iﬂifyb%i@f inpwhich thag aia%%fsdeéwsmae glayback the
content.he creation of content distribution systens in

1005117 < PLEGRET pBbation e drir e e i s va Siion svrem ma
registegsgilaytiatly deWesr heubdistpition proassisolvts eleatiliching @ane or more “user
encrypﬁHR ? ord Ft‘ﬁiat gy%lamf\x‘fandcﬁﬁg{oe eﬁ;a%g{g AR c%'aﬂ? ﬂ?ﬁbl’%gﬁﬁ'gtlcg’f entity. The

“user e@elrypilﬂil i:sexs @A be FaIgHe tsfa ‘tlwecemrawmrithemq ricextion keys can be

placed GAA liRGte@ WSt (ﬁmezrf%gs t Oné rePfetddC H#}ﬁi&b&dkﬂﬁ}“vw@fcaﬁl ?éﬁu@ﬁ%ontent from a
d hat cl ass of dev

contenﬁgrﬁv&%gﬁey%tggkt ? ﬁeéngpakq%yémn%@d@f enf proyiicE Fan encrypt the content using
one or &HPO endreptics, kelyh ehat edenat leﬂbvﬁyiettemcim@it tpﬁe&da The content provider
'sg{ation .S tenitg()amre ster ack. devi ces.

regl
then prﬂaﬁlgief, {Copr yg 10 e}g US ecs(’)n o aob%/ tr% d sdrstgrnnepr(gylded by the
registratmmeentitys eFhe temtﬁrdyqystiemrthkreyxsftypth adpiex of thexowmtend providey’s encryption

keys u%iﬁg ofld Y RBRK rdgNE ?“%Efjeﬁc foﬁgcle b1 @ xanHy @rgf)c&l}frent-ght%e trusted

er encryption é can ue to @a device
system pRerypésy addHonabinforaatipsy Bsing ﬁn«eryeoedi@scbiéeys phai car be knewn by all

piaybabk abied, §§1ted@tferrﬂ@%‘d1 6RSs ofgi@;,eaaegévséee o gpect?ﬁd@l' gymcdf playback
can r ues C rom a en I ov

deviceianeninEnBop SRaratt Qy/Et Bt aisiy aReses Bapecdse ey is

issued enthrrggpect the paetivuéantclass bdevicen er e dommaine therbasy/lpdyi @n beayferred to as

admn&ﬁﬁ% are only known to the content provider. The
%nt provider then provides the encryption keys

[0052]us edIthouginwayipef thh embedinents descrebet haesireteferyte cemrbinations of
encrypﬁ[)ﬁ’l(é}@%gclpﬁs bdie kc{lse gbbidel "L‘ls@rrkte&& ¥nd fHRe kEWS Eu%dof a varlety of

system.then e copi es. of content prOV| der’
combu&ilepygi ke prqzvé@%dy (i Ffsreah@ltlélﬁs ﬁ%i@ $ed in pdzderaged ysigpn in
accord@merwift ¢rabodimysts of the 1ﬁ®ermyioﬁ rrnoﬁldﬁt&ni; 80 sin@l% te¢HisdiRtheed be used to
registeﬁ%l?at g%{g {]) grqvwget plg%bﬁacg geY(lﬁcg rigk}laglp K2 th'v% Ace:r}goarnd suspend
devices a predeterm ned class of playback devices or
specified groups of playback

-7-



devi ces dependi ng upon the structure of the federated
system In instances where a base key is issued with

WO e@paeds44 0 a particul ar class of devices or aPCDE81007/063950
t he base key can be referred to as a domain key.
[ 0052] Although many of the enbodi nents descri bed
herein refer to conbinations of encryption keys such
as base keys, content keys, user keys and frane keys,

playba@l@c‘fev@ées a FE@Jrht@H ¥ys@¥ms ﬁ%&’@él’ﬁ@ﬁde%ﬁl Phuk By REMBURRG YT the
ffer titi.es can be us EP a_federated system

an@nth]ﬁ Progd oar ﬂ € LoBIRAHOB SR AR %0 er{RR g (8GTE e FRocepsss for
registedniglarid aBpermingsa vayicty dBdhssegofadcves] wieréisRH précess utilizes the

t y evi ces, provide playback devices
Cqﬁmﬂ“%%C§ $&1§%%ﬁ§?§Wf?flcatlons and suspend -7 WO

[0053] 200An16061@4m1@¢:¢f W82RCI¢AGE@E010 pishgwackFie i cde. system includes a
contentF s%g\%rr 3b gght “T‘é’(%nﬁ@?ﬁed 1) M&%@BP&P’O Jkgie@lc@ygggﬁeﬁkrk 14. In the

di nents i nventi on

lllustrakéﬁwgﬂ%ﬁh@ﬁmlwa%%meé apst Shfﬁ’é’rnf orhiftig igii sensamer electronics

device @6 M%&ﬁmé@éd to' £@h8éreTgl (RgicaNY sHus ReN@IVbich. VEHd s%&c)/ndq;layback
asses

devic R S S S BB 552 ) 58 b  mobit
phone leamidedti2@ehdt iDformeéted 6r the adtvayk tl d malDwirslesshionin2 3. nOFﬁleﬁdeVlces that
e T BYPYSTANERIGD BTN STNEL ik U g o
the pregept invgnti¢te i | | ustrat ed enbodi nent, three playback

[00541d eVA@@ﬁloﬁéleele?ﬁ%Wof the ?ed%fa'ie?it sys@nfl a8 %qgﬁﬁtreﬁioﬁ%tef\@f‘ﬁé: &nd a
that. i s. connected to a rend ering devi ¢

trusted §M~°&ﬂn§’§ g”‘? EPRTTAIoB TerVPhed BEOBAE K tag%wwo%%l%ﬂeuwhs frusted

systemQarpkticdyn é’steﬁﬁgBdlrdcﬂy apmfd@tbﬁltaﬂfé c}bnﬁ‘dﬂﬂ §drgatriedrugedigystems can also
handset 22 that

n
be Connes(:{eg\ga c?el‘g 5 antdﬁg ﬁéPMWH.dL)Er fgong "&f%? "8ss |ink 23.
[0055] Ot herthdéltistreted embpdinean theregistratodsapvanid/oan by useltoegister

playba@ﬁ n%egrlgbeg wH h@}’gl?quﬁﬁgd §}%§erﬁ NAGH JRBGRC V\@&E}gﬁ%lster to participate

di nents resent 1 nvention.
within JRgcPATEA YR HREE With fisdegislrtiom et o; 9gtnérr¢qu frexample viaa

content’ ReNfc$ &Ha@t:dnﬁﬁleﬁ:@ tveerte g%ﬁat@(ﬁﬁb}aforﬁﬁx‘dﬁi @é%‘i;s(n%ﬁbg Saforthfion to the
rat@on server ecte e net wor K.

registsRGGh QR ERULTEH TeGDa 91HS Sah GAOROBE g the content
server Hl.r Blod ¢ontend sereert Edcan@rotide ﬂl@l’]ﬂ@lbhclsédw&r W1112 endryptsd eshtent that
1nclude§¥)ﬁg Spﬁ'xg?@]gl %aﬁg cexk?%,rcg &olﬁt%%é?en% té)lrilxghg V\E%T ofacpas%eﬁ of devices
and/or thlel Vl@sﬁtwratOé o lavhiddienefitationhepperedshy kga@rd@/mev stithit6the dederated
systemPn SSRFh ERLLEH L fhe }%ﬁ&@ﬁé‘s/l&e&’s'eé:@ﬁe s rﬁ&'erhs&r@lcr}gtlon keys that

federated system devi.ce can register
the regisipl oM {epURr @Ssogjafed ‘ﬁlﬂi ﬂl@ pﬂaey@é?l(a@%c%q;%ﬁ%ﬁtraém gnapripore base

keys inh&rent t6 @i 3dsk af H&Wic i &ie s1kyhadk lcél@l‘f'bllt)bn tb QEceRX e¥RofteMt. an a
etes he re r.a

trat b
samef SR S ISP PR35 St PR 62, Pl
unencrypégc_i frmatthe eng gpticerkeyOnsed to egérypethe donteiite Tihleanuoted lsystem 24 does,
howevé}eﬁfdsg_ ﬂ?@{hﬁ tqbl %ﬁfamctﬂg %g&g/%lflc;rpl@a{s/ tﬁ?th%%ﬂ;f nffher%ﬁ?% e content

e conte server idet
server HeGAnguoViie Wf@WWtf@ﬂmé%P@ﬁYPttQﬂaf@ the tmﬂtqsﬂdse/gtenh% for encryption

and thertﬁfs%d%lyﬁ}éﬂmaﬁ%rehérﬁﬂecaﬁy 'r e %P%/B%Mrtﬁ‘fﬁ)é%ﬂoﬁ?@slﬁ%'ﬁf@ Ffo‘iayback
of..devi ces or thé versions of playback

s
‘hvwe%8W¥ﬂ% ijﬁﬂgﬁgﬁﬁﬁ rted by | egacy devices within the
[0056] f edas disedbsedytsiveplajtacis dendcal in actvodinee with, thé pesent invention can

take a r?xkrgt%ép af &fgﬁe\ﬁit A Tario ﬁay%g& Svid R ¥8EnsFHEL 4R ttlro%rfcs (Fe¥1ces



the registration server associated with the playback
devi ce during registration, one or nore base Kkeys

WO ploeness4 t o a cl ass of devices and the pl ayba®r/Us2007/063950
certification to access the content. In a nunber of
enbodi nents, the content server 12 does not possess,
inthe clear (i.e., in an unencrypted fornm, the
encryption keys used to encrypt the content. The

1ncludﬁ1§ Wahediony LGRSt HAeSked B@M@e\é%at a@&ﬁﬁé&e& bg c@?b%‘r ch¥le, fiber

tQ obtain the encryption keys in clear.
optic cilfle, WerEBrEOTIEHPY 6F Other %%woﬂﬁawee@q afien aierdhton, playback devices

can be 6&RMare it cfETkes i RAetaDplrPeselictsd R Gofiypsitctdswch 45T Cs, servers,
ted Sy 4 can gene

works RGPl e DRk B iR Slo R RS Fhs 5T G5 B A or
electronhev cards or prded pr¢uarbdesdss Moreoverpall ofettiy furfcGOBity ASa playback
device g%&ﬁ@ﬁ%ﬁ&n%@& G arPYiRARN s‘ﬂ@éﬁ S%ﬁe%rgt ng%ﬁgﬁlg aagfeﬁ(% é% gp;}mmable

ent i nvention can er o
gmeaﬂﬂyrﬁﬁﬂwﬂﬁa§ﬁﬁﬁﬁe@%W&@@@e%%WﬂQﬂ?VG@nsuner el ectronics

[0057]d eVTH@ﬁuste@s%@n? 097 L0884ty PElcB30ahkt %ﬁ@&g to instructions in

i ncl ud |n and- al one. devjces or_ networked.devi ces
knownppays W9t ??E@Bé*&y\‘r‘i‘fanﬁ%ﬁﬁé‘?)%‘a@%? ETOCFFfSB%F is %fqn@mg In a number
of embodinheaits, Vbleﬁﬁisﬁ&yaemﬁeﬁbtdpmu@fn thé beise tiat M@I‘dﬁsd’lbey(s) are stored inside

the truétu§ {9@% o%}cﬁt%f: prorcl,egs t hgrgﬁrég a%g acﬁ d:lgletvfllcgte %ré(f‘a&glgkbe ascertained by

war e execu
observctmmlfttm wustedisysteas TPGEed systenssraan be mplcgteatedoms namdper of ways.

Severa?%@&ﬂﬁgnéﬁ? Hﬁ&ﬁd Oys%rntlshﬁé 'ﬁﬁ?l%meﬁ lBYRRE ke dRY s8RRarE ﬂﬁlt is famper

form of ectroni cs cards or r|n e

reSlsta%tl rsélﬁlil §0f%35F insudgp sebyare thag lempisgys cpde piiesehomarlh fyodafying code,

encrypedRbay E@ﬂ%ntsd @Mi—@@blﬁg@ﬁlgbé‘odeﬂﬁiegﬂﬁﬂ h&dwhie rﬁ@mtonng split-keys, and/or
I|c 1 on sge;éflc Integrate

rernel B e ieafiv SR dh ety P SSthieh mssute el inisge o pelpment
trustedesbfﬁems oExmnplleswf:&e:cux[eOﬁEWarél’ e lude psd graimabledrrddare Security modules

such aﬁ%%}hgﬁéo%gwﬂhQ{%F&{B‘althl?t%é-flﬁt?osfm%gecésﬁl S'tﬁl %{&@ﬁ%ﬁbhcmlon

reve orna

140-2 spieifigd by dleses>. Natipral gestitwe af ﬁ@n ards @ndﬂ]cmheﬁlogbfand the
ComgReaSh gty KA s 4 SRR  PORIS i i
hardware Qs eter Whe @ﬁa agftpre et piedvBRY Tefistgin @a(ampﬂf@ o4 such hardware
1ncludd)1hail&\bae Ke@&él&leﬁtzﬁ;&ﬂ irdguch amthﬁ&haﬁﬁdﬁvbﬁl 1E1 ﬁéildbl}éd moperable and/or
import k% vattt on of ‘Eﬁ' rust ed t ik can

por Gl KR GTe St ety BYR Sk PR BgPH S FenE in many
embodammsj itmisted systéms nsestystedmsly sl spsurdy enciutp gfiremtallsl nesiorg and host-
based iﬁﬁ?éf&?dét@&fo\ﬁa Jgternlﬂﬁé Erﬁné %%rm Eﬁtﬁ}eﬁﬁﬁﬂgn d)%%i@al security (such as

tware | ncludes so

secure g#p GERLgHS] %ﬂeuﬁwafneﬁeédiopwdr@m% racl@riéwwﬁle@ce&s@emrol access
logs, e@qgﬁ@eés%ad@mw&%wgﬁteaﬁrescode integrity, har dwar e

nmoni.t orin ker pel [ dr i
100581301 i Slrmeno e e BRSO Vs diatdity to rus
in the seeuritg ed tHearusted|sgsrems. [t musy edbsdisiertspthe Existepkesernd are

comm1§s‘?§ﬂ‘{deo§nﬁé geg?s'ir%tii)lp %xlltﬂg € Tﬁ£ ? Iﬁ)%m\/% p{' ﬁéet%m@eyrp ege & u\frol\g
configyriigghertibstethsystae endproyidSigthd a‘ru@lteq SYSF@ withihformefignconcerning the
functloilléfﬁla?th% Qﬁ@ieﬁ's?gelﬁlfs Iuhﬁoﬁ%e@ t0 Bl?trfétﬁf‘ afor eQ%gfeuﬁ Gu@td system may be

ndar chnol ogy and t Communi caf i ons

authorig ‘i?rrF@?teEE]?‘&‘barCﬁQ?ﬁ‘éﬁ% Egrertlh @C’@b%tFéIF HFEnRowH pisHvaglacertfications
but may pttfhﬁlﬁdthe Q@epethiicigof Hise otgonerad pla@f)i&rceﬁm&%ﬁ @tgif@\ﬁ@ﬁ@n is
resi st ant S suc ar, e
picalfy b PRSI B B AR Mo o ()8R Bystom.
the hardware is rendered i noperable and/or inportant

information is erased fromnenory in the event that
the encasing is opened. In pany




enbodi nents, trusted systens use system|evel security

including firewalls, network and host- based intrusion
wa@liozaodsdn, system hardeni ng, two-form aut hent PCEUB29N7/063950

physi cal security (such as secure data centers,

security caneras, |ocked conputer racks, physica

access control, access logs, etc.) and cascaded

network architectures. [0058] An |nportant el enent of

[0059]t herf aslef aHibshisak OB 1dase byhank sderee bﬁaﬁdﬂtﬁo@@f bmt y

transachﬁ%(gr%ﬁ%w&}s Eﬁxﬁglgnesdteqyet%? 5 g?e];&sge;g: Jgequlteg’gg? %o g can be numbered
in a manotomicailly dmeehsng segenice gn@tlfeab g Slgn&hdishﬁg/a prTMe key enabling the
detectl§%%t%§$t ' nagtep ? I‘%gl %/ pr OVI Xogg r‘q I‘lt?lﬁ gs(%w rg u{lslque log to

en1an
help dejgct Frapdiflent ntaluwt»n Iwresampiend tlnerwlmwan o€ pla&b@cktd@mﬁqahens that have

been gér{e%‘t&ﬁé’xc%é’&ttﬁérhhﬁbéﬂ{hﬁl%éré @&ldt PePf aé {9 égiblé:ﬁ’l'ét EYAIRL Bas broken

trusted. system may be hori ze O _register
into thw%ewvmlwgton@é ﬁ@alzﬁ% 5,5@% P@tt@rmandfeg BYer gBErpption keys and has
been ugth@yHeagisted 8k Etkini t6 @bhe@Ats unfithorivyd p@z[}kbﬁdzlbctdrtlﬁ&@lons In addition, the

e I BRIy ST Bl Y SR by v

device dppamp rid treludidomotipl e dumehatbmse koyd ;Ime deviast ’@hlessymﬁaemres enable

key m@%m@ %Qgggtl%g%ﬁéff?t US2007/ 063950 [0059] In many

rusted systens generate an audit |og
[0060] of H1 thany erabedimentsnibe ehety dhat spmnpesignstheuggd systems (typically the

entity tﬁﬁc‘r%l@teﬁs\’(ﬁifﬁ;@h dafCReRRE ‘hﬁuteﬁ cbholl R8r Es%rbf QQrdl%Q?Et@ﬁ‘l In several
g?noton caIIy i ncrea % sequence E

embodgm‘gﬁse Sltﬁgf SYSi5PT SARDE RB S @%@mﬁ%‘ Y&é?lé%’c na upgfated

periodialtyenfich updatas tarbeorsed amhaage tHerthe tedGRstam! saghtitiCmehts Micluding

iders can u .hel p detect fraudul ent
perforin@ o8 FeBRh ARTeMBant iy ifaifiber Cof bl ayback
[0061] cer Aifrpesas incavsondante Widly the pkn%nt igeergoatfedotgxiomgdententis shown in
FIG. Zn?Hpg{]o(gE% iﬁﬁﬁﬁesﬁ%&mh@?@ lé a&?&éﬁ@ & tll%@ltmg registration, the

sone Into %rOVI
playba@laéftvwnd@ﬂ%%é) captent eﬁn@btﬁttb‘h t:oram ging lpg@flded (48) to the

playbaa@@évyw ﬁ@rbohfé)’lﬁls%dryb&a Tineaaruuﬁdda&nt B&rﬁti&tc@.ﬂ beYioh&8Tiline, but

na t har ce f1cat.i ons
the fing] GutE - IoF 16 KeRbiBPRIEG D IOTE ML T 165 0 QSR et Upon
receiptfofitich@ntannby @egdayblayk devicyg th dohemeistdebapedi 8¢ sarfdahe content is
ﬁwnzWthhggquaylgxgﬁp domai ns and including multiple
ant

é; per device. These neasures enable
[0062] key As discrssad Abovertby trgistriation afwiplapbaskidonice r0BEF therplayback device

being rABS¥rnbiadh @?sttxsatloﬁ B@rv@xn tIh tni’an&h:%bo@ﬁﬁ@ﬂtss SMeORk3r 8dGce is provided
trusted systens entity that registers

with ongeg BYE) uiﬁanldéx%ﬁe béisen lfi?ﬁttf%aﬂ%‘arﬁpfi Gn® BUBPTE AT uger encryption
keys”. tRro&dsed {12 R8rink ] SBYEN @évwe@,rdﬁeﬁi h§edHsGmet d1ectionitStdRdices, are

s IS AP SRS S ARG L ST e

OptimigtaBgrird MediarRlsytedk Spstreln Bheahscldsheneiil.§. Patedtudiphigation Serial No.
10/895%§§f Q@Eg%rdfé‘&’héréﬁ%%fe 8@%@ Sﬁﬂﬁﬁa”t key rotations.

. rocess I n"accor t he present
[00631 i nvEﬁ&en@iﬁg PatheBphmivied feewnMadia Playeiskfrpniel regjsgation process

descrleH ‘iin DYS) (P@feﬁt AQplidiioH Sesalnesl i 19Yes) 339 i€ Q?@glﬁaﬁbﬁ)é%@i% that can be
i stration, evi ce

used 1oGEHSEEE1dSe ORI Bb RISV PGt ipm 81 BT EER ot sy or such a
mobilephouesg escsho48)in FiGidre Thd prpbesS4desluds,detehainin(5enl whether the
: td : e ' n 0 -
device IERURL 5100, AEHRL RN E0L G YOLHAERT 08 i
typically done at the tine the content is requested.
Upon
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recei pt of the content by the playback device, the

content is decrypted (50) and the content is then
wararhedsie for view ng (52). [0062] As di scusskCI/HR2ZM0B063950

the registration of a playback device involves the

pl ayback device being registered with a registration

server. |In many enbodinents, t he user device IS

provided wth one or nore "user ids" (i.e., a user

whethdr MévﬁdeQ%lh@é@ha@ Bﬂ)c@é'é@d Qh a&Waﬁoﬁ' R AHEhaUSE" beerr %rowdeﬂ by the

encryptlon e . Processes for regi stering 8
server. g %fé@atl%@ﬁoréism@aﬁi@uﬁ@mém@m%ﬁmw e osties usqr_@ and “user

encryptles ke iffdhd devibeandRBé Sdtive ABReikedt tHaNhAaa cbRhssNgred to the class of
21, 2004 and entitled

fil d Jul ti
devicegQuHEn fdIey cBPalBE: ¥ st ghon Fgara b sSmblegang chsTypred
using pRbtiekey/ppypite ke ermnypBeniaadigidd. to tH0dBa%, b35he regristration service and
placed tuggxg g@%éghﬁqug]ﬂaﬁﬁﬁctjaﬁné %ﬁﬁg Q&Rfaﬁ%e f‘e%grder%é ggeer} f(rocessed then the

device Pﬂraw;@ln@at@dﬁ@b)an thedlgfierated syssemphegawss 4t widblsayeitheedser il and user
encryp%1§keypﬁidafbt coRikie8 %Eﬂl%dsﬁfsb %OVNQ as 11@ fred355 15 a

e rocess that can to register
[0064] desmgaﬁ&ea%%&élaém DReB Rt T iAvRICeRRF RS (I ragisration
server fo&@ln&hdfrﬁb Ircﬁg‘istml’one The Sendbe p®vide® BifbenfidaRLSudihg 1d$:hﬁi7yﬁ‘ng

d
e A L M W
server @aﬁgl@tj:s Mghe idbitsfy thegtinfonmatadt o sendsol5¢esancetieatidnmeagd to the
device. %Qe M\Ql@eo&ez oé@rgﬁhzlnep gggxggfgeg%{lgg 2200 dégg&l@imﬁﬁé%po%gsses required to

devi ce | ncl an activ
obtain thg arigussachiyatierpkayy i wswl (P thegr Qaee thtestalletipy is qomplete, the

device k&0 '(§i4g) g labEesioh @f)ﬁ’ﬁﬁiﬁ{tﬂoﬁ RoGORCRE Berhet &h%%&?gthgﬁtlcates
|

t I on t he de
(54 thiEiaton, ¥R ot Rleyp e e g p0Bsshe eeOvRAT FIG. 24
contemplaessliett caheviciesidndbenheanithe bevickearidabe bgfishagson sdh&. The initial

commﬁ%a't%ﬂ%ﬁrﬁ?ccﬂ?ﬁ&(&%e& Qﬂn?dede%?ce%ﬂpflx gs a é}worekn cXI%t g%r %d the

riva encryption assry
registratiga S@I@@t cléngsyihe mmegpetsnamatﬂd Ls*mg\zh@ retaokedonpeter; the
reglstrattlﬂﬁ sgﬁf\# && dpd Ufégacmﬂ)fngf@édﬂﬁ 'tcn&thek th (%91\?@% loY el RBice. If the

has been processed i ce can

actlvatlﬁa oo et o sslaeoﬁomwt%rht@efaé@\éqt@pé@co;ﬁ@/ saretien BedarsdTad to the
device whd scday eorhpRtelte ﬁcti\ﬁitlaﬂ df the @eviceMHeYaRtiV ATbnkAYh AMF iR an be

" d" N
compl S O ES A7 B R e O SH B gt ristaion
servicedevi ce contacts (54c) the regi stration server to

[0065] © ﬁg{{‘?g@&efeﬂgﬁoﬁ ulrn?etr e%troﬂ— Qfdéil%@ 19%09&8&/4%:@ %?ith ﬁlf c%nl;r%tlrh 1} of the

ng I dent
presentnwﬁyélpn &y shavigga F Iéa?re%@gﬁﬁ@d/mm@r ctlmqn@g |d§v1|caﬂ poincludes

ROM @QhM%nta-Eﬁ% basy éh% Yl@h 'k@?t 65 TRA®hsd &ﬁ:rﬂlpﬁ%ﬁtﬁe?’y5@% an

T N SO R R
additionl ecthy ;Rt@MrﬁOaﬂxé/oons@meteatfbiubm devi¢coipelngesa i@tb1a6d nidnory 64 in
R T N
disousssdlehye( BAGysearidétt fvand ieromiprinakExi) Bcee botatrd from a

registrabi6h K@rﬁfeﬁﬂ%&'hyeen%ﬁﬁﬁént@bﬁ e BPés&ﬁHﬁ%nnéé 4h) the

actijva n code to conplete the activation. Althoug
100661 6 ikiteBAaE GoUS: S1SaHRBICssavice Spvem il HICd ol shows 4 single “base
encrypt@cﬁﬂtﬁyﬁ 60 aﬂi it@ ROM| MERIDId BiRe St itRonades ﬂﬁﬁa&%ﬁélﬁd@ﬁﬁﬁﬂﬂb usmg a

i b8 B AT D B0 4SS0 ety

reglstratlon server. Once the registration is
initiated using the networked conmputer, the
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regi stration server can send the activation record to
ei ther the conputer or the device. If the activation

WO 2@onebsiis sent to the conputer, the activati oPCTESOTU063950
can then be transferred to the device and used to
conplete the activation of the device. The activation
of the device can be conpleted by the user entering
t he human readabl e codes into a user interface for the

be storb@¢H b CRF. Oﬂddlﬁgﬁé'l lef&ypfhi afd/oE B @éj%x%@%ﬁég‘ﬁﬁi? bg fprovided

roni cs tSVICE i n“accordance wt
€

Wlthmtarpzay%ﬁ%%f'evm AGROE B 1@ dSHORAEKCES for Use. The
[0067]r egitsinangembodigiens| playtﬁﬁk devicessugpuit ﬁ&ltl;ﬁe déﬂ@é #é@fé;&atlons (..,

R T NGRS g

devicegthabtansbet agisistaly ﬁmleadewsec’e r¢gistiation e@ thetdered cwuﬁth Bgninst that
user’s ihg.d Gegrated system In addition to the ROM 60, the
consuner el ectronics device includes a non-volatile

[0068] nenﬂYlaﬁnMeglﬁtermléwaélﬁ dedee, wonidar 't §erplayback éo/ieashownan FIG. 3 is
reglstefHd R IrEgistriRh sBRGT YiRhieOR uke@)é@cou@gc&ftﬁnﬁ Qﬁi%gmat'ﬁ'ﬁ*l about the

reglswg’ﬁﬁss eg-,{aeggﬁggr} Sheg\gerélf gcchIEf{ja%p%gbt @pgm gdllgr?e%t of the present
inventibe s shomaitih GBGs4r Vhe rdgistrafory seevdr@d! imkNides 8imdnfvey Pt RERAtuser
accoun'(fjpyfgpels rI]c’:d [ﬂon(?mbl @bogtl ho 9@%%}13%& %(gcr(])ilflilﬁgﬁlét%{ etgg lr‘use:r 18(5)” 66 and
“user eaprypiipn k@Y(S)k dgr'a B2istared d@ lm\ﬂ\’hﬁuh tiqolaecduasimcludes multiple
encrypﬁﬂﬁ kYAt b&:‘ﬂ %@&%ﬂ&x@@ﬁoﬁ"ﬁ e@&hbé Ql%ﬁttlﬁ{]d @s%gﬁ L‘\fs'exn %e id” that is also

que identifjer S ored
stored Jyidy UpgRccQwRE  Byepypher oA crbgdintaisy thegesisedivasarver prainfains

additioé 18%&&6&4&619&5@ MO AOhAB IARD dBicsd reEREErdd byt tRE user. In many

oG PR SISTYRELRD, K, S0 SEE IO LB i
share cohi@nt. cléor ehempleethetuserdan dyfite 4 Hygredys gfoup” LtS‘é&yn{hGﬁiﬁﬂﬂgroup and a

“generglg%ﬂ%gy reg %?d\%e&}l%lvepzi &Yf@%ﬁknxﬂ%& 0?%165’ 8? Pe% s‘iragyllxﬁ ¢e% e‘premlum
group LF@@}%maltudaup imylevipes Vt‘J}@t memhgp@p acqylécbgWh ap tal) deniges). In
embodﬁﬁeﬁt@@'h&‘é@&fps%e sUpBYHEL thed Ilégfstrgt%h Rever eonh RL&S £6it Véd?@[rlo a

user regi stratlon devi ce counts
deVlcef‘i‘—f&*Fsﬂ%ré&Sga hetdnficsiey th e[%miovwﬁtae Fl%‘@?f's‘i’fg?lé’é The bit

vector pﬁrﬁ@&ﬁﬁ@@oﬁ&:‘m p@wc&:tsﬁbh@ne blaybitﬁ dettefydadiehs evdnaBleSBAMOAL to be
| Ster i stration server

played ¢ Og aa%T%%p Of&ev Ces gcg%fﬁﬁm & V?%Pﬁ‘g i nf or mati on about
[0069]t heAlthe@hslhe ab@vedhmussaon mfarega theregistoatiog @emwer as aseparate device,

the regRRGQ6 I 6E Mh BE cObHER gﬂﬂg@ﬁéf af%(/lcgéq Smnlh eé?flbodlments a trusted

invention i s shown In he regls ation server
systemzajso pegformg s Hneions pfa regisiiatiense¥er accounts 72 are

[0070] St OREfdn al devive iyrelEhoel, Wﬂe%lcetlbﬁleﬁﬁsfe t@@&ﬁ@ﬁ%@n@ﬁﬂﬁ&h% content

proviad” S &Rk b o e e HA B R RaReL B Bp o the ovention

where onllyonptlass efidevicetex Bis, ﬁley:snteﬁe@hver usmfsswmtcy)@itetb&bn@y&) a user
with a gi?glfgga){bga?%éé{1ﬁgaQ1oHS L Shé e rh? Sdimd I?t%{r}l%g supé)fo%tmultcipl% Ii3ses of

user account
devices ftyadheregittent setver eangpsyie engrypted §ent\¢etrt0 ravisert it saultiple playback

certlﬁcﬁﬁl&ﬂst 'E%Bﬁbla&ﬁi&r&ﬁﬁﬂcﬁﬂo& sHi&hE tH%gni%rﬁ’l%n I%ﬁ‘ﬁlpemzp{aﬁﬁhlar class
devi ces re istered %&%ﬁ User In many

of deviggsdo playrback theronicnt pEvptheqabd aBIBBIrGBENS Rhflidkrent classes
of devitdheanusesccosiodawsdt he ability to share content. For

exanpl e, the user can define a "prem um group”, a

"syndi cation group" and a
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"general group". Each group can give a different
nunber of device registrations (e.g., "prem um group”
w@omrdodsme| ude up to 3 devices while "general BEDURL007/063950

could give up to 10 devices). In enbodi nents where

groups are supported, the registration server can

issue a bit vector to a device requesting

regi stration that indicates the groups to which the
[0071]deViAGRnRRIdRRES of AREndht ser\)é? ebifecedo & RARLE s GO ?rpﬁccgfdgnce with

roviders to issue layb cer |f|ca ions that ena
o e S P et B T B b T gt 3 ncudes

memoiyecthiti onthins Lesnent c}hcry[*;ﬁi@ﬁ Ry’ Adiﬁdﬁ‘ﬁl:@ﬂib érieBypaidakeys”. The memory
80 alsod1'n§ﬁ18§sf‘é Q%r agco%nts 8({ a{ sqgreg erglrr%%art%h §(21ft3§eg l\lls%gﬁe%zlgs%ng the content.

Ina nuer&wb pﬁ@deImhnt@tﬂkﬁemsed @qplomets:ontamsrmmylcxs'ptmdcfonn of ene @ more “user
encryptibH RE R 685y§1ttﬁénilﬁjs§r9teF %ﬁlfbgﬁlﬁ%ﬁ{ hige Ifngﬁﬁgw §NSorPdinda “content

registration server én a_device Is
eerPP@@?‘%X eteetd a blepdy frameeacrypon kayse84.0 request content

[0072]f r O rrhatabeerﬁamemn@wpﬁeﬁ ke;l's” 8ﬁ%ﬁﬁ bahed t&éﬁ& frhfles of a video
anc

seauent Bl R TPt YOG ar e e HaUR sBvaRiieh keysepdiscussed
in U.S citati¢re dtppéieatioar SeciahNob s KU€1 828 fylpd daly 8o 20@nindt entigledi S®lethod and

SystenY\‘fotr I@g@urﬁir%@&r?%ﬂg%s%x kfﬁglfalcvqﬁéci of "I‘iﬁlgtéilsg’basullerbf% Eefsagent Acpé)hcanon

ort sSses O
Serial NﬁeH)/@ %B%ﬁﬂ@@rp@@tﬁ@ berey lie&g@r@eelm g6 gwired. content to

[0073]a ug ﬁé “Yinkdht BRI Ex R Y RAE khe %Eﬁe‘ Jdc tibR 'Réys BACHe generated by

back c tlflcatlon contalns the i nf'ormation
the COfﬁ@& BFPYagerhy hesedeeys prerayided todle tryftedgxstccpas pat pf thy generation of
the plaplae(clk cehfficatior. et mad ynerhbudsmuay, miihQirdh &b &6dntent encryptlon key 82

s LS SR A A e Sop e o it v
potentiph®7 the kays entrsdineenblidy kaowoniesthesaniwelimentn hevihg tbwer security
concerﬁs ttl'iélccén?é?lt ?Wc?emcbrp Qﬁf%rts %ﬁte}ﬁ'{ E\{_}f@?ﬁg%@?h dh gﬁcptheo{frame

resen |nvent| nitis e con
encrypgela ii@fs B4-to pretherragty waeppym g ankaptien af Hiersonignt. In a number of

emboduﬁélﬂi eRd confhlt fﬁvh&ﬁ‘ pkcﬁ/)fdes%r\ﬁldeof JeBHEhCcE RS ¥iBypABn KEWS trusted

cl udes user account 8
system gy BE T LR BATab UG ETTRB g B eRle J0 SGYTHgaedh ments, the
contencpnoyelat provides éhervonteat toof 3rephnd s yeedth shat bﬁcrylste thea@Rnn tising any

suitabl& Q&t%t%ﬁcﬁgkgﬂ]&w%ﬁgﬁga cplreﬁgrgsf tlh? chr teil 80 ntl{g ghe r%oﬁlfent provider.

[0074]t hel ﬁdﬂl&ﬁt@@d@m&m@t,&the comiend serveieHE iggtdas isieagto8es 86 and
the use@Qéjcoﬁnlts%Qhﬁlrpefncr)fp"tms%(:%hbﬂ ﬁe}kse@ &é adl P4, Cf,%]of-ﬁlpﬁntalmng

frame encryptlon eys can_be use

the useé ﬁ%‘i‘%‘t atfﬂ?eaﬁ%’ée“éﬁeré{er\}? Hwgno g@a@@ﬁ@étlorpw&b dgwees quiide of the

conteneprovipt’ § B\gtanh dﬁ@qtﬁﬁéﬂl&@ ns;s)ﬁé cotbmg WiaréBorBmahiRlidrPwitk @Mfer devices
N at.ent,,

s sl U SHES L s RS O R B s o i

and theSystyptad ‘aiserSmcypiing k&g heh’ ess@piteﬂ)luglngaithéﬁ thease Ehayption keys” or
other eﬁiél?'@ll&ls%gég 'ﬂ{ oth‘felsemﬁ%ﬁgﬁts ’%ﬁ@ Lérﬁg{tlsg&er }%9 ré esMhat tl%e registration

I S |ncorporated e(p ce In
server piigyidedhs encryueb usThencrypiinn &ays €se eyt e@ncmsﬁd ‘gsergneryption

- keys” d8hare écrkﬁsfﬁ@edaﬁﬁ{gyﬂﬂta FBake kBMSPti Gk Ak OQ&H@J AcBHBY kedde
T Ly O N A
containg lagybeftieys tat ﬂfeltnmteldaystemrMh'anyuﬁnb mud‘q&lﬁ?&ck certifications. These
keys in@ﬂ@g AL QLR €ke E)gg £t8aig 8£e\éﬁogfl Vaflﬁlés %lgsrﬁa %{ gevwe hI%e set of

rame encryp |o
provider's systemis desirable to limt the
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potential for the keys to becone publicly known. In

ot her enbodi nents having | ower security concerns, the
W@ v ams4pr ovi der can provi de the "content encPgpUB2907/063950

key" 82 and the "frane encryption keys" 84 to another

entity to performthe encryption of the content. In a

nunber of enbodi nents, the content provider provides

a video sequence for encryption to the trusted system

keys cﬁi"eﬂs& fﬁ@lu‘d@ tedcBde 533 KER 151%51%1515%1&{1& 1@9%%9 ggtsc AL FL g\ssed above,

In several enbodi nents content “provi gLOVI ,
the cortf SRt btdognmel S i ﬁba.e{e?r %rgﬂﬁmmntlmr ugeddwyihe Bugtedsystem 24” to
generateQilhiatk b&tifigatity. Sui tabl e content encryption

0076 S P, B BB SRR B R Tt et o
encrypépdooetit rfmrdlstnbtmorcmnnsﬂt ‘Bler aoatenl 2an benelidde sequssde, an audio
sequen,%g anéﬁﬁ‘l éﬁl §0 t i or akihg H?%éb&ﬁr&%ﬁlt@,t v?héi? %rﬂ'erﬂ ST Y e%deo

sequenﬁﬁi&ﬁnar}mit e ks ctré@”rbed@é thentframe ftmefp@@mkem asevsedto ercrypt at

1mmtabbghn@9ﬂgggm&ﬁrcatlon W th devices outside of the
contentugrOV|der S s%stenrls required to issue

[0077]¢ o n AP eSS LRI Shei RIFSCE FINCRIIREIPT eRspyRImg coptent and

generaing @ pIa&bthk, cektiféca€iog isydibed i 1n UBE 6. ETied priotdso 00 keYisdes @8crypting (92)
pLovi ded b e pI k device

the cof P ISR Bl DR o Mg chemb e R B hspgpnerpted (04
using th¢ t'¢natent hecryplaerekaynG r Yipt Toontekegrs’typsion key hsrthenarcyyited@6) using
the on&&¥forel* ‘ﬁs@‘teﬂarypﬁgﬁggg SR Rich LRSHISORE Sfker %y}gfeont]l%g’ revocation or

requests that stration serverﬁgrov

retlren@ﬁbwﬁ,{h@@;m@g@pl%ﬁ@p thenchigifed yightsggeci Aetiwith scspert tg Preegntent by
the cont@tﬁ%"roxﬁd%‘rra‘z‘@ﬂieﬁ Bncr'_ﬂ@th‘& 9@ %s e @F ﬁfo)‘@“lﬁge Bfdrfigtidnh@ys”

e en pt.i.on k t on
appropp 36 1% ctfad oBiee Speleiet Feaian is dpieigsued. Again, the
use of syftipderiige em;trgpnorﬂcdysfdaiibv& fioe figasy eﬁﬁypﬂlt&t keyC @émoaatich @ retirement

(see d1§c%‘§s181§ b%lg%i &E@Iesﬁllﬁﬁ Hnli'cflg ‘89%91'}/% en%AylPte%} ecds ﬁf d}?ormatlon are

I ca
used tCt ¢reata éher meyb@als ectki@gition. Ghepirybacl eeru@@dlobys maronpouﬁed (100) with

the en%@@@ @ogntéﬁt 1l @féh&ea ﬁly?@r cﬁﬁﬁbﬁ’tﬁon tl)gthé/\@eg %ﬂéﬁgéﬁ%he content. In

ﬁ 07/ 0639 eys can al so i ncl I hactive base
embodreevgs PREEEHROTE lbaarqna&aaef Rey upcsh Péﬁf?ér% denpigieqissisoggeided in the
file. IradiAY&®limeitd @vlﬁ%&lﬁpleﬁ;ﬁﬁ%ﬁ:k i&“uﬁdélms es pro@ided, rba&lhﬁlayback

coni SRR S D O A S D o

versiorpogsessed by the content server and the trusted system

: [0078] c an AQ %ﬁéﬁ&gd Bgovee{h% rdY it RAL gltr $391r0u9 Eﬁ&gﬁtﬁalﬁt Eegg (J{l'gu@lout the
e content e a video sequenc

Systems‘eqee nlgnany @andlmsmr@ttb@ eQipsentothe alghw gsantechand the “user_id” are

provid &Rk steWN@idah e BR§ENSysRIn Riturh D 8N eferYptd@ Qe 1nlc|:lud1ng a
ce.is. e c%%gted t he keys gescrlged as the "fra

playbargﬁ%rg}ﬁfa[tlgﬁ ereé}g‘ﬁ Hen (et of.l(lé:ﬁ q:r);:B*t imgnds, ghe content prov1der

sends thesdcurensysfent dimpyotht énformdtidl Féquirng ee gstion by the 00¢ BEMOR: “user
h ny,.eqt ner ypt ent. a

ool RS RE S5 AL 81 E1E7 4PY D8 ROk 0

combn@tlomh@f lpagy@ pg)ygdeg(j)}q chfﬂ:qthe@lt@ns; argpisechty se9@¥ infofeation necessary to

access &RAAIEAy Hotdtd bhAE LNGEURELINENRE tecﬂ}lﬁﬁue ﬁsreﬁrf@hechmcally
ptiion keys" are then encrypted 94 usi n

protect: tg%?ﬂ”é?ﬂt CAR ¥y SiEPeiiingyron therspeuriygiredne %&‘F@Pﬁl]ﬂitb@ﬁh@ federated
systemkey" is then encrypted (96) using the one or nore
"user encryption key(s)", which enables for "user
encryption key" revocation or retirenment (see
di scussion below) and then digital rights specified
with respect to the content by
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the content provider are then encrypted (98) using one

or nore "base encryption keys" appropriate to the
wW@k@gao0asii4 devi ce for which the playback certi f PCEHUB2907/063950

is being issued. Again, the wuse of nultiple "base

encryption keys" allows for "base encryption key"

revocation or retirenment (see discussion below). The

resul ting bundle of variously encrypted pieces of

[0079] Nf Y ST drPRoRdiR al-iﬁﬁfédt gstgﬂl%H‘?lntt’(g}ﬁlaHl)ﬁY&'qﬁg generation of one or

rtlflcaglon certification i

more it b ANEHE SDjecRIHes Y S ATy ol Srssentgnvention i
shownah &aGe7.aTlé deevdrprodi&tthé buétecpgystesm tving aliﬁ&%agemfﬂo that 1ncludes a

TR e ol
playback céntidieatianrto tegaperatei The tiustee wteth mamntes Weanessagd IO(ptﬂ replies with
a messﬁ%@l’@?ﬁ%& (Eb?l'g%l]ﬁ{ fg% %HXBF& d& 'E18}#a? l?%bn 'Iﬁ% {IPCP?X’EQS% ?1 102 contains
one oryyoye comter| keyh eweder the fsme,tamtum@wd@u@kh mespegt twemcxﬁv: piece of
contenff Hlﬁ@@dcess[c@ﬁt?gl] th&tsgd%ﬁﬁ WSS S ARAY Ghat Ezt}ﬂ)éjﬁe?fﬂrﬁ@&' by AMrRfed system

S R N
playbagk aertiéidataomd tHehtgpésud ptaybaklk @tteficapionyihdeste blowed fod $hadontent and/or
Wheth%%ﬁé 8&&&{? gs 15&%% lgst ed St ratr Ii(eltﬁlil 83;3{%2%]%” 1?12%%66 904 contains the

udi ng a ac
“user @icyption keyso rfOlt tcbe apmfécr usef ﬂlabtstrequesumg)ﬂhﬁ wenkst, astwid] as access
controf Q(Weﬁﬁﬁ% RhVdeltions BRARed REnAEEY fl‘% )}ﬁ))é%ﬁ esggtéﬂl%’ I;)er(t)ljﬁ? (e.g.,

formaiiaon reqU|r|g§ encryptl on ne or

limiting glqirbascsrlppBEk geTtREHions inepestie SrShmihe insysons 106 concerning the

playba€k pﬁMﬁiete@ﬁoﬁ@b’?laybédk RbthRyatienbeid: MBI SspefifBe manner in which a
keys provided by dlfferent entities

user Caé’ra@cf%z}bé 8 eéﬁcur e information necessary to access
[0080]t ecHAhk cightsyhgircan be gaitetdytaastintendprodidee ussets @h®eéeustbinézed by the
content gxcot@még Hrgdn %"é Eiﬁg; lﬁ%%&;ﬁ&%l thé( c?r%lﬁtrgsgxtlct}ofng S n{?p%ineeg %y%?argfback

sSecurl nee
dev1ce§vrqg1ﬁtcpfed Wéthfrg rfqieéajed Sitene nifor- exampb, 2000 Ret@e@vider can provide

generaPQEUeEﬁg Ql9¥ 4&;@&3&%@ detid (angarﬁﬂél@ Whefe Ql\éél‘@n@xg?)ﬂoﬁ ';(Hys {&bther form

I nformati on for the generation one
of restidfias 1 tﬁlaa‘%%ﬁ?( UEsR it HCHL B e G EeTRHORE L BF Al BR K ferthcarion).
[0081]enmbadiotientypeiof phebivkeseiticatioy & }b@ﬂstbﬁt cefffon, WwHekéihe content

prov1d%1éprgblﬁes t?lra\é(seetrrh 1E}9¥1|%%F alacé@e é’%{ltg{sﬁﬁa&he Cﬂglgg] évwg-n ttf]ﬁ ﬁam%playback
certlﬁqagen(s}re‘é/ba@enqlopleaﬂ@yhads teruficatons afBQﬁO‘adethrsupp@'t triudtiple classes
of dev1tc¥ pe%(:ﬁ))fﬂ:ite ] @e‘f’l!fﬁ&l%ﬁﬁilfs c‘lg)rgltehon to generate. The

trust e témrecel ves t e 100 and replies

[0082]y,j t | slof %é%dsrég@ P Ic#EonoVigrp selent is certified for

playba@le oh b irdgatsi@anEs) e)ﬂaﬂﬁ)le -EhﬁeIC\Qfﬁltl @ight B8 a9 ﬁavge%t QMR kdRals active
nten

ont the . .
ata time! W R e iy éﬂ%&?ﬂlﬁ E‘a F?Xl@ciﬂ T e ofdthmpreivious eight
rentalsanthnaticalbsexpaet (iad., théater g@‘eet}i&&bﬂhﬁ twmé@tth@ﬂﬁltéﬂ’n)it With slot

based r%ﬁﬂlsb ﬁlel%%fn],‘eﬁ{ %doe %Rfédwlﬁlstﬂlgg V\ﬁg ?L gga]l hﬁcﬁg?g ct to

ece of cont
[0083]Sysﬁeq9,upt5b45pql oaasal i3 @)p@y a:pglfa:atlm &bemables the content to be used a

fixed nefibet 6f 1A Bfer WiiEh RSO THR! &M&ﬁ?&nqﬁr&bfeh%ﬁﬁ e §%me playback
that are .all owed .for that content and/or

certificaih(htA AN ea) Set IS BB G HEg o tHefcarants aquees to content
for a ﬁm&hpemﬁ&ﬁ" gige:. 1+ thndp@iodscahibe absdlse e NGUNET, R006)KR ¥slative to the

t usgr, that requesting the content
fhﬁtnngﬁmcpﬁwgggég%%e %ﬁ'(P?SFHﬂgvernlng what operations

the user authorizes the trusted systemto perform
(e.qg.,
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[imting slot-based playback certifications to

specific slots). The instructions 106 concerning the
w@k@yhesks par anet ers of the playback certifi caP€DHS2007/063950

bei ng i ssued specify the manner in which a user can

access the content. [00801 The rights that can be

granted by a content provider to users can be

custoni zed by the content provider and are typically

[0084]bas Moﬂ)@@f&p’é e pI%iS’Bi&"Hertffﬁ}%ﬁBﬁ fstﬂﬂﬁﬁn&ﬁ‘zp éggtgf’tgon A fixed media

|stered Plnthefe
copy PE%}%&Y ’QH\PI%?F‘S% fagion m?#“ WHPOY UgBe ac asersneRpHen key” (ie., is
not tie@eneusel) #mddebsurtdato amonrgﬁgl fikal ddid ¢y, gc; ﬂa{lﬂn&‘cﬁﬁl cqitllc@lﬂhsc secure
or .ot

flash d¥¥0§)¥ nt?ent ggsg ed gfr%a InFe éa cﬁoglrpr?tgctbogl aybﬁ)c]% ﬁeém%catlon cannot be
copiedg e‘n@p@zﬂabﬂn nexfdig Mymratyﬁmkcmqanbn csdtriodrey 1ype@DPlaback
certificA6h hﬁf 1stté’d?ﬁuc%ilm}(ﬂé@@tﬁ&1tﬁ&[t%kfn?%aﬁké}%ng§?ﬁof E%f" SR bntent

certification ere e conten rovi
may bg Wél%é‘@\%%ﬂ pirhitered vata seordale teeizg B apec é@sm@é cannot be

copiedWr kdirdcbRle8 aVRriftl oAy BaKs plafiakk Ceidichteith- en%ljﬂl@ IEl%redetermmed
[ OVI

oy B RS b G o S0 BN 0 o o e
above pirafitmioks,centenf candici prosctied usiop arylof h0@BA% ddrtsficatiohaseithen sold

ype of playback certification where
VIaaSﬁlﬁ%@%dﬁ%gﬂcéertlﬂ ed for playback on a rental slot.

[0085]For Inex awrpber, of gmbedimenits, theedogient wichidss & playbapkesetification that can be
provid&d @hth tH@d&l@én% adk ghéé?%erﬁﬁcaﬁloh' e QMO8 Q?Ittltﬁ%atmﬂaﬁ bre%@tt:d"‘{o enable

cer hén t ecertlflcatlon or one of
extremﬁf’Yé fiﬁsp lay S?& D3 RWCAISTesRANS Frigt the awoy%%zﬁw@sof(the eontent by
anothet tier UBE&T eXanps tlid‘@w@ﬂliel‘tiﬁ@ﬁtltr)l@ nRgeastsle kieerGoedi€Ag the content to
ed.r t he

. i b d
view ek B o B BPAbERL@nE or ¢ PRI STyt cOBeTRAT o usercan
enjoy cowbstriptias add bekntgled to p@ybhdydihm@re@td:riﬁih@b&ulbsms bhatailable content
while tﬁQ @\pclsgﬁptwhels Qﬁmﬁﬁ&ﬂt It ﬁlsgﬁls%‘#e %sgﬂéﬁi%%s ntggﬂgﬁor?gd content can

I T "explres.

have a@: é‘%ﬂlﬁﬁpﬁ\l\ﬁ'{*tﬁcﬂh@%}dﬁﬁbaﬁk ﬁ%ﬁékﬂowmqlzﬁ%mthm epntenpthat governs

the sublstriBer e Etdcods g daatent.s a pl ayback certification
t hat rants ﬁécess to cgﬁ ent for a fixed period

(00861 s Bekisspy OVSerrBY crantiBEnsid Siaipyertiongss SXlfigog: than one
playba@06&dificationebidt a Meglteqmetch ef chiterit Wherembieah@naiegqihybask certification

S ¥ T
certificaon thei enablesthg @nmnk éuberm;me@ bp thegrlatback d@me Adchyé the
playbaﬂ@é’érﬁﬁczﬁi%ﬁy cdd éi)te@fﬂ/ b@rerdh ﬁ}él%&lk gaedrhdbis Cé{ab%rhcbe%f to dlfferent users

f? usi ng aser encryp (o]
and/or pa l%%ﬁceisl tadient device § )groawa {52 pynher a @mbpémamts@ hifiq can receive

contentc wﬁﬁld paRuRr (e®f ceitilfiegtion@d. guestiblilinldféﬁh oﬂﬂaﬁpa di$REmt B/pe of

playbagh, SFUAEHSH T RRORCOLET KEG of L ARG B (hEi gt emorse th
differentggpe cfaihgank derdficatpn 1ptoothe Gitd that ioeludésfthe adritant. i s
[0087] ano?ﬁ@er a F YePfas %teerp{"o g@%l%&% 1thle ftéc‘ﬁﬁltchﬁy Bltotﬂe%ed c%nten% and a

nica pro ecte
playba%gprtlﬁqqﬁ@nct@ﬁ fidhean hegyyovided gia playbayk devm¢ oédmpeasw r accessmg the

contenSfoPpRIbARLIA ab @RI R)iB ARG RIIRsHt 0P MeSHrERACHIEH RN MY wn in
l.atigns _of this playba fclfrthe

b cOo |e r re-recor
FIG. 80Tt PRRiss 2B i iraiRbh Ena 2 itashns e crrmmtamn
particulao plassoft devive thmdeatmmlmglw afdesymhe henteﬁﬂ, oihivhlcan be used to access
mformgtgo?l?ﬁ%%b%rg{nlggﬁé; %fpe g8 npfeag?zicﬁ( g%pabrﬁe(%e ?pé)c ?t%% Y)M éhen%la\éb&ck S?rtlﬁcatlon

t he above certifications and then sold via a

subscription service.
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[0085] In a nunber of enbodi ments, the content

i ncl udes a playback certification that can be
WEew@viosds Wit h the content as a guest certifi cBCT/O82007/063950

The guest certification can be used to enable

extrenely limted play back by a user in response to

the recommendati on of the content by another user.

For exanple, the guest certification may enable a user

The acﬁe@ ehgét &Q:r%ﬂl%n%?t’ Rthert Gsed b @&r%ﬁl@@riﬁée%rsﬂcoﬁ rof @heSQQﬁttent
ne or a S|n l e t|nE I'n ot her e di ments,

enerypliop kebf fgahwaseerﬁcwt%@ e &P Y5t U RRRYPHRN ERY {iheg cogjent
encrypfibAkBgCk tiednl used topdeeeigl €126 fectably Meﬁ&n@fenc&yﬁhdlﬂ@yg’ used in the

s in
tchni GPBloETion Rl A ol RSO, Mmoo R el hendagpsed 0
play bM\(&@ﬁhtadmttntomw declypton pf the nomblayblacw)c@mmsfasahﬁ ¢artent is
being @@@9@ ated with the content that governs the
scribers that can access the content. [0086
[0088]4; s dnfereationmyadablorhe elepodirngrihedesyntiva dfis dﬁcertlﬁcatlon

issued a@r&wcai ﬂlaﬂﬁkﬁldb B%{h 2PNBase Bh@ypadikkesait lafsifpdd hep eﬁu;%?uﬁl key in

Wien nore. t han on
accord iy B S Bame G S BE bresaNb b is Spo e & EICY S oulS. The
1nformat1<pﬂ Wythmcihe dhybak ceaificagen t40 fhat isanidaliys evaslayle ph &;ehﬂ&* 142 is the

‘Base GHPt ﬁﬂlcﬁ%én}g %{&gt“b%%ae?ll %ﬁtl{g}pﬁ?}? %«? R ?ntc)rOPg) nkta Hation concermng

evi ce
the plaa’ mara@mwr@ seppoated Syahd ployidick fcemlénatlcpi dyiseciklustrated embodiment,

the 1deﬁﬁfié’dm&a§5 Sncr@ R 18 yAFORSE td Qectt Ry el"(}&)e“ $&4 3nd @B d’ﬁgﬁtal’ 146

enab access to dlfferent devi ce In a nunb

informgfion, n%%‘f%@ﬁt 444 and der Renfgl IR BB aPEFIEY hepanger in which the
user plR@bidkCaldasthdrvize dehl wigi thefcoiRhi @, (‘Redital’ ULSdah spEATCBB rental slot

occun BRI Bl 5480 YRGB ERBE A b b 3 e uin
other combaraponatofanfdrmatioi.f f erent type of pI ayback
[0089]¢ eggxg%ﬂig&fngﬂts M efe (%x@ eTgféé Sn o%‘im ﬂﬁga{eg ﬂ}ah ggﬁe?zﬂtrlghts have

orne
been gfaél&qﬁinn ke ¢optqnt eteecn@és @@Wp@ﬁﬂ alénsfrsé thpr b@ss@nkryptlon key” can also

be use@ & ddchypt atd ‘Qantehhﬁlcf)‘ﬂtl%n ey s, RoPYvASY the BnRhedtRef ion key” is

devi ce. A process for agcessing ent for )
decrynf s Beg SRR LT eh BB FEvBe. (ifge the “contnt
encrypﬁbﬁkeyﬂ 148ny émthie @teat, 5t cdsrusedito dekfpt &16 taﬂ’le opfans Sncl'?;ﬁlon

> 1 the act ive o
keys .k(gx)%g.e ?yliagf(s%wgg %I Cu% %a%n? 1Ct %onak Z\ Eaggacﬁ%&/eglce%as all of
the informasiop hicergsary t@@@esssthc h@ltcmnmé ithte, “T\Mpc’é hMiaml the “Bewdl t1d6

infomﬁﬁ&?ﬁula&r}{ﬂ ﬁﬁ?}%g&ﬁ&gf? UcB&std Re Eyrﬁgnt()f pl ayback

par anmgt er s Supp t'e e pla certification.
1009017 6 b 00ppA S PO UG08 v BBSBSDIay AR ek fopton e issucd
with re@j%é‘t Kpdldvﬁtﬂss lﬂ%ﬁt’ha‘keﬁa $ihe. “Hﬁs@@n&@pﬂ&@ﬁé&ptanﬁ li%ﬂ)glé ffer encryption

e S8 RBa8 ey LG o A A ik 58 grications

associdtabwitkmtto aecoeumpddtonariomy ‘tlasses tolfi devicks etbdemtedlesystgpis in accordance

with m(n]rg g%b ch@tr ‘?heolﬁnver{tlroﬁgﬁmﬁ&f: {h¥ %%él%{}n&%? mtuﬂﬁﬁg“ﬁﬁg Eltﬂc%yption

protections o
keys” wfdroawseﬁ eiﬁylp@s oM thegssignaent e hanltiple ‘isednetyptiph &gyshde k user

accountt @t@ﬁkal}lﬁ@nlgg@g }ﬁgf‘ve Stfd’éy gﬁfgﬁr}]t%/dé’ltn l{e@/:’" ésocfctda‘ﬂ? p‘f&ﬂ&&f‘&) the device at any
u

given t{%%s cfherefpisr iy sk cebic raageaan he hated Kk ool g hgftiplee base

encrypdec kst iand nuiltie Phsay baeiptivarkey§'l. cal hdantags 90 &dni ﬁfultlple keys is

that OVgIetYlelg ?Ifdl\;lﬁggl léegéz éa&lldoee rgtlr%d 09 re%oggcf' Sd tﬂ% ! atl%i%%lk{i Ve A sgill be used

I'n"—~ acco
enbodlnent of the present |nvent|on IS shomn in FlGS.

9A - 9D. The
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information within the playback certification 140 that
isinitially available in the clear 142 is the

WO Brgaodsi¥ , which identifies the "base encryptPCHUR®Y7/063950
used to encrypt information concerning the playback
paranmeters supported by the playback certification. In
the illustrated enbodinent, the identified "base
encryption key" is used to decrypt the ' Type 144 and

to accebd e tcafiiteﬁtagn oﬂléf@mbbdﬁf&hﬂ%ﬁém t?ér htﬁaﬁe R tlol%yéi’cﬁ utsﬁt?to encrypt
a or ma speci e nner 1n 1 C
the samqBloriiagor- gy g e ck o s, HaryATEE PHGARENR, BHF ¥358 10 ercryp the
“conteit@nt®yption keyy. 148" Retibid ¢an béGomesal \wepcdatly ish@ce ﬁﬂ\fvﬁﬂch the
inform o%t is eﬁ’&r&ﬁt%ﬁ %gln?)é h? th%%lﬁglte)enc I ntlc% Ee . %gpg)g I m“:f ?ayback

fer's "ared ex sed
certlﬁcemmu n at:qomd@cgfmihrmmmb@melﬁt@ 98@1}3 m\renscm dgl mmemt:hlde a single

conteeréﬁEx‘%fphB@ke};r ViR enbf}fp%'dr{ﬁid O &%n'cfi%’ﬂ%ﬂ'k@? zisl']@%hown in FIGS. 9A -

eneral rig been "grant ed cont

9D. R.%[herethe quygﬁglgcegpg Fitiegs tqglugma tahle pxg'lfre qapk entﬁ\ég)ethe table is the
contelﬁrbﬁbl)yptlbﬁ)ﬁe&( ericrypadl ilifpta dlﬂerdﬁs et Qldﬂﬁﬁfo)/lmey’t’ hehe same is also

e il R fog iRy Emaf pysiidac BARR MR oiiencHoR Reys. The
retiremenicanyptvaatibreyf keys v discussedt foghgiteydyack devi ce. Once

[0091]t he]\/%tﬁ? @ﬁl%galme gscgf%ffé nggﬁﬁ?engﬁé%séé t(# Her%ggtep Lx 89\;1%6 i IE or

use ecr
exampl,@eg, yser nyycrish tcpqeayl[gg@ Keveg prderegister amew deyiege A process that a user

can useetBQere@islt&rh KeXEred Jk@lo@'l@%ﬁﬁﬁkmqq@' ¢6A hafie Bldce@f160tiHQudes
?atlon necessary to access content and the

recewmér@‘;?& B A R ey s (e dyice e MERIcHigB gy includes

a confiatidne/hjthdy bact ttle vignidicaneassesadioe bemgttseh, ThO@SAEe then erases

B T e
obtainedzadpreing regisitdtion apd genasaics (166) @ dedcayamm@da_ $hadeativatgercode can
be gen@rﬁ&ﬁh&tng%rbred%‘?é{'ﬁnne%ﬁ)rg e%gééstﬁaqqi &Qgé’oetf{y & 184sPShirfre Bt BE Gctivation

content can ave rru %p g} certiftications
informgfiary chhgtdsactiyjatinn ceda is rapHemerb@dhe ragistiaon S%’V@s@é’éﬂ@f a
deregist@ibe ﬁ:quEse@mzt G Séff%xeelﬁﬂldnﬂcaﬂésﬁ(q vdﬁﬂﬁ@ @eadfﬂvht'ibrff&ﬁﬁé and then

wnwV%ﬂfﬁﬂﬁFEHﬁﬁgg t he nvenﬁéon S ass

BBt PbH SREE DPe o Ge fredgesadescrived
above mﬂ@ssdsehawlmtﬂelﬁconﬁnmndatlbn klee deastiration codepto tb@rdg&jlmtlon server,

the dea(:&va%oﬂ%gﬁe czﬁmcaqg pl%(/ ?ﬁhe%e&@ Vi aér{@r@?‘%\}l&a dSGUCH 3&h c?mputer In

t1on I S ac
a numb&h 9f eIngﬁbW@tlﬁSnfb%fﬁ&Iﬁ@?ﬁéﬁ@V@@ gptmgtb&@ Heagtivaticni aode |Th:am the user

pr0V1d&QB tREsehFBBY %ganh!?l@}“' entBGhHAe d%tl@b@érﬁcodl%@%?a W%B‘ Clt¥RideOn

d | t user pt.i on
[0092] advg‘ﬂ?‘g‘g’éprggesﬁ gqrﬁiﬁcrqg}ﬁt?q% aec?qy nlagcor@q,pgp Wdt\}]eqn gmihpdiment of the
inventibm ¢ sho@uah FI@yBDB‘: arhdagotedt i1 6@ ds @mraew)kle @ravask Iém)eshown in FIG.

10A. onal, n?%ﬂ%g@@&? Eh%tpéolclggs ]§6OU FEX a %e(wﬁr é at2 8%30%8%5 A user connects
(180) tetesdiver and instadis Of82) e stiyas® deactivwapd the de‘klecy sThé sruseecords
(184) tﬁaﬂ 1RNEVYR has bB& (fﬁ%gﬁ‘ve{( Ofﬁgq{e'xppme gﬁemlév?crelc}ﬁntagé?#éa the server,

user encr ptl on are use
the devigedpgranef Wy‘é\fqﬁeﬁ akléﬂenezatss (188} aém@t%twntf@dﬁ dafrescent (190) to

the ser&b‘i' Tge S&CE (1 DY AMERtiLAted ik ABactiRBtior CYdeREBEAMRM tht the device has

ncr ed using one of the nultiple encryption keys.
bemld%%? %§£nple pl ayback certifications in accordance

[0093] Wi t In audriiondorioscts demgisteahg tibdcéshwartal embddinteats dffedevsied systems
in acco@daf‘lhgg/l}tﬁ é}rl]ecl‘rflggﬁtﬁ)% engﬁg rré(x%ult%?l (gfﬁc%oéwc%s §r %@&X&gﬁ)‘é{oﬁ%@@

Rat her, the playback certlflcatlons i nclude a table

where each entry in the table is the
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"content encryption key" encrypted using a different
"user encryption key". The sane is also true with

WO e®paeds44 o t abl es of information encrypted w RET/US2007/063950
di fferent "base encryption keys". The retirenent and
revocation of keys is discussed further below [0091]
Many enbodi nents of the invention enable users to
deregi ster a device. For exanple, a user nay wish to

assomd‘[&psk/ﬁﬁ 8 chhs§6ViGecead Prdvefi Husd oXhBSYstERY Eaéh tyPe Bf REB&Hion relies

on the P%e %fH%sS etﬁnﬁ%%gtulirg%}}eg%%%b Fg@}é érétrhi 2@&? %&ﬁ% %gedplggevcl)fcmformatlon
(such aseontient kvy) édGZptediasing adiffareratehoryptidiokele@ed divaissiohaBove). A
dev1ce%ea‘6}lﬁ§ &gss%ﬁ%nf&ﬁéattloﬂ ?te% %tlas ‘i.l%gﬁ e&g:pél%t}c#ilﬁlg gllri:%gﬁ nalfeﬁ/ the device
possessgst N&mnbéulﬁgletcaﬁ@ﬁnt demeaigied] dewiceh existe capb alomajn g betibgaed a set of

» i
base é?&%%;p‘gr@ﬁ :kggst aﬁfl@iﬁ&ért's I@%haii()f% orﬁtmg%hﬁlr%%ffg@ﬁnﬂe&&ggﬁwog each system,

but thepdpdyipg Keypmaighig! FarRerdbesane e exampledhs \Vays MPbé]S ddone”
domainl b teREined & isae thOsn€a of 11sg emmm&ays i t@g:vary mobile phone

t d t hat
that soBg % BT B SRRF o el PR o &Y bt f By gerambles
of the loayde Ifl skdyrianempronased, o cambe regked buatheopgisteativarservsr. pAs tliscussed

above o‘f)a.%en?@@ﬁgﬁ §E)'; 1%8:';]& E?&g&%}a’cé fla@l?é)s whEfe %ﬁ @{t% %sha epiece of

at es ctivation co
informpiggrpenssyntadyeith tardeff%rém daserangrpitips keggi \é’h@r a B?Y is revoked, the key is

no 1ong%§toh¥ 8t 8 kdoy11%e8Sn t déeh@ﬂdﬁ&h bl PANE 8B e 48KED REHwas extracted in
bove di s gﬁtes th vice itself conmunication the

a ClrcuH’é(S’&tf(?"vtﬁf’ phe ‘ﬁ&o Meer ¥Gikst rati on server, the
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encrypﬁ@ﬁ Kgy \pﬂen%ﬁﬂﬂllglay cgﬁltre én@%'lphgﬁ kgfat%f)fe\égﬁ)hﬁ B & PHESHYIR

i nterface. rocess
Ceﬁlﬁc&é%éﬁeéfihsﬁilsﬁtjma?belé@r é% ﬁe‘é)é(é@r‘fkﬁ&ﬁ geeryption ke was extracted in a

mrcum@BﬁlQﬂi 88N thadfool ICJ‘J‘i‘ll nb MHBLE Work. |lﬂleif§@r\mdévﬁbeﬁh@t bk rt%f’stered again in
ocess s.siml, ocess 160 sh

160’
order tf 5 B e ppaY Ry Pioe M S RS T AEcess HoMRly issued
contenfl 60he nesv actser usr eherypliat lexy’ ps omesfahe Reyssssoctatatheth she device by

the rega%rgg% g&vé%ﬁ%?éﬂ& Bnea@fjdihﬂé};srdé% §y Iﬂe%%&e&!ﬂjag ig ‘?({ ﬁlg: t the

vat server- recor
“conteptrracripiips Y, asvhign éssuing aa)tlay&bacle@brtlﬁwélone&ﬁormg the fulleet of user keys

at the Igglwr&ﬁ)ncs‘éme@%é; ol RBag ﬁé@? d&RE8Tith a EIH ed‘ﬁyér %ﬁcﬂgﬁﬁ&r{‘ﬁey” during
eaCtlva 1 on ag? %?nerates a dea vat

registrg agifiGes ke Seteatiorn bpnitat spricele ra Y& CEpPEPn keys”. If a

“user dl&@ﬁ)lomhé)h aﬁlldak&i €1$ent dﬁBsdﬁ&&ﬁtch&ht whl m@e at&ssibrfwitinhat key.
t he device deact v t ed

100951 e BB PG eI RL PTG SRR ! PR lrom he discovery
of a comtehbptiomelat' serefyftioddens. eld rsayt federateil myﬁm@nn@nm@amet\mh

oy GO BRI (95 R0 AT By SR gy
and a bagach Of secatpssprialed Malba Rt coatepbPIpY WpERMedBs(shpan be
mlmmize@ b$ ngatc@%m%aﬁht do)ﬁwﬁt ﬁfovfcﬁvg @raa*dazplfby(ssl 58&h a 8hctiP&idhSLould not

entry i

impactEgpieRtprE v idH by B B LR PR oSt 1 BoeEnefpuLaiso not impac
contentpeviently pep)ideitonygstextd piybackadalidet esiap theadvactyyitédanedia key(s).
The reéﬁc?dlti&r? @1‘8 ﬁii' ﬁ&\? nzgﬂe\ae%? s tAnealec\éhf"eﬁhl%s@eE'ﬁ .tflé( F&ncfent distributor

access th n tron depends upon articular

encrypti on key the -device possesses. V\hen mul tiple

di fferent domai ns of devices exist, each domain can be

i ssued a set of -19-



"base encryption keys". These keys can be protected

using different scranbles for each system but the
wapwenbegig key material remains the sane. ForPERHAPDE063950

the "Java Mbil e Phone" domain can be defined to

I ssue the same set of "base encryption keys" to every

nmobi | e phone that supports a Java operating system

However different nodels of receive different

as the &éﬁ&ﬁmé@&edlﬁfkekgﬁwﬁﬁm%o 1bhged pkRNdd &:c@é@"f@’ilﬁ'fhﬁﬁﬂatléﬂ within the

voked ere ratio
new Pla%sg CUGeae mfeg fapl agﬁ? K/@ﬁ e5mica %pmé%ed@@w 0
[0096]gen&/liteght alinlvesievdipition eanthine Mahy sp&cific hBedmefits of the invention,
these shgﬁlﬁr '(];Flgé 3 ﬁ%u .cf Q’s@\ﬁig gatlxgn% on ?he s'cfof er HE: mv%ﬁt but rlather aso an
exammemfgmp embedmfent therdo&yor @S@dpllenthﬁ Iaboxgaeayeﬂem qaorbeoxsed toecreate a
prlvatetpﬁ’lg’}e@ networlt A& Us€UP If&%x%%le"‘@fﬁ s%&IrE @%ﬁ%ﬁtloﬁ an@ Vlewléng of pre-

ci rcunventjon toal,  that no | onger wor
releasedsgpient. Ha e a%qnaﬂ%he aorgﬁfé@rr@\rleerd:@vldd@empn‘gnqxh uger encryption
key” tigit (8 fodsesEeadHyi ANdevides mm SeeidEeRiwork f g@iﬁ)ﬂt@ e Ela@back

certif BB 7 af et s Ot R co gt Lo ek shigaion thr

is assotiaeduraithr & devaaxt 1dmalﬂaaeem nemberyatlinaudtipde playwadl centdfidatiogecould be

S e
embedﬁgd H]tC%g eﬂgtn Cér?lgb : onQIE[ ? éﬁtgﬁslt Aﬁ éﬁ h W{Eﬁer&? H%Q@ )G} addition, a
greaterclémber pEentitisa “@@éethé |S§si@m§1 @nmab”’dh@) SImpﬂy thhéeglétwswe@ntlty and the

content Hl%@fde?)%ﬁlﬁ@&)k&ndéﬁe\ylth X‘@§¥1ﬁ%ﬁﬁlﬁ9 t€6bdtAbfe to the generatmn of the
onger

playbagl G BCai SorHRtpe Yo YagiGhee éﬁné’EYPH@’é afoshiiatesn diitiog to those
descrit@idtadbve GanrewisédiBethe enayytdn efivokemt add@t vididds pegvabbeinformation
1ncludec{1 i, t@%}?{aﬁgaec}( ¢ 1%1?'% arllng%sn El\é%&/dx 1onax ecun? o@‘fﬁa:sﬂ%(e 1-|£hrme{%10n included
in the Ialssbmk at@@cawmanlbe scavibdesl Usyng 4 $sreamblgifenatianionn psaletcamined
sequeﬂ@@ de Ec?arﬁi)ﬁcful%ﬂl%n%elﬁé?@d ﬁ@ﬁ‘lsa 4866 BIP ?urfcﬁgﬁéé aA@éar m ly, the

stemto encr ‘cont ent encnﬁ&tlon ¥

scope ‘P the inygntdomhihey ceEngd; noA by dhe engposimenys ilis rﬁt@fu bug éy the

mxmn@&j&@ﬁﬁaﬁ&ﬂﬁufﬂhuﬁﬁﬁmreglStratlOn server and providing
user devices with a single "user encryption key"
during registration facilitates key revocati on.
Content is protected for all "user encryption keys".
If a "user encryption key" is |eaked, then subsequent
content will not be accessible with that key. [00951
Key revocation can al so be used to prevent abuses that
may result fromthe discovery of a content provider's
encryption keys. In many federated systens in
accordance with enbodi nents of the invention, nedia
key bl ocks are distributed to different content
providers and a breach of security associated wth a
particul ar content provider's media key(s) can be
m nim zed by deactivating that content provider's
medi a key(s). Such a deactivation would not i npact
content provided by other content providers. Such a
revocati on would al so not inpact content previously
provi ded to registered playback devices using the
deactivated nedi a key(s). The revocation woul d,
however, prevent access to new content issued by the
content distributor -19 WD 2007/ 106844
PCT/ US2007/ 063950 as the deactivated nedi a key(s)
woul d no | onger provide access to the information
within the new playback certifications required to
pl ay back the technically protected content. [00961
VWi | e the above descriptionjygontains many specific
enbodi nents of the invention,



t hese shoul d not be construed as |limtations on the
scope of the invention, but rather as an exanple of
wop@7amsedi nent t hereof. For exanpl e, the abovRCHYS108T063950
can be used to create a private player network for
use in, for exanple, the secure distribution and
view ng of pre- released content. In this scenario,
the content provider could use a comon "user
WHAEIECYAN@D [Skey” that is possessed by all devices
thin the r|v network to generate a pl ayback
ertlff}ﬁ%ﬂt?‘grﬁhsnil Rlogtad ﬁb‘iﬂﬂ’f‘%ﬁ%gs the content
provi deegie@aidnsetier aorpieagebwknetarotkfl cation that is
associ at flcatlon nunber and
mul ti p?lac ofi Mﬁg%%ogrgerck %fe[f)gg [ ongrkcaél dlt%alg%mtng%%%ed in
conte ratﬁmbdeefmbn@lu@ng gawnivolatilepemhey thetis epneotedda die network;
and registered device. In additi on a (greater nunber of
entities within the system ( , more than sinply
r egi starsswrbirfieéwmlucaﬁ& atﬂﬁé"’o@éﬂfﬂ Ao bt 19 e-w}neé@ﬁ t<b éle network;

provi dedkraih tie ﬁﬁls@ﬂﬂﬁf debhidr iycon@ig@rRAltd pRWIR th®fitdiBevice with a first

nerat.i on of t ck certification.
set Ofagﬁ‘(aﬁlr%’r‘ﬂ@%amél ’\I}a?rq“p{@lrﬂ% encryption techni ques in
addi t ivdrerdio thehfrsedevites s corfemiratiowere dre fhret sesefthctinatidre
t and the various pieces of
mfomgt%{#ﬁ]tgth%wﬂe &gﬁﬁggd in the playback certification.
As an vduin theyggisaeter server freconiigered ity prowvidstthesecond device with a
second's@%ﬂ&ﬁdatldnﬁnfo?ﬁat%tﬁﬂlbﬁs‘ékorﬁﬁfohhgﬂ gl ion can be

scranbl ed .usi n ramhl e function or a predeterm ned.
sequerdirdp he G9S) GEVGETE ST P ST EherspeAdpoke acty ation
informstegraintioa-violunitd memsry. Accor di ngly, the scope of the
i nvention should be determ ned not by the enbodi nents
illustrated, but by the appended clains and their
gqui valherrpstent ArinDi GOOTW O OE6F 441 AT MUBRHO7/ 063950
VWHAT Iﬂ% QS%IMESQCJ)I% dévice@.apeo&tnﬁgﬁreg tG I’J hQHtcbgt@nﬂ%Me}(content
conprising: a registration sefver connect e
Servelinet wor k; a content server connected to the network and

to a ttli@@dn@éi]t systieiRcoidurédilo Sk it€BnicAly PrbtdtgedBeontent including
0 atllﬁcmsm)r that is connected to the network;

multlplﬁr?gayﬁa@%%e% #4895:@84j ncl uding a non-vol atile menory
t hat itke ishdedtcad configured watsaiekiirst sshef aitﬂvaﬁdsrmnfonnatlon and one
' i-on. v ' i the first
otne SR A BIAPLY e Sy RO BT BB A, L 1
a first format; wherein the first device is configured

t3»0 st e cBﬂl%ntf dl§t§5u§&{ néﬁvoﬁ@(’iﬂ YAl ORyhekdih HeREd RN e is

voI wherejn the régistration server
Conﬁgl}rg al@%ﬁeéannd?%?t B BRfivakon Rdorgrtign anfa aiqthe afitheplayback
cemﬁcs@@ﬁndae@tss 0k t@bhicRy petectdd§ hreat.i on in a second
format; and wherein the second device is configured to
store the second set of activation information in
Hon- vdlhatcbhtenindstobytiorPnetWhik af@htimrit, whiestin:i but i on

net worgk. Bt &k 8k Ribatid Bl& T tion is protected by a base encryption key and
includes a user encryption key and a random value;

the playback certification includes information encrypted using the base
encryption key; and

the playback certification includes information encrypted using the user encryption key.
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the first and second devices are configured to request
content fromthe content server; the content server

WO g00camiBigured to i ssue technically protected PORUSWD7/063950
including nultiple playback certifications; and the
first device is configured to use the first set of
activation informati on and one of the playback
certifications to access the technically protected

aont enthe o%nteﬁh@ist@ibﬂﬁ&mgrsﬁgnﬁ bf ¢1Riut i OhdREThWRY #hf&natibRbMrypted
erein

. wh .the second device iLs  configured t se the.
using (G4 hitGhSuPtch RRAAas st ehoir Bl kdome P R o T ety
protectetheompbryback certifications to access the technically

protected content. 4. The content distribution network

of claim2, wherein: the first set of activation

itf or Mdeicontensdipiribuiben exsteny obclpias €, velmrein the soidset ahactivation
informh#§ #ERTeLthE $8he BAGIHBLHAY K arﬁ_nijdi?fefeﬁf‘g&?‘el\{&&;?’t%n Eégf

pl ayback certification’includes information encrypte

usi ng the base encryption key; and the playback

cer ti fileabheat disgibudes systthob NAhinDN eiGEphesbcosd §8 of hRivation

inform 385 8066 8158 Bl entR ke A CERTbUT SRRy

of claim4, wherein the information encrypted using

the b | . . ryption key
Aol o EAEHY BB S Y RS of B FOInGBET VP 7 ©
cont erthe caqitentsarvepiscentiswedtornrpyide 8setyfsppignioincepiiomkeys and

inform4tion\Rk &inthol the d&acORFuEhg @bntdilth VIRt tn@fed dySieRr AR4 | ON
i ncl udes the,sane base encrxgtlon k?% aqd aéglff%{ent )
user eRRIYPET DR, copliswd ¢ grncee ainat HpisayBack certifications.

system of claim4, wherein the second set of

tivati o I nf. Jon incl i ff.erent bas .

ey pr1eaRnicbl VRO GRl<BF b & Ao sl iRgn seper s
configntaé tesmoknthe dass enchptionkesyst em of clai m 4, wherein

the content server is configured to provide a set of

content encryption keys and _information concerning i

t1¥e deThecC@nth@g@éWUHgn sHeaf clpign heherpigdberpasiratigpserver is
config@d td Reokd e tueet ea¥Shasm kéy.configured to generate the

mul ti ple playback certifications. 9, The content

di stribution systemof claim4, wherein the

ridgi stA adgiontieesareer, ceampgond:i gured to revoke the base

encryg%hgaﬁgﬁy. 10. The content distribution system of

cl ai m 4, eréin the registration server is

conf i guiterdse éeviensmpeaterbtofbeproseseygid on key. 11. A

regi sty bt iRRFUE! devi@BBhh& o th@pBEQEESfR configured to connect

toangﬁgﬁfge devi ce connected to the processor; and

wherein the processor is configured to receive registration requests via the
network interface device;

wherein the processor is configured to generate activation information for
transmission via the network interface device;

wherein the processor is configured to receive activation confirmations via the
network interface device; and

wherein the processor is configured to record the completed activation of the

device in the storage device.
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a network interface device connected to the processor

and configured to connect to a network; wherein the
wW@ewcaeset i s configured to receive registratiBeI/US2007/063950

requests via the network interface device; wherein

the processor is configured to generate activation

information for transm ssion via the network

interface device; wherein the processor is configured

tlQ r eCIQie\teg@@zItio‘ﬁ%'éfv‘éflof?Qﬁﬁﬂ [ NBiHBAR thel RtV A iARIMRLiEN includes a
b Sﬂ$ 3& fv ce; and EfEIn the processor is
ase encpyiiop kX And B U5 SBIPENLXSonpl et ed acti vation of the
device in the storage device. -22 W 2007/ 106844
%T/ US{%QQQ%Q?%%%%@%V% g(ih%ln I ﬁ:c\%ﬁre?}%{l ltl% r&ees o%rs Qonfcguredr?o
Smamb#aﬁéﬂﬁh%¥9®@f®ﬁa%éwﬂandﬁbnmﬁém»encryptlon key 13 The
regi stration server of claim 12, wherein the processor
[ cogfi ured to scragble at | east sonme of the
a@t i hleg?ﬁl?tfﬁtwpﬁﬁﬂebﬁfCITﬂl Upeheredsi st rat i on server of
cl ai mielprovdseseis BonfidieedloqRas 2R miSipleaké i-Aftidndkeys and multiple
uﬁxenggnﬁ %e mul ti pl e base encryption keys and nmultiple
yptlon keys; the activation information
i nCI udlesactivatieruinféerplagob asdides dreypuliiple Hasy sncayydioa keys and a single
.erni ng
user englk;ﬂgélt? Ikc\?“égl; 1§g&g{?§9ﬁ h%}l{bgﬁl?%%ﬁ{]gctﬁ@ fbgger@ltcég)ﬁoﬁ ROG:
conf i ¢f RIQCEssOrsis 69 gurﬁ%d ﬁwmrﬁ ﬁmeembla@ke hege mqmttm Kegyand the

multipldMdertdibryp ﬂbﬁkéﬁhﬁ twérag@@é\a@g Ia@dﬂ keys in the storage

devi c and ess I S ured to. staore

01 or 1 MBI BATRSEP e THerT iR e i base
encryp@yk@ruhditheuses encrgpionyldyi includ&yinithe hasidedon férheition in the storage
activation information in the storage device. 15. The
registration server of claim1l, wherein the processor
is configured to authenticate the activation

@nf | iR G Q8 rdRh RErvENSE @GH YIat\XHl%fEllll fe rg@e%éd? i confr uéd to

nt server, rising: proces a stora
authembcé‘\tﬁ ‘E‘@ AEHHHeR P%’élt%in@t’f)ﬁ &s15g MW?UWQYH’@P%| ng st o red
content a trusted and opaque system connected to the
oce?g fglgnd a networ.k interface device connected to

FMXWTCQBH??Q%red to be connected to a

netmonknoumsneln the processor is configured to

recei eudreaHeEAR bindidMb ¥ ;ijages%roa{nﬁqncluding stored content;

a trusted and opaque system connected to the processor; and

device

a network interface device connected to the processor and configured to be
connected to a network;

wherein the processor is configured to receive requests to provide the stored
content via the network interface device;

wherein the processor is configured to generate encryption keys and encrypt the
stored content;

wherein the processor is configured to provide information indicative of the
request and the encryption keys to the trusted system;

wherein the trusted system is configured to provide a playback certification
containing at least one encrypted copy of the encryption keys used to encrypt the stored content;
and
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content via the network interface device; wherein the
processor is configured to generate encryption keys
w@pe7amsed/pt the stored content; wherein the PCDUSRNETO63950

is configured to provide information indicative of the
request and the encryption keys to the trusted system
wherein the trusted systemis configured to provide a
pl ayback certification containing at |east one
encr y pRekifs aRYprobestdigs ORI (8 Rrak G4 S tﬂ@&l@?‘p@ecﬁd&féﬁpﬁnd the
the stored content; . and_.-23 WO 2007/10684

playba ! B V656 56V Rk BYe3r 6% ocessor is confi gured

to transmt the encrypted content and the playback

certi fji,catiQn Vi he ne rk.pnterface device. 17.
The 001thentﬁls?ecroet%}l{%%eélog:é%r&é?".V e 18[ n: the playback
cert i fthepleymek icadifigatesn moludepmeltipbpiopsesof atleast @as vf thee

encrypg(gnf( ;argpcrypti on keys; and each copy is encrypted
using a different encryption key. 18. The content

ser vercagt copyds prergptediHiipe p differpt cpprygtienikeyyst em i s
configured to provide nultiple playback

rtifications; each playback certification includes
;lS | e §’teCBWS%“?‘?&Y?B?%lél%ggngefrelphe encryption keys;
and edhtrptaldack sephfifureditd povids nfudtiptaptagytlack certifications;
differ p ' .Sl nd; : .
net vorte Pk der el it CORLPU I AL EE R doryption

keys; aadhd configured to be connected to a network; and a

non- vahat pib fodAR WK iYicGRMR Eidichele@ dlftgeiyocessor ;
wherein the processor is configured totransmt a

regi stration request via the network interface

dovi ces dshes, ebmptifiagpr ocessor is configured to receive
an activation record via the network interface

devi c&:P"RRET R n t he processor is configured to extract
act i vatrepworknifitorfagt deyrcefcoomectdueo tixcprovessoramdroenguied to be

connect¥a8h iRt die: Rlgocessor is configured to generate an
activation confirmation usi ngé the activation

i nf or rdionoPlatiip Bleaiony eemmepfed Exdis drodessogonf i gured to
t r ans Riterdif eheAsibéaédrii® PorFntddrtBRiah 8t WiréoiéthRion request via the
network interface device;
wherein the processor is configured to receive an activation record via the
network interface device;
wherein the processor is configured to extract activation information from the
activation record;
wherein the processor is configured to generate an activation confirmation using
the activation information;
wherein the processor is configured to transmit the activation confirmation via the
network interface device; and
wherein the processor is configured to store at least some of the activation

information in the non-volatile memory.

20. The device of claim 19, wherein the activation information includes a base
encryption key and a user encryption key.
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network interface device; and wherein the processor is
configured to store at |east sone of the activation
WO pdooneesd on in the non-volatile nmenory. 20. TPET/US200T¢63950
of claim 19, wherein the activation informtion
i ncludes a base encryption key and a user encryption
key. -24 WD 2007/106844 PCT/ US2007/ 063950 21. The
devi ce of claim 20, wherein the activation information
incl udgg deVicEt bPLRIR 26 Swh&@BatHPA R P TFornttion TiGudes multiple base
devjce of claim 19, wherein: the activation
encrypiig §¢¥¥at i on i s scrambl ed; and the processor is
configured to perforn1processes to descranbl e the
tiv rmat j, o 23. A registration process,
?%npragwgﬁvw Ogobﬂﬁﬁg V@gm§trat|on request including
i dent ithe/aatiyatiorf mforatation js scraxgedsiand an acti vati on
recor ghe GUEERGH K ggmg%fré&/ ﬁ)tﬂe%rrh f QBB 't@&‘esf:fa?r{ﬂlé B8 activation
activation recor ner at’i ng actlva
informaégft i r mati on fromthe extracted actlvatlon
information; and sending the activation confirmation.
éé. The re tration ﬁ)ocess of claim 23, wherein
hdi Ry ST PR PROSETOfP PREHREL 1 nol udi ng
I dent istnding a oepistration rajuestrindludibp édtend 6y inf@mation;
transQ%&ﬁ%ﬁgaéQ&n&ﬁB§HQ8HF nunber of a nobile phone
toare Ion server. 25. The registration process
of cl @P(Ffﬁqkﬂ,g aghestmininpxmetet fron the adtivatiororecond or mat i on
from aRp,a6lihy &l é&ﬂaﬁ@r?&frﬂirﬁa‘dﬁ&h%BmctH@P{t&a%?eﬁ a@ﬁ%tyo%tlhf&mamn
information Wthin the activation record
and descranbl i ng decrypted information in accordance with
a pr edetdngineedtis/puenasmeitionpr ocesses. 26. The
regi stration process of claim?25, wherein the
activation information includes a base encryption key
add a Tiseegisngioppiro@ss &fglaian2B, avireasio eendued aegisBatiomeguest
1nc1ud15§ gdeﬁtlfi Cat ﬁgﬁrﬁ@g@%ﬁfgg&?ﬁ%ﬁlx s%?traﬂgﬂﬁﬂﬁlg%%g?eghone number of a
mObllee}W@WEﬂq XsHiskaljen sepeer- A process for issuing playback
certifications, conpr|S|ng receiving a content key

f t
o s J?fo‘é}’pggq%g%ﬁ) laifr tyﬁwgm%gggﬁn agiivaggn gnformation
from abaserakiey raessblirthtechnvrishs dectigitingdiformation within the activation record

and descrambling decrypted information in accordance with a predetermined sequence of

processcs.

26.  The registration process of claim 25, wherein the activation information includes

a base encryption key and a user encryption key and a random value.

27.  The registration process of claim 26, wherein the activation information includes
multiple base encryption keys.

28. A process for issuing playback certifications, comprising:
receiving a content key from content provider;
receiving playback parameters from a content provider;

locating a user key and a base key associated with a device;
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-25 WD 2007/106844 PCT/ US2007/ 063950 encrypting the

pl ayback paraneters using the base key; encrypting the
w@onwrams4key using the user key; and provi di ngPEI/US2007/063950

pl ayback certification including the encrypted

pl ayback paraneters and the encrypted content key.

29. The process of claim28, further conprising:

| ocating nultiple user keys and multiple base keys

associ Ay I ce ' ack
par arree?g}gt?ﬁ%gjléga }\%ﬁg% gﬁggg%%ﬁ@h?g%eﬁ%% abl e
i ncl udBsrYPHBE ths|captsatkeypsing e s keywcidnt ed using a

di ff ereatidRgaelkdyck E@tifltAdnandl@dihe He éﬁ@M}})&iﬂﬁJlﬁyba&\ﬁﬁixﬁmeters
e

each enfry in the table includes a copy o
andthec%ﬁf@ﬁ? Wé‘fﬁnéh?%ypt ed using a different user key; and

provi ding a playback certification including the
Ploay DA RARIBH Bhifh 280 AGmbRSngcont ent key table.
locating multiple user keys and multiple base keys associated with a device;
forming a playback parameters table, where each entry in the table includes the
playback parameters encrypted using a different base key;
forming a content key table, where each entry in the table includes a copy of the
content key encrypted using a different user key; and
providing a playback certification including the playback parameters table and the
content key table.

-26-



