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performabl ¢ By iend) HabGPEsh 38 185adsd§ as magnetic Floppy disks (approx-

imately one million bytea). Thelr size is no greater (credit card give
with a thickness of 3 to 5 mm). They have a much faster access (aeveral
thousond times faster), | |

PRIOR ART -

They can even be used 28 4 program ‘raniom access memory directly perform—
able by the pereonal computer. However, in thie case, unlike in the case
of magnetic mass memories, they are not loaded into the random &ccess
memory (RAM) of the BC to be subsequently performed. 'The prograws which
they contain are directly perfommable by the personal computer.

: Masé menoxry ov PC-cards have soveral memoty chips and a conpaector (68 pin

20

30

female connector according to the PCOMCIA stendard of the Pexsonal Camputer

Memory Card International Associution, 1030B Bast Duane Avenua, Sunnyvale,
California), The card can be plugged into a corresponding male conneptor
of the cawputer. The connections are such that the memory c¢an be
addressed by a parallel input-output port of the PC, either &8 if the
menory was o magnetic mass memory, or as if it was an extension of the

- R of the computex.

OBIECTS AND ADVANTAGES

aocxmm\g to the inventfon, it is coneidered deeirable to produce the
wmass memoxy or PC-tard in such a way that certain of the progrems which
it contains in the memory ave performable by the actual card and not the

‘computer.

This would muke it possible 'l:o offer supplanentary t‘gnctions, partimL—irly

- for carrying cut and modifying application programs relative to Lthe card.
. IL would aleo make it possible to free the peveonal canputer for other

funotions whilst allowing the cand to perfomn some of thease.
SUMMARY OF THE INVENTION '

This is why the invention proposes a pluggabl.e PC~cad for a personal

ccmputer conprising at leuat one ounputer writing accessible memory, |
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conputer. This woul d make it p055| bl e to of fer suppl ementary functi ons,
partl cularly for carrying odi ! lathd ! %?@l fying application prograns rel ative
to the:card. It would also nake it possible to free the personal conputer
for other functions whilst allowing the card to performsonme of these.
SUMVARY OF THE I NVENTION This is why the_invention proposes a pluggable

PC-card for. a personal conputer conprising at Least one conputer witing
accessi bl e nmenory, -2 characterized in that it also has a m croprocessor

P and neans eRatdduagiidde 1 thalPLAEEs Bas tontlbicpebdesepeshdisaa nabling then
; program contigl n%%cé@so% to dtreetﬂy perfom\ an instruction program contained in a
file of the meméry_ . '

5 In other words, a micxgprocessor is provided in the card, -said micro-
P ~ processor being physically ‘connected o the memories in such a way tha¢
- it can diveotly receive therefrom on its perfoxmable instruction bus per-
formeble instructions. This microprocessor can aleo have ite own progrem
read enly memory, more pacrticularly containing prograns for seeking in
10 the memories of the PC-card instructions to be performed and int:erpret-
: ation prograns for said instructions. Moreover, acconding to the inven-
: . tion, the microprocessor has divect wiring between its inatruction tus

. ~— and the caxd memozy' (that which con canmunicate with the extemal
’ computer) in order to perfons and not interpret a progren contained
15 therein. :

The card preferably has a switching circuit for.s'witchjng to the mamory
" elther the control signale from the microprocessor or the control signals
- frau the computer in which the card is installed. During the pecformance
20 of a program in directly performable code, the switching circuit pn.‘l.y
trangfers to the memory the control signals £rom the microprocessor,
whercas those frum -the canmputer do not reach the memory. However, in
other operations and more particularly those consisting of loading

performable files fram the cavputer, the control signals from the camputer
25 are tranamitted. '

e i —— — e = st

In on advantugéms usge exempl.é of the :lnventioh. the microprocessor part= '
icipates in the perfonmance of a security funotion (protection of the .
~ card againet abusive use). It is then of considerable interest to have
30 in the memwory application programa pecformable by the microprocessor in
order to ensure 8aiA security. In this way, on changing the |
spplication context, it is possible to lded a new perfoxmsble program.
This would not be possible i€ the microprocessor could only pecfomn thu
instructions contained in the pmgramnble read-only memory thereof.
35 :
It is then very desirable to use aecurity functiona for exerciging a con-
~ trol on the right of the user Lo aodify the perkonnuble £iles. ‘.l‘h:Ls pref-
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Thi s m croprocessor can al so

Mor eover,

Gyt BRI TEAD oié tsba&ewﬁhe Re16@Rnge B the al‘eérw th
|n order to perform an |nte r et giam
sraple shet shatpepupy aYe FEtmedofd 2
ﬁ&%ﬁable files to be protected, said signatures being inLonn-
ations such that the signature is modified L€ the file e modificd. The
function of the security chip would be the invisible storage and/or veri-
fication of these algnatures.
BRIRF DEBCRIP'L‘ION -‘OF THE DRAWINGB
The hvention is described in greater dotai.) hereinal;'ter relative. to non-

limitau.ve embodiments e_md with reference to the attached drawings,
wherein show:

Fig. 1 . The architecture of tha mass mm\ory or PC-card aeeonding t'o
“the invention.
Fig, 2 A clircult getail.

DETAILED DESOCRIPTION OF THE PREFBRRED B!(BODIMENT ‘

"', The caxd CC ehown in f£ig. 1 is intended to be inserted.in a personal

computer or PC, the camd having a standand pluggable Sonnector CNC, pref-

erably of the type defined by the POMCIA standard and the PC has a corres-~

ponding connector' Lox recetvtng the caxd.

The card is a memory card, i.e. it is intended mainly to serve for the
storage of data. For this funotion, the card either has eavera). diffevent
memory types {static or dynamic RAM, RM, EPROM, EEPROM baing the most

‘widely used types), or & single mevory type. If the mawories are RAM's,

which are esaentially volatile, 1t ie poasible to provide a stendhy bat-
tez'y for saving the data.

In order to obtain a larger storage capacity, several integrated circuit
chips are provided, each of which 18 a memory chip. These chips ave
deaignated overall .by the roference MEM. Thére'ém be several dozen chips
on the card for larger storage capacities (e.g. eevecal magabytes).

" The card CC 18 an exchangeable peripheral of the cavputer PC. It can be
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fromthe corrputer in which the card is installed. During the performance of
a programin directly perforidabidé0id8d%, the switching circuit only

: transfers to the menory the control signale fromthe nicroprocessor wheras
. those fromthe canputer do not reach the manory. However, in other

operations and nore particularly those4censisting of |oading performable
-files fromthe conputer, the.control signals fromthe conputer are
transmitted. In an advant ageous use exanple of the invention, the

M cr opr oceusest ejther asch p'aae§tm®hnelpphmme$oﬁ RAMMSWW f tdod#on

(protectiogy ﬁfc&ﬁ@t&aﬁﬂmgeama@%ﬂ oL Ywhdnl al hdiB6NeOpogbLe darabl e
interest to have_.in the menory plication pro rams perfo bl e bythe
ni cr opr oc e BaRYIenhasly rhen &h%erg SQUPRL ALY  (yPes Ay ki "ﬁg@) on changi ng

the application context, it is possible to | oad a new performabl e program
Thi % woul daRofeddt BRTRLR  dtehd Je" e o) MIEC R0 acb 1810 TV vPiiRG By B
: C. In practi.oe, all or almost all the memory MEM is acoessiblo i{n
reading and writing, but provided that this is on the part of a cleaved
‘user in the case whexe the accems security functions are provided.

10 Apart fram the chips forming the memory MBM, the card cen have other
chips. For example, £ig. 1 showe & security module, which {8 an integr-
ated circuit chip MPS having o microprocessor with small wemories and

~ programa for the operation of the microprocessor. The essential function
of this module is to ensure the access security to the meamory MEM from
15 the canwputer. - :

According to the invention, the caxd CC also has a supplewentary chip,
which 18 a microprocessor MPC having varied functions (e.g. linked with
the commnication with the security module) and which, accoxding to the
20 invention, has the supplanentary function of divect perfogmance within
the card of programs contained in cevtain aress of the memory MEM. ' Theae
programs are stored in the foxm of directly performsble operating codes
in the language of the microprocessor and the opevational bus of the
m:lcmprocessor (bus intended to reeoive the ingtructions) is comncted to
25 an output bus of the memory MEM. The microproceseor can also lmve a
N - program ROM coupled to ite operational bus. However, the special feature
. of the invention is that this ROM (inaccessible from the PC) is not the
only opecational memory, becauge the files of the memoxy MBY (among the
£ i.].es accesaible Emm the BC) are also perfomu:lble by the micrcpmc@ssor.

The memoriee MEM are _connected to the FC by means of sovoral buses, namely
an addrvess bus, a data tus and a control signul tus. Howevee, thoso buses
are preferably controlled by a locking or clamping circuit CV, which is
| itself controlled by the microprocessor MPC, 8o that the access to Lthe
35 _wemories is not cowpletely €ree, except when authorization is given by
the microprocessor MEC. '
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ctions for exercising a con- trol an -
the right of the user to nodify the performable files. This pref-
REPLACEMENT SHEET -3- erably takes place by providing'in the card a
security or clearance chip able to verify by a confidential code system the
clearance of the user. It is also prePerabIe that the security system has
an inaccessible file within the security chip and which contains

identificahiae i&é@:&@aﬁwae embadfimérits nerxisonasahé&that%etmdk%@rcekmtedv sai d

.s!gna_tur'ﬁéa{? o@gtﬁerﬁgﬁfgas |$or¢1,§asuc@he t hat Itu eaﬁmgf% tn&?%h”:ecj I f the

fileis
: data bus, but othex solutions are possible.

‘s This is why one has shown on the one hand a data bus EDl passing directly
| froan the connector CNC to the memory MEM and on the other an oddress s
£ram the connector to the memory and i.nrermpted by the locking circult
CV. This bus is designated AD1 upstream of the locking circuit on the
connector gide and AD3 downstrean thereof on the memory side. Finally, a
10 control eignal bus (SC1 upstrean and SC3 downstrean) also interrupted by
' the locking circuit CV is provided.

Anothex civouit (switching circuit AA) is interposed between the bug sC3
- and the memory. 1Tta function is to switch to the memory either the con-
15 - trol signals of the bus SC3 coming from the PC, or the control signals of
a bus SC2 coming £ram the microprocessor MPC and further details will be
given thereon hereinaftex. The control gignal bus finally 1ead1.n9 to i:hé '
leevory 1s designated SC downstreanm of the switching circuit AA. '

20 As a simplified embodiment, reference can e.g. be made to the control
buses SCL, SC2 or §C3 or SC transporting signals such as reading instruc-
tions (RDL, RD2, RD3, RD) or writing instructions (WR1, WRZ, WR3, WR) or
inetructions for the selection of one chip fxam among several: CEnll.' CEa2,
CEal, CEa for the salection of & memory chip A from among the ohips A, B,

 -=7 | C of the memory MEM or CEbL, Cib2, CEb3, CEb for the chip B, etc.

‘The locking civeuit CV is direotly controlled by a clearance bus SH fram
the micrOpmcessor MPC. This hus transports passage authoxrization or
inhibition signals with respect to the control or addvess signals passing

30  through the locking eircuit CV. In exemplified manner, it can be con=
sidered that there is a reading clearance signal SHR, a writing clearence

gignal SHW, clearance signale for ench memory ohip SHA for the chip A,

SHB for the chip B and SHC for the chip C. | -

75 The epecial feature is that the cleavance aignals come directly fcom the
MPC and are esgentially used for ansuring access security to the manory

i This Sheet Has Been RT

Hllll HUAEWAR




- Yapas

. Sy awiedt

function of the security chlg woul d be the invisible storage and/or veri -

" fication of these signat ur esys BRIBEIEIBSCRI PTI-ON OF THE DRAW NGS The
.invention is described in greater detail hereinafter relative to non-

limtative enbodiments end with reference to the attached draw ngs, wherein
show. Fig. 1 The. architecture of .tge mass nmenory or PC-card according
to the invention. Fig. 2 A circult detail. DETAI LED DESCRI PTI ON OF THE
PREFERRED EMBODI MENT The card.CC shown in fig. 1 is intendd to be'inserted:.

in a persomml fxoonphe ®C i apflidatiorantieieaacorgscasuaiijadd yEquigsbi and
connect or o@l&oﬁkﬂfﬁy &hé %xﬁﬁz&%&y .%ﬁ&leﬁds@ﬁri{}tgﬁ%rlﬁ?@t.andard and

the PC has a corres-" pondi ng connector recel Vi ng

Thus, the microprocessor MEC is able to electronically and selectively
5 prevent reading ox writing access to certain parts of the card memory

In oxdexr to dmplete the general description of the architecture of Eixy.
1, refevence is made to the following points. The microprocessor MPC can
10 access at random the memory MEBM. In the simplest case sa’d memory has a
Qouble access and this is why it is possible to see an address bus AD2
and a data bus BD2 between the microprocessor and the wmemory, although

N ‘this golution is not obligatory and a single access mavory would 2180 be
_ possible. Part of the data bus BD2 constitutes the operational tus of
15 ~ the microprocessor MPC, so that the latter can directly perform programs

in an operational language stored in the files of the memory MEM. Access
by the microprocessor MEC to the memory takes " place with the aid of a |
control signal bus S8C2 fram the microprocessor; But, as stated, said lus
passes through the switching circuit AA. This arrangement aims et per-
20 mitting en operation of the microprocessor in closed circuit with tﬁe .

' memory MEM during certain program phases. There is a general ewitching
signal SGA Fram the microprocessor MPC, which controls the awitching
circuit AA. TFinally, in.the case wheve requests made by the extemal ¥C

. systematically pass thxough the memory MEM before reaching the micto-

25 processor to be interpreted and then perfommed, appropriately the writing
| instructions WRL fram the PC ave detected by the microprocessor MPC. In
o this way, the latter con imown whether a request has been mede and can

optionally seek an instruction ko be interpreted in the memory MEM. This
ig why a direot connection WR1 has been shown between the connector CNC
30 and the mioroprocessor. |

The locking and switching clrcuits CV and AA are extranely sinple wired -
logic circuite., An exawple theceof ie given in Ffig. 2 to facilitate the
understanding of the prinoiple of the invention. '

s | o | o
It is e.g, assumed that the access to Lhe verious memory chips in resding

-
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~ The card is a nenory card, i_e intended mainly to serve for the
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" stqrage of data. For this f Ul 1i4@h198§§1e card.either has several. dif Ferent

menory types (static or dynamic RAM RCM EPROV| EEPROM 'being the nost '
. Wwdely used types), or a single nenory type. If the nenories are RAM s,
which are essentially volatile, it is7pessible to provide a standby bat -
‘tery for saving the.dta. In order to obtain a |arger storage capacity,
several integrated circuit chips are provided, each of which is a nmenory '
chip. Thesged eiitbings reauizes ovher preseoee o chip salectimer RBbMERIOWHE, ¢ can be
sever al 'd@i.-‘&?cﬁb','@c%é Rfie GMFs A0 B) @ Bedpett Hiedy MndAARE phémcéery. sever al
TEOADYLES ) cadihg 5 0% writifg Uk TASHIOOARAR. © RS, RAS'mdls LBS, ERFPYULS" PO

in this exawple form the content of the control bus SC leeding to the
5 memory MEM. ' | | '

Access requests are formilated by the external PC in the form of signals
CEal, CEbk, CEol, ROl, WRl on the bus SC1, accompantiod by en eddress on
. the bue AD1. Signals SHA, 6HB, SHC, SHR, SHW are present on the clear-
10 ance bus Si. Each Of these signals controla the opening or closing of &
respective AND gate. Each of the gatee reveives a respective control
_ gignal. The inputs of these gates constitute the bus SC1 of fig. L. The
RN outputs constitute the bus SC3 transporting or not the conteol aignals
- such as received frem the PC in accovdance with suthorizations given by
15 - the microgcontroller. :

The control ﬂi.gnuis transported on the bus SC3 are applied to ths swit-
ching circult AA partly shown in fig. 2.

20 The switohing circuit 1s controlled by a switching signal SGA. As a func-
tion of the state of this signal, transfer takes place to the tus §C (i.e.
to the memoxy MEM) either of the control signals from the bue SC3 (e.g.
r3, WR3, etc.), L.e. the control signals from the BC under the control
of the micxoprocessor, or the control signals (RD2, WR2, ete.) from the
2% actual microcontrollex. o ' '

For example, for switching reading control signals RD, an AND gate
xeceives RD3 and is controlled by the signal SGA, whilst another gate
_ receives RD2 and ls controlled by the logle compliment of 8GA, whilst an
30°  OR gate receivea the outputs of these two gates and supplies the reading

signal RD, said signal being either RD2 or RD3 as a function of the statc
of SGA. ' .

~ The action of the J.ocking_ clvcuit CV has been_repremted on control sig-
35 nals only, but it is clear that in accordance with the architecture of
fig. 1, it could also be exercised on the address bits supplied by the PC.

l—\\
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-4- used either as a nmss stg,(afgf pg{i pheral, or as-a RAM extension. It is
t he conputer which controls £h Wi e (when a choice is possible, i.e.
particul arly when there are several nmenory types in the-card). At |east
certain areas of the menory MFM are accessible in witing by the PC. In
practice, all or alnost-all the menory MEMis accessible in reading and
writing, but provided that this is on the part of a cleared user in the
case where the access securlty functions are provided. Apart fromthe chips-

fﬁr m ng t ﬂx&ﬁ\ﬁ%ﬁd t‘f@“ﬂfh@%ﬁfo\@weﬁhec@i&ﬁtt E{arw&armé, ;]{' g. 1
shows a securj I C s.an integr- ed circuit c aV|ng a
i cropr ocB8 %{% ﬂﬁmm%’r?& %?"a‘?ﬂfl %ﬁpaﬁt ing, and, ‘B}f’?‘?o‘# PPt he
m cropr ocb,ssma mﬁmpmwmbrau’cf forr 8 diirect genfermanciallof pmglmnaabgutm t he
accesfs SeqlEtdy, 5 Yyl EndpaRonalcbbadiph & $8F Nacféue operations.

5 o ' B '
According to the state of the signal SGA, thege are either instructions .
£rom the PC (ml, WR1, etc.) or instructions from the microprocessor MeC
(RDZ, WR2, etc.), which arve retrieved and switched to the memories MEM.
In this way, the memory card accovding to the invention can be uaed for
10 . more sophiaticated purposes than wus pmvi.ously possible.

In a first conventional use, the cerd is ueed for storing progbans and

~ data to be used by the carmputer (tranafer of said programe and data into
the computer RAM). The reversa transfer is aleo possible, i.e. loading
15 into the memory card new data of new programe.

In a second known use, the memory card serves as & RAM extension for a
personal canputer. Progrims directly performuble by the computer are
stored in the mamory MEM.. The instructions are stored in divectly comn-
20 prehensible Form by the covputer central unit. They are performed by
' the latter without previocusly being loaded into the conputer RAM.

In a third stage, epecifioc to the invention, the microprocessor MEC blocks

~ access of the control eignals (KDL, WRL, etc.) by the circuit AA. The
microprocessor operates divectly with the imemories MEM, which contain in
certain arces operating codos directly performsble by the microproceasor.
Dyring thie time, the peraonal camputer can continue Lo pertom other
tasks.

( ,
_ }

30 These directly perfonmsble instruction progroma have been loaded before-
| hand by the computer at a time where access was again given to 1t by the

~ signal 8GA, Thue, these programe are located in areas accessible in
writing by the PC (provided that a security clsarance hus been provided).

35 Thus, it is possible to eagily modify the tasks perfonned by the mlcro-
procegsor MEC by changing the programs whioh it can parform. For example,
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“ According to the invention, the card ‘ CC al so has a suppl enentary chip, -
which -I's a m croprocessor I\/P@ a&ﬁlﬂh%ﬂ’@arl ed functions (e.g. linked with the
communi cation with the security nodul e) and whi ch, -accor di ng to the

i nvention, has the supplenmentary function of direct performance within the
card of prograns contained in certaingakteas of the nmenory MEM These
programs are stored in the formof directly performble operating codes in:
t he | anguage of the microconputer and the operational bus of the

mi cr opr ocasaming bkt the milebpkoceseoxihne thve funet o oifi consi ):ii.m.ingrmmasd to an

out put  bugeP forbh&sddR RSy MPBEASES JaEvAcY rogram
ROM coupl gdloto |tsﬁgeraflp%|gd{uﬁ¥%ﬁ§\£\%r§ thg vgdggglaéfl'sgf eaturgugf t he

i nvent i ond¢eOYRAge Es‘f"ﬂl e Fependent 9scEhe envifeded HRpAiS-
oper at i onauomrmcy:anbbem thae dn bppsliobtioheclomparis badg.( anoiaowdlnd hot es

Torbr es. REHAR %ﬁnﬁeqc Chtofeisier B Knkelle’ el 3P 8 St )

of a ROM-get program.

Hereinbefare, the memory card hae been presented as a peripheral connected
o the computer, but not connected to anything else. However, it can
10  also be a communication peripheral to the outside (MODEM cerd, etc., con-
- trol card constituting an intelligent intexface with a machine). .In this
‘case, it has a supplementary cénnector to the outside (e.g. ﬁelephone

—  1ine conmection). The cowmnication procesges are controlled by the
- microprocessor MPC. The invention is particularly interesting in such a
15 ‘case, bacause it makes it possible to modify the programs permitting the
communication, either for checking an app'l'l.cattm. or for changing the
application. |

, The performance of a task carried ocut by the microprooeseor can take
20 place in the following way. A £ile F1 of the memory MEM contains a pro-
gram written in a language directly performable by the microprocessor.
Thie £ile may have been written by the PC in a previcue stage. A file F2
of the memory csn receive £xan the PC inetructicns ( interpretable, but
~ not performable) intended for.the microprocessor. The RM programs of
25 the mickoprocessor make it poseible to seek the content of the File F2 nt -
N the request of the PC and aleo make it poseible to inteipret the instruc-
tions contatned in sald f£ile r2. The PC writes in the file 2 on inatruc-
tion, which is the intermal performence instruction of the perfonmable
program contained in the file Fl. This writing by the PC is "geen" by
30 the microprocessor MPC (connection WRL) and understood as & reguest to
o read the file F2. The microprocessor then invalidates by the signal SGA
access £rom the PC and will then read the file F2 and individually inter-
pret the instxuctione contained therein, including the im.ler Lo perfonn
. the £ile Fl. The microprocessor then jumps to the first address of the
35 . file ¥l and successively performs the directly performable instructions
| of sald file and during this time access to the mewory by the PC is
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an address bus, a data bus and a contcol si gnal bus. However, these buses
are preferably controlled by3~a I%@k@&ﬂé or clanping circuit CV, which is
itself controlled by the m croprocessor MPC, so that the access to the

“menories is not conpletety free, except when authorization is given by the

m cr opr ocessor M -5- In the repres@nted enbodi nent, it is assuned that
the locking circuit CV acts on the address bus and on the control signal
bus, but not on the data bus, but other solutions are possible. This is why
one has shovalidatedhdyothe BAGRR1aSEM aThe  endEDE thes £41q Fil hascan yinptomtine

connect or ¢eNeathien LR LFEIRoY - GRiprocecsbe 1M NaiteAlhIAPEégieNs P Which hava
the instructions for returning a state word to the file F2, said word
represent.tng the fact that the perfonwunce of f£ile Fl is termminated. The
9 microprocessor revalidates the accese by the PC by rovercsing the state of
-" the signal SGA. | |

"It will now be shown ’tnat'thesia new possibilities are of intereat in con-
nection with manoxry or BC card use security control programs, namely
10 security against resding or writing data areae or progrem accas by un
' unauthorized user, ' -

N Access to certain memory aceas (eq. certaiﬁ chips or certain chip areas)
from the BC is authorized by the wicrocontroller MEC as a function of
15 previously defined security criteria and as a function of confirmations

given by the security module.

The security module is pre€érably the integrated circuit chip of tha can-
ponent sold by SGS~THOMEON under the refevence ST16612, in which s incor-
20 porated the non-volatile memory program MCOS of GEMPLUS. This component
has the following special features. The momory date are invisible for
the uger, because they do not paes on the chip mp\:teééutputa. They are
also optically invisible (masked). The chip has a microproceggor and
only it cen seek and process data in the memory. The ROM programs ace
25  carried out by masking and can conseguently not be modified. These pro-
R grams do not authorize access to all the chip memory areag. When a secret
clearance code is presented at the chip inpute, it is processed by the
microprocessox, which in response supplies "cl,earonca or inhibition '_a:lgnu.w'
and at no time can the nature of the vexrification trestment Lo detected -
30 an the chip .tnpqt/mtput temminals.

The procedure e.g. takes place in the following way. The insortion, of
the PC-card in the oonputer initiates the following operations: request

_ by the PC for the confidentinl clearance code of the user, eaid code being

" 38 introduced by the user on the PC keyboard in accordance with a standand
: paralle)l commnication protocol for a PC., 1t 18 trunemitted to the
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fron the connector to the nenory and interrupted by the I ocking circuit CV.
This bus is designated ADL u}ﬁs‘ﬂ 5809588 t he | ocki ng circuit on the connector
si de and AD3 downstream thereof on the nenory side. Finally, a control
signal bus (SCl1 upstream and SC3 downstreamn) also interrupted by the

| ocking circuit CV is provided. Anothgg circuit (switching circuit AA) is

i nt er posed between the bus SC3 and the nmenory. Its function is to switch to
the menory either the con- trol signals of the bus SC3 com ng fromthe PC,
“or the cosédwbolLshigieprtocabasr MPS cECEhE 2Bid) Gnllr sytrdenitt &} by cdes batUeleCGaand

finalty | hfosdullsy, p8fad MR ih 1P cBalhe o dfdeble BOF GRT1AGer (BRSO 0
circuit Apequently sivnprinciple dniesnige rﬁ%,mr?é’f &he pdagke Anputdoumt fepningl t he
control bEg#D.aBt: onSEite GhiSMPsPl Phe ldRUENY ddileSYaNeids EHE LorBiachensii Ng
NS UC S et :%E.’o rodroctabds Be ' ShENeh W LisentTry VRS
V\R)Y or -

. the state of the authorizations given (total inhibition, total authoriz-
ation, partial suthorization of certain memory areas). 'The conkrol micro-
processor MPC receives this word in secial Foom and then establishes on
the bue S the corresponding clearance signals (SHA, SHB, SHC, SHR, SuwW

10 .+.), which control the access to the various memory chips. The micro-
processor MPC then returns to the PC a state word indicating that the
security procedure has been perfomél and Indicating the result of this

~— procedure. C o

15 In this system it is clear that it is the microprocessor MPC which con-~
trols the PC-caxd security programs. Tt defines the authorizations and
'mhib!.tiqns and uges the security module a9 a epecialized mamber for

' chebking a clearance by confidential code. NO access secuvily operation
is controlled by the FC, ' |

20 |

' In a relnfoxced security structure, the data stored in the memory are

encoded by means of a eecret key. The secret decoding key is not known

to the user and is contained in the security module. On presentation of

a valid clesarance code, the sccurity module supplies the secret key to

L) the ﬁicpopmcee_sor MPC, which ¢an then carry out a decoding program with

respect to the mevory data and transmit them to the FC in decoded form.

It 18 thus ensured that the data stored Jo the memory cannot be usefully

copied by an unauthorized pevson. The recording of the data in the memory
can also teke place in encoded form using the samé encoding key and once

30 again only after tecogniz fng the user's clearance.

It should be noted that data are not outputted {n encoded form as is the

acnge in certain secucity applications ond inatesd the data stored i.n_ the

PC-cand are encoded so that any copy thereof would not be usoble by pome-
35 one without a clearance to do this. | B
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instructions for the sel ectig)? OI&O&Q@GCM p fromanong several: CEal, CEa2,
CEa3, CEn for the selection o 1 y chip A fromanong the chips A, B, C
of the mory MEM or CEbl, CWb2, CEb3, CEb for the chip B, etc. The |locking .
. ciralit CVis directly control I ed by a clearance bus SH fromthe
m croprocessor MPC. This bus transpoll s passage authorization or .
I nhibition signals wth respect to the oontrol or address signals passing
through the looking circuit CV. In -exenplified manner, it can be con-
si dered tHR® gY@y onj Sraydulently, gesting h‘i‘ﬁ;éi%%jﬂﬁ‘l;’* QPRthe, s{gaale P cWRacance
si gnal SHir a-éam)gnme Sagn afstiwcagcht wenld wtdlhl e Shipobetbliehto el pize, SHB
for the Cé h{ and SHC for the chip C. The special feature is that the.
cl earance 5%9 Y cane di rectly fromthe MPC and ace essentially used for
ensuring access security to the nmenory '

5 In this use of the circuits MPC and MPS for controlling the sequrity of
" the cand, it is clear that the invention makes it possible to modify the
programs controlling this security. Use is made of Piles such as Fl of
the memory MEM in order to position there directly perfommable programs, -
rau:er than use a set ROM of the micmprmessoc MPC. Thus, it is possible

10 to mod:.fy the secut:l.l:y control programs as a funckion of the application, -
' whilet retaining the sane mioroprocossor MPC and the sume security
module MPS.
o

_ ' However, as the control of gecurity presupposes that the unauthorized
15 uger cannot easily modify the semril;y control prograns, it ig posaible

to provide reinforcad aecurity meusuves for the protection of perf onnable
.E.i.leu such as Fl.

A Qescription will now be given of one method For obtaining this incrossed
20 - security. wWith each perfoonable file to be protectéa T asso_ciai:ed a
particular “signature", which repregents sald £ile and which is deterior-
ated if the file is modifled. ‘Thie pignature is formed from the aclual
file content, i.e. it is the concatonation of all the file bite. This
signature is atored in a non-volatile and non-accessibvle mewory (invisible
25 for the user) of the security module. When the.file has to be used and
N particulaerly when it will use a progran perxformable by the microprocessor
~ MPC, a check will firetly be made Lo ensure that there has been noh
deterioration of the file. Uf the Eile has been damaged, ite use will
be prevented. Forx this purpose, the microprocesaoc will firstly recalou-
30 late the signature Of the £1le to which it has access snd will ask the
securlty module what is the oxpected signature. It will then make a
'conparison and will only validate use if the signaturea éorrespond. The
corparison could take place within the pedurity module. Within the
security module thece con be the sane nuwnbor: - of store gignatures ae Lhare
3 arge Files to be protected. "Thus, in the security module there is an
"image" of the files to be protocted of the memory MEM, in the fomm of a
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-6- MEM fromthe PC in appI| %gﬂaere access security is required (and
controlled by the m crOproce &nd the securi ty nmodule MPS). This,

the m croprocessor MPC is able to el ectronicaLly and sel ectively prevent
‘realing or witing access to certain parts of the card menory MEM |n order
to conplete the general description oft3the architecture of fig. 1,
reference is made to the follow ng points. The m croprocessor MPC can
access at-randomthe nmenory MEM in the sinpliest case said nenory has-a
doubl e acé&dle ofngigityress coprespending pies $he varigisspartsnte der pedepbed.AD2 and

ettt e 5 e G e e
S Osai bl 0. OB g PR KeBiid ] siobin dpliitice TRIGUALISY: Brdiotee of

comparlson and similar programs) acve at least partly in the set progrums

35 - (inacceasible by the PC) of the mic.roproz.esxaor MPC or the securu.y module
| Ml’s. -
U
-
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. ' .
the m croprocessor MPC, so tgﬁt M}ﬁ éz tter can directly perform-prograns in
an, operatlonal | anguage st or ' B0 il es of the menory MEM Acpess by
“the nicroprocessor MPC to the nenory takes pl ace-with—t+he—atrd—of—a control

signal bus SC2 fromthe microprocessor, but, as stated, sses
tbrough the switching circuit AA Thi sl.dafrangerrentml '@i‘m |ng an
operation of the m croprocessor in closed . circuit

- duri.ng certain program phases. There is a general sw tchl ng si gnal SGA from
the nicroprocessor MC, which controlSNM& switching circuit AA Finally, in
t he case Wiere requests nade by the extenal PC systematical |y pass through

then pert bt nERUSSRIS haReD i () b & cBpRE6. Qhureda iy b/ o e 81T
det ect ed mnqrue(uiaﬂr gmmébba)rinl\m@tmgw bvhw Wt%é'iﬂaﬂ data dug axban

- Whef her - 2,858 Sk W&W%@%M&Ptﬂ%%&wrﬁﬁﬂb @ﬁttbfﬁixbéééd&n to be

1 I nter pret ?d d nmg?negggo(%Z AA) Ior the atcect: performance by the microprocessor

of an instruction program contained in the accessible memory ..

2. Memory cand accoxrding to claim 1, wherein the means for performing in

! 10 ~ airect manner a program conprise an operational bus (BD2) of the micro-
! ' processor, said bug being directly connect:ed to an output bus of the
memoxy. (MEM) .

3. Memory cand according to claim 1, wherein the means for the direct
15 performance of a progran comprise h-switching otccult (AA) controlled by
' the microprocessor for supplying control signals (5C) intended for the
manozy' (MIM), said ewitching circuit recelving the control signsls to be
switched to the memory, on the one hand foom a compiter in which is
- . inserted the card and on the other fran the mickoprocessor.
4. Memory card 8coom.‘i.ng to claim 1 camprising cavd access security con-
‘trol programs ‘in a performable file accessible from the memory (MEM).

S. Memory cexd eccording to claim 4, wherein programs for celculating

77 _&and covparing signatures of parfonnab\.e files are contained in mm‘t‘ess~
. ible progrem memories.
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o . A . .
is why a direct connection Vﬁq h@ﬁ &@&n shown between the connector CNC and
the, m croprocessor. The | ock é 4 itching circuits CV and AA are -

extrene+y sinple wired logic ciralits. An exanple thereof is givenin fig.
2 to facilitate the understanding of the prinviple of the invention. It is

e.g. assuned that the acoss to the varjgpous nenory chips in reading -7- -

and witing requires the presence of chip selection or enable signals CEa,

CEb, CEC for the chips A, B, C respectively and the presence of reading RD
or witing WR instructions. Thus, thdBsI#y#| s CEa, CEb, Cec in this exanple
formthe content of the control bus SC |eading to the

MICROQQMPUTER PC-CARD ADLY ‘10 PERFORM INTERNAL PROGRAMS -

The invention relates to exchangeable memory or PC-cards having several
integrated circuits for personal computers. '

These memozy or PC-cards serve as a large cepacity masa memory for repla~
cing floppy disks and other exchangeable magnetic supports. In order to
improve the possibilities of these cards, it is proposed that to them be
added a microprocessor (MPC) and the Alréct wiring of the operational Lus
(BD2) of maid microprocessor Lo the card memoxy (MEM). 1In this way, a
— ' caxd is obtained which contains in direct fomm performable prograns
previously loaded by the computer (PC) in which has been ingerted the
" cacd. Thug, Lkhe microprocessor functions not only with an intemal set
program menoLy, tut also with perfo:mable prograns loaded into the card
by the canputer and which can theretore e wodified at random (provided
that the user clearance procedures are respected).

(Fig. 1)
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menory NVEM Access requests are fonmﬂeﬁed by the external PCin the form
‘of signals CEal, CEbl, CEol, 3Rd1450A828on the bus SC1, acconpanied by an
addf és§+on the bus ADL. Slgnals SHA, SHB, SHC, SHR, SWare present on the
clear- ance bus SH. Each of these signals controls the opening or closing
of a-respective AND gate. Each of the gates receives a respective control .

_signal. The inputs of these gates constitute the bus SCl of fig.-1. The

out puts constitute the bus SC3 transporting or not the control signals such
as received fromthe PC in accordance mﬁth aut hori zations given by the.

- mcrocontroller. The control signals t ported on the bus SC3 are applied
" to the swit- ching circuit AA partly s in fig. 2. The switching circuit
is controlled by a sw tching signal SGA As - a func- tion of the'state of
this signal, transfer takes place to the bus SC (i.e '
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o the, menory IVEM ei ther of t 10@%3@ S|gnals fromthe bus SC3 (e.g. :
. WR3Setc.), i.e. the conttol s fromthe PC under the control of

4he mcroprocessor, or the control signal's (RD2, WR2, etc.) fromthe actual

i crocontrofTer. For exanple, for swtching reading control si gnals RD, an
AND gat e reC%ﬁ’ﬁ&aﬁQBB&ﬁctepl&e&ontrol led by the signal SGA whilst another
gat e receives trolled by the logic conplinent of SGA, Il st
an OR gate recmm [ uts of these two gates and supplies the Jreading
signal RD, sai either RD2 or RD3 as a function of thejstate
of SGA. The: action of the |ocki ng circuit CV has been represented on
control sig- nals only, but it is cl ear2t/12t I n accordance with the

architecture of fig. 1, it coul d al so; bg exerci sed on the address bits

supplied by the PC. REPLACEMENT SHE?.J:_D""E}’;
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~AAis to make it possible for the nmenories to be controlled in readi}

witing either by the m croprocessor
prograns by the latter, or by the personal

opecat i ons.

I nstructions fromthe PC (RD1, WRL,®

m cr oproce

MPC for a direct performance of

m croconputer for various
According to the state of —tlhe signal SGA, these are either

or |nstruct|ons fromthe

ssor NPMICRISRMPUIER FC;EARD, ABL

~

-8- According to the invention, the function of theqcélrcw

Sty

Ewi tched to

t he menori gerddipViod e ithvaRYzoithe rrermry card accrdlng othe i nvention
ExEiRhgBi1S Hse tethly Ot A -BArda0fGSmididBaiitelt 8Yigiiabna1PasR DI €.

can be use

puters (FC) have recently appeared as personal camputor accessories,
particularly for portable canputers. In future, they could replace

Eloppy disks and other magnetic mass storage means. They can be used as

a mass memory having the same cepacity as magnetic floppy disks (approx-
imately one million bytes). Their size is no greater (credit card size

with a thickness of 3 to 5 mm). They have a much faster access (severgl
thousand times faster).

FRIOR ART

They can even be used as a program random access ménory directly perform-
able by the personal camputer. However, in this case, unlike in the case
of magnetic mass memories, they are not loaded into the random access

memory (RAM) of the PC to be subgequently perfommed. The programs which
they contain are directly performable by the personal computer.

Mass memory or PC-cards have several memoty chips and a connector (68 pin
female connector according to the POMCIA stendard of the Personal Computer
Memory Card Intexnational Association, 1030B East Duane Avenue, Sunnyvale,
California). The card can be plugged into a corresponding male connector
of the canwputer. The connections ave such that the memoxy can be
addressed by a parallel input-output port of the PC, either as if the

memory was a magnetic mass memory, or as if it wasanextemion of the
RAM of the corputer.

OBJECTHE AND ADVANTAGES
According to the invention, it is considered desirable to produce the
mass memory or PC-card in such a way that certain of the programs which

it contains in the memory ave performable by the actual card and not the

This would make it possible to offér supplementary functions, particularly
for carrying out and modifying application programs relative to khe curd.
It would also make it possible to free the personal camputer for other
functions whilst allowing tlhe card to perform some of these.

SUMMARY OF THE INVENTION

This is why the invention proposes a pluggable PC-card for a personal
canputer comprising at .l.gaat one computer writing acceagible memory,
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In"a first conventional use, the card is used for storing programs and data
. to be used by the conputer (transfer of said prograns and data into the
conputer RAM. The reverse transfer is also possible, i.e. loading into the

menory card new data of new prograns.,|n a second known use, the nenry card
serves as a RAM extension for a personal conputer, Prograns directly
performable by the conputer are stored in the nenory MEM The instructions
are st or echaraqterizet| in cbat ipradisentsisba mmthmewabmrme unit.
They are RpakiQRdedibr! LAl RctHf plfiAUin RASMLOLEhY pritakad chiadRral iRt the

conput er In_a third.stage, specific to the invention, the
mcroprocgé%r"f{\]/ﬁ@ms access of the control signals (RD,, WRL, etc.)

by e circuit AA The mcroprocessor opates directly with the menories MEM
whi ch conthi Behdt wedda? &) mAERBr&RBEGE 1B preR s th th6 tdara PaldmiBR)-e by the
T 0P 00 30hsad? A defoa 1ty onhd it e B e TR 1 e SO e
- it can directly receive therefrom on its perfommable instruction bus per-
founable instructions. This microprocessor can also have its own program
read only mewory, more pacticularly containing programs for seeking in
the memories of the PC-~card instructions to be performed and interpret-
ation programs for said instructions. Moreover, acconding to the inven-
tion, the microprocessor has dirvect wiring between its instruction bus
and the card memory (that which con communicate with the extemal

ocaputer) in order to perform and not intexpret a program contained
therein.

The card preferably has a switching circuit for swi.ﬁching to the mamory
either the control signals from the microprocessor or the control signals
fram the cavputer in which the card is installed, Nuring the performance
of a program in directly performable code, the switching circuit only
trangfers to the wmemory the control signals from the microprocessor,
whereas those frau the camputer do not reach the memory. However, in-
other operations and more particularly those consisting of loading

performable f£iles fram the cawputer, the control signals from the canputer
are tranemitted.

In an advantageous use exawple of the invention, the microprocessor part-
icipates in the perfommance of a security funotion (protection of the
card against abusive use). It is then of coansiderable interest to have
in the memory application programs pecfameble by the micropracessor in
order to ensure said security. In this way, on changing the

spplication context, it is possible to load a new perfonmmable program.
This would not be possible if the micvoprocessor could only pecEona tho
{natructions contained in the programable read-only memory thereof.

It 1s then very desirable to use security functions Eor exercising a con-
trol on the right of the user to modify the performable €iles. This pref-
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tasks. These directly performable instruction prograns have been | oaded

sbef ore- hand by the conputer at a tine where access was again given to it
by the signal SGA. Thus, these programare located in area accessible in
witing by the PC (provided that a segurity clearance has been provided).

Thus, it i.s possible to easily nodify the tasks perforned by the mcro-
processor MPC by changing the prograns which it can peform For exanple,

6 MAR 1997 erably9takes splizica Pyt praividing i che pyaed as securitys o had.chbuance | addp of
constitutipga taBFerikf foy P4 QeRPARht i=a®! cdaB Sy @&k lthk Yo18REHALE d¥PEnd\Bd&t) woul d
be a sl ave,Itp Pa also preferable that the security system has an inaccessible file
within the security chip and which contains identification "signatures
of the performable files to be protected, said signatures being inform-
ationa such that the signature is modified 1f the file is modificd., The

function of the security chip would be the invisible storage and/or veri-
fication of these slgnatuces.,

BRIEF DESCRIPTION -OF THE DRAWINGS

The invention is described in greater detail hereinafter relative to non-

limitative embodiments and with refevence to the attached drawings,
wherein show:

2

Fig. 1 The. architecture of the mass memory or PC-card according to

the invention.

Fig. 2 A circuit detail.

DETAILED DESCRIPTION OF THE PREFERRED EKBODIEENT

The caxd CC shown in fig. 1_18 intended to be inserted.in a personal
computer or PC, the cand having a standard pluggable donnector CNC, pref-
erably of the type defined by the POMCIA standard and the PC has a corres-
ponding connector for receiving the caud.

The card is a memory card, i.e. it is intended mainly to serve for the
storage of data. For this function, the card either has several. different
memory types (static or dynamic RAM, ROM, EPROM, EEPROM being the most
widely used types), or a single memory type. If the memories ave RAM's,

which are essentially volatile, it is possible to provide a standby bat-
tery for saving the data.

In oxrder to obtain a larger storage capacity, several integrated circuit
chips are provided, each of which is a memory chip. These chips ave

designated overall by the refaerence MEM. There can be several dozen chips

on the card for larger storage capacities (e.g. several megabytes).

The card CC is an exchangeable peripheral of the cawputer PC. It can be
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accordance wth a program which can be dependent on the envisaged applic-
s;ation, it can be seen that an application change is easy. This would not be
possible if the m croprocessor MPC functions solely under the control of a
ROMt set prograM Hereinbefore, the negyary card has been presented as a
peripheral connected to the conputer, but not connected to anything el se.

However, it can also be a comruni cati on peripheral to the outside (MODEM
card, etc.usedgither s a aags Edaadet erripbengh. jont @4 o BRhextensdmeackt Wweth a

machi ne) . die bdi\tmtéﬁm;l.ch bo:k&&lﬁtﬁwaiﬁjﬁén(ﬂfeh & QhbR 98 golsivhe, auksi de

(e.qg. tel?gq_ ]!EF sﬁg%glﬁ%}%m 0 es are
controlle E&F’l croprocessor gﬁ%l % 1|R‘§ %é éi@l'cul arly
interesting in such a case, because it makes it possibl.eto nodify the

prograns pRt Mebdt RGrtdia omesUECHid @anorg i MENcird accebasle Dy wditB@gPhy &AL i ON,
or for chaggl ngntd)actill), | 131 &P Jimost all the memory MEM is accessible in

reading and writing, but provided that Lhis is on the part of a cleared

user in the case where the access security functions are provided.

Apart fram the chips forming the memory MEM, the card can have other
chips. For exawple, £ig. 1 shows a security module, which is an integr-
ated circuit chip MPS having a microprocessar with small memories and
programs for the operation of the microprocessor. The essential function

of this module is to ensure the access security to the memory MEM from
the camputer.

According to the invention, the cavd CC also has a supplementary chip,
which 1s a microprocessor MPC having varied functions (e.g. linked with
the commnication with the security module) and which, according to the
invention, has the supplementary function of direct performance within
the card of programs contained in certain areas of the mamary MEM. These
programs are stared in the fomm of directly performable operating codes
in the lenguege of the microprocessar and the opevational bus of the
microprocessor (bus intended to recoive the instructions) is conncted Lo
an output bus of the memory MEM. The microprocessor can also have a
program ROM coupled to its operational bus. However, the speclal €eature
of the invention ie that this KM (inaccessible fram the PC) is not the
only opecational memory, because the £iles of the memory MEM (awong the

files accessible from the IC) are also performable by the microprocessor.

The memories MEM are connected to the FC by means of soveral tuses, nanelf
an addrvess bus, a data tus and a control signal bus. Howevec, thoso buses
are prefersbly controlled by a locking or clemping circuit CV, which is
itself controlled by the microprocessor MPC, so that the access Lo the

memories is not completely free, except when authorization is given by
the microprocessor MPEC,
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The performance of a task carried out by the m croproessor can take place
s:in‘the followng way. A file F1 of the nmenory MEM contains a pro- gram
witten in a | anguage directly perfornmable by the m croprocessor. This file
may have been written by the PCin aprevious stage, Afile F2 of the
menory can receive fromthe PC i nstTdcfi ons (interpretable, but not
performabl e) intended for the m croprocessor. The ROM program of the

i Cr opr oC@aSEHe Bdseséritelsbbdinnt O 1§ CRK addified @®RLE Rhe Qlockiigy Eideaifcat the

request of gﬂigi gq gqgﬁs | s e ruc- tions
cont ai ned FR salgbefrﬂ he P@ V\II‘RIQ?%EP%OE %%nb?fnﬁéplggloéﬁtﬂl%dsﬁlﬁé uc- tion,
whi ch is 93aitieerivkl offerraointioee arsrasadtleon of the performabl e program
contained in the flle F1 This witing by the PCis "seen" by the

m cr opr oc Haﬁﬁ EM %&t@ el Hicb&aead the
file F2. e mcr rocessor en mv%ll;Ej at es éri'g %A

acce s from
t he PC andfRaPLiber rmertardCi &0 rihednemory, MEM H’?ﬂl‘?ﬂ HE%PF‘P’? ﬁ'l‘éF’dr"qs
from the connector to the memory and interrupted by the locking circuilt

CV. This bus is designated AD1 upstream of the locking circuit on the
oconnector gide and AD3 downstrean thereof on the mewory side. Finally, a

control signal bus (SCl upstream and SC3 downstream) also interrupted by
- the locking circuit CV is provided.

Another circuit (switching circuit AA) is interposed between the bus sC3

and the memory. 1Tts function is to switch to the memory either the con-

trol signals of the bus SC3 caning from the PC, or the control signals of
a'bus SC2 coing from the micvoprocessor MPC and furthex details will be

given thereon hereilnafter. The control signal bus finally leading to the
memory is designated SC downstresm of the switching circuit aa.

As a simplified embodiment, xreference can e.g. be made to the control
buses SCL, SC2 or 8C3 or & transporting signals such as reading instruc-
tions (RD1, RD2, RD3, fD) or writing instructions (WRL, WR2, WR3, WR) or
instructions for the selection of one chip from among several: CEal, CEa2,
CEa3, GEa for the selection of a mewory chip A fram among the chips A, B,
C of the memory MEM or CEbl, CEb2, CEb3, CEb for the chip B, etc.

The locking circuit CV is directly controlled by a clearance tus SH fram
the microprocessor MEC. This bus transports passage authorization ar
inhibition signals with respect to the control or addvress signals passing
through the locking civcuit CV. In exemplified manner, it can be con-
sidered that there is a remling clearance signal SHR, a writing cleacance
signal SHW, clearance signals for each memory chip SHA For the chip A,
4B for the chip B and SHC for the chip C.

The gpecial feature is that the clearance signals come directly €from the
MPC and are esgentially used for ensuring access security to the mumory

REPLACEMENT SHEET

2 6 MAR 1997




pre‘t the instructions contained therein, including the order to performthe
Hfile F1.

The m croprocessor then junps to the first address of the file F1
and successively perforns the directly perfornmable instructions of said

file and during this time access ta ghe nenory by the PCis 2 6 MAR 1997

- 10 - invalidated by the signal SGA. The end of the file F1 has an

I nstruction to return control to the m croprocessor ROM i nternal prograns,.
whi ch hawéM freom tlgs PAcin epplifationetwhene pgeess seturitprid reguited {arde F2,

sai d
wor d 1 epr &aRpblig y1end REErdphadeshs MPOT Al BRI S8R LY imburelups) .t er m nat ed.
The m croprocessor reval.idates the access by the P

by reversing the state
of
Thus, the microprocessor MPC is able to electronically and selectively

prevent reading ox writing access to certain parts of the card memory
MEM.

In order to complete the general description of the architecture of Eig.
1, reference is made to the following points.

The microprocessor MPC can
access at random the memory MEM.

In the simplest case said memory has a
double access and this is why it is possible to see an address bus AD2
and a data bus BD2 between the microprocessor and the memory, although
this solution is not obligatoxry and a single access memory would also be
posgible. Part of the data bus BD2 constitutes the operaﬁ.tonal tus of
the microprocessor MPC, so that the latter can directly perform programs
in an operational lenguage stored in the files of the memory MEM. Access
by the micropmcessorMPC to the memoxy takes place with the aid of a
control signal bus 5C2 from the microprocessor, tut, as stated, said tus
passes through the switching circuit AA. This arrangement atms at per-
mitting an operation of the microprocessor in closed circuit with the
memory MEM during certain progrem phases. There is a general switching
signal SGA f£ram the microprocessor MEC, which controls the switching
circuit AA. Finally, in the cese where requests made by the extemal PC
systematically pass through the memory MEM before reaching the micro-
processor to be interpreted and then performed, appropriately the writing
instructions WRL from the PC axe detected by the microprocessor MEC. In
this way, the latter can known whether a request has been made and can
optionally seek an instruction to be interpreted in the memory MEM. This

is why a direct connection WR1 has been shown between the connector ONC
and the mioroprocessor.

The locking and switching circuits CV and AA are extremely sinple wired
logic circuits. An exanmple thereof is given in Ffig. 2 to facilitate the
understanding of the principle of the invention. ' '

It is e.g. assumed that the access to the varicus memory chips in reading
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the signal SGA. It will now be shown that these new possibilities are of
sinterest in con- nection with nenory or PC card use security control
prograns, nanely security against reading or witing data areas or program
areas by an unaut horized user. Accessyto certain nmenory areas (e.g. certain
chips or certain chip areas) fromthe PCis authorized by the

m crocontroller MPC as a function of previously defined security criteria
and as a fandoriiging requines rthatarenencyi ok Ay sedretiea oF jsrgbifpaignels The

security lruméulcmal scwﬁcixetﬁblcmma la)teg:ea@ebﬂiﬂlycandt cw;;pesehcélae _com
ponent so i ncor -
porated the nori@cp_@ﬁ%ory program N %ﬁ%@fﬁh #%

S corrponent has
t he fol | ovdh&hissxpumlesfomm thescontart RE HbeycRsFel B Serikeding EofthR t he user,
because t hmemoglp MBMt pass on. the chip |nputs cut puts. They are

Access requests are formulated by the external PC in the form of signals
CEal, CEbl, CEcl, RDL, WRl on the bus SC1, accompanied by an address on
the bus ADl. Signals SHA, SHB, SHC, SHR, SHW are present on the clear-
ance bus SH. Each of these signals controls the opening or closing of a
respective AND gate. Each of the gates receives a respective control
gignal. The inputs of these gates constitute the bus SC1 of fig. 1. The
cutputs constitute the bus SC3 transporting or not the contcol signals

such as received from the PC in accordance with authorizations given by
the microcontroller.

The control signals transported on the bus SC3 are applied to the swit-
ching circuit AA partly showan in €fig. 2.

The switching circuit is controlled by a switching signal SGA. As a func-
tion of the state of this signal, transfer takes place to the bus SC (i.e.
to the memory MEM) either of the control signals from the bus SC3 (e.g.
RD3, WR3, etc.), i.e. the control signals from the PC under the control

of the microprocessor, or the control signals (RD2, WR2, etc.) from the
actual microcontrollerx.

Foxr exenple, for switching reading control signals RD, an AND gate
receives RD3 end is controlled by the signal SGA, whilst another gate
receives RD2 and is controlled by the loglc compliment of SGA, whilst an
OR gate receives the outputs of these two gates and supplies the reading

signal RD, said signal being either RD2 or RD3 as a function of the statc -
of SGA.

‘The action of the locking circuit CV has been represented on control sig-
nals only, but it is clear that in accordance with the architecture of
£ig. 1, it could also be exercised on the address bits supplied by thc PC.
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al so optically invisible (masked). The chi p has a mcroprocessor and only
it can seek and process data in the nenory. Then progranms are carried
out by maski ng and can consequently not be nodified. These pro- grans do

not authorize access to all the cthaqanry areas. Wien a secret clearance
code is presented at the chip inputs, it is processed by the

m croprocessor, which in response supplies clearance or inhibition signals
and at NQydebiFingako the 1Rédtien Olthé Fandtabh fdfcaid elirduleatareattobfaideiect ed on

the chip 0 Lgrm | S, e:aﬁﬁ 19 gC tn_ the
foll ow ng\%gﬁf%ﬁ%‘p:éker. | oiri@o'fso P%?B%[og%%%n t %‘gc%‘?r%?t}er | nﬁtlhgl? es the
f ol | owi ng®oSee Mirvprocessqrd¥C foF #iirest perloprnceRf PRegHERaItYcHear ance code
of the uskttesaiot O dhe Pare@al micosiongiteryfdhearidas opacddiend2C keyboard in
accordance with a standard parall el conmunication protocol for a PC. It is
transmtted tQ the

A g to the state of the signal SGA, these are either instructions

from the BPC (RD1, WRL, etc.) or instructions from the microprocessor MPC

(RD2, WR2, etc.), which are retrieved and switched to the memories MEM.

In this way. the memory caxd according to the invention can be used for

more sophigticated purposes than was previously possible.

In a first conventional use, the cavd is used for storing programs and
data to be used by the camputer (transfer of said prograns and data into

the conputer RAM). The reverse transfer is also possibi_.e, i.e. loading
into the memory card new data of new programs.

In a second known use, the memory card serves as a RAM extension for a
personal carputer., Prograns divectly performable by the computer are
stored in the memory MEM. The instructions are stored in divectly com-
prehensible form by the cawputer central unit. They are performed by
the latter without previously being loaded into the canputer RAM.

In a thixd stage, specific to the invention, the microprocessor MEC blocks
access of the control signals (RDL, WR1, etc.) by the circult AA. The
nicroprocessor operates directly with the memorvies MEM, which contain in
certain areas operating codes divectly performuble by the microprocessor.

During this time, the personal camputer can continue to perform other
tagks.

These directly performable instruction programa have been loaded before-
hond by the computer at a time where access was again given to it ty the
signal SGA. Thus, these programs ave located in areas accessible in

writing by the PC (provided that a security clearance huas been provided).

Thus, it is pose:i.blg to eagily modify the tasks performed by the mlcro-
processor MPEC by changing the programs which it can perform. For example,
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control microprocessor MPC of the card and retransnmitted by the Latter to
sthe security nodule MPS in a format conprehensible for the latter (con-
sequently in principle in series formon the single input/output term nal
avail able on the chip MPS). The securjty nodule verifies the confidential
code ad transmts to the m croprocessor MPC a control word representing the
state of thé authorizations given (total inhibition, total authoriz- ation,

partial akbf@dihg a&memﬁfmm@b@smmytm gastiod E muwtmgr}ac.a%r_ ]
processor greggsgc t shes on t he
bus SH the corres on mgt;“ﬁS aranCe S|gna %@ﬁ?% El@el%g%ﬂﬂ'

whi ch conteFEPdeR ER &sprqgrem, whicly can be dependent on the, enyiiseged *’B?H@essor

MPC t hen mm.nittcantﬂseséﬁ thatt at eppbiciticdchaigents east. tTEsSemad idoy
procedur e fadgeda@til RE" i’ MRS edddd iR ERkLIAR BOMY tunBbr hh Scontrol ‘1

of a ROM-get program.

Hereinbefare, the memory card has been presented as a peripheral connected

to the camputer, but not connected to anything else. However, it can

also be a comwunication peripheral to the outside (MODEM caxd, etc., con-

trol card constituting an intelligent intexface with a machine). 1In this

case, it has a supplementary connector to the outside (e.g. telephone
line connection).

The oamunicatim processes are controlled by the
microprocessor MPC.

The invention is particularly interesting in such a
case, because it makes it possible to modify the programs permitting the

commnication, either for checking an epplication, or for changing the
application.

The perfommance of a task carried out by the microprocessor can take
place in the following way. A Ffile Fl of the memory MEM contains a pro-
gran written in a language directly performable by the microprocessor.
This €ile may have been written by the PC in a previous stage. A file F2
of the memory can receive from the FC instructions (interpretable, but
not performable) intended for the microprocessor. The RM progravs of
the microprocessor make it possible to seek the content of the file F2 at
the request of the PC and also make it possible to interpret the inatruc-
tions contained in eaid file F2. The PC writes in the file F2 gn instruc-
tion, which is the intemal performance instruction of the performable
program contained in the file Fl. This writing by the PC is “seen" by
the microprocessor MPC (connection WRL) and undecstood as a request to
read the file F2. The microprocessor then invalidates by the signal SGA
access from the PC and will then vead the file F2 and individually inter-
pret the instructions contained therein, including the ovder to pertorm
the file Fl. The microprocessor then jumps to the first addreas of the
file F1 and successively performs the directly performable instructions
of said file and during this tlme access to the memory by the BC is
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-procedure. In this systemit is clear that it is the mcroprocessor MPC
-which con- trols the PC-card security prograns. It defines the

aut hori zations end inhibitions and uses the security nodule as a

speci al i zed nenber for checking a cleggrance by confidential code. No access
security operation is contolled by the PC. In a reinforced security

structure, the data stored in the nenory are encoded by neans of a secret
key. The simealddateaciedithg ddgnal SGROt THe @il dFOtHeN£il6SEI hasthn Snd@GétiloAed i n

the secur igh %-JtRe 'R\ti@ﬁd'p%ﬁ:- f. [ gh@ﬁr d@m.]:hq% Eecurity
nodul e s_u?):%éi es t%&?grg% ey to't e&%gr@prﬁgessor%%ﬂhl ch can then
carry out 8¢ JOSEMSHNS: 5% éﬁ?‘%%f‘i“l‘ﬂ Bt warg thEhenfdde \F2¢ 240 W%t r ansmi t
them t o t meprfeSentingetivd 6actf dhah the pesfdrwscecat iibel Fihid tehnindtdda si#tered in

t he nmenor ' r <ner |
f ecor di ngmw% éﬂ%af%ﬂﬁ%&ﬁi%%_w R BPetebiRG @R s tall ot

It will now be shown that these new possibilities are of interest in con-
nection with memory or PC card use security control programs, nanely

gsecurity against reading or writing data areas or prograw areas by an |
unauthorized user.

Access to certain memory areas (e.g. certain chips or certain chip areas)
from the PC is authorized by the microcontroller MPC as a function of

previously defined security criteria and as a function of confirmations
given by the security module.

The security module is preferably the integrated circuit chip of the cam-

- ponent sold by SGS-THMMSON under the refevence ST16612, in which is incor-
porated .the non-volatile mamocy program MCOS of GEMPLUS. This camponent
has the following special features. The momory date are invisible for
the usexr, becauge they do not pass on the chip :lnputs-d.ttmts. They are
aleo optically invisible (masked). The chip has a microprocessor and
only it cen seek and process data in the memory. The ROM programs are
carried out by masking and can consequently not be modified. These pro-
grams do not authorize access to all t:hectupmamx:j(amas. When a secret
Clearance code is presented at the chip inpute, it is procesaed by the
microprocessor, which in response supplies cleargnce or inhibition signals

and at no time can the nature of the verification treatment be detected
an the chip :lnpu.t:/mtmt temtnals.

The procedure e.g. takes place in the folldwing way. The insortion, of
the PC-card in the camputer initiates the following operations: request
by the PC for the confidential clearance code of the user, said code being

introduced by the user on the PC keyboard in accordance with a standard

parallel comunication protocol for a BC. It is tranemitted to the
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can._ al so take place in encoded formusing the same encoding key and once

It should be noted that
data are not outputted in encoded formas is the case in certain security

applications and instead the data sto

-again only after

any copy
t hi s.

si gnal s R%&!Rxf Alcropasc

| Mpossi bI

for cont ro %#gzgg%&gﬂfgahﬁ a Edwhl! GrfifheRluh 8%t bfH i itelRGosNd MPS

- available on the chip MPS).

recogni zi ng the user's cl earance.

t her eof woul d not be usabl é{) “sone-

12 - Thus even on fraudulently setting the signal
ca8ort HAC G2t eheObadaNind 2b€hanihittig @l Ldrthe to

sequently in principle in series form on the gsingle input/cutput terminal
The esecurity module verifies the confidential
code and transmits to the microprocessor MPC a control woxrd representing
the state of the authorizations given (total inhibition, total authoriz-
ation, partial authorization of certain memory areas). ‘the control micro-
processor MEC receives this word in secial form and then establishes on
the bus SH the corresporxling clearance signals (SHA, SHB, SHC, SHR, StW
«++), which control the access to the various memory chips. The micro-
processor MPC then retums to the PC a state word indicating that the

security procedure has been pexformed and :Imiiéati.ng the result of this
procedure. ’

In this system it is clear that it is the microprocessor MPC which con-

trols the PC-card security programs. Tt defines the authorizations and

inhibitions and uses the security module as a specialized member for
cheocking a cleavance by confidential code.
is controlled Ly the EC.

No access security operation
In a reinforced security structure, the data stored in the memory are

encoded by means of a secret key. The secret decoding key is not known
to the uger and is contained in the security module. On presentation of

a valid c¢learance code, the security module supplies the secret key to

the microprocessor MPC, which can then carry out a decoding progrem with
respect to the memory data and transmit them to the PC in decoded form.
It is thus engsured that the data stored In the memory cannot be uscfully
copied by an unauthorized person. The recording of the data in the menocy
can also take place in encoded form using the same encoding key and once
again only after recognizing the user's clearance.

It should be noted that data are not cutputted in encoded fomm as is the
cage in certain secucity applications and instead the data stored in the

PC-card are enccded so that any copy thexeof would not be usable by some-
one without a clearance to do this.

REPLACEMENT SHEET

2 6 MAR 1997

ed in the PCG-card are encoded so that
one wi thout a clearance to do
SGA or the



the card, it is clear that the invention nmakes it possible to nodify tne
sprograns controlling this security. Use is nmade of files such as F1 of the
menory MEMin order to position there directly performabl e prograns,
than use a set ROM of the mcroprocggsor MPC. Thus, it is possible to
nodi fy the security control prograns as a function of the application,

whi |l st retaining the sane m croprocessor MPC and the sane security nodul e
MPS. HowdWes evem anhEragnlensly eetiiag Uihiet 5igopk SGP s Ehe sheralsh®.uf&ut hori zed
user canmor x2didg thedaky dEhtheSELddr, i 1ty waAl $€111LP6e0 PaRRBibld to utpossl bl e to

provi de rsﬁ@i&fd%{g%?d securiity measures for the protection of performable
files such as . A description will now be given of one nethod for

obtaining this increased security. Wth each perfornmable file to be

prot ect edinl thixsase ioft tee aimaitd MEG and MPBORET cdntrol Mg Ciher SquesgNbs sai d

file and Ml &ld, S1985681e8F that the invention makes it possible to modify the
programs controlling this security.

r at her

Use is made of files such as Fl of
the memory MEM in order to position there directly performable programs,
rather than use a set RM of the microprocessor MPC. Thus, it is possible
to modify the security control programs as a function of the application,

whilst retaining the same microprocessor MPC and the sane securitly
module MPS,

However, as the control of security presupposes that the unauthorized
user cannot easily modify the security control prograws, it is posaible

to provide reinforced security meusures for the protection of perfommsble
files such as Fl.

A description will now be given of one method for obtaining this increased
gsecurity. With each performable file to be protecbéd ls associated a
particular "signature", which represents said file and which is deterior-
ated if the file is modifled. This signature is formed from the actual
file content, i.e. it is the concatenation of all the file bits. This
signature is stored in a non-volatile and non-accessible memory (invisible
for the user) of the security module. When the file has to be used and _
particulerly when it will use a program performable by the microprocessor
MPFC, a check will firstly be mede to ensure that there has been non
deterioration of the file. 1f the £ile has been damaged, its use will

be prevented. For this purpose, the microprocessor will firstly recalou-
late the signature of the £ile to which it has access and will ask the
security module what is the oxpected signature. It will then make a
covparison and will only validate use if the signaturea correspond.
comparison could take place within the security module. Within the
security module there cen be the same number of store signatures &s there
ace Eiles to be protected. Thus, in the security module there is an
"image" of the files to be protected of the memory MEM, in the tom of a

The
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ated if the file is nodified. This signature is formed fran the actual file
rcontent, i.e. it is the concatenation of all the file bits. This signature
is stored in a non-volatile and non-accessi ble aenory (invisible for the
user) of the security nodule. Wen t file has to be used and particularly
when it will use a program perfornmabl’e by the mnicroprocessor MPC, a check
will firstly be made to ensure that there has been non deterioration of the

file. |If dihe dg bﬁgda&&d&e&&réﬂﬂ?a?@ td ttﬁew%enlw'sl bazlkte £ ©¥ itolshrelOr th} st ]
ur pose, S S | e O e
]PI I g to v\,hAlIa h&%tg"gaégacc%g&sﬂ%%'es ‘thle J‘s‘{# ﬁg‘gs‘%‘gﬁr, ?hg &Hgﬁvﬁ E:g“ I's the -

oxpect ed Sfgfiatdreintpreed securkiansyiben @%ﬁ?l%ﬁ‘%&”w plonglee vali date
use if theccapgrizbnrand imiles pespans)hare @PEsss GareDulio (haksstpbroggesd t hi n

t he securi €L thd Belfie %%gﬁge
nunber of éstore Sl gna%%r es ash@%ere ace eé’sso’?gltpge pr ot ecte w in the

security ff®ule there is an
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"image" of the files to be protected of the menmory MEM in the formof a
:- 13 - file of signatures corresponding to the various parts to be
protectes. Any deterioration invalidates the use—ef—the—card—The Tontrol
programs of said reinforced security,gystem (sign

tian,
signature conparison and sim/lar program are at ﬂ%guwmuﬂhe set
prograns (inaccessible by the PC) of the mcropro L security
nodul e MPS.

CLAIMS

1. Pluggable memory card (CC) for a computer, comprising at least one

memory (MEM) accessible in writing by the computer via a data bus and an
address bus connected to the canputer, also comprising a microprocessor
(MPC) and means (BD2, AA) for the direct performance by the microprocessor
of an instruction program contained in the accessible memory.

2, Memory card according to claim 1, wherein the means for performing in
direct manner a program conprise an aperational us (BD2) of the micro-

processaor, said bus be_ing directly connected to an cutput bus of the
meory (MEM) .

3. Memory card according to claim 1, wherein the means for the direct
performance of a progran camprise a switching circuit (AA) controlled by
the microprocessor for supplying control signals (SC) intended for the
wemory (MEM), said switching circuit receiving the control signals to be
switched to the memory, on the one hand from a computer in which is
inserted the card and on the other fram the microprocessor.

4. Memory card accozding to claim 1 camprising card access security con-
trol prograws in a performable file accessible from the memory (MEM).

5. Memory card according to ¢laim 4, wherein programs for calculating

and comparing ‘signatures of performable files are contained in inaccess-
ible program memories.
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-14- 1. Pluggable nenory card (CC) for a conputer, conprising at |east one
,menory (MEM accessible In witing by the conputer via a data bus and an
address bus connected to the computer, al so conprising a m croprocessor
(MPC) and neans (BD2, AA) for the direct performance by the m croprocessor
of an instruction program contained i A the accessible nenory. 2. Menory
card according to claim1, wherein the neans for performng in direct
manner a progran conprise an operati%@_ﬂ%g#us (BD2) of the mcro- ptocessor,
sai d bus being directly connected to—an put bus of the nmenmory (ME). 3.
Menory card according to claiml1l, wherein the neans for the direct
performance of a pIQ PR PO-CEARDOABIE 10 [PERBDRYI TNTBRVAL( PEOGRMMt r ol | ed by

t he microprocessor tor supplying control signals (SC) intended for the
menory (MFM), said switching circuit receiving the control si%nals to be -
The invention relates to exchangeable memory or PC having Several

integrated circuits for personal computers.

These memocy or PC-cards serve as a large cepacity mass memory for repla-
cing floppy disks and other exchangeable magnetic supports. In oxrder to
improve the possibilities of these cards, it is proposed that Lo them be
added a microprocessor (MEC) and the direct wiring of the operational bus
{BD2) of saild microprocessor to the card memoxy (MEM). .In this way, a
card is obtained which contains in direct fomm performable programs
previously loaded by the computer (PC) in which has been inserted the
card. Thus, the microprocessor functions not only with an internal set
progran memory, but also with performable programs loaded into the card
by the computer and which can therefore be modified at random (provided
that the user clearance procedures are respected).

(Fig. 1)
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switched to the menory, on the one hand froma conputer. in which is
inserted the card and on the other fromthe m croprocessor. 4. Menory card
according to claim1 conprising card access security con- trol prograns in
a performable file accessible fromthe nmenmory (MEM. 5. Menory card
according to claim4, wherein prograns for cal cul ating and conpari ng

si gnatures of perforrrabl e files are contained in inaccess- ible program

menori es.
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