TRANSPORT REFRIGERATION EQUIPMENT CONNECT TO WI-FI
NETWORKS FOR DATA TRANSMISSION TO BACKEND

BACKGROUND

[0001] The present invention relates to wireless communication, and more
specifically, to managing transport refrigeration equipment connections to Wi-Fi

networks for data transmission to backend system.

[0002] Refrigerated containers are commonly used to transport perishable
cargo, such as, for example, produce, meat, poultry, fish, dairy products, cut flowers,
and other fresh or frozen perishable products. A transport refrigeration system can be
mounted to the container in operative association with a cargo space for maintaining a
controlled temperature environment within the cargo space. The containers can
include various components for communicating and receiving updates with the
backend service. Various updates can range in the amount of bandwidth that is
consumed over the network. For example, the operations can include simple
application downloads to large firmware updates. There may be a need to efficiently

manage the selected network communications based on the location of the container.

BRIEF DESCRIPTION

[0003] According to an embodiment, a method for managing transport
refrigeration equipment connections to Wi-Fi networks for data transmission to
backend system is provided. The method can include determining a location of a first
container, and transmitting credential information to a controller of the first container
over a first connection based on the determined location. The method can also include
receiving an acknowledgment from the first container over the first connection, and
enabling communication with the first container over a second connection using the
credential information, wherein the first connection is different than the second

connection.



[0004] In addition to one or more of the features described herein, or as an
alternative, further embodiments include simultaneously maintaining the first

connection and the second connection.

[0005] In addition to one or more of the features described herein, or as an
alternative, further embodiments include using a first connection that is a cellular

connection and a second connection that is a Wi-Fi connection.

[0006] In addition to one or more of the features described herein, or as an
alternative, further embodiments include using credential information that is

maintained in a backend system.

[0007] In addition to one or more of the features described herein, or as an
alternative, further embodiments include using a backend system that shares the

credentials with a plurality of containers over the first connection network.

[0008] In addition to one or more of the features described herein, or as an
alternative, further embodiments include transmitting a signal to the first container to
delay cellular transmission and to subsequently transmit data over the Wi-Fi network

based on the location of the first container.

[0009] In addition to one or more of the features described herein, or as an
alternative, further embodiments include automatically switching from the first

connection to the second connection.

[0010] In addition to one or more of the features described herein, or as an
alternative, further embodiments include automatically switching from the first
connection to the second connection based at least in part on a signal strength of the

second connection.

[0011] According to another embodiment, a system for managing transport
refrigeration equipment connections to Wi-Fi networks for data transmission to

backend system is provided.



[0012] Technical effects of embodiments of the present disclosure include
conserving cellular data limits by prioritizing Wi-Fi connections for data intensive

operations.

[0013] The foregoing features and elements may be combined in various
combinations without exclusivity, unless expressly indicated otherwise. These
features and elements as well as the operation thereof will become more apparent in
light of the following description and the accompanying drawings. It should be
understood, however, that the following description and drawings are intended to be

illustrative and explanatory in nature and non-limiting.
BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The following descriptions should not be considered limiting in any
way. With reference to the accompanying drawings, like elements are numbered

alike:

[0015] FIG. 1 depicts a timing diagram for communication between the

network and a controller of the transport refrigeration container;

[0016] FIG. 2 depicts a controller for a back-end server and a controller of the
transport refrigeration container in accordance with one or more embodiments of the

disclosure;

[0017] FIG. 3 depicts a system used to manage transport refrigeration
equipment connections to Wi-Fi networks for data transmission to backend system in

accordance with one or more embodiments of the disclosure; and

[0018] FIG. 4 depicts a flowchart of a method for managing transport
refrigeration equipment connections to Wi-Fi networks for data transmission to

backend system in accordance with one or more embodiments of the disclosure.
DETAILED DESCRIPTION

[0019] In today’s environment, the refrigerated containers can include

components for communicating with the backend service and for detecting and
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maintaining the temperature of the refrigerated container. It is know that cellular
networks is more expensive and charge higher rates than using Wi-Fi networks for
communication. Current transport refrigeration systems do not have a means for
identifying and connecting to any available Wi-Fi networks. The costs for performing
large updates or downloads over the cellular network can be prohibitive. Therefore,
there may be a need to utilize more efficient networks connections based on the

detected locations of object and/or container.

[0020] FIG. 1 depicts a system 100 for managing transport refrigeration
equipment connections to Wi-Fi networks for data transmission to backend system in
accordance with one or more embodiments of the disclosure. In example
embodiments, the back-end service 102 communicates with the one or more
containers 104 over a first network connection and a second network connection. In
one or more embodiments of the disclosure, the container can include a plurality of
components as shown in FIG. 2. As such, each container 104 can include a controller
that are used to obtain data and communicate with the back-end service 102. The
back-end service 102 can be configured to monitor the various conditions of the
containers 104 including the temperature of the containers. In addition, the back-end
service 102 can be configured to provide updates to the controllers of the containers
104. In one or more embodiments of the invention the first network connection
provides a 2-way command over a cellular connection and the second network
connection is a Wi-Fi connection. It can be appreciated that the network connections
may include, but are not limited to, any one or more different types of
communications networks such as, for example, cable networks, public networks
(e.g., the Internet), private networks (e.g., frame-relay networks), wireless networks,
cellular networks, telephone networks (e.g., a public switched telephone network), or
any other suitable private or public packet-switched or circuit-switched networks.
Such network(s) may have any suitable communication range associated therewith
and may include, for example, global networks (e.g., the Internet), metropolitan area
networks (MANs), wide area networks (WANSs), local area networks (LANSs), or
personal area networks (PANs). In addition, such network(s) may include

communication links and associated networking devices (e.g., link-layer switches,



routers, etc.) for transmitting network traffic over any suitable type of medium
including, but not limited to, coaxial cable, twisted-pair wire (e.g., twisted-pair copper
wire), optical fiber, a hybrid fiber-coaxial (HFC) medium, a microwave medium, a
radio frequency communication medium, a satellite communication medium, or any

combination thereof.

[0021] The containers 104 can be moved during transport and can be stored in
various areas such as a shipping yard, on a ship in a port, or a port terminal. Each of
the various areas may be associated with a geofence 106 that is used to track the
location of the containers 104 and the geofence 106 may be associated with a Wi-Fi
accessible zone through a Wi-Fi access point 108. In one or more embodiments of the
disclosure, the controller is configured to communicate with a terminal monitoring

system 110.

[0022] FIG. 1 depicts multiple scenarios for using for tracking the location of
the container controllers and for sharing credentials for an available Wi-Fi network. In
one non-limiting example, a container 104 in a “shipping container yard” scenario
each container in the yard is equipped with a controller. The controller can maintain
cellular connectivity to a back-end service 102. The cellular connectivity can be used
to report the control parameters along with the location of the container 104 to the
back-end service 102. The back-end service 102 is configured to track the location of
each of the container 104 that is in communication. In addition, the back-end service
102 includes geo-fence services 106 which can detect the entry and exit of each of the

containers 104.

[0023] In embodiments of the disclosure, various versions of the back-end
service 102 can be installed or executed in the container yard/terminals. The version
of the back-end service 102 which is executed in the container yard/terminals is
configured to share the Wi-Fi network credentials along with its location to the back-
end service 102. An administrator or user of the back-end service 102 can associate
the container yard/terminal to the geo-fence service in the back-end system 102. Upon
any entry of the containers 104 in the geo-fence 106 in the back-end service 102, the

back-end service 102 can determine if there is an available Wi-Fi network that is



associated with the geo-fence location. If there are any associated Wi-Fi networks
available in the geo-fence location, the backend system can send the 2-way command
to the container controller with the Wi-Fi network access and credentials. The
container controller can connect to the Wi-Fi network and start communicating the

telemetry and data download, firmware upgrade operations using the Wi-Fi network.

[0024] In a different scenario a container in a “port terminal container yard,”
the geo-fence 106 may be large but the Wi-Fi network might not be accessible in the
geo-fence entry. In this scenario, the back-end service 102 can calculate the distance
between the location of the available Wi-Fi terminal and the container 104, and the
backend service can perform a distance calculation of the container location and Wi-
Fi zone. When the current location of the container is within the vicinity of the Wi-Fi
network inside the geo-fence the 2-way command can be initiated to share the Wi-Fi
credentials of the available network. It can be appreciated the proximity to the Wi-Fi
network can be based on a defined configurable threshold distance between the Wi-Fi

network and the container 104.

[0025] In a different scenario when a container on a ship is arriving and the
ship will be “docked in the port.” Upon entry into the geo-fence, the back-end service
102 can send a command to initiate the second network connection. During transport
the telemetry data is not communicated to the back-end service 102 but is stored in
the controller memory of the container 104. If the ship is transporting 100 containers,
the container controllers will detect a cellular signal on reaching the port and begin
transmitting the stored messages to the back-end service 102. If the ship has arrived in
the port area, there may be a time interval before it reaches the Wi-Fi network of the
port. The back-end service 102 can send a 2-way command to the container
controllers on the ship that have just arrived or docked at the port before sending the
stored communication to the back-end service 102. In one or more embodiments of
the disclosure, the container controller can be configured to only communicate any
critical alarm information during this time and does not send all the stored data to the
back-end service 102. Subsequently, the back-end service 102 will detect the location
of the container to the Wi-Fi network zone and initiate the 2-way command with the

Wi-Fi credentials when it is in the network vicinity.
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[0026] FIG. 2 depicts an example of a back-end server 102 and a controller of
a container 104 in accordance with one or more embodiments is shown. The back-end
service 102 can include one or more processing units (processors) 204. Processors
204 are coupled to system memory 206 and various other components via a system
bus. The system memory 206 can include read-only memory (ROM) and may include
a basic input/output system (BIOS) (not shown), which controls certain basic
functions of system 100. FIG. 2 further depicts a one or more network adapters 208
for enabling data processing system 100 to communicate with other such systems that
may reside external to the back-end service. As shown in FIG. 2, the controller 202 of
the container 104 also includes the processor 204, memory 206, and network adapter
208 similar to that of the back-end service. The network adapter 208 can include a
first communication interface to enable communications over a cellular network and a
second communication interface to enable communication over a Wi-Fi network. The
controller 202 can also include a Global Positioning Systems (GPS) 210 is configured
to determine positioning information indicative of a geographical position using one
or more positioning systems or protocols of a type well known in the art, such as,

Global Navigation System (GLONASS) or other known positioning systems.

[0027] One or more illustrative embodiments of the disclosure are described
herein. Such embodiments are merely illustrative of the scope of this disclosure and
are not intended to be limiting in any way. Accordingly, variations, modifications, and
equivalents of embodiments disclosed herein are also within the scope of this

disclosure.

[0028] FIG. 3 depicts a timing diagram for managing the network connections
for a transport refrigeration unit in accordance with one or more embodiments of the
disclosure. The timing diagram 300 begins by establishing a first network connection
between the network controller and the controller of the container. In this non-limiting

example, the first network connection is a cellular network connection.

[0029] The network controller 102 can detect the location of the container 104
by obtaining location information from the GPS of the container or obtaining other

known location information. In one or more embodiments, the location of the



container 104 can be determined to have entered a particular zone based on using
geofence technology. The geofence technology can be used to monitor the containers
104 that are entering and exiting the zone. A Wi-Fi access point for communication
may correspond to the zone corresponding to the geofence where a reliable Wi-Fi

network connection is made available to devices that are within the zone.

[0030] It can be appreciated that a plurality of geofences/zones can be
established with corresponding Wi-Fi access points can be provided in accordance
with one or more embodiments of the disclosure. If it is determined that the container
104 has entered a zone, the network controller 102 can transmit the Wi-Fi network
connection credentials to the container controller for communication. In some
embodiments, backend/terminal system can include a version of the carrier backend
system and uses that, the Wi-Fi network connection credentials are sent to the
backend system along with the terminal locations associated geofence. In one or more
embodiments, the credentials can include but is not limited to the network SSID,
password, and other information required to log in to the Wi-Fi network. The
container 104 controller can use the network credentials to establish the Wi-Fi
network connection to an access point for communicating over the Wi-Fi network.
After the Wi-Fi network connection is established the container controller can send an
acknowledgment message to the network controller to switch the connection from the
cellular network connection to the Wi-Fi network connection. It should be understood
the cellular network connection can be maintained simultaneously with the Wi-Fi
network connection or it can be terminated and reestablished when the Wi-Fi network

connection may no longer be available or when needed.

[0031] In some embodiments, a threshold can be used to determine when the
second network connection should be established. The second network connection
can be used for the more bandwidth intensive communication such as large updates to
firmware. The first network connection can still be maintained for communicating

with the controller of the container.

[0032] One or more illustrative embodiments of the disclosure are described

herein. Such embodiments are merely illustrative of the scope of this disclosure and



are not intended to be limiting in any way. Accordingly, variations, modifications, and
equivalents of embodiments disclosed herein are also within the scope of this

disclosure.

[0033] FIG. 4 depicts a flowchart of a method 400 for managing transport
refrigeration equipment connections for data transmission to backend systems. The
method 400 begins at block 402 and proceeds to block 404 which determines a
location of a first container. The location of the container can be determined using
GPS or other locator type technology that is collocated with the container. Block 406
transmits credential information to a controller of the first container over a first
connection based on the determined location. The credential information can include
network SSID and password. Block 408 receives an acknowledgment from the first
container over the first connection. Block 410 enables communication with the first
container over a second connection using the credential information, wherein the first
connection is different than the second connection. In one or more embodiments of
the disclosure, the first connection can be a cellular connection and the second
connection can be a Wi-Fi connection. It should be understood that a different
sequence of steps or other steps can be used and is not intended to be limited by the

example shown in FIG. 4.

[0034] One or more illustrative embodiments of the disclosure are described
herein. Such embodiments are merely illustrative of the scope of this disclosure and
are not intended to be limiting in any way. Accordingly, variations, modifications, and
equivalents of embodiments disclosed herein are also within the scope of this

disclosure.

[0035] The techniques described herein provide for a technique to leveraging
existing connections by detecting a location of a container and automatically
switching the connection from an expensive cellular network connection to a more

cost-efficient Wi-Fi network connection.



[0036] A detailed description of one or more embodiments of the disclosed
apparatus and method are presented herein by way of exemplification and not

limitation with reference to the Figures.

[0037] The term “about” is intended to include the degree of error associated
with measurement of the particular quantity based upon the equipment available at the

time of filing the application.

[0038] The terminology used herein is for the purpose of describing particular
embodiments only and is not intended to be limiting of the present disclosure. As
used herein, the singular forms “a”, “an” and “the” are intended to include the plural
forms as well, unless the context clearly indicates otherwise. It will be further
understood that the terms ‘“comprises” and/or “comprising,” when used in this
specification, specify the presence of stated features, integers, steps, operations,
elements, and/or components, but do not preclude the presence or addition of one or

more other features, integers, steps, operations, element components, and/or groups

thereof.

[0039] While the present disclosure has been described with reference to an
exemplary embodiment or embodiments, it will be understood by those skilled in the
art that various changes may be made and equivalents may be substituted for elements
thereof without departing from the scope of the present disclosure. In addition, many
modifications may be made to adapt a particular situation or material to the teachings
of the present disclosure without departing from the essential scope thereof.
Therefore, it is intended that the present disclosure not be limited to the particular
embodiment disclosed as the best mode contemplated for carrying out this present
disclosure, but that the present disclosure will include all embodiments falling within

the scope of the claims.
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What is claimed is:

1. A method for managing transport refrigeration equipment to connect to

Wi-Fi networks for data transmission to backend systems, the method comprising:
determining a location of a first container;

transmitting credential information to a controller of the first container over a

first connection based on the determined location;

receiving an acknowledgment from the first container over the first

connection; and

enabling communication with the first container over a second connection
using the credential information, wherein the first connection is different than the

second connection.

2. The method of claim 1, further comprising simultaneously maintaining

the first connection and the second connection.

3. The method of claim 1, wherein the first connection is a cellular

connection and the second connection is a Wi-Fi connection.

4, The method of claim 1, wherein the credential information is

maintained in a backend system.

5. The method of claim 4, wherein the backend system shares the

credential information with a plurality of containers over the first connection network.

6. The method of claim 1, further comprising transmitting a signal to the
first container to delay cellular transmission and to subsequently transmit data over

the Wi-F1 network based on the location of the first container.

7. The method of claim 1, further comprising automatically switching

from the first connection to the second connection.
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8. The method of claim 7, wherein the automatically switching from the
first connection to the second connection is based at least in part on a signal strength

of the second connection.

9. A system for managing transport refrigeration equipment to connect to

Wi-Fi networks for data transmission to backend systems, the system comprising:
a controller of a first container;

a backend system operably coupled to the controller, wherein the backend

system is configured to:
determine a location of a first container;

transmit credential information to a controller of the first container

over a first connection based on the determined location;

receive an acknowledgment from the first container over the first

connection; and

enable communication with the first container over a second
connection using the credential information, wherein the first connection is

different than the second connection.

10. The system of claim 9, further comprising simultaneously maintaining

the first connection and the second connection.

1. The system of claim 9, wherein the first connection is a cellular

connection and the second connection is a Wi-Fi connection.

12. The system of claim 9, wherein the credential information is

maintained in the backend system.

13. The system of claim 12, wherein the backend system shares the

credential information with a plurality of containers over the first connection network.
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14. The system of claim 9, further comprising transmitting a signal to the
first container to delay cellular transmission and to subsequently transmit data over

the Wi-Fi network based on the location of the first container.

15. The system of claim 9, further comprising automatically switching

from the first connection to the second connection.

16. The system of claim 15, wherein automatically switching from the first
connection to the second connection is based at least in part on a signal strength of the

second connection.

13



