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CROSS-REFERENCE TO RELATED APPLICATION
[0002] This application is a continuation-in-part of co-pending patent application
serial number 12/618,443, filed November 13, 2009, entitled "Methods and Apparatuscs for
Communicating Preservations Notices and Surveys", assigned to the same inventive entity;

the entire disclosure of which is incorporated herein by reference.

FIELD
[0003] In general, embodiments of the invention relate to methods, systems,
apparatus and computer program products for electronic discovery and, more particularly,
determining suggestions for potential custodians to add to a case in an enterprise-wide

electronic discovery system.

BACKGROUND
[0004} Electronic discovery, commonly referred to as e-discovery, refers to any
process in which electronic data is sought, located, secured and searched with the intent of
using it as evidence in a legal proceeding, an audit, a securities investigation, a forensics
investigation or the like. E-discovery can be carried out offline on a particular computer or it
can be accomplished in a network environment.
[0005] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents
must be scrutinized manually. Furthermore, digital data is difficult or impossible to
completely destroy, particularly if the data is stored in a network environment. This is
because the data appears on multiple hard drives, and because digital files, even if deleted,
generally can be undeleted. In fact, the only reliable means of destroying digital data is to

physically destroy any and all hard drives where it is stored.



apparatus and conputer program products for electronic discovery and, nore
particularly, determ ning suggestions for potential custodians to add to a
case in an enterprise-wi de electronic discovery system BACKGROUND '

[ 0004] El ectroni c di scovery, commonly referred to as e-discovery, refers to
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that the technology infrastructure across the enterprise may vary, at least in the interim.

However, e-discovery must be able locate and retrieve data from these disparate technology
infrastructure in a timely fashion, sometimes within days of when the merger/acquisition
occurs.

[0008] In addition to identifying, locating and retrieving digital data, the most critical
part of any electronic discovery is the preservation of data, which involves maintaining an
original source copy and storing it for preservation purposes or furthering processing. This
too becomes a daunting task for the enterprise system that encompasses a myriad of different
technology infrastructures and the like. Therefore, a need exists to improve the
identification, location, retrieval and preservation processes, especially in instances in which
the enterprise system includes disparate technology infrastructures and the like.

[0009] As previously noted, e-discovery, as opposed as conventional discovery of
printed materials, provides for the ability to filter or search the data so as to reduce the
volume of data to only that which is relevant to the request. Such searching is typically
accomplished by determining a specific date range for the request, providing key words
relevant to the case and the like. Improvements in the arca of searching are greatly in need to
further add efficiency to the overall e-discovery process.

[0010] Once data has been retrieved, preserved and, in some instances, searched the
electronic data may be reviewed by the requesting entry, such as a law firm, securities
commuission or the like. While large requests are generally suited for online review, the

manner in which the data is presented for review adds efficiency to the review process and
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rise to nmultiple issues, many of which have yet to be resol ved. For
exanple, identifying data required to satisfy a given discovery request,

| ocating the appropriate set of data that has been identified, and
retrieving the data once it has been identified and | ocated all pose
problens in and of thenselves. This is especially evident if the data that
i s being {KanRiyfdrids thk 062 bEMe 2Rskw SbtdsE VEEbrGORESpkdRMeAR 11ethe idhMg 0"

di sparate enterprise, such as a corporatjon that has experi enced nergers,
acqui si t i Whish dgfaigsesentad fos seyiemareialsp desipple gop meat ! MR EE £iT6IFECHEEN "t hat
the technQlipQye ijdfsr astructure across the enterprise may vary, at least in
the interim ﬁ%mever, e-di scovery nust be able | ocate and retrieve data

from t hesE04lls par atlestheeredhodigitd! dite hat hege raviesvefl data idenidied af selefpns may
sonet i mes_ Wiyt by f aehi LSt ]In

addi tion ?%Mdﬁggﬁr?%%%,a%%g% itf(ﬂ-glagﬁg ret %ﬁlgi#%g} iglg‘gie?gil%{@ %Jlﬂ%gg nost
critical Theprodfcedigeuaionts tnetbepropeslyddentified andtitdudsmeseesparn tadastions ardat a,

whi ch inv%n\ﬁﬁgntﬂﬁ%%aﬁiﬁésng an original source copy and storing it for
preservation purposes of furthering processing. This too becones a daunting

task for [d6&2]ent er fip il syngteedisdohaty nensgemeatiss bean copductad onfa wid-Hecaant
technology infrastructuyres and the |like. Therefore. .a ne exists o

i nprove t%ﬁlsi @Swg‘ﬁlﬁgﬁ#‘?wglw& ciwo’f?!ate(laé? FTfreeev‘g?""ﬁ?{H lsg?aé% eag\t/ﬂt<1;‘13tc|a?)e’r1l B‘f)elt]’oc esses,
especi al | SudhindnagdnBncées not alloivabr filke gantlaniyiih 82 nSansgemment oftd sages foi spar at e
technol ogy .infrastructures and the |ike. [0Q09] As, previqQusly nate

e-di _scoveﬁ S 10, &g ppReaydEragbseioT %‘*ﬁawa%esoggvjswngﬁhep?&ﬁwﬁyﬁé@sg al s,
provi des §fycatd6 anithdrinky or Bre dxlidih ek, SBRFeEde ldiRedatias 8Ompsove e Rdee t he
vol une of data to only that which is relevant to the request. Sych

sear chi nginvehighgasesarq Panaged andh insnrgiraliy hewttasongand groakigyear Magagsdt e range

for the rgguesis oY cdhifdnda®dani@dael €l evant to the case and the like.
| nprovenents in the area of searching are greatly in need to further add

ef ficienclp0ill the dvéiamsctef dicaeosiertipnisdiscesy afonate] kave dedarmiing 2k peen
retri eVEdoft@é\@S@ wegwﬁg%o ibr R He%&@ﬂ%@%vilﬁsa%gé i%?%if%l:tﬁ?&rfd%& dat a
by t aw

may be revi e requestifg entry, such as a irm securities

conmi ssi oepnewming endeakae thapkiquized the glectroatpulisroserg pesogietse fogteriprms raseaseh thor

online reyiew: .t : i I: a-p r iI.ew adds
P s : 1dcfed

effici enc%‘%t‘%ﬂoll\(’iI%eﬁ'{g,;"eorlggllt1 Ig\%hf){?%%q\égéslﬁgdn%ﬁﬁﬁ?# rrgk‘%fegéag‘?ﬁ%@gts hgj ece(rgg lgf t he

revi ew prdis@sery affoeintfio interviewpindividmegs blseaiy idehiéfiadeas heing iassovihied With atcasei s

present ed. {iar LoX! QWALS 839 SBILERLE B BeorlRARRes bP R GREIT ©F 11 ci ey

determine if someone is or might be associated with a case. This research process is not

foolproof and, all too often, during the actual discovery phase of a case it is determined that
one or more individuals associated with a case have not been added to the case. This is
because of oversights or limitations in determining who is or might be associated with a case
during the research process.

[0014] In addition, once individuals have been identified as being associated with a
case, i.e., potential custodians, a further determination needs to be made by the electronic
discovery associate regarding which of the added potential custodians should receive
preservation notices and/or surveys and/or which of the preservation notices the potential
custodian should receive. Preservation notices serve to notify the potential custodians of a
responsibility and/or an obligation to preserve data and/or data storage devices to which they
have access. Surveys pose questions to the potential custodian related to data and/or data
storage devices to which the potential custodians have access. In turn, the electronic

discovery associates use the answers to the surveys to determine if preservation and/or
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[0011] Lastly, once the digital data has been reviewed, data identified as
rel evant nay need to be produced in a tangible format for further analysis
or legal evidentiary purposes. The produced docunents nust be properly
identified and include necessary redactions and confidentiality markings.
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[0017] Embodiments of the present invention relate to systems, apparatus, methods,

and computer program products for electronic discovery and, in particular, improvements in
electronic discovery that allow for electronic discovery to be efficiently and cost-effectively
employed across a diverse enterprise. In particular, embodiments herein described related to
systems, apparatus, methods and computer program products for automatically determining
suggestions for preservation notice recipients based on an association between previously
identified preservation notice recipients and individuals being added to a case, i.e., potential
custodians.

[0018] Thus, present embodiments provide for determining suggestions for

preservation notice recipients in an electronic discovery case. The determination is based on
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[ 0015] Therefore, a need exists to automate the process whereby individuals
within an enterprise systemcan be readily identified as being potentially
associated with a case. The desired process should take into account who is
al ready added to a case and determ ne who else is or mght be associ ated

with the case based on their association, during the tineframe of the case,
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notice recipl en in an electron I scovery case. Ihe determnation is
based on associated w1th the case. The determination is based on an association between one of the

potential custodians and one or more previously identified recipients of the preservation
notice. Additionally, the method includes communicating, via a computing device processor,
the one or more preservation notices to one or more of the one or more suggested recipients.
[0021] In specific embodiments of the method, the determination is based on the
association between one of the potential custodians and the one or more previously identified
recipients of the preservation notice and previous preservation notice history of the one or
more potential custodians.

[0022] In further specific embodiments of the method, determining further includes
determining, via the computing device processor, at least one match between predetermined
data associated with at least one of the previous identified recipients and a potential
custodian. In alternate embodiments of the method, determining forther includes
determining, via the computing device processor, that a predefined threshold of matches exist
between predetermined data associated with the at least one of the previous identified
recipients and a potential custodian. In such embodiments, the predetermined data associated

with the at least onc of the previous identified recipients and the potential custodian includes
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a conparison of data, such as personnel data or |ike, associated with

i ndividuals previously identified as preservation notice recipients and
potential custodians. In addition, the determ nation takes into account the
preservation notice history of the custodian and/or potential custodian
bei ng considered as a recipient of preservation notice of a specific
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identified survey recipients and a potential custodian. In sach embodiments, the
predetermined data associated with the at [east onc of the previous identified survey
recipients and the potential custodian includes one or more of employment chain-of-
command, employment locale, employment classification, data source accessibility or
generated data content.

[0026] An apparatus for suggesting potential preservation notice recipients in an
clectronic discovery system defines further embodiments of the invention. The apparatus
includes a computing platform including a memory and at least one processor. Additionally,
the apparatus includes an electronic discovery manager application stored in the memory,
exccutable by the at one processor and configured to receive first inputs that define a case and

receive second inputs that add a plurality of potential custodians to the case. The apparatus
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one or nore of enploynent chai n-of-command, enploynent |ocal e, enploynent
classification, data source accessibility or generated data content.
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specific E‘ﬁ%ﬁﬁ“ﬁ%ﬁ?@ehéPé‘FéPﬁ’ihﬁPﬁ‘gO‘Tfﬁ‘PfFH‘é&geFt TeG@ESSdet er mi ni ng, via the
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0026 A Sisst Pt s G Bt irnbuligRBRE B Rl Be OBORRNE i e
in an el e@hpﬂoyanmt dhSe-of-esymanyis baplogetntiasld emplognen chodfication datfsotke

i nvention, arat us .includes a conmputing platformincluding a nmenory
and at | e%?§?SS’g’HE§?B grogeted daa RAWRRY onal |y, the apparatus incl udes an

el ect r oni @OZY]S COVemMJordRRAGE FurtibPpetifit eMBodiingfite of he apﬁlﬁatﬁ@m@rsygge%@c ut abl e
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cust odi angeib@ vahiR 16828 maldheofARPFERkHined data and sum the predetermined relevancy

weight values to result in a suggested potential preservation notice recipient score.

[0030] In other specific embodiments, the apparatus includes a suggested survey
recipient application stored in the memory, executable by the at least one processor and
including a suggested survey recipient routine configured to determine one or more suggested
survey recipients from amongst the potential custodians, The determination is based on an
association between one of the potential custodians and one or more previously identified
survey recipients. In alternate embodiments, the determination is based on the association
between the one of the potential custodians and the one or more previously identified survey
recipients and previous survey history of the one or more potential custodians. Additionally,
in such embodiments, the suggested survey recipient routine is further configured to

determine at least one match between predetermined data associated with at least one of the
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al so includes a suggested preservation notice recipient application stored
in the nenory, executable by the at | east one processor. The suggested
preservation notice recipient routine includes a suggested preservation
notice recipient routine configured to determ ne one or nore suggested
reci pients of a preservation notice from anongst the potential custodi ans
The det er piciips Wantifiedisaryexiresipiants aad eopniia susiediseanietsmeinofhat he pot ent i al

cust odi an i j i L. LI b

o eservat Prelithel BEoRE TR BAEChiONa b bor HE BB LR Wit Rt ||
suggest edopr &Sky prativwridentitfied surveyoeppients amdothe potentiab cfstodfaner configured to
det er m ne or no ested recipi.ents of the preservati.on notice based
on the asSlAThti on bEvTEE PR RO elidthen combiur At S BHRE eEViS he ono
or nore pfevirtieséybdditeatts 61 theinvatiopl Thi engiutdr-hexd bl esedivatihchides o fikst estand
previ ous eseryation notice history_.of. the on r nmore suggested

Pt bt ont B CRELA MR M A RaR PR FIeri SHb BT GeiBe 4 13 SARLE of o
suggest edcdiles i tMdingQrronphieE ® re@bilif RBdndrifttd the ad8 a hlikdlitest goeafigured to
determ ne at | east_ one tch bet ween gedet erm ned dat ,assofc}i %t etd wth at
| east oneS¥fodians iqfhecasg dicicampitericatibledagdyin e mglides aBirg &t ehtadss P ust odi an

or det er M:4¥8ink AAbmPutS 16 A6kinae foll 8R!tk Pteritial &BR&iaRX b8 orRr¥yeen the
predet erm ned data associated with at | east one of the previous identified

« reci pi ent $E8PRPUTREPIERIE BheNCA MOIGRIEWIAHON ReficstRsROcitbHithiba rase. Thee
pr edet er My (abRisARSRA A G olatioh feiGedlonk GAGE g&@&ia@{:us‘é e‘?anpﬁxﬁinn%?

identified recipients and the potential custodian includes one or nore of
enpl oy menmotstevheusty-identidah tecipian of yireeeservetden wotice Hisktbsrniia ompudessi i cat i on,
data sour el AW r in
T R e
noti ce r ecieuir@mre proservation netides fot dne or morefdf therame ot morgpkgestd progdeter i ned

el Seancy A Vahie 5 PRETRY Bla MRS B SIELFL BE SBMo A,
pr eser vat ¢onputed progeant podpitefir daaatisng hiR@a0iphnfooplesdrvaipa abtidecesdpibagdinnent s,
the appar ezlirl[ éfgctljogi% ldysggvser};i ca36. ORs ggtgcg i deterthination is based on a comparison of data,
such as personnel data or like, associated with individuals already identified as preservation
notice recipients and individuals added to the case, otherwise referred to herein as potential
custodians, In other embodiments, the previous potential custodians history of preservation
notice receipt serves as further basis for determining preservation notice receipt. In likewise
fashion, present embodiments provide for determining suggestions for survey recipients.
[0033] To the accomplishment of the foregoing and related ends, the one or more
embodiments comprise the features hereinafter fully described and particularly pointed out in
the claims. The following description and the annexed drawings set forth in detail certain
Hllustrative features of the one or more embodiments. These features are indicative, however,
of but a few of the various ways in which the principles of various embodiments may be
employed, and this description is intended to include all such embodiments and their

cquivalents.
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DESCRI PTION OF THE DRAW NGS ] ) i
[0044] FIG. 10 is a flow diagram of a method for custodian management in an

electronic discovery system, in accordance with an embodiment of the present invention; and
[0045] FIGS. 11 and 12 are flow diagrams of methods for harvesting different data
types in an electronic discovery system, in accordance with an embodiment of the present

mvention,



[ 0034] Havi ng t hus descri bed enbodi nents of the invention in general terns,
reference will now be made to the acconpanyi ng draw ngs, which are not
necessarily drawn to scale, and wherein: [0035]FIG 1 is schematic diagram
of an apparatus configured for determ ning suggestive potential custodi ans
in an el ectronic discovery system in accordance with enbodi nents of the

present i nvent i BRTA[GEZBPERCRIPTIONOR ENRQPIMEND} QF K HE ROEAION an appar at us

configured for determ ning suggestive potential custodians in an el ectronic
di scovery system in accordance w th enbodi nents of the present invention;

[0037]FIG 3 is a flow diagram of a method for determ ning suggestive

pot ent i al [A94€} odi arfEnhodiregntsaf dheapressntangingepyey ay e deprbed mosg Bdydance with

ot e LA RS o A vl 297 am of
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
[0047] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, of'a combination of the
foregoing. Accordingly, the present invention may take the form of an entirely software
embodiment (including firmware, resident software, micro-code, efc.) or an embodiment
combining software and hardware aspects that may generally be referred to herein as a
“system.” Furthermore, embodiments of the present invention may take the form of a
computer program product on a computer-readable medium having computer-usable program
code embodied in the medium.
[0048] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation
medium, More specific examples of the computer readable medium include, but are not
limited to, the following: an electrical connection having one or more wires; a tangible
storage medium such as a portable computer diskctte, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable programmable read-only memory (EPROM
or Flash memory), a compact disc read-only memory (CD-ROM), or other optical or
magmetic storage device; or fransmission media such as those supporting the Internet or an
iniranet. Note that the computer-readable medium could even be paper or another suitable
medium upon which the program is printed, as the program can be electronically captured,
via, for instance, optical scanning of the paper or other medium, then compiled, interpreted,
or otherwise processed in a suitable manner, if necessary, and then stored in a computer
memory.
[0049] Computer program code for carrying out operations of embodiments of the
present invention may be written in an object oriented, scripted or unscripted programming

language such as Java, Perl, Smalltalk, C-++, or the like. However, the computer program
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hi ghl i ghting conmputing device nonitoring, in accordance w th enbodi nents of
the present invention; [0039]FIG 5 is a block diagramof an electronic

di scovery nanager server, in accordance with enbodi nents of the present
invention; [0040]FIG 6 is a block diagram of a database server in an

el ectroni c discovery system in accordance with an enbodi nent of the
present | poderfod @rrying@@ddpkefatiths of embodimbht oRheipeagera mvefition nenl dledicivotiteser ver

in an el ectronic, d| scov stem d rrb t of th
T ooont | ARSI PER ST praeirrine Ihgieen sy s (e rat g iRk oni ¢

di scover yorama imStdpUsigdi®s. i n accordance with an enbodl nment of the
i nventi on; 43] FI G 9|saflowd|ara of hodfor nitiating a case
or matter [q %g] udi n mbodzments of the present mveng]on are%escn%ed below wi referenoe to g

flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that
the instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0051] These computer program instructions may also be stored in a computer-
readable memory that can direct a computer or other programmable data processing apparatus
to function in a particular manner, such that the instructions stored in the computer readable
memory produce an article of manufacture including instruction means which implement the
function/act specified in the flowchart and/or block diagram block(s).

[6052] The computer program instructions may also be loaded onto a computer or
other programmable data processing apparatus to cause a series of operational steps to be
performed on the computer or other programmable apparatus to produce a computer-
implemented process such that the instructions which execute on the computer or other
programmable apparatus provide steps for implementing the functions/acts specified in the
flowchart and/or block diagram block(s). Alternatively, computer program implemented
steps or acts may be combined with operator or human implemented steps or acts in order to
carry out an embodiment of the invention.

[0053] Thus, apparatus, systems, methods and computer program products are herein
disclosed that provide for determining suggestive potential custodians for a case/matter
within a comprehensive electronic discovery system. The determination is based on a
comparison of data, such as personnel data or like, associated with individuals already added
to the case and all other individuals in the enterprise, who form the group of potential
custodians. In addition, the comparison of data occurs over the specified timeframe defined
by the case to insure that the suggested potential custodians are within the confines to the

timeframe of the case. Once the suggested potential custodians have been determined they
11



creating search terns, creating and sending preservation notices, sending
rem nder notices and creating and sendi ng surveys to custodians, in
accordance with enbodi nents of the present invention; [0044]FIG 10 is a
fl ow di agram of a method for custodi an managenent in an el ectronic

di scovery system in accordance with an enbodi ment of the present

i nvent i onareanesentied w3 eelagronicisspnigteicharged with edved ipaignidalsustidians torbel sast or
harvestin ' L) : r.ani i tem in
nocor dancamaibRRoaRk Pl o AT b fpBihh B ARG ] B QHRIfatS) 27

DESCRI PT| @hggeRedivBaDiMENDS aOR Hiefase.NVENTI ON [ 0046] Enbodi nents of the
present i ion n HTRY ig%g.nnr fully, hereinafter wth.

ref er enceW@% he ac%%&%anb%oggﬁ%v% ngs, 1o %Prgﬁ%ggoﬁéif “but” n%gfevs\%rlv%&,mn

enbodi nennsti@fredifients basedon Deorapaeisahefata, duohl eepbrsonhe datavethe like) ansyiated
enbodi ed in,mapy. . .di.fferent for an oul d not be construed as |imted to
Ehe_enboa RIS BEIERE Hiehty Boeh MepRBRtto Fark Bk CRRSER AR S UsF BSRY ded oo

th?r{) this c?ﬁt@ﬁdx@&?kﬂﬁr Wti&l&izktﬁiiﬁrﬁ&ﬁﬁdﬁﬁi@bJ tBe Jéaoaaiinaxiemtakésgﬁ@mt&unuhke 4 b
nunbers refer to like elenments throughqut. [0047] As. may, be appreci ated by
one of skPTFeTVHiiopRatcgistory ) thﬁr‘%%%‘ﬁ%“ M@éﬁ?&% ﬁ%@dﬁ?ﬁmﬂg considered as a

recipient of a specific preservation notice.

[0055] FIG. 1 provides a schematic diagram of an apparatus 10 configured for
determining suggested preservation notice recipients from amongst potential custodians
added to a case or matter in an enterprise-wide electronic discovery system; in accordance
with embodiments of the present invention. As used herein, the term “custodian” refers to an
individual who has access to data on a data storage device. In addition to having access, it
will be understood that a custodian usually reads, writes, creates, stores, deletes, alters,
changes, processes, and/or otherwise manipulates data on the data storage device. An
individual is a "potential custodian” if they have been identified as someone of interest to a
case or matter. Once a "potential custodian™ has been identified, they are added to the
respective case/matter. The "potential custodian” is elevated to an actual "custodian” once a
decision is made to collect data from that particular individual. As used herein, the term
“enterprise” refers to a business, organization, association, and/or some other entity that
usually includes a plurality of custodians. For example, in some embodiments, an enterprise
1s a major corporation that employs several thousands of employees, some or all of which
may be data custodians. Unless explicitly stated otherwise, it will also be understood that the
term “custodian” usually refers to an employee (current, former, full-time, part-time, contract,
etc.) of an enterprise.

[0056] The apparatus 10, which may comprise more than one computing devices,
includes a computing platform 12 having at least one processor 14 and a memory 16. In
specific embodiments of the invention the apparatus may take the form of an electronic
discovery manager server 110 as shown in and described in relation to FIG. 4. The memory
16 of apparatas 10 stores electronic discovery manager application 20 which is configured to
receive information from electronic discovery associates as a means of defining cases 22
and/or matters within the electronic discovery system. As such, electronic discovery manager

application 20 is configured to receive first inputs that define a case 22. The electronic
12



enbodi ed as a nethod, system conputer program product, or a conbination of
the foregoing. Accordingly, the present invention nay take the form of an
entirely software enbodi nent (including firmware, resident software,

m cro-code, etc.) or an enbodi ment conbi ni ng software and hardware aspects
that may generally be referred to herein as a "system™ Furthernore,
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paper or istns Fwﬁ%’i?ﬂﬁ%?dclﬂ’ﬁ}é‘if"%ﬁtb‘chéﬁeél ﬁﬁ@?@? ﬁataﬁz% 35 ﬁ‘éq’@’f'g% “St ocessed
in a suitalgedRASlespbivdR6BaRATe 4@&%&@@1@@@ gitehst 76, aTIRAMk HeBFecEMDT Y .

[ 0049] Co ute rogram code for_carr ng out per tlons of enbodi ments of

the prese tebase 42 pad) the suskpdisn dafp ?F%‘Pr%‘ﬂj? SY‘?”%‘E Weeripted or

:micr' agegas%ﬁgtgéwﬁ%&goﬂ }?%H@ﬂﬁst&%mcﬁélmlﬁé&%atap?ﬁé conEPRbf hﬁhﬂﬁg theedse Or the
i ke wever he co

program 10 code for carrying out operations of
embodi mendaatsse 4o ﬂpﬁ@g@d@nﬂﬁi@@ﬁ@ A6 s disppssad Swthpaingplptidodp ¥lGSchnlent i onal

pr ocedur at 0gBEPY" A G, AR wégﬁ%gs‘égﬁghoa&%%m Tl BB AedaBaNATE. OF

simlar progranmm ng | anguages s of the Pr esent | nventi on
are descrnded rivgliowapplichtionsfle whith éndlusles suggested preservation notice routine 32. The

- suggested potential custodian routine 32 is configured to determine suggested preservation
notice recipients 36 based on an association 34 between previously identified preservation
notice recipients 38 and the potential custodians 24. The association 34 between previously
identified preservation notice recipients 38 and suggested potential custodians 24 may
include, but is not limited to, employment chain-of-command, employment locale,
employment classification {including specific job title and division/business unit),
government licensing/registration category, data source accessibility, generated data content
and the like. Thus, the suggested preservation notice recipient routine 32 is configured access
enterprise database 26, which may be any database throughout the enterprise including
personnel databases and the like, to provide for an association 34 between a previously
identified preservation notice recipient 38 and the suggested potential custodians 24.

[06059] Further suggested potential custodian application 30 is configured to provide
an output for presentation of the suggested preservation notice recipients 36. In one specific
embodiment the output for presentation of the suggested preservation notice recipients 36 is a
display, such as a pop-up window or the like, that is presented in conjunction with a user,

such as an clectronic discovery associate, preparing to send preservation notices.
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flowchart illustrations and/or block diagrans of nethods, apparatus

(systens), and conputer program products. It may be understood that each

bl ock of the flowhart illustrations and/or block diagranms, and/or

conbi nati ons of blocks in the flowhart illustrations and/ or bl ock

di agranms, can be inplenented by conputer programinstructions. These
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conput er  RHeARHAERn BSHdiHEY be P& fdFRYd 84 85 Bfn bPaReRHAPILKI@. conputer or ot her
programmabl e data processSing apparatus to cause a series of operational

steps to HY6pkrf or W seet H erPubing plaferm b Bahanmebive sRpbpraree us to
produce ar&ﬁﬂ&%@%ﬁﬂlﬂ@t‘i&ﬁ?ﬂ&ﬁﬁgﬁfg ra@ﬁﬁn%w ﬂ&d@@ﬁleﬁl vmﬁiufﬁhgg&ﬁ?m ch

execute on the conputer or ot ogr ammabl e appar at us provi steps for

i npl emrent volgtile aed rapcdatidwermenyssush exterd-enly jand/otrandonogesbesmenzmyl (RAMb| ock

di agram b%@c}% : r i r i.nnl.enen or acts
may be conbi ne@ﬁﬁé@b@p&ﬁ’ gﬁhﬁ%ﬁ%&;&?ﬁ%ﬁgﬁgﬁ% ed' s é‘g‘ggnoéu?%g?%ﬁgﬁs'or der
to carry DButheamenmypdé menincbile thweori mare fashonem¢rP@EB] Fhmay, beagnp accahdy

syst ens, ut er progr.am pyroducts are herein.discl.osed that
provi de f%ﬁ&g’(eagésrm?hg% Cfr%gﬂg’tfﬁ%easfﬁa e%’o‘?g‘{% X ﬁcaiﬁlgé%’cﬁpaeh%r Pger Earégésgl mat t er
‘é“thijn a o6 ehe_nsl-‘iuxxberectcmqiud ttiﬁ)glj)latf@ihsm)alﬁfi)&clﬁ&sfpﬁgbstsﬂ'ﬂ‘lﬂ, d:ﬁ;cﬁmﬂyrbatahon itsd
ased on a_conparison .0 a, Sug ~personnel data or |ike, associate
with indi %Fipﬁﬁ OE“SB?CFQCalB{?gTé‘geééH‘“Pg&?‘ﬁgé’éa%fé’%‘heﬁg““a%ef’ PERCRRSPT: ’%m GiBEH's in the
enterpri sethen}ma ﬁr@xresaiﬁg&vae.omc@frs]ormtoe Bﬂ%@ﬁrg@&ﬁ @fﬁhal@ &s(act ]gh_agt@g&%’te%h the

o | nour TP R ETHEE TR o6 SR ) (U SEGHCANEI b Ao HOSHBECONt | nos.
to the tigarheadecthictdiRovedpRandBCHpliffion 1009518Qd pRE&@Mtcthofistafieains have
been determ ned they are presented to the electronic associate charged

Wit h adde¥PHeation sl essssd s anscipisnt apelieation 76 arthe ke dered i the mewary Hake a

final det&crtﬂga@gtgoggd@s%ov;@ymgﬁ%gqer‘;eplﬁgd or not add the suggested potenti al
eustodian to the case. [0054] Additional enbodinents of the invention

provi de fi§P6Het er mPricagOpIisendestvadens processing subsystems 52 embodied in
hardware, firmware, software, and combinations thereof, that enable the functionality of

server 110 and the operability of the server on a network. For example, processing
subsystems 52 allow for initiating and maintaining communications and exchanging data
with other networked devices. For the disclosed aspects, processing subsystemns 52 of
processor 14 may include any subsystem used in conjunction with electronic discovery
manager application 20, suggested preservation notice recipient application 30, suggested
survey recipient application 70 or subcomponents or sub-modules thereof.

[0064] Comaputer platform 12 additionally includes communications module 54 embodied
in hardware, firmware, software, and combinations thereof, that enables communications
among the various components of the electronic discovery manager server 110, as well as

between the other devices in the electronic discovery system 100, Thus, communication
14



notice recipients based on a conparison of data, such as personnel data or
the like, associated with individuals that have already been identified to
receive the preservation notice and ot her custodi ans and/ or potenti al
custodi ans. In addition, the determ nation takes into account the
preservation notice history of the custodian and/or potential custodian
bei ng congiaiae §4lmap iRIude tleRbfiite BlrddaRPBGIArS, sPROES bivdibd MbRALLEE.
[0055]FIG, .1 provides a schematic diagram of an apparatus 10 confi gured
for det erWWféf%béﬁ%%nW%@m%HW@U%ci pi ents from anobngst
potenti al (R8s odi ang p@&%@g:n%@, @l (Bl BplthedlRRhADRII&e- Wi de

el ectroni c di'scovery syste I'n accordance wth enbodi nents of the present

i nvent i onelegteoniesiiagotray wiarager dpplicatiom20 shishdeicenfizuied fogeceiveanfrmpting Kanjual  who

has accesg. .0  JRLA ' i Liseim A Sahaviapes access,

it will blzsetshﬂ%rﬁtsa %lg(gmﬁ?at a‘% gisg‘g?(gﬁﬁ\égﬁ%ef glgtr_%ggs, wites, _cra(_aaf es,

Zt ;) res, ?giﬂeinel{m ei@;![tmm'p discMw&smAmds slkestronandifcor ey DIBASH sﬂlﬁ)mﬁﬂn@lj at es
ata on e a or Vi ce. I " PO odi an"

T they HagenmuEn Y HRPF AReioHS nel ety SpHnrnd Sedop U Blighnabiis DT

Once a " paiptindtioal20 dustdididhaly' cohfisurbberedetiersedonil ecutstthes pddome ardeteel t o t he

respective case/nptter, The "potential custodian" is elevated to an actual

" cust odi aﬁ“‘terﬁﬁﬁ‘é‘m d’(i‘@%?ésﬁogﬁe ‘f"’ge#‘éde to collect data fromthat particular

i ndi vi duajoo6ds Usedhbedesriony 16 dfappaaiin 1@ additiqaailp Ritludef sapgested paestrustionesss,

or gani zati on, association, and&g]r .some other entity.that. usual | ﬁ iﬁcl udes a

pl ur al i t yno¥ice & ppplisation 30, whishclides spegesird pé‘??ﬁ‘iﬁéti“}?e‘ﬁ{hg? TR B i se i s

a naj or CcoJ PRHeAtRBtel BRlerfRh AW¥EceroMpe rohthRUBSaANEtRfighre€ RDdBBRR, SONME Of

all of which may be data custodians. Unless explicitly stated otherw se, it

Wil al sosuBEestAdcRpssTvaan notse rectnisntscibrhased R ng PLTROTe Ast]AgNS T REFECR an

enpl oyee f ‘otiBEreciBRhds 38 iR curfRNY hdiel poRhGal) of an
enterpri s%ﬁ“?%%g%ﬁd%’%%reggﬁ?g%ﬂﬁ?%, vvﬁ?ch may or ri%e rm?g t han one

conp
conput i ngewgtediases. Theisiegtation3 ¢ map gemprpes deterpingd da2 maieh A bsFePRast one
rocessor : : WE! J : i hon the
P prlé%t&?‘xgrkeg dtgﬁe@%ll?g%ﬁ aﬁcl{h}ﬁé‘gﬁgg{ el g%&@ﬁm Bficd [EipleAV Rl

appar at us® may roni c discovery manager server 110
as shown éumeatiyladiied potetted cistodianks 26 Iospectficrngbodimentsh the fetepnipatian a8y Adgspar at us

10 st or esbeetj,%a%%& 5112}_)21{%\%0@ p?‘gs%%gﬁ n @gg{orggﬂhé 6 4 %ﬁ@@ét&d‘pdtéﬁﬁp nfigured

. T
to receive infor I'on Trom éel'ectroni ¢ discovery assocCiates as a neans of
defi ni ng waipiats2?2 and/or matters within the electronic discovery system As

such, ele ni ¢ di,scovery nan r_appl jcat,i N nf i .receive
TR A S e R AR

appl i cat i @cod@ning, @tidoyr@niichly, @aibymgent eldsd fratiec@nohalisesperidic jobittes t hat add
a plurality, of.potential custodians 24 to the case 22. [00 | n_accordance
with spec‘i“%(% dé‘ﬁ% TS ’gpﬁ@“@ﬁvﬁ}???sg?ﬁ/reg‘ﬁ%ﬁ]é)ﬁgée%?{gfst galsc?ﬂlé(’ odi an data
recei ved Qyedsibditbegdntaftid Gaicoaene he REgpRGEIPrateradioh notidei redipiantaostner ed i n

case dat abase 42 and custodi an_dat abase 46 within the el ectronjc di scovery
syst em dalZassesesaptering databae 4 (shgwedn K ]ﬁc‘f’}i?}g}églaégf)f“i?’r‘%téh?? th@“é?fé‘ files

44 associ @t egteitinCRENg pAEEneNddiRAsE%EE B0 1AE o PREUGBSM dsbdcatidas4 one or
nore cust odi ans 48 assi gned to the case. The custodi an database 46 | ncl udes

a pl ural i Wywemn aniedeuhbdertificd pragvai toenrecprnBdrd hemofatinsEHas mor e
cases 49 [%ﬁ@c' at eq, Wkl ofHRh AL AL inf56POh 8ta nlahts (hRSRIASS ARPSE 42 IS

linked tot custodian dat abase 46, such that when a custodian is added to
a case, tdeSinadial 4 eansof dettrnining vdgihanan assqoition exisld bptiveempreyigdPect i ve case
file 44 of t : t [ t LdoNeifigspect i ve
cust odi anld?rlgt{}feédi)g&gﬁvgt?(ﬁlgggggl{egﬁf%%ds a g ggggﬂgﬁaﬁiﬁgedsgﬁhgg{)%t eh the case
dat abase pr2derchinedeatauisdatis fnr daeabraseritia grealataduaclf Greshedddoragi ng future

cases/ matters based on previous historical [-mat ta , Jgggoncept of
ki ng. theaE v S Bl p e B Bl SRRk 8 e FRBSE00 G
further idxamglaifitienfotuocabdgtiSes/ driteridlite ([)@0p8]yTieat cheimbrficotBnantl/sapyreasat @3 10
addi ti Onaﬁl‘,l'llllﬁ()jlfl“ltl]gnlt 'Ilo%gt?onsg %I}%gerenspﬁoeygne%{ j%ﬁ%ﬁl\é? glti'fd(w) data source accessibility, an
association 34 between a previously identified preservation notice recipient 38 and a potential
15




notice recipient application 30, which includes suggested preservation
notice routine 32. The suggested potential custodian routine 32 is
configured to determ ne suggested preservation notice recipients 36 based
on an association 34 between previously identified preservation notice

recipients 38 and the potential custodians 24 The association 34 between
pr evi ous| yusteibam AGmaschasietesningd ifiterdationateletirashol bé istrsct 38exmmetied Uf e sibiad

pot enti al t | oynment

Chai - of - SarRehBfts ifod ke RAEIH i s Boho bR el R 70Tl ng
specific jpoiyious tdlemlfaﬂdqbr@mwtmmwﬁbusbipésﬁ&mﬂtﬂ)e pogrmtigrcnstedion 26 and three

| i censi ng/ S or dat QULCE accessi enerated data
cont ent " agipieandi el Wyfih 89 ot A BB Fe BES T | dhvieslre BSREET  ent
routine 330m®rmnéntgiﬁaaﬁtba:pe&ﬁm¢mmdmmﬁe dat abase 26, which nmay be any
database ghout enterprise.includjn sonnel ses. and the
ker to B8 da”t gp RifeEReSER srBaitags st bln L P ae sy ST RERDE 1 e
preser v at bpplicd Of daCiepre@@Emii®dtdaliGarpstylchiteria bgD@S bel o POE iidhtdd detdsiAdi ans 24.

[0059] Further s ested otential custodian application 30 is configured to
provi de aff ?ﬁﬁ‘ﬁ%’?‘% tgé‘é%’t%ﬁ%i HS?S"’EVH%%‘E?%%?F‘@&F%%C@’?&%EM SRRl i ce

reci pi ent gmgRymbm cﬂﬁﬁloﬁﬂcﬁﬁm&ﬁcﬂsuﬁ&bﬁgﬂ maveawe%qai Hibn; feﬁ{pm%%ﬁﬁa&a%h on of
t he suggest e preservatlon notice recipients 36 is a I"ay, such as a

pop- up wi AESWAYS2 Welght of weo andiglitothes dagp w@h@@tegqms/efaﬁﬁxwy Bi§ aweightaf user,
such as apgpheliegid RprGind &ﬁ%‘é@év%ﬁ?? deliffed ﬂ?és%%{lbrf‘&)tgé’re%ﬁ)ﬁ% dﬁ’%ﬁg@&é’ ation

notices. [0060]Referring to shown 7 's nore deta di agram
of appar ap¥gniEbcustgieni2f hedithe yara¢ erplopnens chtiisebeoamyandisnpayasorsied thersaiid 0

erbodt ed_ Wbl sharh 90k A GERYRLER SLALISRBHE R aCCOr di g Lo

enbodi ment's e present 1nvention ronic |sco manager
server 11prepegvation ilotg:@ resipiend sgeteddmaudl @Jggbs tied the esepiat lamdmm().t Ince

reci p| ent ctr ni ¢ di.s st em 100
and. "1 ofth SpPeBRRS el Plent ehitleed B SENLP R Seb Rl R e e
addi ti on pz@sqnvawn dotivg rgu;aait:eas cohefigurdd, asEéqGredZtohn@hihb@tﬁlﬁesyﬂﬂiadﬂus alternate
enbodi nmen The el ectr. .Scovery nan r ser 11 nclu e one or
nore of a@ ype of T ﬁFE‘PP@‘&’&n‘GQ\f/%@é‘W@%%‘?@ "“3&8 "&‘H et hods
can accor gjbngtelgom@/sme-cﬁteﬁmdt Lﬁﬂridﬂfﬁar b%@%@flﬁmﬁﬂﬁs dev F@@xgsﬁa@@&h} The
server 110 i.nclu uting platform 12 that can recej ve and execute
routines Eifﬁ&w’é%‘b%le @&?ﬁ\ﬁ‘f’?‘fﬁ"%ie&& FIp3 ned ?‘f?(ﬁeﬁh@gatﬁgﬁ‘ﬁ]f‘?s% whi ch
My ConprhsRingQk a{elﬂo&namuﬂ@damv@d &t hﬁag HOWBRE KaveHeelodded Aakk QfleXit@nd/ or
random access nenory. (RAM a EEPROM fl ash cards, or any

memory cotfitein 2y ieipritde. ﬁ@ﬁf%ﬁ%am %‘P‘{dﬁé‘?ms REnesiseomETHEes iy Ibageedone or
nore flasiy RRABRY af fsdSatioR befiR¥n BRVANY ﬁﬁﬁ%%éée%ﬁ&r@r{&k@fé&p%%rﬁge

devi ce, such as magnetic nedia, op tlcaf nedi a, tape, or soft or hard disk.
[ 0062] Fur a@otentid sptiedisng 261 Iz‘aarfewlq,zf &pgmbﬁdmpmd@gieme@f@éstgmatm whi ch may
be an appt'ele@ﬁc;y%g% 54{ tife v\/é}%!ﬂ 1Ak Gatk r)clcr'ﬁgw%r a pO%OI)gEQQﬂanCLHé pset,
processor c C|rc ata processing device rocessor 14 or
ot her pr o@?@%\@@lg@@@l@aé ttﬁt@b @tﬂ@yy/emenmnley basaigpéd haad:d wrthe swgeataging
interface n f [ogr such as
el ectroni c£ [ s%:tg\z/eélﬁge IE’TIE% b gd%ﬁm?eggﬁ?s%ép?g{%g%%% ? {3‘38%%’ gg%@‘f‘}gﬁt’li on notice
reci pi entcuafopian@at i on 30, suggest ed survey recipient application 70 or the
i ke stor n the ry 16 of e.electr |c di scov er,.s rver
1107 00adBocess O BT oo e P butetr i il pERERESEs Brooni ed

in the output of suggested preservation notice recipients 36 to be refined, in real-time or the like,

based on the identification of one or more preservation recipients. In this regard, the
suggested preservation notice recipient routine may include a clustering algorithm or another
like algorithm that provides for suggested preservation notice recipients to be determined
based on their association with more than one previously identified preservation notice

recipients 38. The clustering algorithm provides for assessing associations between all of the
16



hardware, firmmvare, software, and conbinations thereof, that enable the
functionality of server 110 and the operability of the server on a network.
For exanpl e, processing subsystens 52 allow for initiating and nai ntaining
comuni cati ons and exchanging data with other networked devices. For the
di scl osed aspects, processing subsystens 52 of processor 14 may include any
subsyst eMmpradiodkly i&eﬂﬁﬁhw@éﬂvsﬁbn\dbﬁ& zehpxehts GRiand ik databhee yf;nmma’@er application

suggest e reservati on noti |ent a i,cation 3 ested
sur vey re®™ Bg@ﬁi toglsfsrios a5sgeating C3 i BWSHER‘E@(B’WB g Wg t her eof
[ 0064] Con[tmw;qr pl atfdatzhdR;, a&dtdiﬂgqaaibéc}/ﬁddﬂsﬂoaﬂleemsgmm1@@Ebmasomimdul e 54
enbodi ed in hardware, firmmvare, software, and conbi nlﬁ’ﬁll ons éh@éeof t hat

enabl es c@?ﬁ?ﬁW&W?&Fﬂ%ﬁ%‘I{ch’é‘eWﬂg‘iﬁ?g SEYRPEIRE 2 g 7 B oni ¢

di scover y.Jxapadeto &%r%% stgddste ASur¥¥ rbeifiontd §3 WS intoA8st @blegtial d@lddizﬁﬁ 26N the
el ectronic di'scover stem 100. Thus, conmmuni cation nodul e 54 i ncl ude

the requi BeYieushy he ¢4sp heead en anepeciion YAMANS Of BEFTRARYSHridentited eof f or
establis héu?&gqoéf?ﬁfﬁ@rl% P&Eﬁ@’%& ?I‘nllé?xlﬂ; g&%@féﬁﬁﬂn%n hBABRIRDRIRMipPiEdu Not ed,

the menory 1 comput orm 12 stores electronic discovery manager
appl i cati ssmvez()usrmgﬁthpsnmmmrgammstﬁbpmw@l seeipientsorlpditis twgaflrtBen users, such

as el ectr apl. e AGQY R APARLALES ol I Lok LAkl iitrcaRgs 22 and/or

matters witAin t scovery sy I"ect ronic
di scover ysunmyag;ememmﬂcﬁ wlith types2d smsfeysdmre lyfwnecteiwd bee ebtontial Pystadidnn puts that

define a cas ctronl Ver. .a 20 is

St T onarrsaete pireint e f o vt SRR A TRD AR R REER 20 1o
pgée?tlal00ﬂﬁtod:agﬁmﬂﬁeﬁmom?ﬁgsaﬁe&ﬂﬁnnﬁﬂﬂﬁﬁhi?mmmﬁﬁnmyHﬁa?ﬁgmp?awa{us 10
addi tion ncl udes ste servatjion notice rec en i cation
S0 i ende it pubses SRR B ReR St PR R SR ed e 5o The
suggest edrcRti6S &Y dRinnfingd WikbRRd PSR hRilnotiod debipRnB2r b$ campiring Yrevtbubly

det ermi ne suggested preservation notice r30|p|ents 36 based on gne or nore

associ at | GRPTEFrFEPhBAIeHY KNP dipsrofentigl fusiofipn BePUATIORSRFS STERYSFER PR
recipi ent g3y aﬂ@ldl@é&ly ﬁﬁb&s&e@d@tﬁq PPt &R drAdotics! FoP S anipic, &fggcsﬂitﬁsuﬁﬁe?om ation

34 may conprise a detéerm ned data match 60 between predeterm ne%
associ at e§cipients mpydgidsganiped brsed o1 ?@Gtcblbé%‘@ﬁ"m‘ieﬂ%fﬁnﬂ’éﬁdld@@ PECIH é‘ﬁf 38 and

currently,gddegd. @ A SEI’y%enﬁH@& QN AN8cigiButs bl SPBGlehtif c&?@?ﬁ)ﬂﬂﬁ%ﬁﬁt s, the

determ nation ma 0"be based on previous preservation notice hi story of
t he one osonsidered svmgeststad spoEE mclmernt detepresri rreddfioebihyerheld of Bachesmiahed

data may l!aens%L E@c% théil lﬂ]ie dréde@i%d Méghcglg gf ﬁgtch&%g@%%%teﬁﬁﬁb@fo exist between

the predetermined data associated with the previously identified survey recipients and the
potential custodians being considered as suggested recipients in order for determination of a
suggested survey recipient. Similar, to the determination of suggested preservation notice
recipients, the predetermined data associated with the previous identified survey recipients
and the potential custodians considered as recipients may include, but is not limited to,
employment chain-of-command, employment locale, employment classification, data source
“accessibility, generated data content and the like. In still further embodiments, the survey
recipient application 70 may incorporate relevancy weighting to determine suggested survey
recipients and subsequent suggested survey recipient scoring for the purpose of listing
suggested survey recipients in a ranked order.
[0074] Referring to FIG. 3 a flow diagram is depicted of a method 80 for
determining suggested preservation notice recipients for a case/matter in an electronic
discovery system, in accordance with embodiments of the present invention. At Event 82,

first inputs are received that define a case within the electronic discovery system.
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of - command, enpl oynment | ocal e, enploynent classification (including
specific job title and/or division/business unit), governnent

| i censing/registration categories, data source accessibility or generated
data content. The suggested preservation notice recipient routine 32
accesses enterprise database 26 (shown in Fl Gé?%l whi ch may be any

dat abase {#/8LghoutAtHieniifs scprd iwpute preresdivad thebscdarmeplity af edienties and t he

e o, DR O A9, A PREIANY AP heBEHNRRNRRLANAYS e aghihLAd

preser vation notice reci o] I’lt S ah e potentia CUSt I ans
speci fi c @Wbddiatseyithin Bk eptawrisniahly rdevant tddhccanmt Additidnalds potentizd2 may be

def | ned aéu&&ﬁ?ﬁ@e@fog@&s@%@o e%%%%%@&&as%cé‘&ﬁ&? Tt 5§1ngth 5{@ faveen

previously | reservati on notlce recl |en |aI
cust odi ango@ghe ﬁdrvubmlamﬂom davices dmemwtaﬂwiﬂeﬁmmhﬁdmﬁt a incl udes four

[ d f b
cateor R o1 hMEREE Rl RIS R Bl REE SR .0
exanpl e, cdset ke devarmimmddegithe mggesltadtmesieafaads:enc(n]:& reeipEnol et on an

chai n- of - conmy nd/ super vi sor oynent cation; (3 yment job

C1t 6: Cantopaatar e ey g b iy shon nodeStsepRnsaid 4% isheen

previ ousl yotbzdﬁﬂéusfddﬁﬂs.pl"]&%ﬁdéﬁhm@ﬁhaﬂ 8t h 6RtchetwRbRPledddmand dataRedoentadal
ined if the data match threshold 64 is net or

custodi an 2 e deter|
exceeded. ¥ Lgﬂ't@r%evd%ﬁsg’ MQHEPW?WSPBW‘? TEQIPIERSS a’}d&’éenf‘it,é’ﬁ“? #%e nat ches

resul ts i MorQvas R GeREhRMI AR YWaRBs s BeRRRMbRHGde dR1Hidnkd 88 RER&SRNAI] ON
notice reC|§| ent 38 and the potential custodian 26 and three or nore

mat ches r B8tshing aipfedaisraisebibrehqldal téapwé@tmﬁedtd@éa mvreéaswxa@ﬁaﬁ&m@d
preser vat m@raldg%tﬁ%oﬁﬁﬁaéa'tsra@m%ﬂwap&afnhﬁ.& Gt tl:ﬁ@ p20. [0069] 1 n

further specific enbodi nent’s, a data -match re evan y welg may be
appl i ed t@nﬁaﬁhmﬁpbeﬁeﬁ@ﬂm,ﬁé@ sere@Rcsessib iy, \generpted ditaicontrat atighelika. of t he

e e R T IRl RO, HESRAR R0k S ERNL S plelbr BN AARR kil oo Vol T on

notice recipi'ent score
chai n- of - wmeyrinaivd¢é wejgbting th@preduwﬁmaieiam bmmrembtt@n;eimtmmbiatimcati on

may have n t he ta m cat orles/ riteria may
nave a weltghEl ibofacty el el S e B iR R R ¥ el ' e
pr eser vat i snggestdd preservetorphodiod reB&eanﬂ:ofd'lef& thodsholt isedre g bosht auch2tﬁathad t he
sanme enpl gynent, chai n- of orrma_nd/ erV| S0 ng, t ane . | oynment

| ocati on SIS FEEY ﬁ%orbqq?}& reﬁlgleﬁ P%W%%i’éﬁ’&r‘%‘fé@%fﬁc r&1§1§ '%he suggest ed
preservat éx@eedadt i ce reci pient score 66 would be twelve (i.e., the sum of
ten and t In syc nbodi nents, the recjpient score threshold for

i denti fyi ﬁﬁﬁ)’%lot ent 3%1&@ mfscﬁlusmr@géﬁci}faﬂmm% iwplemgrtphicent s i s

confi gur e&t@mlﬂe&wcraa&lstwmgh I\ﬁ‘ﬁltﬁb'ﬁ;br@@%lﬁﬁ&ﬂﬁied pRQ:A03tlon n%ﬁ&c' fic

enbodi ments, of the invention the edet erm ned data may include

sub- cat egf§FPisals sibindpidual heang qcaa%ldeﬁ%w Beteninl CuQiARE o SIS ERE GeltdduPhit ches 60.
For exanpli@w &Pﬁeﬁi’fﬁz‘éﬁmﬂsob@ﬁ&{s'bt:!v@e@n ﬂ{e%ﬁﬁ*ﬁiﬁ?tof HRvib@h} &ﬁle& g ; ERi£nt 38 may

not have been |located in the sane potenti al st odi an 26
but may howedians angvee wérérduﬁld@mg@an%@r@d@r m@s@i noéenmltqqmdxmsdasrw@k@m

bui | di ng. 1d§ﬁ%at;dn%f%s%ﬁ%%ﬁfm99§s@£ﬂa%s sub-category matches nay be used to

determ ne an associ ati on t ween previousl y identified preservation notice
reci pi ent[088 and poEeentidal anmsxubﬁlpmdcﬁw theateteeniarppleraliiyfoftshggestsd odi ment

i mpl ement ﬁﬁaﬁomu%g refcg%e%[\(s? (fcwfadag%]%\!vﬁgm%mﬁc e?; o&’iﬁ'm%@ tt%c? (?u ed t g, the

category/crl erra or a ess e entrre wei S|g eﬁtothe
cat egor y/ dsual prseatatiery, st &B&Epiog-lﬂgdwﬂnhﬁe@l' thalilteh élspmjaedcabcﬁgmcyomtth A between

E:Bgt g(rjle\élcf) uza%hét%?o% efs If(?lﬂheo sefection’s plre%grvnt%nl otich %%gpPgn%Pt s 38 and potential
[0080] As a means of providing an overview of a composite, enterprise-wide
electronic discovery system, which may be implemented in conjunction with the computer
monitoring of network status described above, FIGS. 4 - 12 are herein provide and described

in detail. It should be noted that the system shown and described in relation to FIGS. 4 - 12
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[0071] As previously noted, enbodi nents of the present invention further
provide for the output of suggested preservation notice recipients 36 to be
refined, inreal-tine or the |like, based on the identification of one or
nore preservation recipients. In this regard, the suggested preservation
notice recipient routine may include a clustering algorithmor another I|ike
al gor i t hmrk bawap oOwiadpee dndy ard|iggast, eebsprgiescribtd enbodohéntsofitiscinpéntiot s t o be
determ ned based on their associatiqn with nore than. one $re%i?usly

[ dent i 11 otep PRSP BImeRFAPCERF fetter SEemT RO RSP gor 1 ¢ hm

provi des f@HiomoTeRTlRFoRs 8R6dvaty s9ftem betcne@Rcriell. Of the previously
identified greservati on _notice recipients 38 and t he dat 3l?)§se of potenti al

cust odi an®088 det elHFnd iliystsases anereAPIew ShfrATE RISCRMERT YRRy 04 asgordaiEnt i al

cust odi ang;it G erhRAUlAALLIRE RRAINY In SGROEHbIMIM e, BRRGVIEdANBAHS BNt S,
menory 16 of electronic discovery manager server 110 includes suggested

survey r edpqsioaistdisspysiry exsterolP07pthe frformation sshndesyeatiatiosm 9f fR PRFRESS Ifgest ed
SUrvey 1 eflap f‘en}%tizgalu &Hhi%ﬁ%korﬁ%ﬁ&%‘aﬁé it Oh @R 6f Ri-fyd, ousl y added
to the case based on an associati On Wt one or nore previously identified
survey r emaghires; @id netwogpeaiags deverbiadiomenmicatiohwitl eteangibenevenn may al so be
based on preyi . i ry. 0 e tial
roct pi ont SR HEAUE, dh BhREtatin LRGN R0y IP b MURRLR: PR on 70
t akes i ntlbashonodatdbasseoet 50, onslleations sprven1 Byuentepriscegrsonal icpinpwiers 14hd whi ch

types of surveys.have been.receiv a_potential t odi jJered as
a reci pi eftPH %W%S%eé%fﬁa%@ﬁmﬁta?%a%“%ﬁ% O&ap'eﬂv ?{Féé\é?ac%g%reggg%%ﬁ ?f% ters.
[00f73] I n mhaxeﬁrhd eloriesirsge atréh@ez&gtwm/exﬁzﬁlcsehms 1@ppd dconadrsionm se?@icemsfpwﬂﬁ
configured to determne s ested survey recjpients 72 .in of .t.he

nanner s p]?7¢=9‘e/ii Shre-{rrmy pleging g'gg‘: 180, 04 épﬂ%ﬁ’“ﬁl&e é’t’%?‘ﬁ‘iaﬁ? ’hed“’%’i!fg‘%éé" a "

pr eser vat éMiniatdtes ov& GicBnfithRadin RYwaRTDAr TRGooRRMHictish Metork I0Rmeser vat i on
notices within the potential_custodian pop?ﬂl ation, s can be

I ' . , Since surve
direct |y @a Wiigiareaaewpria dacding the Inifrasl. 21065 cameiyoriofr ’HE?‘}e&é".Wlég‘?ss exanpl e,
suggest ed, Wb %EY: theBikdi ents may be determ ned based on a match between
predeterm ned data associated with at |east one previously identified

survey re@Bllents dichewringbe biaek dipgtamaf FdGaP, herlerirorsidscdd®d as a

suggest e GBS bPI 18 Bhov eelalevhEaThelskealis Bt ches may
be set, gﬁ%ﬁg’g# gi%t s?ﬁ%ﬂ&?@g&q@%gg@;ﬁﬁ%&cﬁﬁ %%{rrat cﬁes_ need tg be determ ned
to exist isetessdediniatpthedlstieoms dleehvaatraaragernet sared WY st welesepieatiobis| y
identifi L ec P - ' i-ahSc ARkRRconsi dered
as. suggear U eEa b EREBbRNAE, 38 8nt BBk i Binehl Mo °§&§a§§est S5 survey
reci pi entmaBigamemtrserveol I0heardistrarchivebsiicsorvef thafumpydsteecksipdatisrivariveh not i ce

reci pients, the predetermn ta.as i i revi i tified
o vey T oEpubdep B SREE MBS ERBa02 S b B Mol MoBISY hiliSelbY | (1 R0
i ncl ude, detter il 50, it uskd imetfeet 116, masriel pogsentad tochasentoo the pomesesahf nenpding ment

Local o, SRRLRYIER! 4ELess L S8y 9848 RV ERAARRATR bk 08 o

reci pi entFapDistragdd RiRpotes, Mavay RSN upRddkRid Bhtaiamdyarwesg hiterngitgowvideter m ne
suggested survey recipients and lsubse‘quegt su]glgest d survg%/ reci pi ent

scoring fHF PHERRYHSGE 8 RPloY ST SEPEATHE &5 e g We"%%{aieb FPE 9 a ranked
order. [OfRd4hESRmakdknt A1 b hededhich |sQdfele @B RMd ‘B-HRPV &Y @thnfera A€t hod 80
for determ ning suggested preservation notice recipjents for, a case/mtter

in an el editqueie dn gicaeoderlbelgrstthng-disep aBrBrgricaaY Y Re BTBBe HSFES 10f t he
present | tB\ﬁ%raé@&lses',A‘Eus%\ﬂ%E, Bhectibhd, 3hd boIREHS R C 1tRRGAA ¥E&hphhtddtedef i ne a

case within the electronic discovery system )
however, that any individual could use the user interface 118 to perform the manual functions

herein attributed to the e-discovery manager, and, indeed, that an automated process could
perform those functions as well.
[0083] Referring again to FIG. 4, the clectronic discovery management server 110 is

in comumunication with the database server 120 and the collections server 130 via the
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[ 0075] At Event 84, second inputs are received that add a plurality of
potential custodians to the case. As previously noted the initial

cust odi ans added to a case are typically individuals within the enterprise
highly relevant to the case. Additionally, potential custodians added to a
case becone actual custodians once a decision is made to acquire data from
t he i ndi viein@hnigationmetvioge e dde datebrst sarest 19,tak shaven in ti bloclidgran] 00 76] At

Event 86, Fmﬁémﬁgﬁgﬁ{o@g&@%@a&%&e@w 1 Bfl dPdcB i i HEhShMRG St O the

case. The detérm nari e suggested preservation noti‘ce reciprent is
based on smvadioancedimphdveinpterlpfielDioetiry/ cistieivni databake B dhickaitelodesnot | ce

reci pi ent t1al. custodian The .assQc¢i ation nmay be a

mat ch bet a%tgﬁeq%r ggoe?lggﬁlﬁﬁ}gc&&ggﬁs’ glse scgscﬁ‘%&e)%ea\nz%’ w%%néptg@?lgtﬁgagpr}gé%m ified

pr eser vat poticulotdasse, andongiisgdalieations patland 126, whick iretlidendata datiagioer , t he

i ude. ni BRI B PR Ry FRE R oBn o i 370 RS Shr BERP RS TS, The

pL edete ][ nivithie thl@da@abmlyseivecizwdlﬁfdis&m_sediiﬁ dail ?éib»m' It@ﬁbu}ld)be x_ﬁ#ﬂ[?ﬂs%)é_ﬂfﬂﬁt g

cour ce. acEORBTHIEY SEReril beaH R BNER S HERrREre and

[ 0077] Addicfdretahd ¥singleifaikdIat@ R Bf il tRtiSHAFADh ARk al b PQtice

reci pients may include wei hti:g?gq?t he predeterm ned data based on respective
u,

r el evancy®{agWwifs hsdimbigddpirectosy & Khitsotrerbintoge dytphaservpn ardth apgping of t he
det er mi neghiRachs BRY 19€cMBIrb i G5tk dadbed sSHGGESt €d preservation not i ce

reci pient score. A threshold score n&g be set, such that, a suggested
preser vat i%#*not i c Regedicps of fhe numbgeeldaipbpredeivers employed édhan ebistof e is net

or exceed odErQ%KsBclfltﬂe é}r%ehhﬁ@en‘ﬁﬂ??ﬁﬁl cﬁ'é‘?égxte Patiﬁ% %Séu%%iiglgs efnﬂ%@é& ?c's’ §5relfy Pe
i mpl enented to determne assocl ations between a plurality of previously
i denti fi ettie gatalsrge seavdr 420 mdependentlyc Whillestistodiarddatanigithe uifibd PetaigrydB8asi der ed

for potentj cust.adi . (YA ' s.allow faor identification of
associ at i %dr(ll?asr?e#\%elg%{eta(ﬁ% dﬁgﬁ?'%l I?{;f}ﬁ gfb %g‘%‘!\% Ogﬁgﬁrﬁ}%g((&j‘fﬁgﬁmglﬁd@ﬂa?’f’sﬁlse‘évﬁ%t odi ans
and t he i i for éxemipld) eihag cstniéing ercassifred (¢ paytjeddresscpalsodingl mousgt odi ans, as
wel |l as, identification of the strength of the.assocjations. [0079] At Event
86, an ourBtiEe] EPRRsH R ottt e AGE RSt ITUAT e SrfagasPed

pr eser vatdssignaiab ileease tif@anbdsior that agkdlad dnck ayddtdsiopgslotdtionefebadt ment s,

t he out put y be a visual presentation, such as a pop-up w ndow or the
like, di s%‘F@? ‘Fﬁ“&%?ﬁj? Hﬁh ie[?ﬁtf%i‘? Sﬁ“’a‘rfé’mﬂa?n?%iefwgw ’Elél;*e Veitied e

sel ect i orDigdctdry @SBIMVBEE d@baftNeive£1 1086 MinRAT 18 the particular case, rather than

manually input by the e-discovery manager into the case.

[0085] Furthermore, in addition to separating (but allowing linkage of) custodian
management and case management processes, and as discussed further below, data
management processes relating to the collection of data from custodian storage locations
during electronic discovery are also separated from case management and custodian
management processes. In this regard, the data collected from a particular custodian is stored
separately from both the custodian information and any relevant case information (as
discussed below, it is stored in long-term network storage network 190), but is linked to a
custodian, which is in turn linked to one or more cases. This is advantageous because in the
event a particular custodian is assigned to multiple cases, data collected from the custodian
may be shared with the other case(s) to which the custodian is assigned. Therefore, the
various processes and components of the electronic discovery system 100 may be categorized
within one of case management, custodian management, or data management. And even

though cases, custodians, and collected data may all be managed separately, there are
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[ 0080] As a neans of providing an overview of a conposite, enterprise-w de
el ectronic discovery system which may be inplenented in conjunction with
the conputer nonitoring of network status described above, FIGS. 4 - 12 are
herein provide and described in detail. It should be noted that the system
shown and described in relation to FIGS. 4 - 12 are by way of exanple only
and, as such, presently described enbodi nents of the invention may be

enbodi ed WibhhfyFhkelerfbathd Qiiofs SkRRP4EE HIGY HaRiFemest 0P eYovin| ement sel ect
portions of the electronic discovery systemherein described. [0081]FIG 4

i 11 ustr at elsctemicedissapirapipcessect roni ¢ di scovery system 100 in accordance with
an enbodi of tRe;dySii on. I n sone enmbodi ments, the environnent of the
el ectroni @g{ﬂscover‘y_gygt‘e‘rﬁ 100 is the information technol ogy platform of
an ent er pfdC8¢], for Witarggiid tacustodiapmadnagament, laedording fogaae e@bﬁlgmﬁ%tﬁ pbthe and

et udes gt lditAE B uRSIN HirkeroAGROAES dariilide DAY MALK i3 OL AR rdMMlCES | 1
communi cat'i on Wi one anot her over a communi catTon network. I'n pafticul ar,
an el ect r wrlipothintslaustodianvevitie tie ehtepeisyand thd Deatmns Whers thosmensthdianbster ser ver

120, a col,l ect.i ans serve 0, t.erpris onal uters. 140,

enterpri sﬁa‘?ﬁ‘b‘“gém%"é’s ,lniﬁﬁgﬁﬂgfﬁglrﬁ‘i o;&@éégnaghngfu%gg%roa aaﬁ mﬁé?v\or k
storage aggtdainffoRtxdnphs the@ngodilels Baind) pbsitsrk hemen @g@ras dientidearti(eupaqnese emai |
servers 160, a.conyersi,on services server, 170, .a short-term staging drive
180, and BHSRARrEaTRRONES PRNS CBFRES) ETRIBRCT 52408 Sty el gARSTF bt 1 on
oOver a COoRrBikGRE i@dntiNedtitn! tersblal. comPeteRONARIR] Setllsl FRetRRtVBMglRicemy be a
wi de area network, including the Internet,_ a | ocal arﬁg,netwo k .or

i ntranet , us§d {y the wgledigp ng Sharedryiyes ped Hompeparets ve oryrrelattd bl ock

di agr am OferfdnG(sueh ad H5haBrS.GbdPRmbels S£ QBFdinaAER)) A6E the? Bif¥@iatida thapr ovi des
user interface nmanagenent for via user interface 118. |n sone enbodi nents,

the el ectmenbereivaridy Bieylisseveagemesss. Siapstbe hyman jesogeepidsniierjedl™erat can be
accessed \liguolelin BERUREL in dhihs QRBoBifehiscith BhiRATARLARN 22 hluee] ectroni ¢

di scovery managenment servér 110 1's an Intranct websitc server that may be
accessed ongiizediangpngd thedtmbnawsercesidentifion cAll péthgiinfriniation eclaingde pow 8.

Thr ough the, : J i I 14 : dnterface
118 may ba S O e e R o ¢
di scover yarpnoghels ofnkntfylngpelocassdsmdiscri bed herein that arc inherent

t her et o. illustrative rposes,. i.t may be a rei e
primary u@gég]i nt er §5§f F’ﬁ’énp\}ﬁ? #}? e?eﬁg'(’fﬁlgglrsc?vﬁ yerrn%éaggﬁ%{l{gg‘iv%eléﬁ Ogﬁ%lrag{yag%asgor
cont r act ofenat 120@ag thitgraoy with thesempar datatekaat! thertiumad rgsowees opmpaizage ment
role, and herea

er is referred to.as the "e-discovery manager.".

(1 scus oG PELE PSRRI R RE B S LHU BT TR Ao e ¢ ne
gser i nt eﬂf;}i@e?gkﬁ&ommmmmad ; im&t@ﬁf@@iﬁa@ﬁ&nic dﬁbd»gf}trhgfag?mmﬂdn?rgﬁl | ect ﬁd
ata. It shou e appreci at ed, . however, at..apy individu coul.d use the
user int et HBY 5!’1%’8‘3?‘%‘ Ob‘éFofap‘FqW‘frﬁél“ﬁ‘&ﬂUa?uc%ﬁﬁ ‘Pi%‘ég %WEbﬁegtP’fyr POlEEY t o the
e- di scovefiwiRRadarces RMMbd tb gﬁ!@i%ﬁlar bR HiafdarRihRpRiaRs MfeGRsion aeoittd perform

those functions as well. [0083]Referring again to FIG_ 4, the electronic

di scover ycutiefirgentiss inshrlingtheiaipiod human sesavrges isfrmafipinipRmpstion fithbase

server 120,206 Dil8oRlob e A% cIBFURE FhRDMY nfinkdds of the information technology
network, i.e., those individuals responsible for setting up email accounts for custodians and
managing the various file servers of the enterprise. Furthermore, in addition to retrieving
information in the manners described above, in some embodiments, information in the
Unified Directory 122 is generated through applications initialized and/or deployed by the
electronic discovery management server 110. In particular, in some embodiments, as shown
in FIG. 4, a profile scanning application 112, and a mapping application 114 are provided.
[0089] The profile scanning application 112 may be deployed by the electronic
discovery management server 110 and is configured to crawl the communication network

102, scan each of the enterprise personal computers 140, and transmit to the database server
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communi cation network 102. The dat abase server 120, as shown in the block
diagramof FIG 6, is configured to provide database services for the

el ectroni ¢ di scovery nmanagenent server 110, including housing the Unified
Directory/ custodi an database 122, which includes data relating to

i ndi vi dual custodi ans, the case database 124, which includes data relating
to particular cases, and ongoi ng col | ecti ons database 126, which incl udes
dat a r el atlRhglettifyimglihforidtion abdueazl comnphaed, alchns bymuine nant kellPiaddesss eidver
130. Each of, t f Qr.egoi ng. dat abases within, the database . .seryer, 120 is

di scussed a?‘ﬁt O(fh@ﬁ gm%?d%@gmg?e@?ﬁﬁﬁ%b"sﬁ%é’m% BB%W?ryﬁ)é]tger r‘r‘iﬁ“f‘ﬁ?ﬂt@%)d at abase

servers cassbélatae witiphady@ehpSlet atlccafdin 16 idmBhe eabaliass, sy prefile s@nginpef er ence
to a single . dat abe} e server is for ilcldﬁstrati ve and conveni ence purposes

only. For *BRUSAYARE 1207y Do ontie plestepicalisrorey magigemepiseweblt idthen one

dat abase $8ile¢fon RARr I B oPHBHPEEreR il 86 bbRRTnidRIR ndidriC Ml dh Benstored in
anot her dat abase server. [0084] Regardl ess of the nunmber of database servers

enpl oyed, “ipodimentp thppratle sernisgppelicatian K 2d¢ further qopbeset toiidpptifitandn that data
relating bindieh ol AlBaRfienERABMIDNR0I LAY alnl i ARLADRS ParB BN ShofE0

i ndependent|y. While custodian data in the Unified Directory 122 and case
data in t Meslogeel ande divasechive4 Whey indernatipk eelptise teopardtudar sompitettis n t he

database REYE] byl dakBie SEATRLE 1, MAGBAEUSH AN AABeth CorBRR B h LR
particul ar cases, custodi ans nay be Managed separately from Ccases.
Ther ef or e whigh@myandedeeseveal iupdrtideatifioatidnsa fudlik theiparpilacomputadsittgned to t he

case, inf L ] .cust odi-an (sugh . data stor | ogati ons for
Chat " cust SR b Unldld Dy elBh L Aok S B An G b HeRl A ane aer ver
110 i n t héathhasd seectr IEG may alsyret@2 in eauch bestathdrdbany is theUnificiZlirendy i22nked to
the partigular .case, rather than nyal |y, i.nput by. the e-di.scoyery, manager
nto the TRAE! PG TsPERPORRIASFEsC Y BRI FELBEAT B PRO B Tow ng
| i nkage ofr)nsaiisddagi theprofRAGMIARR lapplRetiGABIR. MHARJROPIOLREACREIPPlicadtd as

di scussed {urt.her bel ow, dgta managenent processes rel ating ttgjét_he

col | ect i oh* ot AFY sepgatesd it GGPErrnal Ompytsr e by eask certirdirigand taisdishni ¢

di scover ymay Be pleStcdep Bledl EtoldrP MahBSLWHRPESIIRY AR dutdiBodoa) Managenent
processes. In this regard, the data collected froma particul ar custodian

i s st or ed™éepRA(divinifiafiecdnpssiicHssehi detpdlitsiivan i nformation and any rel evant
case i nfofggagj on (a8 aoifaHESEth RRleWMboliinednd oF RN iSEnkish lt}%rhﬁhfp £gM networ k

storage network 190), but is linked to a custodian, which s n turn |inked

to one oranpbediondde s comigused to el MietcaovmicaiercegigerkilA2 aivkexaminstthe

particul a i i i Al : romthe
cust odi anénrtr%yﬁ %gggﬁég}'ééglﬁsrt%%&?%gn glt%her Cg@éﬁﬂ%ﬁg&%%@‘%@ Aggs‘%eglgfan IS
assi gned. th¥hathef annvepersohd nebrrariosierape yeessexh agrderc dpsridrten, afpetshealel ect roni ¢

di scovery t ri.ze i hin-ene. ] n nt,
cust o an U SR o B G Rl A Wl B e BB TRAGAGTE
cust odi anSomandritsdhte ¢d BdPetadnal mayorlilstordpe aranage te mighafoah ef yetwbiker e ar e

necesSr Lokl AR UBED o Doy BRI BRI LS RSB IRRRTL O {he
cust odi anrefernd geieaificr HE clarigipatpoba as OHBmeSPaoek MRBEBAIAE to different

embodiments, the mapping application 114 may be run on the electronic discovery

management server 110, the collection server 130, or another server in the communication

network 102. In some embodiments, the mapping application 114 is a Windows service that

is scheduled to execute through use of Windows Scheduled Task. As the mapping

application 114 crawls the communication network 102, it is configured to examine each file

server and transmit to the database server 120 the path of any network storage area within the

plurality of servers 134 that it positively identifies as a HomeSpace. In some embodiments,

the mapping application 114 is configured to cxplore the enterprise file servers 150 by
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present invention, the Unified D rectory/custodi an database 122 houses
information relating to all potential custodians within the enterprise and
the | ocations where those custodians store data. The information stored in
the Unified Directory 122 may include for a particul ar custodi an, for
exanpl e, the custodian's nane, position, human resources identifier (a

uni que nunber for each enpl oyee of the enterprise), enploynent |ocation,
domai n, eonkthiningcdd evivesng thediwetdcies erpach demer ahil cwtluating theertsrbeackonput er (s)
name, paths of network stara Vi use ! i ipcl udi ng
Shared Dr f’%g Tk sfegs SRRy 8{7\%5%%%?% %n?{yoﬁiw%tf)%a?g%&g%% gtgdnlggo éétfcg:"h as
manager s, [(0eaM me ks regird 3¢ Retititl ingtagaiticulanoktamy sttrdpeardant o HoateBpavet hat may

be relevant to the di scover rocess. Since..the human resources identifier
i s al ways®GATGRELOFERe SHOdIRER, cRTPPing PR RO KR Pl Ba W W, L T oy
Di rect or y cohréntioay] dagmiy tetnighedfoppitiid thd@nbhumbaticesauckds? taiattifyi er . Al |

of the information relating to how the Unified_ Direct 122 i ener at ed
Us a mul t POSRANSSH SRBek AEe TR NIBUL b ENERERCTIEATY R 110 R et hods of

i dent i fyi pichk Dédlonithd QLTEHkibRN nah MR 3&hRbceHaNBE fartibdle sthaRtak@ni C
di scovery managenent server 110 or_the database server 12&%’% interface
with the asagieedwithosmpatisaraicoessed mdiwed PRABY PRSETE Hif e %}%tem; of the

enterpri SfiohAsHRABY Th Qé‘coizdzah&lr Wt Aot é}ﬁﬂaghﬁéﬁ% JreBRven S LGBt E@Pases into

the Unified ctory 1 n some enbodi nents, the electronic discovery

nmanagenentorsmrniestion netwioky 1 (3 is essizaedte adlrestiope usen ideniifiqation addheseyisersuch as
W ndows ] | . | | : I 8
particul Qir:&e}é%igctaod‘{ Sgd%éstﬂé}r%‘g mltaﬁ){g etg%g'{i ée&%{?#ﬁzé %ﬁﬁ’;iéart{r?g? ?%é] T S{)t%_tlﬁ%%gﬂst odi an
entri es i pathurehengdentéyivpHpmdSgaoesanin sebembodimentss ibisrsg ¢opmention ittt et i on f or
the Unified Directory 122 may also _be o | . ers of the
i nformati B %%{Jﬁ%ﬁ%géﬁfs ﬁ’éf%%ﬁ‘,muiﬁl.c&orf neﬁ%@ﬁ?ﬁgﬁ}?ﬁ%&?g@%@%onsi ble for
setting uplestifidation cOwthisothef undcpeshisarfishared astdorkeraapcnwpas benotandlodeséd | e
servers of, the enterprise. Furthernore, .in.addition tQ retrieyi

o or | G SraEs TFRBrS tedutarsareiioon 1 B e bk fsbb ot

i nf or mat i gvdrwithiethdpiufdligtofdervest &ajhalkach patlyBitemaseidnikeracietirmbnepdr @at | ons
initialized and/ or depl oyed b%ﬁt he el ectroni c di scovery nmanagenent server
110. In p%?r‘l’li‘%@ﬂr&’r"}"tiﬂ??@éh‘ﬁd@ Sdrrferdificaionshown in FIG 4, a profile

scanni ng pppbj cat i qpitlddeterRd o BRPaibIndMs kikaichigRatddliddiastr, fir@xintpie,

[ 0089] The profile_scanning application 112 %qbe depl.qy d@gx éjh}g

el ect r oni & by iepiisaiopdhraninpine apsbisajiep 1116 4 red teéﬂ?‘f‘b%‘ W R awl t he
communi Ca%érﬁ&lﬂ%k%rﬁ tSt%Qi%% arel gﬂn@ﬁ&i byohatlith LAFRINMISHER 2R LEARE! toGRITPUL er' S

140, and transmt to e database server = 120 identifying informati on about

each conpdatelrase sares 120 the ormsigrler useaidentifivatioranddbn s of thpHomePhage. Bihen |
profiles, ﬂfa{'i?lk’#gl'a@&l i@?&@ﬁg&@‘{tﬁﬁa E'%Q%H%* 190; thé Q4tatded WAV 196 8des the user
Vil t acC C

identification) associate e onputer. According to different
enbodi mentdsntifidaoptodinkltee metiovli dtpreed phdcdathiesnstadian indle Yaified Pitgetonhia2

el ect I oni e Sl REPYRN Yol AUAARIRNLSE! ¥t tihbodifiEnf thé REbHALaRBENRE 1340, OF
anot her sérver in thé conmuni cation network 10Z2. 1n so odi nents, the
profil e siaisoicogfigpel tocedopnine ddrdansmityankiiee databasd sgomee tRQ is confegurddity and

transmt to the.database server 12Q.the nost _r nt e an i whi ch
a particu %Se’pﬁ”d?‘ﬁ? 1°R/8§thf"§’jg%%}e éﬁ%‘gﬂ{s}?%cer?ﬁ%shaﬁ%gsed\hg{ﬁe ?a%?%rﬁr% i ’oﬁ}

rel ati ng &xmepldaiclag tihlang 04TR wae feall Srofreaalior editiey td the Hoate&jyase server 120,
t he dat abase server 120 uses the profil.e informatiqgn ich.may 1 nclude
several uASFipRRLHH IrpREemBRdmens. B Meppi SpRPEI A 108 %"%ﬁﬁ\i&‘% o Yegoedize

cust odi anghédmtiipidaidsings tDileaehohytwbd2stassogeat Bk dtlkdtiohhaser 13ser
identifications. The database server 120 / al so record jn each

cust odi ancanasgsRpths forthesangs yspidg dpfcraiae eﬁi}%@?"? FRANPS ISt { W8 t he conput er
was accesgRtnByedulls cfabidsdbAincedE GO IetidR & BeQhihé @ath. NTRIsIBEbaTile
transmtted by the profile scanning application 112. Thus, the profile
scanni ng sgephing apnlispiion!d 2 gltimasiely epyergenelidre HomePpases wed B paSfaroE#hput er s
used by eagnpLyst @?ﬂz @é]?l'eﬁaﬂféfcitt@‘}l% L diSlov 8B ¥n G WBRE A LBIthclith SiEciRrodiagGOVEry
manager en a collection of a custodian's Iocal machine(s) is initialized,
as di scusBHetebpacdeis aiitiallzed, ondisp@oghidstatidbelidance with some enbodi nents of
the invention, the mapping application2k14 is configured to craw the
conmruni cation network 102 and examne the enterprise file servers 150
residing on the communication network 102 to | ocate and identify the path
+of any personal network storage area on each server. As used herein, a
personal network storage area is a network storage area associated with a
single user who reads data fromor wites data to it. Personal network
storage areas may be in the formof network storage devices or folders or




obtaining and reviewing the directories on each server and evaluating the

pat hs of each network storage area therein, including folders and ot her

storage devices and resources. [0091]Wth regard to identifying a

particul ar network storage area as a HoneSpace, according to sone

enbodi nents, the mapping application 114 is configured to utilize

conventioqsﬁ Eaning teghniques for Eaths in the comuni cati on network 102
A

to identi fy"Phose pHrSIigR Ieringadiskeigtergeal spmayeripehiametnacesset e se til e
servers 190t custaladdeni s wie %&Mw@@%@'ﬁﬁlé%ﬁ%@éﬁ%&iﬁpf‘fhzozglgmpgghs

techni ques, that the particul ar storage dreas assocl ate

are acceséléﬂ?‘w&ﬁ?@]écaﬁw b 5pspspiévelys by accerdenca wathishrae ebrdimetssefShaces. | n
accor danc gyrastt g, BIROEHTE Mrverabo td o SBUEDLLAD stofAF It YP &l Rled e
conmuni cation network 102 is assigned Lo at Feast one User Pdentification
and t hose naiSwrk steragn aredsased orthe enstodiane Aisisiddwtein, s shdred ndrherk swpagiencpa is

applicati : 1.4 hi aths en . dentifyin
omespaces R SERECRE kRl EAE M cblY e Tt OFE fo P N mrne o
Home Spac e$t. Gharedaetyorktmragsatrdas map alsavbe ka the Brin€ hetderkt dxeagesievicss dser

identifical her, .hand t hs pof. shared network storage areas do
not i ncl ug(ghﬁggrroql;e&té%? I I%‘g{'}il&ﬁ%}‘*bt}%gq: cfleuices qnd Wﬁ’ﬁf%%“giﬁﬁﬁ“ﬁr@ adr 114
may expl ockrittermiseses t BhdresDrifes@adihe 8@E idrfaok | 18 i cédiguitki s akéitya plthservers,
eval uat e eﬁc%%tsg.i n tL{Ii)n, anﬁg nake a determ nation as to whether or not
the path Pht AV R by e Jipsousry imynasq 9ie theinathy 18 thedJnafied ned that t he
path incl maoﬁyhezeke&i@ammeioaﬁlioeea&ﬁrodiaﬁphuﬁéx@fémlﬁees@deﬁﬁﬁ&(sit).d%w fication,
t he mappi ngﬂ.alﬁ%bi?cati on 13, is configured to positively identify the
parti cul aP™HE K OPM5eRgeciicats: ege A Prificder usy et copmiricaionnatork dfae, e and
transmt 1nbieg FHARCRMERIoRPFARLs, B0 A6 PRSI Ay SRl dE Rchihal T on and
y e

the path of the HoneSpace. en that information i's receive

dat abase BEHHA shared netwerkgerontsasibatdbatjedividgd ispsig, andevensenllyj tepaths i cat i on
to |ink tRhRokasd Witldke HIRBS . ! I : ified Directory
122 associ a(t)ed yvith,theat u_se%&e{gﬁu&%ga?wgth:bgg%cgﬁlgﬁ%ﬁ%%%mﬁ%nts, t he
mappi ng afpvesionswith the pagicalasindivéhvel, jundlizingdaterugrd fenathd Idcelansmi t,  and
t he dat ab VB F ot ' j t n_indication. of t | ast
e the foce gl el BaR GMCRRab] SOl b be Bl Blam ¢ e

| ast ti meFH@yT) deplevedasthe particilanrsersidiineas disamset dn ddue! hdivdSprite by

Addi ti onal k. iments,. the ping application 114 is
confi gur Zl(ljtht%ng]rae 4 gg@%@%kﬁ%ﬂ ﬁiﬁﬁf“écuﬁcg?oﬁsekﬁ?gﬁmg ISR EYIRABEH SEWET K Ost or age
area. The(agslowamoh iFO@E. Ser ver 130 conpares paths for the sane user to

avor dancd B mult i BRE B oISt it S ch G Al EOpREE | o
scanni ng appjitationt 1 i cadfurddit batilizéd B9 BRIAL&Svéry haigePthrdipRIRNACLS uUsed by
each cust.ogi;e_tan,I %ng tE{ j?ﬁél st ma%{ be presented to the e-discovery manager
when a cofi°HEt Ji dhe Glebndting wriietop dtsgiyesdle e-discoveny mpagedlevasd di scussed

in detai | aui@kigwyithib @RISIbAnREGIH lePork 05 1L RY it lilnibd RhnRerBONAl conputers
which ['1sts were generated

and HorneSpaces used by a ,{)arti cul ar custodi an, ] .

by the pr W‘&%@%ﬁ%ﬁi%&ﬁﬂﬁ hincthe pospmunigation aetwosk HiZp PVhile thp bleiteewsingy 114
respect i i@hNeatibf 1 ACES SR ABSY Whde Wes=Va)’ i nvention,
the dat ab%ks)eeéslerver ?L)}FZO is al so&ctgn iéu?g@géto Stg?géng¥r{1;ﬂg$£rg%§g%§logv\éar ed
net wor k shos-gigeovaraatnages debisyse Heoush shadicateriesef thesftld streereil 50, lavaedeed

net wor kK s}0% ' S L associ ated with multiple
User's wha'f oag et el AERURdnt Y Qe FRSERAES MERRAI of age
areas naywitl ssmetsmbpdinehte, thoe-disofvernehwoigkr 1s4y0intighy beriageseralridéaaifder s or

other re hi N, .. r t e _devi d .be referred to
ner oat t o oS sk KB ARG RN P Tl FiiSt Shiie face 118
i s conf i gastefort axameleeihv eustodbatthayofonambiarcd 2 d-discol @ wianbyer b pertienidi scovery

manager store the path in the Unified Director 22 in relation to one
or nore ?ﬁlg‘frgﬁfngﬁgélo%ﬁﬁ’aeﬁl affﬂé%l‘fﬁ]"bcé‘é{e%s{ibﬁatsisf(’ir@rf(clgbj £ ‘Wg}f‘@al&ér“i M arly, in
sone enbedibndinicsts, thae-iseovpar thirtgéranayust apfady hed-aamRuNb&athiIRaIALet wor k 102
is chosen for the collection process, the e-discovery manager may undertake
to i dent PFYCFRE Bapriedian ér'm"mg?’éfﬁwﬁélf Erecal @wilsiioaarrliagen %%a?turwéiavi dual is
usi ng, and eventually, the paths assoéffated with those shared network
resources. This may be acconplished through conversations with the
particular individual, by utilizing data returned fromthe |ocal collection
application 132 executed on collection server 130 (shown in the bl ock
diagram of FIG 7) deployed to the particular user's machine (as di scussed
in detail below), and/or by utilizing a file browsing application 116
executed on el ectronic discovery nmanager server 110 (as shown in FIG 5).




application 116 is configured to be utilized by the e-di scovery manager

t hrough the user interface 118. The file browsing application 116 gives the
e-di scovery nmanager el evated authority within the comruni cati on network 102
to access, in alimted manner, the enterprise file servers 150 within the

conmmuni cation network 102. VWiile the file browsing application 116 may not

al |l ow access,.to the .actual fi]les stored on,certain,file . se it allows
Fhe e, oy B OE nhdfudEiottes et GRS A S RRnE T by Fadoh e 1)
servers 1&iovtg@mingger hlag$e bd@t ohtiéakiicalar @beesfsededdibytiheusetiSThear an, and
determ ne_the size of the files. |In éicordance.wi_th géorT?, enbod{ nts, the
e- di scovefi§eonemaRpreshapy thenemployyhealedroy sgrppigatioy LID orewsS M O ar file
server Wi tdMidhldr REvERLRIORAE, SGanfthd RIdeey MLy f0RIGr Hati alramegeisinblingthathas used
in the past. For exanple, the custodian_nay communicate to %Q&ee-di scovery

manager aams Eiveftyahe ysst, efeptity A pariawat gt freaed yARdOR aGHRrEh PR EF LAY has
st or ed f'&&ém@dﬂé Liionrahdialed, BndRiFvE HROAIBE ah P folded for Shilled DRVEY Y Manager
may have al ready undertaken a |ocal coll'ection process on the custodian's
machi ne, inblediakdate helosgiegto thokserct i on application 132 returned a list of
the net V\o[(rglégg]esour GHE rdtr gQﬁs oafé Bﬁgre& Bﬁ@es’?i?a?%éﬁ%er&@éedﬂéi%f miafudlat

y y be of ‘the p I

event, the e-discovery nanager na awar e articular drive

r ef er enceat avfortatieallystrthe Thided Ditiestory/I@2n thedatgease paryertlBenTeusptheWnificd i | e

br owsi ng L ion 116 . r t j . j TRk oned,
scan the lﬁg?c&%r?g% %’fa yétﬁlile %g?%ggt@%@ﬁ%negﬁﬁtéﬂgn eggyn%ﬂ’%arﬁge‘t}%ﬁane gi ven by
t he user, custbeizhisfiymanyespacdsiidantifier) hilises tor peatoesl coypad/ domadpesssad by t he

user, detgrm .the si.ze,of. such fil.es, and.retrieve the Rat, f f ol der
(or Shar e@“aﬁdir}s’éﬁesﬁ??ﬁ‘ﬁta‘il W&hiﬁﬁu%%‘i‘%gqaﬁ}boﬁ%este e tﬁ%nesrxgaﬁw%} %%&%t ri eved
pat hs of ddiestSRabetheRuitydisn, ARy ondean ibestigdeador w@litdion offaouseddian ior
automatically, to.the Unjfied Diregcto 122 1.0 the t abase server 120.
Thus, themlB}#I ié’ﬂI%FV%P%Wa@?t%Ei‘“SL%%V’éi%F‘?]bESﬁ?fé’clg?S‘}?y etaﬁceﬁﬁ?g%cust odi an
(and in padidrignd (8E pdrifeul R lsBtdge ModaRortshBat G 10 i afdrsssEldBIhgtiRS OUr CEs
identifier) a list of the personal conputers, and, Shared Drives

! . )l ' HonmeSpaces,
associ at e@vestigsionieatiectipn T rpdvaniagsoptasitabiows p sempletshsatianated, o ent i al

sour ce ofi datiBahRbRELBY pxto_la&sﬁ’a!_ﬁkpﬁlh@fayiﬂ%&l 8D 6 RisREverPiasipeSRirh MR 10 _
collection of "a custodian is I1nitiated,” the |ocation informati on stored in

the Uni fiiapotithe @esd paginesray fheseareeadeatimpoiralledtiotne the particul ar
storage |@pgs)i ons thal,.negdta ha tﬁ%@ﬁiﬁé@ﬁge&%' 129 _xﬂa@%lelregularly or

investigation/collection. This I's advantageous”as it allows a conpletely
aut omat edcdntivesslygaditehisosi informationds eethered using the prlisaliens dpspribrgl hereighe

Cervers ariiRRRERay, B BN daco By el ALRELT L PR PE RIS e

Uni fi ed Diutecdtoely k2Rvedata fienrtbgbiman xesmnces databasescud | Activp Bareetaryasd aexy

i nformati i at hered usin he_appl ,cat.i [ i e

oar 1 oo st Rt ARG, Rl BalBRa bR R Er BRecFRE bl BEC DK LD 0ol

confi gur etle pofidedcadg Gplitafion 4t 2 hed/the dabping apphichtier Hdnemegubsyscealsled

dat abases, and, Act.i ve Di rec‘élor%l and. an 1ot her..re ?Vfl?nt %ovur.g%sdatsuchesas

i nf or mat | G YaEC HHETEHY S et 5t Reiodically eyevingdalpfrom (o VaRaiS M RECEs o i 1 e

SCﬁngi lngds%]a]@bé tfh@-hi.uﬁﬂl %I&Ruedgdat_fabﬁlemm, 'yﬁlﬁmaﬂmplr]ﬂa@&feic@t!iﬁ@iﬁd_ sulﬁﬁ thlae@H! ar! y

schedul ed intervals, Alternatively, rather n peri odi ret...i eving

dat a fr ordatabasassrien 0 i§ é?‘&mé‘%ﬁ%@ger@ﬁ@ﬂ vt t{“‘h%‘“h S F‘ﬁ’g’% gl?sﬁlaé?ibas es,

the syst erdQQy MRy iskpasedid Sxligs SHEOANJithinhBe G RS CIRBEY.Tn ltBé | S

continuously interfacing with the data sources_such that the nlféag%u
rces

Di r ect or yingiaee; epchphitie &xeds of infamationistodhe Upiied ot s f%éla. E1RE

change. 1@ fid:08ht hD§HENFGe UAARA Bifectd?$ 1328UEnGf. 1 nformation into the
Unified Directory 122 1s regularly updated to ensure that the data in the
Uni fied CiOP&Btory Ipsoneenhadiments, t Q}g@b}i?%%@h@%ﬁﬁ@feﬁ%ﬁ@t%ﬁ taellyat abase
Server 121*9stb§ca? 8&& é{{rlz%g% ?g@ﬂo&iﬂﬁ% sﬁk&%ﬂtin'ﬁhﬂfngﬁ Hat ARLR1E Bl GodoBrods

. L
custodian'1s stor edﬁgl 1 on custo '

an's human resources
i denti fi edentifiet methéndticd Dibitoect 2 yThie vheitusiecdstod informeativn éute thsfUnified
| nformati e Jt%r}-g‘?%% gi-t%ggé‘étéd. el L &S télgté¥c;§t}%‘11§ A6 HRERLEHas dlnddaemevent data

rel ating I'an *has "chan



dat abase server 120 is configured to store in the Unified Directory 122 the
new data and any rel evant netadata, including, for exanple, the tine and
date of the change, as well as maintain a record of the old data so that it
is still a part of the custodian's profile in the Unified Directory 122.
For exanple, in the event the profile scanning application 114 identifies a

new perso r@tabﬁ%%@ﬁﬂ%ﬁ&ﬁ%g&g th Wbrkh Ae %ﬁ%aﬁ%i%?to%nﬁzqgg Iixegv];] ap z?qdpe sonal

conputers associated with custodi an previously I $°no d8htifi ed,
t he dat aba§kvansmetedata.docliding dorfaxguplecthe Gme hunt daté of thdehahled, 6§ well B rect ory 122

the infor 1 f ter S | 1 as.i,ndi cat.i qns .tq when the
new comu@%*@glsaﬁoggwgg%{@ %Sgéh aztaﬁ %,X\ﬁearpaﬁﬁéh’glcaﬂg% ﬂ?@%ﬁ’\kﬁ °no | onger
i dent i f i edJnified Pirectorydg?. Edrexamse,dalttrrevan dfe prefilvkdatining bfiicAdvnfliied Dat abase
122 may i istory, of the persopal. conputers used by the custodian.
Such i nf o? gr‘lé | gsnglrlr%glp%seon 1e°l°51\?3%[ asg “ tﬁ‘gwﬂl ﬁﬁ&%‘@ﬂégf‘? 46 essosil col | ecti on
of tcvﬁ cEmwhm.ass[oei.a&a}u@hehf arbdnh pirdﬁolcaﬁisméﬂcqang'egt&nﬁﬂi@, M@idgtia%e:j rectory
122 ich j t.i cul.ar rel evant o ectronjc discovery is enploynent
st at us. Ac?g%Flgﬁst ‘f%‘ﬁ%rﬁétoesﬁ%Bm fﬁéhﬁ“éﬁeﬁ\}%@ﬁmﬁh’e%%af%mﬁwfermbi on from
the human compoter, eeweltlat iaiaaRss Ao wien WirkivRImBlkAe Ot i&e%%ﬁwgdm a

ment status of a particular custodian, the electronic

change as to | 0 . of i C

di scovery %ﬂggg’ﬁﬂﬁ?f veas ng gpngeridentidicd. o ky thig wegdbe epstadisoprafle withia teshange and
possi bl y p&fifiel Datitasd 120Wha indiediCt ii el Ld Ls@hly, 1N
the event jt js recorded ?ﬁnthe Ulhﬁgﬁedg%ﬁp?ggl?%?@n%%%tﬁﬁ%&?’t Jeéugfr%ﬁ‘:i)a}c{)'yms\nt
status of S¥clhumfermatioranaycheselsusniat the timg eSinvestigatinoior vellepiort afithd atodidn. t he

el ect roni goahigs CoOVer I ROABISABRhatRBiME iheihlsd . 1o determnine
whet her tﬁe cﬁstodi a?l‘i s asé@gnaetg’%tdggglny cg%dZD%$°?Jr¥g? ?Eeglgmghsd’,mfcfl[a?& to
transmt feevaneloglesireniadicevemmnagaplopnent statuacAcdonding esomasmbodiment) er an

el ectroni i j Efvi t he manage f the,t 1 nat.ed status and
i nquiri nggvélgﬁﬂglf%ﬁ%? %def%aﬂgﬁ ﬁé%égeg‘%“ wourd uﬁc?%gataf%ﬁsees foewﬁlgﬁégleg €69%di an' s
data col | é2% sgludesn dhivegeaw enemplbgnent siage of 4 gapaild susttiidd) eaideiroamat i ve, the

el ectroni G:.di nage .server 110 is .configured o automatically
initiate tg1 Sgév\%%%%{&émg%fFecetq?gglspc%ﬁ%‘gg‘%@ refeeRipethg changs and ppsehlyi on.
Ther Sf or eperfira reditied ﬁmot_"lclms Gbiailte@pdm hMereaplaﬂwad nbgel@ﬂﬁleyﬁ@ qglg§ %H&%H RrhoOr to
any destr .Or. U [ il t hat cou e caused by the term nation.
Al 't ernati %fﬂye 8 rbl"i? CtSfYE%?%éaﬁgﬁﬁ"Wi%’F?ﬁt fiffms ‘étjlaé’é‘ft’rCBH}' eusindisashanags famagenent
server 118tivayo Rmhin@ed]TeHE tie@toRioMisddvirh eraRRAGRY seARE TTRY cHHlaRté cal |y
initiat es%ql | ecti Oe\%elfj on recogni zi.ng a change in enpl oyment” status.
[ 0099] CA _‘f%‘i“oﬁ‘]‘ CLEYAF YT 15 ISLIBE [ £ARE Mt arce fisesto tapwuit Wi ng to
some  enbofhi Aeifrfited dnPaE oNBYtdR o Melch®! dr £BHe W e&é&ﬁoxﬁé g&xﬁxgﬂf.{i@&%nm hager

e e-

utilizing t&% user interface 118. In this regard, t I'scovery manager
may ent er MTHYIBE R ananager of the rmipeted sEg1s@ad inghiing af orwhetlieothealroager ould

parti cul akkdpas teBhined ERRRianSUEH &ﬂe‘ﬁtgfé gﬁ ?ffe;kg@ﬁ.tﬁlgén%rg?rqggﬁg%s’in Short

description of the matter/case, a nti he*partt cul ar

r equest eraffiymative, thphdeciropisdliscorery menagamenttserviel 10peaedipyretenaganaically cont act s
for the matd.erhd YaBus cdilBGiog] ' in the substance of the matter
rather than the pr ogséss,@&‘o}algg&t%#gs %ﬂé‘?él)ége\%te?lyenrirﬁﬂ'agg?f%“ec t%ﬁf’%i?&? etc.
The el ectdasriney bi ssvavageyushueigene ptiorde avedesttidion sr eaRfilgitgthat @ustiy e thi s

i nformati J e. dat,.abase 124 in th at apbase sewer 120. The case
dat abase %gsﬂ,éd:?’gtt%gﬁ et g'd SRS 1 ?_ﬁl el“ﬁ’f’g‘frﬁ'ﬁ'isi %ﬁeéﬁf&?“'t sovey|

i nf or mat irosmagehent sarger i 60 mapast doguhmicatlitiBthe BlangR6Md Bay Sk ARalyy thin the
case dat a}P%fsiec%ﬁ4 .and a user, canccﬁse t he ulser interface 118 to view a
profile o SO NBHPEPPO ERF VR IR A EREE ARy CBPIOYFE SRfor mat i on. [ 00101] Once
t he matt €00¥d/ or €aSE has been initialized, the e-discovery manager may

add cust gmﬁz to w]& rratier or case. In sone enbodinents, the electronic
di spover;i gement BRI CASOMILEHBET PEGPER fesouling tagerae onbodimstiadi ans to
a singl e anatd @iy B ingidsRd by the e-discovery manager utilizing the user interface 118. In this

regard, the e-discovery manager may enter into the user interface 118 certain information

about a particular matter or case, such as a case name and/or number, a short description of
26



at one time. In this regard, the e-discovery manager nmay use the user
interface 118 to enter in identifying information about the custodians. The
identifying information for each custodi an does not have to be of the sane
type. For exanple, a nanme may be entered for one custodian, an emai

address for another, a network user identification for another, and a human
resources identifier for another. The user interface 118 is configured to
recei ve t iR rdendasé, wilepgl ideiilenakd guntidulur equbseerend, wipaskedfoeths caepebdi ng upon

the type of identifying infor ion being received. The el ectyoni

di scover yOHe&ﬁ‘gg@ﬁWFmé’éthslggé‘F Sageit r-gipfivifiupls myolyet Fﬁa&F ﬁ‘g?ﬁia“?eﬁ%g?errat i on
t o sear Chyfa& rhifbdth @O OpoB&E,AMKY tHededibddvérh) Snl BdeRD) AR ASME \W@d. ThéRlekoret er mi ne
whi ch custodi ans are associated with the input_ information. In the case of

a human r diseuyeyaBanaganint peresr 1pQiscgnibgnred te glorgtiisynigapationds Bgicass dpiabdshe

Uni fi ed Dlﬁf?fﬁttﬁ’éd’atajogsﬁ:us:@tﬁril‘,r P.S). ahERheatabdie § BPisQbi¥edurdiah Houdetib he case of a

name bei ng entered, custodi ans may be a match. [00102] The

el ect r oni énfeiatieacy thehalhméormationsislating tojalmrticutar sattera caseiintglaiedsvithn £ i ed
Directory ] i j L Hyi . i i fUnLeed,t O

pr esent tF%%%g@a%aﬁzsgﬂg‘é%@ﬁsg%%g%é%é’ggu?tlggsf%%g?gg’ﬂ?e“&h?{%@?‘gns matéhi ng

t he i nput of chemincliuging gli thefinforraationn. | n the event only one nmatch was returned
for a partd ar s in [ dentifivi i.nf.of MRt 0N . '

di scover ytdﬁgﬁggerren ncgté}%evnér gi%g?rs%%eo%% |Q§etr}rnleﬁ &E@’a%‘?gglg%ﬁ%&géﬁ% t the
cust odi anaddxibtediadsdedhd wattdner cas elncomeetnbedimefds, thdheeaton@rdistanaty in t he

event nore than one h was. | ogated for a partjcul ar .set of i nput

Cent i (o] RE ARG G ERHO s Faer R S alen B A Rt phliel Ry

t ogEt ger h&nﬁb kiﬁleﬁ {ﬂ&&g@g@d,ﬁd@ﬁﬁgﬁ@:ﬁ:ﬁ@ﬁg@%dﬁl@g u&eze?]ﬂimﬁadeacleto]ﬂn&rang_
mar ked so. t .the. e-dj scovery nmnager St review.the, tiple st odi an
profiles %%%n&t‘%fﬂmﬁﬁt‘f)ﬂ a’?%t%rﬂlﬁtﬂ%g“st gn}]‘é'é‘{eé r’rgé“foﬁaatlf)g}y %‘E?‘Eh Eﬁg"g@ﬂi an
that shoulékshet Reeerbd T th@meIR. For ERIHRS, a ndle AAY BYerired ft@neaddicanayery
manager may consider the other information in the profiles, such as

cor por at e} grogibaddygsy for prnthar; RetwaRkey g catios foanarhen aui ¢ humgagsources

i nformat i EnRR frhone. tﬂh%%@ﬁ&\éqmsr@mﬁéﬂ t%?e&eﬁre"ﬁﬁh‘eiﬁ&ﬁ{ ihjje | ocat ed

custodian is the one intended. e e-di scovery manager nmay en sel ect the

correct cinarmgtieminfdifferentdnmut ergas dependingupor thatypeafidentifyiog mémmation ke al |
cust odi an G D8 L ES red AR R ARGt O sone
enbodi nenfegé,:i%dzc}gl? %&ﬁgmgglgﬁg%&%gég&égﬁ&ggbﬁ% Itheg&rienvol ves l_llrﬁ?lnki ng
correl at i mformatorciesearch i Unifefdi Diecckany  Pinttng databdseDiervee i 1 tp deepming t he case
or matter.jn, thed %%redi%go%)a%&ﬁv'%éxe a.gqf@%?@r@g&?rﬂ' 5o BARR IR0 LENt S,
upon addi ng CUST OUTBAS T8 4 et L er ) e electronic discovery nanagenent
server 110lentifies beihi gutered, dndy onei dnitadien tohtbe Unidfied Mimsiogn! 23fmaresamatelt. i Om

noti ces apd suryveys. to the custodi ans. .ln, thi.s.r I r Lon notices
Dot our ol ot HGHSin' Bo SR LR beliienrekdl b GHRGfAns RFBEAKAIROD O

| i nked t o[00he2]case Theefdctrenit Bistdverycasagedatmbase 11R4ftel samnhingshse Onified t he

preservatbon not.i dded to t may be

ti.ces d. sur.yeys .to. cust odi ans he. case
but omat edDIPeYdRs Redhe ingetidertBgng intosmalin, 1 CeRETE IogReseHl PROR P case
profile thatinkase! heli®besll ERMIGn HBGAMRI e RPRAGNSItg Biesrinetionl IA tHeo
transmt a particular preservatjon noti%e and_surve¥%§§ %Eﬁar;icu ar date
or time ofveOpUWY engFaRiEh was rhurped fgpe PaHE vt InR Mgty ing RQERERaRe bei ng
added t0 {1B&oaRSBscoPhry iBaRnithS&LAL T V0 RROAERod B YuidBAtallykeleause t he
preservation notices and surveys to be transmtted. In sone enbodi nents,
the el ect pusivdiande Bealded o thasagermatiers Qntbe othehand, ip i qvgitraete e CP&ns i t
the preseuah hAllolnkh &S ARRBLLY 8Y ol Borfirih A RAGHAAGIRA dURGkiRN. The
surveys may be tied to the preservation notices such that they are
transm t t@atche maydeauésanted taggdirhierthe afidcayney manegenthivugh the usqrégferfase kbt e t han
one preseflVigl R0k Bk e- &%@ @&Eﬁ&%@?r&w&@%ﬁ e st GYoruéhe survey
response 1s received by the el ectrofiic discovery nmarfagenent server 110 and
st or ed i nassafiatd with the ntdteher &l dpaminechs tadicesusiodian et slasdd Py asified i then t he
case database 124. Furthermqre, ..t he el ectrani i ery : server
10 rmy beCL g PR BBt P T S AP S RUBREBEk oL E
survey r etapptudiesi such hecddporbicaidic Dvorkdbariyn, bBEdciatedtchgodiomst erdi 8mths profil e.
[ 00104] According to some enbodi nents, each transm ssion of a preservation
notice and survey to a custodi an, and each correspondi ng response, is
tracked in the relevant case profile in the case database 124. The
el ectroni c di scovery nmanagenent server 110 nay al so be configured to
transmt rem nder notices if responses to the surveys are not received
within a predefined period of time. The el ectronic discovery managenent
server 110 may al so be configured to schedul e rem nder notices to be sent



the custodian's personal conmputer(s) by transmtting an alert of the
preservation notice to the enterprise's information technol ogy managenent
group. In addition, the survey responses received from custodi ans serve to
informthe collection process. For exanple, one survey nay inquire as to
what network storage devices the custodi an uses when storing data. The
answer that the custodian gives to the survey nmay informthe addition of
Shar ed Dr infesnation cdneinfous thedi-discopernymidneger as Plvéhether thie bobatod vastalia i9@2 t hat may
be used | ' l.ecti [ i t0o. SO odi ts of the
present i ?\’b%%ttélng%& Glthﬁgcagg'-cg?esnél@\%@%@%@i@é‘é?‘%}%ﬁ%e%ﬁr ﬁ@%ﬁ%%é% HORI%r f ace
118 t o adtheatscar nmitat mxd confiresthattaiskstpdiamdcleetad mhy besdidsd toaha@czasemater.mat t er .

In some e Iy ts, th ont act s/,ahagers. for a case may al so.access the
case prof PCHER e BboffRh Ry eR0iiRaR Al e Bt P Bateimahas il ac
at t achmenterrelatinels;, custasiks prodifecin Siealigiied PireGory 02D® thé Qke6k thiter & the CIdaus, the

e-di scover%t manager may not be the only entry with access to the case and
case manaa ARESE plications of the electronic discovery managenent server

110. The sotipBct nMeAdeBidingfto bbife @hﬁcﬁﬁrﬁéfﬁé}h?on AR ANHarlsaS k aftind be
anything relevant to the case or matter. In sone enbodi nents, the tasks are

tasks t haPleREIG HepORsTy gaasgsaentservivn 510 18 ponbiceted toinifiatethe Emspissioniof di scovery

Managenenfres@iatRh nddds bl LeRlyl SUREhstdizh. AN teghrdNPHedebatib@nbihes &4St odi ans
that that the task needs to be conpl eted, perhaps using standard email

f unct i ons SUrViE Felpvaple dhangrtionian essmenmstier presstarediinge Gvkadyo therragsarrofiloim t he
cont act / MRAGRIaQbask *124-2%%5% SR ARG RS Altlood dnlaSBrbfh BRuddigghed Lo

the case profile. [0010 regar o0 the search terns he e-di scovery
manager opddefito thasise ovbasttemated fancgepk, tray neayde pessetainstcutionysvithin thbie case

orof 112 10, 06 BRRLAC,MIRASORER0R Rl epledudzb Lo lagat e dara

responsi ve o evant to t r gHes TNt he "CaREE™ME or | ng the
sear ch t epariculirtphdservatiom nofiseargrsofviey et d mrtaaiieadite getms omgohn ta pattieales a recor d

of the searchin at i1s to be. undert nwth respect. to the data and aids
in organi ?1 Tt %g%nqt et Et (%Esgg?nﬁ Fae ﬁ@é@&o %F?Sﬁe‘?r%gee‘?‘ \EOVEFR 1B ACESr di ng
to sone enboodilpentsstheprdsheatimeneatds and wandss @be diemitkddartdoniecon i s made t hat

it istinmeto.collect.fromcgertain custodians in a matter, the e-di scovery

|
manager nEYPULRA, de Flesrome fiS v anpeTRGR F%Yeéé%%‘stc%ﬁ%gi‘@&‘ia%%t om t he

matt er t opreftevatinglgdtiopd £ swBRSs vid BisGndLd EASPubEiRAYahS sirbe/s e KeemEnt  of
collection of the, custodi ans’' data. In sone enbodi nents, the electronic

di scover yPREFSGUHOREOUES sesh thal ghey SreEmenyiSe Eeusiodians grthsr andse BV eihs

assi gned gy bdied B ilofd thilPoRGréshaaseshtic® (When & 88% iR rtdn@ah B sk BE- | 0
addition, in instances where the e-di scovery nmanager has previously created

groups of the sEvexdieseasaip raepined hethe slsetroniqisceiesy megegemens ssesy ElQendanagement
server 1 S oA T | 2. g, i el eased from
1Qore® irroRafibHd tﬁ‘éﬁefe@arﬁ b QWi%h € %ﬁ%‘f%ﬂﬁﬁp\@l@ AR SataBasR8 24,

a matter to a case at the sane tine.
Furthermore, the electronic discovery management server 110 may be configured to store all

or a portion of the data received in the survey response in the Unified Directory 122 in the
custodian’s profile.

[00104] According to some embodiments, each transmission of a preservation notice
and survey to a custodian, and each corresponding response, is tracked in the relevant case
profile in the case database 124. The electronic discovery management server 110 may also
be configured to transmit reminder notices if responses to the surveys are not received within
a predefined period of time. The electronic discovery management server 110 may also be
configured to schedule reminder notices to be sent to custodians to periodically refresh the
custodians’” memory of their duty to preserve files/documents pertaining to the matter. In
some embodiments, once a preservation notice has been sent to a custodian, the electronic

discovery management server 110 may undertake to prevent any reimaging or refreshing of
28



[ 00109] Once a custodi an has been identified for collection, whether

manual |y by the e-discovery manager or by being released froma matter to
a case, the electronic discovery system 100 is configured to automatically
coll ect the custodian's data using the location information stored in the
Unified Directory 122. Therefore, the el ectronic discovery nmanagenent
server 110 accesses the custodian profile of the custodian to be collected
inthe Unified Directory 122 and determ nes, fromthe information stored

t herein, thheudodidnds gandonkloomipien(s) byftradshistingtap riegierf tlgrpredervapion nitise foedhe

custodi an _that rmust be,cqllected. There_ ar n i ffer L.Qns t hat
the syst e?ﬁ%’ésechH%&B%fPé‘gsﬁh"i?‘ﬁ%ﬁ( Wﬁ?ﬁ%&nﬁ%r%og‘ﬁg? 8 %déﬂlrrﬁ)ﬁ]t glre g&?n%?‘?oh%%count s,
and net Wofekei$dd0fk@g Eustydeas serivdl itfdirn theldolieSpa preesanHorShxamek, Greisuesy
[00110]If a custodian_ profil for ,a.custodian rel eased for | l.ect i on)

i ncl udes HPY INGHIEE asgR Y %%WEIS&EB@WW%‘?S G)C‘létggl%}’séffg%ewtf’ﬂnq ﬁaga‘ cﬁ‘s‘?t odi an,

then the gis@efh@thScRiodRa\stley 0 BOAGRTENY iDRMake diifliomy ShureteDiiadsao the
collect the files on these nachines. er ef Oé%ils e el e(ﬁ roni ¢ di scovery

2
managenentustadiaparofie i thel/nifisd Daebesed i tapmay) Himeolegd it i f yi ng

i nformati @aio5uch ag eIt sor@ERbodiferddst RS Sresctl i@ventiodhd@Mistdvietyl al i ze
depl oynent of "a | ocal collection apgl ication 132 runni ng%on col %ectl ons

server 13Wayager SrOVHIZE therses intpyface 196 10 addmtachnessts ey Ak AUHSCAIRITEAL i on
132 is C.O{E)fa! &8 (ﬁ’qna{t@r% sﬁﬁ@%@ﬁ@ﬁm@ﬁt&%& QR RRINBELORP 2 Ry 23 Qs anot her
server wiwthin the network 1 to any of the enterprise personal conputers
140. Ther thtense prafde ingheease dasataae 1 2ussingdi web broviser pesbapy addl ataghmests,

applicati i i { b t R E A8V

hF or mat 1 Biet Sy B2 RS dcuatbd bkl e TREDIRRLHAbE i not e 5 14
be depl oythe ohly ehire with erdess fodlk: cestmidiesamawgputd applitatians of thy etegtrenie

enbodi nent., the |ocal collecti a j cati.on i i be
ot oy R 10 TRPBb G RR ofE atngflh Pk B ke |

| ocal col t@edd beoamytiy) releadrt eonthd 3&cios miatiert e soncoaviiogimaentk, the taphs aeve dasks a
snapshot of the data residing on,the | ocal storage of the personal nput er
e Tor Batireatet bohiqr gt ot SRt Seaiufd SRPuEk pi fedRhERRR LPIP Y, o
Vol urre  Shadensi gueeddto BaAsIEEnotitk 66 Bie chtodinmpisdd Otat ihe tak abtak agbe angdetah t he
personal conputer, and éranf&gt,copﬁ% of the files included in the
snapshot P&bamasiagppulard gRdl MBetams- .re@}‘s f"r"ﬁtﬁ%}ﬁ?“‘t“fsi’ﬁ’ﬁef ¥o%4Ya fromthe
snapshot BhndeBe otk BohUBHa@R of e chR! HagiplyRl Blevind Bl es bomakhaiaahset er, the
| ocal coll'ection application 132 advantageously allows the custodian to
conti nue 'é?éen@ékher_ machi ne wi t hout fsubst ant i a! interference fromthe | ocal
col | ecti omoapy! | Cati/RRd 3 B SUERAL HACksHhER ik desh@icagaon the

hard drive as 'the snapshot of the data is being transmtted to the
col | ect i oprsmanagere may3dd cqrppuienny ta tharase profilette be applied when schingdhs i bed

above, th J icat IR Reccanhbsudeed to
transmt oéﬂe?&%h%g@a%gagéehgg}‘esg@s{lvggI' ge%ggt@?og o?aj%)ﬁﬂe),g Tl Iees i ncluded in the
snapshot Swribethstsearetteims wilsn drequbagrofilslis abvetageousien ihergates a FRrd ofBcal og may
be referepnced. b h ol | ect | aSer ' r : ' t her
col 1 ect 1 ongmgdigside B LnGR AN BT Rl LR Pl i bR ARG 08 10!

of 1 nterraydiscossed Adthet badmal | y, i n accordance with sone enbodi nents, the

| ocal col j.on application 132 js..configured to.c i it to
the el ect lo@ﬁi{ﬁ(; di sc’%\%&ﬁﬁg&ﬁﬁ%gﬁ@ diglglir&\slggt%ﬁffs ?I‘rfvslfq%o %Hg?g\g%ciswﬁg]our ces
the user ingddthitigis tinRab UeiiddgfromQertain aighddisns e wattke, hppldicatéirpnenaged fil e

servers that the user has ed or accessedq. This |ist_ of resources may be
stored i nMEhEsedhg ‘é%?égléerg@? iisr toyolgese hg w§t08@§$ %%‘P%G rRatisy & {hF éméje

Y8 Unifi ed

Di r ect or yeabe 2Thi¥Vdidhsé @326M theobindhSh&s borolREtidohe tid due®diahe el Hresime
according to one enbodinent of the invention, col |l e

C ) the | oc %.l tio
appl i cat | gRboDents teghtaigiicdkseptrry BlpasTent wash! i qe HuEdo taﬁ%w P‘?I es
i ncl uded {Redahgs $RBRSNRthE Riakihto 60LIQGL BSe S8 MaRe skl time. In addition, in
instances where the e-discovery manager has previously created groups of custodians within
the case, the electronic discovery management server 110 is configured to allow a group of

custodians to be released from a matter to a case at the same time.
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[00113]In sone enbodi nents, the electronic discovery nmanagenent server 110
may utilize a conputer nonitoring application 117 to determ ne when to
attenpt a collection froma custodian's nachi ne. The conmputer nonitoring
application 117 is configured to nonitor the network 102 and determ ne

whi ch of the enterprise personal conputers 140 are online. Therefore, in
the event there is a custodian whose | ocal nachine needs to be collected,

t he conpu ﬁ) n|t application 117 is configured to determ ne when

t hat mach éogglns network 102 (i.e., when it appears to the conputer

noni tori ngooap®l i cat®e a blstddiaiikhs ibBéOBHRE fR IO WhefheSHMABNY byRBagement
server 110 that it should injtialize the |ocal collectjon application 132

i mredi at eFysCP I MAaeer of by heing asleaseirom ipmatterte e caseths elsatrenic diggoserged f or
col | ect i 0BYstdn CdoUs Bsh RN RS tRE 1 IR INAC & St08an §|a§t%%§iingfﬂe“f§c§f 4 hen the

el ectroni ¢ discovery rranagjerrent server 110 may undertake ™ to co ?ect t he
files frofaferaaten #toﬂeélrstée attied Birectorst 1231 iTheuatyre, e eldcirenis disewienycol | ectl on
applicati r I The
(76 sorvamnasdfhed it U it lla? fotRlorhitun e BWRalduddiiiney )
server | obaified Ihnectvh@?@muédetgmm, ﬁxﬂ:mttheanfonhrelomsmdsthmmrtha élf&rehlorreSpace or
a Shared r and conpr ess,
hash, andBt’C%t}e/{)Elg%F&%lﬁ&ggo%?{ehg pé‘? ’\t%mg#&gtt ﬁgnghg ectbf’(%'ﬁgm}s/egr \'Pelr 53" he file
server coflifecnt bcatmp:pﬂhuuhe systemllm uanyddmess,pnﬂghmgmdmmi dompotesss eail

i nstructions that rtain criteria, for
exanpl e, FEPEES ARG et‘ﬁgggh’&getaﬁaﬁ %{‘fhll(gr?%&l ﬁ%a‘fﬁsisa“é gﬁ%ﬁ‘fﬁﬂf’?‘x/el y, the

pr ogr anmeboil rt r uctif sastodim pwfﬂwabata&d@&dfahlr@easai ﬂ)ﬁéolreeﬂxdrﬁ(ﬁtdlﬂes ap@ki cation
134 from coqp% g files re Vi ng}\%ﬁ ﬁé |ons or Qther attributes.
£t her of SRR o eReipler Gt i b SR JSR¥T%ger s not

i nterest eﬂlaﬁd@eﬁ&ﬁ%bxﬂ& a8 esdytuabireikt td @Hc@fheAEY Gah&RdRchihey, T%AMRE he | N SONME
enbodi ments, the file server collection application 134 is al so conflgured

to gener aplEctionicidiscovesy apazemeRt spRer k0| ey TPESY A g‘:l%fﬁnttrﬁ@hm@aqic@éfs@w file
server. | R RRHiI B hain Mgl 1P R428L ¥R, aﬁﬁ'ngyef?ﬁtiaﬁﬂe ARl At dranodip4 My

automatically begl n the collection process$ and'transmtting data)

i f the sisdlegtionjapplicatiorn] I2gupEnnon ep! mne@@mla &Stshﬁvé’sw&; 71.n addition, in
sone enbogyyERt s I Ig onfigured

to deter mwge \?\het hzl?@ﬁcma(r%y?@m{%p 1%&91}1& glr%tztﬁ%tn ﬁ?lm?ell g)q%:elo P Io% fr(I"rﬁiﬂr%om afile

server i nedtigetoss m@iﬁ%mtmowrmtbwﬁhe wftwork d 02 tmyfqﬂﬂ@septemdp in the

event t ha}&er{?lﬂ@ F)Qlivﬁlt%fs 190894061 UAe ai)gﬁ Iauigpd&r od{gﬁ thd {88 coﬁpc.%ﬁsg%%lﬁa%%t

collect s SO ‘as to avor ‘e Server
accor di nglX2ds chnffiganed i utBizb deti rmaghins identifyirfy 1hferrsafoneup1ﬂmﬂ lbe dteieteatragipl | cat i on

134 copi rtion the fi.le S, e server |ocated
at the pa‘?lqﬁ(%ur\zgl%n%%% e gi;esgé’ ¢ RO |t%ﬁleé9eﬁﬁg?qo?u§%g}?8 PPEWENi ts themto
t he coll eau‘:aofdm tsene/anbdc&aent[tﬁeﬂoba]doﬂemﬁuls;ﬂmﬁticﬁarmpﬁsxfdnlﬁgm(ea Q:rboa cust odi an
rel eased f r lYéCtl} i,ncl udes aa emai | address f%i] g@ er’rﬁ account on
the enter Pffta Ppdhe 1Rt cuplg lsll?ﬁrs%‘T EQRIgieTe The lacgre V‘H’énagerrent
server 11@pmyiom n3Peis F@akRr tdnfigotel @CgentRe o dnhRhotf Jr@id daﬁﬁ‘eﬁﬂ‘ih? bREHeI8caB MR |
server 160 b itializing the active email collection app ication 136
runni ng oWt q nepaal semputer pior sxample Bk uping xpepmencially gvajlghie

embodi Mepplicalibg si6 b 1@ VeIRhd s&@b%%&;y Q&v@@,@tdr@%'sﬁﬂmﬁ@t% h$Stof3Bhieghed to
access the particular Mcrosoft Exchange sewer within the enterprise email
server 160 BRSORAL CHPEKE 28 Fiiipiss aﬁ@‘eﬁ}ﬁ@ inclugied|sthe oiepeliot fosthiknown based
on the T nGALdRh] Qitet 1. UstPilrdsfhidifie: hy%é'ﬁ%gl 3 LREURE ¥r e ddn s6RRMR S el

| ocated there, 1ncluding ‘emall ustodi an up

pr edet er rHarkdivsef theerspnal corapysen the lacel QOHectwolapléwanHZ(afd@mt@@amﬁm e, seven
days priqj i 1 _

col l ecti gd}llg{vgteh%\gg?tg%\é{)tg%%@%éfgg%gh%{ @F%&e “61 ﬂ%ﬁk&%& %%éggg #cé%gérggﬁel%oc ation
from whi dbeaiedliactica applicagior 633 editerel; intepact Wik tlmajatajmbchmn thy perdalfivelat the bei ng
collecte e ns_sewer ured .o store the data first
(while t%gdpé'gq D?C eldgt%”? S tr{fnlsmgte%%o trlum co}i;“ﬁp?rﬁqewﬁ” "t erm staging drive 180
until thdo@deticul alraddmbhm:tﬂaedimaums&iaﬁmdbat shovatthalobal acldaticogslitaichhe set of

Lo the 1 angrtaesh BTsriGRi bisflia R a8 porharame st B

Furthermore, the collections server 130 transmts the barcode information
to the electronic discovery managenent server 110 to be stored in the

dat abase server 120, for exanple, in the custodian's profile in the Unified
Dat abase 122, in relation to the stored information about the particul ar

col l ection, whether it was a | ocal collection, an active enmail collection,
a file server collection, etc. Therefore, the bareode can be used for



the data in permanent storage to the original data in the staging drive 180
and, if the hashing is identical, purges the data fromthe staging drive
180. [00117] Once the data has entered the | ong-term storage area network
190, it is not necessarily ready for review Indeed, it is likely that the
data may need to be processed before it is searchable and suitable for
review by investigators and attorneys. For exanple, the files may be

encrypted in the formin which they are collected and sent to the |long-term
storage afwkideringingeansber to bpatprd it Bie onecies enllagiions ddghese. chbeAHRITY t he
data My BerRRRlEf Mo LORAARNELE 00 iF6k 6 A8eRRhY SheddQollifbR i Seri es of
decryption and standardi zation functions may be applied to it. After the
data i s dewryigt anl tamebusie ameraumtitdaolisctions atdhe poinfof serruptioh eAddivignallsimn st or age

Do 101 v Taerakt AROMR L AR E TS BB RAREARH 0% doRHLEM B POSES.

[00118] W reference now 0 ramis provided that

i |1 ustr at esngiikenétractmtonitte eicgroniv disgovegnagegendtnt s¢rverdil 0 rdisoff netwerlpr esent
i nvention, according.to.some. exbodi nent [ . ' certain
br 0665 oo tes TR A P TRagTRe e TRl T R R R End e s
rranagerrenthg ug&&’ hrésslaneﬁslgatba@bd)yrkﬂ lint ksf 26hrces nay bel kmdmmmgeﬂmde Eeraerllzo < 240
represent g o] .. 0 t nagenent ..,as_represent ed. oc :
As descri e éﬁ@\‘?@m Stpﬁ‘iﬁq%f“et&? gﬁﬁ%&%ﬁ?@%@y %’@Hegﬁﬁ i(b%aqsgusﬁlroflﬁﬁ &d such

t hat casefiles Gidsktdsontsoding t6l shderiBidithént bhfha geentiondp dndenitleafonone anot her .

However, there is_still _an el enent of the cateqorization. of processes
wi t hi n t haPrligttiogdA? iscopfigired to comREsh hash ?ndawﬁfagﬁhf-‘sfﬁaw ufled ip RESPABAG ¢ hat

certai N pPfARESIRS iJ BYeriag 180r rectly assigned to nore than one category.
Therefore, while the architecture of the system 100 all ows separate
management008i3lcust dupumesemiodients, fiscelestipnic dvedveri ManseRey sa¥erdlOmRY present
I nvent i on,diBY br Do Of 1 740 Getb A ROPhAGo a QRH LN RBoh FbdL
process t hat F%F%g&vﬁlgﬁ?nn%ggﬁ%gggwmnageﬁeng cat e?gr?ya{i;% creat iOQH of a
matter oraestadisads machingndieedmuser thenitorjag sppticaiopg oY is ceafiguyed fogsonitgs shown
in Bl ock i . rinto
the user faar o R e, o o e B o
case, suchhaefom, ndbecwrattberandd arstodianydose lacal hewching nerds e apteasdd, thse
matter/ca | egal .ideni.if.ier,,th rti.cul : foi B asked
for the catw it Byt ol g i GrBRtd et QHEF LRl machiE ot

i ndi vi duahaworkMOR Vied viten titwppeanbstthacenmter hivaitomdg @plicaioh é i 7)tand mfore

Gt od ant BTG Tt Y ReroretCanar 4t B ¥ PO Rl e R DLeRSh

application 132 immediately.

{00114] If a custodian profile (for a custodian released for collection) includes any
paths for HomeSpaces or Shared Drives, then the electronic discovery management server
110 may undertake to collect the files from these file servers by initializing the file server
collection application 134 running on collection server 130 (as shown in FIG, 7). The file
server collection application 134 is configured to access the file server located at the given
path, whether the file server is a HomeSpace or a Shared Drive, copy the data residing on the
file server, and compress, hash, and transmit the copied data fo the collections server 130.
The file server collection application 134 may be programmed with preset instructions that
allow it to only copy files meeting certain criteria, for example, files that have certain file
extensions. Alternatively, the programmed instructions may prevent the file server collection
application 134 from copying files having certain file extensions or other attributes. Either of
the foregoing is advantageous if the e-discovery manager is not interested in copying
executable files or source code, for example. In some embodiments, the file server collection

application 134 is also configured to generate a size estimate of the files residing on the
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information allowing for the same custodian in nmultiple cases. This
provides for the electronic discovery systemof the present invention to
have scal ability, whereby evidence associated with one custodi an may be
used in nmultiple cases. [00121] The el ectronic di scovery managenent server
110 stores this information in the case database 124 in the database server
120. The case database 124 houses this information such that all

i nformati redating to a pakth.cul tter se is. rel d within the
case dat e Bhidtr fh SieBbind Ine M0 dfler B1EAB RIS P08 e (e
user i nt enftemetichllBbégin thie evlleatich wdidss Gopying addaraa$mitting dam) ifelte sie cstraate

[ 00122] The .next process Wi thin S agenment is.the creatjpon of

L osary at iR Bl PR Eed BrBng8° Tn AR R e R dets BRI 1 1 &1 ock
204. ][ n tb@i&;ﬁmpﬁbaﬁbmm&s dbipavedrty denagenhoiRy a phfitQugbldehBatisier

I nterface . el ther generate a new pres rvati on otices_or surv S

rel evant ?élleew%%ﬁﬁ&ﬂeafﬁf@sﬂgées orp ffep @yto Baﬁ'gmgpg?@éu}erﬁi?wdeagﬁg profile
in the cagenfihthefmticd ddbs cluddlsti@ Mealiny Gle¥, chbdsd ko Rt REIBRLENMR IR R0 BPbI ce or
survey already stored in the _database server_ 120 to the case profile of the
speci fi c BEEGOWFloMing BF sayer) Jhgreforapecordinathidiiccens embedimgimthn flp servaie
creation Qéizeéﬁ%ra%ﬂiégﬁémm&)kk BE Bf a hRibD6r tRASRs refRing PR TS HRY 1Y teHl OCK

206. As described above, the e-di s_cover% manager or a contact or manager
for the caidbe pailysierinthearelgased chyiediaf sprelilergd transmifp them adhsgollegtions ear ch
terns or searghyterrn sets to be applied to the data harvested in the case.
In sone enbodi nents, the search terns may be limted to be used with

parti cul af00¢Udt odi dhscustediaoprafile fopaeusiodiah saledsert foratledticad irgludypasemalihe
search te k)| SayV [ h se d hat t my be
Feadi 1y iRt on Bl 60 e\ aRRE B AR o ntfe i Sore el g " e
resul ti ngmaegpoatisseerddd may unO&HbR81oldodeq tieddasiesn i cartperse agait erevant

at t achnen not.es .and updates..ta,a.parti.cul ar. case. or ter also falls
e St RN R B B bR OIS Bl R L3¢ AR Enely Bl Y688 Low 510,
The e-di st3iMes shoWanaBRE. ! TAs@ASeME@ihad, tiRracii vagE icoll@yioh agplicheonuser
interface, 118.to upl oad docunents .and ter notes d ot her rel evant data,
i ncl udi ng's SRYHPES ¢ Fered FRTarie Migroget Bi<Gad SFriet Wive e DIGERSISF PB2bT t he
case in tdgves a8EortahioPae Qustddlan’ Q%Burdt AR&RRs AIHiACH RBRShasbPbeheand updat es
are added, they may be referenced whenever a user views the case profile

t hrough t éorgatign in¢lpdsdan the Unized @H"é‘%ﬁép)e@Pyﬁﬁﬁmﬁhl%ﬁ%Fb@%@ BrlvRE present
i nvent i oneRdiR deleRA bP IRCASSEitn gghﬁ‘ata RERIGRINREBEAACH AR FRPR IBRARSITRNT
processes, as shown in Block 212. In this regard, the el ectronic discovery
manage me nfforcEpRle, seya days Piorée thy celestionend ransmitthapopiedemaile o e det er ni ne
the cost QfihRhvesid Mgy and reviewi ng data, based on a nunber of factors

including, for exanple, nunber of custodians, anount of harvested data,
data typd$0iliic. FRaegdrdlpss of thestaregeagmmesa locatiaoirom whislidiatads brimgentlegtd.t aski ng

and wor kLN BLASERER oF AL v el RALESRILALL Y, RSP LA onf QIAILNRYT 1O NOW

t o cust odil an ‘nanage '0Cesses ng
the data first (while the collection is still ongoing) in the short-term staging drive 180 until

the particular collection is complete, attach a barcode to the set of data resulting from the
particular collection, and then copy the data set to the long-term storage area network 190 for
permanent storage. Furthermore, the collections server 130 transmits the barcode
information to the electronic discovery management server 110 to be stored in the database
server 120, for example, in the custodian’s profile in the Unified Database 122, in relation to
the stored information about the particular collection, whether it was a local collection, an
active email collection, a file server collection, efe. Therefore, the barcode can be used for
reference at a later date to determine the origin of the data. After the data has been copied to

the long-term storage area network 190, the collections server 130 compares the hashing of
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category of custodi an managenent are shown in Block 220. Wiile the
processes involving generation of the Unified Directory 122 certainly could
be categorized as custodi an nanagenent, the processes shown in FIG 8

i ncl ude those processes involving managenent of custodians within the scope
of a case or matter. In that regard, the first process of custodian
managenent included in FIG 8 is the addition of custodians to a case or
matter, a hown.in Bl ock 222 - d i he . - di. manager
Ty use ¢ 18 CHGAT pelBin Sined By it B REe FRANE il oGl E AP K T

Uni fi ed Disrémtiodlyput@2 theclatafeonptietstagingdrived&e profile in the case dat abase

124. Thus custodi an profile a ase praofile are correla .. The next
pr ocesses{%ﬁmi n c@8@\3%{&‘%&%gggﬁ@ﬂk"q‘?‘hg'tf"ﬁ%a?‘}%?ﬁ? DEIG lgb ’ %lr%glgter vation
notices aﬂ&e@w?we%aszym rewsw.oThdasds it i@ﬁc@mw}lé Jhtdﬁln@ﬁkeeﬁ?d}pe chcbzstzdge )
presentatjon qQf, the surveys.t ust Qdi ans, as shown in Blo .. The
ol ect r oni belpredti sergiasie A iante ferarer DY myetieatrad «igRfEC£OT FEBPat i on i n
t he cust OghedlesSnddRfehérgptedint thefoeRiih kwifth PhdyRed lkctdPahdtsentlts @Rdigttetnine

preservation notice(s) and survey(s) stored in the case profile to the
cust odi anstorge FewBetwpddP nihtreford, ag gl gOBRENPOFBAEERTIARMESRR S0 t hat

the only Eds];i&rtgﬁ{ei Qe &AKE i s Qv EE o Wetd £&ribY drtet9ptionledd stafddrdl@ation

custodi an's emai| address. \Wen the custodi an checkS her email, the survey
wi | | appefincgns saybs sppjisd thisr etfier therdataimderrannd anf shadardiaed. frasobied ¢ he
survey Wbl 196 DEeSERESed fetlIEic198Rd ﬁ‘l‘é{' Y&ﬁaiMXﬁeQ@b@QdagésQ&‘fo?geth t hat
when she f1l It out, tﬁe survey is automatically transmtted back to the
dat abase pw®peses. 120 for storage in the case profile and the custodian's
profile. 5] Al sg.4 alel i .t hi i nang b3 il peess of
rel easi ngk@gisl%odi aﬁ‘glﬂg %ofémr&{a{:grirﬁédfv Et‘te]?f"?g‘g%tb%’glég,ﬂ‘ as s%gdv\lﬁ&?rtlh %f glgﬁat%rz . The
e- di scoveelyctroaivali@overg esnddemeniseuctore of teqeeseitliBvantommedordihg tocwsteodi an' s

profile so t the, custodian.,i ow.activat ed, f oy I i of data. This
may occureﬂf"%%ﬂn?‘ Ha® 'Elggéﬂéage&df‘ Sﬁés’g CELAIT RIOSERTS ST ﬁgﬁ%ﬁl'?‘gltﬁdyg&pr ofile is
| i nked t hediglotizedWitiin bikeofasd raghiageméens, as edpeassied bpBloekl 200, kestadiact r oni ¢

di scovery nanagenent server 1 access the custodi an' rofile and
L r | YERARIEE, IPrEReU e by Btk L0 B ApAgea i of et Bl

i flenti fi _621406 Mg deerfbe@tbdve, thd Bl@étﬁfn%(ﬁscoaﬁgﬁdﬁérﬁ$mﬁsa&aﬂigbdB}ltfbﬂkz&%ﬁé&s, t he ]
el ectroni c discovery managenent server may autonatica eternmne the
data typeSsidipng %R o menresd deRsades pl e el B@%‘t@é@% 5 il an

cust odi angigmpi: Qf teQateorlABor-bY frb@kePWitBmIBS datckdRhes thhitiSEdmbitye| dd it he
e-di scovery nanager trgrga/ manual ly nmake the sane determ nation by accessing

and vi ewi figuidrhe uadersteed that eertpingreqeases may e pofrecy aspiened R4 HgR AR ment

cust odi an | wiid SUADEsteB 100318 Sepafit: MaMakédivor
processescatg%gf}g??%%%%’rvz@gﬁ?‘g%&%%%%%ock 2 23%6 [ 00126] Thepail%last ggt egor(')y is

dat a nmanagpstedians, caseprand datacatrthip PBRIeSETRS ofibe pERRIt iNipBiongeay Bfecipere dgtes

W t hin da&rﬁem i‘ﬁ% are the processes relating to the harvesting of
data, as shown 1n otk 242. These processes include the collection of data
fromal | f06&l4i f f erletiirg porceagehafdksvitin the gasetmapageament castgod anreationetfudi ng

the custodian's |local stora on,. her. rsonal.. .¢ cust odi an's

networ k. of Brager srease TeRe RiePRinGhoE Sagn Rt i RSt Rlpobf Rt 48, 0 2

descr i bedddaieiinbol theefdidcheergd ataaagen nalhenteamicotis ush ontafpee dt astains copi ed

and transm.tted to the collLections server 130, as desc¢ri beq)i n Q&%a” f or
Fop h g ;

each par t PEIPEPOEANOFEERETBAI AL AR T80 S 45 A GRELEMEBRRT PREi 45T he

col | ecti opsciyRioverf thkIattetladsa, a1egdlidenfifierf the pusicilar deitislen (i o ofhbedtdddor i s
tenporarily stored in the short-terms%ag}iy drE_ve. 8Q. unt.i| tegae ol I ection
i s conpl eE casgio hhPRaReHomARARERS oF EOdRqt o Tieative 5'Ieoift1§‘-“f“é iQYPvege i ea

net wor kK 1Q@sthitcd ¥ RGhaAlet AhoMtHah 1R HP&S4, Nlike tHedembdol sty Minbgarcaee. The

foregoi ng process i s represented by Bl ock 244. The data may reclgl re

decrypt i oif0b#01st andbif apied thap pustadinst inbraaticn ip gorg seragiely dropy the ca
information allowing for the same custodian in multiple cases. This provides for the

electronic discovery system of the present invention to have scalability, whereby evidence

associated with one custodian may be used in multiple cases.
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, in order for it to be searchable and/or otherw se usable, so the next
process that falls within data nanagenent is the copying of the data to the
conversion services server 170 for analysis and conversi on as necessary, as
shown in Bl ock 246. Once the data is converted, it is returned to the

| ong-term storage area network 190 to be used in review [00127] Al so
falling within data management is the association of particular data sets

with partiigoiny set Sheblcs@melslbmabbOhRe dofe I SACHRIAbIFCRT, Lhe case
dat abase 124. In this regard, certain search terns stored int case

profile arie @spfaehass 124 ip H@éﬂ%b@msf:r@w 130. Bbs gnge datpiaseci@thouseeiimi n types of
data and/ QHfoﬁﬁﬁtfoﬂ'sﬁthHﬁtaﬁ%tﬁﬁﬁﬁlog%lﬁm]g gg R el orccgge 1@}‘&1:@(?»91%}10 i terms
colTecte :

may be applied to all data specific ca
i nstance, thW@d%@@%W@ﬂdlﬂgm,\ﬁ@dyamaggmbomm,\cem uéle]tﬁe exccinssfose Hie case

profile, q‘g(n%@%ﬁg&hgp%ﬁﬁe@é}? #ﬁgﬁi A0 be applied, and associates the

search terns wt arco appropriate data sets in long-term
storage. THIg2]t he @mtprbmsmthmlchsebmrmgmlmeﬂ tierdakiah oﬁ;&"es%naﬁdlt he

results Wi | ented to.r V|e far an SIS Finally,
as with tﬁlgh%etlgﬁ%(?wcﬁ%pegﬂﬁ g%t 8y feRovga loﬁléﬁ@{ggﬂélﬂfreﬁf‘r fficl udes a
nunber of disasterypasger Moy, Hfrbquwmem&:eﬁcet 13} cithepdhefe@SRM PebehMtidl OCk 250.
[00128] Wth. reference

an,_exe ar rocess, for managi_ng a case
i's provi d8JHC §F HEVE? Efgﬁéﬁtt%}{eﬁaﬁﬁglaé?f’ﬁ% ’H@%’fp esf‘ﬁ@‘ﬁr‘%%‘é‘ﬁ@WﬁVé%hon " As
repr esent ik daye d3tabade 13935, aBerB KR inlBbreRitvatidn GHRRALE SN Jifdsdyenstdmover y
manager aqﬂfsdsiaﬁr ed in the case database 124. Next, custodi ans are added to

t he case BRI 180 62 thesase Profile pf the segilic Keseonmatien s ipsusr d¥lsq withinf t he
Uni fi ed Dich@haakgembas HR ckdABof 8EQalh %g BertiNeX o th@Sisk S Bl&lpypy Bl ock
n

306, the e-di scoverg manager and/or the case contact or ager "adds search
terms to BePkphPi % @@M@homméﬁlwqrﬁmanmr erasentacts mpdigey faristqasct i ons

as to appkyl g thbeses BRGERe ﬁﬁft@ﬁnﬂu?uﬂ%ada L% téﬂx@ﬁ gr stemg%r&rseﬁ Y vﬁ?g![ ﬁgf

Bl ock 310 represents the determ™nation t
there is aPHgt tathe data hayysested in theease fin Smm@nbﬁlmtmﬁtetsearc}b&nmmwbe

or eser vt LARIBNSES REIR LIS O S OIRLE LS B0 A, fen L0

process w nove I‘al I Zat 1 on of . On
t he ot her sdxghdemistwill hesayed & timbetsedata’waad: hbirsotthmmeywty ba rexdiig apilise o t he

t t d Bl ock 312
[00129] ThE s BTN LR i Bl on S Elo e Bl SR & neni 1104 to the

cust odi ang0azijed td‘hbbmcnbstﬁ‘rentenﬁgWﬁntuaa@@eﬁﬁmdtesaﬁ&updmwi!ohn Bl ock 316,
a rem nderarﬁ&tl e rmdut rrayﬁ[?e . ng shown in Bl ogk 318, the
reninder RBLTCE RESLIETH A0S St‘giﬁ'ﬂ ﬁe&mednﬁnégﬁ%?a%ﬂ, gedemopsiziied Bti ans.
The noti csmcmmstmd smitT}Q\eed:scﬁmy Imadiiehr BBY cds € BinRdt SUBAREEIRS AP Mtysdhe
preservatl n no toiu 41%’ rem nd custodians to fill out surveys. Wth

regard to cuipehis and enifrpalps and othes aelpveat dita, drdydingarpdatet or di ng

to Bl ock %Gmﬁhd&ﬂrwﬁystb&d% aaied. prﬁi@oﬁue Mﬁb!uﬁﬁé’ci%@di@%%g 1.*44q ofe case
profile in the case database 124. Shown in Bl ock I's possible to

enabl e t & FHENReps, tdes aod Hpdasy af‘badéﬁli fhewarrﬁéfrhetr%fe@nwdtvihem@r pegser vati on
notices. ViBOdBOLNSkofilARrctBR MR usdh iBLA%H 1384Thd 0%t &ufthSGPNE N eTRROET My

rel ease custodi ans
present invention are also processes that are categorized as case management processes, as

shown in Block 212. In this regard, the electronic discovery management server 110 utilizes
a cost estimation application to determine the cost of harvesting and reviewing data, based on
a number of factors including, for example, number of custodians, amount of harvested data,
data types, etc. Finally, case management also includes a number of tasking and workflow
processes that are represented by block 214.

[00124] Moving now to custodian management, certain processes falling within the
category of custodian management are shown in Block 220. While the processes involving

generation of the Unified Directory 122 certainly could be categorized as custodian
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fromthe matter to the case, which initialized collection of the

custodi an's data. As shown in Block 326, the e-discovery manager or the

el ectroni c di scovery nmanagenent server 122 accesses the custodian profile,
determ nes the data types and |location to be collected, and initializes the
applicable collection applications to go collect the data. Once the data
has been coll ected and a uni que barcode has been assigned to each dataset
based on [ ' . r i I j ist

o' gi nat e nagBAbls G bRkEHhAd BrRPR MR bR e |

t he case @fwftbdiensvethibtheasspeghedast or mhiterd it thatatgdsd eaifitsiprotess ¢fnput

i nstructigns ,regarding t.h r t . e pplied
to the detabden anaenent gy an Eg LSt whtSnS ARy kYL 5 HHef oFF

anal ysi s. shHoGa13Blovk 10, r £4 dosatited aboveRhSe-disdoveaymenagepingy yseplircosess f or

managi ng a,custodiap is proyvided, .in acco W th nbodi t of the
present i‘rﬁ‘(‘Féﬁ?ﬁ ﬁ%.w Plfgf"%t%‘?émrséﬁ?{élggﬁ’?f“etge W@ﬁ?&?ﬁ@é@%?ﬁﬁ%‘&}%ﬁ i s added
to a matt@ke Pofikds the chit dabibseri@g@arhs, the @utedirstofie’'asd pasepidfike drd the Unified
Directory 122 is _linked to the rel evapt case or gﬁ}lter r.ofilgte. In order to
| ocat e t heoretpéado diig Ae PHCETSFY Within cosRUEIPaRECREN I GEHEMESSINBY be enpl oyed,

as shown }hiseBla@6Kndtds anfh@rel OhtustbdighsCasbhe R A UEBN BN GRT theBies@iition any
identifying information about the custodian, whether it is the custodian's

name, net 9idhksureys K Qeiadians, enghon, in Biask P26 dHicedestropie discayry WEKEHRINEN sear ch
modul e wi éekve} M Pudedre lcPREL ik BHRHER i B0 AR A6l e Ui fidaasirdtoberioory 122

for a match. If nore than one match is obtained, the user interface 118
wi || presteritansphil thewresprarationmptisg(h)ond sereexis)dfosebindhscasaprafierto ths cuytodige t he

associ at £ ] ks [RF=Vale i Sediey. the
correct g%s?tg %lgie}élh&;ﬁgl%%é’gﬁtiﬁ{d?g&ﬁgﬁﬁ%lgﬁ %ﬁg)ﬁ’ils‘g&%% ﬁ)ktg Iﬁgl? }%ﬁdg?%lg?gn is linked
to the apferohd GnifedBiectary 1AR1sthe custdd b3Rjalsdduses: S¥hart thelcusipdiBr shecke106, t he

el ectronig %@n%?,gﬁef%vemggﬁ{%%% Tttt t%%r%{u,z%ﬁen h&hages AR AR e

parti cul al?‘ercus't S a ne erpri‘'se "do-not-" call
list." | nsuihdysvill ®garedentédeiher. e shwepmay helcmditgiued sich thitevien sheofilisdhou,

profile in the Unified.Director. 2, that .the parti r..cust odj houl d
ot be- o Sttede PR RN Sabrr e TohL Ba et S A B A bR N0l G
be used, mufile 206 tiR@uAcdibiTs pfofidd, | ve assi stant of the custodian.

Al ternatiyvel t her . be .a, separate do-not-call list stored in the

dat abase @&%&r 1265\%02%%{‘“% 1 S@é@@%@ﬁ“&ﬁatﬁglﬁ@ﬂ@as?%dﬁ@f%m ne whet her
or not th@seushOSbRR MRRERY Scald) ab Hidtwnlih Block D8 .eThdelistdvehyanaageraises the
determnation i s nade as to whether or not the cust&.di an shoyl d?’ibfe directly

cont act eduserigriape ti§do gaghthe cpsodiyst afileso dib teusiotian s "M AU YaISE 10t act ed,

the cont agfiieltfhQr @Rh] PhRishely Joh® vhlkSt @6 AR d8taBSS i1 34 &Ake thotusedRars jiéfand- i n)
shoul d be obtained. This information will be used later for transmtting

pr eser vatis §akedgheretes Oaneithegrsfedian is reloadnpresithe FIRCHBECHYAREE with Bl ock
408, a d%ﬁ?g%rﬁgrys&oeﬂ 150 Ds F}ﬂe%g&&&&’& e FHASHANSL Y IRABUBLBNSn Ser ver

110 as to the custodian has been added to a matter or a case. If it
i s a casethe virémns tiife sorage detiationsiideniified ini theiprofite. Shetaforp.ras Bingesrntadlay Block

suppl ene I - , t.adi i i if, ed
Director ;5 @ZQS gfse@trr%@%fh?%&% gﬂ—gﬁl@%{%}n\l\%ﬂ ?%&%Islcl)ggdag% gR)Bgdfrtl%A lﬁhdS%H% gﬂ%/é;&rfl i_aous

col | ect i oypappt leatidmsns date ¢ balhdrveated be dedeysingtbe ebstatimonprofiliin e éifed

managenent. serv 1 for col.lect.ion of the custodian S shown in
Bl ock 42&21.5 uﬁiorfﬁéz'o‘%ﬁ%rpathvae d,the’lef&lisctov?% TYNRRT (e é?’,n%g‘hglr[}’%?%?é?%a i on notices
ar e requideegtminktiet B adcessirpSans Wianting the Bidedardd frofike. (Riredlgrasatithonasaoti ce i s
sent via email to the custodian or ‘c.ustgdi arhlr%t anrﬂ-i n. A shlgtsgg]wi n Bl ock
412, the BHREYRFUPUNRGIAR RARRERNTHAN POMIER TG PHE B EPEERNe, for sone
reason, dabasdeast AelrefieRdic OyModka@3bected fromthe custodian. In the
future, when it cone ime to collect fromthe cus%g?ipgqr}k&%ge cust odi an

s t
will be rl@8K6lvat edhe kst SRRy i HaBINGERENEIL ITR5EFFRY r GRS | on
notice i SyeB&MiroceBsed li@IAdnAhhOReihdnt MR BocEN r@la8fE fodht Rarvesting of data,

as shown in Block 242. These processes include the collection of data from all the different

storage arcas of a particular custodian, including the custodian’s local storage on her personal
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di scovery managenent server 110 as to whether a survey is required, as
shown in Block 414, It should be noted that in alternate enbodi nents the
deci sion on whether to send a survey may be made prior to sending the
preservation notice. In such alternate enbodi ments, if the survey is
required, it may becone a conponent of the preservation notice and, thus,
accessed sinultaneously by the custodian. If a survey is required, it is

transm t t eduipltefONihe RGtdME VhdtRork sREQR QMR kAR sBOh S EmaNHd Eﬁ;ﬁo RQSVers are
coll ected by the e] ectronic discovery nmanagenent server 110 nc] stored in

the dat abd&&S<8AFeiescriped hersing pdhd thertamiip die vatiess srasgeres ismopiedes! for t he
preser vat i Rsiiobd e SR YQYS 138%s i@lgs%{?béa% il eﬁéh%‘lg}acg%} H}qﬁ%%t odi an,

as shown in Block 420. Next, once I Ime to collect € cust odi an
i s rel eas&@Pisation ennsogess tlnonmeaching theaelectians sshiemti3 U, datBresdlkingk®n aand t he

O scovery padh ANCARR L CEEOARY Rt g R s e R B s “dara, as
shown i n BpPleokonBomplste; b whigh prtdtsis stoted i the fongi temt stonagodred eetivarktibeinUni fi ed

Directory I; er, to.determ ne the various |ocations where
the cust oégsﬁ%a@y&hq‘ggg&gﬁgr@eﬁgﬁ%&mﬁfkﬁ:ﬁe fl,g}eﬁ g RERETS i‘snregﬁf&%’ﬁi@o, t he

3 ust odi an'Blodt4. The «m;a in?maqdi:e @@g@g% R?tmﬁﬂngtidmfugdtﬁss %031313 applebaleit f LIOW

i agr ans ted o net.ho or. .harvest data fromyvarioqus data
sour ces, ‘%lgréiglrcfglflgg)n%eese%q’%!eeq’?g%aPﬁl?ﬁ‘?‘i‘f‘%e Y5eble 50 s mesEmpeesy %trfﬁfi/sdﬁ.th“At Event
502, the dehheaigenrenoi ddabayiefoiRe dane thétonkeidh salites dchRr 1 30P@r AlalydRta i s
identified.,Data Bl ock 506 sis%gi fies active email that is collectéd froman

exchange SUATRYFISON ahRecrsRY: ashhoysy i Blogiy nca thedniatisepnaertadyibisengi |

col | ecti ometaned foqkd o tdr® storale@rRMeOR 08k a5 iEMRidw.fromidentified

emai | addr esig As pr eviﬁﬁilusl y..noted, and in accordance with present

enbodi ment@14f] t he AsvEitmesvithin datamagpsementainthp pspeiption(af oprtiulendstaogisan

el eased ah pidloliBiclelsQthedrbAAS A tn BBaLe AGHIET el AL ARpRIELE AGRRUN ON
the enterprise email server (160), then the electronic discovery nanagenent
server (11@Fdngsytainsgeeh tekms stered 1 the ease prodile arg sforefivath thédiateatioreofiiringe enai |
sewer (16Qn1RY td dakihin@-deL] i bl GRL ' plLication (136)
runni ng o%ﬁpclol Itect iioﬁ_iéﬂeé '(e)?%é&r 5@/1%8%1#21\{1?%1%@5?%1% Sed?1 ab?ﬁ#@% 1 thﬁrém%ﬁaf@e enmai |
col | ecti offrappRy batrpbipd (1dlBlats wileaent foyuspedific oasac tesithet thetamey the cul ar

M crosoft 5&?&9?&”@&: L.thin the enterprise enall rver 160 on which
the cust od anrs acc%ﬁ%%{l%ﬁ%gllngg@ssﬁv[ﬁ%ﬁg hacléesSS Sﬁ}é?vﬁqsebtggﬁl& %’ﬁmﬂlﬁ’gs fJ’WfS'Ba}r tion
i ncl uded terms tedeppliedeahdRissoeintes the st ) termopith telbab® df thofpicpeateAgEe,

i ncl udi ng_enal el eted t 0, a_desi gnat rior . period, tor exanple,
seven day¥ ngﬁi%n%"t 5k %ﬂrgg%o ué’gt{l? %eﬁr,"?‘é Stwl?lghg?ﬁ ted R’etL%tdlﬁﬁaé‘BgQWé?slug?t o the
col | ect i owdl isegeuented 18Dresehted terericlves @bl LalykioNFiagp), kS @ith @R oiier al SO capabl e
of i npl ementai nlgﬁ_gul K rquie%t s and for coll Scti ng .email on a_schedul ed

basi s, suth &ETHRCHGEOFRSSTRIMPETN d3q ghdesagumbst oidasking aad aiorkilomal | y
capabl e ofrobeicsthat sekereehteMBy BRICRLFU.1 Se-W de and requires no server

identifiehrog r the_ |like to collect the active email. In this regard, the

emai | col on appih ©hrss o s P, gesxg@plapeprpessy fs mopeming & ¢ase issk .

[ 00136] At préveds, isPdkordan R i G BEbRRRb GR e Wesk: ihBRHETEAY Sft@ed b5t 291 N9

| ocation,_ such as short-term sta |ntg drive (180) to attach™ a barcode to the
set of enfdPfk 3 Bs#Pase AEmRHGH wsee&aw ¢ edisgeversomprage! ad stofévdin Bercesded data i s
t hen copi &ehhadd 26 OREMN] r WO 190) for
por manent e 28 NEDHERIRE, b ol BRERE, 18 50b0h BPE1BK T BT IRE RS ¢ e
bar code i Wflefigapiodiesobthehnifidddirectmy €220 Slemonaey profikn Agetentcpesmidrby( 110) to

be storedya daesdat ?‘_&] b0 exanple, in the custodjan's
profile in %khe Utr]??? i%@%gﬁg&é&{ %;%?Qe P AP SRR ARG & %HHS to

i nf or mat i terapplirdue dath barpested foutharaseohdleditg ontructions aftoagplyihfteRasrctode can be
used for _ t | ater date to,det ine the origin of the data.
arter 1 ncesi FRES e B Bha Pones Poh el Cemmerapatpmuionttbeit ( 100),
t he be made as to whether there is a matter or just a case. If there is no matter because

preservation notices are not required, for example, for an audit, then the process will move
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col l ections server (130) conpares the hashing of the data in pernmanent
storage to the original data in the staging drive (180) and, if the hashing
is identical, purges the data fromthe staging drive (180). As such,
barcoding is perfornmed wi thout the need to execute the barcoding
application on an exchange server and, as such no human intervention is
needed in the barcode process. In accordance with enbodi nents of the

present igﬁ/a?%ﬁrt toiotﬂe iR ZARLGPHR BRNAR. ng@%m&, iEteicaslinafler, RGEr dat a type

and per event e., ?ase, matter, etc. 00137] At” Event 512, the collected
enmai | dat thamjupt bessa o dictrenioniof preserepion ntices iseequirhd.rae shaverin Bleckddis. Wen
the searc ns ar I J 1 st i Gigrent s

i ncl udi ngtbtgl&l%ge ter%ﬁgﬁiéﬁ%ggﬁléﬁgi%?%ﬁltafopl?%y'i)s‘f%?%ﬂg?cg{saent ed to the
revi ener antbdainsalded or thelmattert prhapa isibaemaib ehvshowp 1@Block The areindgter nay

rovide an.indication.of this.tp the elect | ¢ di : ment server
Loy i Rl R s B b P Bk 28 Gl PEQECINCERBAUETE T PEL
search ht efrmlsil‘niitte pérgcﬁiic xgm?dema‘eicési tkebgtodimsb&he lam‘g,emhybe senf 6@ 883ikandEvent

514, the coll ect a rcodecl active enai ata s i e

processi nﬁ‘aﬂf‘?ﬂy'é‘??’“lﬂoqéa%%?&h PrEsTETHPEnghicy ftnd‘/é’ﬁﬁ"ﬁﬁ“ﬂé B‘g&’%&n@g) tﬁlﬁ%‘? t he

nat ure of sievdkl Wikiragadii sahegs, inteic Baada haveds taurcaniesdl aeodhg/ior
decryption on the data set. At Event 516, the active enpjl. q]aélta set is

| oaded i nBlock A0, gaurvpRissreatsd) iThasyrysy mHbe satfedewfﬁcagel@ggfﬁﬁ'ét 5855 set is

exported §f.Hafie124e QUEREWE I BMELIEYEY it i OfosaBR Y &iable thORFRFHBE RtaBheaak 520
signifies other non-exchange server based enmail, such as email accessed

t hrough aand traspmitisd Pt the neeservabion eaticée appl i cation, such as Lotus Notes(r)
or the |ifgy @t Ev e %2319“1}1%5 Bﬁdc'k%?él,_%e @-@Mc&kﬂﬂﬁaﬁagé&néw@egse%ﬁ@&a@t ed

wi th non-exchange server based emai[ i's manual I’y harvest'ed from an

ent er pr i s&omythateattsnin the sese\ehichmitiatigeccosiipaivo obthevastedipmplata.t feghowgieh as a
Lot us Domj r ' : ;ﬂ% [
appl i cat :T(h%fr?l’gll( gf(l{\frr%l eérrécr?%gg ngdtnﬁgerg[' g‘g%ﬁg‘l‘%‘é@{‘%@n sﬁ%ﬂn%ggegﬁégrli@?t erm

st agi ng dadcessesth8QYstadiangirefde leterbimecthd data dypehandslecatioh tnbmeodizetthage ser ver
emai | resulting . from.th rticular coll el .S, then
copi ed” antafm i SRR STt oRefain T & bRy 0Sub RO AERG S8y

per manent calected gl a diqichardste Bys Hebreassighédtotebdndntasetrbasmd duiBOparticudarsmi t s t he

bar code infornmati to the.electronic discovery.nana n rver ,(110) to
e St or ed SRR A e s oasd G WP Gy e G c iR R P IREY pas Bled Pl o &
profile i@mdigreliBisly ereDai Mbase ptolfd@may boagsighed ioahe daasttigsal @rthelinput

i nformation about the particular collection. Therefore,. the barcode can be
used for SREHERSEHING e seFD (s HSSeReeEy iSRS Wé’e&PPlquHO H’Pad?ﬁ&eqa%‘f a.

After thepdadsalidasedR e peRBiteolr8vibwhgs kpRgalygs m st orage area network (190),
the collections server (130) conpares the hashing of the data in  permanent

) €
storage t00Hd ori gVitarefuancs o Rienkd, &1 agrmlprypioges (XauAraging o4t hashi ng
i's identiGalided W &R8rdbi@ iR Shcfn®BUMNE: S tAIpREnHv¥RIoh 1B, as represented

by Block 402, a custodian is added to a matter or case. In this regard, the custodian’s profile
in the Unified Directory 122 is linked to the relevant case or matter profile. In order to locate
the custodian’s profile, a custodian search module may be employed, as shown in Block 404,
Therefore, the e-discovery manager may enter any identifying information about the
custodian, whether it is the custodian’s name, network user identification, email address, etc.
The custodian search module will take the input information and search the Unified Directory
122 for a match. If more than one match is obtained, the user interface 118 will present all
matches and allow the e-discovery manager to browse the associated profiles to determine the
intended custodian. In this way, the correct custodian is identified and the profile of that

custodian is linked to the appropriate case or matter.

37



[ 00141] At Event 526, the coll ected non-exchange server enmail data may be
associated with a specific search termset or sets. \Wen the search terms
are applied, a listing of the files and docunents including those terns
(the "search termhit list") are presented to the reviewer and also stored
in the database server (120). The reviewer may provide an indication of
this to the electronic discovery managenent server 110, which nmay then nake

a det er ni faoisan t has mpmént&p@umat $Odf\i}fer&ieﬂﬁérﬁ@d1§c%@é@hn%5%éﬁﬁeht dervet Bfo are
nore |ikel be. re nsive. [0Q0142] At Event 528, th es or any
other fil éXa(y iefgaﬁ%apwwarﬁaﬁo dignaddadise mentes ot tha setarprisedidp-nohat  may

be encryptenlibs Hﬁﬁirsk‘égﬁﬁgtﬂé% 8y Be SRR AYBORIIEA m1e b BEaAAance

wi th enbodj.nents of the present” invention. The encryption | es

occurs at ‘Wémﬁéb?rz that ke Paﬁ%?&laf cregdianoheuld nptpetchietach negﬂlrémgm&cmsamdr d

necessar decryptlon
of the Nééhg{t?rgﬁﬁgyggﬁthﬁ%wﬁ t]'iﬁ)hl:i)isg("tf tﬁ{ds%ﬁg%ﬁ%cf ras a%{lﬁ%ktl?gﬁqr%f 1és(r%f():drlypt cr. The

decr ypt i ofMligpistivdatthesnmy hels sepprafe Josmotcilblist eboredtm me%dataha:stﬁ serger:lhe thant er pr i se
system cr t e e data

t Ke user/ é’ﬁ% {r %%s% agﬁgédgs %{3 ttjée&r]le??m%ﬁ é’f:hreg%f ﬁ%e 35%‘%‘3“[ @@ﬁ%?%‘?a%% nt 530,

t he non- exte Héwgetsfsmevedetenamdmda&ma@es td whdﬂmadenbtﬂr&mmstghhen &?ﬂldﬁﬁ:l S

applicati S ort to

r gguest or ? ?gﬁf}g\tﬂ%trg&?dg\rﬁglﬁl tﬁé;évegg tﬁf (‘3‘(‘)g é‘f“&é %Ptg’g E @P@ﬁ?ﬁh ithscopittnal ecl
data, suc Imfa:snaabeﬁir Maommm;smnd@tr athﬁxt Qdrddnhoddbe RBGInk®r Yhif or the

pur pose of ul ati ng bodi es, such as the

| ati l.ance to.re
Securitied’ %1 ?E&EH&# %f 31“87‘1“ e Eyesgpatiqidofirgsand grvessent 536,
criteria [@18Xt r actMktfisi mrdaﬂww1ﬂy§1bmmsj déevaibadtod i ERLRS 159hd Heconic
de5|gnate t hi rd%) %ané stemfor data refrieval . [ 00145] At Event 538, the

bar codi ng appricare B fahioathetier he sysipgiandias beetadaes to g makteray a
short -t er pass!t BGi iRg cabe] then thé BEkodih iRVLBLD, A sQMﬁctﬁoélp4§4h§nggl% effh da@Hr N2l ed

data resulting fromthe particul ar collection. The barcd ata 1s then

copi ed ane¥ Bt Ethe qustediansofile inthe binified Divcelgry B remtrodb aksho®80) f or
per manent BRicRUAE @nd fkn Ea\é%ﬁo@%gﬂe&lgﬁ a[%f?lh‘litfo(ﬁ& &d 1&99123@5@?1%%%0&&% nal ed data

may be associated with a specific sea term set
discovery management server 110 for collection of the custodian’s data, as shown in Block

428. On the other hand, if it is a matter, then preservation notices are required. Therefore, as
shown in Block 410, a preservation notice is sent via email to the custodian or custodian
stand-in. As shown in Block 412, the custodian may then be inactivated from the case
because, for some reason, data does not need to be collected from the custodian. In the
future, when it comes time to collect from the custodian, the custodian will be reactivated, as
shown in Block 422,

[00134] After a preservation notice is sent, a determination is made by the electronic
discovery management server 110 as to whether a survey is required, as shown in Block 414,
It should be noted that in alternate embodiments the decision on whether to send a survey
may be made prior to sending the preservation notice. In such alternate embodiments, if the
survey is required, it may become a component of the preservation notice and, thus, accessed
simultaneously by the custodian. If a survey is required, it is transmitted in conjunction with
a preservation notice, and the answers are collected by the electronic discovery management
server 110 and stored in the database server 120, as shown in Block 416. Reminder notices
for the preservation notices and surveys may also be transmitted to the custodian, as shown in
Block 420. Next, once it is time to collect data, the custodian is released from the matier to

the case, as shown in Block 418, and the various collection applications are initialized by the
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[ 00146] At Event 542 source-to-processing is inplenmented to insure that any
| oose files are properly formatted in a standardi zed format. In this
regard, according to one enbodi nent of the invention, |oose files are
exam ned for relevancy and, if relevant, stored in a proper data format,
such as a PST file or the like. The netadata associated with the
non-standardi zed files is retained and remains with the reformatted data

files. So = {.0n | f] L@ : JiSoadLds RwhM
For mat t oct TP gl PABREL Ay et R o R o e OOV ™ 04, the
j our nal ecin Bledka#28ein this prowsshetheicnstodiamieprafite iy ledrafips Pisectarp h22 igderesssd Event

546, the jo I < : f f.ewer for

anal ysi s.;n[og‘{f?%f%ﬁcﬁigﬁogélﬁﬁé%ﬁi%ﬁggglﬁgh%?%%f&égg&giSgﬁﬁ/diagdé data froma
| ocal PerEia#lyl, aGhoputieBloclP&)q, tewnobtodisn’e date ignolleded?C (140). At Event 550,

t he | ocal ectign.appl.i IO )al.S i ta from
desi gnat e@ﬁg‘g‘; by %&@ﬁ%%ﬁgﬁa&%ﬁ%’ %?wPﬁg&h‘g\%e&;ei&gmtﬁg%gﬁkﬁ%?aﬁccordi ng
to one enbeHir@nlatdfromharibwmiattsoees, ifwecérdart wiibldnbodinentsap fieipeaeiton may be
o't scoveleHERagLEVGY Sh o UEHon A it oS o BRY SOBT W 1108 f on, the
| ocal  col {dgeific@n DaRIbAAKI6T (kS AtivERshat) o ol fram a0bickatgodystan f 1 om
network storage. [00149] At Event 552 cadin 1‘%88' icati,on is

) he .
T ot dhaike, Axtgn a8 Hscmied astiverindl QesenogfRbe SarrEtaifle (1s0)

to attach.fehaffaa%Rnt RedtiiRdSHkil AldrbRC s FevidalPndt@s Whd nRgedrdHBR W
particular collection. The barcodecl data is then copied and aggum cated

to the | oprgsenbembosinemiye the iasentienibe rustoigmpreige (f9et Fistdian e, . At Event
554, the &Qllevl:tﬁ)% ﬁa@lu@&dant@ﬁa@loaqgr@gé BF A entfl Aabidut FRtheRBAMROEMA! ffvoM th a

specific search"term set or sets.
(160), then the electronic discovery management server (110) may undertake to collect the

files from the enterprise email server (160) by initializing the active email collection
application (136) running on collections server (130). In some embodiments, the active
email collection application (136) is configured to access the particular Microsoft Exchange
server within the enterprise email server 160 on which the custodian’s account resides (which
is known based on the information included in the Unified Directory 122), copy all email
located there, including emails deleted up to a designated prior period, for example, seven
days prior to the collection, and transmit the copied emails to the collections server (130).
The email collection application is also capable of implementing bulk requests and for
collecting email on a scheduled basis, such as daily. The email collection application is
additionally capable of being implementing enterprise-wide and requires no server identifiers
or the like to collect the active email. In this regard, the email collection application (136)
serves o reduce security risk. .

[00136] At Event 510, a barcoding application is implemented at a staging location,
such as short-term staging drive (180) to attach a barcode to the set of email resulting from
the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. Furthermore, the collections server
(130) transmits the barcode information to the electronic discovery management server (110)
to be stored in the database server (120), for example, in the custodian’s profile in the Unified
Database (122), in relation to the stored information about the particular collection.
Therefore, the barcode can be used for reference at a later date to determine the origin of the

data. Afier the data has been copied to the long-term storage area network (1903, the
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[00150] At Event 556 source-to-processing is inplemented to insure that any
| cose files are properly formatted in a standardized format. In this
regard, according to one enbodi ment of the invention, loose files are

exanm ned for relevancy and, if relevant, stored in a proper data format,
such as a PST file or the like. The netadata associated with the
non-standardi zed files is retained and remains with the reformatted data

files. SoucaieeticdpEae@ISI0)Gohbdres BORMEINS HLPAS dHRY, ith:8 i
formeitod fil oo Pranatngonpu® Hons PDforrraI%‘?eg“EE‘%ﬁres - tdlinag

NVEG for ) FD Torm
[00151] At Bt thexsging yol pndogf the hashing Freigentiggl, Mg@nm@apx@cunawfe ?ﬁcrypt ed
i d ; | g8k i Y s.of the
present | et on. he. dear oty R AARRE b EREN JEBONR, o of e
PC files d¥rpdifsienplifatiomen ¥haahamgeserot anhes asbnd dnppy nteventidinsg neezt ytpt i on

licati s i i | q re.dn the.enterprise system

?rogalt es awgg?gg(g?g Hgfegsf ﬁﬁ%a%ﬁ?ﬁc@?&?&a%@g% eog th éésﬁ‘éft‘%‘beaﬁ%‘fm pareade

user / encr ypbebe assignedinssenstodian) ger date t)yaptascli pdn;evdm(i&i,_chﬁ%%fw%ﬁve?t E\E;g(r)lt t he

| ocal PC et i L0t he, an S i cati.on_.and, .

58(2:, t he ﬁgf’;?ﬁﬁ PC dg&tt g@g? iiZl’ sﬂpee%% g%crt?decdn@o&éfaﬁ’@ayﬁ%%ﬁ?ﬂa g Y SQ@\%EC f or

anal ysi s. $@01B8Betton sits. OVher5hd seirdribdhisese ghplied, b liomagFimlks sH0r age, such
Event he file server collection

Lve. . 60, 1 .
appl i a1 aner§inBbabBiRECRRRne el BirY Bt 9% et baraioomEnar od
drives andisorstdraiie Spaizebakeenedil Dg). tTheaBRew@TRGHSBA arGhditen bPMENLI ON, - the

' || ecti lication (134) nmy be autodepl oyed thus,
obvi at 1 g THACHIEE TSP SR FHERUS SeEr ) DoyhehBas fan Sibe b Ayemiveigoiiabr ¢ he

like. other documents within the search term hit list are more likely to be responsive.
[00138] At Event 514, the collected and barcoded active email data is copied to a
processing drive for subsequent analysis, It should be noted that the nature of email data
obviates the need to perform conversion and/or decryption on the data set. At Event 516, the
active email data set is loaded into the analysis application and, at Event 51 8, the data set is
exported to the requestor/reviewer for analysis,
[00139] Data Block 520 signifies other non-exchange server based email, such as
email accessed through a client-server, collaborative application, such as Lotus Notes® or the
like. AtEvent 522, NSF files or any other file types associated with non-exchange server
based email is manually harvested from an enterprise-grade email server having collaborative
capabilities, such as a Lotus Domino server or the like.
[00140] At Event 522, a barcoding application is implemented at a staging location,
such as short-term staging drive (180) to attach a barcode to the set of non-exchange server
email resulting from the particular collection. The barcoded data is then copied and
communicated to the long-term storage area network (190) for permanent storage.
Furthermore, the collections server (130) transmits the barcode information to the electronic
discovery management server (110) to be stored in the database server (120), for example, in
the custodian’s profile in the Unified Database (122), in relation to the stored information
about the particular collection. Therefore, the barcode can be used for reference at a later
date to determine the origin of the data. After the data has been copied to the long-term
storage area network (190), the collections server (130) compares the hashing of the data in
permanent storage to the original data in the staging drive (180) and, if the hashing is

identical, purges the data from the staging drive (180).
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[ 00154] At Event 568, the barcoding application is inplenented at a staging

| ocati on, such as short-termstaging drive (180) to attach a barcode to the
set of network storage data resulting fromthe particular collection. The
barcoded data is then copied and communi cated to the | ong-term storage area
network (190) for permanent storage. At Event 570, the collected and
barcoded network storage data nmay be associated with a specific search term

set or set@i41j001550Ptvelva! the édllcSRU h6R et PaiicQERESInNRl dat maYieaiRRIed t O
insure that any loose files are pr%erly formatted in_a, standardj zed

format. | Withpiseeciawrgh tarmcetaisey Woeie sentoariene aplicdrdisisgAhies on, | oose
files arenexam ARdmkRs il{cﬁld?%qﬁ'&lé tAg (it fsehi@h RYAML 1isBY RePtbsbdledroieoper dat a
format, such as a PST file or the I'ike. The netadata associated with the
non- st andsviiives and alsosstored inrthe ddtehase servgr (18fhi RBe KAVieWer Hey PIevide At t ed dat a
files. So . [ i) e i STBYerR [FX=Ya Kot AN Y/ (W
formatted |ﬁﬁgérpwl\%%?fglf%%’?%%Aé@?l?ﬁgggr?% ornattgé{(gm%_am he I'ike.

[ 00156] At d&erarinat®dhat pher drstimortk wihio thesarch team st argmpréiékebriobgpt ed are
decr ypt edrusénng,ea decryption application, in accordance with enbodi nents of
the pr eseRtP{Veénti on. The decr yption application allows for decryption of

t he net wofd0182]or ageAditeat 508t the MSFtfhies derowbthaofiic Gfpet fmsodmel winuenypt er . The
decryption lication finds. I D files that.exist anywhere jn the enterprise
system cf8 SErVELRas %mlts)qmtrﬁaé’qelﬁn‘f' tgéfs ‘%grsyg%elgél igdd %cépglg abase with

t he user/ gpflichiingin ®66dS1Lb S6teabbdihenks of thpbsestriténvdatian. TiOhbripidn dvent 576,
the network sporage data set is | oaded into.the analysis applicatign and,

at Event S5 ,ﬂ_tl?SWWéF ?Rsegieaflé@ev plarels e u&%{%ﬁ%‘hﬂgamﬁw@w&esm for _
request or GE@yitRWe Thé @écr%iﬁahMﬁﬂlﬁaati&%ﬁl&»%fd?%&y@tﬁ@dftl&&%lsﬁ@nyﬁd dsm el ectronic
data for forensics. At Event 582, a forensic collector, aglgci 'Ué@{' og, such as
EnCase( r) Withgutiee koudedee ot 6 vewanauiere dde drerypiiopregriication gatsiBdtesfitta.

Accor di ngctig APEh&IRPEL BREDHA sybieR, LrBMEN dfdbasd d¥ahd 19F £18§ iaGsoilel gL OF
application nmay be automatical 'y depl oyed on the device of interest w thout

t he know édgeseowith the ugeranseyptes atd subspaperdlydgenyets thg 4 anot her enbodi nent of

the i nveniiohls) & COTRUSH J581Yb BEL-BMnARRILLAALLAM AYkcPR 4Bl St ed (no

shown in 11 or t nonitors the network to determne the
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[00144] Data Block 534 signifies journaled data, such as electronic commerce data
stored on a repository for the purpose of regulation, compliance to regulating bodies, such as
the Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is
extracted from input system and manually entered in a designated third party system for data
retrieval.

100145] At Event 538, the barcoding application is implemented at a staging location,
such as short-term staging drive (180) to attach a barcode to the set of journaled data resulting
from the particular collection. The barcoded data is then copied and communicated to the
long-term storage area network (190} for permanent storage. At Event 540, the collected and
barcoded journaled data may be associated with a specific search term set or sets.

{00146] At Event 542 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-

standardized files is retainced and remains with the reformatted data files. Source-to-
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159] At Event 584, the barcoding application is inplemented at a staging
{ggatign, such as short-tent staging drive (180) to attach a barcode to
the set of forensic data resulting fromthe particular collection. The
barcoded data is then copied and communi cated to the | ong-term storage area
network (190) for permanent storage. At Event 586, the collected and
barcoded forensic data may be associated with a specific search termset or

sets. [ 00pB0ssing Bileorohv&Ensnm Raefuired bR ERAS foRdaticd f1APMREERLSSH Qi NSUr
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[00149] At Event 552, the barcoding application is implemented at a staging location,
such as short-term staging drive (180) to attach a barcode to the set of local PC data resulting
from the particular collection. The barcoded data is then copied and communicated to the
long-term storage area network (190) for permanent storage. At Event 554, the collected and
barcoded local PC data may be associated with a specific search term set or sets.

[00150] At Event 556 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format, In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized filcs is retained and remains with the reformatted data files. Source-to-
processing file conversions may be required on EML formatted files, MSG formatted files,
IPD formatted files and the like.

[00151) At Bvent 558, the local PC files that may be encrypted are decrypted using a
decryption application, in accordance with embodiments of the present invention. The
decryption application allows for decryption of the PC files data without the knowledge of
the user/encrypter. The decryption application finds ID files that exist anywhere in the
enterprise system, creates a database of the ID files, associates the database with the
user/encrypter and subsequently decrypts the data.

[00152] At Event 560, the local PC data set is loaded into the analysis application
and, at Bvent 562, the local PC data set is exported to the requestor/reviewer for analysis.
[00153} Data block 564 signifies data from network storage, such as a shared drive or
HomeSpace. At Event 566, the file server collection application (134) is implemented to

automatically collect data from shared drives and/or HomeSpace. According to one
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[ 00163] Data bl ock 596 signifies collaborative data, such as data residing
at discovery sites, for exanple LiveLink(r) or the like. At Event 598, a
di scovery site collector application, such as a LiveLinic(r) collector
application may be executed on the devices of interest to collect data.
According to one enbodi nent of the invention, the discovery site collector
preserves at |east a portion of the discovery site database in the

e- di scovepMbelhal 3 te idveatici iHaGil@sdrvel bdIRBti@ WhpRdatioh EM4pinanBe of the files.
In this regard, the discovery site collectqr applicatjon queries against
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properly' formatted in a standardi zed rmat. In this regatd, according to
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and r emai ABORFdata Tengtanigh At RRltilsr theflikee Lhe By sed By " May be
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and the li1ke. [00166] At Event 606, the di scoverE{ Site data set is |oaded
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set is exg¥ iSdatdR dibenhsauast or/ reviewer for anal ysis.

[00156] At Event 574, the network storage files that may be encrypted are decrypted

using a decryption application, in accordance with embodiments of the present invention.

The decryption application allows for decryption of the network storage data without the
knowledge of the user/encrypter. The decryption application finds ID files that exist
anywhere in the enterprise system, creates a database of the ID files, associates the database
with the user/encrypter and subsequently decrypts the data.

[00157] At Event 576, the network storage data set is loaded into the analysis
application and, at Event 578, the network storage data set is exported to the
requestor/reviewer for analysis.

[00158] Data block 580 signifies electronic data for forensics. At Event 582, a forensic
collector application, such as EnCase® may be executed on the devices of interest to collect
data. According to onc embodiment of the invention, the forensic collector application may
be automatically deployed on the device of interest without the knowledge of the device user.
In accordance with another embodiment of the invention, a computer monitoring application
may be implemented (not shown in FIGS. 11 or 12) that monitors the network to determine
the addition or subtraction of computers to the network based on network status indicators,

such as ID’s/IP addresses refurned from the network.
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[00167] Thus, present enbodiments herein disclosed provide for inprovenents
in electronic discovery. Enbodiments herein disclosed provide for an
enterprise-w de e-discovery systemthat provides for data to be identified,
located, retrieved, preserved, searched, reviewed and produced in an
efficient and cost-effective manner across the entire enterprise system In
addition, by structuring nmanagenent of e-discovery based on case/ matter
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herein.  knowledge of the user/encrypter. The decryption application finds ID files that exist

anywhere in the enterprise system, creates a database of the ID files, associates the database
with the user/encrypter and subsequently decrypts the data.

[00162] At Event 592, the forensic data set is loaded into the analysis application and,
at Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
[00163] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like, At Event 598, a discovery site collector application,
such as a LiveLink® collector application may be executed on the devices of interest to
collect data. According to one embodiment of the invention, the discovery site collector
preserves at least a portion of the discovery site database in the e-discovery database,
including all files and all revisions of the files. In this regard, the discovery site collector
application queries against the database to define what files need to be retrieved, then copies
those files based on the result of the query. Metadata pertaining to the files is retained in the
case management system tables. In accordance with another embodiment of the invention,
the discovery site collector application collects the documents and the related metadata and
uses the metadata to automatically rename the files.

[00164] At Event 600, the barcoding application is implemented at a staging location,
such as short-term staging drive (180) to attach a barcode to the set of discovery site data

resulting from the particular collection. The barcoded data is then copicd and communicated
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CLAI M5 1. A nethod for suggesting potential preservation notice
recipients in an el ectronic discovery system the nmethod conpri sing:
receiving, at conputing device, first inputs that define a case;

receiving, at a conputing device, second inputs that add a plurality of
potential custodians to the case; determ ning, via a conputing device
processor, fronlannng t he potential cust odi ans, one or nore suggested

reci pi ent pres rvation sociated Wt mhereln t he
det er mi nat9* ‘?11°f’§ g(ﬁa&?ﬁr‘ﬁiﬁw X f&@%gﬁ%{)ﬂemwggﬂmgnekgﬁvﬁnﬁéﬁp% enti al

cust odi anSoﬂmdd afcbatdodeddiecaves\sitodsa mag bphwodistedvith Aepgifeservlatermsetnot i ce;
and communi cating, via a conputing device processor, the one or nore
preservatW&ﬁmnotlces to one or nore of the suggested recipients. 2.

The met hoghoosicl ai mtlz,veWmaemc@@tlﬁad&mgug ithplemB@Red LanguEd Hhecang &ioss m ni ng,
via the conputlng devi ce processor, from anmpngst th ntial custodians,
the one oflehgiedrPgrytumatediaaispndndizediorpaie Ip S‘t'?lg ﬁo&é" g}n&%f’%t i on

notices agaRSiAERAr WoldVehtlG, CRIERIYRS bRInIned Rr AEVBAIT MaLiF Rllvhsk, dtored her
based on previous preservation notice hi story of the one or nore potenti al

cust odi angproper data fognat,mreh g INldfilgtor tedikpn The wetadatp assaeipied Wit Pur t her
conpris esstﬁﬁaﬁﬁi&i 'ﬁ'lé%gs reYa"u?ed and remaing with the reformatied data files, Source-to-

processing may be required on EML formatted files, MSG formatted files, IPD formatted
files and the like.

[00166] At Event 606, the discovery site data set is loaded into the analysis
application and, at Event 608, the discovery site data set is exported to the requestor/reviewer
for analysis.

[00167] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise-wide e-
discovery system that provides for data to be identified, located, retrieved, preserved,
searched, reviewed and produced in an efficient and cost-effective manner across the entire
cnterprise system. In addition, by structuring management of e-discovery based on
case/matter, custodian and data and providing for linkage between the same, further
efficiencies are realized in terms of identifying, locating and retrieving data and leveraging
results of previous e-discoveries with current requests.

[00168] Specific embodiments previously disclosed provide for determining
suggestive preservation notice and/or survey recipients in an electronic discovery system.
The determination is based on a comparison of data, such as personnel data or like, associated
with individuals previously identified as preservation notice recipients and recently added
potential custodians. In addition, in certain embodiments, the determination takes into
account the preservation notice and/or survey history of the potential custodian being
considered as a recipient of a specific preservation notice

[00169] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative
of and not restrictive on the broad invention, and that this invention not be limited to the
specific constructions and arrangements shown and described, since various other changes,
combinations, omissions, modifications and substitutions, in addition to those set forth in the

above paragraphs, are possible.
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t he conputing device processor, at |east one match between predeterm ned
data associated with at |east one of the previous recipients and a

pot enti al custodi an. 4. The method of claiml, wherein determ ning
further conprises determning, via the conputing device processor, that a
predefined threshold of matches exi st between predeterm ned data associ at ed
with the at | east one of the previous recipients and a potential custodian.
5. The rregdmlopf ClBHoRR skilRid i ki abfrfay ilend: DEHRS aalptA0M £gd data
associated with the at |east one of 'the previous recipients and the

pot ent i al MadHicanraaf the dystidwsrilsd embpdimspis cot beopliyrdmithendénsttion fvarmand,
ertpl 0y Tenind 066 o P T Iinich SRR LD b HAAISRYRAS, BIERRSL 1Y or

generated data content. ‘ . e nethc aim 3, Wherein déterm ning
further cohiheperesdedinimy.theyinsension ey be niagiéed oteetham ayspeifiely desstibed t 0 each

mat ch of {he predetermnm ned data; summi ng the predeterm ned rel evancy
wei ght values to result in a suggested potential preservation notice
reci pi ent score; and identifying a potential custodian as a suggested

preservation notice recipient if the preservation notice recipient score
exceeds a predeterm ned threshol d.
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7. The nethod of claim11, further conprising selecting one or nore of the
suggested recipients as actual recipients prior to comrunicating the
preservation noti ces. 8. The method of claiml, wherein

comuni cating further conprises automatically comrunicating, via a
conputing device processor, the one or nore preservation notices to the one
or nore suggested recipients based on the determ nation. 9. An
apparatus for suggesting potential preservation notice recipients in an

el ectroni c discovery system the apparatus conprising: a conputing platform
including a nenory and at | east one (@usbdSsor; an el ectronic

di scovery nmanager application stored in the nenory, executable by the at
one processor and configured to receive first inputs that define a case and
recei ve second i nputshddvat siggestagpbiehadliprasevbtigoh@itt iradipients inonhi devsrohio t he

case; and a suggested preservation notice recipient application
stored Bﬁ“ﬁ‘ﬁg%‘i‘?ﬁ’r&eg@%@l‘ﬁ?%&r@rﬁy the at |east one processor and
including a gdEIRS! RUoPHESE IRtOfrsTiAbhtS thal 8GHHRILAke;r OUti ne configured to
determ ne one or nore suggested recipients of a preservation notice from

anpngst the [Petisinei dla comprbeg devsce, siserdinputs that add eplyrakisy piawtindiabased on an
associ agﬁsg&iﬁgttg\ﬁ?rga&ne of the potential custodians and one or nore

previ ous recli pients of the preservation notice. 10. The apparat us
of claim9, adensiingtheasogpgediseltvipe pseessat, from amdrigtbe pateitpl ewsfodiat ¢mee | S
further confi ﬂured to.deterpi ne one, or nore su%g%stﬁgl?reci pi.ents.of the
preser vaT T8IT SHB$Sled "ERARERSS Bha BRETV D08 EHESERUATFON AT @™ NFETHt ot t he

one or HBEGMiRMIASShAE] bR ah RisBahFon between ond bf thERtcRBRIuAbURNOindidrdicfhfdre
wherein the suggested gereser vation notice recipient routine is further

conf i guPeHioppreagietsriibe piesqreaiion nokies: aed ch bet ween predeternined data
associ at ed "‘Mnﬂnﬁﬁiizgﬁﬁs ia%Q%mﬁﬁtiﬁ%@evoF%\C‘(}c%é’s%r,gﬁé:{),\ﬁ GHhote ?ﬁge&gtﬁ)n%ttigﬁ“ al

cust odi an. The "appar at arm erein suggest e
pr eser vatememr noté cithe eggpstedtecippants. ne is further configured to determ ne
that a predefined threshold of matches exist between the predeterm ned data

associated with at | east one of the previous recipients and the potenti al
custodi an. 2 The method of claim 1, wherein determining further comprises determining, via

the computing device processor, from amongst the potential custodians, the one or more
suggested recipients of the one or more preservation notices associated with the case, wherein
the determination is further based on previous preservation notice history of the one or more

potential custodians.

3. The method of claim 1, wherein determining further comprises determining, via
the computing device processor, at least one match between predetermined data associated with

at least one of the previous recipients and a potential custodian.

4, The method of claim 1, wherein determining further comprises determining, via
the computing device processor, that a predefined threshold of matches exist between
predetermined data associated with the at least one of the previous recipients and a potential

custodian,
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13. The apparatus of claim 11l or claim 12, wherein the predeterm ned data
associated with the at | east one of the previous recipients and the
potential custodian includes one or nore of enploynent chain-of-conmmand,
enpl oynment | ocal e, enploynent classification, data source accessibility or
generated data content. 14. The apparatus of claim 11, wherein the
suggested preservation notice recipient routine is further configured to
apply a predeterm ned rel evancy wei ght value to each match of the
predeterm ned data, sumthe predeterm ned rel evancy wei ght values to result

in a suggestéd pol @hPFEPd gf et & 718 hotheedn fegrplebmmingd dre aavaeidenti y a
potenti @le £ %Et%b%?tk@i:r@vi&}éggﬁﬁﬁeﬁg afld §l§ gﬁtﬁ:ﬂ{iél%ﬁsta&lﬁﬁ GERIIECHR £ Moré I)fl‘ the

preservation notice reciplent score e eds a predeterm ned threshol d.

employment chain-of-command, employment locale, employment classification, data source

accessibility or generated data content.

6. The method of claim 3, wherein determining further comprises:

applying a predetermined relevancy weight value to each match of the predetermined
data;

summing the predetermined relevancy weight values to result in a suggested potential
preservation notice recipient score; and

identifying a potential custodian as a suggested preservation notice recipient if the

preservation notice recipient score exceeds a predetermined threshold.

7. The method of claim 1, further comprising selecting one or more of the suggested

recipients as actual recipients prior to communicating the preservation notices.

g. The method of claim [, wherein communicating further comprises automatically
communicating, via a computing device processor, the one or more preservation notices to the

one or more suggested recipients based on the determination.

9. An apparatus for suggesting potential preservation notice recipients in an
electronic discovery system, the apparatus comprising:

a computing platform including a memory and at least one processor;

an electronic discovery manager application stored in the memory, executable by the at
one processor and configured to receive first inputs that define a case and receive second inputs
that add a plurality of potential custodians to the case; and

a suggested preservation notice recipient application stored in the memory, executable
by the at least one processor and including a suggested preservation notice recipient routine
configured to determine onc or more suggested recipients of a preservation notice from amongst
the potential custodians, wherein the determination is based on an association between one of the

potential custodians and one or more previous recipients of the preservation notice,

48



10.  The apparatus of claim 9, wherein the suggested preservation notice recipient
routine is further configured to determine one or more suggested recipients of the preservation

notice based on previous preservation notice history of the one or more suggested recipients.

11.  The apparatus of claim 9, wherein the suggested preservation notice recipient
routine is further configured to determine at least one match between predetermined data

associated with at least one of the previous recipients and the potential custodian.

12.  The apparatus of claim 9, wherein the suggested preservation notice recipient
routine is further configured to determine that a predefined threshold of matches exist between
the predetermined data associated with at least one of the previous recipients and the potential

custodian.

13.  The apparatus of claim 11 or claim 12, wherein the predetermined data associated
with the at least one of the previous recipients and the potential custodian includes one or more
of employment chain-of-command, employment locale, employment classification, data source

accessibility or generated data content.

14.  The apparatus of claim 11, wherein the suggested preservation notice recipient
routine is further configured to apply a predetermined relevancy weight value to each match of
the predetermined data, sum the predetermined relevancy weight values to result in a suggested
potential preservation notice recipient score and identify a potential custodian as a suggested
preservation notice recipient if the preservation notice recipient score exceeds a predetermined

threshold.
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