A scal abl e access fil- ter that is used together wth ot her
virtual pri- vate network to control ac- cess by users at clie

T RN
13

Uy e
H“I'rkex

network to information re- sources provided by servers in the Py

access filterpEgp a | ocal werpywaliRivacsesereRokuDindtat a bas REEd
whet her an acCeSs request is nade bipeaigedraChanges nmade by adm nis-

trator SNTMNHGNJHBAPMﬁA'@EJMPHBDISHWER '(IEBIE&?ATENT C‘DGPERA]’EBON 'DEHATY (PCT)

cop
res
denj e
use
Sim
perm
and
f or
acc
who
per
oth

85 IntE' na??aqgnt Eﬁmﬁé&gm 1o one ]J or i g',*f" Sej’ g %(&nggugm ?rg('g e; "'V?{)%/g{fﬁbz '

ource on S to one or nore in
g to access polici e*s‘*ﬁh @Qxﬂ%&dﬂﬁ‘axm&%&ﬁé& t 95 §Bteler 199817.09.98)

Qrs.are .

. gp g||pg.. .an.d_p.cu.f_g.r.-—mt—}_g.n__s.e .

h m ni SS |
LA T S g g 8 KA
@2) Iitireationsd FilingDatehe net @dfaich 19§38 mms@h) t he aGBe®¢ GV HVaUk NaieIrs uﬁfx&: lKe.rKR KZ

the sensitivity level of the infor ion
266 plibd) Bl AUt OMRL i Cal |y encrypt s tﬂrequwtﬁ%ﬁ %g%ﬂé’ﬁg Gf%fxﬁ@s@m

?e t ©emds9, lsavel | s1oama‘r&mm enb3sThe fusrlst ac@RseMfKH, LMW, SDISZEUEEWH Eurasian patent
90i8283c fesh 1 Qg ypt Und autAKb A E9aK8 W2 ROTADYX il pon
er aﬁgg%aa% & ' t er sa Miten 1@% 8’?@3@ do ncﬂ r epeafyct B 23 E), SRB1 pacgz:\(% F, B, CF, CG, CI, CM,
09/034,507 4 March 1998 (04.03. 98) GA, GN, ML, MR, NE, SN, TD, TG).
H & 09/034,576 4 March 1998 (04.03.98) US
Published ’
(71) Applicant: INTERNET DYNAMICS, INC. {US/US); Suite 80, Without international search report and to be republished
2100 Western Court, Lisle, IL 60532 (US). upon receipt of that repori.

i
(72) InventorngENSEN, niel; 6853 Encino Avenue, Van Nuys,
CA 91406 (US).%/ LIPSTONE, Laurence, R.; Intemet
Dynamics, Inc., Suite 80, 2100 Western court, Lisle, IL
60532 (US){¥RIBET, Michagl, B.; 3525 Cass Court #617,
Oak Brook, 1L 60523 (US)¥SCHNEIDER, David, S.; 5338
Hinton Avenue, Woodland Hills, CA 91367 (US).

(74) Agents: NELSON, G., Eugene et al.; Banner & Witcoff,
Lid., 11th floor, 1001 G Sueet, N.W., Washington, DC
20001-4597 (US).

(54) Title: METHODS AND APPARATUS FOR CONTROLLING ACCESS TO INFORMATION

(57) Abstract

A scalable access fil- o ;}gﬁ'_
ter that is used together with ——— FIREWALL 109(8)
others like it in a virtnal pri- 109(A)
vate network to control ac-
cess by users at clients in the SERVEf;
network to information re- .
sources provided by servers SERVIGES
in the network. Each access AF?LCTEE%S T%?’?P
filter uses a local copy of an SE%‘SES ACCESS 107(8) PROTOCOLS
access control data base to TCPIP FLTER (}P ADDR.)
determine whether an access PROTOCOLS 107IA}
request is made by a user. (1P ADDR.) '3
Changes made by adminis- <it5 115 DATA
trators in the local copies are REQUESTOR 17
propagated to all of the other
local copies. Each user be-
longs to one or more user
groups and each information
resource belongs to one or
more information sets. Ac- —_— INTERNAL
cess is permitted or denied INTERNAL NETWORK
according to access policies NETWORK 103(8)
which define access in terms miA) g v
of the user groups and infor-
mation sets. T?qe rights of VIS;%%;?(I\{:\;’E

administrators are similarly

determined by administrative

policies. Access is further

permitted only if the trust levels of a mode of identification of the user and of the path in the network by which the access is made
are sufficient for the sensitivity level of the information resource. If necessary, the access filter automatically encrypts the request with an
encryption method whose trust level is sufficient. The first access filter in the path performs the access check and encrypts and authenticates
the request; the other access filters in the path do not repeat the access check.




