APPARATUS AND METHOD OF CONTROLLI NG UNSOLI CI TED TRAFFI C DESTI NED TO A

W RELESS COMMUNI CATI ON DEVI CE BACKGROUND 5 "TECHNI CAL FI ELD [ 00011 This
application relates to wi rel ess conmunication techniques in general, and
to an apparatus and nethod of controlling unsolicited traffic destined to a
w rel ess comunication device in particular. RELATED ART 10 [ 00021 Sone
wi rel ess communi c &FARYEVSEND METKEINR It GONEEE N FHISQAUICEHED r af f i c.
For exanple, a Code Division Miltiple Access (CDVA) 2000 wirel ess

comuni cat i on deWTRAFIIOHESTINED TGANIRELESES G{IEYIVYRIGEBION I VICE
configuration can receive unsolicited |IP packets. Al though other

non-w rel ess devices are known to receive unsolicited traffic, techniques
traditionally used with non-wi rel ess devices 15 may be inappropriate as
there is a significant waste of resources, both in the wirel ess network,
as well as in a wrel ess communi catBo8KGEUBE whenever unsolicited traffic
gets sent over the air interfaces. (00031 One technique that is known,

whi ch partly addresses this problem involves wusing a private addressing
schenme. Howeyex eyl Fifizi@ private addressing schenme is 20 used, this
techni que may not prevent unsolicited traffic initiated fromwthin the
private addr p -re i 3 LI . i ] vi.Ge.
Furt ner mor e, FOUR] & TP S pRENGrREN IS WiRRe b ERGGP WEMINERH BHE LA, |
desired, as js.the case for Pl i rt.al . )W, T .
carriers. Anfoot ﬁ’érag?%g‘%’nfladagwtﬂ ﬁj)éfo q})cso %E%&g ,ug?o\}\}t%?‘%:ﬂtrpart I gglgﬁ\é\é élg‘léfg(gé"ts hi s
probl em i nv(%ves using. a fire L wthin the wireless conmunication

I
mmunicationtevice 1 paracular,
network. However, Tirewal . rufes may have to be nmanual |y

RELATED ART

10 [0002] Some wireless cqnnnunication devices are known to receive unsolicited
traffic. For example, a Code Division Multiple Access (CDMA) 2000 wireless
communication device operating in simple Internet Protocol (IP) configuration can
receive unsolicited IP packets. Although other non-wircless devices are known to
receive unsolicited traffic, techniques traditionally used with non-wireless devices

15 may be inappropriate as there is a significant waste of resources, both in the wireless
network, as well as in a wireless communication device, whenever unsolicited traffic
gets sent over the air interfaces.

[0003] One technique that is known, which partly addresses this problem, involves
using a private addressing scheme. However, even if a private addressing scheme is

20 used, this technique may not prevent unsolicited traffic initiated from within the
private address space from reaching the wireless communication device. Furthermore,
this technique may be unacceptable if a public address is desired, as is the case for
example with certain CDMAZ2000 wireless carriers. Another technique that is known,

which partly addresses this problem, involves using a firewall within the wircless

1



configured, and may be ineffective if the rules depend on the wreless
communi cation devices addresses, which nay be subject to change due to
nmobility. For exanple, in the case of CDMA2000, |P address can be

dynam cal |y assigned and reused, which 5 may render the firewall rules
ineffective for the wirel ess conmuni cati on device. [0004] Generally
speaki ng t her'8 P8¢l @citatlegoHpwevest fvedl irckt eyt hakf t sahiddualequire
screeni ng: (aé tal e Session Unsolicited Traffic - Wen a nobile device
stops usi ng ‘AU da Rl BYsbeineffactivnil e miss demmition dfei wighl @O BIRLGRLHONS
previ ously stablished to other servers, packets may continue to be sent
to the sane FP/eddddsssen which mExabepbubsecateechdngd tad to Iﬁqdb\pl?&.q:oweé%?)ﬁ 6VPN)
packets, Peer-to-Peer (P2P) file sharing, spy ware and many nofe. Such

packets of t effiesinee eeRPMAGHO0,MModEeys a0 Heh@mdRihBPassighbBAld citad Jfaf fic can
arrive via a stale | P session when a second nmobile gevi ce acquires IP

address A} andy stndeittbe fiewell wilagndIREHRLS: fhE UReBE A BB s8I QRLS) . the
unsolicited traffic originally intended to reach the %I rst nobil e device;

and (b) I ntel00d Sidusaily bpsaklipt haeSHOIGE: U f.Cl S .= Sybnet
constrai ned broadcasts or serial uni cas% th?%Arﬁ‘egﬁg%ﬂ%cglgﬁége{rsf%cnga]ﬁ%’r are

effectively unsc dcedehing: EPSKRIS sAGLELWEL (i other subscriber served by
the same operator (e.g. Worns ex;l)l ol ting su—%ﬂfec ﬁ%&%‘r} fé%‘?vdcfeo%?ﬂss such

as | nternet Gont el ANIIMNAgERs utﬁfgﬁ Q%%médngg’g&ng{mi%’gﬁ%geﬁﬁ)&‘;&ggi e

D scovery Protocol (SSDP); and (c Icious p

device may n@efah@e@l @hdQebl@ Gl rk from sendi ackets, since a
connection to the netvvtl)rlke or ’g%%%fslr}ﬁ%nﬁg%e té)rsgfﬁ%llt?ostﬂ‘gﬁﬂp "I“ﬁ“é?ét/‘a

exam nedio pPrix@mple® ad WAGK VS i di i.ng determned, Packets from Stal e
| P sessions can be consi delyeaxﬁhtegﬁ(mlggléac%%%ﬁ%‘frét?"k?ﬂé%m 1f¢ shati%br k and
First, the

etvork | At e Such eharre, AP P R iy rEBER et pevent use of
networ k resalksiesed s8I H9 Hﬂ@@iaraegtaﬂaitPasésgoxy Wher )a’sccond mobile device

acquires IP address A, and starts receiving packets from stale IP session(s), the

unsolicited traffic originally intended to reach the first mobile device; and (b) Inter-

15 subscriber Intra-subnet Unsolicited Packets — Subnet constrained broadcasts or serial
unicast from one mobile to another are effectively unsolicited packets received from
other subscriber served by the same operator (e.g. worms e)qaioiting subnet discovery
protocols such as Intemet Control and Management Protocol (ICMP) or Simple
Service Discovery Protocol (SSDP); and (¢) malicious packets.

20  [0005] A mobile device may not be able to block a network from sending packets,
since a connection to the network or a call must be established and IP data examined
prior to a packet’s validity being determined. Packets from Stale IP sessions can be
considered unsolicited packets. There are network and mobile device impacts which

arise from unsolicited packets. First, the network impact is such that unsolicited

0 p e : .
25 traffic means inefficient use of network resources (sending undesired data to users)
>



2 resulting in data delivery delays for other users as well as the
possibility of conplete network unavailability for voice or data service
for many users within a geographic area. Second, the device inpact is such
that unsolicited traffic means a nobile device nay be paged to set up
calls on an ongoing basis, resulting in very rapid battery drain 5 as well
as erroneousrcadny i datgdatiergtalchys $ageher egoy aswéldas the pagsthibiyl drcodhatese capabl e
nmobi | e device. Thirdly, receiving undesired unsolicited traffic can be
irritating tgewoltShianasiliyBiRk EoicSUWMARY cOkce TiEmaiVENT] GNL[0D@6]grdphicor der to
overcone the negative inpacts highlighted above, the present to

appl i cati on providesd ar @pRanapits isnach et hadiokd cofft mekhs agodbils dbvicd t ed
traffic which can be applied to wirel ess comruni cati on netwrks such as
CDVA2000, Uninde68 phoed MR L cdlBl RCANTTdoing 8hdiQ nasuliyg trevar( EAfiS)atdEe denal

Packet Radio Service (GPRS) and the like so that traffic which is not

sol i ci t eds byaswivEle @ S F 0@ REtL CRINZOST dQViAES recofiefat 4 pertionlat aseapeiaor ks i s
not sent over the air needlessly. The present 15 application provides

t echni ques t g bloak isnselig t@dividealifdesirdlasgdiandtibelid demtuet yrifin@ to user
(for exanpl e based on International Mobile Station ldentity (I MSI), Network
Access ldentifj8lcd NAI), Mobile Station Internet Services Digital Network
Nunber (MBI SDN), Session Initiation Protocol (SIP) Universal Resource
Locator (url)) as opposed to techniques that are based on a session or IP

address, such as a traditigpuogr SoviMAreyel THE miancotance to this
application, user identity based techniques are applied to block

unsolicited @@@‘Ev!; ![IFC% (%/}ﬁ?ersgvogréfcgmgstgg n@&%ivg%?%égmﬁ{éﬁggl‘%ﬁdd%&éﬁ%sﬁ.)lggbnt Furt her

in accordan applrcation,~user “based techniques are
persi st E(Iio acgp%?agatio%rf)%gxggess ah %pﬁa@at%g%c?g@ﬂlgg'gf nedBRE uiEblicited traffic which

can be applied fo wireless _communicaﬁon networks such as CDMAZ2000, Universal
Mobile Telccomunicétior.ls System (UMTS), General Packet Radio Service (GPRS)
and the like so that traffic which is not solicited by wireless communication devices
operating on those networks is not sent over the air needlessly. The present
15 application provides techniques to block unsolicited traffic based on the identity of a
user (for example based on International Mobile Station Identity (IMSI), Network
Access Identifier (NAI), Mobile Station Internet Services Digital Network Number
(MSISDN), Session Initiation Protocol (SIP) Universal Resource Locator (url)) as
opposed to techniques that are based on a session or IP address, such as a traditional
20 firewall. In accordance to this application, user identity based techniques are applied
to block unsolicited traffic whenever a user has established a data session. Fuither in
accordance with this application, user identity based techniques are persisted across
changes in IP address and/or session.
{0007} According to a first aspect of the present application, thete is provided in a

25 wireless communication network, the wireless communications network comprising



[ 0007] According to a first aspect of the present application, there is
provided in a 25w rel'éss communi cation network, the wrel ess

comuni cations network conprising 3 an unsolicited traffic controller

(UTC) coupled to a packet data network and a plurality of wireless

communi cat i on devi fe§, a nethod of controlling traffic destined to a first
one of the plr BFCES s Taffe eppidiee GiEGhiceenledo depickesdapmpficsi Agq Lhe St eps
of . storing a,set of traffic control rules associated with the first one of
the plural ity 8" hifisleaseommomiarion devion, devitoess caliolm hithdadsidar St
identify correse,ondi ng.to a user of the first one of the plurality of
wirel ess comfufiEdereAf Beviwdiy oftetrdessicninngntchidn devickd EcthprR Kﬁésté gcei ved
fromthe packet data network is destined to the first one o?&t e ppI urality
of wireless Egrﬁ?ﬁ‘ﬁgé‘éﬁ driradfeoviontsl ruke heotinlg wilehsher 64 &frt@glglhﬁu Qptrol
rules associated with the determned first identify; applying the sel ected
traffic cont FaPlefsutaagnurdcation destiesdenemining b @ik iideﬁﬁfyﬂ;%&%%fon&iﬁo 'fbn;fﬁleir(?i ted by
said user; and preventing the first packet frombéing sent To the first
one of the pq)ﬁjhamstf?“@t’f“h@Mﬁﬁ&iﬁﬂw@@Hxhﬁl§§ic§1tfont£@icest Lt 1aC§eE s
determ ned to be unsolicited. [0008) According to a seton asﬁ% FLof the

present appl Froagichet v fion REQued@ nch DY £1i[49030] £ edi ym havi ng
C

stored thereon, conputer executable instructions fcut ed by

a processor jilmabil dfns@ldse cddfludifAbh 4e 600 L.l er, (UTC ause the UTC to:
store a set of traffic control rul esg‘ggésgb%:%l%flg%t%ﬁe%ﬁg ECPrrdaulghe of a

plurality ofasswicfaeliesis GO aERRL;GAL (J.ces:. determ ne an identify
corresponding to a user of tuﬁég ﬂé%@%?‘f‘ﬁeé"@%@gg’?e SFE@“‘EF&?"&IW’B‘W@#IBW rel ess
conmmuni ciat i af deeMhiaest the 38NN . .a first packet received froma
packet data network is dest ieézlleda@t%oﬁ%ﬁfém%ﬂ oy B?eéoa“&riéwm““%@epﬁfﬁfr ality of
W rel ess copmakei GahiRn:deN iSRS ect,. t ored set of traffic control
rules associated with the det gﬁﬁsl?glé%gfitﬂ&eea@faﬁb’; of eammpnichdonsdavises i ¢he

first packet is determined to be unsolicited.

[0008] According to a second aspect of the present application there is provided a

computer readable medium having stored thereon, computer executable instructions
15 which when executed by a processor in an unsolicited traffic controller (UTC), cause
the UTC to: store a set of traffic control rules associated with a specified one of a
plurality of wireless communication devices; determine an ide;ltify corresponding to a
user of the specified one of the plurality of wireless communication devices;
determine that a first packet received from a packet data network is destined to the
specified one of the plurality of wireless communication devices; select the stored set
of traffic control rules associated with the determined identity; apply the selected
fraffic control rules to deterniine if the first packet is unsolicited by the user; and

prevent the first packet from being sent to said specified one of the plurality of

communication devices if the first packet is determined o be unsolicited, wherein the



traffic control rules to determine if the first packet is unsolicited by
the user; and prevent the first packet from being sent to said specified
one of the plurality of conmunication devices if the first packet is
determned to be unsolicited, wherein the 4 UTCis resident in a wreless
communi cations network and coupled to said packet data network and said
plurality of WF¢es exsilerionruwirelass ommaeitadiens nftgodojnd xoepeditmgrid pagket hi r d
aspect of the present application there is provided a carrier wave
embodyi ng a etk gat Widplgmbly of epeleserrmimgeEguedsiss of instructions 5
whi ch, when executed by a processor, cause the processor to: store a set of
traffic cont rlBP0% ulhesordisg deizathid aapach o thyppesdii epplisaieonothery iplporvadedty of

wi rel ess communi cation devices; determne an identify corresponding to a
user of the spedihiederondyinf atdompuist databighal reffrespiiing] segsnes wiimrcdibnen
devices; determine that a first packet received froma packet data network
i s destined twhitthevispestduicddyomeratssoheapdeuhalpracyssorf towisicad esst dfQraffic
conmruni cati on devices; select the stored set of traffic control rules
associ at ed wicbhtroltrhles shedoetted withl aispeifiddf gne cdppllyalithef sakesd @thntunad:five
control rules to determne if the first packet is unsolicited by the user;

and prevent tdagictd; Iskmiiac ketiddutigmdradspehda@nio 4 Qsdrhe the peeiffet @tle @b of t he
plurality of comunication devices if the first packet is determned to be

unsol i cit ed, pahgiiigion wikespcOHaREEREtidnSdBMebtNGringict ek 4 fiak fhekccartivall er 15
(UTC), and wherein the UTCis resident in a wireless comuni cati ons network

and coupl ed fioh § BidlcRREKRIWEHREAIRBHMND Khddpdeifad Shad kAl taltyQff wMclcgh eSS
comuni cation devices. [0010] According to a fourth aspect of the

appl i catign, cbhefufichifonPdcites@dictNthad stoibd 8t BF rafRNTBABLCAlds ABsJRRIM0Lk an
apparatus .for controlling unsolicited traffic 20 destined to a specified
one of a pl Uk ddifmWedl RlcRBS: SPIHRISCRELS Bafe CbReT it determine if the first -
packet is unsolicited by the user; and prevent the first packet from being sent to the
specified one of the plurality of communication devices if the first packet is
determined to be unsolicited, wherein the processor is an unsolicited traffic controller
15 (UTC), and wherein the UTC is resident in a wireless communications network and
coupled to said packet data network and said plurality of wireless communication
devices.
[0010] According to a fourth aspect of the application, there is provided in a
wireless communication network, an apparafus for controlling unsolicited traffic
';20 destined to a specified one of a plurality wireless communication devices, the
apparatus comprising: a first interface configured to recetve traffic from a packet data’
network; a second interface configured to send traffic to the specified one of the
plurality of wireless communication devices; a first storage medium having stored

thereon computer executable instructions representing a set of traffic control rules;

25 and an unsolicited traffic controller (UTC) communicating with the first and second



apparatus conprising: a first interface configured to receive traffic from
a packet data network; a second interface configured to send traffic to
the specified one of the plurality of wireless conmunication devices; a
first storage medi um having stored thereon conputer executable
instructions representing a set of traffic control rules; 25 and an

unsol i ci ted tYARFIcaoerios spragtHigPivmg nwhimdic abd NFOMERE i [Ehaand
second 5 interfaces and the first storage nedium wherein the UT

det er mi nes affSiEa&hi 144 spesifiedred of caid gildalitpetivitehds OMBmOfica@hdpll al i ty of
W rel ess communi cati on devices, and executes the conputer executable

i nstruct i ons?F¥etesdha epaippteb bxrchiablaiitstuctionk tocdeleetvelt K188 dag ﬁrﬁﬁﬁrjit\éﬁd over
the first interface frombeing sent over the second interface to the 5
speci fi ed on@Bf reesivedoiver dleifiryt imtérfiek Eom BRI SRt 110 BelBY HEE e 400@&11 Q her
aspects and features of the present application will be apparent to those
ordi nari Iy sW®idifieshniernf theeplamiityuiedest emh@whiedtioh AgyvifQ! | owi ng descri ption of

t he specifi cwmgirirb%gi ments of an apparatus and nethod of controlling

unsol i cited f Dthedegtetinent] febtured ofite9r@ss ap QNG At evicg. 10 BRI EF
DESCRI PTI ON % THE DRAW NGS (0012] Enb?di mantglséJl of ﬁ@‘“ﬁ?@%ﬂﬁ‘”ﬁ%ﬁfﬁ cation
wi |l now be cddisaily bigtled bythwayt @hn reXaiRr & M b e to.the
attached figures, wherein: Fl (? 1is a bl O%Eil%?’%}éﬁrdrg%r%ﬁ%rﬁéf{r?%tsp%céﬁca

Wi rel ess netewbdodimiens lonsh Bgpardius QT BRI JAER : Licited tratfic
controller (UTC), provi d?g) in acco?%aancetc\?mﬂi{orl\ﬁ‘&%gg@%ge%ﬁ%@%% St‘&ﬁ‘%f(’l cation;
FIG 2 is anwiftleey @etrh@iicadh@asgp il lustrating the technique of inplicit
unsolicited traffic control, provided in accordance with the present
application; FIG 3 is an interaction diagramillustrating the techni que of

expl i ci tio - BRIEF DESCRIPTION OF THE DRAWINGS

[6012] Embodiments of the present application will now be described, by way of
example only, with reference to the attached figures, wherein:
FIG. 1 is a block diagram illustrating a wireless network including an
embodiment of the unsolicited traffic controller (UTC), provided in accordance with
15 the present application;
FIG. 2 is an interaction diagram illustrating the technique of implicit
unsolicited traffic control, provided in accordance with the present application;
FIG. 3 is an interaction diagram illustrating the technique of explicit
unsolicited traffic control, provided in accordance with the present application;
FIG. 4 is an interaction diagram illustrating the technique of dynamic
unsolicited traffic control, provided in accordance with the present application;
FIGs. 5-8 are interaction diagrams illustrating the combination of the
techriques shown in FIGs. 2-4.
FIG. 9 is an interaction diagramAillustrating the technique of delegating

25 unsolicited traffic control, provided in accordance with the present application;

6



unsolicited traffic control, provided in accordance with the present

application; 20 FIG 4 is an interaction diagramillustrating the techni que
of dynamc wunsolicited traffic control, provided in accordance with the
present application; FIGs. 5-8 are interaction diagrans illustrating the

conbi nati on of the techniques shown in FIGs. 2-4. FIG 9 is an interaction
diagramill ustrat¥ig 1hes hedbuki deganfilldgtatigata wgele@snaiwsdd inclutimg dor af fi ¢
control, provided in accordance with the present "application; 6 FIG 10 is
a bl ock di agmasdimehtesalBLC, pgovadediin edcesisnasetithoth& piesent gpghlingioan  enbodi nent  of
a UTC, provided in accordance with the present application. FIG 11 is an
interaction di agremn.iilil 4sdo atdringot hitagkdhCilbahatitigothe WHE bekavimic vdleass

comuni cati on devi ce ceases operation, provided in accordance with the 5

present appliigtd efmbhitatoh2ddviccaRaden tope@tsid, QRodia@ginarichidatat wakitg the UTC
behavi our when a previously active wreless comunication device is

becomes act i,ve.,a9aiatidr ovi ded in accordance with the present application;
FIG 13 ?s gne ? nt@r a?:t(iql(’)n diagramillustrating the interaction when an

address Lo assi oped 0,3, QIR GERHE Bhviglevalaed and
re-assigned to ano 'e1F lb%“ﬂé#%‘s@%cgﬁnﬁ%?ﬁéat ?onr%delvi ce, Sr O\I/Q}d?ed i _
accordance with the present application. F ‘ .S inte 14,98, di agram
illustrati ngret‘ W@Sli‘"ﬁf; [gvrea“él «?q%srs] Cm’ﬁ%}angg%ﬁ%;hgrlgég bc(%:%nné’rsuaﬁl cadtqa%)nhbgjgedg an
inter-uUrcC handoc{f e‘g{ﬂo 1i de_cgéitrg”a}%gt(i)rndance with the present application; 15
FIG 15 is &%t 38% i éé?ﬁ?ﬁ FIPUSTTatTng a wirel ess network including an
embodi ment of a UL adapted 0.8 FduSPRELALE R TRELIRSA Frolst (36°P)

10 assigned to a wireless communication device is devolved and re-assigned to another

wircless communication device, provided in accordance with the present application;

FIG. 14 is an interdction diagram illustrating the interaction when a wireless
communication does an inter-UTC handoff, provided in accordance with the present
application;

] FIG. 15 is a block diagram illustrating a wireless network including an
embodiment of a UTC adapted to a 3" Generation Partnesship Project (3GPP)
General Packet Radio Service (GPRS) environment, provided in accordance with the
present application; and

FIG. 16 is a block diagram illustrating an exemplary embodiment of an

20 unsolicited traffic controller apparatus provided in accordance with the present

application.

[0013] Same reference numerals are used in different figures to denote similar

elements.



General Packet Radio Service (GPRS) enviromment, provided in accordance
with the present application; and FIG 16 is a block diagramillustrating
an exenpl ary enbodi ment of an 20 unsolicited traffic controller apparatus
provi ded in accordance with the present application. [0013) Sane reference
nunerals are used in different figures to denote simlar elenents. 7
DETAI LED DESCRI PTI ON [ 0014) Ref BEXAHEMBESCBIRHONrawi ngs, FIG | is a
bl ock diagramillustrating a wreless network including an enbodi nent of
an unsol i ci t d80%4 aRfecringondw ab ey dtaigds, FIGr Mk dediokn d@gﬁg{ ﬂﬁ:@t?a‘ with the
present application. The bl ock diagram shows a 5 wirel ess networ & 100
coupling a patledsss davvarmietmdiﬁg(a:iZQbMviitht\Mfra_ﬁ'u%cﬁicithPW@ic&ﬂ(to%lgrn%% | ces

0

130A ... 130N, and coupling wreless comuni cation devices ne“anot her,
ther eby enablpidqvetiriaf docardiree friowticopragig hp PR kEE Hahasnstnosk. 120 from
and to wirel ess conmuni cation devices 130A ... 130N, and le’ﬁg Isihﬁ‘évs traffic

to flow fo afulely omtene W0 et@$Eng oAMHRKkERAtIAN Havice330A Lo and from
anot her 10 wirel ess conmuni cation din\j?ce 130N. [oofg) lﬁréﬂtésg“q%stsmrk 100

i ncludes an umsoliicitioadetit@BIA .G ABDNOIIRH IR il QY| iLn. accar dance
with the present application, the purpose ICI)I?{ \%h\flcﬂ%}(gg-ﬁ%u%ﬁ%ge YH& nanner

that the coupl smgnbRtN@RRbMehAIBS SrabRBYRM AL AN JeYL G854 1304 -, - 130N to
each other and to packet dgqta nle?vvgrk 120 o%cdﬁl(rasrr?onégacg‘gtsq%a PSHeH 12

1300 Spect 11 a1y, tnsars i o PR ASARTor e Bad Gaeher o ‘8 set  of
Firewal | -11 keow Wb &fid 14 one wirkfQNeo88Gicon device 130A to and from another
16 wireless communication device 130N.
[0015] Wireless network 100 includes an unsolicited traffic controller 110, provided
in accordance with the present application, the purpose of which is to affect the
manner that the coupling between wireless communication déviccs 130A ... 130N to
each other and to packet data network 120 occurs, so as to limit unsolicited traffic

[5  destined to wireless communication devices 1304 .. 130N. Specifically, unsolicited
traffic controller 110 includes a set of firewall-like rales 140A ... 140N, each of
which corresponds to a specific wireless communication de:vice 130A ... 130N, so
that their combined effect is that the over the air interfaces behave as if they were
each substantially firewalled 150A ... 150N,

20 [0016] Various embodiments of an ilnsolicited traffic controller are envisaged, each
adapted to the particular requirements of a specific wircless network. For example, in
an embodiment adapted to a CDMA wircless network, the unsolicited traffic
controller is preferably located in at least one Packet Data Serving Node (PDSN) of
the wireless network. Alternatively, in an embodiment adapted to a GPRS wireless

25 network, the unsolicited traffic controller is preferably located in at least one Serving



whi ch corresponds to a specific wireless communi cati on device 130A ...
130N, so that their conbined effect is that the over the air interfaces
behave as if they were each substantially firewalled 150A ... 150N. 20

[ 0016) Various enbodi nents of an unsolicited traffic controller are

envi saged, each adapted to the particular requirenments of a specific

wi rel ess netGIRSK Sufport BrdmiS@SN), furtien eefontiyrnst katpedGetovay CHRR wi rel ess
network, the unsolicited traffic controller is preferably |ocated in at

| east one Paajseirt Madea GEENYI Tig: dNoite of PRSANto bfcate tivamedlicgtdisaflin seniolire
Alternatively, in an enbodi nent adapted to a GPRS wirel ess 25 network, the
unsol i cit edid paifiéd by GRnpriedipierthdtst picedde hall yecksatataidicaffic sipstinedde tome
Serving 8 GPRS Support Node (SGSN), further preferably in at |east one
Gat eway CPRSirc-RdpponitesNode 16 Goddl. thd lewchoiugelidikd watice nothlsoegtré, t&he
unsolicited traffic controller is guided by the principle that it should
have accgss yh@igkdd th@kf mneist éanesk headthe to WpkeleesBh dRyi gies Sdrekss t o
control the flow of unsolicited traffic. In this regard, an 5 unsolicited

traffic contrallher an.Of. pdant sitacaper ate with any given wirel ess
network in Jie& OP theopreggnt ﬁgblication. [0017] The unsolicited traffic

controller f e i CP+ {QPdWMoE Ro GPRS.
GPRS i s speiﬁﬁfng‘%§h§§%§%p€H @9 Gﬁggugﬁgag?ﬁin?f?gpgﬁéyggﬂﬁogétgd Wi t hin

packet dat a BELYRY il BhRSVAINLR SHERAIH M ALLOR toNhge% fadAfAlH 90 130N

are user equ pnen , each 1 ncl s at |east one user agent, and a push

recipi ent. Egdéﬁh %@ﬁﬁmﬁcﬂa%&m@e@ﬂﬁa@oth{gﬁe%s k@rﬂxﬂux'ﬁ&’d@iioh%e%éswl@g? wand

i ncl udes a unction as we push subscription profi

corespago kP Agh O, 190 BT s 380, BRI g pigpol i o
firewall by rc(::c?pri]énrt.%llrielré% n%ntwsc())rl(ilﬁb Tisezg p&brlf’cafflzfirildc mgbaﬁen%mgo@k,tarr]a il?clf@&s %%?19r I ption
function as well as push subscription profiles corresponding to each of the users of the
user equipments. The unsolicited traffic controlier 110 in this embodiment operates as
a user based firewall by conirolling unsolicited traffic based on the push subscription
15 profiles of the users of the user equipment: depending on configuration, it 1s
envisaged that the unsolicited traffic controller 110 controls traffic. based on IMS],
NAIL MSISDN or SIP url, for example.
[0018] The remainder of this description and drawings will use IP packets and IP
addresses for exemplary purposes only, as the techniques shown herein can bc. apphied
20 to many alternative forms of communication. For example, the technique could be
applied to voice, ¢-mail, hyper text transfer protocol (http), file transfer protocol ({ip),
multimedia messaging service (MMS) and short messaging service (SMS).
[0019] FIGs 2 to 8 define various techniques for unsolicited traffic control. As those

skilled in the art will appreciate, traffic can be confrolled by implicit, explicit or

25 dynamic rules or a combination of such rules. With respect to the physical structure of



15 profiles of the users of the user equi pnent: dependi ng on configuration,
it is envisaged that the unsolicited traffic controller 110 controls
traffic. based on IMSI, NAlI, MSISDN or SIP url, for exanple. [0018] The
remai nder of this description and drawings will use |IP packets and IP
addresses for exenplary purposes only, as the techniques shown herein can
be applied 200 uwsoiiny alficronatioteribms 5, ofick AMIVOLSALLANy AL AYATD & the
t echni que could be applied to voice, e-mail, hyper text transfer protocol
(hap), file teangfley cpotiaeal (fdsPhotablyuinkiiesti i rvice..(MVB)
and short nessagi ng service (SMS). [00%] FI Gs cﬁe@@%’ﬂgﬁﬁg\? OIIFSOH“%

techni ques f orulasrselelegiched7d hafi. ¢ ooREN Qb il led jn the art
will appreciate, traffic can be controll edU%@?%?ﬁ%ﬂﬁa@&weﬂg%t or 25
dynam c rul es{0020)a ekt Ak itOBI@f 2 SHCHtEMEES qia Wbl ect, to.the physical
structure of 9 an unsolicited traffi cecaontrglla%%lrn, llll'l‘%%ﬁ?‘e%]fé?(’}w{l“&ﬁl}w Il be
di scussed 4 atienjicidesabides 4. €XGiRt a odi t . Nbst.notably, the
unsolicited traffic controller stores ?Og ruﬁlersE% L8y Wilkn 1613%%6'3‘1% FI G
16) which ar eppscdoh @ g6t i MR! MidPdRSK B ts..[0020] Turninhg nowto FIG
2, an interaction di agr?m i 'l ust raetp%cng tdﬁ%?lgé %‘75[(:]813 gerac Oqsnlbq%f’%"l”ta

unsol icited twiadidss Gog@Rhid i in.accordance with the present
application is depicted. “The %ltmeérzgggi &h nali'():lé{:étrlg}ﬁog%%ém\ém?fﬁecqnﬁf’g?ra@toi ons
between a Wgah@h 85SeCOMMLAL hon device 230A, an inplicit unsolicited
traffic controll gr 210, an%ﬁgb%acket data network 220. [0021] Before
describing thy@fi pefd caction diagram.further, it is inportant to 10
descri be som[a co%o%ﬁgsgééglﬁ%n%fﬁ“ﬁ(ggﬁfﬁf‘}ﬁ”‘cfl%@%@ dGarEer i th it HnRornt tot her
interacti,gn 4di f the present appljcation. Time flows generally
downwar ds i n %ﬁ?gé .gc%%?let ‘gorn Elaa %fﬁqu? Qo UHonfaatjeq pseddn fis andeotiristeraptirer act i on

di agrams of B#Zl&-al%e&e e present application. Time flows generally downwards in this
interaction diagram, as well as in the other mteraction diagrams of the present
application. Furthermore, the tilde (~), as used in the drawings, in this description, is
meant to be shorthand for “substantially like”. Thus IP ~A is meant to denote all

[5  addresses which are substantially like IP A for some specific purpose. For example,
the notation IP ~A when used to qualify IP addresses which can reach a wireless
device having IP A, this includes IP A itself, as well as bro;ldcast addresses, anycast
addresses and multicast addresses which would normally reach IP A in the absence of
the techniques of the present application. The same filde (~) notation is used to

20 denote packets. For example, if PKT] has destination address IP A, source address IP
B, and data, then ~PKT1 is meant to denote packets which are substantially like PKTI
for some specific purpose, e.g. where a substantial similarity can be found between
the source, destination, and/or data between the two packets. For instance, in TCP/IP

and UDF/IP packets, data in one packet can be considered to be substantially like data

10



application. Furthernore, the tilde (-'), as used in the drawings, in this
description, is neant to be shorthand for "substantially like". Thus IP -A
is neant to denote all 15 addresses which are substantially |ike IP A for
sone specific purpose. For exanple, the notation I[P -A when used to

qual ify PP addresses which can reach a wireless device having IP A this

i ncl udes || in apqthesaragket 48 pos| UmEEs ¥ Facksh HPmRed rids sestantnly simfar. 45dr esses
and nmulticast addresses which would normal |y reach 1P A in the absence of

t he techni qaeghasfexampde, fprks 3R/ [Epspkats ditr 640 InPyde BRIRSOYIYMYES(* --) notation is
used to 20 denote packets. For exanple, if PKTI has destination address IP
A, source afi2dksOp@atiBallandirdess aomphiamati@Klavice 23kt ceendenstisngdacket s

whi ch are substantially |ike PKTI for some specific purpose, e.g. where a
subst ant i al addreds| 1@ At ymdan UEC 280 hdebetravbert whdtddbaf deffic de seisiktddon,

and/ or data between the two packets. For instance, in TCP/IP and UDP/IP
packet s, sdatdaicited P packet is gaowrbe teonisiedaén da [PoA Beliggh Stcakt. i laltlallyl i ke data
10 in another packet if port nunbers or socket nunbers are substantially

simlar. Asip an@bhéicde208n@des nof osntdiMiy | iRfopaekeat sithdadpactctanthe pathede ,
protocol nunmbers. [0022] Operationally, wreless conmunication device 230A

i's current! ynasstOREHG. 8dAbR8§uchfy, Avhch PRITICIT MG AdD kedcky MekiPof what
kind of traffic is considered 5 solicited for IP A This is shown at two

times in the iR Ap SO igipied (PIOQKS adlitddedbsy bideRs A3SAKTI 2B 1228cidoes not
contain any information with respect to the packets illustrated in FIG 2.

Consequent | deamgébualfrhmﬁ?b?t USCADt 1D8shided Rl AdlEe SonlnsRalidh dévicd . €. | P
-A, inplicit UTC 210 advant ageously blocks 235 PKTI 237. Further

advant aggousigy skfiRht ki :glﬁﬁ%%b eLRAMLZRE el alpdWicE BlcaRE [ICANIWBILEAL | on
devi ce 10 230A sent out PKT2 (PKTI) 240, and consequently updates the |i st

| P A Sol icisedy, 2404t OpkPe 29680 Rl Thed PRT35@PKITAS 20 8NUCRIRES 4 wRKES) 260 is

destined to wreless
communication device 2304, it is not blocked.

[0023] FIG. 3 is an interaction diagrami illustrating the technique of explicit
unsolicited traffic control, provided in accordance with the present application.
15 Turning now to FIG. 3. similarly to FIG. 2, wireless communication device 330A 1s
currently assigned address IP A. Explicit UTC 310 keeps track of what kind of traffic
is considered unsolicited for wireless communication device 330A. This is shown at
an jnitial time prior to explicit block 340, in the list IP A unsolicited block 325 and at
a time subsequent to explicit block 340, in the list IP A unsolicited block 345.
20 Initially, the list IP A Unsolicited 325 does not contain any information with respect
to the packets illustrated in FIG. 3, and in particular PKT3 337. Consequently, when
PKT3 337 is destined to an address like IP A, ie. ~IP A, Explicit UTC 310
advantageously allows PKT3 337 to go through. After wireless communication device
230A receives PKT3 337, it sends an Explicit Block ~PKT3 message 340 to Explicit

25 UTC 310. Consequently, explicit UTC 310 updates the list IP A Unsolicited 345 so as

11



communi cation device 230A, it is not blocked. [0023] FIG 3 is an
interaction diagramillustrating the technique of explicit wunsolicited
traffic control, provided in accordance with the present application. 15
Turning nowto FIG 3. simlarly to FIG 2, wireless comunication device

330A i s currenthye aEsTydsy saddi 86sn 4 Badket ﬁ&plbitm S Uhg Billsk eepsiddqack of
what kind of traffic is conS|dered unsolicited for wirel ess communi cation

devi ce 330A0 Hiddi&s c&usbAioAldcvigdMmIonl tdigbiodicaBaprior to explicit block 340,
inthe list IP Aunsolicited block 325 and at a time subsequent to

explicit bl mo d349aan'a'ﬂet§1§'t€ chib88imb i, AvildRSOLdrithh Gich Bl Qf@’lﬁc@‘ﬂﬁ)A ady lptially,

the list IP A Unsolicited 325 does not contain any information YWth respect
to the packehs ah |¢k[M§:§trL€aB%€'l< LPrAt GesBge ﬁﬁﬁxﬂfﬂntﬁ@f@‘ heyh@y [af2 KT?I}L‘%%?{hat

Consequently, when PKT3 337 is destined to an address |ik i.e. ~IP
A, Expligi tp G 34 3ﬁﬂ1\/?a%@919w§lq¥ué}!ehqw§ tf@&xd%?’?’r{tﬁ 99, M‘ (?fughe Af ter
W rel ess communi cati on device receives PKT3 337, 1t sends an Explicit

Bl ock - PKT3 EX I 228 S gl icit UTC
310 updat es the |15 i fanas ST qremeniiobnl 350,

so that tha“%%pgﬁkﬁh“%%ﬁﬁdEK&%BOQ]ogﬁméﬁ§§§ﬁﬁgﬁégs destined to wireless

communi cati on devi ce 41 In an alternate

enbodi ment %wnéelli? (ﬂ’%é nfr\b%tdtn?({ﬁji,dﬁl %%Ii??%ﬁ){)w{ 2P I‘Iéer&dﬁa{]bexm heit

unbl ock P ssa ICI e S0t

Explicit ULG 3404uR @ﬁ Efud {mt%gtp; LUMSG. 2R NG EER 208 k2

time subsequent to the un a pac VCEPKTS, s

destingg t a0 Mid8l 895E0IPRAL %mcogﬁeetvlﬁ&gl% wo%iéhaem | foh auplicit hF OUan.

[0025) In yet ano er ment e ex 3 can be

gg\r/r?gged WILFIQ: tSE](? accnPE egpﬁcul{rloc!?‘ssgl%cunb cL:E 1§'can also m[erpre?l %?\’sm(x)mmm cation

implicit unblock and consequently updates the IP A Unsolicited 345 to remove
~PKT3 350, so that when an other packet ~PKT3 is destined fo wircless
communication device 330A, it is no longer blocked.

s {0026] TIG. 4 is an interaction diagram illustrating the technique of dynamic
unsolicited traffic coatrol, provided iu accordance with the present application.
Turning now to FIG. 4, similarly to FIGs. 2-3, wireless cox#munication device 430A
is currently assigned address IP A. Dynamic UTC 410 keeps track of what kind of
traffic s considered unknown for [P A. This is shown at two (imes in the IP A

20 unsolicited blocks. Initially, the fist IP A Unknown 425 does not coatain any information
with respect to the packets illustcated in FIG. 4, and in particular PKT4 437,
Consequently, when PKT4 437 is destined to an address like [P A, ic. (P~A, Dynamic
UTC 410 advantageously allows PKT4 437 to go through once after which Dynamic
UTC 410 updates [P A Unknown 445 10 include ~PKT4, so that when a subsequent

55 packet like PKT4, i.e. ~PK T4 460 is destined to wireless communication device 430A, ¢
s

i2



to 330Asends a packet --PKT3 to the packet Data Network 320, even though
explicit UTC 310 accepts explicit blocks and unbl ocks, it can al so
interpret -PKT3 as an inplicit unblock and consequently updates the IP A
Unsolicited 345 to renove -PKT3 350, so that when an ot her packet -PKT3 is
destined to wirel ess comunication device 330A, it is no |onger blocked.
|'s [0026] Flb@ckdd i4§5anTi nheslgoniion coibedinen, i if lusaviserhdhathdet Wesittgue of
dynamic wunsolicited traffic control, provided in accordance with the
present appldpeatioroaliow Twmpwgetmnetdomﬁhl@r of pacietsi mefeltiyg 8 disingen 1248,

W rel ess comuni cation devi-ce 430A is currently assigned address 11" A
Dynam ¢ UTC uitihvkeleiiae bloakikg efbseduatt paciets. of traffic is consi dered unknown
for [P A This is shown at two tinmes in the [P A 20 unsolicited bl ocks.
Initially, to@7i &t oh8 AecbRknowmbodiZbermt)esardies canmudtatonmyvicaftidiiaii on wth
respect to the packets illustrated in FIG 4, and in particular PKT4 437.

Consequent | yisoWheNei BT h 43Ticit r Bgstitpasblook aﬂm@dﬁ@sscumeu ERatd tie . U - A,
Dynamic UCC 410 advantageously allows PKT4 437 to go through once after

whi ch Dynamig 1,564 vAdalRs updid dokpanddart @45 Rekusle moldeldke so t hat
when a subsequent 25 packet |ike PKT4, i.e. ~PKT4 460 is destl ned to

wirel ess comppyni ¢atinnAey Gi‘?mé%ndéack‘c iA2pit OGkeded35.is W B (o

alternative enbodinment, it i's envi saged at t bl ocking operation allow

for a pr edekﬁ{gﬁgsggﬂ]nﬂ&m&%nQéw&%bﬁtﬁlsf%ttﬁﬂl:xﬂﬂ a listing in P A unknown
bef ore bl ocking subsequent packets. [0027] In other alternative

enmbodi ment s O(WSF e'r@é%%ﬁ@%% %%ﬁab&&egﬁé’f &€ AZB0A £ Bt caniBhS&Omeangigt t her an
explicit or inplicitly unblock to Dynam c UTC 410 at a later tine so that
Dynani ¢ |WTC 4L0; 4elates 206 §1tl“lbl.32 Ry ik @A tARpdfo aihd DWCRABKE TG 4. ke
[0029] FIG. 6 shows an embodiment of an UTC 610 that combines the explicit
aspect of UTC 310 of FIG. 3 with the dynamic aspect of the UTC 410 of FIG. 4.
[0030] FIGs. 7-8 shows an embodiment of an UTC 710 that combines the implicit
aspect of the UTC 210 of FIG. 2 with the explicit aspect of UTC 310 of FIG. 3.
15 [0031] The lists utilized to categorize the various nature of packets in relation to a
particular wircless device have thus far been kept separate in order to enable the
reader to better understand their operation. However, as FIGs 2-8 demonstrate that
introducing the appropriate lists into the UTC and following the appropriate
procedures for updating those lists can combine various aspects of these UTCs, such
20 as the implicit, explicit, and dynamic aspects. Therefore, for the remainder of this
document and in the appended claims, the term rules will be used as a generic for the
various lists utilized by a UTC to keep track of a wireless device, such as but not
limited to the solicited, unsolicited, and unknown lists used thus far.

[0032] FIG. 9 is an interaction diagram illustraling the technique of delegating

25 unsolicited traffic control, provided in accordance with the present application.
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PKT3, i.e. -PKT4 450. Thus, when a packet |ike PKT, i.e. -PKT4, is destined
to wreless communication device 230A, it is not blocked. [0028] FIG 5
shows an enbodi ment of an UTC 510 that conbines the inplicit 10 aspect of
the UTC 210 of FIG 2 with the dynam c aspect of the UTC 410 of FIG 4.
[0029] FIG GTsths an_enbodi nent of an UTC 610 that conbines the explicit
aspect of UTC'3ib"ofo EfG 9 3nielth ¢ RECd9Haddes ras pesttinafytirer, WG 430 mf FI G
4. [0030] FIGS., 7-8 shows an enbodi nent of an UTC 710 that conbines the
inplicit asp&CEiest copaunrbon kidviot 9B0XG wRichvat Hilishete@XPIRIG] b @«%@ﬁgﬁ pgf UTC
310 of FIG 3. 15 [0031] The lists utilized to categorize the various

nature of pacR&t&sily kelder FKEIG 203 maives QRO ERIsSSBTHEY GeefANRLt hUS
far been kept separate in order to enable the reader to better~ understand

their oper ati B¥ssagoMviervirciess Bv@m RidBaid OIDARE dtalBikhAly mk LGNS LAY, t he
appropriate lists into the UTC and follow ng the appropriate procedures

for updatihg &heseof hspscienin aaaki om, vaidhoks BRRESERpOTogsNase, WICs, such 20
as the inplicit, explicit, and dynam c aspectls. %e@%‘?ogrotg; ﬁ‘?%? R

remai nder of RIFN, wdobunenics aedud oot 8APRERASHI BB s 08 Ja gl es

will be used as a generic for t various lists uti o0 keep

track of a wi%eliesespdaicehe ﬁéﬁﬁiﬂﬁ&?nxle}&]%%éﬁ asr' dﬁ%ggﬁp%ﬁeéﬁgr@% i iit‘o?d’

unsolicited, and unknown |istsS. used t

interaction diiagésa@mhhbiRidontde08e bBsL, LEGhAI g?ﬁﬁ{‘? dﬂﬁt&ggﬁf(irﬂg lspsfzugg st

unsolicited traffic control, provided in a

application. prh3TgsG 9. hnitially, a UTC 910 does not contain
any IP L rules 901 for V\I}c?aelogvgié f%%omﬁor%ghgc”% CHSPMERNADPD doitgect30hs

ilTustratgd inrdb £Qw meptly has  a | P L. When PKT11 903 arrives,
UTC 910 sends 1 G 1077 s Q?Qé‘u Ogifi@ﬁ‘m%g]é‘giéemgﬁgﬁlﬁ% SRR raedior dotice

del egat e 9119amd %V%Q? ARt hﬁé !fc}{ Il;[xhﬁlszsa mnghtﬂllartr%K%Il?rQSI? is not allowed to go

to wireless communication device 930L, then it is not forwarded. In the drawing, the
conditional aspect of the forwarding 970 is illustrated by using a doted line to
represent the message 970.

15 [0033] FIG. 10 is a block diagram iHustrating a wireless network including an
embodiment of an unsolicited traffic controller, provided in accordance with the
present application. Compared with FIG. 1, FIG. 10 further: details wireless network
1000 showing the cooperatton between UTC 1010 and an Authentication,
Authorization and Accounting server AAA 1020, AAA 1020 manages subscriber

20 information wireless devices 130A-130N as illustrated by records W A Data 1060A |
through W N Data 1060N. An example of AAA is a RADIUS server.

[0034] FIG 11 is an interaction diagram illustrating the UTC behaviour when a
wireless communication device ceases operation, provided in acc;ordance with the
present application, Turning now to FIG. 11. A wireless communication device A

25 1130A with identifier WA is assigned address J. A device profile 1120 is created in
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5 a copy of the packet in storage 920, which was initially enpty 903. After
receiving PKTlI 1, wireless device delegate 950 forns PKTI | rule 906 and
sends it back to UTC 910 in response to the regul ati on nessage 905. UTC
910 updates the rules 960 for wreless conmunication device 930L

accordingly. If the rule for PKTI | is such that PKTI 1 903 would be
al l owed to gea brxsghhdnahykddedse S ssdortnimitcariradess devingaic@B@ldeviee AUFC 910
forwards 970 a copy of stored PKTI | to w reless comunication device

930L. Convegselwdilfiat,heah ukfisfomedRigElhatissbsartiallyt meltca@KTHat de9@3A idgtanot
allowed to go to wireless comuni cation device 930L, then it is not
forwarded. |gnnddi@e uaMbd@ecdultng S0P dHetdagn @l Stae pecing AfTE held 6FMardiong 970 is
illustrated by using a doted line to represent the nmessage 970. 15 [00331
FIG 10 is achkmskndiagrams illéustsadidgita wiicl-ed @snimstanon kdevincl 13ddng an
enbodi nent of an unsolicited traffic controller, provided in accordance

Wi th thes prLesaits AR IEAAPWA RIRaRGS ) whdighel tdGhat wirdledS.coluhicntdrer
details wirel ess networ 1. 000 showi ng the cooperation between UTC 1010

Kk
and an Aut hgnki Cat@ny110ARED Qfchd@l AN 1RN A ARAOKI | RBoSAEY SHIAMICIEA20.  AAA
1020 nanageggé%%g%igber 2%’?n¥5rnation w rel ess devices 130A-130N as

1 ustrat ed o SEAI IR BERA 10600, o NEOHED AWNDRLRE0OON. An exampl e

of AAAis a server. 1 is an interaction diagram

1 ustrati ”goro'gﬁ HEC 1DabayT o e BBl ISk 83 ROWMNRERKAGR wRuice ceases

operati on, n accordance w present application. Turning

nowto FIG _11. wirel e I ! i , g%&%@ bR dentifier
VWA is assigH%&maﬁﬁ#%§§V%§§%%§E§F@%&§%% |E%ﬁ%{%%mﬁg%§?eate§’wﬁ i4 AAA 1125.

e o 1k ST I RO A
A data communication device 1230A with identifier WA has no address, and then is assigned
1240 address I. AAA 1225 sends a message that substantially indicates that device A
data is active, such as Accounting Start message 1250, to retrieving UTC 1210. UTC
1210 retrieves 1270 the stored UTC rules 1290 for device A from the storage 1280
15 and updates UTC data 1295 with rules 1290 to apply to address K and starts
functioning on behalf of wireless communication device 1230A with address K.
[0036] FIG 13 is an intcraction diagram illustrating the technique of UTC rule
inversion when an address assigned to a wireless communication device is re-assigned
to another wireless communication device, provided in accordance with the present
20 application. Turning to FIG. 13. a wircless communication device A 1330A with
identifier WA initially is assigned address J. UTC 1310 holds the UTC rules 1360 on
behalf of wireless communication device A 1330A. As shown in the drawing,
according to the tules currently in cffect for WA, PKTI2 is allowed to go through and

reach wireless communication device A 1330A. However, at a later time witeless

25  communication device A 1330A devolves address J back to the AAA 1320. Upon

15



is inactive, such as Accounting Stop nmessage 1150 to storing UTC 1110. UTC
1110 identifies the UTC rules 1160 associated with w rel ess communi cation
device 1130A 5 according to the identifier WA and address J assigned to
that wirel ess comunication device. UTC 1110 then stores 1170 the firewall
rul es associated wwth wirel ess communication device 1130A to a storage
device 1180 f 8FOIHLB! oY B¢k aMAA [{ODBEDAFh Gick@gb shad b @NIBGhdiOResdhAYr am
illustrating the UTC behavi our when a previously inactive wreless

conmuni cat i ond&éFi £ g8t Brvetveactublves AganuntingpSoy 1480 th UTC D18ce9rdpige W th
the present application. Turning to FIG 12. initially the wreless

communi cat i on"des e P svisited tuesilda portive of MA UTRS rila 1@@@1%@&%4}1@?%{%9“ I's
assigned 1240 address K. AAA 1225 sends a nessage that substantially

i ndi cates thatl Hevileewas rdatditd siraletd senmitielioAFeAES AUMIHRY ¢St [Ld.aessage
1250, to retrieving UTC 1210. UTC 1210 retrieves 1270 the store Crules

1290 for eﬁeviJé*ézAnsfumrmthselesmfeagecoaqaﬁﬂlicﬂaao@aaﬁ&pg@w%ecla&%qQg%,% Lade with
rules 1290 to apply to address K and starts functioning on effat't 'of

Wi rel ess conmsigiet iIBT0 Hevddsess 1230 pkdh 4300886 X 1 FIG 13 s an
interaction diagramillustrating the technique of le'%q‘?%?a ¢ Sf‘ﬁi?“é%%t%n when
an address asslignieg tha vArasi QbEsS RCHRUNIGAL | W S8, IS re-assigned to
anot her wirel ess conmuni cati on devi ce, prow&d%gh %g Aé;g%lglfla%ﬁ%gt it AEE he
present 20 app$o catiro. 130! RiMY 5oy K . i rel ess communication device
A 1330A with identifier WA iqg?t?gq |a§%|“§ajg§%“§?yg§§8&aa rREGEets) Whighoweeel 0 hol ds
cation device A 1330A. As

t he UTC rul eSonk3RR408:; hal, f.,: i rel ess I
oo ricRR By oot TR AR b Bieryt Rkl Tislinor Wa

shown in the draw ng,

PKT12 is el | evee &9, 9o.ihrQugh.and,  reach wireless c ni cation device A
1330A. However, at a | ater #fgpr%gv% 78] ed %@Fﬂ’r‘ﬁﬁi"%‘%ﬁ%a aevEelR01330A

devol ves addf&s&aglf)@qﬁdt&dt% ferm t‘na]tgz\gPNqu%Qre EeS‘JOIuﬁon of IP J 1340, no

unsolicited packets, such as ~PKT]1 2, left over from the stale VPN session will ever
reach wireless device B 1330B. Preferably, the inversion is temuporary, for example
clearing inverted rules 13251 afier all stale sessions would be known to have timed
15 out, or replacing maintaining inverted rules 13251 until UTC 1310 substitutes the
inverted rules 13251 with rules on behalf of wireless device B 13308, or until a
predetermined timeout period has expired. |
[0037] FIG. 14 is an interaction dragram illustrating the technique of inter-UTC
hand-off, provided in accordance with the present application. Turning to FIG. 14 a
20 wireless communication device A 1430 with identifier WA is using address S
assigned by AAA 1420. AAA 1420 sends a message that substantially indicates that
device A data is inactive, such as Accounting Stop 1460, to source UTC 1410Q. 1P S
devolution 1450, could be as a result of mobility, for e.xample. A hand-off of WA

Rules 1440 from UTC Q 1410Q to UTC R 1410R oceurs,
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devolution of IP J 1340, AAA 1320 sends a nessage that substantially
indicates that device A data is inactive , such as Accounting Stop 1350,
to UTC 1310. UTC 1310 inverts the IP J solicited rules 1325 portion of the
UTC rul es 1360. Since this portion of the rules was related to wreless
comuni cation device A 1330A, the inversion 5 1322 ensures that when

Wi rel ess confoeasicdnitiohy dewice NS 3DB4bHeQomids tet Wire Rulbadldid8 orabdiafneld 1370

| P address.J, even before AAA 1320 sends a nessage substantially

i ndi cating twatlew doeinasscadey tedeeBA ddsk Afier dethaué-offs Ueh Rakes Ad¢bamntheldg St ar t
message 1380 to UTC 1310, UTC 1310 advant ageously bl ocks all packets which
were consi dardeeimdbn CITCER 1ay0RIWiRneSSAJE20 esighs IB3I0M 70 Tiheviicingedtvead rul es
13251 thus 10 ensure that, if wireless device A was using VPN through
packet data ns0WOAKAAIIN sdnf a @xcRRE Ehat andtadiiadlyriodicdter ihindx e VPMtbef or e
devolution of IP J 1340, no wunsolicited packets, such as -PKT12, left over

from the st alivy/RNcEas Jicosunting IStRY 8480, kel RimMedrssdaevigesust, 1B30R,
Preferably, the inversion is tenporary, for exanple clearing inverted

rules 13251 afflo@lalRhdy Bisal R 18&SI4209s Wadilid oPBe KAQMEKSLQ WIAYRs BividdVAS out,
or replacing maintaining inverted rules 13251 until UTC 1310 substitutes

t he inverteﬂ;jomigge\;ggg;@%nyottggtda@ng WA Rehghdg.of wirel ess device B 13308,
or until a predeterm ned tinmeout "period has expired. [00371 FIG 14 is an

interaction fisgafAmot bipaskahbRg if B LAFREI S nREnd Mgy mMT fhe BRNGHARS T,
provided in accordance with the present application. Turning to FIG 14 a

20 W rel ess GQTMRLGAdRr HRYLER hhy A0 M hihd AEHL] LiflpiMaliS 140l g addr ess
S assigned by AAA 1420. AAA 1420 seénds a nessage that substantially

i ndi cat eg, t hat, . 198YVL £l dabickSo ARG | Ve, such as Accounting Stop 1460, to
source UTC 1141l18(5. I P SIr dlevorht?ti 8n 1450, could be as a result of nobility,

for exanpl e. ofsd|aldgOls siwittc CBRLEmIH A BBMIE 1RuEAER FQaddn B 14108

occurs.
greater detail. Turning now to FIG. 15 and referring both to FIG. 1 and FIG. 15, the

Public Land Mobile Network (PLMN) 1500 (a wireless network 100) is the 3GPP
network that receives the push data from the push initiator 1570 (which is in the
15 packet data network 120 or 1520) and ensures the delivery of push data to the push
recipient (which is in at least one of wireless communication devices 130A-130N or
user equipments (UE) 1530A-1530N. The delivery of the push data may involve
other networks not explicitly shown in FIG. 1 or FIG. 15. The push function 1505 is
the function in the PLMN 1500 that receives the push data from the push initiator
20 1570. The push function is responsible for delivering the push data to the push
recipient 1590A-1590N. The packet data network 1520 15 an interface into the PLMN
1500 via IP. User Equipment 1530A-1530N is any one of the wireless communication
devices 130A-130N. Operationally, User Based Firewall ((UBF) rules or Subscription-
Based Firewall (SBF) rules (such as 140A-140N or 1540A-1540N) are persistently

25 stored firewall rules based on the user or subscription rather than the session, and

17



16 [00381 Initially source UTC Q 1410Q holds the WA Rul es 1440 on behal f of
W rel ess communi cation device A 1430. After the hand-off, WA Rules 1440 are
held at destination UTC R 1410R When AAA 1420 assigns IP T 1470 to
wirel ess device 1430A, AAA 1420 sends a nessage that substantially

i ndi cat es thate- éa_gidc A data is 5 active, such as Accounting Start 1480, to
UTC R 1410R. AdVERT a@eBl}%"l Gited iR contrplloRI SN0 eralhp. ﬁasex\ﬁﬁqp@laeb@bgeﬁf]@onas a
result of the hargid- ff, so wireless device WA 1430A is never |ef

unpr ot ect ed by 7% s“'&ﬂ?"ﬁu?"é%‘“l@ﬂ@ patipelnoisghonabs@ipicesabyt BARWD (LRohhS

drawi ng, other nechani sns than the devolution and re-assignnent of
addresses may “CAUEE Y HEHaMdlobped mdy wilk nerpibieloARR AdARNMBIVhe A0sdsSSHe hand

off direction orders to UTCs. 100391 FIG 15 shows the GPRS enbodi nent
described i n FRE“GHEe BarBaYrdpmorenthay peateer, detaid for BasmbRGINAMLQ FI G 15
and referring both to FIG | and FIG 15, the Public Land Mbile Network

(PLMN) 1500 (&°WPPéPRsieriseuor kutsodtionsbishe iBGRAR nReiwpbK ok Akl &%géa/es the
push data fromthe push initiator 1570 (which is in the 15 pacKet data

network 120 oPY 18205cTanle eneaivasort heplitély defined oy PUS Beidalod, Rr LEmpISH
recipient (which is in at |east one of wreless comunication devites

130A- 130N or SU&EHicaRfi preemic).(WE)baiGBOA- d53RNal ThEs @s&%eéegoyaSOFO %&%Epush
data may involve other networks not explicitly shomm in FIG |G 15.

The push functibgantiegess ifseach heerfanaibid orappirehh@eRHMbsha0sh 2cejyes the
push data fromthe push initiator 20 1570. The push functigﬁilsifrggdsﬂéonsi bl e

for deliveri ngotepiezpash ugateguipmehthebdatts Pathl 1860 RIISHEN & - N. .The packet
data network 1520 is an interface into the PLMWN 1500@?@“&%%%%%‘?0&

Equi prrent 19153GA0 D5 30Nwiith veinycsonemhint i nWcl BLEES (&G | A P dgyices
130A- 130N. Qperational |y, User Based Firewvall (UB':;)lrg;‘ﬂa&'q‘5(S or @dﬁsﬁﬂspt. on-

: envisaged that the bearer path may include either or all of: sms, sip, circuit switched,

packet switched, trunk service, wlan, broadcast, multicast or any other bearer required

.to provide a comumunication service such as voice, push to talk, wap, email, htm], chat

and the like. The push initiator 1570 is the entity that originates push data and submits

[5 it to the push function 1505 for delivery to a push recipient 1590A-1590N. A push

initiator may be for example an application providing value added services, such as

email or other timely communications. A push user agént 1580A-1580N is any

software or device associated with a push recipient that interprets push data to the user

of wireless communication devices 130A-130N. This may include fextual browsers,

20 voice browsers, search engines, machine or device interface software, and other push

user agents, for example. A push recipient is the entity that Teceives the push data

from the Push function and processes or uses it. This is the UE with which the PLMN

communicates with and bills to, the user agent with the application level address, and

the device, machine or person that uses the push data, An individual user or

25 subscription controls a push recipient. A push subscription profile (PSP) 1595 for

18



Based Firewall (SBF) rules (such as 140A- 140N or 1540A- 1540N) are
persistently 25 stored firewall rules based on the user or subscription

rat her than the session, and 17 enforced by unsolicited traffic controller
1510 or 110. For exanple, a subscription- based rule will persist for a
particul ar user or subscription across many IP (or other) sessions,

wher eas an | &chased or shisscubdr|is pesfsiably dcogssiblvetodibe at¢robrsed fwdvenlll @3Bssi on. A
subscription may include nore than one user, such as for exanple all users
in a5 corpomh@dgidne uhb@iciisetaffiocostdisct 510t aran). DiaskRP sia eval pammbes nay be
explicitly defined by the user, the operator, or inplicitly defined by UE
behavi our (fpdicekabk Gush @6t $ aktigs apd pafesakyd elhe pllh aded Thisstayof
firewall rules operate so as to appear substantially as if each interface

had an appar @bfudé iah @08Hrike ééﬁgﬁn}lﬁﬁ%\é wEBRA-chEMNXo iflahat hisngdadeh: sser
equi pnent's bearer path 1560A-1560N |inking wreless network 10 1500 or 100

W th WﬁreJeS@B@QHﬁH@hQ@HhQERQ&ﬁkE@%mé@ﬁ@@mﬂQ%PM@héﬁﬁﬁnﬁﬁQﬁmaHé&1bﬁhn

envi saged that the bearer path. may include either or all of. sns, sip,
circuit sw t&é&&% f;ﬁusﬁ hsﬂ@f@mtﬁé e c%EJbYI'nt??o bban A BEARdSasplc

mul ticast or any ear reqU|re rovi de a communi cation service
such as v0|c o email, htm, chat and the like. The push
initiator ?%gggﬁﬁhgqb originates push data and submits 15 it to

the push f un@b%@n IJIE%OEI‘G el vlrsdaenl clzh\é B}ﬁlr)} Qm? cﬁ)lHéxn r{‘%ﬁ Rgoﬂ&%{i]{ﬁ?ﬁ d:éé%ﬁn’:\“ A push

initiator for exa 1 on I’OVI val ue a Servi ces,

such as enmj atlons sh e
1580A- 1580N |P§a‘a{">? p““’%dte& it 8""\6“‘% "eev?"gié &s%‘%%eﬁ%%péﬂ%o{‘ h#aé’%t “%%‘ ‘p‘%‘é’f’”’“ ent

t hat |nterpr(#§ ug%_ﬂ%% tg%tg?%% %%ﬁgﬁéergrel eg ol Q&%] QQNQQVICES

130A- 130’\? 1 Vol ce I’OWSE,‘I’S search -
enol nes.  mcOLnnoRl Solh Soalee LGS P Pk Bl R e
1610 that is destined for wireless communication device 1620, or other like devices
for whom it is delegated authority to conirol unsolicited traffic. Unsolicited traffic
controller 1600 includes a packet data network interface 1640 to receive packets from
15 packet data network, as well as a wireless data network interface 1660 to send packets
to the wireless communication device 1620.
[0041] Operationally, unsolicited traffic control module 1650 applies rules 1670 on
behalf of wireless communication device 1620 to selectively block packels from
being sent over wireless data network interface 1660 to wireless communication
20 device 1620 thereby providing an apparent firewall 1630 that substantially prevents
packets which are considered unsolicited by wireless communication device 1620
from evef reaching the wireless communication device 1620.
[0042] In altemafe embodiments, the interfaces 1640 and 1660 may be one way 80
that they can only receive and transmit respectively, or can be two-way allowing

25  packets to be both transmitted and received.
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fromthe Push function and processes or uses it. This is the UE with which
the PLMN communicates with and bills to, the user agent with the

application | evel address, and the device, machine or person that uses the
push data. An individual user or 25 subscription controls a push recipient.

A push subscr}, btk 0 rofile (PSP) .15 for 18 each user or subscriber is
pref erabl y aég[g}gli gflg ef‘l%o%'ﬁlé’gtﬁgggcné%fgg?fmfli e smrlpusEsinciusse gydgms or
unsolicited traffic controller 1510 or 110. The PSP is a set of paraneters
i ndi cati ng tﬁ’ée%'boﬁﬁfaw%ﬂﬁ?‘@ﬁf cyrespndingge elmenisodtls eprisationo rThisherifens h
service. Thi S, rral\P/ i ncl ugag an override capability for the wireless carrier
to i npl ement FEPUHHEFY cwdle Beseskiliagt 1t theest tp gnakgiand ResemiRdoigitetving
(subscribers), For exanple, this would allow for all wusers to get WAP push
by defaul t wrlHBHH et haikevipe corespendtoi the elamesitriof dris exBrphenddds f or
Broadcast/nul ti cast seryice. [0040] FIG 16 shows an exenpl ary enbodi nent
of an unsol i ETPEAT thegpplicatienotivy rindes othas shvciires syshmoverdedhdds dat donetance
with the present application. Packet data network 10 1610 sends

unsol i ci ted £i5%f fiog Besevantien eodescrieddekasein.omdulitbat indnddethes strubines) i ci t ed
traffic controller 1600 intercepts all traffic sent by packet data network
1610 that i sSHESSi efeticthods Witk edsebgtantiohrififercnadsi foom disy isenti®28s, daeriwiher |ike
devices for whomit is delegated authority to control unsolicited traffic.
Unsolicited h¢@fic controller 1600 includes a packet data network
interface 1640 to receive packets from 15 packet data network, as well as a
W reless data network interface 1660 to send packets to the wireless
comuni cation device 1620. [00411 Operationally, unsolicited traffic

control nodul e 1650 applies rules 1670 on behalf of w reless comuni cation
device 1620 to selectively bl ock packets from being sent over wreless
data network interface 1660 to w rel ess conununication

20



20 device 1620 thereby providing an apparent firewall 1630 that
substantially prevents packets which are considered unsolicited by

Wi rel ess communi cation device 1620 from ever reaching the wrel ess

comuni cation device 1620. [0042] In alternate enbodi nents, the interfaces
1640 and 1660 may be one way so that they can only receive and transmt
respectively, or can be two-way allow ng 25 packets to be both transmtted
and recei -'49: (0043) The enbodi nents described herein are exanpl es of
structures, systenms or nethods having el enments corresponding to el enents
of this application. This witten description nmay enable those skilled in
the art to nake and use enbodi nents having alternative elenents that

li kewi se &or r eSp@nWirelst KEMEIEREHNOS BEWORE, Sl WHSESS BRI 08E J5EY YK t he
application thus includes other structures, systens or nethods that do not
di ffer frowmpteng mventolioiedssHosontbdd (EFE) epupkddo hunthredatameliarkgndeher
structures, systens or nethods with insubstantial differences fromthe

i nvent i onpgaldese ivilids chahtinitatidd dééices, aimethdd of coraroiireetr&fSis desimeting eat i on
network, said wireless communi cati ons network conprising an unsolicited

traffic coptbel bedid M@lit?%‘f‘ﬁ!ir‘%@sg CoRnRAFHEbn Q@&i@es%ﬁﬁf@i@ﬁag&ﬂ@st@gs ghurality

of wireless communi cation” devices, a nethod of controlling traffic destined

toa first ong Bl Sl PR bo Al SIERTLQMMUAICAL BRe BEXbAES
conprising the steps Of: storing a set of traific control rules associated
with said first .one of said lurality of wireless comunication devices;

P )
det er mi ni ng PATAHE M BRFSIFOrHRMIFARP G %&pondi ng to a user of said first

determining a subscription identity corresponding to a user of said first
one of said plurality of wireless communication devices;

determining that a first packet received from said packet data network is
destined to said first one of said plurality of wircless communication devices;

selecting said stored traffic control rules associated with said determined
subscription 1dentity;

applying said selected traffic control rules to determine if said first packet
is unsolicited by said user; and

preventing said first packet from being sent to said first one of said
plurality of communication devices if said first packet is determined to be
unsolicited,

wherein said traffic includes Internet Protocol traffic,

and wherein said set of traffic control rules correspond to said subscription
identity,

and wherein said subscription identity persists across multiple Internet

Protocol sessions of said user.



one of said plurality of wireless comruni cati on devices; determning that a
first packet received fromsaid packet data network is destined to said
first one of said plurality of wi reless communi cati on devices; selecting
said stored traffic control rules associated with said determ ned
subscription identity; applying said selected traffic control rules to

determne,if sajd $ét Splae%hg& in §itn'i‘”s%gi%i p«Yre&@é ?ox’l‘lﬁﬁlgtcaﬂ?t@ nPhRYENti ng

sai d firsg packe? fom ein sen |rs one of sal urality of

comuni cati o V|ce if sai ack . det er.m n
insol i i t 6t CRNCA Y %Séina“‘f‘ifgiai“ill S et G ek %ﬁgi\%%&“e?’r‘)a%ﬁi-i ¢, and
wherein said set of traffic control rules correspond to said subscription

identity, and wherein said subscription identity persists across multiple
Internet Protocol sessions, of said user met hod as .recited in

claim1, wherellAcsutepdvs Breesin ﬁﬁ%ﬁi&ﬁ?ﬁﬁh“ﬁ%ﬁ%ﬁ s COUINUINERIAT R s

network and wherein said UTCis located in at |east one PDSN, 3. The nethod
as recitet i GRASAWweless wisbrekmnndaiviiensinr e9id 8T E dnngated dti o det WOFIY apd g
GPRS wirel ess network and wherein said UTC is |located in one of a SGSN and
GGSN. 4. TusnNrethod as recited in claim1l, wherein said set of traffic
control rules is inplicit, explicit, dynam c or a conbination thereof. 5.
The method as recited in claim4, wherein if said traffic control rule is
inmplicit,

4, The method as recited in claim 1, wherein said set of traffic control rules is

implicit, explicit, dynamic or a combination thereof.

5. The method as recited in claim 4, wherein if said traffic control rule is implicit,
said UTC, in response to solicited traffic by said first one of said plurality of wireless
communication devices, updates a list of said solicited traffic and, upon reception of
traffic substantially similar to said solicited traffic from said packet data network,
releases said substantiatly similar traffic to said first one of said plurality of wireless

communication devices.

6. The method as recited in claim 4, wherein if said traffic controi rule is explicit,
said UTC, in response to a message received from said first one of said plurality of
wireless communication devices regarding a specified type of traffic, updates a list to
include said specified type of traffic, and blocks said specified type of traffic if received

from said packet data network,

2
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said UTC, in response to solicited traffic by said first one of said
plurality of wireless conmunication devices, updates a list of said
solicited traffic and, upon reception of traffic substantially simlar to
said solicited traffic fromsaid packet data network, releases said
substantially simlar traffic to said first one of said plurality of

w rel ess comunication devices. 6. The nethod as recited in claimd4,
wherein i saitha mafod@scesiteddh claimed. whegis) if eaif traflag pepteptauleiip dyBdBnse to
a nessage received fromsaid first one of said plurality of wreless
communi catpocan fisviecggionegarsgesifedtygpaditfifdiroypeidgfacketafatd nstwapdatlessea | i st
to include said specified type of traffic, and bl ocks said specified type

of traffigid {petiraitygsor frifs dhid Macket otatEplnalinpskwirélesd bemnehhadoas
recited in claim4, wherein if said traffic control rule is dynamc, upon

a fi 1St reaeol ban gl 2RECHT Slgty0e ol Al fanl Lam Rl g ALkl sdaha

t trd
net wor K, ases "sald speci ype of ‘traf

: : . ( . Ic to sal irst one of said
Spect 1 el RBanGT FRa: TpoLaasnrarnCpeh aPdRebRAR FEadnte otk BT

recegtlon 0 raffic
substantially simlar to said specified type of traffic, blocks said
substantﬁ&bﬁI“§ﬂh?$@ﬂ3%V§%Fic.f8. The method as recited in claim1, wherein
sai d subscription identity includes one of IMSI, NAI, MSIDSN, and SIP url.
9. The nethod as recited in claim1l, wherein said first packet conprises at
| east one of Internet Protocqol, voice, email, hyper text transﬁe&

prot ocol ,8fi | ellta madod s ppoted dblelaimphy M hopaasaid FHRSHGHAY 14@YNY BE1UdgR @€ hor t
nmessagi ng service. 10. The nethod as recited in claim1, wherein said UTC
is a del efdMIIgNUTOVI@AISNwinet ®iPnisai d nmet hod further conprises the steps
of : sending said first packet in a regulation nessage to a delegate to
regul ate

9. The method as recited in claim 1, wherein said first packet comprises at least one
of Internet Protocol, voice, email, hyper text transfer protocol, file transfer protocol,

multimedia messaging service, and short messaging service.

10.  The method as recited in claim 1, wherein said UTC is a delegating UTC and
wherein said method further comprises the steps oft

sending said first packet in a regulation message to a delegate (o regulate
said first packet on behalf of said first one of said plurality of communication
devices;

storing said first packet in a said delegating UTC;

receiving in said delegating UTC a rule from said delegate; and

updating said stored set of traffic control rutes with said received rule.

-2
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said first packet on behalf of said first one of said plurality of

communi cation devices; storing said first packet in a said del egating UTC;
receiving in said delegating UTC a rule from said del egate; and wupdating
said stored set of traffic control rules with said received rule. 23 11.
The nethod as recited in claim1, wherein said wirel ess conmuni cation

network further conprises a server communjcating with said UTC, and

wherei n shi-d n”éwwh%ﬁﬁtqe@ftedc@rﬁdwngéswbﬁéms%a@pgﬂr@kess EPrEALNisglen peiviole
profile associated with said first one of said plurality of wreless
comuni cafiirtbar devpoes i nesal dosernweeatingewdvh wrdgUA (G iandt wheremdehié ggethod
associated with said first one of said plurality of wireless comunication
devi ces afgihsenthitseatlfto@mpsmEssage fromsaid server to said UTC when said
first one of said plurality of wireless comuni cation devices becones

i nactive; | de”érbitﬁio”ﬁdé@l:@' &1 é%&o@ﬁ%ed%nﬁ cahfirg arirald pulgegy gssoci ated
with said first one of F plurality of wreless comuni catlon devi ces;

and storl\gge@&lc%n&& E&t c?ev?c%m %%&rgw%l c control rules in a storage

device for “Tater rleva 'hod as recited in claiml .l further
conpri sing the st s of ning a. second |I.P address.to sa user of
said first oned® ﬁﬁ?tﬁ Cﬂd?fﬁfs ag%‘ocwerde‘ivélééa‘é RS c%ﬁtsialfinsl E\%l%es
sending a start rressage fromsaid server to said UTC when said first one
of said piuwiaslipesycostmypicetiasdeviesirandiseadings savingess2p dosneyd setveve;

to said UTC when said first one of said plurality of wireless communication
devices becomes inactive;

identifying said stored set of traffic control rules associated with said first
one of said plurality of wireless communication devices; and

storing said identified set of traffic control rules in a storage device for

later retrieval.

12.  The method as recited in claim t1 further comprising the steps of:

assigning a second IP address to said user of said first one of said plurality
of wireless communication devices;

sending a start message from said server to said UTC when said first one
of said plurality of wireless communication devices becomes active,

retrieving said stored set of traffic control ruies from said storage device;
and

associating said retrieved rules with said second IP address.



retrieving said stored set of traffic control rules fromsaid storage
device; and associating said retrieved rules wwth said second |.P address. -
24 13, The nethod as recited in claim 11 further conprising the steps of:
assigning said devolved first I P address to a second one of sai-d plurality

of wirelegs COMPUMARL AketiRed iRhin! NVRAEAGATHSh Biedtdpkiord set of

traffic rul’és associated wth said first a ess; sending a start

nmessage from sai d,server,.t ai n _sai d_seco Al

plurality of wi PEEUEE E%F}]{@H@cﬁ’&‘fﬁg};ﬁﬁ\é@‘%&m esc?%?l?(cgls&%cqf? %gd ﬁg%%‘?y g%pl yi ng
said inverted set of traffic control rules to said second one of said
plurality wfirelss epmyEInesHan de¢iaes on devi ces. 14. The nethod as recited in
claim 11, wherein said UTCis a source UIC, and wherein said nethod
further conpri ségveitiey siidpidentifieddet af uiaffic yaled abiavhtted Ritiddriddosalil sendi ng
~a stop nessage fromsaid server to said source UTC indicating that said
first one ,Qf.s2id plurality of wreless comunication devices has becone
inactive; transferring said identified set of traffic control rules..to a

dest i [ uTtG, i gni d | P add ondi id
of “sald 111t onenaE SarhMRGRGTEY ool v aeetC UG RAREL AR alF o

sending a start nessage from said server to said destinatjon Cindicating
that said foneefsadpluplityalaviples spnmpnggatign deyisesbecomsi AP W 28%h devi ces. has
become active; and ' .

applying said inverted set of traffic control rules to said second one of said

plurality of wireless communication devices.

14.  The method as reéited in claim 11, wherein said UTC is a source UTC, and
wherein said method furtlier comprises the steps of:

devolving said first IP address and sending a- stop message
from said server to said source UTC indicating that said first one of said plurality
of wireless communication devices has become inactive;

transferring said identified set of traffic control rules to a destination UTC;

assigning a second IP address correspondiﬁg to said user of said first one
of said plurality of wireless communication devices;

sending a start message from said server to said destination UTC indicating
that said first one of said plurality of wireless communication devices has become
active; and

applying said transferred set of traffic control rules to said first one of said

plurality of wireless communication devices.



applying said transferred set of traffic control rules to said first one of

said plurality of wireless comrunication devices. 25 15. A conputer

readabl e nedi um havi ng stored thereon, conmputer executable instructions

whi ch when executed by a processor in an unsolicited traffic controller

(UTC), cause said UTCto: store a set of traffic control rules associated

with a specified one of a lurality of wireless comunication devi%f‘(s;;
ified

determi nel®a subseempticorierdioit insligdr hedpondPRg 6@ usIMRICTs A1 ¢

one of said plurality of wireless comuni cation devices; determne that a
first pachetruatieceiwiech fivlem excpateitety dapracesetmor kn iwnsoldetsedi teidict eonstpiler
specified one of said plurality of wireless conmunication devices; select
sai d st or@ﬁr@)gt;au@é stigaffda e:control rules associated with said det erm ned
subscription i denti ty; apply said selected traffic control rules to

determne if sgic %'sét%%ﬂ@ﬁi‘ce&odu%l rHQ§Cé|séd‘c'1£t&ﬂu}?M $ahekiH8Ebnc &G prevent
said first pac et frombeing sent to said specified one of said plurality

of conmuni ca rtr eé’l'ecec% |f saét%ndeVlc packet is determined to be

unsol i Ci t%lﬁra 1\/\We R S TR e ES168nt in a wirel ess conmmuni cati ons
network and coupled to said acket data network and s pl ur. ty o
wirel ess conmfiTEROM SURFSYP s ey SorissRondH & P £ $5°E © m:‘fiﬁa‘é%??dnternet

Protocol traffic, and wherein said set of traffic control rules correspond
to said sQﬂ@gx{rsmﬁmhgﬂhtyofwweless communication devices;

determine that a first packet received from a packet data network is
destined to said specified one of said plurality of wireless communication devices;

select said stored set of traffic control rules associated with said
determined subscription identity;

apply said selected traffic control rules to determine if said first packet is
unsolicited by said user; and

prevent said first packet from being sent to said specified one of said
plurality of communication devices if said first packet is determined to be
unsolicited,

wherein said UTC is resident in a wireless communications network and

coupled to said packet data network and said plurality of wireless communication
devices,

wherein said traffic inctudes Internet Protocol traffic,

and wherein said set of traffic control rules correspond to said subscription

identity,



identity, 26 and wherein said subscription identity persists across
multiple Internet Protocol sessions of said user. 16. In a wreless
comuni cati on network, said wireless comruni cati ons network conprising an
unsolicited traffic controller (UTC) coupled to a packet data network and a
plurality of wireless comuni cation devices, a nethod of controlling
traffic destired #herain sqiécubseeiptionadertity gietsiph wemiss myuloiplennternels s

comuni cati on devices conprising: step for storing a set of traffic control

rul es assocpaligd) Wdfnsarshisngsi fied one of said plurality of wireless
conmmuni cati on devices; step for determ ning a subscription identity

corresponding to a user of said specified one of said plurality of
Wi rel ess commruni cation devices; step for determining in said UTC that a

first packet rgceive rgérﬁgfllﬁ'j{xigaticﬁﬁﬁgﬁorﬂa.gﬁd NEtAREKcdrimtgRkidiR0ndiRodai d

speci fi ed one 0f " sai ege 6I u of wreless communi cation devices; step
for selecting said stored tr {.fic contr JB ul e sSsoci at e i tp, i
det er m ne®FUBEEAIHE leeéetFﬂ? N g;?ntgtﬁgzb(@ pS 3%%?%81&9921 %aac%t %é‘ﬂé%: 83?#&& fic
control rules to determine if said first packet is unsoli (f;flgfteﬁd b%d é)ai d
user; andplstedity 6fowirglesseammigioatinnaleviges: 2 patd o LOBHOIBE MG Vat o
specified one of said plurality of communication devices if said first
packet i sspdeified ohaeflsdidplnealityoé oiiietist edpmihzrbdmdeyated corrPing: i ncl udes
Internet Protocol traffi€, and wherein said set of traffic control rules
correspond to gai ghrSulard RitioPaffic control rules associated with said specified
one of said plurality of wireless communication devices;
step for determining a subscription identity corresponding to a user of said
specified one of said plurality of wireless communication devices;
step for determining in said UTC that a first packet received from said
packet data network is destined to said specified one of said plurality of wireless
communication devices;
step for selecting said stored traffic control rules associated with said
determined subscription ideatity;
step for applying said selected traffic control rules to determine if said first:
packet is unsolicited by said user; and
step for preventing said first packet from being sent to said specified one
of said plurality of communication devices if said first packet is determined to be
unsolicited,

wherein said traffic includes Internet Protocol traffic,

and wherein said set of traffic contro} rules correspond to said subscription

identity,
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identity, 27 and wherein said subscription identity persists across
multiple Internet Protocol sessions of said user. 17. In a wreless
comuni cati on network, said wireless comruni cati ons network conprising an
unsolicited traffic controller (UTC) coupled to a push initiator and a
plurality of push recipients, a nethod of controlling push data transferred

to a push f un‘%&{ %ef'e?t'ri sqgﬂ[ isﬁ{l?s(:%pﬁ&Eﬁ@érlqi&p!pgxrs%ltsi Eé{'oé%; Rl TREHRE ent s

conprising the steps o oring subscription based firewall (SBF) rules
associated wth speci fied., group of said plurality of push recipients,
wherei n sai “§Bﬁgﬁﬁgﬁ%9%ﬁé§aﬁﬁgﬁﬂ on a subscription identity which persists
across multiple Internet Protocol sessions of said specified group;

determ ning that push data received fromsaid push initiator is destined

for said specified group; selecting said SBF rul es, agg{ iqg %?%4\§ | ect ed
SBF rul es!fo dBt &r¥irRless FORRMIIGHSA RAVAT™S Saldy SR PPR ‘%{f aAdEPeLifi ed
group, and preventing saiﬂ(gush data from bei ng sent to sajd specified
group, ifcampresingashurgatisiteds taficecontrattr t& e ¢hypbri ©i fash RERET 7dat d
push data includes Internet Protocol traffic, and wherein said SBF rul es
cor r esponglutadits aif prehecipigutd, anniettent bf yonirdBngd $usiTidetaneartsbairedf tock giuph 17
wherein said push initiator !sia packet data network. 19. The nethod of
claim 18 wher&i for2@iiderplissabiptwally dTdshh FREIRIteRSpigy hespesbive
storing subscription based firewall (SBF) rules associated with a specified
group of said plurality of push recipients, wherein said SBF rules are‘based on a
subscription identity which persists across multiple Internet Protocol sessions of
said specified group;
determining that push data received from said push initiator is destined for
said specified group;
selecting said SBF rules,
applying said selected SBF rules to determine if said push data is
unsoticited by said specified group, and
preventing said push data from being sent to said specified group, if said
push data is determined to be unsolicited,

wherein said push data includes Internet Protocot traffic,

and wherein said SBF rules correspond to said subscription identity.



W rel ess comuni cation devices. 20. The nethod of claim 19 wherein the

W rel ess communi cation network is a public Iand nobile network. 21. The
met hod of claim 19 wherein each of said plurality of push recipients
conprise a push user agent taken fromthe group conprising a text browser,
a voice browser and a search engine. 22. The nmethod of claim 19 wherein
each of said plurality of push recipients is_ . controlled b h

subscri ption plos F’IC@OGF‘%P}?“@c@e‘%&qrﬁpéa@w@%ffﬂ“ms aelﬁ’&kﬂiﬂf@?’/ae‘i‘eﬁw%%r d PSP
defines a specified type of push data that can be received fromsaid push
initiator. 23. The method of claim 17 wherein said UTCis linked to said
push recipient along a bearer path, and wherein said bearer path is taken
fromthe 89 oupTeomsiliasi eigclam 4 fevhessip saideplnralify o pisterstpicipaeReteSRAF e hed,
trunk service, w an, broadcast and nulticast path. 24. A carrier wave
enbodyingw&ehannmhenMdahal&h@nal representing sequences of instructions
whi ch, when executed by a processor, cause the processor to: store a set of
traffic control rules associated with a specified one of a plurality of

wi rel ess communi cati on devices; 29 determ ne a subscription identity
correspong.ng The metddrofafaisal dwhpeti fhicadrcl @ eomfmugataiopl nenabiktiy agliblic

W rel ess communi cati on devices; determne that a first packet received from
a packet gdalmongtWekkrks destined to said specified one of said plurality
of wirel ess comunication devices; select said stored set of traffic
control rules associated with said deternined subscription identity; apply
said selected traffic control rules to determne if said first packet is

21.  The method of claim 19 wherein each of said plurality of push recipients

comprise a push user agent taken from the group comprising a text browser, a voice

browser and a search engine.

22.  The method of claim 19 wherein each of said plurality of push recipients is
controlled by a push subscription profile (PSP) accessible by said UTC, and wherein said

PSP defines a specified type of push data that can be received from said push initiator.

23.  The method of claim 17 wherein said UTC is linked to said push recipient along a
bearer path, and wherein said bearer path is taken from the group comprising an sms, sip,

circuit switched, packet switched, trunk service, wlan, broadcast and multicast path.

24. A carrier wave embodying a computer data signal representing sequences of
instructions which, when executed by a processor, cause the processor to:
store a set of traffic control rules associated with a specified one of a

plurality of wireless communication devices;



unsolicited by said user; and prevent said first packet from being sent to
said specified one of said plurality of comunication devices if said
first packet is deternmned to be wunsolicited, wherein said processor is an
unsolicited traffic controller (UTC), and wherein said UTCis resident in
a wreless comuni cations network and coupled to said packet data network
and said plurality of wreless communication devices, wherein said traffic
i ncl udes | nt er AeleTIMGtacREFCHRtgnfiflentity Aarromrending (s ajugersaftsaik spepidiefi ¢ contr ol
rul es correspond to said subscription identity, and wherein said

subscri pt bonof dehplutatitpef siistess eonmesicatibit dplies] nt ernet  Prot ocol sessions
of said user. 25. In a wireless comuni cati on network, an apparatus for

control | i ng ungekiginkethat tar afd i puc@sidcpiedd tivnd S pecict iRtk orevak i@ plurality
Wi rel ess conmmuni cati on devices, the apparatus conprising: a first

|t er f ace jeQnfd AT R BRI shiEAfithbuf (oM deRRckelutatBattiber ko 30 a

second interface configured to send traffic to said specified one of said
plurality of w_reless comunicati vices:, a first_ s age um havi ng
st or ed thereons%%ﬁpﬁ?grm@%%ﬁﬁ?ﬁﬁﬁgﬂaﬁﬁéfpﬂégi5ﬁ§ér%%?%é%ﬁtgﬁ8nggget of
traffic control rules; and an unsolicited traffic controller (UTC)

conmuni caf'FREGNIRFS FHESSTRH 196Rthd  second interfaces and said first storage
medi um wherein said UTC determnes a subscription identity assjigned to

sai d speci fi edapme seid sskctedptraffialcoayolofulasitp de@swine if said first packet is
unsolicited by said user; and
prevent said first packet from being sent to said specified one of said
plurality of communication devices if said first packet is determined to be
unsolicited,
wherein said processor is an unsolicited traffic controller (UTC), and
wherein said UTC is resident in a wireless communications network and coupled
to said packet data network and said plurality of wireless communication devices,
wherein said traffic includes Internet Protocol traffic,
and wherein said set of traffic control rules correspond to said subscription
identity,
and wherein said subscription identity persists across multiple Internet

Protocol sessions of said user.

25. In a wireless communication network, an apparatus for controlling unsolicited
traffic destined to a specified one of a plurality wireless communication devices, the
apparatus comprising:

a first interface configured to receive traffic from a packet data network;



communi cati on devices, and executes said conputer executable instructions
to selectively block said unsolicited traffic received over said first
interface from being sent over said second interface to said specified one
of said plurality wreless conmunication devices, wherein said traffic
includes Internet Protocol traffic, and wherein said set of traffic control
rules correspond to said subscription identity, and wherein said

subscri ption i dewepnd ingenfasicsosfigoedse send rpfficdo spidepaafied propbesl sessi ons
of said user. 26. The apparatus as recited in claim?25, wherein said

W rel ess gdumioyiodatitadess cogtwiidatibs daviGRRS Wi rel ess network and said UTC is
| ocated in one of a SGSN and GGSN. 27. The apparatus as recited in claim

25, wherein saigd M @lRSE GIMAT BRlhOstoRet WRFdeni Sodp@BMEexeLitebless net wor k
and wherein said UTCis located in at |east one PDSN. 31 28. The appar at us

as reCiteq“&HF8$‘;ﬁ%ﬁgﬁgﬁggﬁg$8%§£h90§&hﬂgnmgnﬂhfiC control rules is

inplicit, "éxplici conbination thereof. 29. The apparatus as
recited in claim?25, wherein said u$ﬁ.r'ption Ldentity includes, one of
VBNl e sl Rl oy R R b el P ER R o' 25,
wherein said traffic conprises at least one of  Internet Protocol, voice,
emai |, hypeonddrieriepesmiderih et s0mse mediamy Wélﬁ?rfé?alfgm"t%é@?{“mﬁ%?ti medi a
messagi ng service, and short nessaging service. 31. The apparatus as
recited i sutdcapheRsddntitst hesignedriprsiigli spgeidicd elnegetseidcplurality eanyirmgess
communication devices, and executes said computer executable instructions to
selectively block said unsolicited traffic received over said first interface from
being sent over said second interface to said specified one of said plurality
wireless communication devices,
wherein said traffic includes Internet Protocol traffic,
and wherein said set of traffic control rules correspond to said subscription
identity,

and wherein said subscription identity persists across muitiple Internet

Protocol sessions of said user.

26.  The apparatus as recited in claim 25, wherein said wircless communication
network is a GPRS wireless network and said UTC is located in one of a SGSN and

GGSN.

27. The apparatus as recited in claim 25, wherein said wireless communication
network is a CDMA wireless network and wherein said UTC is located in at least one

PDSN.
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with said UTC for regulating said first packet on behalf of said specified
one of said plurality of communication devices. 32. The apparatus of claim
25 further conprising a server communicating with said UTC for nanagi ng
subscri ber information associated with respective ones of said plurality
of wirel ess conmunication devices. 33. The apparatus as recited in claim
32, further conprising a second storage nedium communicating with said UTC
for storiR§ sailtic separefustasafdiied ivomainol s ruhesingainses &if dralBpeenifeladiesre of
said plurality of wireless comuni cation devi ces beconmes inactive. 32 34.

I n a wirel@gkcicenpiivd, dadinoin onetwabloatiam tiapgdr at us for control ling
unsolicited traffic destined to a specified one of a plurality of wreless
comuni cati on devices, the apparatus a conprising: an unsolicited traffic
controller (UTC) conprising a subscription based firewall (SBF) having
subscri pt pon basedppirk@wak keditdl &5 cBSHOLT, atlRekit BAA eubdchiptiomiddninn ihidds SBF
rules persist across nmultiple Internet Protocol sessions; a push initiator

conprisingngop@ggﬁqqggq@§ﬂggﬂy%%gS@@ggynicating with said UTC, a push

reci pient conprising at [east one wi rel ess comruni cation device
comuni cating with said UTC, wherein push data received by said UTC from
said push initiator has applied thereto said SBF rules to determne if

id push initi: ~appl ied thereto said ] t
Protobol Ao At AR Pt AP, B T R AR S Rl LT

rr n i pti L Pty.
correspo ?ntct:r%etaProstlélgo ?rvlo cte! %pnalﬂfj%%lmt‘ Yext transfer protocol, file transfer protocol,

multimedia messaging service, and short messaging service,

31.  The apparatus as recited in claim 25 further comprising a delegate communicating
with said UTC for regulating said first packet on behalf of said specified one of said

plurality of communication devices.

32.  The apparatus of claim 25 further comprising a server communicating with said
UTC for managing subscriber information associated with respective ones of said

plurality of wircless communication devices.

33.  The apparatus as recited in claim 32, further comprising a second storage medium
communicating with said UTC for storing said set of traffic control rules when said

specified one of said plurality of wireless communication devices becomes inactive.



35. In a wreless communi cati on network, an apparatus for controlling
unsolicited traffic destined to a specified one of a plurality of wreless
comuni cati on devices, the apparatus conprising: neans for receiving
traffic froma packet data network; neans for sending traffic to said
specified one of said plurality of wireless conmunication devices; 33
means for <s¥orifg xovimlitsercoaxpunitaivhendtwsik; wotappastusefor @vetiolling ansobieitask
traffic control rules, wherein said traffic control rules persist across

nul tiple Itpires ABdtingA Qb ACHecTRE Tne T 2 FRAIINESNGirtIess SteRuhicagos dedcapput er
executabl e instructions to selectively block traffic received fromsaid

packet dat aaﬁﬁglla ratkcog{rbq‘&gr&sti ned for said specified one of said plurality

wirel ess co nicati ‘ces, wherein said neans for executing
cai d means. for SPoRTICEnA HHoreHFPEaI U T PR PESTHGE OO BARSEY pr of ocol
push data, and wherein said traffic control rules correspond to a
subscri pti direwd@niSBRE) . havdug subscription based firewall rules associated therewith,
wherein said SBF rules persist across multiple Internet Protocol sessions;
a push initiator comprising a packet data nctwoyk communicating with
said UTC,;
a push recipient comprisi‘ng at least one wireless communication device
communicating with said UTC,
wherein push data received by said UTC from said push initiator has
applied thereto said SBF rules to determine if said push data is unsolicited,
and wherein said push data includes Internet Protocol push data,

and wherein said subscription based firewall rules correspond to a

subscription identity.

35. In a wireless communication network, an apparatus for controlling unsolicited
traffic destined to a specified one of a plurality of wireless communication devices, the
apparatus comprising:

means for receiviﬁg traffic from a packet data network;

means for sending traffic to said specified one of said plurality of wireless

comununication devices;
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means for storing computer executable instructions representing a set of
traffic control rules, wherein said traffic control rules persist across multiple
Internet Protocol sessions; and

means for executing said computer execuiable instructions to selectively
biock traffic received from said packet data network and destined for said
specified one of said plurality wireless communication devices,

wherein said means for executing communicates with said means for
receiving, said means for sending and said means for storing,

and wherein said traffic includes Internet Protocol push data,

and wherein said traffic control rules correspond to a subscription identity.
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