;e3edD46j TT TRANSFER OF SECURI TY ASSOCI ATI ON DURI NG A MOBI LE TERM NAL
HANDOVER FI ELD OF THE | NVENTI ON LSd.avention relates to radio 16 MA
communi cations systems of which a BWB‘WI&(MWCM area network (WAN/ 3 J1AY 2003
non-limting exanple. Mre specificC invention relates to providing
information security when a nobile teEf#pral is handed-over froma first

base station or access point (AP) to a second base station or access point
(AP) 10 BACKGROUND OF THE I NVENTION In a m ni mum configuration, a

comuni cation systemis forned by a transm tting station and a receiving
station that are interconnected by a conmuhi cati on channel . Conmuni cati on
signals generated by the 1 Stransmtting station are transmtted upon the

communi cati on channel and received by the receiving station. In a radio
communi cat i on Syst BRANSHERQF SEGIHRITo ASS QA TR RING oh MABRREL i <

formed by a portion of tile el ectypRROINEL], FHERDEVE | ncreased 20 nobility
of communications is permtted in a radio conmuni cation system because a

fixed or a hard-w red connection is not required between the transmtting
and receiving stations. A cell “'F?EL?PWTHEW\Q@N%Y&\E”] of which a
cellular tel ephone systemis an exanple, is an exanple of a radio
comuni cat i oh sYstsenvertivarrelabe towidib gomgrumiqréilonefystersubSehicharwireless

cel lular conmunj cation syst IS ophysi cal L v. positioned, at t ,any-
locat i on ¢ hr ouglout M EhErRLk WAANLS e b iE Pty MRk (elfeanlf s

i nfrastructure bivehtien eédtbsitoaproe nimmgiimfeatation ssygitgwhehhemobild teemired 09 nal i s

able to communi cate,b of .t he cel |l ul ar comruni.catiQn syste ra? ~~
Fs mo L s ghe ks Bi) B BRITEOT PR R (RS ThET e Dase
infrastructure ahtighocxs® Byiyt WR)el ess communi cati on system i ncl udes

physi cal | y spaced-apart base stations or access points (APs) which 5 each
include a tf%nsceiver. In such an exenpl ary system each base station or AP

defines a geographi c area orggeKGROUNE oPTHMINVENTI®ONYStem As a first
nmobile termnal is used to communicate with a second npbile term nal, and

as the first no§id BiRiEWR FRATIZUFaHAN, & COMIHENLIOB SV HBEBNS foraeddIN & of t he

syst err) un! nt er&mméin%@mw &itd &@ei!v?ngps(?%rpﬁhﬁt By iﬁé%inﬂgcté’d/ 6V a
comruni cations 10 fromone base station to another base station. Such a

communi cati on eeAtBYRicatien phagneldepmmunichiioriogasls geeriaisd byAhs gh
Per f or mance, 4 adi | > ' i fts three
i nde o ety o dhelfie B BB AR EBofi L TRuldaidiPndanSHRRO

received by the receiving station.

Tk

In a radio communication system at least a portion of the communication

channel is formed by a portion of the electromagnetic spectrum. Increased
20  mobility of communications is permitted in a radio communication system

because a fixed or a hard-wired connection 1s not required between the

transmitting and receiving stations.

A cellular communication system, of which a cellular telephone system is an
25 example, is an example of a radio communication system. When the mobile
terminal of a subscriber to a cellular communication system is physically
positioned at almost any location throughout an area that is encompassed by
the network infrastructure of the cellular communication system, the mobile

terminal is able to communicate by way of the cellular communication system

100100
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15 (typically 25 Md/s data rate) conmunications between portable devices
and broadband | P, ATM and UMTIS networks, and is capable of suppork®ng:y pp3
mul ti pl e nedia applications, with the typical application being indoors.

H PERLAN 2 provides |local wireless access to different infrastructure
networks (e.g. IP, ATM and UMIS) by noving and stationary termnals that 20
interact with access points which, in turn, usually are connected to an I|P,
ATM or UMIS backbone. A number of access points are required to service
the network. The wirel ess network as a whol e supports handovers of
connections between access points to providde nobility. Typical operating
envi ronnents include business networks and donestic prem ses networks. An
25 overview of H PERLAN 2 access networks is provided by the European

Tel econmuni cat mothsanStlendactde temsinak ut e (ETSI) docunent DTR/ BRAN0O0230002,
1998, incorporated herein by reference. Dependi ng upon the nobile
termnal's handover deci sion, sector handover 30 (inter-sector)) radio
handover (i nteThaaessk pofrfstruciuans e vesmplatyewiral@eLSEnAehivhtion system | ~1, r ~.

~ 4] ?~~3 3 handoyer), . network hapdove inter access point/inter network
handover) or fH}"X‘ié{T)SWQHﬂB Shd 'Bﬁaéh[’aﬁgrf“’é@é’&oﬂéﬁ‘&?és o %PEEHPA 2. Prior

to the execyti ethahcdbans@y@ivert e so@bid @cetnﬁﬂmﬁrrb&}lsteﬂi‘,l%ﬁcfgl&dsl@@fatibii'cﬁVant 5
measurenents on the frequency that is used by the current access point, as

wel | as on t heAPrdsiineneiceeeeRbit 25T s iRl cerpmaaicptptn &Sttt Aandirst

candi dat es forpgpaRdaNRl-is YRS BB Tc0 wifle: SL2bNYA RBLIIE SIHRRAY afdlk be
carried out by the nobile termnal while it is synchronized to the current
access point. WeiEvemobily tesmiral tgelgwagaves baivoen sipueisyp féhe istghbor i ng
access points, ,filg, Qtéﬂl)ﬁrﬁrﬁuﬁi@&md’@'pogyﬁfe_lﬁﬁra&@ -6\?’Jr'cbhﬁnﬁm&rt‘iton%r0mthe
current access point. During a nobile term nal absent procedure the nobile
term nal i 80t efrporceneitaye giation tnerather Hasoaatine Suel @ pemavwesssiopoi nt, in
order that the il e ] asurenents on nei ghboring
access poi nts.h r@%rgxs%pﬁ?ﬂh{kf%?%%@oﬁ%i g%)%;r%}ﬁi cation between the nobile
termnal and the current access point is possible. As part of this absent

procedure, the bijle termnal .tells, the rrent acc i that it wll
be absent for ‘ﬁ[Fﬁlghr?gggorﬁﬁﬁer{éd?ﬁ‘ios?a%%?é’ﬁé{ﬁ'gﬁf f)‘tﬁ% ﬁsﬁiﬁ@%&ﬁr}gmﬁ%ﬁ nal
cannot be reacdipgohy tirbekinds b€ hinddvee SHIRERIDAN/APROVIDES AIGKESPERY | od, the
current access, pai trigger a nobile termnal 20 alive sequence to
check if the n%?‘FBQ}&J(lmbﬁafigggataba‘?mbvwml?wje%f‘ BT IRARRIGARST t he
antenna sect ory8hddai@ IRCATME aRPUMTS fetGhoak)aald iPEipabla rSapporaagess point
controls the entire handover. After_ a successful sector handover, the

mobi | e t er mi naluBihIsHEAPEECH oS Wl dasahypicad application beiggi igderthdover

relates to acOeRfERIOANISplddded BdaPHEelRRcQRBE1d diRRSGR iVBdstRefurdCCeSS poi nt,
for exanple two access point transceivers and one access point controller.
Radi o handovernctsorksd¢.ar e\ IWHemd I MEB) b masrimg prd stetienasy termamla thadver age
area of o ac i . g I I by the
sane acce;@ pgﬁﬁf&t%{qwg&ew%%ol?dg%gﬁg%%ﬁ%E:rghg%ghggdrr# g(?&r?ggé%(q)g\?\}{? in the data
li nk control (&) of AMTS bhildvee. Mayambgyrodtaoessk po(nk jreaequirmt to sefviee ~* ;| <<~:
- ¢ =73 4 i nypl yedsodNon, & DERORM Goher sl Db Aghest o e neeg for a
handover to anot her ‘access pornt controfler, therhobile tefninal may still
synchroni ze t @ohhectons betweeaacess ppoitsto. promidehhebitas eTyfiealrpbidtiagt er mi nal
may notify its access oiﬁqt c]gntrol | er tgat C;he nobi | e term nal kWi | 1
perform a hand8VEPTPENE HRIHRISIESE BEQ KT #Y QYRETSIATEPIS REMPEkE 8B of a
radi o handsverovatliew @lf SMRBRLIAN/Qab@dst astvaliRdlis 18viged BY tEORARPELIONS,

security para ers, et.c.. are available in ccess i that this

i nformati on irsrleeﬁﬁﬁon}“él-“?iéﬁlﬂ“isgt‘@lﬂi.a“lﬁalﬁétf\}%ﬁ‘lgt-[%j}lgﬁ‘i}'é’?e“itE)Olégﬁaﬁ out when a
nobi | e term nalo28002s 1999 MhedgokeditteinDbypeldténded anot her access point.
Since the nobile termnal | eaves the serving area of a radio control link

(RLO) instance, a network handover involves the convergence |ayer (CL) and
the HL (as mapdendngdedh théfioblt terRSndPsHandJ QorRLAIA Bedibr B$9864,aL i on and
connections, specific Signaling via the backbone nay be needed. Wen the
nmobi | e t erfli ndintgfetestars radie haaeel o dinterSichens dovmrtransccanestinter a¢teas geint access
point, the nobile termnal may still be synchronized to the current access
point. In this case, the nobile termnal may notify the current access
point that it will performa handover to another access point. The notified
access point shall then stop transmitting to that nobile term nal, but

shall maintain association for a specified tinme, when 20 indicated. Forced
handover gives a current access point the opportunity to order a certain
nobile termnal to | eave the current access point's cell. A forced handover
is initiated by the access point sending a Force Handover signal to 25 the

o a o o a Y



1 G~~i~~."1" 2003 5 For further discussion of H PLERLAN 2 featur e§ Sdent haqu
Br oadband Radi o Access Networks (BRAN); HI PERLAN type 2 Functi onal '
Speci fication; Radio Link Control (RLC) that are provided by the ETSI
standardi zati on organi zation, incorporated herein by reference. 5 Several
types of wireless comunicati on systens have been inplenented. and others
have been proposed, to enconpass |imted geographic areas, for exanple a
limted area that is enconpassed by a building or by an office workplace
within a building. Wreless comuni cation systens such as 10 m crocel |l ul ar
networks) private networks, and W.ANs are ®xenplary of such systens.

Wrel ess conmuni cati on systens are typically constructed pursuant to
standards that are promulgated by a regulatory or a quasi-regul atory body.
15 For i nstancehandheer) EEeEN@x(kZhaMomrandarastcmsmmmgateedewrtrhenddEEE or
(I'nstitute of ctric E [ oni nal neer wi rel ess | ocal
area network (LEflﬁBed }fangov (?Tga eércft%g% ny %ﬁgbdgnge etf HItrll'%}{tl‘hz\”gom"nerC| al 2.4 Gz
wirel ess LAN. The 802.1 1 standard speC|f| es an |nterface betvveen a

wireless term nd, a bas tion ces |nt g
wirel ess terni nparl“)rat g?%ﬁ’&ﬁ? g lﬁ% °§Frm gmtogllg H’y'%al “é‘fs a%l/] ?re & ng medi a
access contrsol héddG)enenyeon &fedraﬁkncf)oﬂlhhxslLﬂf:&b?hh@m&'tealmdad’eds pdiat,;asst andar d
permts automatl‘g medi ym shari ng ﬁ}eﬁtween Séfferent devj ces thaé i ncl ude
conpati bl e physYEhPs PRIASLCAURBORT HIBLAG LSS P’&cfﬁséﬁgF‘ésrthia%arﬁrcﬁ{} i§a8¥Stor in
the standard, genghahdovebyMbasurohehtd@nVACsdrapR freqilehdy Zing: curied b€y sense
mul tiple access with_collision 25 avoi dance (CSMAI CA) communi cati on schene.

Wi | e the | EEE tBomobile terring]ayhilepit o 1gsrongged ip thy @uEent aeqeshPeiati ons
t hrough the USEH(Q»f/e\}EPhhlo‘?dérQB méaah% ta@ﬁteq@ern%y%@Hégwxu&&@&da&@sé)ﬁmmt Hal |y

oper abl e pursuant to such a standard he standard does not adequately 30
provi de forlOr eamohllentérrwnﬁbmégtsbestémpaégy ajgpnt {18 dig CaITentAcspssi ipilenent at i on
of 1, 170 :~";," '03 Gthe standard a significant |loss of quality is

soneti mes experi enced durl ng handover of communi cations fromone AP to

anot her AP. Exdassigremabiibéarsingl absan pfacaders the mobils derptindd|ie tarepdsetihyg | ost
or del ayed, re i

term nation of %éﬂg%l}ﬂ%técﬂ Prg’ t&slg)égn%lptera rﬁa&‘ 3 'Dtgg‘lfq‘hé%neonlﬁfett MI‘mflhat set
forth in the | EEvEpBﬁQnrﬂnfbastramdwsabnarecgttbhangfaocress pens. rEuirmg)am tioel arly for
real tine rel ess services., Pro et ar, unctions, have been ed which
bermi t 1 mpr B ed RIS s Lerrt e b B8 Pt e B BG r svan
to the existingobdide. 80%att df thiscdtdedichroARdRragntthe Mdbileaeingingl 28k shd hat are
operable to performsuch 10 p oprlbliﬁry fun tions are refer{ed to as being
proprietary rmdié"&‘a‘;féﬁ?sé% Itw Flal%‘?ﬁii‘é i - ARG R R & S OBt |

consi sting of @efm&)lth@ntoebmmtmhnanﬂnmaw%eamvawgheMir@rh dcBessrpebitl e
term nal comruni cates, nust be capabl e of operation in the proprietary

mode. if both &Yl thgaksgat aﬂswéofhmwat PERSDRIIAT WAB thgger pdRRielerBpBet abl e
pursuant teothgyipg QeFHu'eﬁéea{oych@ElQﬁ“th@%\ﬁﬂ@ttéx‘?rnﬁbl QR idlbion pursuant to the
| EEE 802.1 1 standard is required. Therefore, prior to permtting both ends
of the communication pair to operate in the proprietary node, a
determ nati on WisighCictRA fafloyePtheidrhector BPLE £BES 8iniben£EALNI cati on
pair together to be operabl e 20 pursuant to e proprietary dé. The above
ment i oned copennd Hif q@ateeav;pesap)pnritccamrgh the ewr@é@né@\mr Atties atShlaGGSFféll oper abl e
Loy denti Ty Whelh6! ndidbleBtmBlind (FmfRTUUAREAICLAN BEN. ALEsdagC! NeT
operable in the proprietaty no e apparatus operating to activate both
25 ends of 2§ heAcmadrmlmrmlanIapal t|o atcoessperras Baving hh:ee prmmmeet@sgenmde when
I t I S det er m ned z;crég‘;[s ]:R)al'}ltr ,fcg:roe ? OIZtlLy eSXI tlrsl ransce VCTS an OHC (,e
t hereafter opePat t0 e At A n S PIOH B aer/ ns*od‘e ope |8ﬁ (§EII’I ng
handover pr oceﬁumeSmahmjwrd Eadmmhh@vteeimdiﬁlrnﬁbyo\me@aﬂ rhybxrlmwemirramm a cell
that is serviced bg/ a first APto a.cell that .is seryed bg/ a secor’“:l AP. 30
1 E - i 1Y COB‘@VC from a coverage area of one access pOll’lt to another co erage arca

is served by the same access point. Since radio handover can be performed

30 within the data link control (DLC) layer, higher layer protocols (HL) are not



In addition to the valuable features that are provided by the appara1ps‘qt 2
this copending application, it would be desirable to re-establish a 03
security association as such an AP-to- AP handover occurs. 5 Many custoners,
and particularly business environnents, require a 11gl degree of data
security, and this data security cannot be conprom sed by use of a WLAN
installation. Since access to the WLAN cannot be restricted physically, it
is customary to use crytographicaL nmethods to protect transmtted data and
network el enents. Current IEEE 802.1 1 and I TEF 10 Internet standards offer
two conpl enentary mechani sns for providingdsecure data conmuni cati ons over
awreless link, i.e. Internet Protocol Security (IPSEC). IPSEC is an

| P-based security protocol that provides FOR secure conmuni cation between
two | P hosts. Ainyoimedn Wken e ndielel tPSEGapdastws dle nesdifor 1 harslobed fodi ng of
Virtual Private nN?ﬁera c%ss \éﬁxl\ls)ontr&ﬁerl Fhev%& S%’%nm'ﬁ 1ap%t1h ﬁgghrg 1%% ¢ol can
be used to prOV|d% o-'en securlty for K cur ity

bei ng provi ded mycauthenmeﬁaﬂnmg aﬂdﬁocmmmhdymbﬂagxhhaﬂmmanﬁnﬁgﬁ@d data
packets. |Psec uses sy nnetrl I 0 t hat U|r s _use qf the sane
Enorypt on ands SesTErRrabeCbbRRgRR kB iw! oRlP-chia LEmtnnTese s on

| i nk. Seal abj e kfRyhdradage pBitt cPhdIG0lI tisdicdic @F alrihotandber uneediet migener at e
the symmetric keys for an | Psec stack. Wile the Internet Key Exchange

(1 KE) key n’anag’é‘ﬁ%‘ﬁ’ta“ﬁp BRIIn-g NG SRRIACHISRS, SEFUTIK PILAEH SArSAt of an | P
level security assi@bledhitiNaddeés pen@ o kit thidlin fABRAd@r fselobtdaddaceRss- poi nt
associ ati on, when the need for a communi cati on handover occurs, the use of

| KE or other simlar protocols inflicts a considerable tine delay on
acconpl i shing tReechadil MBIk DECrAbE BuPk REPE RloDilk MR A hbRsqxRhange of

mul tiple nessages, the their use of public key 30 encryption requires very
heavy corrpu]toat|3(9ﬁ355$lor‘1‘6é°é“ﬁtélﬁﬂéﬁﬁéﬁs pint hainpaihegaepile terminaj leavegthe ¢ raffic
can be resuned C [

catabl i shod betupane e Ut AR chtS) REFRLLY LARERE ShBIARAIRED: 1 he | ke
key managenent lpwzitvgs:die converghreae igyrr{Chy) endtld HLrementds npedsd).axsewellir i ng

the handover. t ocol encr on key,
. a sessi ondSpondent S Bpnanr sl eR ol b QAR e ey B Y,
and an AP) ii itee Hedibvabheythe reede. athrecInlammsmlé ormirnd detreassheneaf foan

active secy rdt soci.atio e er AP, .as ile

Rt nal mages TARRRTS o ARS e AFAE Meerss pathi B8 it AE BY PRE-TR B css

radi o netvvor kK aynshtshesd td thelc‘ilrtleﬁt ddcgdut paatit. tllmtﬁnstbasdggh@mmdxle rfrainglt i on t hat
t he present |nvent|0ﬁ‘ é des a | ow or short ?§ g ap aratus for
the key managerf&Ht "¥Hd %E‘ﬁff‘?ritfc%l?§88l”ét‘}i’%ﬁt BT f SAPNE ?’I"r%”a WLAN
comuni cation Lacdi@pdateThe WMaEiFied Acdede pEint Shmpth@ﬁ@d)ptteammtn‘mg tb higat
end-to-end securlt% associj ati on during handover .g. | Psec payl oad

connect i ons betHRUE EHBINAbHUF ghallmaintyp aésr?d‘aé‘%ef%%PBec‘fé‘?fH“%ﬁeWE% t he
handover afhect;gq0ny the security functions between the nobile term na

and the new and old APs 20 SUMVARY OF THE | NVENTI ON This invention rel ates
to radi o comruni cations, to the IEEE 802.1 | 2.4 GHz WLAN standard, to high
per f o mance I aioddiaalio Ay el MRLS abdds PERL AN opoh ki | ETiSk: 51 PERLAN
type 2 standardocangg}to0 r%ﬁ? eve sgéhr$FB asséﬁ?atroﬂ§ etmeén a wreless
termnal and népm@mmndhéh@nvswlWh@agﬁﬂwnmenntﬁweﬁimnetu?ﬂllﬁybﬂwdany | P
based wirel ess 0 [ 1BRA 802.

1. I'n addition ?ﬁ%&%&eﬁﬁ%@pf% szrctft\é\@s ;?J?m' J\%ﬁgﬁgg frEr%g%‘t e tgjﬁrnrg?l%‘{‘a'%%ves
betmeen tmdSIP$E0nbbueeﬂnemﬂ|ﬂnesephsbéumthxn@bds$mh3ndumdhn00nnmnh¢btes

W th an endpoi hanéohvaétr ahd ergl%:s its \é\fdrceell]e%tsgar 530 v919| trllc;[r it ?’mds a new cell, In

a second procedure the mobile terminal has the opportunity to come back to

the old access point if handover fails.



1!~~" A" ~ni a_.c.~~~ c) The present invention provides an efficﬁ&zpﬁw
nmet hod, apparatus for reestablishing an existing security association W 12003
handover event occurs ma radi o comuni cati ons system such as an | EEE

802. 11 or a HI PERLAN QOperation of this invention increases handover
performance, and mnimzes 5 the delay that is associated with

re-negotiating an security associati on between a new AP and a nobile

termnal. The invention provides an efficient way to maintain an

established security association between a_nobile termnal and the w rel ess
cormuni cati on 10 network when a handover otcurs within the network. An

exanple of the utility of the invention is a W.AN having | nternet Protocol
Security (IPsec) based security association between the APs and the nobile
termnals that kerdugifendincuspi@n\Rf AN HEREVEY/2 fedures poeHy Riqadhad Haduys

utility for mai QtRsOHNREYARY (BXRAR)OHIBYRRANCYSES Wuht YoA$ SPEL ALL RN, such as
H PERLAN 2 radio level 1 S security functions. In accordance with the

i nvention) aut h&aftip &ank eanEel RLpheteare eravided Dxtheig L& Hdpuatidonevent s

achieved by a cd}g;,r{igﬂgﬁ{’ ril%p}%ﬁ@d%;g;@gyrr@fergn@e,accor dance with this
chal | enge/ response procedure the new AP sends a challenge to the 20 nobile

term nal, wdereupon the nobile termi nal (M) responds by sending a response
to the new AP. t [ hot Leation
pair that is na%geﬁdgtt%%@é)lf%ﬁl%g ct5 @%ﬁn%ﬁu%gr?gmgﬁgiﬁ% gée@ﬁl}%ﬁna ij/&gener at ed
by a scal eabl e dndytixss travageEmpmopEedt ocokompass laxiderbieghapher mets, Key
Exchange (I KE). Securit.y..associ.ations are transferr between t.he vari ous
Al's that are vﬁxflwpﬁe % hé"'i/cvl PE aetéa]%t légﬁﬁ%mn%:sg?(fg ai’&‘sl ‘(e%%]olrr? order“to avoid

t he need For a wakphoe wdihid & beidinke W ralebadugendaicatich sacmshanrdaver . ~, |

, ~n~ ,ii 20(?3 to The keys and their related infqrmation are requested by
2 new AP bl ngva st P prbres et end. &8 WLale Be ke PP Rl Fon aye
transferred fromtths. old AP to the new AP in one or nore handover nessages

t hat pass between the old AP and the new AP. The exchange of authentication
chal l enges and 5 the responses thereto are integrated i nto handover

si gnal i ng that WEEKESARMWRRRISNSy RGNS AR t3pidallheortBRLled puesuahin@l that is
i nvolved in the handover. I n accordance with a feature of the inventi on,

the nessages astandpids (hataeepomudesied By a(Rpd)oRL 85 Geas! 19l aiory 804% be not ed
that this ijgvepll aikisheks @E?EEE%ZWI%&T&P&pfi‘a‘ﬁﬁﬁg&e@% e BADARLAGALYON 1S a
desirabl e but an optiona eature. Wiile a secure connection is preferred
bet ween access Bbygitnea)and ddécteonieBagimeerir)iis a motelgsededat etbametword (it and
scope of the igyentiQh. Trpﬁ t h&.r f Li6P2 A AANAN8 9GSy Ofrpb NE
invention wll rgtnélemiallp ar en ?geﬁ%@g © es?l?ﬁ%{leqlln %'he art upc?n r E'eﬁrg%ce to
the follow ng @e2aillseuhddeswperiites en iverfebrebitweent vorglesahéotindesdra ptst on
makes refer enCEs’ta&i%ntorr]%cc(:jersg\émo{r]lg,'a52v9€ll as among wireless terminals. Standards
20  pertaining to a physical layer and a media access control (MAC) layer are set

forth in such a standard. This standard permits automatic medium sharing

between different devices that include compatible physical layers.

Asy_/nchronous data transfer is provided for in the standard, generally by way

of the MAC layer, utilizing a carrier sense multiple access with collision

25 avoidance (CSMA/CA) communication scheme.

While the IEEE 802.11 standard provides for wireless communications
through the use of mobile terminals that are constructed to be mutually
operable pursuant to such a standard, the standard does not adequately

30 provide for real time wireless services. For instance, 1n an implementation of



BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a showing of a corrrrunimag.g@n 3
systemin which an enbodi ment of the present invention is operable.” “'Fﬁ@
2 is a showing of a forward handover process in accordance with the
invention. FIG 3 is a show ng of a backward handover process in accordance
with the invention ~r r '~"v~~" ?2Q03 FIGS. 4A-4C provi de anot her show ng
of the forward handover process of FIG 2. FIGS 5A-5C provide anot her

showi ng of the backward handover process of 5 FIG 3. FIG 6 is a show ng
of a HHPERLAN 2 forced handover in accordance with the invention. 10 FIG 7
is a showing of a H PERLAN 2 forward handéver m accordance with the

i nvention. DETAILED DESCRI PTION OF THE INVENTION FIG 1 is an exanple of a
comuni cation systemthat provides for radio 1 S conmuni cations with and
bet ween a pl ur ¢ stgndsrd pskgniBeané dos walagaliafis whihethmppdideeictedmduralg 12 is an
example, |n angLhes FRIBhG.RRAIBECASR BRI (CAUAS Afeptadlge hhgLface and
fi xed network bridge, w the“access pol nt's connected to the {''Xed

net work) this exXdaglfeamatare sgueeplilig t¢ hein€Gut ohdenyed rBfuBingin Gerwasnifcat i on

system 10 fornms_a W.AN. .t hat provides radi o 20 mrunications with a
ol uraltty of mesrrurearn Ay ROTY! SR ERRy G o P ITHI RS0, | St andard,

as wel | as, spoOpertdtanhymopes &iffarent tianahgrsepfdret mrtye NOER 802. 1o pemdhidon, as is

described in the ($b%§e nment.i gned cop n(:[j n gatent a}g#)l icati on. O her

conmuni cati on &{FsPETRLOTS RIS BYHGE T ar%‘ﬁ FEEYORC'6Y TR Pr esent i nventi on
i s al so oper abPegrietsiy Fin@ione ha eObFBAYropdse d Wisyspe@nB:t indroWdAN:ialQy bncl udes a
plurality of spaced-apart APs |14 apnd 1 14 that are individual Eﬁ | ocat ed at
two spaced- apaFPTBUBHRHPRT & JARPHTDIRLPOR AP USHHAPT tade AP 1RE 1EEEL shown, in

actual practicegos]gkaatsd. MDA @bbiftPeramIsuhhl 4ré @FerabRSto I ibrhdudlk ©
sonetines referred to as base stations or renote 30 antenna devices (RADs).

The term " 4% ceB¥Ppistasy funotigps aregeforggg to g pme proprictary-mada,capgle12 general |y
be used herein to identify devices that norm points of access to the
network infrastructure of comunication system 10 The term "nobile

termnal ", "MrHogevempeth endalpof a gemaruaidajiop@airseensispngdéntielilaievnges t hat

form points of artC &SSP h{?o@g{?&ﬁﬁhﬁﬂé Hltoﬁile Iserminal communicates, must be
capable of operation in the proprietary mode. If both ends of the
15 communication pair are not together operable pursuant to the proprietary
mode, conventional operation pursuant to the IEEE 802.11 standard is
required. Therefore, prior to permitting both ends of the communication pair
to operate in the proprietary mode, a determination must be made of the
ability of both ends of the communication pair together to be operable

20  pursuant to the proprietary mode.

The above mentioned copending patent application provides apparatus that is
operable to identify whether both ends of the communication pair are together
operable in the proprietary mode, the apparatus operating to activate both

25 ends of the communication pair to operate in the proprietary mode when it is
determined that pair-compatibility exits, and the apparatus thereafter
operating to maintain the proprietary mode operation during handover
procedures should a mobile terminal physically move from a cell that is
serviced by a first AP to a cell that 1s served by a second AP,
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Each of the APs 14,114 includes radio transceiver circuitry 16 that is
capabl e of transceiving radi o communication signals with nobile teﬂﬁfﬁ&ﬁéZ&B
12 when the nobile termnals are positioned w thin conmunication range of a
particular AP. CGenerally, a nobile term nal 12 conmunicates with an AP 10
14,1 14 when the nobile termnal is positioned within a geographic area or
cell 18,118 that is proximate to and defined by a given access point. In
FIG 1, cell 18 is associated with access point 14, nobile termnal 12
resides within cell 18, and cell 118 is associated with access point 1 i4.
Not e that node selector 34 is included onI@ When an inplenentation U the
invention 1 S uses proprietary radio link | evel nessages, this not being a
required inplenmentation of the invention. Access points 14,114 are coupl ed
to a central cdﬁﬁﬂéﬂﬂwﬁpﬂhiEEWﬂWeigﬂuﬁﬁﬂuﬁzﬁiBﬂwygﬁéaﬂhyawﬂﬁwwséfﬂaﬁ | P
router. CCU 22 p HariGANASRRILHS al QraBlk R RXLEI0RL seqpmyni cat i on

r .
net wor k backbonepgi{l‘#lqg\lﬁf’ﬁough not shown, other comruni cation devices, such
as ot her conmurdAseetidtom astsach eng\FardABttedovoweenrscat i on networks are
typically coupied to comuni cati on network backbone 24. In this way, a
communi cation path can be formed to provide For comruni cati ons between a
mobi | e termSnalMagy eystoroensmandi pati¢wWarlgbasinessen2Botheatts.arcquicoupigd, either
directly or indjrectly, t i gat Lon networ 24. | ocal
communi cati on bdéatg\r/\e/éaeonf aﬁae&ﬁﬁﬁwﬂ @'%?Qtﬁgﬁﬁne tcg?'?%q%gltzg&%é&ﬁge@éﬁ%s?ted. In
a comuni cat i orflhedbadhinpallatonl’ Sintdbadcesst terthe Mal AN kanndthie restnotedi cat i on
path fornmed therebetween. includes two separate radio-|inks 3~ y 6 f~',~Y
Q003 | 3 APs 14,pﬁ§1lc?l\,{:g|lhgecu5{9ma,%f0 %Tee%??tgéap%é“g R%ENIS AP BFHFar i ous control
functions rel atte@dsi@tRpRitabidRet@brit flemefspeNiriene IFFE 802N | Rh&GITEFcoNt r ol
el ements 28 are each shown tq include a conparator .32, .a node, sel ector 34.
and a handd¥er 13¢ERSt sBNAsIEy OLfEE BYKFOMPleBEntarn MERNAUSPT HIF PEPUAESLECYEe 5

functional and g@faecdriRhBIRYRGvENa MHe1646 $ink Efe . MRRRRIL Pr&ldeh Srurityor exanpl e,
al gorithns that are executabl egﬁyﬁ)@pr ocessing circuitry. I n _another

i mpl ement at i onIBSEE) JREELIRan sesh secpRy IPiasal Byt BipeH s IFEHR A ar e

| ocat ed el sewh JCh ! inal indi | ock
28', or at Cw%églma@%ﬁgﬁ?gﬁgeggggbSFO}%OE{S%%H%%?&tsﬂetﬂ?lljﬁ%%légﬁ@‘%@rfor med
by the | O cont rioin ik dndding ofafirtyel Ryjieate Netwerdis eBNgst several different

devi ces. te that in accordance with the invention, conparator 32 includes
security functions, and bl ocks 28 include nedi um access control (MAQC
functions. 15 [mWh&Noyssmsube IRsac ardoarl canemeett togiroFd&.enlistoand as t aught

by the above nentigned endi ng,,pat ent. applicati.on,, a ¢ ni.cation pair
Chat consi st s St &S P ERR G aPE Bt BOpk PR iR nD- SRETALAEL ¢
pursuant to a hidbr 8AZytidg Siearulamdtadodiea pldeatsi tIPbe et eymmeatt t hat t he
comuni cati on gai r are}l ntglt bot h roprfj Et a{%_ node corr%)a/i ble, or they are
oper abl e; pur sGRRECERPPh mzﬁqb‘r’?)%ﬁeeoté § SHBHETURRACT G & b igRtian ¢ hat
bot h nmenbeps okey hebadAUNL LAt BMuUpRANIoATiIGk PSeMabRtRl yndmademeapabl e. I n
order to produce this result, a conparator 32 receives jdentifiers that
identify the oBB’r‘%ﬁléﬂfscFél BBt95 1ohe LoEpRarare ths HIMRFIISIEYE KY YHkcess poi nt
that form a coppgdpiseaki on pair. A node selector 34 then selects the

st andar d- node of operation or..the 25 proprietary-node of operation for
comuni cati on between the nobile term nal and the access point. As the
physi cal posi t ixgfi(eOfhe 2nteRfRk h@ytﬁeﬂamlaﬁ@) Eé}aﬁﬁgﬁﬁetl{e‘ﬂmiﬁﬁ&éoll@u&@ulc_el 118
during a given comunication Session, nobile termnal 12 |eaves a first 30
geogr aphi c2ar eforitBe esiablishamespplam Blayg! wpuny asseiatipredueig af inatiglecond 1 a
r ~ ~ ~r aoo3 14, 9eqar AR &cA:ERidt a]sgocti!\]l%n,'Wcheﬁqw/hg%dfopx CAEITY;IIII‘A'&H{EIHI S
cell-to-cell or area-toarea novenent requires a handover of conmuni cations
fromthe ol d- ARarldbvehedcurs tizsswaifdKédorvathér simedaf prosecody edlidi8 at o t he new AP
1 14 that is agscgc' azElﬁinWerzE hgn sce%oqpcij. area 158 d tvhus. ger m'ltti%g Fonti nued
communi cation W PR B*Hobi1e term pal s ﬂéna% ?ar} avaf f‘lcl’tp)fo P&r i ner
36 provides i nedqoakithansxdhangodi heltipts miesalesl 2Zhofheirhae a¥pubabkey APs t o whi ch
a handover _of conmmuni cations is possible, this_ availability being contained
in an avai PAbl BMEXRAULTABITET VITY SFA9RCARRY AU cHIC AR HANIHET PAEIR RTVE of the
APs that are avail able for the handover of comrunications. Avail abl e access
point list 38 can be comrunicated to the nobile term nals



12 at selected tinme intervals, or access point list 38 can be prov |qj
each 15 nobile termnal 12 when the nobile termnal is initially ac va‘té303
or a network prefix or list of network prefixes can be used to provide the

sanme goal. In this explanation of the invention it will be assuned that a
security 20 association (SA) exists between nobile termnal 12 and the
current or old AP 14. That is it will be assuned that nobile termnal 12

and AP 14 share the same conmon set of keys and other information that is
necessary to achieve the security function(s). In accordance with the
invention, this established and shared security association is transferred
from ol d-AP 14 to 25 new AP 1 14, in a secure fashion, as nobile term nal
moves fromcell 18 to cell 1 18. This transfer is made in a very fast
manner by mi ni rigfingan he resumse onbf afitrwaga ve heduridy esseeatend haobef ect t he
transfer, and t@éta%* Eﬂ’gdq?ett\}v@& tthg?le SEPQJ]d ‘?l'rjéjt%noﬁllé(?eym?lgﬁr%Ptugé)g' fﬁ% (RE esult,

t he |nterrupt|on Oof "a payload traffic trans to an fromm) iTe;, term naI
12 i s mni m zedkeyamnagermertrpuptocalor othersucPprotogdls pre@dnts pEobddmg tersng ype

bei ng very trrpq{tgntd f0| real -time services such as Voice over 1f (VA P)
and video di stribdt1Oic 1 n accordance with the invention, an authentication
key or secusity 5 association for both ends of the communication link (i.e
the Iink that |\£VC] veS m)b{a e ter{n' ngl %2 and AP 1 generat ed by a

seal abl e key manageERtCprBiRence! ¥R é‘aP‘KEe“”?(P‘b ‘?ﬁj{ ot e St'RAt

Di ffie-Hel | man dépahdeychangsic REVLOEPDlicdAtIREEDa BRDUE itdrndedd.and An LR, &1 is When
nobil e term nal, 12 nov fromcell 18 and its AP 14 to cell 1 18 and its AP
114, aut henti c4FF'BPIGIR i h@a%hﬁaﬂacfeweﬁfa@é@wf PR aglivh BGeHAssqigtion
invention's sifRn€oshAP!6RASIHLAPORS theRf A5 RA BinaANSPes WRRM tht ¥overage

associ ations are transferred between ol d-AP 14 and new AP 1 14, thus

avoi di ng t K8 ndwd iFprovideddw e yirlessardje "GUreTRgr aYHigRdover from ol d- AP 14
to newAl' 1 14. 15 During the chall enge/ response procedure, new AP 1 18
sends a challenge to nobile termnal 12, whereupon nobile termnal 12 sends
a response to hewArlighgof this kegdgtonod infeobiden thet thiepagsetpinyanthemt i cat es

new AP 118 in AR T rel ated
information ar Orajé%glfeaglt ed by%heé%MXPJﬂ%h%gﬁlpaﬂg&g\égéﬁ%ﬁﬁégﬁaggg%ﬁ?'gpldg erred
from ol d- AP 14s¢omrxm;eu\ssAEaamoxizﬂc-esralbﬂaamimnedumazssélgfeéN @mmi@rdtygn t he exchange
of the aut hﬁ |onwrégel] ‘%es and tdhte les sesdttger ato are i nt egrated
into the hé do %’? svlergna |nlg that® O LU s HeT\A eneneé] ,&IB SECHY 4 and nobil e

term nal 12. Fh{socidtishdweng hindowvar ¢k. ﬂ;lamdm}@rylcﬂdd@onpénms$aet2a0:ehnhaccor dance

with the inventi t hi.s belngap rred enbo the invention In
f or war d handovB‘r"%gFé puralzgd aeryer), é‘fheé‘?‘@ﬁ%ﬂ ‘i‘%ﬁ@g‘“%f @&ﬁ{s P W¥en rmobi | e
term nal "I Szchkify fncBokdbet@eédViheqhobile) tedithaN et BRGRSSarfi0dIBIAKSAP or ap)
114. This type of handover is especially useful when radio link 21 is |ost
wi t hout prior warning. FIG 3 shows a backward handover (HO process 30 in

accordancezgM th the inventi osyMaMARR2OKVEIE MaERYEONPr 0ocess 30 handover
IS requested b¥gm)b| le termnal 12 comunication with old-AP 14, this

resulting in alBBravwaiondeRicsie fdimsegalw waqueriedhe HIFE Be2.shavhCHE FIG 2.

During a baCkV\WL@M’Q%&%Hﬂr t@h%ﬁ%ﬁfo%%ce%&!oqecdl%réaonéd%rktshe radi o
interface rressgge 31_that carries the authentication chall enge from ol d- AP

14 to nobil e tdfRERUANS, tQ)thaIEsT@ItHW@@é{ATMmWVaMHMﬁdW@P IBSECTmeg! is, 10
aut henticati Ons&nﬂy gs?sgﬁaga'? “}Iéglig quhqu%lgl i;n% 1@@[) el%@%ﬁ‘f‘s nf"ille 12 that
nect

it should di scon romo connect to new whereat a
security agsocinagnioon finds utility in any IP based wireless network, examples of which

include ETSI BRAN and IEEE 802.11. In addition the invention finds utility
when a mobile terminal moves between two IPSEC router entities where a
wireless terminal communicates with an endpoint that is not a wireless access
point.
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(SA) 35 has already been prepared for nobile termnal 12. As used herein,
the term "ol d-AP" neans an access point such as access point 14 withf1/37 2ngq
which nobile terminal 12 is originally or currently comunicating. Thus,
the term "ol d-AP" also means a "current-AP" with which nobile termnal 12

is communicating at a tinme that a comuni cati on handover is required. As
used herein, the term"new AP' neans an access point such as access point
114 ~0 with which nobile termnal 12 nust begi n conmuni cati ng because the
nobi |l e term nal has geographically noved froman old cell 18 to a new cell
118. Thus, the term "new AP" also means a2 future-AP" with which nobile
termnal 12 will conmunicate after a conmuni cati on handover has been
conpleted. 25 In FIGS. 2 and 3 | EEE 802. 11 nessage nanmes are used, and

addi ti onal par aﬁet;arcsenoin\ftehéorhar@@dmranréﬁsiag@se@mé’ashmm tplowever, this

nam ng oftherre es s I e .of o i.Qn since
t he _ ?a%gglaag aﬁ.?xxs in n %1{6%98%‘5&9 atéxragcv\? e%% ha?n o%cnlene}gt Cgl[};sslg\/)st g,

t han IEEE 802 Jadadfﬂ\c&musemomxcmstsamdedsulvlfk@s @WEEEr&Oaddessx ldkPrﬁPrLoW messages

in FIGS 2 and Q carr i tional

| nt erfaces | s MQ}&}D y[HéSfllné?rgrOﬂ IHClieﬁ%etSR govr?égarst?rmanced«.lnddndu 1m(1)zr<]=,s|
nmessages -~s savahae@layﬁwltms avsdeitedoy g ar- adtogiatiBean siduyity hisocgudesi rabl e t hat
nmessages t hat %arry t he %’S be ci Ehered herefore, the transfer of
security associP4PYGH DIEVSATANG LTARYE SIS traffic between APs 14,1 14 is
shown as being encrypted and aut henticated by |IPsec. 10 The specific neans

whereby it is determned that nobile termnal 12 has physically noved
relative to cellhs ingenfiongrogdenag Flfétc'qﬁ‘ér‘f’déf\i%PW‘%taF‘éﬁlﬁSF”é’é‘Sll?dssel‘iBf‘tycr| tical

to the present ;kQVER{hMRewdda BHBITP R MmN EnPHRCLHLIEs SARMBRicaRG ogous to
that used in conventional tine-division cellular systens that use 15 nobile

assi st ed hdfAdowervark odwaur kandoyer qgemervaithin fegpdtwotler M gapmple ¢fdhes to
control channelg ggom%l PeiioRi8h WPLANOKa Sl BN ARRAL sClh (AME

cells | 8,1 18, exanple at tinmed inter si gnal strengt or
sone ot her si gha*edmamatytaesocsem@ sareherathe i s @drtbe modile ter@fm@lhéh@lagmal S

that are br Oadca%é 91-?0\;&’%% r»lltervgr e 1%n9x% l1osn Zﬂg%ﬁBH‘S Lrptllntgat%tjhm%ﬁlt%m iensed by

mobi | e terninal” SI ghal's th are ur enent
at tlloblle tenanyngle o]f21yanm1d frenrigessodytiéh euatoi HH’EMLMN%tadtcolewet wor k 10,
wher eupon net wor k LO det.erm nes whether a conmuni cati on handover shoul d be
effected. WhenSFErTE THSH8PH ned that handover is required) instructions are
sent to nobile termnal 12, and the communi cati on handover process of FIG

2 or FIG 3 begins. 25 FI 4A- AC provi de anot he sh forward
handover pr oce&®3SETHIEE & ‘@Sﬁﬁﬁ‘?f’eﬁt?"dhe’l‘i’éﬁﬁ%‘%/é WBB%I"B“TI B&¢A 12 ~s

provi ded rel at hy@idver Vet APackdev@n byneyafiPnde/kdp@iiie rmkneberet Ghﬂibﬂ&hamves
fromcell 18 to cell 118. In this fy gure a nobile term n? | so
referred to usiig HHehaEpRgesEsPeRse Prwpareafhe HEWEYS ST AtC 16#%@ tPéhw )

referred topushid®ilk h&ntif4iMwheRupon the mobile terminal (MT) responds by sending a

response to the new AP.

An authentication key for both ends of the communication pair that is made
up of a mobile terminal and an AP is originally generated by a scaleable key
25 management protocol, for example Internet Key Exchange (IKE). Security
associations are transferred between the various APs that are within the
wireless communication system in order to avoid the need for a new and

different key exchange during each handover.



1 ~,N,i Yis Wth reference to FIG 4A, forward handover process 20, is,
miated at nmobile termnal 12 by the yes output 400 of event 40l ndi catV'i
t hat handover ~s required. Mobile term nal 12 now operates at flll1Ct 1011
402 to activate its 5 radi o handover function. At function 403 nobile
term nal 12 generates a challenge to new AP 1 14, whereupon at function 404
a MAC REASSOCLATE- REQ nessage that contains "nt_challenge"” is sent to

new AP 1 14. 10 At function 405, new AP 1 14 accepts nessage 404) whereupon
new AP 1 14 operates at function 40Gto send a handover request to ol d- AP
14. O d-AP 14 now operates at function 4070 o retrieve security association
15 paraneters SA SA fromits security association database. A d-AP 14 then
operates at function 408 to send a handover request that contains the

par anet ers SA, SAht eyreapdApeit rdlted\ijifonmpedeprgreguastedfiYG a8y AfedwrAR 4 14 now
operates at fungt] 4 r e [ ALl erates
at function 4loﬁ%’40d%86ern€rr 5%53’ é’pdc gﬁﬁ%gﬁargd (?tgg]gﬂ]tt ré’r@ ?(ﬁzglgéeﬁ%(??rféﬁ@é?lngggal 12,
operates at f uncldi AP tefhelnemoA®ah out at eroae hasjponsmessogdshdat’ piss dbimlceenge”

t hat was contai ped i I 4A' s S e 404, apd rates at. function 412
to send an MAC &R&ﬁ%’&‘?&jﬁﬁﬁﬁgaﬁa@ﬁ P{] wﬁ{)‘glcflté?%c HlnS Wssage
412 25 cont & nsthehespoapesit@eeonse infepaitediaso Saldoutadigehling tbpercatiison of

function 41 1, contains the,” [l t hat t ed ti
of T uncti on 4105 RAER UBIER A IRBERCIOP Y BYREA Gh o NOGIVEd 1 GrHdEVT2 now

operates at function 413 to update its security 30 associ ation paraneters,
operates at function 414 to calculate a.response to the 1t; f-1,~ ".'

203 19 "ap_chal Ingifgerdapery thaciepty e be iBFoiay B mpsssyareipedivm gng’

operates at funglbiQnohl®d! IMACOMRALSLhe "ap_response” that was recewed by
way of nmessage 412 to the correct or expected response. 5 Wien the

conparison Berformed by function 4 ( 5 produces a correct conpare, function

416 operates tzﬁfgﬁ‘g{%tgﬂﬁt@g ifVendior 4 re MR PQ\Flldl;Lr%f‘d%%%ﬁg@oﬂ7 operat es

to send a MAC- CATE- RE nmessage to new nmessage

cont ai ni ng t he duthentiesipemised' dasirablevia az abyohadtfedduzgt f unction 414. 10 Wth
reference nowto FIG 4C, at function 418 new AP 1 14 operates to conpare
the "m response” that it received by way of nessage 417 to the proper or
correct respons¥hilandesdreonincsion ospaférswinbapw ociuaressst frants psuck et fegtonpar e,

function 413 onetat &3ulla BYNEINLE A LsTRRbLY et SR 12 New- AP

These and other features and advantages of the invention will be apparent to
those of skill in the art upon reference to the following detailed description of
the invention, which description makes reference to the drawing.
20
BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a showing of a communication system in which an embodiment of

the present invention is operable.

25 FIG. 2 is a showing of a forward handover process in accordance with the

invention.

FIG. 3 is a showing of a backward handover process in accordance with the

invention.
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15 114 then operates at function 420 to send a MAC REASSOCI ATE_RESP rressage
to nobile termnal 12, whereupon handover is conpleted and nobile tdrfiltal 2003
12 thereafter operates at function 421 to resune its payload traffic using
new- AP | 14. 20 FIGS SA-SC provi de anot her showi ng of backward handover
process 30 wherein conmuni cati on handover is provided for nobUe termnal 12
relative to old-AP 14 and new AP 114. In this figure a nobile term nal or
MIis also referred to using the term"nt") and an access point or AP is
also referred to using the term"ap”. 25 Wth reference to FIG SA,
backward handovc;r process 30 is initiatedlat nobile termnal L2. by the
yes out put 500 of event 501 indicating that handover is required. Mbile
terminal 12 now operates at function 502 to send a handover request to

ol d-AP 14 30 HGS.@A-4Cpoe:83d@endhershowsispgieths0@rwasd hecdiveedrogtssaifd- A" 14,
ftll1Ct 1011 @3F cepts the nmessage, function 504 operates to retrieve
security associ atl on paraneters SA SA fromits security association (SA)
data base, alld fLIT1C1011 J(JJ operates to send a handover request that

contains the p rs. SA, to new AP 5 t he ararreter SA, SA
that were recei Z}ge%“h's RIQX s aggther § ‘W‘Rﬁ’oi 4bet%fjgwagdp HP°TaRtti on 50G

to create itss oy gecurity association (SA). New AP 1 14 then oper ates at
function 507 to generate a challenge to 10 authenticate nobile termnal 12,
and at function @8 a handover request is sent to old-AP 14, this request

508 including tfe, sapaGhakIgnae HifEtL ARS ﬁ%&@rtﬁtte@lv@tmfawmwe wagy, and
"other information". Wth reference nowto FIG SB, in response to nessage

508, old-AP 14 tl_’tS”b’Gét'a*t -es at function 509 to send a MAC DI SASSOCI ATE
nmessage to nobile ternminal 12, this message containing the "ap_chal | enge"
and the "other information" that was ol d- AP 14 received fromnew AP 1 14 by
way of mesdége 3087 i@ shewmgsyieriEP BRI Aesfaguargdendertsith ac¢asdaricaayithy 2
activates its rﬁglg Fﬁ\&gover function at 510. At function 511 nobile
termnal 12 now updateS its security association paraneters, at function 51
1 nobile termnal 12 operates to calculate a response to the "ap, chal | enge”

porti on of essases. SO0l g0 npsERTn PRARRULS BT 12
function 514 noBGl € if ex exanaple HP a someh a1 dkicn RIASHAEL Viiby REQforaagiage t o
e AL o3 e R SO IS e el GRREPSEL A et sl 0
"ot her i nfor matmddile.termihak 12 is'an' ex¥mPlel O another example, an access point covers
the radio interface and fixed network bridge, with the access points connected
to the fixed network, this examplie not requiring the CCU shown in FIG. 1.
Communication system 10 forms a WLAN that provides radio
20 communications with a plurality of mobile terminals 12 as set forth 1n the
[EEE 802.11 standard, as well as, potentially, pursuant to a proprietary mode
of operation, as is described in the above mentioned copending patent
application. Other communication systems are analogous, and operation of
the prcsent invention is also operable in such other communication systems.
25
WLAN 10 includes a plurality of spaced-apart APs 14 and 114 that are
individually located at two spaced-apart geographic locations. While only
two APs 14,114 shown, in actual practice a greater number of APs are
utilized. APs 14,114 are sometimes referred to as base stations or iemote

30 antenna devices (RADs). The term “access point™, “AP”, or “ap” shall



21 Wth reference nowto FIG ~C, tunction ~ 1 ~ provides authenti cmir\org, f
mobil e terminal 12, function ~ 16 conpares the "nt-i esponse" that g TAY 2003
recei ved by way of message ~ 13 to the correct or expected response,
function 517 cal cul ates a response to the "nt_chall enge” that was received
by way of 5 nessage 513, and function ~ 18 operates to send a

MAC REASSOCI ATE_RESP- ENH nessage to nobile termnal 12, nessage 518

contai ning the "ap-response” that was cal cul ated by function ~ 17. At
function 519 nobile termnal 12 operates to authenticate new AP 1 14 by 10
conparing at function 520 the "ap-responsel2 contained in nessage 518 with
the correct or expected response, and as a result of this correct
conparison, function 521 causes nobile termnal |12 to resuine payl oad
traffic using ngwd?amy B4 usékbhdreiam itanapavectd taarbrRep Seen fhbaks theepr esent
invention provides a method/ apparatus the provides for information security
when comuni cat F]BW‘W‘ﬂ‘?fr%?‘rg'ic%‘go%‘lfl’?‘é?‘tcé‘r’ P e 307 d D4R IR dTeRS from a
first access- poidinidd” 18" sLCANTIRAAGRASRQINRtusdd Ifidefvi BONBVIYS GRtifef Sy St em
| Uis provided having a plurality of acceSs-points, each access point
serving a diffepP@rs PHORI2ECEOPAMER that is within an overall geographic
area that isgserved by communication system 10, and a plurality of
nobile-terminals |2 are provided wherein the nobile-termnals are

i ndi vi dual | y ph¥sétcaf thy ARsvidabldeingludhs radideranseeival Firgatyrigghiic's sppabland
between the di fI)F{raenstc 950 rragpohlocmnq{u?%gt'i n2551 lllﬂst\lvrllﬁl rgggﬁem?rrnmals 12 when
process/ appar at Us" o1 FReEHventaon, M HeR" 181 E Ysensed en a given

nobi | e-t er m nal thkZnomlkcerthinain ae posimunéC withonednnh hnieméen wmwingéhofiafir st
access-point 14 into a,comuni cation-i.nfluenc ith a second access-point 1
14 (see 401 of BHEHAT Ald Gor g pressilaprminal i Leommly iitesInahar G Psuch
nove i s sens@d, | $eCUmhty tiasmobilatarmitra sy paseti @led vaitieinfagiecoaghicraea 6t r st

access-point 14 ( 407 of FI G 4A and 504 of FIG ~A), a securi
association is %’?]ggf’éhé)ﬂ’[at é%%’BﬁH"aé’éé%@édsg%fi”md by “l&“’F%ﬁ a%“@éi‘)f’%l’&ﬁcwwqh t he
retrieved secur i tosARSRGRIci A0 RANATEEE KB it I8endB8e @frnfd{p 14Beanes QU6 of
FIG 5 SA), and a security association created at given npbile-termnal 12

in accordance wrtthingsdl Fappd sglbd 18 actmspeigted ubt peseropripht Hivebtedhitsee 413
of FIG 4B and pbe MiedtbiB4 %ﬂl)muaw@mvafg& SGkp18mBPYBotk 81 BRN{RLhtioAN

aut henti cat e-access-poi nt-challenge is 10 sent from gi ven nobil e-term nal
12 to the skton¢seapeapsieidsyirpdiodinkgeye] aeesapues ofhint bems af@u8E8 of FI G SB),
and an aut henti catig: oabiibeof BleThi@hionhal | enge is sent from second
access-point 114 to given nobile-termnal 12 (see 412 of FIG 4B and 508 of
FIG ~A). Note that the above described access-pointchallenge is an
optional featur f; J W I Qn, Lo.r he-c CU

aut henti cat e- ac%ceés%s§ E{)}Iﬂht - éﬁgf %’ en&g&]'?ﬁé?aicgﬁlggghz)?’\t/rgguéllgg%c{gji) \%éh ccu22

nmobi | e-t er m nalislgpicdbcohdb acee s’ rpoemtCAULAL providge fiar@nesctams to an

aut henti catg-access- poi nt - r.espons e 1 El 4B and 51 of FIG
5O and' Chls aOREA el e RRECREyaATFackbad At e Mo u RS oR R, Ei®hob 1 e
termnal 20 12 domeruritdiof ddlides, 4Bhandtiet Coofmirhétiob)stdtivns @asporse to t he

aut henti cat e-nobi | e-t.erm nal - chal | enge tlpat is received.fromsecond
access- poi nt | SORTETGRPTRBT PSS RIS R € SPRAUN UOR pervork

aut hent t cat e- mohickBordeer4m Mathis &R ANSMkSAEattbldph cinl G tABcand padvide &fr FI G
25 SB), and this authenticate-nobile-term nal-response is sent to second

accesspoi nt  11400¥BENAAPNSOCRY 8N UBORNE BT 2@pg comg)uniRUONS&LgSnpar e at
gi ven mobi 18- t 6 8k ot AAMIRPEIBLBS 0 AdGOOPARE chbR®unication network

aut henti cat e- access- poi nt - res‘%gnse t'hat is received fromsecond
access- poi nt 3dagkbonet . gAlsgr osehk compmuncaxpeldtedet Bspungdty ebmolls of F(G
4B and 519 of Fthq;hinals”lZ is permitted. QQQ%oag‘mﬁxgatio%%t@eéweﬁf?ﬂddlqﬁmpcre at
second access-point 114 now operates to conpare the

aut hent i cat e- nobinealseiZnilrratommasponise pdihtioingedr therboeden imrivdhsvme

nobi l e-termnal_ 12 10 a. C ect or an expected response (see 418 of FIG 4C
and 5/5 of FI Gbcé%)a?e rgaﬁ ﬁé i y, comunication is initiated between given
nobi | e-termbnal 12 and second access-point 114 based upon the outcone of
the first-conpare and the second conpare (see 421 of FIG 4C and 520 of
FIG SO).



FIGS. 6 and 7 show two additional enbodinents of the invention. Wile the
specific 10 details of the FIGS. 6 and 7 enbodi nents differ in the SbﬁCHMVCam3
details thereof, the content of the FIGS. 6 and 7 enbodi ments will be

readi |y apparent by way of a conparison to the above-described FIG 2, 3,
4A- 4B, and SA-SB, enbodinents of the invention. 15 While the invention has
been described in detail while nmaking reference to preferred enbodi nents
thereof, no part of this detailed description is not to be taken as a
limtation on the spirit and scope of the invention, since it is known that
others skilled in this art will readily vilSualize yet other enbodi ments
that are within the scope of this invention once the invention is generally
known as defined by the appended cl ai ns. 1G!"i ~'"~r 0~3 24 Wat is
clained is: C aAlsl4,1A4netlnddcéBRO) edfmpnos diangeifpfmornmdusaronseturity when
conmmuni cation w.th .a giyen over froma first
access-point (1 ‘”P8“§“¥%8%H’°%é@€£%°€@eﬁ?ﬂ%iﬂ%3Aﬁéoﬁbgﬁgﬁnﬁ)¥%@ steps of:
providing a conemhiesatdsodte 2yt eiownlid)inbiave Bgomppatdrad2, b yn@fe sares$4poi nt s

(14, 114), each access poi nt _ser vi a diff eographic area (18, 118)
within an over aftd bg 6h?%’ﬁEQHYQg§F“P§r§gTW ﬁhgﬁngavgmcgﬁﬁﬂﬁicatlon

system provs di igicBofdlWhalakd ¥nmEmbmial ek easRalSarhed 2ct hatiodd@ngAEHh
physically ~ U noveable within said overall geog raghlc area and bet ween

sai d different §ésgthapnihat %ﬁeééswa%byme)esmgéﬁgpw Y(4BRJORReN said gi ven

nobi | e-term nal My @snthfiOM e GATRYAL AAL henparmrwgmgeuw tlomSaisGrd 1dcted
acCcess- p0|nt into a communi cation-i nfluence with said second access- p0|nt

15 respondi ng t@sesva*iﬁde,sseﬁbﬁﬁgt mokide yminaly { 29§ Hiquawl)y bleekiRft wrassoci ati on
parameters fr onk-&t dfilszts mﬁt ﬁo&?hé"t’ (Th%?_lety Wnc?lroﬁsab dr@(gm(eﬂqg/)th@ Segur ity

associ ation at sai econd acc Ss- pol nt in accordance w'th sa
retri eved sEturdanyrohsksoring jaorsatismbtedsmangst tsyert dftdareny dgvsesurity
association at said given nobile-termnal ( 12) in accordance with said
retrieved security-association-paranmeters; and '"'0 initiating (421 )
conmmuni cati on UecmabnisabdnghmenmmewHevmeﬂminahp@a&ﬁﬁ7amdu$ahdcsewond

access-point (1 4% based res andi m 2.. The net hod
(20) of ol ai m 1ot arky EREs 2F Wi lRe Rla ERBRIGHEE oIhD Buffuion” don)
step by sending (404) an authentlcate access 25 poi nt - challenge (412) from
said given b|Ie term nal é to said s d access point %iﬁé and by
Sendi ng. (419 dn e EHBWREat Aol rEREGH A Fr- £AAT Fo et PoHGLRHE sacond
access- poi nt  ( Iiléntidned $8pchding/ pdtemipipliCati @y, mclaainu(nl&:)uongﬁnema:tdd”mgls(s410) an
aut henti cat e- access- 0|nt-response at said second ?CES

of an AP 14,114 and a mobile terminal 12 are operable pursuant to a [EEE

802.11 standard-mode when it 1s determined that the communication pair are

not both proprietary-mode compatible, or they are operable pursuant to the

20  proprietary-mode when 1t is determine that both members of the

communication pair are proprietary-mode capable. In order to produce this

result, a comparator 32 receives identifiers that identify the operable-mode of

both the mobile terminal and the access point that form a communication pair.

A mode selector 34 then selects the standard-mode of operation or the

25  proprietary-mode of operation for communication between the mobile

terminal and the access point.

As the physical position of a mobile terminal 12 changes from cell 18 to cell
118 during a given communication session, mobile terminal 12 leaves a first

30 geographic area 18 that is serviced by AP 14, and then enter a second



point ( 114) in response to said authenticate-access-point-challengeg A 2

received fromsaid 30 given nobile-termnal (12); ? ~~~.t"] 2CE£ ES‘ 2003

sending (412) said authenticate-access-point-response to said given nobile

termnal; generating (414) an authenticate-nobile-termnal-response at said

given nmobile-termnal ( 12) in response to said

aut henti cat e-nobi |l e-term nal -chal | enge received fromsaid second

access-point; sending (417) said authenticate-nobile-term nal-response to

sai d second access- poi nt; first-conparinglg415) sai d

aut henti cat e-access-point-response to a correct response at said given

nobi l e-term nal; 10 second-conparing (418) said

aut henti cate-nobi | e-term nal : response tpo a corre response at said second

e cose: pornt . BN HET A (D6 ORI G2t '4n T BT ST B gReen

mobi | e-t er m nalar@nfoS@héhtSeGand 2aeas SerfPicBinnhAsQdi oUP B nSAk Gid-AP 14

first-conparing step and said second-conparing step, 15 Claim 3. The nethod

(20) of claim gh%éﬁéioﬁlaé?ﬂ WIthIthe HIst 85208 ROBT PeY e M hHRE IS iHEde a

nedi a access CoptH fle seMRf ar@0d1 £aRPAb R RIRNYELFRd dAYREScadidwwher ei n sai d

messages are nedi a access control nessages. Caim4. The nethod (20) of

cl ai m 3 whePei mauledereidghyes are transmitted ~0 within a wirel ess LAN such

as | EEE 802. 11 or HI PERLAN 2 multi ple access nessages. Caimb5. The nethod

(20) of claim2 wherein said conmunication system (10) is a W.AN

communi cat i on $esdeverdverlabhifityadgerminét 36 prosidss ohdicagians el nodilpreowiidd end 25

to-end security,fQr a C . i (2 f akm?5

wherein said eﬁ f§69§%$’E@§h$§{§’W§%§F§9?8%§Q§§q§ﬁ?ﬁ§#%ﬁgé %Hﬁggﬁgggr

encrypting sai dhidavalgbabtycicsng eondainkd rmeama salatllesecensipoyntprso8 d¢ioit pr ovi des

symetric ypt.ogra [ i.ring.use,of a sanme,encryption 30 and/ or

authenticaﬁponcﬁe "§PM%5ﬁﬁgéﬁ%gp%'fgﬁéé%ﬁﬁﬁfé%&ﬁ%%h¥ﬁh?8m“%ve’OP
communications.

Available access point list 38 can be communicated to the mobile terminals

12 at selected time intervals, or access point list 38 can be provided to each
15 mobile terminal 12 when the mobile terminal 1s initially activated, or a

network prefix or list of network prefixes can be used to provide the same

goal,

[n this explanation of the invention it will be assumed that a security

20 association (SA) exists between mobile terminal 12 and the current or old-
AP 14, That 1s, it will be assumed that mobile terminal 12 and AP 14 share
the same common set of keys and other information that is necessary to
achieve the security function(s). In accordance with the invention, this
established and shared security association is transferred from old-AP 14 to

25 new-AP 114, in a secure fashion, as mobile terminal moves from cell 18 to
cell 118. This transfer is made in a very fast manner by minimizing the
number of message that are needed to effect the transfer, and by eliminating
the use of public key encryption As a result, the interruption of a payload

traffic transfer to and from mobile terminal 12 1s minimized, any interruption



le
managenent protocol operates to generate symetric keys for said se%EFiG?&ﬁ
protocol. Claim8. The nmethod (20) of claim®6 including the step of: 5
provi ding a sessi on dependent dynam c encryption key between said given
nobi | e-term nal and said second access-point; and transferring an active
security association fromfirst access-point to said second access-point as
said given nobile-term nal noves within communi cation coverage that is
provi ded by said communication system 10 Claim9. The method (20) of claim
4 including the steps of: providing said Ebmuni cat i ons system (10) as a
LAN; providing a server within said LAN, providing key managenent and
security association re-establishment within 15 said LAN during a
conmmuni cati on KRAARS\FERE DEARE MeYt MPEEAR T fioh &P ad Lmsdict YIES U6R 26 o At @Y¥fd 1t o- end
security associ@gipNanfsideQ@AMdM &AM On continues during said comunications
handover, such that” salid conmuni cati ons handover affects only security
functions between said nobile-termnal and said first and second
accesspoint s. 30, QAN Oy RS, (20)nalsl8h MOMhRLEEN said LAN.
i ncludes Internet Protocol Security based security associ ati‘on between said
plurality of acewssitivoifat Both ends ofi the)coamehndeatnginkr(aki thy lofk that involves
nobi | e-term nal s_,( - ' 4y 3h ¢l aj rein an
authentication"%gé%ﬁéﬂﬁﬁgbﬁéégﬁééﬁ4Egﬁ%mgﬁégﬂgfgggﬁgﬁ%ﬁ% ggg%%ﬁm%hir t hat
is made up of gpeaitdcqi weh asdKE, &-teargmated that D2fficaHellman def exadtangand second
access-points 4, .114) ai d..aut henti cati on key being generated by a
scal abl e key n&ﬁé&gﬂﬁﬁPaHPngggVF& 1 ~ ~~'"~tY 2~J08 27 Claim12. The
met hod (20) of claim1l wherein an authentication key or security

associ ation_exists between said given nobi|e-termnal . ), .and id first
access- poi nt (Liﬁ§’Wh“h@8g935ﬁ@€“ﬂﬂ§hm8v§b WaﬁFélﬁévdﬁ&d%ééﬁéﬂfeéaé ocol
and wherein segud itk W rASEQGLAhOASI AR ringaRShaTdoed: hatskenagattdpdyunal ity of
access-points ( 14, 114) in order 5 to avoid the need for a new key

exchange duri n{VANEBRhIHNRISICNBIE SN EAPEFE PIOFEHYiF 18l sOTHFE VBt HEeC R BDY° of
claim 12 wherehR $aistratidcalla HBYAIRNAGLABRIA P 04 60! avoidinlhe A8h Wherein
security associ ations are transferred between said first access-point (14)
and sai d seconéPraceskepeighangedunng %h%vdﬁﬁwhféian%dﬁoiﬂtcan%@d’i@’r- a 10 new
key exchange during said conmmuni cation handover fromsaid first

access- poi nt

~ s o~nY "aa~ 26 Caim7. The nethod (20) of claim®6 wherein a seqha

During the challenge/response procedure, new-AP 118 sends a challenge to
mobile terminal 12, whereupon mobile terminal 12 sends a response to new-
AP 118. In addition, mobile terminal 12 authenticates new-AP 118 in a

similar manner during the handover

20
The keys and related information are requested by new-AP 114, whereupon
they are transferred from old-AP 14 to new-AP 114 in handover messages.
Similarly, the exchange of the authentication challenges and the responses
thereto are integrated into the handover signaling that occurs between new-AP
25 114 and mobile termal 12.

FIG. 2 shows a forward handover (HO) process 20 in accordance with the
invention, this being a preferred embodiment of the invention In forward

handover process 20 the handover signaling is sent between mobile terminal



( 14) to said second access-point ( 114). Caim 14. The net hod (qq%‘mﬁy ,
claim 13 including the step of encrypting nessages that carry the eyé.'@@
Claim 15. Apparatus for mamintaining a given security-association in a radio
comuni cati ons system ( 10) when a comruni cati on- handover occurs as a
nobi l eterm nal (12) physically noves froma first geographic area (18) that
is served by a first comrunicati on-acggss-point (14) to a second geographic
area (1 18) that is served 20 by a second comuni cati on-access-point (114),
said nobile-terminal (12) initially formng a first comrunication-pair with
said first comunicati on-access-point ( 14), and after said

communi cat i op-.handover, sai d nobil e-term nal, form a.second . .

commini cat | GV DA FOEHETsi e S aebT St Wat | Un e SEERBEF s cwesioy each
menmber of sajdaf lhsh rLRSTMOD C ALLRRRE phiddnAdinghavi ng sai d given security
25 associ ation associ ated therewth, the apparatus conprising: first neans

(40) at said nobile-termnal (12) for sensing a need to initiate said
comuni cat i qn-handover; second nean 405) wi.ithin said radi o communi cati ons
system (10) Hed's 5 Sreripuard haadggr ?H&%Pwﬁesar?@ 1p Ap5OTdaNE A BRI R t o
indtiate sai I I bl S [ hven

Soour | ty- aoSACHaNTHT AR Bhraten 30 RN ! Rlte iR HIH SRf 2

comuni cat i @ommaessiopovithtold-KI)4, thibiresdltingana s¢dheFhatadiffendmesshgd e- t er mi nal
(12) for generating an access-ﬁgint chal l enge as_a functjon _of said given
securi ty- as$6eYeaes BN Inewndr Fianki Ryriass Bacg%*é% Sandlov e a bepsfirieheptionds sai d
second commypi,cahl O ARAEDR: AR 3 il e Al Mhari SR BAGRNC
comuni cat i oh-access- pol h for genérating a no M e mnar - eiral enge as a

function of os@iA® Bi ¥eRotsRGeHih3l-1296 Qb atigEyn beskivall hahreend3. sSPiad isecond
communi cati on-access-point, and for sending said nobile termnal-challenge
tl® sai d nobiakthenigation ghallengs 3 hisrisadtp indicade tamadale derrig!|1@-thatirghauld and

i t i d bi | 0] i nal -chal | ti. ..
oot oot or minspiiEe BRReE At Fiftopfis T Roe AT ShePRRRisPhe g Saeistions | on,
and for sendsqp3saichlRRl bentpeégirdipdor HRBNONERILP 13ai d second
conmuni cati on-access-point; sixth nmeans (409) at said second

comuni cat i on- access-poi nt and responsive to said access-point-chall enge
for generating an access-point-response as a function of 15 said given
securi t y- as2Uaied NSRNCEARR AT tmens an 3ewsHRt BbH CHP PP Bttt poi nt
ged for sen é{&%o ’Eﬁ’ﬁe t‘éﬁﬁﬁ%lsrdloﬁ'oﬂ 285 BPOEFerkl9 cSRIntHiRRinkL e The!, MdRlm seventh

means at sai e-termnal and responsive'to sald access-pol nt response

for deterni fioldgAPT alsaimgtamccéessrepoARY withsplucis mobde comiredi2as a function of
said communicating at a time that a communication handover is required.

As used herein, the term “new-AP” means an access point such as access point 114

20 with which mobile terminal 12 must begin communicating because the mobile
terminal has geographically moved from an old cell 18 to a new cell 118. Thus, the
term “new-AP” also means a “future-AP” with which mobile terminal 12 will

communicate after a communication handover has been completed.

25 In FIGS. 2 and 3 IEEE 802.11 message names are used, and additional parameters of
the handover messages are shown. However, this naming of the messages is not

critical to the scope of this invention since the



gi ven secunty-associ ation; LO eighth neans (418) at.said second TN
conmuni cati on-access-point (114) and responsive to said Ay 2003
nobi | e-term nal -response for determning if said nobile-tenninal response
is correct as a function of said given security-association established at
sai d second communi cati on-access-point; and ninth neans (420) within said
radi o communi cations system ( 10) and 25 responsive to said eighth and
ni nth means for establishing said comruni cati on handover when both said
nobi | e-term nal -response and sai d access-point-response are correct. Caim
16. The apparatus of claim 18 wherein saidFadi o communi cati ons system 30
(10) is selected fromthe group | EEE 802.1 1 and H PERLAN. 1 E~~~Y
e003 29 access-point, and after said comruni cati on- handover said
mobi | e-t er m nal ifwehifbngafibs egontplChdaMANd Bat dyernBahin VRN 8621 d Jaecand
conmuni cat i onaccess- poi nt, each nenber of said first c ni cati on-pair
havi n~~ sai d gi9§ﬁ“§% rW%¥2§§§%EF§f?§ﬁCaggﬂéﬁﬁﬁﬁﬁefHbgga$?HPd§H8°éﬁﬁaratus
conprisinc; 5 fifeStddiveaias pahms trdovRh¢ erdi® ik Mddes iohow@RS LBk fRiNgRd to
initiate said conmuni cati on- handover; second nmeans within said radio
communi cati ons HpstentesAde pehrsidsivm! meswgies st3\osdedpeans sensi ng sai d need
to initiate said comuni cation-handover for establishing said given
security-association at said second 10 comruni cati on-access-point; third
means at said nHbPIder tegufiradse feskIhenes depr lashsregecpBisheiEhEid kkvge as a
function said gb%’?i@héx%ﬁur'ﬂhgydf St SR of @i PhssDERHLAYr 8Al fhd oth?r
access-point-challenge to said second comuni cation-access-point; fourth
neans at said seowrd tebherbetivean Ads-l4cddss shovmes bong gesrepiediand 15 a
nDblIe;ternlnal&ﬁp%hhsﬂgq)q;sglfupctlpn of said given security-association
establ i shed at 3ard sécond conrruni cat i on-access-point, and for sending said
nobi | e-termal -chall enge to said nobile-termnal; fifth neans at said
nobi | e-term nal..and r onsive to sai.d nobile iernin | -chal | enge for
generating a nobd @EEFMTRLI- VRKPBRES dEeTm g d5 SioBF SHaal i sven
security-associgiystvally andetiaelageads cegdissies, Ol gyetdH tat Ramoned isreppdse to sai d
second connunication:afceﬁs-PoinL,
not critical to the ptresent invention. For example, the procedure can be
analogous to that used in conventional time-division cellular systems that use
15  mobile assisted handover procedures. In general, mobile terminal 12 tunes to
control channels of the base stations or APs of adjacent cells such as cells
18,118, for example at timed intervals. The signal strength, or some other
signal characteristic such as bit error rate, of the signals that are broadcast on
these control channels are then measures or sensed by mobile terminal 12,
20 Uplink signals that are based upon this measurement at mobile terminal 12 are
then sent by the mobile terminal to network 10, whereupon network 10
determines whether a communication handover should be effected. When it is
determined that handover is required, instructions are sent to mobile terminal
12, and the communication handover process of FI1G. 2 or FIG. 3 begins.
25
FIGS. 4A-4C provide another showing of forward handover process 20
wherein communication handover of mobile terminal 12 is provided relative
to old-AP 14 and new-AP 114 as mobtile terminal moves from cell 18 to cell
118. In this figure a mobtile terminal or MT is also referred to using the term

30 “mt”, and an access potnt or AP is also referred to using the term “ap”



si xth neans at said second conmmuni cati on-access-poi nt and responsiveI!:C?W
sai d access-point-chall enge for generating an access-poi nt-response as &Y 2003
function of said given security-association established at said second 25
communi cat i on- access-poi nt, and for sending said access-point-response to
said nobile-termnal; seventh neans at said nobile-term nal and responsive
to said access point-response for determning if said access-point-response
is correct as a function of said given security-association) 16 hi~Y
2003 30 eighth nmeans at said second communi cati on-access-point and
responsive to said nobile-term nal-responsld for determining if said nobile
termnal -response is correct as a function of said given security-assocnaon
established at said second conmuni cati on-access-point; and 5 ninth neans

wi thin said radi o comruni cati ons system and responsive to said eighth and
ninth means forygat ablishing:sald sOMNLEALLonsARNdoYer heRy ot Ral d

nmobi | e-term nal -response and Said’access-poi ni-response are correct. 10
Claim19. The appaimi w3 befthelas mtid Adderfeivansdl idndadiiog damuniozat isons

1 i | ted. f g | EEE 802.1 1 d H PERLAN. d ai 20. A
et for ot iRt MendE Rl ey Shgata hulEnoh B05T R Grek™

communi cat i onNs sSyYid BRdehenfuaceeymuni cat i on- handover of a nobile term na
occurs, said nobile-terminal initially formng a first comruni cati onpair
with said first comruni cati on-access-point, and after said

comuni cat i on- hANERA¢Ebn 403 chobRRite@rih &l 1M Rdlerat @y M MYeAr SRCANAAP 114,
comuni cation-pair with said second cont nuni cat ~on-access-poi nt, each 20

nmenber of said YVhergeruothfliRstion 40m Meh ¢ _Tadyd $g CoAT B RERanessarethpt y

associ ation assQ@iAh&lnt RELEMENis A JTRINQG CQPr ~si nb the steps of;
29 ! .

sensing a need to initiate said conmuni cati on-handover; responding to said

need to initd ate said conmuni cation-handover and establishing said gnen
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response thereto; generating at sai rm na
access- poi nt - chalerasea fasctaorf 4Hctoi ssnd g diadd giev eequseicardldypPaksoci at i on;
sendi ng said access-point-challenge to said second conmuni cati on
Old-AP 14 now operates at function 407 to retrieve security association
15  parameters SA,SA from its security association database. Old-AP 14 then

operates at function 408 to send a handover request that contains the

parameters SA,SA to new-AP [ 14,

With reference to FIG 4B, new-AP 114 now operates at function 409 to

20  create a security association (SA), operates at function 410 to generate a
challenge to authenticate mobile terminal 12, operates at function 411 to
calculate a response to the “mt_challenge” that was contained in FIG. 4A’s
message 404, and operates at function 412 to send an
MAC_AUTHENTICATE_REQ message to mobtle terminal 12 Message 412

25  contains the “ap_response” that was calculated by operation of function 411,
contains the “ap_challenge” that was generated by operation of function 410,

and contains “other information”.

Mobile terminal 12 now operates at function 413 to update its security

30  association parameters, operates at {function 414 to calculate a response to the



access- point,

16 ~~~"Y 2003 31 generating at said second 16 MAY

communtanon- access-point a nobile term nal-challenge as a function of

gi ven security-

communi cat i on- access- poi nt;

nobi | e-t er m nal

| 110bll e-term nal
of said yven security-association;

associ ati on estabUshed at said second

sai d second communi cati on access-point; 10 responding to said
access-poi nt-chal |l enge at said second conmiini cati on-access-point and
generating an access-poi nt-response as a function of said given
security-association established at said second comruni cati on-access- poi nt,

sendi ng sai d actgsshybingt” ties panseciveddgi daynobntsages M. nall opdiBtasespondi ng

to said access-
sai d access- poi

security-associ mkssage 41 2sparRdiongct o S@ecdedodripbrset er m nal -response at said
second comuni cati on-access-point and determning if said nobile-term nal

se IS correct—as"a runcti on o1 Sal

b
sal

oint-r onse at sald nohilesterm nal and determ.ning if
Eu[n_cpggéggﬁ)o compare tl?e 4P_Lespgn tth t.was le%elved. bd/ \éﬂ/g}]

20 response is correct as a function of'sa~d riven security-association
est abl i shed at waled thecanshrEoAPetoaaéd BN 118666 31 PRrdtuce D bor@sd @3bhipsfti, Ng
| on- handover when gﬁth.said moh~| e terninal:respons% and

sai d conmmuni cat
sai d- access- poi

9?%%6}) gperaies to gpthenticate new-AP |14, whereupon function 41

. AHE. A3y. A. A3. Aepi3itds ) seDIAYMAI AATTHERTIAAREANBYP meAlhYE to A¥w-AP 114,

10

15

20

25

30

this message containing the “mt_response” that was calculated at function

414,

With reference now to FIG. 4C, at function 418 new-AP 114 operates to
compare the “mt_response” that 1t received by way of message 417 to the
proper or correct response, and when this comparison produces the correct
compare, function 419 operates to authenticate mobile terminal 12. New-AP
114 then operates at function 420 to send a MAC_REASSOCIATE RESP
message to mobile terminal 12, whereupon handover is completed and mobile
terminal 12 thereafter operates at function 421 to resume its payload traffic

using new-AP 114,

FIGS 5A-5C provide another showing of backward handover process 30
wherein communication handover is provided for mobile terminal 12 relative
to old-AP 14 and new-AP 114, In this figure a mobile terminal or MT is also
referred to using the term “mt”, and an access point or AP is also referred to

using the term “ap”.

With reference to FIG. SA, backward handover process 30 is initiated at
mobile terminal 12 by the yes output 500 of event 501 indicating that
handover is required. Mobile terminal 12 now operates at function 502 to

send a handover request to old-AP 14

2003

sendi ng said nobile-term nal-challenge to said
5 responding to said nobile-termnal-challenge at said

and generating a nobile-term nal -response as a function
sendi ng sai d nobile-term nal -response to
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function at 510. At function 511 mobile terminal 12 now updates its security
association parameters, at function 511 mobile terminal 12 operates to
calculate a ;c_s_]aonse to the “ap_challenge” portion of messages 508 and 509,
at function 513 mobile terminal 12 operates to generate a challenge to

25  authenticate new-AP 114, and at function S14 mobtle terminal 12 send a
MAC_REASSOCIATE_REQ message to new-AP 114 Message 514 contains
the “mt_response” that was calculated at function 511, the “mt_challenge”

that was generated at function 512, and “other information”.
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With reference now to FIG. 5C, function 515 provides authentication of
mobile terminal 12, function 516 compares the “mt_tesponse’ that was
received by way of message 513 to the correct or expected response, function
517 calculates a response to the “mt_challenge” that was received by way of
5 message 513, and function 518 operates to send a
MAC_REASSOCIATE_RESP_ENH message to mobile terminal 12, message

518 containing the “ap_response” that was calculated by function 517.

At function 519 mobile terminal 12 operates to authenticate new-AP 114 by
10 comparing at function 520 the “ap_response” contained in message 518 with
the correct or expected response, and as a result of this correct comparison,

function 521 causes mobile terminal 12 to resume payload traffic using new-

AP 114.

I5  From the above 1t can be seen that the present invention provides a
method/apparatus the provides tor information security when communication
with a given mobile-terminal 12 is handed-over from a first access-point 14 to
a second access-point 114. A communication system 10 is provided having a
plurality of access-points, each access point serving a difterent geographic

20  area that is within an overall geographic arca that 1s served by communication
system 10, and a plurality of mobile-terminals 12 are provided wherein the
mobile-terminals are individually physically moveable within the overall

geographic area and between the different geographic areas.

25  In the handover process/apparatus of the invention, first it 1s sensed when a
given mobile-terminal 12 moves from a communication-influence with a first
access-point 14 into a communication-influence with a second access-point

114 (see 401 of FIG 4A and 501 of FIG. 5A).
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When such a move is sensed, security-association-parameters are fetched
from first access-point 14 (see 407 of FIG 4A and 504 of FIG 5A), a security
association is created at second access point |14 1n accordance with the
retrieved security-association-parameters (see 409 of FIG 4B and 5006 of FIG.
5 5A), and a security association created at given mobile-terminal 12 in
accordance with the retrieved security-association-parameters (see 413 of

FIG. 4B and 510 of FIG. 5B).

Also, when such a move is sensed, an authenticate-access-point-challenge 1s
10 sent from given mobile-terminal {2 to the second access-point 114 (see 404 of
FIG. 4A and 513 of FIG. 5B), and an authenticate-mobile-terminal-challenge
is sent from second access-point 114 to given mobile-terminal 12 (see 412 of
FIG. 4B and 508 of FIG. 5A). Note that the above described access-point-
challenge is an optional feature ot the invention.
15
In response to the authenticate-access-point-challenge that is received from
given mobile-terminal 12, second access-point 114 now generates an
authenticate-access-point-response (see 411 of FIG. 4B and 516 of FIG. 5C),
and this authenticate-access-point-response is sent to given mobile terminal

20 12 (see 412 of FIG. 4B and 517 of FIG 5C)

[n response to the authenticate-mobile-terminal-challenge that 1s recerved

from second access-point [ 14, given mobile-terminal 12 now calculates an

authenticate-mobile-terminal-tesponsce (see 414 of FIG. 4B and 511 of FIG
25  5B), and this authenticate-mobile-terminal-response 1s sent to second access-

point 114 (see 417 of FIG. 4B and 513 of FIG. 5B).

A first-compare at given mobile-terminal 12 now operates to compare the
authenticate-access-point-response that 1s received from second access-point

30 114 to a correct or an expected response (see 415 of FIG. 4B and 519 of FIG.
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5 Finally, communication is initiated between given mobile-terminal 12 and second

access-point 114 based upon the outcome of the first-compare and the second-

compare (see 421 of FIG. 4C and 520 of FIG. 5C).

FIGS. 6 and 7 show two additional embodiments of the invention. While the specific
10 details of the FIGS. 6 and 7 embodiments differ in the specific details thereof, the

content of the FIGS. 6 and 7 embodiments will be readily apparent by way of a

comparison to the above-described FIG. 2, 3, 4A-4B, and 5A-5B, embodiments of the

invention.

15 While the invention has been described in detail while making reference to preferred
embodiments thereof, no part of this detailed description is not to be taken as a
limitation on the spirit and scope of the invention, since it is known that others skilled
in this art will readily visualize yet other embodiments that are within the scope of this

invention once the invention is generally known as defined by the appended claims.
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h& ()- &Ylo%)lg,& 1 1(4)),_ eacﬁ'gccess point serving a different geographic area (18, 118) within an
overall geographic area that is served by said communication system;
providing a plurality of mobile-terminals (12) that are each physically
10 moveable within said overall geographic area and between said different geographic
areas (18, 118);
sensing (401) when said given mobile-terminal moves from a communication-
influence with said first access-point into a communication-influence with said second
access-point; -
15 responding to said sensing step by retrieving (407) security-association-
parameters from said first access-point (14), by creating (409) a security association at
said second access-point (114) in accordance with said retrieved security-association-
parameters, and by creating a security association at said given mobile-terminal (12)
in accordance with said retrieved security-association-parameters; and

"0 initiating (421) communication between said given mobile-terminal (12) and

said second access-point (114) based upon said step of responding.

Claim 2. The method (20) of claim 1 including the steps of:
responding to said sensing (401) step by sending (404) an authenticate-access-
25 point-challenge (412) from said given mobile-terminal (12) to said second access-
point (114), and by sending (412) an authenticate-mobile-terminal-challenge from
said second access-point (114) to said given mobile-terminal (12);
generating (410) an authenticate-access-point-response at said second access-
point (114) in response to said authenticate-access-point-challenge received from said

30 given mobile-terminal (12);
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generating (414) an authenticate-mobile-terminal-response at said given
mobile-terminal (12) in response to said authenticate-mobile-terminal-challenge
5 received from said second access-point;
sending (417) said authenticate-mobile-terminal-response to said second
access-point;
first-comparing (415) said authenticate-access-point-response to a correct
response at said given mobile-terminal;
10 second-comparing (418) said authenticate-mobile-terminal-response to a
correct response at said second access-point; and
initiating (420) communication between said given mobile-terminal and said
second access-point based upon said first-comparing step and said second-comparing
step.
15 Claim 3. The method (20) of claim 2 wherein said plurality of mobile-terminals
(12) have a media access control layer and compatible physical layers, and wherein

said messages are media access control messages.

Claim 4. The method (20) of claim 3 wherein said messages are transmitted
<0 within a wireless LAN such as [EEE 802.11 or HIPERLAN/2 multiple access

messages.

Claim S. The method (20) of claim 2 wherein said communication system (10)

1s a WLAN communication system wherein a security protocol is used to provide end-

25 to-end security for data packets.

Claim 6. The method (20) of claim 5 wherein said end-to-end security is
provided by authenticating and/or encrypting said data packets, and wherein said
security protocol provides symmetric cryptography requiring use of a same encryption

30 and/or authentication key at both ends of a communication link.
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protocol operates to generate symmetric keys for said security protocol.

Claim 8. The method (20) of claim 6 including the step of:
5 providing a session dependent dynamic encryption key between said given
mobile-terminal and said second access-point; and
transferring an active security association from first access-point to said
second access-point as said given mobile-terminal moves within communication
coverage that is provided by said comimunication system.
10
Claim 9. The method (20) of claim 4 including the steps of:
providing said communications system (10) as a LAN;
providing a server within said LAN;
providing key management and security association re-establishment within
15 said LAN during a communication handover, without requiring a modification to an
end-to-end security association, as communication continues during said
communications handover, such that said communications handover affects only
security functions between said mobile-terminal and said first and second access-
points.
20
Claim 10. The method (20) of claim 9 wherein said LAN includes Internet
Protocol Security based security association between said plurality of access-points

(14, 114) and said plurality of mobile-terminals (12).

25 Claim 11. The method (20) of claim 1 wherein an authentication key is provided
for both ends of a communication pair that is made up of said given mobile-terminal
(12) and said first and second access-points (14, 114), said authentication key being

generated by a scalable key management protocol.
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1 11 DS) 94.0%rielaiy-12. 1004kke method (30xS (fgim h phgagin gn authentication key or security
association exists between said given mobile-terminal (12) and said first access-point
(14) in accordance with a scalable key management protocol; and wherein security
associations are transferred between said plurality of access-points (14, 114) in order

5 to avoid the need for a new key exchange during a communication handover.

Claim 13. The method (20) of claim 12 wherein said scalable key management

protocol is IKE, and wherein security associations are transferred between said first

access-point (14) and said second access-point (114) in a manner to avoid a need for a
10 new key exchange during said communication handover from said first access-point

(14) to said second access-point (114).

Claim 14. The method (20) of claim 13 including the step of encrypting messages
that carry the keys.
15
Claim 15. Apparatus for maintaining a given security-association in a radio
communications system (10) when a communication-handover occurs as a mobile-
terminal (12) physically moves from a first geographic area (18) that is served by a
first communication-access-point (14) to a second geographic area (118) that is served
20 by a second communication-access-point (114), said mobile-terminal (12) initially
forming a first communication-pair with said first communication-access-point (14),
and after said communication-handover said mobile-terminal forming a second
communication-pair with said second communication-access-point (114), each
member of said first communication-pair (12-14) having said given security-
25 association associated therewith, the apparatus comprising:
first means (40) at said mobile-terminal (12) for sensing a need to initiate said
communication-handover;
second means (405) within said radio communications system (10) and
responsive to said first means (40) sensing said need to initiate said communication-

30 handover for establishing said given security-association at said second
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communication-access-point (114);

third means (403) at said mobile-terminal (12) for generating an access-point-
challenge as a function of said given security-association, and for sending said access-
point-challenge to said second communication-access-point;

5 fourth means (410) at said second communication-access-point for generating
a mobile-terminal-challenge as a function of said given security-association
established at said second communication-access-point, and for sending said mobile-
terminal-challenge to said mobile-terminal,;

fifth means (414) at said mobile-terminal and responsive to said mobile-

10 terminal-challenge for generating a mobile-terminal-response as a function of said
given security-association, and for sending said mobile-terminal-response to said
second communication-access-point;

sixth means (409) at said second communication-access-point and responsive
to said access-point-challenge for generating an access-point-response as a function of

15 said given security-association established at said second communication-access-
point, and for sending said access-point-response to said mobile-terminal;

seventh means at said mobile-terminal and responsive to said access-point-
response for determining if said access-point-response is correct as a function of said
given security-association;

20 eighth means (418) at-said second communication-access-point (114) and
responsive to said mobile-terminal-response for determining if said mobile-terminal-
response is correct as a function of said given security-association established at said
second communication-access-point; and

ninth means (420) within said radio communications system (10) and

25 responsive to said eighth and ninth means for establishing said communication-

handover when both said mobile-terminal-response and said access-point-response are

correct.

Claim 16. The apparatus of claim 18 wherein said radio communications system

30 (10) is selected from the group IEEE 802.11 and HIPERLAN.
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forming a second communication-pair with said second communication-
access-point, each member of said first communication-pair having said given
security-association associated therewith, the apparatus comprising;

S first means at said mobile-terminal for sensing a need to initiate said
communication-handover;
second means within said radio communications system and responsive
to said first means sensing said need to initiate said communication-handover
for establishing said given security-association at said second
10  communication-access-point;
third means at said mobile-terminal for generating an access-point-
challenge as a function said given security-association, and for sendinyg said
access-point-challenge to said second communication-access-point;
fourth means at said second communication-access-point for generating
15 a mobile-terminal-challenge as a function of said given security-association
established at said second communication-access-point, and for sending said
mobile-terminal-challenge to said mobtle-terminal;
fifth means at said mobile-terminal and responsive to said mobile-
terminal-challenge for generating a mobile-terminal-response as a function of
20  said given security-association, and ftor sending said mobile-terminal-
response to said second communication-access-point,
sixth means at said second communication-access-point and responsive
to said access-point-challenge for generating an access-point-response as a
function of said given security-assoctation established at said second
25 communication-access-point, and for sending said access-point-response to
sald mobile-terminal;
seventh means at sard mobile-terminal and responsive to said access-
point-response for determining if said access-point-response is correct as a

function of said given security-association,
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established at said second communication-access-point; and

5 ninth means within said radio communications system and responsive
to said eighth and ninth means for establishing said communication-handover
when both said mobile-terminal-response and said access-point-response are

correct.

10 Claim 19.  The apparatus of claim 18 wherein said radio communications

system is selected from the group [EEE 802.11 and HIPERLAN.

Claim 20. A method for maintaining a given security-association in a radio
15 communications system when a communication-handover of a mobile
terminal occurs, said mobile-terminal initially forming a first communication-
pair with said first communication-access-point, and after said
communication-handover said mobile-terminal forming a second
communication-pair with said second communication-access-point, each
20  member of said first communication-pair having said given security-
association associated therewith, the method comprising the steps of;
sensing a need to initiate said communication-handover;
responding to said need to initiate sard communication-handover and
establishing said given security-association at said second communication-
25  access-point in response thereto;
generating at said mobile-terminal an access-point-challenge as a
function said given security-association;
sending said access-point-challenge to said second communication-

acccss-pomt,
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sending said mobile-terminal-challenge to said mobile-terminal;

5 responding to said mobile-terminal-challenge at satd mobiife-terminal
and generating a mobile-terminal-response as a function of said given
security-association;

sending said mobile-terminal-response to said second communication-
access-point;

10 responding to said access-point-challenge at said second
communication-access-point and generating an access-point-response as a
function of said given security-association established at said second
communication-access-point,

sending said access-point-response to said mobile-terminal;

15 responding to said access-point-response at said mobile-terminal and
determining if said access-point-response is correct as a function of said
given security-association;

responding to said mobile-terminal-response at said second
communication-access-point and determining 1f said mobile-terminal-

20  response is correct as a function of said given security-association established
at said second communication-access-point; and

establishing said communication-handover when both said mobile-

terminal-response and said-access-point-response are correct.



