PCT/US2005/046801

WO 2006/069315

1/9

901

1aX0vd

INJIdIDHA

011 \

00 HI\A

(4]}

| i |

AHANAS

ot

LHOVd

80T l\



PCT/US2005/046801

WO 2006/069315

2/9

JHAIHOHE

wcmln\

HHLLINSNVIL

weﬂl\

ISOH

_“cﬂ|N

ceml\A

¢ O

_— =
(HALLDV) DNIODINO

-

(FAISSVJ) DNTNODNI

e




PCT/US2005/046801

WO 2006/069315

3/9

oeml\A

AHZI'TVILIND

mel\

AOLVAI'TVANI

:m|\

JOLVNDISHA

NHm|\

ISOH

gml\

¢ "OId

80¢

—_— >
(HALLDV) DNIODINO

-
(AAISSV I DNINODINI

ADI'TOd

0E

cﬂml\

90¢



PCT/US2005/0:40801

WO 2006/069315

4/9

JOSSED0Ud

P OId

A

"}

AJOWAN

h 4

HHZI'TVILINI

NHVI\

oor—"

=§|\

HOLVAI'TVANI

sov—"

JOLVNDISHU

wovl\

I1SOH

vcvl\

TIVATAIA

2"




PCT/US2005/046801

WO 2006/069315

5/9

S I |

HHIJIDALS

HOLIOAdSNI

HLVAdN

FJOLVOINANNOD

JOLOHLAA

c~w|\

ccml\t

wcm.l\

mx_mu

pos—"

NamlN




WO 2006/069315

NO

6/9

( START )

PCT/US2005/046801

RECEIVE TRANSIT
REQUEST

Y

REVOCATION
REQUEST
RECEIVED?

YES

’/—600

ALLOW TRANSIT

/—606

BLOCK TRANSIT

/—608

FINISH

FIG. 6



WO 2006/069315 PCT/US2005/046801

719

700
{—

START

702
DETECT BROKEN SESSION /

l

REVOKE REQUESTED FLOWS

i

/—706
REESTABLISH NEW SESSION

l

REQUEST TRANSITFOR |/ 708
DESIRED FLOWS

FIG. 7



WO 2006/069315

8/9

START

802
.

ESTABLISH A NETWORK
CONNECTION

¢ 804

DETECT A PASSIVE SOCKET

l /—806

ESTABLISH CONTACT WITH
FIREWALL

l /—808

REQUEST PERMITTED FLOWS

810

PCT/US2005/046801

800
e

CLOSED

812
N

l

OPEN PASSIVE
SOCKET OPEN
l OR CLOSED?
ALLOW
COMMUNICATION

GENERATE
REVOCATION

/—814

FINISH

FIG. 8



WO 2006/069315 PCT/US2005/046801

9/9

/—- 900
/— 26

ANTENNA

e /—" 904

TRANSCEIVER

: /— 908

BASE BAND
PROCESSOR

PROCESSOR

i

MEMORY

912
[

USER / 210

INTETERFACE

FIG. 9



