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Shoul d t he vendor e enoug gal n’access

the sharing of an Internet connection difficult. For example, many libraries offer Internet access at

dedicated computer terminals and some universities provide network access jacks at multiple buildings on
15  their campuses for convenient access by students using laptop computers. Both of these approachee offer
a means for accessing the Internet at locations other than one's own landline access link, but both require
that one remain stationary at the publicly-provided access point and both require a substantial 4
infrastructure investment on the part of the institution providing the network connection. Since it is not
generally possible to have multiple users sharing the same network access jack or dedicated terminal, the
20  institution must provide a separate access point for each patron it wishes to service. Additionally, those
institutions offering access jacks to their network, such as universities, typically require that the user have
a registered network account before being given access to the network, which further limits the network’s
accessibility to the public.
Similarly, when a vendor visits a customer site on whose computer network the vendor
25  does not have an account, the vendor will find it very difficult to gain access to the network, and hence to

the Internet, email accounts, and other vital data. Should the vendor be fortunate enough to gain access to
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cellular telephones with built-in Wireless Application Protocol (WAP) features. These wireless networks

"1

15  operate in a licensed frequency band, are centrally planned, and are built by large telecommunication
carriers. Typically, each cell has a large radius of about 2-10 miles and operates at a slow speed of about
19 Kbps. In any given geographical region there are only a handful of telecommunication carriers
servicing the area, and each network is proprietary and closed to competing networks. Thus, to some
degree one is not free to roam from one network to another. Additionally, their slow speed makes full

20  access to the Internet impractical and such network devices are typically restricted to abridged textual
displays.

An emerging new class of wireless data networks offer higher speeds of about 1 - 11

Mbps. These networks operate in an unlicensed frequency band and are based on emerging wireless
communication protocol standards such as IEEE 802.11, Bluetooth and homeRF. A common

25  characteristic of these types of networks is a small cell radius of about 200 feet. The cells are radio or

infrared base stations that function as access points to a network. Several of these access points may be



infrared base stations that function as access points to a network. Several
of these access points may be 2 WO 02/11391 PCT/US01/ 23453 distributed in
cl ose prox®nt/ip9t o each other to expand the overall rangePGT/USHI/Z433ype of
wirel ess network. An introduction to such networks can be found in U S
Patent Nos. 5,771,462 and 5, 539, 824. Various network configurations may be
formed using these types of wreless network devices. FIG 1 shows
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51 and acces
15  couple computers 47 and 49, which are equipped with wireless communication devices illustrated as

antennas, to the hardwired network controlled by server 31. The access points 41 and 43 establish
wireless connections with computers 47 and 49 by means of various communication systems such as
radio and infrared waves, and have a hardwired connection to server 31 along cable 53. The function of
access points 41 and 43 is to relay communication between server 31 and wireless network computers 47
20  and 49 respectively, but server 31 still controls what services are provided to computers 47 and 49. Thus,
server 31 may deny Internet services to computers 47 and 49. Indeed, server 31 may refuse computers 47
and 49 entry to the network if they do not already have network accounts registered with server 31.
As was stated above, wireless networks have a short range, and so a second access point
45 may be used to function as a repeater between a more distant wireless network computer 51 and access
25  point 43. This is an example of using multiple base station access points 43 and 45 to extend the range of

a wireless network.



25 point 43. This is an exanple of using nmultiple base station access
points 43 and 45 to extend the range of a wireless network. 3 WO 02/11391
PCT/ USO1MPQ@45B139W th reference to FIG 3, nmany network | apoDwUS01/23453
configurations are known, and server 53 need not be |ocated between a
router 55 and the other network nodes 61 to 65. In the network | ayout of
FIG 3, access point 67 has direct access to router 55, which in turn has
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and re-authenticate on a different wreless network every tinme he noved
from opgyaut CRRIBHS: A&GhWeiybibsk, #NPRAbuilding, to a coffee shop. It would then be possible

15  for a mobile user to always have access to a wireless network by means of a mobile computing device
- equipped with the proper radio communication devices. Thus, this type of wireless network would
overcome the first factor limiting the free and mobile access to the Internet discussed above.
Nonetheless, one is still faced with the second factor mentioned above which restricts
mobile access to the Internet. Since most autonomous wireless networks are independent, a mobile user
20  would typically not be given access to a target network unless an access account had been setup ahead of
time for the mobile user on the target network. Even if a user had-access accounts at multiple wireless
networks, the user would have to stop his activities and re-authenticate on a different wireless network
every time he moved from one autonomous network to another.
Some prior art can be found in the areas describing methods of accessing foreign
25  networks and methods of implementing multiple network transfers. U.S. Patent No. 5,878,127, for

example, shows a telephone system that facilitates remote access to a private network from non-network

4
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unj glue R RARLS th GReSATN. PateRUG) 5372, b M@ bws a method of permitting secure access to software

on a web server via the Internet. A user enters data via a web browser, which is communicated to the web -
server application. The web server application then authenticates the web browser, and passes
appropriate input data to an application gateway, including data to uniquely identify the web browser.
The application gateway then uses authentication data received from the browser to determine whether

20  the user of the browser is authorized to access the software application. U.S. Patent 5,805,719 describes
another method of authenticating a user wherein the system forgoes the use of ID tokens in favor of
authorizing transactions by using the correlative comparison of a unique biometrics sample, such a finger
print or voice recording, gathered directly from the person of an unknown user, with an authenticated
biometrics sample of the same type obtained and stored previously.

25
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print or voice recording, gathered directly fromthe person of an unknown
user, with an authenticated bionetrics sanple of the sanme type obtained
and storadoprempously. 25 SUMVARY OF THE | NVENTI ON 5 WO PQI/US®%B453

PCT/ USOL/ 23453 The above descri bed net hods of authenticating a user and

i ncreasing comuni cati on between foreign networks do not address the
probl em of permtting network access to a nobile user who does not have a
regi stered account with a target network. Simlarly, they do not discuss

the infrastructurg, aﬂo@ggésﬁr?%dtﬂ%tﬂog%&gamgﬁticﬁm Rerhd ﬁlﬁf@ash’?g ddmrinfhic@RoPb] ect

of the present invention to provi systemand nmethod of permtting

moDi | €4S e StoteBn IRk Ho S Rl BEHE 5obkind s bARRLIIn ARER aOSLIRE kibild dset Hho
object © p

anot her the present 1nvention to provide a systemof facilitating

wirel egs. n@ﬁ%&ﬁ 3 re%ﬁte¥43%cédﬁkﬁﬁiﬂﬁi tafp bWk NQti1af ?hétﬂ/ﬁig 51913( di®0ssitd igfARdlake

private netwo e above objects are net 1n a ne of permtting
dIStrlQ%ESQ“%qﬁﬁaﬁmﬁg&%Eggﬁgﬁ 10 conputing devices across a plurality of
snmal | -radi us data networks. The present invention, however, is not limted
to o mal | - radi us %% %}S &%ck@ftﬁél?reé%ﬂpin{}&ﬂmpﬁ p@(RIPC{e' a%gst&rﬁa'ﬁjd 15&’:95@&_})@&5@1%" ed,

| arge-radi us netwo user wanting to'gain atcess to a private network

Conn | id B k. Th i
i~ tg?)glﬁés %S%rfg‘géﬁli‘ ﬁq?é%eg%&g%\%dr fgfkéésnsa heidodkget  networ The physi cal

connec ase station, or may be through a

wired hub, switgh, of firenalh. OM0LineORBR Gt Ridd 1\§seRale Mhiidkind Geiser My
d"t he Target & as

then try to gai n access net'wor k' s“resour ces, such

I nt i TypRI i .
ntern %cegsecé \(;l'leg%?rnet Sl &ﬁﬂ({uﬁhte ﬁséeodff af ?&@E&%}é@%&tm&kr espond to a new user

attenptin n access to ne Irst attenpting to verify the

new user's ident l'[1}% alger? IDES\QM‘Q? hlepilhia\ﬂ.lét}ﬁ)qgf Beﬁﬁﬁiﬁ?%ﬁﬁtﬂﬁw‘e&%@&s bohtf3Ps among

t he private networ ts of authorized users, en the private network

d i f i . ) .
woyp pgﬁﬁ]&&gﬁe&&%&&ﬁ flurﬁl uﬁgn&a..r% 6s DRMhHDGs, ek F)yesénqammﬁmﬂ,%wéﬁ iQr

est abl a tenporary session w mnimal privileges for 20 the new

user uggtel[rﬁi%dgyﬁﬁatl]t—rggiﬁ% &net\{zn]; Qﬁ%&% Qﬁﬁired WEdiBorll] MSdlyvifeaIHES ra ARGRMBHis.

rlcd
however, e priva et wor k wdu ave an accurate record of the new

user's AI &%P&éntn}{g toTélHlsacc&P ﬁ)ta prvbt\é %E&oﬁgﬁrmﬁ&egp%ﬁal connection to the target
network. The physical connection may be through a wireless base station, or may be through a wired
hub, switch, or firewall. Once connected, the potential new user may then try to gain access to the target
15  network's resources, such as Internet services.

Typically, a private network would respond to a new user attempting to gain access to the
network by first attempting to verify the new user's identity and network privileges. If the new user is not
among the private network's lists of authorized users, then the private network would have the choice of
refusing the new user entry to the network or establishing a temporary session with minimal privileges for

20  the new user under a guest account. If the new user were given a guest account, however, the private
network would not have an accurate record of the new user's identity. Thus, most private network choose
to refuse entry to any unregistered users. This type of network response is especially problematic in an
envisioned distributed network consisting of multiple small private networks responsive to mobile
individuals. The present invention seeks to alleviate this predicament by establishing a system by which

25  new users in such "guest" accounts would be accurately identified.
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target ne ervaslive use of netwo address’ trans atlon
authentication device parses the information sent to it by the client device and authenticates the client

15  device. Ifthe client device is properly identified, then the authentication web server sends an "unblock”
‘message to the access control device which is used exclusively for the specified client device. All further
traffic from the client device flows through the access control device until an access expiration event
happens, such as a timer expiration, an explicit "disable client device" message, or a client device
disconnected message.

20 It is thus very important that the authentication web server be able to accurately identify
both the client device and the target network. Due to the pervasive use of network address translation
services in the industry, it cannot be assured that the IP addressing information received from the client
device is accurate, nor would it be prudent to rely on identification information from the web browser,
such as cookies, to establish the identity of the client device; otherwise the system would be susceptible to

25  malicious use by software hackers. Therefore, the present invention establishes the identity of users by



services in the industry, it cannot be assured that the |IP addressing
information received fromthe client device is accurate, nor would it be
prudent ™OPFINMIDN identification information fromthe wePCHUUSNEEH3 such
as cookies, to establish the identity of the client device; otherw se the
system woul d be susceptible to 25 malicious use by software hackers.
Therefore, the present invention establishes the identity of users by 7 WO
02/ 11391 PCT/ US01/ 23453 using enbedded I Ds generated fromthe client

devi ce, BEATES %ﬁ&gfa&h' YRS ANRS &vROS IRl ESHAS hhrdlre HHE 2GIURE: il | NG

fields off an HTM. Additionally, since the present invention is

intere§£§gwg&h@@kkﬁngpH@N@Mﬂging Internet access to nobile users, the

present 1 nvention proposes the use of enhanced renote access points having

5 built-in rout eAd&amh'y,'bs&r}cia R g;égerf# kdvBiftohYs iGRAIEE brifa h9§r{3ﬁ5\;i@ihg ﬁit%rﬁég]g user

to the authentication web server and the Internet w thout the nee a

pr ' vat &.0akd Méﬁlegﬁ%g @l%[?e}ysi%ntg e}qg%nl;ﬁroﬁgg@s RSP %fléﬂhgﬁacte!i %o‘f@ﬁce%?ﬁé’iﬁt@ hax)MEJ:c d

mai ntaln a recor ndi v access points used and the nanes of the

clienty,Ueer Suted. &p&auﬁé@% di%gﬁg@gﬁt aé&&tﬁwgﬁgﬁggﬁ tlafe}feeda&emamlsv%qu& i 11

mal ntal n an accurate recor Sers I Ng purposes.

Al ter nal infghy wiﬁaﬁﬁt t%!oﬂe%@ bt 43R é,%% e AEmBhd r{e%frﬁ{ Eg‘%ﬁgﬁﬁtaﬁw W& dereDY the

aut henti cation we serv a percentage o ngs sent to t he

owner . er . ROi t | i

OE ey BB RSP FAEL B B BB s, 0
advant { L i i,nhg the
R S T L e e G e B A
conju , : anan Ngs . - , rior
art depi (%%?Sc')\r?&l%?n aglﬂg}égﬁﬁ%c ne%{%m%&i%@?@%g wic}rldé g@%@%@?ﬁ%‘{gﬂ .%P%Cﬁj?& i%?bOGJRE 2
o fi . . ¢ . . .

Ao R B Ol NV SO SRS AR PR
both wigline and wirel ess network 20 connections; FIGURE 4 is a prior art
depi ction of network communication using |P protocols;

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects, features and advantages of the present invention are better
understood by reading the following detailed description of the preferred embodiment, taken in
15  conjunction with the accompanying drawings, in which:
FIGURE 1 is a prior art depiction of an ad hoc network using wireless communication;
FIGURE 2 is a first prior art network layout using both wireline and wireless network
connections;
FIGURE 3 is a second prior art network layout using both wireline and wireless network
20  connections;
FIGURE 4 is a prior art depiction of network communication using IP protocols;
FIGURE 5 is a prior art depiction of the use of network address translation;
FIGURE 6 is a first network layout in accord with the present invention;
FIGURE 7 is a second network layout in accord with the present invention; and

25 FIGURE 8 is a block diagram of message flow in the first network layout.



FIGURE 5 is a prior art depiction of the use of network address
translation; FIGURE 6 is a first network layout in accord with the present
inventi oWOOFIGMRE 7 is a second network |ayout in accor dP@rARI3S3pr esent
invention; and 25 FIGURE 8 is a bl ock diagram of nessage flow in the first
network layout. 8 WD 02/11391 PCT/ USO1/ 23453 DETAI LED DESCRI PTI ON OF
PRESENTLY PREFERRED EXEMPLARY EMBODI MENTS In order to facilitate the use of
the present invention, the best node of a presently preferred exenplary

enbodi ment makes use of exi sthpgsfhabdyRdEGEIONSOFt Ware tools with mni ma
5 nodification to both. As it is known in the art, network comuni cation
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| ayer fornmats nessages into data franmes that encapsulate the nessages and
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i nformati1on, and source address rnformation. The third layer is the network
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destination n ayer 1s sonetines called the 20 1nternet

| ayer %1@%? tHelsBind YhdbRiiR@G8hisH il Bell RHEMIBR RIS aﬁj@&n?fa?éfi. de a standard
or

network I"’nterface upper layers. The present invention resides in this

third layer, and-4Dgre Q¥erci§"ﬁ]16 Bﬁysicgﬂhfeﬁr%m 1B 8ksWiteBthe hardware medium for transmitting .

and receiving a logic 1 and a logic 0. The second layer is the data link layer and it translates messages

15  into correct format for the physical layer to transmit, and translates messages received by the physical
layer for upper layers to understand. Basically the data link layer formats messages into data frames that
encapsulate the messages and adds customized information, including 2 CRC code, destination address
information, and source address information. The third layer is the network layer and its main function is
to direct data from a source network to a destination network. This third layer is sometimes called the

20  Internet layer since its job is basically to route messages and provide a standard network interface for
upper layers. The present invention resides in this third layer, and thereby can be implemented with
software modifications without requiring any additional hardware modifications. Since much of the
existing hardware, such as routers and hubs, have updateable firmware, the present invention may be
easily assimilated into current networks.

25 Various types of network protocols may be associated with the third layer of the OSI

model, but the present invention preferably makes use of the Internet protocol, IP, which is the protocol
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node. S W Lh sane network may pick up the nessage, but

”essagsde 13 o{%ﬁ@{fﬂ which BGmuiie @ég et agmésuﬂaﬁfﬂ%&l @qgrvﬁaﬁn ge @ﬁné}%kw&ma?&t

their e hardwar e address s match a particul ar t hen t hat
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t he i ntende receiver t he ness : exanple, 1t conputer 71 w shed
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message traverses router. Nonethel ess, address of
receiver of the message. For example, if computer 71 wished to send a message to router 74, then the

15  message header would include a source hardware address of 100, source IP address of 222.222.222.1, a .
destination hardware address of 200 and destination IP address of 222.222.222.2. If router 74 wanted to
respond to the message then its response would include a similar header with the source and destination
addresses interchanged.

‘When messages must pass several networks to reach their destination node, the header

20  information changes every time the message traverses a router. Nonetheless, the IP address of the
destination node is maintained constant across the networks. As an example, assuming that computer 71
wishes to send a message to computer 75, the header of the information must relay the message through
router 74. Therefore, the message leaving computer 71 will include a source hardware address of 100 and
an IP address of 222.222.222.1, as well as the IP address of computer 75. However, since computer 75 is

25  not within the same network as computer 71, the message will include the hardware address 200 of the

router 74. The router 74 will pick up the message since the message has its hardware address, but upon

10
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15 this is not the case if a message crosses a network making use of Network Address Translation (NAT)

services to manage its access network nodes.
In order for a node to access the Internet, the node must have a unique IP address.

However, the number of unique IP address is limited and many networks make use of NAT services for
permitting many network nodes, or network computers, to access the Internet using the same IP address.

20 A simple example of network address translation is shown in FIG. 5. here, computers 72
to 76 are part of a network that shares a single valid IP address, 201.1.2.3, by means of a network address
translation manager 78. Each of computers 72 to 76 is given an arbitrary IP address that is unique within
the network, but is not necessarily a valid Internet IP address. When any of computers 72 to 76 wants to
access the Internet 80, they must first through NAT manager 78, which relays the message to the Internet

25  with the correct IP address 84 and its own hardware address 104. Additionally, NAT 78 assigns a unique

access port number to each incoming message from computers 72-76, and maintains a table associating

11



20 A sinple exanple of network address translation is showmn in FIG 5.
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The present inven a networ yout simlar
tot hatma?tfer x'&:'fla@typg oPletwork the user connects to in order to gain access to the Internet. Therefore, this

15 .. preferred embodiment of the present invention deviates from the prior art when identifying the source of a

mobile user.
A first embodiment of a network system in accord with the present invention is shown in

FIG. 6. The present invention may be utilized in a network having a layout similar to that of FIG. 2 or
any other known network configuration, but is preferred that an access point 123 in accord with the

20  present invention be placed close to a network node with Internet access. In FIG. 6, router 127 couples a
source network 129 with the Internet 131. Therefore, access point 123 is shown next to router 127. In the
present example, a mobile user utilizing a laptop computer 121 connects to network 129 using wireless
access point 123. It is to be understood that a mobile user may also connect to network 129 by means of a
hardware access jack.

25 Within network 129, server 125 is preferably in charge of authenticating all new users

and allocating various network services, including Internet access. In the present example, the mobile

12
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net wor k moale2/wisbh | nternet access. In FIG 6, router 127 POUPB@#R3453 source
network 129 with the Internet 131. Therefore, access point 123 is shown
next to router 127. In the present exanple, a nobile user utilizing a

| apt op conputer 121 connects to network 129 using wrel ess access point
123. It is to be understood that a nobile user may al so connect to network

129 by ﬁ?g&g ssQfnefivo P%ﬂﬁﬁ%ﬁlﬁ?@%ﬁph@?bl aﬁ@rci\éll:}sgbﬁt at B\Rﬁl&esé;%?l?avéghé‘c@{)rkl25

is pre y in c arge o entrcating a W users ' ocati ng
vari ou r

ity S e Wl%@%’%%%%%%@%‘%? é?az%% 2RSS mabile,
129 us , ave a
net wor kﬁghnggggﬁﬁ Bleri g@g#@%;%ﬁ#{g@gégg@&&%é gé 2?63{# %fg t gtwtfg ni ed

net wor gro@&é%es% asmﬁgn%&?h@e?ﬁet Bk &em{sli %%Eiof @fct 'T?é ﬁlﬁb@erhsér@eﬁﬁé] 1 tR&CESS

session to a desired target we pdge y means o any we

br aynse goes %&%&3@ g%ﬂlr%g %5‘9{1 esdl@}oﬁ SS%R[%IQEH? fhe a é%?ﬁ? e g ?%37. I\.?ett\gorkThe

nobi | e“user Ses through’ its domain ution

Pr ocessd ouident bf s eRdsine erﬂétév@ﬂﬁg& PRt L1281
SRER LS e e il i

permt all nt et net , ron1unéut orized user, and

t he nnggggfgﬁgcmégg§a¢ﬁgggl %R&b$%%9%conlp address of its target web

page nown 1n t nection is started by a source

and then vt | ng iy 1ynnﬂe€¥1§%.'*£‘%’”§?“%°§%fﬁ e RO raedy By RSERGTe. !
prese n%ynﬁl?t%x%z@&ar? BQ&’I@‘#{_QBE ticR 1th%¥‘@¥1@1’£ qu]l‘ﬁ'l?g Ror gg?l hl%mgég kﬁ%gg%%?s%ﬁl

attenpt’s to open connection to t ar ge evi ce sendi ng a

TCR) SYNC Cﬁerfl rgse}x%sé[ﬁr %ag&ﬁélvglig whélﬂn le JQ& d@ﬁgéji %ﬁ rg;?t {o'd?) ion
ehomdiT Rt SR B

| P addre ep 1, rntercépts the packet t he

mobi | e, 4 PQ&%E&f%n%@&xe {af rwargrlbiﬁﬂsekﬁﬁngg'r@ﬁ%fﬁz%ke{%?o th@% 4&‘&1&{ ?Eiﬁf It

is, then the nessage 1Is ed Taccordi ng e user device

I's not %ﬁﬁ tﬂQ £c!qé1%h degtjih%ﬁ%‘g]gead %@%&1@ gtek) SI I{e?wgrgll' (ilte}c%pt? g}g Q&%{ ﬁldgh&ﬁglf éée D 2

redirec server irecti on web server responds in
by tra er
vt oTBBYS bl hrBe IGuihdified BRIl APRRARE 1A o sl Ets TGRS

' CONYRR AT SO M uscicGRUTIRR: AARGAY ol B pEACALHNGNER ARERRIminI0®

15  redirection web server 139. Redirection web server 139 responds in Step 2 by transmitting a "Web Site
Relocated" message that points the mobile user device 121 to an authentication web server 137 (this
redirection ability is conventional to HTML, a common language for encoding web pages). The mobile
user's web browser responds to the "Web Site Relocated" message by automatically re-sending the HTTP
request to authentication web server 137 in Step 3. Again, network 129 intercepts the TCP SYN packet,

20  but upon recognizing that the target website is now the authentication web server 137, the packet is
forwarded without alteration.

Thus, network 129 does not prohibit Internet access by unauthorized users, it merely
restricts it to a limited number of predetermined websites. Internet access requests to a preauthorized
website, such as authentication web server 137, are permitted access to the Internet, but all Internet

25  requests to unauthorized websites are automatically re-routed to redirection server website 139.

13



user's web browser responds to the "Web Site Rel ocated" nessage by
automatically re-sending the HITP request to authentication web server 137
in Step WOAyai3m network 129 intercepts the TCP SYN packPCT/US@/43433 upon
recogni zing that the target website is now the authentication web server
137, the packet is forwarded wi thout alteration. Thus, network 129 does
not prohibit Internet access by unauthorized users, it nerely restricts it
to a limted nunber of predeterm ned websites. Internet access requests to

a preauthorized QLfJL taﬁ herGibndvebdHBe a{k Ip RO 1 SHRENVRYicd 871 witd &

pernlhted access to nternet but nternet 25 requests to

t

e s R TR B R b P psthacerver
server a&tﬁ%ﬁpgtl%ﬁ %&1?1’13}1&/? 11’1%?8&1 @e &lésglr I]jjﬁ?rpﬁ&w% 1WMC% kﬁe%@er Iéq-glp V{ q{l%aﬁ g e
soliciting authenticatio ormation from e user.

user-s H%Wsére gxt ARG rﬁ L6 ah2 goﬂe@{hgf ﬁg(?lr%h éftbfe el 48 %a@begﬁ glr\/ell B I?qul esst

passwor whi ch t'he user enters via his we rowser. I'S pol nt

shoyl dbP ﬁet@glﬁcelg9 M@‘{l(er%é&& 1 hcalé h«%ﬂml) ﬁlxle h)gtwgﬁc,e fhe Werga?)ﬁ Ftp% glb‘ft%ﬁl &84 ﬂlleP

addr ess er to conmmunicate e network, the

I nter n&%clﬁ)ealﬁgre&ev}cE%S@aﬁﬁg%ﬁ%{og%eﬁaqgrvemb ltﬂa?nb’tﬁa% el%ﬁ‘ﬁk&?to%ﬁéuél 1dent(11fgn tify

aut hen atli on web server not be re upon to uni quely

{7 anst BEPEVESRER ke %%%g“*ﬁgp&%‘v’%?ﬁ%%’é%ﬁ% B Sr el B S IR
PZ‘?Z&%‘?&E"’?@%%%@%@&“@ o B R oA Bl BRER APERRNR i e
by the . 10.q8 Ou{z&&&ed%@fd RNy SSENEE ol e RS IBARY ﬁ%%ﬂosﬂdg'dtw be | ocat ed

Wit hin gol ng da preaet er ni eés away from

th?o“”h&He%nS e oh, G, 56, eisss\é Rl ey vEL BB B0 11G, ot ERRRMGD 1 el d
o RSB

el'y precede e uni qae client eV|ce

Then T st S5y IR L A PG G, e
nessaggfsé}g&f%éld by BELAIRER) ng%é%d?d‘ﬁﬂﬁ@&ﬂ G ARl BRLYRL g9 137 and

respon y 1 NSpec ssage “pac et ect ded reserved

field. Since the yipgoaqe et BBt o5 kbis [ AMMRAKLEaRL e ARMEGR 2 1
a It I

its unique hardware ress 1n the message pac Is stil

val i d. NeLuss I s, heseAas dg%ctgﬁlgﬁrlﬂéés&g pack@ﬁ%ahg € o UENb R HEXEES

15 137 and responds by inspecting the message packet to detect the embedded reserved field. Since the

message has come directly from mobile client device 121, its unique hardware address in the header of its
message packet is still valid. Network 129 responds by generating a new client device ID keyword EF2
based on the unique hardware address of mobile client device 121, the current session information, and
the address information of network 129. This address information will be dependent on the device on
20  which the present system is implemented. This new client device ID keyword is inserted into the
embedded reserved field and the modified message is forwarded to the authentication web server 137 in
Step 6.
Upon receiving the HTTP form page from user mobile device 121, authentication web
server 137 parses the information in the HTTP form page. Preferably, the information is parsed using a
25  backend CGI script. The authentication web server 137 forwards the user-supplied information and the

new client device ID keyword from the embedded reserved field to a gate keeper server 135 in Step 7.
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based on the uni que hardware address of nobile client device 121, the
current session information, and the address information of network 129.
Thi s addvege2/1m3pprmati on wi Il be dependent on the devi ce PAT/PSOMEIHTSh t he
present systemis inplenmented. This new client device ID keyword is
inserted into the enbedded reserved field and the nodified nessage is
forwarded to the authentication web server 137 in Step 6. Upon receivVving
the HTTP form page from user nobile device 121, authentication web server

A age ) user ‘
137 pafﬁ@gatte izs‘ep%&e%ga@s ?ar}czzégséd% tgg ié;gee%,rog}gmg@dlrézfl%&%@awm e

informati On i s parse ga 25 script. The authentication

web sery erkﬁ%;*t?onfvge%\@@fvgslg%h%ﬁgfg@g@qmohﬁﬂmhg%ﬁgaﬁgkfﬂoﬁm ANk dpent

devi ce | eyword fromthe e reserve 0 a gate keeper server

135 in gt 3;i0ﬂéégg%%¥&@%¥§pﬁgEﬂ%gg§%é&§§&§3 The gate keeper server nmay

be accessed via 't ernet, irectly connected to the

aut henti cation qush‘gﬁl'a\ég 501%513 ﬁl’dt Jgf\%; ?ffg%ld%f%:ﬁ%)ﬂ%eg &R%{- 'fr?}, .hlﬁﬂeniti(?ah{oﬁ 35 gér%éred

fromthe authentication we server e gate keeper server 135 al ong

a_sqeUngdehd k. e ShoUhds BRGNS0l AL SEL Keld20md LELLIEGL LARRD, ser ver

139, authentTcation server 1 gate eper server 135 ne not

reside cggeﬁﬁﬁ%ﬁ%rg%cgﬁl%h% r tl‘?e@éjxaé%ﬁ%o o SIRLS iPhe Lﬁa%@%ﬁ%yth@%ﬁor&&ar@i dent

on a nachi ne. es€ need not e servers I n the usual sense of the

o P A, U O L PRl e
functi O@?oﬁ%{l}?{? %e[f%&ﬁ%@ﬁ%o?ﬁe%@%oﬁ%%ﬁ %]rvélr?ig9 ngg%o%tsepa?atém e i&@&m@@y be

integra e gate keeper server 135 proctesses

t he req&%gggrﬁakggﬂgication data information and checks if the user is
regi stered. the mobile client has a legitimte account, then the gate
g g

kegger server 1%@@@9@&?% r Pﬁ%r&!eisfg{he gegxiivgc@auk@ntgﬁgeggaéﬂao@ﬁﬁaﬁo% @ the

enbedded reserve ie etermne t rdware a e nobil e

user d %Exbc(f{g iftfeluser iR g%tfgéeg gﬁg@ ﬁ%lai?eecﬁi\éﬁrhag'g’ R %%ln'lgf%l agc%{aﬁiéd thefM e gk X Ekerver

"unbl o nmessage I n ased on the sa evice I D keyword to

net wor kl V?\’% %gﬁ?dé%ﬁdé@ﬁﬁ &jeﬁltetgvilé I@pégx\grd t]hptqs ﬁqﬁ%]%r@eh&éagesgﬁf\é& f g‘ﬁﬂ %egg ; infd §feNor k

129 on icht resent system’i s running Inserted t ess

i nf or "%%gogﬁrsegafggge@df% HEEE vdQ VLGS B L ThOedd el IRV A5 ENHRARG s I \GkEhREE Jate

keeper
"unblock" message in Step 8 based on the same client device ID keyword to network 129. As explained

15  above, the controlling device within network 129 on which the present system is running had inserted the
address information of mobile user device 121 in the HTTP form page, therefore gate keeper 135 sends
the "unblock" message directly to this controlling device. Preferably, the “unblock” message is encrypted
with the new client device ID keyword. Alternatively, a third client device ID keyword may be generated
and used for the encryption process. It may include the hardware address of the mobile client device 121,

20  as well as the Internet protocol address of the network 129.

Network 129 verifies the encrypted "unblock" message, and then updates its internal
access list to grant Internet services to the mobile client device 121. All subsequent traffic from the
mobile client device 121 to the Internet are forwarded by network 129 unimpeded until either an allowed
access time expires as described in greater detail below, an explicit “Disable client device” message is

25  received, or the client device 121 disconnects from network 129.
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t he "unbl ock™ message directly to this controlling device. Preferably, the
"unbl ock” nessage is encrypted wth the new client device ID keyword.

Al t er nat iweby113a1 third client device I D keyword nmay be gehP€T/@s@dR34snd used
for the encryption process. It may include the hardware address of the
nobile client device 121, 20 as well as the Internet protocol address of
the network 129. Network 129 verifies the encrypted "unbl ock" nessage, and
then updates its internal access list to grant Internet services to the

mobi I e client deyi; ﬁeedela%pnoﬂ)méu@%wsgaﬁt ihdeAfidd i€ désel%pdta@@pm@qm bl | ent

device 121 to the Internet are forwarded by network 9 uni npeded unti |

el ther g, &y ﬁgwlk 12 B6S ﬁ)&msn §24BL FBSraRSodlES Gk Qaquﬁ r&Adae Thel Sl nt

bel ow, an explicit "D sa I ent device" nmessage i's 25 received, or the
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oo st e s fopaanoe g{e?%ﬁn%n% %%W%r&?e?tlﬁé&%rc I et bW ety

descriped;adundR RO gﬁﬂéﬁgh%gnnlng in network 129, but the |ocation of

the programroutine was not”explicitly stated. The present invention may

be $£ programr Ouhlnﬂ 1T1H&3?fe%9e1é & %&EM&%@ i Mﬁgntljﬁ%Zaﬁfveﬁﬁ&?sﬁls%nm 123,
d

or parsed to have its routines distribute nong all three. 5 Thus, al

mobi | e,y g?r%@t\mz YK ﬂaﬁgge a%@mfe% %&'axcemﬂﬁ%ar{ﬂe%rﬁm@b VikdfakiGdy, hﬁce IS

t hen %OSSI e for netwo 129 to arge a e user for accessS tine on

net wor K e Qserdl LAl 4e) ¥he b e} er THP il ‘B%%Hvahﬁ 2t henhd gal gdpdy the
5 i L&
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135, Oger&p%Sh an%fl)lglcé @éﬁlgz@&lse?\ee!{' Ye%BrdrtfeCa%oqnttJf%né%'t'%h%fusy d%%ict E]Zait Eﬂ?ﬁ ile

user device 121 spen accessin he I nternet 131 through network 129, and

char geTc@&gﬂ %fﬁe ﬁrgc!;j%et 1|3 T élﬁgl!rléhlne@?)%lélﬁeﬁﬂa Bﬁgé-gccﬁﬂg@g e Qe anaaltgﬂg)da l'e user will

have read In a a pre unt of network access

Li g én%gﬁ&%t ARRDORe udPGA E@lpéah péf@ﬁlrad{la%c ?gme@gte %ﬁmg@ o‘ftinéwv:bﬁf(at e

net wor suc net wor k 1 anount O ance 1s

transm i, gqmte Qs H&éa'%foke 55 8en MR ugé}?g‘adqh@e%%&es%% gﬁ%é h&woﬂ%ss%ﬁh pacels o

the tine has expire Any remaining time not used by nobile User device 123

may ,be 29 B g\sﬁsﬁtBPtlﬁlQﬁ%mhevésﬁ@g%ranéﬁ&éfcﬁe ndRRrk 9"9 Mﬁ@h B0 BERRARAIRbile

speC|a i'zed server remal ning tine on t he user's account nay be

updat e £r
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forward to the gate keeper server 135, or the corresponding specialized server, and the remaining time on
15 . the user's account may be updated accordingly.

An alternate embodiment of the present invention is shown in FIG. 7. Elements in FIG. 7
similar to those of FIG. 6 have similar reference characters and are described above. In the present
alternate embodiment, access points 105 and 111 have routing capabilities for connecting to the Internet
131. Thus neither of access points 105 or 111 require a separate hardwired network, such as network 129

20  shown in FIG. 6, to implement the present invention.

For illustrative purposes, wireless access point 105 is shown located in a coffee shop and
wireless access point 111 is shown located in the waiting room of an automotive mechanic's shop.
Mobile users may then access the Internet 131 via wireless access point 105 and any known device for
establishing a node connection to a network, such as a handheld computing device 101 or laptop

25  computer 103. In the present example, access point 105 is shown as a wireless access device, but it may

also provide hardwired connections to client devices. Similarly, a mobile user may use laptop computer
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simlar to those of FIG 6 have simlar reference characters and are

descri bed above. In the present alternate enbodi nent, access points 105
and 111 e@e21wating capabilities for connecting to the |pCEURE23438B31. Thus
nei ther of access points 105 or 111 require a separate hardw red network,
such as network 129 20 shown in FIG 6, to inplenment the present

invention. For illustrative purposes, wreless access point 105 is shown

| ocated in a coffee shop and w reless access point 111 is shown | ocated in

the wajdg tﬁgTJeQS%@ ﬂtengeg iﬁ%?%&l%éé%c&&%ﬁ{? h €1 5m 31980 M?é% gﬁn §ef«5¥§Me khen

access the Internet via wreless ‘access point 1 5 an nown devi ce

for ?&t@@g}g&@:ﬁ& 1% 3 %&%%%{%%%%%%%ﬁfﬁg?&%@ K:r déhk%@ 165 168 Qf&ﬁ@@%ﬁ‘ fren

conput vice e present exanple
access RahIY b RpSRANR. B8k il ESReACEARS 108Ylaey, DUt T may  also
provi de ardw red connect) ons to client I ces I m arIy, a nobil e user
may use |laptop c ess the
I nternet 131 V|a?mn#%§%%%&%%¥£%%%%%%%géﬁggi%%ﬁg%%%%égﬁﬁ%gpH%Qkﬁ&ft may be

Decbes ARl 0gB0k Rt AR e RETYa e Be b iRt PRl B L S Y o
to the nP0 GhRed fIn eﬁ evlaﬁ§t§on§8§tﬁ§ ﬁv&%oﬁ'%vﬁ%/mﬂgtoraa Pﬂa% t to g@sg%géﬁgtthe' a?tva?l@t ion

has be€n descri bed above 1n- connection erre i ment

t her eof; HW@H&ﬂme&%#é ﬁ%mggﬁ&ldone for purposes of illustration only, and
the invention i1s Imted. Indeed, variations of the invention will
be readily apparent to those skilled in the art and also fall within the
scope of the invention. 17 WD 02/11391 PCT/US01/ 23453 WHAT IS CLAIMED I S:
1. A systemfor controlling Internet access on a network, said system
conprising: at |east one access device for connecting to said network and
for originating out- going data packets, each of said at |east one access
devi ce being characterized by a unique hardware address;
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a redirection server accessible via the Internet; a network nonitoring
device for nonitoring out-going data packets sent from said network to the
I nt er net ve@d2/ivp1 verifying if an originator access devi cePOf/uas/Byi3- goi ng
data packet is authorized for Internet access, all out-going packets
originated from authorized access devices being forwarded uni npeded to the
Internet and all out-going data packets originated from unauthorized
access devices be being inspected for determ nation of their target
dest i natWBAT I$ RLABYIED Ihebsi t es, and for checking if a determ ned target
destination Internet website matches a predeterm ned authentication server
websi te and f or warldifngystamder qoatsplbpglinirgned ercesgon ageitiatka saipaistest to sai d
predeterm ned authentication server if a match is found, said network
noni t or icAYPTIYyi ce responding to a match not being found by disregarding
the determ ned destination Internet website and forwardi ng the out-going
dat a packet to saietlepstdhg aseesh deviesdpraonneciipmio stig nefvorkapd foyoviggatingtost-packet s
to the Internet gain access to the Internet irrespective of whether their
r espect igog etk ghaireis.crectnelceid ot lgesy preeascess devipgbhios chesasteriged ym wiiqvet  access.
2. The systemof claim1l wherein said redirection server responds to a
r ecei vedarddateadgrassket from an unaut hori zed ori gi nator access device by
sending said originator access device a nessage instructing it to connect
to said predet er manedregtinnservet asatshible visdhe/terne, The systemof claim 1
wherein said authentication server responds to an wunsolicited received
dat a packet by sendiehgriamonidrgedetiorfonmenitosngewticomgdntapatkdtsdent opacket a
18 WO 02/ 11391 PCT/ US01/ 23453 questionnaire formsoliciting authentication
i nf or matskidnetwseki td thedaistmietand donrverifynerif ineisindion gecass davigelefranopisgoingaddtaf i el d and
a first identification keyword. 4. The system of claim3 wherein said
hi dden mesket iy edhdrized rilnfemestacesss el Sitkgomglpgcketsaridinated Fomapberized eecsss devi ce
whi ch receives said questionnaire form 5. The system of claim3 wherein
sai d fi dsticdsdeing fdriverded erimpedediy e Indertrd sedillont-geig A4 packeis ongieatdddiont r om
sai d network nonitoring device.

unauthorized access devices be being inspected for determination of their target destination

Internet websites, and for checking if a determined target destination Internet website matches a
predetermined authentication server website and forwarding a corresponding out-going data
packet to said predetermined authentication server if a match is found, said network monitoring
device responding to a match not being found by disregarding the determined destination Internet
website and forwarding the out-going data packet to said redirection server;

whereby all out-going data packets to the Internet gain access to the Internet
irrespective of whether their respective originator access devices are authorized for Internet
access.

2. The system of claim 1 wherein said redirection server responds to a received
data packet from an unauthorized originator access device by sending said originator access
device a message instructing it to connect to said predetermined authentication server.

3. The system of claim 1 wherein said authentication server responds to an

unsolicited received data packet by sending an originator access device of said data packeta
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6. The system of claim 3 wherein said network nonitoring device, after
verifying that said determ ned target destination Internet website matches
sai d prededer/m3ned authentication server and before forwaCTHURY/13M3
out-going data to said predeterm ned authentication server, further scans
contents of said out-going data packet in search of said first
identification keyword and upon locating said first identification keyword,
generates a second identification keyword based on the unique hardware
addr ess qg¢stipinaire fqrgg splgiiéne aytherticgtiqneipformatios gjail quedionmire ifereripglediegs i on
keyword being inserted in said hidden reserved field. 7. The system of

cl ai m 6 higder epevesdicd adadie idegthation kawiosh keyword is additionally based
on current conmmunication session information. 8 The systemof claim®6
wher ei n sai d secorfd Thaeystant piccaim drivheesjrnsidhidden reserpd ﬁ%l% #Iolacessiblg byn

| ocation information of said network nonitoring device. 9. The system of

cl ai m 6 seif erigiprosres Hevdearhithagesivpr erid questiprnaire fo@at ed within said
out - goi ng data packet a predeterm ned nunber of bytes away fromsaid first
identification kéywdedystenpof claia 3syhsreinsasst firgl) iggniicrtigh Kesavord isApsgd BB dden
reserved field is immediately preceded by said first identification
keywor d adfiressiipfonegtian om-sgidingigyodemenijogakdevice1 1. The system of claim 3
wherein said originator access device receiving said questionnaire form
uses web browsi ng & dfhegesten elislamgprhereinsagl rebyork moaoragdpaes, Pt i on
information into said questionnaire formbefore transmtting the

quest i orvaaliying thas paidl Beterrnined tayggt destinationdpieinetaydbeite maehee paid/pradeiqyainedht er net . 19
WO 02/ 11391 PCT/US01/ 23453 12. The system of claim1 wherein said

aut hent iag@entisatiogieserver and dsioerrigayardingithg ontrgeingalgtade saad padsemingdvi ng a hi dden
reserved field by extracting the contents of said hidden reserved field
and aut heteitisaignearven fisthgescingronteineisaid Pukgningdataapcked inssepyal Riespid firgie
extracted information being sent to a gate keeper server. 13. The system
of cl ai neenffiahien k¢yrvoshind ugen locitime paid figseidgriificptionderwerd; generatps diseeond

identification keyword based on the unique hardware address of the originator access device, said
second identification keyword being inserted in said hidden reserved field.

7. The system of claim 6 wherein said second identification keyword is
additionally based on current communication session information.

8. The system of claim 6 wherein said second identification keyword is
additionally based on location information of said network monitoring device.

9. The system of claim 6 wherein said hidden reserved field is located within
said out-going data packet a predetermined number of bytes away from said first identification
keyword.

10. The system of claim 6 wherein said hidden reserved field is immediately
preceded by said first identification keyword within said out-going data packet.

11. The system of claim 3 wherein said originator access device receiving said
questionnaire form uses web browsing software to supply said solicited authentication
information into said questionnaire form before transmitting the questionnaire form back to said

authentication server via the Internet.
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Internet. 14. The systemof claim 12 wherein said authentication server
uses a CA script to parse said extracted information fromsaid solicited
dat a packe® 02/1891 The system of claim 12 wherein sai d gat ePRBEREr238r ver
conpares said authentication information with a predefined database to
determine if said originator access device is registered, and responds to
the verification of the originator access device being registered by
sendi ng an unbl ock nessage to said network nonitoring device. 16. The
system of cl ai m 192wibe sisiimadicldinuhbherek sad suthepdicationsergeryppewdisid 2 h sai d
second identification keyword. 17. The system of claim 15 wherein upon
veri fi caolicitnd ddta pasketdnying nhitldan reseved §eld i vitrastingcthe epnfentyiof saat iddens aj d gat e
keeper server decodes contents of said hidden reserved field to determ ne
t he uni qeservhdfieldandavgtdiicagen inforsatio from idnetigicd date packelghg exteactsdd | abel i ng
sai d unbl ock nessage with said hardware address. 18. The systemof claim
15 wher enfornsgion beieg seot k ageiaikeapel ssyedevi ce responds to receipt of said
unbl ock nmessage by updating a network access |list to authorize said

ori gi nator accessl3déb¢ systefomf claim & wharein gaie gaje kepper sprvenis paspssiblsrviz aot el y
aut henticating a user on a private network via the Internet, the system
conpri sibmgmeta net wor k access device for permtting said user access to said
private network, said access device being characterized by a unique

har dwar e; an aut hddt iToasisom of eleine 2 whereis sai hethapitipation servanuegs péiGl scriy) WO

02/ 11391 PCT/ USO1/ 23453 a network nonitoring device for nonitoring the
dest i natt¢ parseaddresactagfinfairhation frogehid golritsd dajepackdtom sai d private network to
the Internet and for scanning the content of any nessage whose destination
i s said authenti cdi dhe systewert clam $2whebinsod gate k¢epetsepypreadaperchiared
identification code in said nmessage, said network nonitoring device

r es pondianfpentisatidnenfgenation with a predefined database to determine if said originator access

device is registered, and responds to the verification of the originator access device being
registered by sending an unblock message to said network monitoring device.

16. The system of claim 15 wherein said unblock message is encrypted with said
second identification keyword.

17. The system of claim 15 wherein upon verification of the originator access
device being registered, said gate keeper server decodes contents of said hidden reserved field to
determine the unique hardware address of said originator access device and labeling said unblock
message with said hardware address.

18. The system of claim 15 wherein said network monitoring device responds to
receipt of said unblock message by updating a network access list to authorize said originator
access device for Internet access.

19. A system for remotely authenticating a user on a private network via the
Internet, the system comprising:

a network access device for permitting said user access to said private network,
said access device being characterized by a unique hardware;

an authentication server accessible via the Internet;
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of said first predeterm ned identification code by determ ning the hardware
address of the access device that originated the nessage and generating a
second i ae@v/ii3enti on code based on said hardware addr esBCTA&01R3®Bt wor k
nonitoring device further inserting said second identification code in
sai d nessage before forwarding said nessage to said authentication server;
sai d authentication server responding to recei pt of said forwarded nessage
from said network nonitoring device by decoding said hardware address from
sai d second i dentairkiveak monitarind deviee fpm@ratona@ﬂme%ﬁatle%ttom@ﬁdre%@éalbﬁéed on said
har dwar e address being generated and transmtted along with an unbl ock
message gomgseEsyeesstompiaid rrvaiemetworgodmnieaet 2 forpgamingdhegonisnt cfpa m 19
wherein said network nonitoring device responds to said unblock nessage by
updat i ngnessase Peseldesiineitongs saidauthepticatiothisrier © spaeh fong Apsheredde®esd t he user
whose networ k access device has the sanme hardware address as is enbedded in
sai d t hiidentifitatieneddeiicspid Wessesdeid eworkrmenitying deviesfresponding todhagdeteeédm sai d
second identification code is further based on the Internet protocol
addr ess offaid fistipradetemoinkd fasnlificetionngdeley desemingmy thehpsdware adsdgsy pf tae 2gopss 19
wherein said third identification code is further based on the Internet
pr ot ocoldedidelthetsigivhted diednaseegoendecnaringerscergd dlspiificatiopdde tsed eysgidem of cl ai m
19 wherein said network nmonitoring device responds to the absence of said
first prhedetaeeradinsesdsaidieatvork moaitormg deveeiurtheransaing spidsapprssidengiéisationat i on i s
said authentication server by forwarding said nessage to said
aut hent icodd ingeid swpsagy bafipre Forwerdingseil fricesagd tosaid gutbentidativn sgdge. 24. The system
of claim 19 wherein said network nonitoring device is further effective
for verifying if aaidouthenjishting spersagpending lor¢cgiphelsed fryvapded messagn frored user
and permtting 21 WO 02/11391 PCT/USO1/23453 all out-going nmessages from
aut hor i zeid ngisverismemioripe devibedy deepding gaif hardvvere eddiess frop) spidseepséges from
unaut hori zed users having their destination addresses inspected to
det er ni ridatifi¢ation eede; aibid Ideatificetion dode baspdomsaidhardwaepaddesss begne\eeneratethd
responding to a destination address other than said

and transmitted along with an unblock message to said network monitoring device.

20. The system of claim 19 wherein said network monitoring device responds to
said unblock message by updating a network access list to authorize for Internet access the user
whose network access device has the same hardware address as is embedded in said third
identification code.

21. The system of claim 19 wherein said second identification code is further
based on the Internet protocol address of said network monitoring device.

22. The system of claim 19 wherein said third identification code is further
based on the Internet protocol address of said network monitoring device.

23. The system of claim 19 wherein said network monitoring device responds to
the absence of said first predetermined identification code in a message whose destination is said
authentication server by forwarding said message to said authentication server with no
modification to said message.

24. The system of claim 19 wherein said network monitoring device is further

effective for verifying if an out-going message is originated by an authorized user and permitting
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aut henti cation server by ignoring the destination address and forwarding
the nmessage to a predeterm ned redirection server via the Internet;

wher eby avo ozut39goi ng nessages to the I nternet are grant eBCRUSES4330 t he
Internet irrespective of whether the nessage is originated by an

unaut hori zed user. 25. The system of claim 24 wherein said redirection
server responds to a received nessage from an unaut horized user by sending
the user's network access device a nessage instructing it _to connect to
sai d aut Hbeittigeiag mspragesiipat autlpgizedrygars sly%l%pégﬁd@weé% tqitha Iigmgh all Besagesifigm

aut hentication server responds to a received nmessage | acking said second

i dent i f i enguiherized yerss bayingdher destinagons eddeesyep inspecisA doidat@mine éfdheiy deetietion cat i on
code based on location information of said private netwrk, said

aut hent i isatif ephensieatipa servers adeesperdies tag desivatinaraddiess oice By sdibyi ce t hat
originated the message a questionnaire form soliciting authentication

i nf or mat fwkeniigatian pereer b igrening the dessipation gddreps gubiervasdingihe ecpBesieicne| udi ng a

hi dden reserved field and said first predetermned identification code. 27.
The syst pieflesdrméred radirp@ioptserver vip hafnderiftdden reserved field is not accessible
by the user that receives said questionnaire form 28. The system of claim
26 wherein said hi #Herby dkay-geigs freasagpsitathy nigrat et gaptedagsegs Pithedpternet
predeterm ned identification code in said questionnaire form 29. The

syst em oftregpealivh of &hofhenths messageds pregasnddy e Hhaugiorigesl Wetvi ce i nserts said
second identification code in said hidden reserved field of any nessages
sent by a user to 2%aithe susiethef flaiat omhosen sid rediggtionygavestespaads toff cl ai m 26
further having a gate keeper server, said authentication server further

bei ng abfeseivesl meseage fibe uhputheiedurssy adiag the ufeps pefvekeeqeredsvice om 22 WO
02/ 11391 PCT/ US01/ 23453 unauthorized users and being effective for parsing
out the vsspgesnguetngt ocamiceiossid avtheatipadan gvig with sai d ‘hardware address
fromsaid second identification code; said authentication information and
har dwar e addr ess bé&¢-nbhersghtem o clpign g%w@rqjlaﬁagl authentication server responds to a

received message lacking said second identification code by generating said first predetermined
identification code based on location information of said private network, said authentication
server further sending the network access device that originated the message a questionnaire form
soliciting authentication information from its respective user, said questionnaire form including a
hidden reserved field and said first predetermined identification code.

27. The system of claim 26 wherein said hidden reserved field is not accessible
by the user that receives said questionnaire form. -

28. The system of claim 26 wherein said hidden reserved field is preceded by
said first predetermined identification code in said questionnaire form.

29. The system of claim 26 wherein said network monitoring device inserts said
second identification code in said hidden reserved field of any messages sent by a user to said
authorization server.

30. The system of claim 26 further having a gate keeper server, said

authentication server further being able to identified filled questionnaire forms received from
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keeper server for verification, said gate keeper server responding to the
verification of an wunauthorized user by generating said third

i dentifi cadowm3gpde and transmitting said unbl ock nessageCT/@SGI@3d3net wor k
nonitoring device. 31. The systemof claim 30 wherein said gate keeper is
accessed via a secure |link fromsaid authorization server. 32. The system
of claim30 wherein said authorization server accesses said gate keeper

server via the Internet. 23 ] o )
unauthorized users and being effective for parsing out the user's authentication information along

with said hardware address from said second identification code;

said authentication information and hardware address being relayed to said gate
keeper server for verification, said gate keeper server responding to the verification of an
unauthorized user by generating said third identification code and transmitting said unblock
message to said network monitoring device.

31. The system of claim 30 wherein said gate keeper is accessed via a secure
link from said authorization server.

32. The system of claim 30 wherein said authorization server accesses said gate

keeper server via the Internet.
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