HARD DI SK DRI VE SYSTEM FOR DI STRI BUTI NG PROTECTED
CONTENT CROSS- REFERENCE TO RELATED APPLI CATI ONS [ 0001]

Thi lication i tinuation of United
e eston o B 68 1 o o MNEN

Pat ent Application No. 11/039,288 filed on January't§”
2005. The disclosures of the above applications are
incorporated herein ' by reference in their entirety.

RYERPD BFsKIdRIMEVENETE ﬁ@ﬁ%lsﬁm%ﬁﬁgfﬁcﬁ'ﬁ@ﬁ*mc NTENT

[
relates to networks, and nore particu to networ
systens that allow secure distribution of protected .
content. BACKGROUND OF THE | NVENTI ON [ 0003] Consumers
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video content to a television (TV) or other video
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all om ng selection and play of one of a plurality of .
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the DVD content on a first TV in one room-of the :
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connected to ‘a second TV in another room
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t%eir entirety.

FIELD OF THE INVENTION
- [0002] The present invention relates to networks, and more particularly

to network systems that allow secure distribution of proteéted content.

BACKGROUND OF THE INVENTION

[0003] Consumers often purchase video content on digital versatile
discs (DVDs). A DVD player may be used to output the video content to a
television (TV) or other vfdeo monitor. Some DVD players may include a
carousel for allowing selection and play of one of a plurality of DVDs. In some
situations, a consumer may want to view the DVD content on a first TV in one
room of the consumer’s home when the DVD player is located and connected to
a second TV in another room. As a result, the DVD player needs to be

disconnected from the second TV, moved to the room with the first TV and
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reconnected to the first TV. Alternately, if the
consuner has a second DVD player, the consuner noves
the DVD to the other player. [0004] One possible
solution to this probleminvol ves copying the DVD
content onto another DVD. DVD players typically

i nclude only one DVD pl ayer, which nmakes copyi ng DVDs
difficult. To copy the DVD, the user mnust copy the
DVD contents to a hard drive system Typically, copy

retoRineetdddfo IRBENRs TMChAlt@Batligi  aher éaH¥ mER ARSI cond DVD
(DRM prevent such copying despite the fact that sone
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ot her devices. This solution also requires an
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. 10005] A systemfor distributing content in a network

whigtp makes comying P\ Dadifficalt.eJ occopyetite DY pribei wbdr must copy the
net wor k devi ce communi cates with the nenory. A
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[0006] In other features, the provider network device
theydaciohat dhai dataals deeypiad pBd@r steqoDed) by \tbeedVDThiayer and is
requester network device includes a hard disk drive

thetefresn streumprotected doind evhemeit igoktpdeto othdrrddvistes Bhis solution
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also requires an additional DVD player.

SUMMARY OF THE INVENTION

[0005] A system for distributing content in a network comprises
memory that stores content. A provider network device communicates with the
memory. A réquester network device requests a copy of the content. the
provider network device determines a local/remote status of the requester
network device and selectively sends a copy of the content to the requester
network device when the requester network device requests content and has a
Ioc_:al status.

[0006] In other features, the provider network device includes a digital
versatile disc (DVD) system. The requester network device includes a hard disk

drive (HDD) system. The provider network device includes a local network



determ ning nodul e that determ nes the |ocal/renote
status of the requester network device. The provider
networ k device determnes the |ocal/renote status
based on a response tine of the requester network
device. [0007] In other features, a server

communi cates with the provider network device and
stores identification data of |ocal network devices.
The provider network device determ nes the

ocal /renot g, status, hased on th ent | tion, data.
deldtgin{fen MU oh 4P Er Dfpines Realfiftln siabscdt 1 Toquester
control . (MAC) addresses of the |ocal netvvork devi ces.
nefwedsfeviee.otlher Providainaiworndeyipp dajereines dhglocalkemote status
nonvol atile HDD nenory .that stores data in a
basedwwi atrésponsenirae ciide récuestacheidesk aevioer
accessi bl e section and a hidden section. A hard disk
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nonvol atile menmory, selectively requests and receive
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I equest con en sec
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devi ce, the HDD control nodul e receives a key request
identificatignsdates d hecddentiiicatien asai ernprseswnediusyiaseess control

response to the key request. The requested content
(MACpaddrsbgs phthdHobab pstweork deviveshe provi der net wor k

devi.ce is encrypted using the key. The HDD control

moduipeogcr y;wtoﬁhérh%a%@mse%@cﬂﬁmgows@é}h coTHﬁnééélH%ﬁ&&Qme HDD

content 1ncludes usage data that i's also written
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cgrg%%%?éa?gs Cv?/{t]it\etnr}e fl—ESE)n nhonvolatlle memory, selectively requests and
receives cor_ﬂent- from the provider network device and stores the requested
content in the hidden section of the nonvolatile HDD memory.

[0009] In other feétures, after sending the réqUest to the provider
network device, the HDD control module receives a key request and transmits a
key to the provider network device in response to the key request. The
requested content .received by the HDD system from the provider network device
is encrypted using the key. The HDD control module decrypts the requested
content. The requested content includes usage data that is also written to the
hidden portion 'of the nonvolatile HDD memory and wherein the HDD control

module makes the requested content unavailable when the usage data indicates

allowable use is over. The HDD system deletes the requested content from the



3 nonvolatile HDD nenory. The usage data specifies a
predet erm ned nunber of allowable uses. The usage
data specifies a duration of allowable usage. The HDD
system communi cates wirelessly with the network. The
HDD system comunicates with the network over a wred
medium [0010] In other features, the DVD system
conpri ses nonvolatile nenory that stores content. A
DVD control nodul e communi cates with the nonvolatile

ndrRtile MDD SAERRI.V ihe 18458 Vief §5E84IE84 %Dé/r%ﬁefé?miﬁﬁa number of

fromthe requester network device. The contro
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fermnes an ampynt of ti that is required_to -
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key request to the HDD system The DVD system sends
CQRRUNGadRe Witbdhe gietwatk everawinebdmnedisnem i f the key is
received within a predeterm ned period. The

pr ed®040ki ndol ptherodeatmresprioi DM yystgunl cdripfses nonvolatile
single or two-hop period. The DVD system encrypts the
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e%éSt emfor distrjbuting content in a network conprises
reRRBIS) NRIWREK FBYicethaipiR Seawnarihe reayestedrcontenbakrd determines
means for providing communicates with the nenory ' _
amaagint RE dimss that isceqiired te seceivethekep fram tepyDdID syBem after
content. The provider network neans determnes a
s¢érming /themké e request to the HDD system. The DVD system sends the
requested content to the HDD system if the key is received within a .
predetermined period. The predetermined period is approximately equal tQ a
single or two-hop period. The DVD system encrypts the requested content
before sending the requested content to the HDD system. The DVD control
module includes usage data in the reques’ted content that is transmitted to the

HDD system. The usage data specifies a number of allowable uses. The usage

- data specifies a duration of allowable usage.

[0011] A system for distributing content in a network comprises
memory means for storing content. Provider network means for providing
communicates with the memory means. Requester network means reqﬁests a
copy of the content. The provider network means determines a local/remote

status of the requester network means and selectively sends a copy of the



status of the requester network nmeans and sel ectively
sends a copy of the 4 content to the requester network
nmeans when the requester network neans requests
content and has a' local status. [0012] In other
features, the provider network neans includes a
digital versatile disc (DVD) system The requester
networ k means includes a hard disk drive (HDD)
system The provider network neans includes |oca
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[ dent ification data of |ocal network means. The
vessatiieqlisc (oYW sysiasand heetaguestersnativerk hoezals/ inelwote a hard disk
status based on the identification data. The

drivée {HIOD)c system datThe qoopidies esetomdk UieaRs € flriy ﬂéﬁal network
(MAC) addresses of the local network nmeans. [0013] In
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HDD nenory neans for storing data I1n a nonvo

bl
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bmsglﬂs conmmuni caf &{Jh t he HDD nonvol atile nmenory
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t he provider network neans and stores the requested
SIYRGFAMMNiGRtes witheiespiovidar neftwohie meamsohrad staresiil2niification
menory neans. After sending the request to the :

dagaoof desalneetamrk means., fThe pERigamhedlomeaRRiNs determines the
receives a key request and transmts a key to the
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compnges medium access control (MAC) addresses of the local network means,
[0013] In other features, the HDD system comprises nonvolatiie HDD
memory means for storing data in a nonvolatile manner and that inc!udeé a user
accessible section and é_hidden section. Hard disk drive control (HDD) means
communicates with the HDD nonvolatile memory means, selectively requests
and receives content from the provider network means and stores the requeé’ted
content in the hidden section of the nonvolatile HDD memory means. After
sending the request to the provider network means, the HDD control means
receives a key request and transmits a key to the provider network means in
response to the key request. The requested content received by the HDD

system from the provider network means is encrypted using the key. The HDD

control means decrypts the requested content. The requested content includes



system fromthe provider network nmeans is encrypted
using the key. The HDD control neans decrypts the
requested content. The requested content includes 5
usage data that is also witten to the hidden portion
of the nonvolatile HDD nenory neans and wherein the
HDD control neans nakes the requested content -
unavai | abl e when the usage data indicates all owabl e
use is over. [0014] In other features, the HDD system
ldR8a [thgt L ARS WallterC @0 (BB hiBEA ﬁ&k?oﬁogﬁ’%@tddn%olatlle HDD

H menory neans. The usage data specifies
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R E R HIREIR Bk daf L Bap S K eien I RWBDLE Use i PYRT

medi um [0015] In other features, the DVD system
conplQ®ed ndnvethar featuresilye idBRs Systerst deleigs the requested
content. DVD control neans conmunicates with the

comtent fram ftiee menvoltikeBlDD ansinss) addnse! Yhe Q%ﬁg\éeéata specifies a
requests for content fromthe requester network

t
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requester network neans before
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DI The DVD
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equal to a single or two-hop period. The DVID control

meEraos meany fos stdnegreamiest eDVIT coheslt mb@ﬁ@t@nﬁﬂﬂﬁicﬁﬂas with the
the requested content to the H DID system The
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requester network means. The DVD control means requests a key from the
reqUester network means before sending the requested content and determines
an amount of time that is required to receive the key from the HDD system after
sending the key request to the HDD system. The DVD control means sends the
requested content to the HDD system if the key is received wi‘thin a
predetermined period. The predetermined period is ap'proximately equal to a
single or two-hop period. The DVD control means encrypts the requested
content before sending the requested content to the HDD system. The DVD
-control means includes usage data in the requested content that is transmitted to

the HDD system. The usage data specifies a number of allowable uses. The

usage data specifies a duration of allowable usage. The DVD system



the H DD system The usage data specifies a nunber of
al | owabl e uses. The wusage data specifies a duration
of all owabl e usage. The DVD system 6 comruni cates
wirelessly with the network. The DVID system

conmuni cates with the network over a wred nedi um
[0016] A nethod for distributing content in a network
conprises storing content in nmenory; providing a
provi der network device that comunicates with the

corRUmicates Wiclesiy vithetiieass tilorkie thar IBVQ)eé/ys‘%@mt(f@hmumcates with
requests a copy of the content; determning a

tHeOﬁéthn@@é[ea l?édj%é’(fhuhhe requester net wor k devi ce;

sel ectively sending a copy of the content to the
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I n other features, the provi der network device
COMENt b D emefyg P @Yidinged @é@wﬁer apdrorkmiayice hataammuicates with
requester network device includes a hard disk drive

theHDBMeNys reavidinigea menhiestar metwods désicer thatiraquédte a copy of the
| ocal /renpte status of the requester network device.

cditenbeddtetminirg adesaliensstal thfig dhthd Ré‘cﬁ]e/sfé‘%m?ét@/ork device; and

status based on a response time of the requester
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The pet hod includes storing nmedi um access contr ol

( MACIORLdr eslfeathsr feathees, dgﬁlpfﬁe@ﬁbﬂﬁt\&ﬂ@\ki de:dce Tmmdudes a digital

met hod i ncludes storing data in a nonvolatile manner
versatite isgd DAER) sifsterandT e méquizate s retwark slevfcet ineludesta hard disk

system selectively requesting and receiving content

dfiverHOm s@rsmdelrhmmtewd<|r@mdésedetéﬂﬁ|rﬁrﬁg>me%cat/réﬁnote status of
requested content in the hidden section

tHE vl tar! Fotlildbk BBUREY The method includes determlnmg the Iocal/remote
status based on a response time of the requester network device. The method
includes storing identification data of local network devices, wherein the provider
network device determines the local/remote status based on the identification
data. The methed includes storing medium access control (MAC) addresses of
the local network devices. The method includes storiﬁg data in a nonyoletile
manner in user accessible and a hidden sections of the HDD system; selectively
requesting and receiving content from the provider network device; and storing
the requested content in the hidden section of the nonvolatile HDD memory.
[0018]  In other features, the method includes receiving a key request
and transmitting a key to the provider network device in response to the key

request after sending the request to the provider network device. The method



[0018] In other features, the nethod includes
receiving a key request and transmtting a key to the
provi der network device in response to the key

request after sending the request to the provider
networ k device. The nmethod 7 includes encrypting the
requested content received by the HDID systemfromthe
provi der network device using the key. The nethod
includes decrypting the requested content. The nethod

intRekYdss rfﬁjl i e@?ﬁ:e@%‘@éﬁ%ﬂt S bWﬁe %ﬁﬁgl'é?ﬂefrom the

data to the ortion o e nonvofatil e
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0019] In ther features, the nethod includes
reguestq aomtﬁ FB&J@@#‘&? thidas Wrilipgnthe sesiersiar ontent includes
H'DI D nmenory. The nethod includes specifying a
ugagsdldatertoithe didderbportioh ofl thewetnivelatitee 51D nmegmbhe ansiagakmg the
data. The nethod includes specifying a duration of

regjuestetbtenteptdmavallatdet WReh XA ustdeddata TRIICEES Aflowable use is
i ncludes storing content; and selectively receiving

ov&guests for content fromthe requester network
devi ce. The nethod includes requesting a key fromthe

requ c end| the requeste _
cont B 2h" e e TeEeEmslRy efpbnandides  dSfeting the
requir dtore e|v t he ke fromthe H DD s tem

f%ﬂ“%é?‘? &RaIeTY E’Lﬁ/r\%ﬂé{e ite PP neemaD sﬁﬁemethod includes
[0020] In ot her features the nmet hod i ncl udes sending

spmfypregqaégeéelter@mﬂcbntumber ohallowabls wsesmsifg theusaye data. The
received within a predeterm ned peri od. The

metieot iresiudese dppeifyimgl ai duratiph @f iaNeivable @ ushgtthe usage data. |

single or two-hop period. The nethod includes
TRECHMOAAntiBes CotefRg CEoRBAE eBhd bs"él@étﬁ/eﬁﬁ ME8%irg " Fequests for
content from the requester network device. The method .inc|u.des requesting a
key from the requester network device before .sending the requested content;
and determining an amount.of time that is required to receive the key from the
HDD system after sending the key request to the HDD system.

[0020] In cher features, the method includes eending' the requested
content to the HDD system if the key is received within a predetermined period.
The predetermined period is approximately equal to a single or two-hop period.
The method includes encrypting the requested content before sending the
requested content to the HDD system. The method includes transmitting usage

data in the requested content to the HDD system. The usage data specifies a

number of allowable uses. The usage data specifies a duration of allowable

usage.




requested content to the H DD system The nethod
includes transmtting usage data in the requested
content to the HIDID system The usage data specifies
a nunber of allowable uses. The usage data specifies
a duration of allowable usage. 8 [0021] A hard disk
drive (HDD) systemthat communicates with a provider
net wor k devi ce over a network conprises nonvolatile
HDD nenory that stores data in a nonvolatile nmanner

in accgssi : j.d ections.., A hard disk .

ari 1A AT R RbE A Sl s YRRV R anGt e Rurigis with 2

nonvol atil e , menor sel ectively requests and receives
PrURTePE M Sevice BYeA BERoTsGRITRIISeR0pRe0aHe DG emory that

the requested content in the hidden section of the
stargp\Aatatn [aenoppplatienmiapner do2ser lagcessible apdthidasn sections. A

after sending the request to the provider network

hadd diske drivé eorbdl ¢HbD)omotatilcomrageicars witkete BIOI® Honvolatile
and transmts a key to the provider network device in -
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received by the HDD system fromthe provi
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Hl:mntent i ncl udes usage data that is also witten to

- &"eHiChgen portion of the nonvol atile HDD nenory and
wherein the HOD control nodul e makes the requested .
contl@@22linalrmiathen deatheas,t aleru sggdingathe i nediueat ds the provider
al l owabl e use is over. The HDD system del etes the

netwatkededde cthet HBD €ortroltrheduleaeceivatid ReyIREyU@STHAY transmits a
The usage data specifies a predeterm ned nunber of

kegl townbl! erovidesr. ntworks degicdalm regschdd 95 WAt 1L  The
al | owabl e usage. The

requested content received by the HDD system from the provider network device
is encrypted using the key.- The HDD control module decrypts the .requested
content. The requested content includes usage data that is also written to the
* hidden portion of the nonvolatile HDD memory and whe‘rein the HDD con;[rol
module makes the requested content unavailable when the usage data indicates
allowable use is over. The HDD system deletes the requested content from the
nonvolaﬁle HDD memory. The usage data specifies a predetermined nUmber of
allowable uses. The usage data specffies a duration of allowable usage. The
HDD system communicates wirelessly with the network. The HDD system
commiunicates with the network over a medium.

[0023]  In other features, the provider network. device includes a digital

versatile disc (DVD) system. A networked DVD/HDD system comprises the HDD

system and further comprises the DVD system and the network.



HDD system communi cates wirel essly with the network.
The HDD system comrunicates with the network over a
medi um [0023] In other features, the provider

networ k. device includes a digital versatile disc
(DVD) system A networked DVD/ HDD system conprises the
HDD system and further conprises the DVD system and
the network. 9 . [0024] A hard disk drive (HDD) system
that comunicates with a provider network device over

a nepoesk CAHArg egisROAMGS ?(]tl—!ﬂ)%)a"gl?éé?ér}ﬁ fF%"’fnéo%ﬂ{umcates with a

storing data in a nonvol at I n user
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. .content in the hidden section of the nonvolatile
Corlrelr negparcemmemicsateaiwith thempnvplatie meqees tmeans,heelectively
provi der network device, the control neans .receives a

relugstseaud secaives coammtcsmahbqyrovmarhféthﬁk\/ddﬂbe and stores the
network device in response to the key request.
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provi der network device 1s encrypted using
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COLil IFARSIREONER R fReFaseSt RBIJEMNSTBIS Arikemdo i peovid network
request ed content unavail abl e when the usage data
devife dnresponseolRatileckels cequesiy efhe requaited ootdretrreceived by the
features, the system del etes the requested content

i s emor s S S0 )T ol
méhAs Wergtd aha regesstbtcoriefl FhedRqRbsRY @mghfemcludes usage
data that is also written to the hidden portion of the nonvolatile memory means
and wherein the control means makes the requested content unavailable when
the usage data indicates allowable use is over.

[0026] In other features, the system deletes the requested contént from
the nonvolatile. memory means. The usage data specifies a predetermined
number of allowable uses. The usage data spécifi_es a duration of allowable
usage. The HDD system communicates wirelessly with the network. The HDD
system communicates with the network over a medjum.

[0027] In other features, the provider network device includes a digital

versatile disc (DVD) system. A networked DVD/HDD system comprises the

HDD system and further comprises the DVD system and the network.
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usage. The HDD system conmuni cates wirelessly with the
network. The HDD system conmuni cates with the network
over a nmedium [0027] In other features, the provider
network device includes a digital versatile disc
(DVD) system A networked DVD/ HDD system conprises the
HDD system and further conprises the DVD system and
the network. 10 [0028] A nethod for operating a hard
di sk drive (HDD) systemthat conmunicates with a
provi net \ : r [

5t ortP381 Garh Mendaof brtRling 4 HaAT dieic ARE! 5D) system that
accessi?le nd hiddgn sections: ,sel ectivel
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network device; and storing the requested content in

datadnrd adevolstilet mennel Topser accasside angahiddes sectiens; selectively
nmet hod i ncl udes receiving a key request and

requastimg ahidngcaivirey contenh érqgm dkié geovidet wetodedévieej and storing
response to the key request after sending the request

teGeblEstBHAGSN! iR R[dechesdctiBn, The met hod includes
encrypting the requested content received by the HDD

ey, OR81 et oBnpPIERHES. o BhBA]FYLEES BHRRIELLE ke request

content. The thod includes witing requested content

andh AraNEMING 8 Ry HathE MEOVIRE" FelUiK BBYice dn: resranse 1o the key
maki ng the requested content unavailable when the

regeiagt attar aendifigcteeecaiesbimibie pradeen sevark deMige. The method
nmet hod i ncludes deleting the requested content from

inthelei efeyptiartheorequbiedesitedt reveivedely tisp BIDD wysEn from the
predet erm ned nunber of allowabl e uses using the usage

o, T AR, Lt 55 GhEC T, nepo 88 dloping
reftfeldfld 'oBnflirt® TRYDhnetcH _?ﬁglﬁcﬁ‘ﬁ mfrﬁmbrqpéqg.ﬁets?éc‘d Wohferdt including
usége data to the hidden portion; and making the requested content unavailable

“when the usage data indicates allowable use is over. -The method includes
deleting the requested content from the hidden section. The method ihcludes'

- specifying a predetermined number of allowable uses using the usage data. The |

method includes specifying a duration. of allowablle usage uéing the usage data.

[0030] A digital versatile disc (DVD) system that communicates with a
requester network device over a network comprises nonvolatile memory that
stores content. A control module communicates with the nonvolatile memory,
selectively receives requests for content from the fequester network devi.ce,
determines a local/remote status, sends the requested content if the requester

network device has a local status and that does not send the requested content if

the requester network device has a remote status.
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requester network device over a network conprises
nonvol atile nenory that stores content. A contro
nodul e conmruni cates with the nonvol atil e menory,

sel ectively receives requests for content fromthe
requester network device, determnes a |local/renote
status, sends the requested content if the requester
network device has a | ocal status and that does not
send the requested content if the requester network

deviiagafps o IfRBL %ﬁ?ﬁ%ﬁﬁre]&or{tgﬁ%bdﬂnﬁ Rldifdsts a key from the

features, the contro e requests a key fromt

o MR B YR BHHE S, DR FADRALF SRS e convol

time that js required tg_rec&ave the key fromthe
mpdulgedatarmines at RMeept ebtinye Bat isrrauigdtivaereiye the key from the

request. The control nodule sends the requested
requastentnatworh aaviogueeesendingothe dkeyi teguiekt.t hEh&k epnirol module
received within a predeterm ned period. The '

sticed¢tie risnesteplecbatént sto amprreyueslee! NettiRl déWcd if the key is
single or two-hop period. The control nodul e encrypts

reBReC WEShe S CPFEQ%%mQﬁEBr eveRdi n%ﬁ@epfﬁgﬁiﬁggolperiod is

content to the requester network device

oA AP B B S S GB encoes
8501 82 o 51 LSRR S5 La B SHRBLE RS requostr

usage. The DVID system communi cates wirelessly with . :
netveorikedaides. Thiee COMIIls idsve doaldas casage Wiath inhthe requested
network over a medium [0032) In other features, the

comtgneshalr isnatnemittetb v dre i regLissies metiverkl dedicsk dMtievesage data
(HDI D) system A networked DVD/ HDD system conpri ses

sgéﬁgééﬁ\égﬁ%wpgtcﬁgl@g%g@rufses.r v@msiawd;taesdj&c@ﬁé% a duration of .
-allowable usage. The DVD system communicates wirelessly with the network.
The DVD system communicates with the network over a medium.

[0032] In other features, the requester network device includes a hard
disk drive (HDD) system. A networked DVD/HDD system comprises the DVD
system and further compri'ses the HDD system and the network.

[0033] A digital versatile disc (DVD) systém that communicates with a
hard requester network device over a network comprises nonvolatile memory
means that stores content. Control means communicates with the nonvolatile
memory means, selectively receives requests for content from the requester
network device, determines a local/remote status, sends the requested content if

the requester network device has a local status and does not sends the

requested content if the requester network device has a remote status.
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10033] A digital versatile disc (DVID) systemthat
communi cates with a hard requester network device

over a network conprises nonvolatile menory neans

that stores content. Control neans comunicates with
the nonvolatile nenory neans, selectively receives
requests for content fromthe requester network
device, determines a local/renote status, sends the
requested content if the requester network device has

a | qoaB4pt atmsothed fektares) thesediteolt ineans eayessteda key from the
content 1f the requester network device has a renote

reéhéét‘é?-ne}%ob@%@]ce' Beﬁﬁégeéerfd?gé UhESrequBst g&ﬁt%t.”eﬂﬁ‘é control

requests a key fromt request er networ evi ce

mREAR GBIARIPRF Ao B0 AR S naC 0 6 SR e ey rom the

recejve the key fromthe requester network device

regpegter atwery qy@{é?ekgbef S§LENY ﬁ%é‘e&dﬁﬂﬂéﬁt- nod\§ gontrol module
sends the requested content to the requester network

safels the irequastede gontent riec $ia gg@qupsier nnatworle dievigeniihdle key is
period. The predeternmined period is approxinately

reegiveld twitlint wo- predlepemindd Peeiodr edelley npreeidtaratingd psriod s
approximately equal to a single-hop period. The

a@@ggrn%te@géq@axewapm-hagn tpre‘ﬁ%.eSt?H'eC ﬂéc?é’lérrﬁﬁfe% Beriod is

I ng th equest ed cont to the requester net
[ | means i nc S age data in the
antibiffeiel) BaRelid 8 RER b NoRES RS Rgolie' SRorvpts e
requester netwoyk device. The usage data specifies a
reB A STCR] belin PEMUBEENe TRAUGHA] Codiant 18 JeR 199uBstal network
duration of allowable usage. The control nodule : _
dexdeen Mineageriralimerss §10judes usage data inothe. rethiesed content that is
system communi cates with the network over a nedi um
tré098k{ed to thehequéstar mebsorkt devicee qTastusageatat@ slediies Genumber
i ncludes a hard :
of allowable uses. The usage data specifies a duration of allowable usage. The
control module communicates wirelessly with the network. The DVD system
communicates with the network over a medium.
[0035] In other features, the re'quester network device includés a hard
disk drive (HDD) system. A networked DVD/HDD system comprises the DVD
system and further comprises the HDD system and the network.
[0036] A method for operating a digital versatile disc (DVD) system that
communicates with a hard requester network device over a network comprises
storing content in nonvolatile memory; selectively receiving requests for content

from the requester network device; determining a local/remote status; sending

the requested content if the requester network device has a local status; and not

13




di sk drive (HDD) system A networked DVD/ HDD system
conprises the DVID system and further conprises the
HDD system and t he network. [0036] A nethod for
operating a digital versatile disc (DVD) systemthat
communi cates with a hard requester network device over
a network conprises storing content in nonvolatile
menory; selectively receiving requests for content
fromthe requester network device; determning a

seh@mgy tHee 1§ Sestbat tGriteAETAIHRY redlisste e medRbAd de0RbeRAs i remote
the requester network device has a | ocal status; and

std}gt. 13 sending the requested content if the requester
network device has a renote status. [0037] In other

f eat the pethod includes requesting a key, from .
t ne 16P8 e 1E PR RRHESS b6 e bBRIRELEEH sPaSR g £ Koy from the
requested content. The method includes determ ning an
reguesiat netwerkheeviea: before sgnringd the reewssted eandentey The method
from the requester network device after sending the
inkeges agterstininghan mmdurd ofi e tHab isseuiinegl toheeceive the key from -
requested content to the requester network device if :

the heediR¥ter RehRG®l MBdicwl BREN serRfiRfiaher Rbedqpek, 0d:
The net hod. includes setting therﬁjjpr edet)ér m'qned pe"lr'lhgdmethod_

in@ﬁ@%ﬁébﬂ&ﬁ'\g%ﬁﬁrgﬂ%gbg At B3Re F?S%%q%mﬁwémtﬁg%e if the key

€s’ s redeternm ned
._approxi,mately equal .to a single-hop period,  The )
s BBABE RLF i es PEsHsts R Tag PRsd cqhe fBREhinsaes setting the
bef ore sending the requested content to the requester-
pragetesminebpecied aperoxinaisly ieqtrlides tvadiapdipegodsadee method
data in the requested content that is transmtted to .
includes espitisg dhe predeterinirded pedod Tpprosiagetelyatqual to a single-hop
specifies a nunber of allowable uses. The ‘usage data
peisti hesmtiked MdiddesbnhpBHgRhe ¢ga6Sted content before sending
the requested content to the requester network device. The method includes
including usage data in the requested content that is transmitted to the requester
network device. The usage data specifies a number of allowable uses. The
usage data specifies a duration of allowable usage.

[0038] A system for distributing content in a network comprises
memory that stores content and a provider network device that communicates
with the memory. A media server communicates with the provider network
device. A requester network device requests a copy of the content. The media
server determines a local/remote status of the requester network device and
selectively enables the provider network device to send a copy of the content to’

the requester network device when the requester network device requests

content and has a local status.

14



[0038] A systemfor distributing content in a network
conprises nenory that stores content and a provider
net wor k device that conmunicates with the nmenory. A
medi a server comuni cates with the provider network
device. A requester network device requests a copy of
the content. The nedia server determ nes a

| ocal /renote status of the requester network device
and selectively enables the provider network device

f h ) 1 er, .
S g T
oS L S S 7 s ke Har

digital versatile disc (DVD) system The requester
drivet (WiPR) sysiere. | hoe udegdiaaseaved idelskles da iloeal (MBB)ork determining
system The nedia server includes a |ocal network

maothile thandete rmirestuihe obalrefedtersthinesoft the regtabicr ¢88rk device.
status of the requester network device. he nedi a

Theeieela S8hRY 'Hé?%?ni?ﬁ@ the® $&¢dIr&mRis s?&t@i %%g\@/?it&érﬁa?%gﬁwée time

response tine e requester networ

of e Pé&u%fg}%;gﬁétwgﬂgdgﬁgéerver comuni cates with the

nmedi a's es identification data of | ocal

network devices. The nedia server determnes the

| oc\aﬁ))%%lmt & sthardeatyiRs @ sANMER EoMIBHDICRIesavitbrthe anedia server
Alternately, the nmedia server stores identification

andastores ideatificatimnasiaka defviaoed , nathverlei devides. nFHeamedia server
server determ nes the |ocal/renpote status based on the

dettetenines itkatoculreimbte stallie bagedtor iheaidentificktion data, Alternately,
conpri ses nedi um access control (MAC) addresses of the

_th(h gﬁbé’(ggmgtﬁgféi/ Isd(;egﬁlﬂg%@%fgt]aﬁ gf &B%Fﬁe{\n?&ktﬁe‘?ﬁcest, Béherein the
media server determines the local/remote status based on the identification data.
The identification data comprises medium-access control (MAC) addre_sées of the
local network devices.

[0041] In other features, the HDD system comprises nonvolatiie HDD
memory that stores data in a nonvolatile manner and that includes a user
accessible section and a hidden section. A hard disk drive control (HDD) module
communicates with the HDD nonvolétile memory, selecti\)ely requests content
from the media server and -receives content from ét least one of the provider
network device and/or the media server and stores the requested content in the
hidden section of the nonvolatile HDD memory. After sending the request to the
media server, .the HDD control module receives a key request and transmits a

key to at least one of the media server and/or the provider network device in

response to the key request. The requested content received by the HDD |
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menory that stores data in a nonvol atile manner and
that includes a user accessible section and a hi dden
section. A hard disk drive control (HDD) nodul e
communi cates with the HDD nonvol atil e nenory,
sel ectively requests content fromthe nedia server
and receives content fromat |east one of the provider
networ k devi ce and/or the nedia server and stores the
requested content in the hidden section of the
[ : : .

sYPREN ol ot el DoB STARE wrluBt nBRIGHE D <hBAY ik ghgeia server

. key request and transnits key.tpo at | east one of

s ERENRIES Al 2% K/ dhet HD O CahirabmaniGsiaengelsi Be raguested
response to the key request. The. requested content

contaryi v Ble i§queriesmoNeNtsinstusiest usageatateethat ismisoivritten to the
provi der network device and/or the nedia server is

higde pptireen ofthendnvel ity HOD endfabng omhe HDDRsBHt®| module makes
decrypts the requested content. The requested content

( ont & S 1 eque
théﬁ {iggugﬁgd Us¥Entdai v dilaBle Wheh tﬁleeddeB% @née‘t%ﬁgj/fcﬁﬁseal%able use

en portion of the nonvol at|
: r e S t 0 - ,
s R o T R e ol s, Vi E8028e6 SR8, i nonvoratie
e 1s oveL. The HDD,system del etes the, requested
HIRRTERROTr ol NESHBITALR SECLIESH BB FRRIGINEH Eage of allowable
data_specifies a predeterm ned nunber of allowable
useseslTherysagss dgta spacfiepasuraten af diovwablemsegeal ThendbIDesystem

usage. The HDD system comrunicates wirelessly with

- cdrhmunétates wirelgss|yHbiEh slys hetwortiniTin H&IIESyyvbhhcomhﬁJnicétes with
network over a wired nedium [0042] The DVD system

the HEWVbBESVETRWAkaimhb&upenory that stores content. A
DVD control nodul e conmuni cates with the nonvolatile

20 TrREESAt ki SRS AONERARe! Rerfd)! Fk stores
content. A DVD.controI module communicates with the nonvolatile memory, and
selectively receives réquests for content. from at least one of the requester
network device and/or the media server. The media server requests a key from
the requester network device before sending the requested content and
determines an amount of time that is required to receive .the key from the HDD
system after sending the key requést to the HDD system. The media server
enables the DVD system to send the requested content to at least one of the
HDD system and/or the -media server if the key is received within a
predetermined period. The predetermined period is approximately equal to a

two-hop period. The predetermined period is approximately equal to a single-

hop period.
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networ k device and/or the nedia server. The nedia
server requests a key from the requester network
devi ce before sending the requested content and
determ nes an anmount of time that is required to
receive the key fromthe HDD system after sending t
he key request to the HDI D system The nedia server
enabl es the DVD systemto send the requested content
to at | east one of the HDD system and/or the nedia

ser L the key is.recei i thin I term ned
per 18043 e 15 R IaiffiEa Sfaprbtbhe "W S SR andror the
equal to a - two-hop period. The predeterm ned period
mediagsRveKi PREWPIE diRidleaussiedsicrpient Refprpesensing 1khe requested
[0043] In other features, at |east one of the DVD
capyentdm thadAbD sysiemmedit teast oner ofether PV cohrol madetet add/or the
content before sending the requested content to the

mEBR sersbemclied essde dat bf tHehequ¥Brezbobiiteht WUl @ransmitted to
and/or the nedia server includes usage data in the

tHquBﬁséy?#ﬁﬁﬁnW%tu%éEéadhﬁa %pgaﬁaétal ﬁGrrfbb%r dfha Blo uses. The

system e usage specifres a nunper of a

uses' ;.. TIh e.d ecifi a, duration of
SRS it o Sree® “anBUBRRRE Y afSeBplfnfiadil oo The DVD system
wirelessly with-the petwork. The _DVD system ) _
C%Wiﬁaé%¥ @’éfﬂtlﬁsﬁﬁv WitHéF‘ﬁé’te\MP;«[(- olRe LV Ryisyetermeamimynicates with
[0044] A systemfor distributing content in a network

theggiwbseevemamtied medidmi or storing content. Provider
network nmeans for providing conmmunicates with the

nenofop4dgansA Sfdem Sor vdisgibmiags coatergelrviaidnetwork comprises
communi cates with the provi der network neans.

TR R PRI 5608 SAMGRL s for provin
communicates with the memory means. Media serving means for serving
communicates with the 'provider netWo_rk means. Requester network means
requests a copy of the content. The media serving means determines a
local/remote status of the requester network means and selectively enables the
provider netwofk means to send a copy of the content to the requester network
means when the requester network means. requests content and has a local
status.

[0045] - In other features, the provider network means includes a digital
versatile disc (DVD) system. The requester network means includes a hard disk
drive (HDD) system. The media serving means includes local network
determining means for determining the local/remote status of the requester

network means. The media serving means determines the local/remote status

based on a response time of the requester network means. Server means for
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| ocal /renote status of the requester network neans and
sel ectively enables the provider network neans to
send a copy of the content to the requester network
nmeans when the requester network neans requests
content and has a |ocal status. [0045] - In other
features, the provider network neans includes a
digital versatile disc (DVD) system The requester
networ k means includes a hard disk drive (HDD)

sSNRLdMImiEREEAVBEING BELVIBSSetWerk ‘t‘ﬁ’?aqné Halstgfetgv‘@%tiﬁcation

determ ning neans for determning the Tocal/renp

atus t r neans.. The nedi a ,

R N e G
based on a response ti of. .the requester network .
o RRFRINCIge FIALHS el r they I9@RJIcAEORoaani ohkeialalynthe media

the provider network neans and stores identification
serRing omeposalstereswidentitication Tata nefdilacalemdtworkreaans.  The
determ nes the local/renote status based on the

idesificatiore alat® conapisesAierlinat atoosst benti®Id{MACIeaddRgses of the
neans stores identification data of |ocal network

|JBaRAStworReneasient i ficati on data conprises nmedi um
access control (MAC) addresses of the |ocal network

* Compreded noh bitef B8 rash HTER, St CrgiPrises nanyolatie HOD

data in a nagnvol atile manner and that includes a user
%@%@@Sfi@séeeﬁ%ﬁga@fﬁaaﬂ 7 oRfaelatile tmanenegndi thiatdrcludes a user
drive control (HDD) means conmmunicates with the HDD
apeersiplet seationeand ya hiddes, sextioac Hard | disk egvestantraAnHiDD) means
receives content fromthe nedia serving neans and

cotronersichtes withuiet BIDD awriveldtilé imémenhindeens, sesbt@iPfrequests
the nonvol atile HDD nenory neans. After :
| and rgceives content from the media serving means and stores the requested
'con.tent in the hidden section of the nonvoiatile HDD f.nemory means. After
sending the request to the media serving means, the .HDD contfol means
receives a key request and transmits a key to at least one of the provider network
- means and the media serving means in response to the key request. The
req'.uested content received by the HDD system from at least one of the provider
network means and/or the media serving means is encrypted using the key. The
HDD control means decrypts the requested content. The requested content
includes usage data' that is also written to the hidden pottion of the nonvolatile
HDD memory means and the HDD control means makes the requested content
unavailable when the usage data indicates allowable use is over. The HDD

system deletes the requested content from the nonvolatile HDD memory means.

The usage data specifies a predetermined number of allowable uses. The usage
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sending the request to the nedia serving neans, the
HDD control neans receives a key request and
transmts a key to at |east one of the provider
network neans and the nedia serving neans in response
to the key request. The requested content received by
the HDD system from at | east one of the provider

net work means and/or the nedia serving nmeans is
encrypted using the key. The HDD control neans

SRR RBAEATH Haf 0l Wagl T BSOLAMEA G
R 5RO b, e SO RS L i o motvon

unavai | abl e when the usage data indicates allowable
ovgs @ Wikedmadiumhe HOD system del etes the requested
content fromthe nonvolatile HOD nenory neans. The

usadeoda) a $meoiHeresesturssdetier DMIEdsyHIBREcoMhprises _nonvolatile
al | omwabl e uses. The usage 18 data specifies a duration

et} 8056 808 SRRV SRR R Ebmmurictes win
BB G s 06 eV e LuBBF Epomt o

nonval atile menor ans for storing content DVID
thegRERIR SHRTIES MABRS. cRRUMEER SSTVIRY FeaTie [RIRRE &t ke from the

menory means, for sel ectively receiving requests for
reguasisfnetwery mesashaiowe sendingghavaqsestedecorddintand determines
serving neans requests a key fromthe requester

ametweurk oftiares tHatfio tequieadita geddive HRSIKEY Fiedh e HDT s§8@m after
determi nes an anount of tinme that is required to

sérRfifd {8e tklsé? reRNiekt mﬁ@%ﬁ@%ﬁ&h AR £ on?eeﬁf“ttiﬁ]tg BV control

key Teque to the HDD syste At?I east ‘one o

mg\é{hgsaﬁ%%f tﬁlgqrnesﬁg%ergiﬁg{rﬁé?ﬁggegﬁg itw&yeisrt]gd Egﬁlpe%t to the HDD
system if the key is received within a predetermined period; The predetermined
period is approximately equal to a two-hop period. The predetermined period is
approximately equal to a single-hop period. At least one of the DVD control
means and the media serving means encrypts the requested conteht before
sending the requested content to the HDD system. At least one of the DVD
control means and/or the media serving means includes usage data in the
requested content that is transmitted to the HDD system. The usage data
specifies a number of allowable uses. The usage data specifies a duration of
allowable usage. The DVD system communicates wirelessly with the network.
The DVD system communicates with the network over a wired medium.

[0048] A method for distributing content in a network comprises storing

content in memory; providing a provider network device that communicates with
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systemif the key is received within a predeterm ned
period. The predeterm ned period is approximately
equal to a two-hop period. The predeterm ned period is
approximately equal to a single-hop period. At |east
one of the DVID control neans and the nedia serving
means encrypts the requested content before sending
the requested content to the HDD system At |east one
of the DVID control means and/or the nedia serving
means includes usage data in the equest ed on e

: Jagigpminus

thg Fiamel: PraiRda PEdd Seving dpxice fratet uilh the provider

data specifies_a nunber of allowabl e uses. The usage
nefuerk deydes;fhreyidingiarragHestesmetweriodgrice thaldgauesisea popy of the
system communi cates wrelessly wth the network. The
coDigDt sgisteemirdognauloceHtessotai sthtushef thet rsoulestaratetworid device using
medi um [0048) A nethod for distributing content in a

thé eha@iaKsromr ué\ﬂéesaﬁcﬂlswectrs/@r}t 88hdinB ARBY Y6 the content to the
provi ding a provi der network device that communicates

re%é{ie%%%ﬁrwgg E¥ wl?:%r‘r) Ihggrsragw g'r %e‘?x&éw\l\gg%ﬂgv\e‘a@gsts content

r\% ovi di n%#at rteguester networ k device that requests a
alHBn tent; determini ng a local/renote
st at us of the requester network device using the
nmedil8048} vi Hy othsrifeaturapdthecpideranatwosh derigedncloges a digital
of the content to the requester network device when
versadile elipeeddéD) spsteor.k THevieqeestequnetwerkcdenieatinclades Admrd disk
a local status. [0049] In other features, the provider

drivet (MDB) spsteae The ImstRsdansluges aleterwﬁrﬁmgtthéeroéawémote status of
(DVD) system The requester network device includes a

thQaer b Skr HéW&r(H@b% SYySteRy mﬁhgﬁt rr?tﬂud&clb‘&% mjning  the

det e m ni ng ocal /remote status e reques
logﬁyr\éﬁ{oﬁe ds?gtu%ebaselaeomt rr]é)s(jlpo'nre(czel tlilrgrgsofdt teerrercr]]ure]s{]eg network dewce

' The method includes storlng identification data of Iocal network devices. The
media serving device determines the local/remote status based on the
identification data. The method includes storing medium access eontrol_ (MAC)
addresses of the local network devices.

[0050] In other feat'ures, the method includes storing ldata in a
nonvolatile manner in user accessible and hidden sections of the HDD system,
selectively requesting and receiving content from the provider network device via
the media serving device; and storing the requested content in the hidden section
of the nonvolatile HDD memory.

[0051]  In other features, the method includes receiving a key request
and transmitting a key to the media serving device in response to the key request

after sending the request to the media serving device. The method includes
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| ocal /renote status based on a response tine of the
requester network device. The nethod includes storing
identification data of |ocal network devices. The
medi a serving device determ nes the |ocal/renote
status based on the identification data. The nethod

i ncl udes storing nmedi um access control (MAC

addresses of the |local network devices. [0050] In

ot her features, the nethod includes storing data in a

erB SRl BB oMl e AT s A0S IAH S g oot one

d receivin ntent fr proyi der network device
of & PrNEeraaOloHer g 4LPE de Teria saning dmdce Lsing the key.
requested content in the hidden section of the
Theomashed iin@udpeidecrvptingy thg cegugsted asrent. f Fheumeshod includes
the net hod includes receiving a key request and

writingnthe tequested loeptard inbledesdisageedaiantd te inididm portion of the
response to the key request after sending the request

ndr@olaiife 3D ame/Tory;Nandlenakifg theercfBbERE édi}ﬁ’tEHfjﬁﬁag%bable when

encrypting the requested content received by t

_ thé){;%h@@’dfaﬁg hg%ﬁg 9Bk uSd i &feéprpw der network

devi €e and Ia serV|ng evice u3|ng t he key.

the (B85 'lﬂ%tﬁ%iie <15 The Halboc. od s celshnarne requested

i ncl udes usage data to_the hldden ortlon of the
congptoiram the RENYSIRRORPD srmaski Mie methed)inaludes specifying a
content unavail abl e when the usage data indicates
pratetenaiied msmber ofveliowalidleseses wsiighére usagerdsta. t Tee method
nmet hod i ncludes deleting the requested content from

intlodesepeoifyihg lacdieBomrenalywaliea.saiehed %ﬂﬂ?é U8&Se data.

speci fying a predeterm ned nunber of allowabl®e uses.

usi NGokBf UFMREithEd iERAEEINBANg content in the provider network
deviee; and selectively receiving requests for content from the requester network .
device via the media serving device. The method includes requesting a key from
the requester network device before sending the requested colntent'; and..
determining an amount of time that is required to receive the key from the HDD
system after sending the key request to the HDD system. The method includes
sending the requested content to the HDD system if the key is received within a
predetermined period. The predetermined period is approximately equal to a
two-hop period. The predetermined period is approximately equal to a single-
hop. period. The method includes encrypting the requested content before

sending the requested content to the HDD system. The method includes

transmitting usage data in the requested content to the HDD system. The usage
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i ncl udes specifying a duration of allowable usage
usi ng the usage data. (0053] The nethod i ncl udes
storing content in the provider network device; and
sel ectively receiving requests for content fromthe
requester network device via the nedia serving

devi ce. The nethod includes requesting a key from the
requester network device before sending the requested
content; and determ ning an anount of tine that is

[ t [ e S after .
e Ao b L R 87 bR uREST B U AR hER i Bipuration
fi IcI udes sending the requested content to the HDD
© é{}gw 9 ¥S89fe key is received within a predeternined
period. The predeterm ned period is approximtely
0quAD0BA] & FutheRoprassr a5 apmlieapitadel cihe: megserdl imention will
is approxi mately equal to a single- hop period. The

beveinhe dppacint desn dre dgtatiled glaseeption pesviddd tensinafter. It should be
before sending the requested content to the HDD

- o L L
P on ART PR Jcige WL jnoicating
1 pecif | n f N bl e.yses. The
tng pEEelsRb Sitedihedt "4 8 . FivsRtoRy T uliEffes (e purposes of
.. [0054] Fuyrther areas of appli.cability of the present
'”‘igﬂ{ﬁéhiﬂ %THV R aremcsras@ngsﬁ A Mt heqreprofdae dnvesdon.
description provided hereinafter. It should be
understood that the detail ed description and specific

exanples, while indicating the preferred enbodi nent

of the inventBRIEF BESGCRIRTHIONOFOTHED BAYEINGS
illustration only and are not intended to Iimt the

SCOPROBS] t herHeRssdre invdHRIoRF |
AT R [ 00 P R e e T (b fnderstood from

the'Ud i dE5 SRR dAPRe accompanying drawings, wherein:

[0056] FIG. 1 is a functional block diagram of a provider network device
that provides protected digital content to one or more requester network devices
in‘a local network;

[0057] FIG. 2 is a functional block diagram of a first exemplary |
networked DVD and HDD system according to the present inv_entibn that
communicates with a modem;

[0058] FIG. 3 is a functional block diagram of a second exémplary
networked DVD and HDD syétem according to the present invention that

communicates with a modem;

[0059] FIG. 4 is a functional block diagram of a third exemplary
networked DVD and HDD system according to the present invention that

communicates with a modem:
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the detail ed description and the acconpanyi ng

draw ngs, wherein: [0056] FIG 1 is a functional block
di agram of a provider network device that provides
protected digital content to one or nore requester
network devices in a local network; [0057] FIG 2 is
a functional block diagramof a first exenplary

net wor ked DVD and HDD system according to the present

i nvention that conmunicates with a nodem [0058] FIG

3 i 0??(6 um[:) j§nal iﬂg‘é‘fbn&[o?&rl b0k d@%g%%g”@h%x?wﬁf%&emplaw

net and system accor e presen

i nvent.i hat nicates with a nodem [0059]. FIG
ey PR R of B cDleEinsartiidid 50 B9 prezanpiavgtion that

net wor ked DVD and HDD system according to the present
COMHUBRICRIRS Wie Medefuni cates with a nodem 22 [0060]

FIG 5 is a functional block diagramof a fourth

- exerfpoatly AEGEWerik edfubi¢boaaldblHbl dggraemohanoexEmplahp requester
the present invention that comunicates with a nodem

ne&@@&ldlexﬁéé?indﬁjdiﬁ?@ fDocéysea@l bl ock di agram of an
exenpl ary requester network device including a HDD

syst 00 7A 1S [ I [ ~
o - 43082k oI, TAS A fuictofial HREK' et of 3 SRR provider
VD systemwi th read:anly operation; [0063] FIG 7B is
neRpT s Tign I a6 & B ISieTB B BBV B BN der
networ k device including a DVD systemw th read-wite
operl@PF8h; FIG. 7B is a functional block diagram of an exemplary provider

network device including a DVD system with read-write operation;

_[0064] FIG. 7C is a functional block diagram. of a provider or requester
network device that includes a combined DVD/HDD system;

[0065] FIG. 8 illustrates user accessible and “hidden sections of
nonvolatile memory of the HDD of FIG. 6;

[0066] FIGs. 9A-9D are flowcharts illustrating security steps performed
by the provider and/or réquester network devices;

[0067] FIG. 10 is a flowchart illustrating sté_aps of a method for allowing
playback of a copy protected file from the requester nétwork device N times;

[0068] FIG. 11 is a flowchart illu.strating Sfeps of a method for limiting
the amount of time that a copy protected file stored on the requester network
device can be played; |

[0069] FIG. 12A is a functional block diagram of a network inc)uding a

media server that serves protected content from a provider to a requester;
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[0064] FIG 7Cis a functional block diagramof a
provi der or requester network device that includes a
conmbi ned DVD/ HDD system [0065] FIG 8 illustrates
user accessi ble and hidden sections of nonvolatile
menory of the HDD of FIG 6; [0066] FIGs. 9A-9D are
flowcharts illustrating security steps perforned by
t he provider and/or requester network devices; [0067]
FIG 10 is a flowhart illustrating steps of a nethod

the RARACTE @'??%5&950@%*%%%&%?%&%%? Rteblpciuding a

a flow rt |IIustr n ste {f a nethod for
”qurﬁtﬁ‘%%ert ta 58188 BFO RA efﬁ 8By ap Ot ceysdem; te @ HDD

stored on the requester network device can be played;
SysleBy] FIG 12A is a functional block diagramof a
network including a nmedia server that serves

prot R0 comiGant 3 filwsnaepringi mhedid @eﬁ/draﬁuéﬁt@(emé’lﬁry network
[0070] FIG 12B is a functional block diagram of

chefi kohgduding a nedia server that serves
pr ot ect ed’ content froma DVD systemto a HDD system

_Eagce) ar net% LA %S%A?)Wgcuwﬂggﬁgg Fr Veé?'lf‘grl”%é]d by the media

isaflo iIlustrating.steps performed by the
s%&r&cegﬁ%fo H]?c‘?fle&?ﬂb'nﬁ’ﬁgf'ﬂ% present invention.

DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS
[0073] The follow ng description of the preferred
enbodi nent(s) is

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0073] The following description of the preferred embodiment(s) is
merely exemplary in nature and is in no way intended to limit the invention, its
application, or uses. As used herein,.the term module 6r device refers to an
application specific integrated circuit (ASIC), an electronic circuit, a processor
(shared, dedicated, or group) and memory that execute one or more software or
firmware programs, a combinational Io-gic circuit, and/or other suitable
components that provide the described functionality. For purposes of clarity, the
same reference numbers will be used in the drawings to identify similar elements.

[0074]  Referring now to FIG. 1, a local network 2 includes a router 3, a. :
modem 4, and a provider network device 5, which selectively provides protected
content 6 to one or more local requester network devices as will be described
below.- The provider network device 5 is a network compatible device that
includes a local network determining module 7. One or more requester network

devices 8-1, 8-2, ... and 8-N (collectively referred to as requesters 8) selectively

24



merely exenplary in nature and is in no way intended
tolimt the invention, its application, or uses. As
used herein, the termnodule or device refers to an
application specific integrated circuit (ASIC), an
el ectronic circuit, a processor (shared, dedicated,
or group) and nenory that execute one or nore software
or firmvare prograns, a conbinational logic circuit,
and/ or other suitable conponents that provide the
reguset repi@sf aintite pretected ceptenp 8. posesanf belaupreyiatdd)ewhile the
sanme reference nunmbers will be used in the drawi ngs to
routernd iamygl wirelliner cemesations. ale0SHn RefRt 'Hl@oRO¥6bhfgurations will
FIG 1, a local network 2 includes a router 3, a

bésfgﬁsﬂﬁe_‘h-t t?‘@ﬂilléd @rgyér%efncﬂﬁfit E'ﬁt ey {i@ngé do p@}e %es Access Points

ectively provides protec con
re I t etwork devices as-wil| be,
AR catBER TS SR G THLEIEG: cduslos inetess network
OPTEI wor k co%m_‘e device that includes a |ocal
CQIEOWER O Set REragdar eetwortyrevige s shpwiuesnelude memory
network devices 8-1, 8-2, ... and 8-N (collectively

syckr as neavelatilesmeseiyorthe pyoteetedctontehtys 2ther patested content 6
copies of the protected content 6. As can be

map beestbeiceititemilly antifoe extarnafty fdnhite Mok RidrindBwork device 5.
connections are shown, other network configurations

Wi | Iﬁool?_sg apeeifodefh kai'blécﬁﬁ\e%fé%ftﬁ?ibljbgﬁbgﬂa ggr\ﬂ(g% provider 9,

not limted to wrel ess Access

; ; n ' fi t] and/ or W rel ess .
whEh BIQERONRE Rontale 'Sl EoMRnt oA GoRiagbahd: Gamection o a
device, 5 is sho to includ nor such as
d‘%@%&ﬁ%@ﬂ@ﬂ%ﬁ%ﬂ% o'ﬁysfem% @?‘gg)eépgcﬁr@%@& Siftergnetwask services.
T@;(ot ected content 6 may be stored internally. and/or

SEFASE IPFoYiHet may rreVidéebraastbandkacbees assing Wil7 bt wireless.
The nodem 4 is connected to a broadband service

cqnneetides, chaxiakivable, pigitdl debsotitst tineqISt)! satdiied bAd/or any other |
content, a broadband connection to a

connection system or method.

[0076] The DCS 10 is connected by one or more servers 11-1, 11-2,
..., and 11-M to network devices 12-11, 12-12, ..., 12-1P, 12;21, 12-22, ..., 12-
2P, ..., and 12-M1,'1 2-M2, ..., 12-MP (collectively referred to as hetwork devices
12). The local network determihing module 7 selectively determines whether the
requester network device has a local or remote status wheh the requester
network device requests a copy of the protected content 6. This appréach
increases security by preventing access to the protected content. by remote
network devices. |

[0077]  There are many different ways for the local network determining

module 7 to determine the local/remote status of a requester network device.
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di stri buted conmuni cati ons system (DCS) 10, and/or

ot her network services. The service provider 9 may
provi de broadband access using wired or wrel ess.
connections, coaxial cable, digital subscriber |ine
(DSL), satellite and/or any other connection system
or nmethod. [0076] The DCS 10 is connected by one or
nore servers 11-1, 11-2, ..., and 11 -Mto network
deV|ces 12-11, 12-12, ..., 12-1 P, 12-21, 12-22, -

Sty InbprietBad SneinioreeRokuet devige 5 fggermines

| ocal network determ ning dule 7 selectively ) )
logaliempiRedatdiiheetermining dhe ssneuntrit titee khatelsi reauiiad ta receive
| ocal or renote status when the requester network
adesparser equethiesreguesiey netwotiedgvioeedt the espoese titne is less than
Thi s approach increases security by preventing access

a[ﬁ,ﬁedétérrﬁrr@ﬁ%érﬁﬁ ¢loeY: €Y rdldseshStwoRe HBOck lg%i\é'tér?rﬁned to have
0077] There-are many different ways for the | ocal

a 16¢ Y gtugetl?ﬁg qb@%g?@%# Befwbdik 8’@\}1 €& Ma8& hé}@%e stajs and the

I ocal r enpt e qguest er vvor K

o5 e bR R AT S R Jaslyi required to

determnlngthe amount of time that is required to -
seRe andgecaiveddaiania the sarvicr predders?ePCel Aand sewere 11 to the
If the response tine is less than a predetern ned

rgreoicodetwdrkndeviees etids t sgnifieanity Igrelater dbansthe amount bf timer
determned to have a local status. If not, the

réRAMRS bEra MSaMQBlussEt ¢tk aemearqbere%béhas ﬁf‘@tHé}ew?rds, the
copy of "the protected content is denied. The anpbunt

HPIb BN 8 o U CEOLNE L0 o oo
rgw et ﬁg klﬂgg?c\é;scgn%iz Iﬁwan rt]el Ie!s%%rrllgcla %Iﬂg ! ?gaglrred by remote

requester network devices.

[0078] In other implementations, the provider network device checks a
dynamic host configuration protocol (DHCP) table in a DHCP server to determine
medium access control (MAC) addrésses of local network deviceé. If the
requester network device matches a local MAC address in the table, then the
requester network device has a local étatu_s and the copy of the protected content
can be sent. If not, the requester network device has a remote status and the
copy. of the protected content is not sent.

[0079]  In still other implementations, the provider network device 5 may
send a message to the router 3 to temporarily block external ports of the router 3
or modem 4 to the service provider 9 (and DCS 10). After blocking the external

ports, the provider network device 5 determines whether the requester network
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required by a |ocal requester network device to
respond. In other words, the predeterm ned period is
set greater than the response tine required by |oca
requester network devices and | ess than the response
time required by renote requester network devices.
[0078] In other inplenentations, the provider network
devi ce checks a dynam c host configuration protoco
(DHCP) table in a DHCP server to determ ne nedium
access control (MAC) addresses of |ocal network
deyisn sestill pplq fe comspueisatd (Weichowil Bewee ifnthecrasiuester network
| ocal MAC address in the table, then the requester
daviterbak adlecakstati. df thee arovs'sdat nestwaomkl delrizecogry comntingicate with
protected content can be sent. If not, the requester

tho eteopidstidg Vi st diRsdavides mMHe prodtiss r@@o%@jev%o)éeﬂﬁs the copy
the protected content is not sent. [0079] In stil

pr@?é&%d | ERSHTENARL G e érﬁﬁre%fé%éddcﬁf s{%ﬁib?oérlﬁsgﬁé’ ! {iﬁe dr more of

send a nmessage to the router enpor ar'i
ck ext naI ts of th ter or nod
rBAEL TR *hhrecnbiit H5Ro8 bierafprbagos kg be used to
t he external ort the provider network device 5

deierr@mtheéowérﬁmte stasus ehifsstesuestanpatwodedeoece s
still able to comunicate (which will be true if the

requ[swﬂéﬂ neMhide kportions cef Hae follovday destription lemplbg a DVD
provi der network device can communicate with the

sysesresid/0ga rehvisinéd MAD/HDD tdystapn @i tie fprB@iHlé’P hEtESYK fefice and
sends the copy protected content. As can

aﬁ&ﬂéﬁ%ﬁh@m Bvi é< uhérﬁgm@e% Ained T8y BrHrBBf §bm énﬁ@? a HDD

approac es may e co er approaches

M B G P B T B S 3t Bt ot
provr e(rV\grQ&or Orlgcsrgersltg; |n%nmgrrir<p ldg\yrcgs %5 be used. Skilled artisans will
also appreciate that all of the implementations that are described below in
conjunction with DVD and HDD systems can be implemented with any other
suitable network devices.

[0081] Referring now to FIG. 2, a functional block diagram of a first
exemplary networked DVD and HDD system is shown. A local network 13
includes a modem 14 that communicates over medipm 16 wrth a service provider
18. The service provider 18 provides a connection to a distributed
communications system (DCS) 22 such as the Internet LAN, WAN, or other
distributed network and/or provides other network services such as video
content, telephone services and the like. The modem 14 can be connected to a

router 28, which connects multiple network devices 30-1, 30-2, ..., and 30-N

(collectively network devices 30) to the modem 14. One of the network devices
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system and/ or a conbi ned DVD/ HDD system as t he

provi der network device and another network device
i ncl udi ng a conbi ned DVD/ HDD system and/ or a HI DI D
system as the requester network device, skilled
artisans wll appreciate that other provider and/or
requester network devices may be used. Skilled
artisans will also appreciate that all of the

i npl enentations that are described bel ow in

nj; V I b
3F ot el tf gl sk Ehd THHON YR Fov itich may be
%1008%%Referr| ng nowto FIG 2,_a functional block
1o (£I9Visien OTREAIPEAG. nEiesIRVAIaVE mRnTiar SBomay also
systemis shown. A |ocal network 13 includes a nodem
ba ccanngctasb tenihe oaediumvid eitbet wlirecty wirt thraugheravsek top box (not

provi der 18. The service provider 18 provides a

sicowneand escdive aoniesit frohuthedserviemrolviceriigns system
(DCS) 22 such as the Internet, LAN, WAN, or other

di st rggugted YRzl n@ﬂ%r‘kr@rn%{y % epﬁﬁ%d&%&%‘b‘ﬁ'at (AP) 40 that

servi ces SUC as video content’ one services

ofndfCasks i I’ﬂe%%ﬂ%??bi“wﬁ%ﬁ SRR TlefCen Seflons 421, 422

coJIectlveI net wor
- dedteBAbjcolsciivahnsieinsss SERBS A2 holile uBBKAP 40 is shown
devices 27 30-1 is connected to a hard disk drive
cormpeipd d9dhenogier Ihitbe AByansk rowenfigwtienstoap be combined in a
television or nonitor 38. The tel evision or- nonitor 38

simgje akesice. bAlteovatelyt edcdmbinked ABGouter Ifiay did Higsctly connected to
directly or through a set top box (not shown) and

tHe BRbaken CINt &l dthemyiae @ferﬁé‘tk/\}b?k ROANGGAKiI0AS- ar{doé)&%]ecuons will
The I ocal network 13 'may include an acCcess poi nt

bgoaggbqgnt tlge | GALESs W th the router 28 and one or

ss stations 42-1, 42-2, _
- [0083] The network device 30-2 communicates with the router 28 and

with a DVD player or a combined DVD/HDD player 44 (both referred to
hereinafter as “DVD player 44”) such as the one shown and described in US
Patent Application Serial No. 11/039,288, filed January 1.9, 2005, which is hereby
incorporated by reference in its entirety. The DVD player 44, in turn, may
communicate with a television or monitor 46, which may be connected to the
medium 16 or to a set top bok 50. The service provider 18 provides broadband
access to the DCS 22, video content and/or other services. One or more other
servers 54-1 and 54-2, (collectively servers 54) provide a.n interface for network .
devices 60, computers 62, personal digital assistants (PDAs), etc. to the DCS 22.

[0084] In some implementations, the user of the television or monitor

38 may desire access to DVD content associated with the DVD player 44.
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and 42-N (collectively wireless stations 42). Wile
the AP 40 is shown connected to the router 28, the AP
and router functions may be conbined in a single
device. Alternately, a conbined AP/router nmay be
directly connected to the nodem 14. Still other types
of network configurations and connections will be
apparent to skilled artisans. [0083] The network

devi ce 30-2 communicates with the router 28 and wth

InAiallPMhe bayes nedy fe i @Wah@&e%&ﬁf@ﬁ ?5m(tkP1%t BVD player.

referred to hereinafter as "DVID player 4

ent
T BVIE Seide s B8 pUREIE BB, el Hnd 3 gy mpsage to the
h f
D@BOSIEM I‘lét‘ﬁ)a er%yyyo,ﬁ( ngéggglﬁ{g%egqpt;{g{ Eor?q;gwg%%lécqed from the
coqmuni cat e vvlth a television or nonitor 46, which nay
lishe THEIRER BBte® daterminegiwhetber #ie HOR system bpstmbocaDstatus. If
The service provider 18 provides broadband access to

theHdDDCsysten o diber cequester astivork dévies haerlvtalestatiaNehe content
or nore other - servers 54-1 and 54-2, (collectlvely

filods went H4thePHDD S¢stam bﬂbﬂiér%@;u@ﬁerﬂﬁt%@m‘de?géE;Es;a_remote |

60, conputers 62, personal digital assistants

0 t
“Ehe: [0 Gert Enind'sr e SBedBa g bglerdiaon can be
m%ﬁ%&ifseﬁu%%%ﬁr?s%”f o3 MRtk HalaF ok, oxoma
st of available content fromthe IDVID player. The
PQTEISEOSBEHO LAY Sp T8RP aRIND SiAleUBnaRor olfies sriBble mathods.

sends a nessage to the DVID player 44 via.the network
r equiP985hg An sepye wnpledrendatiorss ttee DAD #rawspiveds by $équesting a
The DVID system determ nes whether the HDID system -

kévafrom theddDDs34it The DYD 441|§egih9|aflnﬁ)é§ir%¥‘dé"ler%ﬁéé the amount of
requester network device has |ocal status, the con A

time that is required by the HDD 34 to respond. The HDD 34 sends the

requested key to the DVD 44. The DVD 44 determines whether the HDD 34

responded within a predetermined amount of time.

[0086] If the HDD 34 responds within the predetermined amount of
time, the DVD 44 scrambles the selected content with the Key and sends the
scrambled content over the network to the HDD 34. The HDD 34 descrambles
the content with the key and allows replay of the content at the television or
monitor 38. As can be appreciated, the key exchange can also occur earlier
when the HDD initially requests the list of available content.

[0087] The HDD 34 may also receive usage data from the DVD player

that constrains use. For example, the usage data may allow N replays and/or

replay for a predetermined period. After the allowed usage period is over as
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file is sent. If the H DID system or other requester
network device has a. renpte status, the request is
deni ed. The | ocal/renpte status determ nati on can be
made based upon response tinme, MAC addresses in the
DHCP tabl e, external port disconnection and
correspondi ng di al ogue, and/or other suitabl e nethods.
[0085] In sone inplenentations, the DVID 44 responds
by requesting a key fromthe H D D 34. The DVID 44

i N6 ' det e t. tige that .
st rfuld URbae tRha MHEHDO RS el TR g st ifbvaitable.
sends the, r sted, ke o tthe 1DV D 44. The I DVID 44
F%re?wlﬁeg‘%\ﬁgﬁﬁaa%%%eh {BIBD”Q%? copiedfonded within a
predeterm ned anount of time. [0086] If the H DI'D 34
respl®9881wi tIRi somee iMRlgetantalionsd HwuhDDRf 34t iingludeshea user

I DVI D 44 scranbles the selected content with the key

acuedsivde @sctiore andoa hidderdsentionenTheviied benteat WorktHeODVD 44 is
the HD D 34. The H D D 34 descranbles the content

stotdchirt the tedeRREcRbM 8Mhd BRITAY4 OfTHe YeeyF @@Pr&ﬁddéd“@r/] the HDD

television. or nonitor 38. As can be "appreclate

ok P O B R OR R oA lpat R Sad P e st

0087] The H DID 34 y also receive usage data from
d%tﬁee “BPaye)r\Pem%ch KRS Q5 key=Based avgsamblingecan be
usage. data nmay allow N replays and/or replay for a

poifeideedr m ned period. After the allowed usage period
is over as 29 specified in the usage data, the HDD 34

makef00893 viltitw DV playetisay singkbD¥D plgbr,akaml® sehbs a list of
HDD may del ete the video content. [0088] In sone

comeheapalasie G thd DYORPHRS DV Ipilas, airyss” y
accessi bl e section and a hi dden ﬁgée&??i olrfLL‘!ﬁ h%YD\Rlag%r'anIUdes a

cERIUSENthd TR g dP¥Rnd4 d fist of DVD content available from DVDs in the

carousel. If the DVD player is a combined DVD/HDD nplayer, the DVD/H'DD
player sends a list of DVD content available on the DVD or DVDs in the player
along with DVD content stored on the associated HDD.

[0090] Referring now to FIGs. 3-5, various exemplary configurations of
the present invention are shown. In these implementations, the provider network
device includes a DVD syStem and/or a ,cc'ambined DVD/HDD system and the
requester -network device includes a HDD system and/or a combinéd DVD/HDD
system. In FIG. 3, the HDD 34 is connected to the network by the station 42-1,
which wirelessly communicates with the AP 40. The DVD 44 and television 46 -
are connected by the network device 30-2 and medium 16 to the router 28. In
FIG. 4, the HDD 34 is connected by the network device 30-1 and medium 16 to

the router 28. The DVD 44 is connected to the network by the station 42-2,
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stored in the hidden section of the DVD 44. The key
that is provided by the HDD 34 nmay be part of a
public/private key encryption system and/ or ot her
suitable data encryption. Alternately other forns of
key- based scranbling can be perfornmed. [0089] If the
DVD pl ayer is a single DVD player, the DVD sends a
list of content available on the DVD in the DVD
player. If the DVD player. includes a carousel, the

wBidh wiraleeslyseomsunidates with tB¥AR DL, et FRY a5 | 1kl 1#DEY 84Mand DVD
DVDs in the carousel. If the DVD player is a conbi ned

\/ ; f
BRI PERABL S i e

n the a d
vakBaS Pt e%aé%fﬁé‘t{raﬁérﬁ’%@ﬂ' abBgLl i k@lﬁ@@g}%@gﬁ
conf | tio the present i nventl on are shown.
t hes B%{%@ en@ﬁf{e&@n%ﬁew oHd G o Ansre melaRo requasier nc@twork device
i ncludes a DVD system and/ or a .conbi ned DVD/ HDD

inpjustasna dni@ly Bysteredliesvith a HEVREB dvd.c A ibufflendes stores read,
HDD system and/ or a conbi ned DVD) HDD system In FIG

wBite thd/criDblR#e contonduatthgt istasJoRiied Wes l&ohﬁoﬁé”rethe HDD system
station 42-1, which wirelessly comunicates with the

190, e P Bast SRR SIRTER( Ay RREL ] . o
opid DRt R B BT e E e o

44 Ei&;nnected to the netmork by the statlon 42-2, 30
Narvelatlg maraest §18 suelinae dlesh memery Heaynrmism bel pravidad to store
5, the HDID 34 and DVD 44 are connected by one or

critied) datasHenas4pnvolatity contid-@deo t he net wor k.

Vari ous ot her netmork configurations will be apparent

to sk0092id aAtpreesssor 122 arranged on the HDD PCB 114 performs data
and/or control processing that is related to the operation of the HDD system 110.
A hard disk control module (HDC) 126 communicates with an input/output
interface 124 and with a spindle/voice coil motor (VCM) driver or module 130
and/or a read/write channel module 134. The HDC 126 coordinates control of
the spindle/VCM driver 130, the read/write channel module 134 .and the
processor 122 and data input/output with a host 135 via the interface 124.

[0093] During write operations, the ‘read/write channel module 134
encodes the data to be written onto a read/write device 159. The read/write
channel module 134 processes the write signal for reliability and may apply, for
example, error correction coding (ECC), run length limited coding (RLL), and the

like. During read operations, the read/write channel module 134 converts an

analog read signal output of the read/write device 159 to a digital read signal.
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[0091] Referring nowto FIG 6, an exenplary requester
network device includes a HDD system 110 with a HDI D
PCB 114, A buffer 118 stores read, wite and/or

vol atile control data that is associated the control
of the HDb system 110. The buffer 118 usually enpl oys
vol atile nmenory having | ow | atency. For exanpl e,
SDRAM or ot her types of |low |atency nenory may be
used. Nonvolatile nmenory 119 such as flash nenory nay

S OV : 0 rdLj.ga uch. as .
TR B aBRE i fdh dlefer Bhobpt RiegtBle B khSH techniques to
arranged on the HDI D, PCB 114 ornms data and/or
recoMer e‘i’ﬁ%‘éb%&Wﬁ@ W’Hgn P4 %Fﬁéd to the operation of
the H DD system 110. A hard di sk control nodul e (HDC)
126 B844I Athesd wisk dakeiagsemidyit(pliDA) nberineludes 2he or more
and with a spindle/voice coil nmotor (VCM driver or

hamddtive pRHterarGlahatinchadt mddretichurvatiags megusterd dfagnetic fields.
The HDC 126 coordi nates control of the spindl eNCM

Tgéréi Stterk3952 tHhe rgﬁaggavw hes ﬁ@i@”ﬁbtdl“%%h‘?sa§ﬁﬁerth%§llg%lTW§hown at

cessor 122 an ata i nput/out put wt oS
 a L0k enface. 124 ' ' oper at.i qns,
¥he GRRaHIMTE SinbRimeBhdRe RiFent el HRESGHRE8 552 ot o
be iften tq a,yead/wite device 159. The )
coaalag soeed Bhana S iatinté sipasirnss o oe siamare readiurite arms
signal for reliability and may apply, for exanple,
188 roeve seledive itethe gdatirys(EEC)o reamh andytwiritei datacld/from the hard

coding (RLL), and the like. During read operations,

dtihe platsersw52. e Thieaspirdle/MOM dridsid1 80 oatrbls thie spindleothotor 154,
read signal output of the read/wite device 159 to a

whicH fhtdsand [hisel 52, 3Thd ReirdeNEW efivel QBQ'aIé&gEH@r@iteS control
detected and decoded by known techni ques to reCover

sighaidaha bB@ﬁioWaﬁweV‘”rééd/W?_ité’rhrWelég?%r ‘example using a voice coil
| actuator, a stepper motor or any other suitable actuator.

[0095] The read/write device 159 is located near a distal end of the
read/write arm 158. The read/write device 159 includes a write element such as
an inductor that generateé a magnetic field. The read/write device 159 also
includes a read elemeht (such as é magneto-résistive (MR) element) that senses
the magnétic field on the blatter 152. Thé'HDDA 150 includes a preamp circuit
160 that amplifies the analog read/write signals. When reading data, the preamp
circuit 160 amplifies low level signals from the read element and outputs the
amplified signal to the read/write channel module 134. While writing data, a write
current is generated that flows through the write element of the read/write device

169. The write current is switched to produce a magnetic field having a positive

32



[0094] A hard disk drive assenbly (HDDA) 150 incl udes
one or nore hard drive platters 152 that include
magneti c coatings that store nagnetic fields. The
platters 152 are rotated by a spindle notor that is
schematically shown at 154. Generally the spindle
notor 154 rotates the hard drive platter 152 at a
controll ed speed during the read/ wite operations. One
or nore read/wite arns 158 ane relative to the

t.ers 152 to.read _and/ or ite data to/fromthe
oA o STEE LTRSS nebath rlaryon sipiensy Trsphard drive
controls the spindle notor 154, which rotates the
piaiter 1o angds UW@@@M@E@N\@MH ver 130 al so generates
control signals that position the read/wite arm 158,

for [©086p! e Referring now de ELES. 7Actamett UB, &n S&hEMlary provider
not or or- any other suitable actuator. [0095] The

nétaai Welice ifenides alBYD sybiesrbad. Neave mHEtA4 gm%fs a buffer

the read/wite arm 158 The read/wite device

2ok TS3oR ke BAGTEO S Rt LR S vt

fhebe Pe T S IR SR 4Thit Winbuttor @18 may employ

rra@netl c field on the platter 152 The HDDA 150
VQIRER L FRIMATY, (SHERD 38| ﬁ@ﬁ%M psoothedt types! iof i low tlakency memory.
- analog read/wite signals. Wen reading data, the

Neneclafile miermary 2 196€uchnas flask snérmon earehiss ml&lsédffépﬁmlcal data
the read el enent and outputs the anplified signal to

sudheas elatH vslatisg wmwrm@%ﬂn@até%d/c\lmﬂh%r th%lﬁﬁle iftrol code.

a wite current is generated that flows throu

AVSrob8s$drepB oy ag'egleor'i fRY/ Dt BCBEY) § erﬂo??r‘ a%t%h%g}% control

current Is swt roduce a rmgn

RSB, Y5178, PO U, BRRTG . F S e, v
procesggrd I2$ZZUS% sot ° plree oﬁ*r%ssentdeggttiiﬁg of copy protection and/or
compression/decompression as needed. A DVD control module é26
communicates with an input/output interface 224 and with a spindle/feed motor
(FM) driver 230 and/or a r.ead/wri.te' channel module 234. The DVD cbntrol
module 226 éoordinates control of the spindle/FM driver, the read/write channel
module 234 and the processor 222 and data input/ou{put via the interface 224;
[0097] During write operations, the read/write channel module 234 |
encodes the data to be written by an optical read/write (ORW) or optical read
only (OR) device 259 to the DVD platter. The read/write channel module 234
processes the signals for reliability and may apply, for example, ECC, RLL, and

the like. During read operations, the read/write channel module 234 converts an

analog output of the ORW or OR device 259 to a digital signal. The converted
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[0096] Referring nowto FIGs. 7A and 7B, an exenpl ary
provi der network device includes a DVD system 210. A
DVD PCB 214 includes a buffer 2,18 that stores read
data, wite data'" and/or volatile control code that is
associ ated the control o f the DVD system 210. The
buffer 218 may enploy volatile nmenory such as SDRAM
or. other types of low |l atency nenory. Nonvolatile
menory 219 such as flash nenory can al so be used for

si?ﬁélt isCilerda@bRctett Rdafe SR F?'l@wtdvﬂg tte%cg]nlﬁi@dégfd fr%cover the data

ormats and/ or ot her nonvol atil e con

th%g%%%ﬁ#eﬁaa tﬁ%r[ﬂrlﬂed on the DVD PCB 214 perforns

ta and/ or “con processing that is relatedtothe

oper of DVD syst . _The rocessor
o ot or i HiGRARSgTDY BV P80 deehins anbna platter 252 that
conpr essi on/deco ressi on as needed. A DVD control
stereRiIdata 2gpticedymuiheapledieni 252 a rotgtad/ byitapspindle motor that is
interface 224 and with a spindle/feed notor (FM
sthiématicay & Howh at 2841 Gad gpintiR ehasnet4 F&Qtéseth%%VD %latter 252 .
e .

The. DVD cont r ol nmodul e 226 coordi nates contr ol

atsé"cBH{rS(Ié:%Hﬂlofo‘fan Hées %’%gé%hé m%@&m@% H@Qr%ln%né?"‘rhe ORW

he processor ata

o @zsﬁé%ég%éﬁngﬁ%%%% B AT s e e

e BN 0 SRR Ty B il Pces o

read/vvrl te channel nodul e 234 processes the signals
laser andlaraeptioal geaser. may apply, for exanple, ECC, RLL,
and the like. During read operations, the read/wite

chan[G099T0d e DY coav/erits A mlr@ad%mgtgysfémé,hﬁwe laser is
OCRWor OR device 259 to a digital signal he

dﬁé’&\é@rétfiﬁa&g. ot ﬂféaleDStHa'F%Bn?ﬁﬁe @%&acfsgaﬁé‘ﬁng%ﬂﬂﬁ%géﬁ operations.

known techniques to recover |
The optical sensor senses reflections caused by the Iands/pits. In some DVD

- read/write (RW) applications, a laser may also be used to heat a die layer on the

DVD platter during write operations. If the die is heated to one temperature, the
die is transparent and represents one binary digital value. If the die is heated to
another temperature, the die is opaque and represents the other binary digital
value, Other techniques for writng DVDs may be employed.

[0100]  The spindle/FM driver 230 controls the spindle motor 254, which
controllably rotates the DVD platter 252. The spindle/FM driver 230 also
generates control signals that position the feed motor 258, for example using a
voice coil actuator, a stepper motor or any other suitable actuator. The feed
motor 258 typically moves the ORW or OR device 259 radialiy relative to the

DVD platter 252. A laser driver 261 generates a laser drive signal based on an.
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that was witten on the DVID. [0098] A DVID assenbly
(DVDA) 250 includes a DVD- platter 252 that stores
data optically. The platter 252 is rotated by a
spindle notor that is schematically shown at 254. The
spindle notor 254 rotates the DVD platter 252 at a
control |l ed and/ or variable speed during the read/wite
operations. The ORW or OR device 259 noves relative
to the DVID platter 252 to read and/or wite data

to/fr the DVD platter 252. The devi ce 259
ot £ ey Tt i s8aduiarapn DB AR A0 tudes 2 preamp
[0099] For IDVID read/wite and DVID read only
cieguit 36@ thathampliles apglogiread signale. tWhek seadinghdatgyiiie preamp
that contain lands and pits during read operations.

cithit 200 iaraplifiesriswr lesehsigmate floet theGRWaos R bievideeand outputs
| ands/pits. In sonme DVID read/wite (RW

thePRhpfdd Sighal @ thasehd/WiteHMnRE nitifife boviBE3t34a die

| ayer on t DVD platter during wite operations. |f

t he kS I e, dieis
tr anGIRALT, RBYE 348 STMERBRR IR iR ioRolimiggue 240 that
If the die is heated to not her tenperature, the die.
ePCodaRor SRE0FED VISeonzuch Ris AV BIMRER firmatss Audio and/or
value, Qher techniques for witing DVDs nmay be
videp! digia! [9908] proresserhdard/FM modutes 23@ eodt Rdis rebpectively,
spi ndl e notor 254, which controllably rotates the DVD
peffatrh @udkb2nd/Oheidel sighal hibtdssiMg) redpeclelyp  gener at es
control signals that position the feed notor 258, for

exanpdr02]si Ngs ithvfHeC ﬂm's&s%'qqg_)ﬁg)opgoe%‘ &P Dﬂrlgfsgflstem?j 0

or any other suitable actuator." not or

AP PR e R bR SRR BB, 0 rgies. For
eggr%%rlea}t Ne apllo%se(se:r;ordri.2v2e gr!u? nt%le b[?\?Bd c%gtrgp n?%gdule 226 may be
implemented by a single chip. The sp.indle/FM driver 230 and/or the read/write
channel module 234 may also be implemented by the same chip as the
processor 222, the DVD control module 226 and/or by additional chips. Most of
the DVD system 210 other than the DVDA 250 may also be implemented as a
- SOC.

[0103] Referring now to FIG. 7C, a simplified functional block
diagram of an exemplary combined DVD/HDD system 280 according to some
implementations of the present invention is shown. The combined DVD/HDD
system can be used as a provider or requester network devioe. The combined
DVD/HDD system 280 includes a combined system control module 284 that
communicates with nonvolatile memory 290 and volatile memory 292, which

stored data for both DVD and HDD operation. The system control module 284
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out put of the read/wite channel nodule 234. The DVDA
250 includes a preanp circuit 260 that anplifies
anal og read signals. Wen reading data, the preanp
circuit 260 anplifies low |level signals fromthe ORW
or OR device and outputs the anplified signal to the
read/ wite channel nodul e device 234. [0101] The DVID
system 210 further includes a codec nodul e 240 t hat
encodes and/ or decodes video such as any of the MPEG

format.s.. Audi o and/or videq digital signal ,processors
oo Biicaiss it anh5Ehe BARAnePinditads 88 Gt RereadE. In some
.audi o and/ or video. signal processing, respectively. -
impleowEntations tthetinterfaoess 284 cand RY6 poe tsesias AFA tinterfaces, Fiber
DVID system 210 nmay be inplenented by one or nore

Chanegisaf€l), seriadttached@mall colimser Simtemeintartdoes (S268), or other
processor 222 and the DVID control nodule 226 nay be

suitdhiemmetiadedy a single chip. The spindle/ FMdriver
230 and/or the read/wite channel nodule 234 may al so

be i nt ed ' rocessor, 22
the B BTcont r arnsanFER S 0RAIEP BYSauhi &Rk botk DVD and
i ps., Most _pf I D system 210 other than the '
HERT 68 g P IO pisleE Bk Cas oxeraliaystim wsaf and provides
.Referring nowto FIG 7C a simplified functional
igp@ved fynatienaitbandrpeemangs, Eosbiinsedmad HDDUghdhemse of a
280 according to sone inplenentations of the present

single iRAM asd Jlasinmemery clonthiate dhBMDVBEDENd B e dutABtorage. A
be used as a provider or requester network device. The

sihgidporer s Hia é%@@é@o%&ﬁb@@'oﬂ@%érﬁa&%ﬁﬂé&%ns are required,

system control nodule 284 that conmunicates Wt .
W}l-%}yﬁjrﬁ-[giﬂrgd L6290 and vol atile nenory 292, which
st ored

ata for both DVD and HI DD operation. The

SySt"fm &ﬁnt rol Ir';mgHJ:li_IO%?A'the unified DVD/HDD system allows éopy
protected content to be copied bit-by-bit to directly to the HDD. In other wofds;
the copy protected content can be copied without decrypting the copy protection
scheme or digital rights mana_gemenf (DRM) and without requiring signi-ficant
operating system involvement. Conventional separate DVD and HDD systems
require the DVD to decode/decrypt the DRM or other copy protectién prior to
~output. The DRM or other copy protection may or may not allow su_bSequent
copying to the HDD. By combining the systems, additional functionality is
provided due to the built-in security of the copy protection or DRM scheme since
the DRM or copy protection remains intact. For example, single DVD drive.copy

operations are supported without removal of the copy protection or DRM.

Additionally, the HDD can operate as a virtual DVD changer. Still other
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35 conmuni cates via an interface 294 with an interface
296 of a host 298. In sone inplenentations, the
interfaces 294 and 296 are serial ATA interfaces,

Fi ber Channels (FC), serial attached small conputer
systeminterfaces (SAS), or other suitable

interfaces. [0104] The conbi ned DVD/ HDD system
controls both DVD and HDD systens. The DVD/ HDD system
reduces overall system cost and provides inproved

HHBRACREIAS KA O PBTRRBE OBt ol chSNCSEL LALCHID 1 s

e use o si ng and

S A N A AT

required whi ch further reduces cost. [0105] In

addi Wﬁ?ﬁl the Jrefereg pvaw HioD RiEst 8m partitioringop§ the nonvolatile
protected content to be copied bit-by-bit to directly

memohye 3001 the tiDErintwuser adckesibpwunpr bidgehesleas according to
content' can be copied w thout decrypting the copy

sph Enplepentatitieeres @hoWirgi tie hb%lﬁtil@%@%&‘ﬁ%é ?ﬂ\{he HDD is

and without requiring significant operating’sys
[ ; [ t nd HDD systens .
o R i 0 AR L A RS T e Portion a0
| ior to ., output. The DRM or ot her . .
o8 B SHBE R ARl U R B s gt oot 208 s usedt i
cop¥i ng to H}e'ﬁ:H . By conbi ning the systens, :
CR&d H’%H% o folivdng tways; acgeelingde snree timpiéraentations of the
built-in security of the copy protection or DRM schene

irvendien. tHee biidesr pertipn 30isardaciv stermits conterts of EDMVD that is
exanpl e, single DVD drive copy operatjons are

ST 1 S Pk XL ot o
Vit B aelroustl! [th (h&Fvords, multiple DVDs may-be copied to the HDD
and played back at a later date. | | |

[0107] Referring now to FIG. 9A, steps performed by the network
devices are shown. Control begins in step 350. In step 352, control determines
whether the provider network device receives a request for a copy of protected
content. If not, control returns to step 352, If step 352 is true, control determines
whether the requester network device is located on the local network in step 354.
If step 354 is false, control denies the request and returns to step 352. If step
354 is true, the provider network device sends a copy of the protected -conte.nt to
the requester network device.

[0108] The provider network device determines whether the

requester network device is on the local network in any suitable fashion. For

example, a respbnse time of the requester network device can be compared to a
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36 variations of the conbined DVD/ HDD system are shown

and described in U S. Patent Application Serial No.

11/ 039, 288, filed on January 19, 2005. [0106]

Referring nowto FIG 8, partitioning of the

nonvol atile nenory 300 of the HHDID into user

accessi bl e and hi dden areas according to sone

i mpl enentations is shown. The nonvolatile nenory 300

of the HDD is allocated into a first portion 304

' Sj n ortion 308 hat .

PreBRleriring] Hre A0S Pl aed MR B RNE s R ot el nedffc device

ortion 308 is used,in one or nore of the follown
YRR BRIEH e eEh N8 e PISTRRERANE PLife ettarier modem be blocked

i nvention. The hidden portion 308 is used to store the
s@ dhateihespaviden mRIMOTK RaviGes cap capdirmofiies theal/remote status of the

addition, the hidden portion 308 of the HDIDis used
requeptervialwoek devicedbefoVit filr serstel In biheptiMelerm®itdSons, a local

mul tiple DVDs may be copied to the HDI D and pl ayed

sé9ek cdin del YueFiedate detVhRRE e %éél”ﬁeﬂ%’?’kt%\g{}\%. 984ill other

steps perforned by the network devices are s
' q te 52, control
mgmdrsgnéorrl gjg géfaﬂre“{‘ﬁé&?qﬁ 8%%?%\#335 ”?Fg\{ aﬁr“l?eaevi ce
recej v%% a reqﬁee?t for a coa of protected content.
1f n1 0% ont r oREfRITINBOW b EIG@p9BE stepsifos deterawingdocal/remote
true, control determnes whether the requester
stadusnby Reanperaidy ibjockieaeedeiemalepdrbess shewnor Eohtrobbegins with

354. If step 354 is false, control denies the request

stepd38@t Um rssep 662f epnBo2detetmitespwhativerithe tprotidet PBtwork device
provi der network device sends a copy of the protected -

ret@MicRM rdduest i6r 4 BAPEPIAECRREMB! K SlayiEe is[ffglég%oﬂ?&ﬂ returns to

provi der network device determ nes et her _

S%E’Sé?}it ﬁ;%?é%}ég;igitgﬁeyic:%glpjof‘cc%]tirwees Wik asltepp %ED V\r/i%(e.rier}he provider
network device requests the external ports of the router or modem to be bldcked.
In step 368, the provider network device determines whether the requester
network device has a local status. For eXample, the provider netwbrk device
may send a message to the requester network device and wait for a response. If
step 368 is false, the provider network device denies the request and control
‘returns to step 362. If step 368 is true, the provider network device sends a copy
of the file to the requester network device in step 370. The provider network
device unblocks the external connection o.r port of the router or modem in step
374. | |

[0110] Referring now to FIG. 9C, steps for consulting a local server

(such as a DHCP server) to determine the local/remote status are shown.

Control begins with step 380. In step 382, control determines whether the
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exanpl e, a response tinme of the requester network

devi ce can be conpared to a 37 predeterm ned

threshold. In other inplenentations, the provider

network device can tenporarily request that the

external ports of the router or nodem be bl ocked so

that the provider network device can confirmthe

| ocal /renote status of the requester network device

before the file sent. In other inplenmentations, a

| ocal eryer_can be led to, determ ne the
P8R et B8 effe e Bust (i sopy prataciadiiin i step 382

Iocal/rennte status may be' used. [0109] Referring now
istfglsey eontypl refueis tg stei8Bar nif itey 38 i ruepmobetrobeanttimies with

by tenporarily blocking an external port are shown.

staJr&&mthmgrtms provider seyorRadbvicd quetiep tR6 Zere®Nior Hentification
det ermi nes whet her the provider network device

ofl166&li nework H8GBES! Theridantifcabniit Rt '
362 is false, control returns to st epLFd%GQ'.AC?PdéEeeS%EE%HhOUQh

otﬁﬁzldeﬁﬂﬁ‘lfz gén g%émuﬁ?s%@ ;?gé ttﬁ% ;irg)? @éﬁg{e?work device

e prOV| etwork device requ
orts of uter or ,nodem t be b] ocked. 1In st
ddjgHmines %@@\?r%&rw%(?rkn%tawﬁgemeew Adgcakaanes I step 386

t he requester network device has a | ocal status. For
iscfpifidpItee Rravider detwerk devigerdenievitbe requgssand aontrol returns to
nmessage to the requester net wor k device and wait for

step 3885 plfstapn 388 is FuepthdGEroviidraletwork bevive @ehdsTa copy of the file
networ k devi ce denies the request and control returns

tol theSbgRe 62 netiorkidVickt® disptasge, the provider network
device sends a copy of the file to the requester

o Y 306 TR U PaPI o g pavor
S e S o i DAL SR "9 s, e
provider network device determines whether a requester network device
reques_té a copy of the content. If not, control returns to step 404. Otherwise
control_ continues with step 408 and the provider network device requests a key
from the requester network device. In step 412, the provider network device
starts a timer.

[0112] Instep 416, the provider network device determines whether the
key is received. If the_key is not received and (in some implementations) the
- predetermined period has not been exceeded, control continues with step 416.
Otherwise, control continues with step 420 and the provider netWork device stops

the timer. In step 422, control determines whether the timer is less than a

predetermined period.
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(such as a DHCP server) to determne the |ocal/renote
status are shown. Control begins with step 380. In
step 382, control determ nes whether the 38 provider
net wor k devi ce receives a request for a copy protected
file. If step 382 is false, control returns to step
382. If step 382 is true, control continues with step
384 where the provider network device queries the
server for identification of |ocal network devices.

ot nel it i ot sBRhaEelibfs fbs Gegetimgedoded T fess tan

thewglr ovi der network device determ nes whether the
of eflstoetnenampyink of dine: hatas packelcwoulst krquire 1of travelpone or two
386 is false, the provider network device denies the

hopsuBytlinaitidg ctbenresporrset imasadditiontkbpe@BRy id providgal. 38Be amount
is true, the provider network device sends a copy of

ot firaefthhtwoli tié PedBrEtERIr & caIBbURT o h(CE
[0111] Referring qnow to FI G 8 ' sr?g%%'c%%\}rl éhﬁ”ﬂiiéﬁthe home

néﬁ)ﬁbrﬁ%v‘f& onﬂﬁ:?l?%é@é@d ?H?‘;}S} . ﬁ@ﬁéé’ tpﬁeélo prJ) -ogla?r words, a

step 402, contro gl ns
uest er networ

vi ce ,determ nes ther are
PRt EohIBHGES K6V 3 SO istT R commUtao82 or other network
control returns to step 404. Otherwi se control
deYRe iSHGB Asunetwask QQV@@EﬁQﬂmﬁtt'ﬁé%ﬂ@@ﬁd&utwdemmke home network
devi ce requests a key fromthe requester network
wilegxased ome of o hops. tThds jur dwe dethentitnecnekjutied ite pass through the
starts a timer. [0112] In step 416, the provider

muoelewoakd diey isepvice peavidares whet her the  key is
received. If the key is not received and (i.n sone

o T, 88 02 S BT AR | d0R " step az2
trgeg@'{e‘é‘%% %Cr\%grtﬁrghbgggiéé%%%p%tor} ssctraer%bldézsoth%nconttent with the key
and sends the encrypted or scrambled content over the network to the requesting
device in step 426 and control continues with step 404.

[0115] Referring now to FIG. 10, steps of a method for allowing -
playback of a copy protected file from the requester network device N times afe
shown. Control begins with step 600. In step 602, control determines whether
copy protected files have been stored on the réquester network device. If not,
control returns to step 6-02. It step 602 is true, control sets N=1 for the file in step
604. In step 606, control determines whether the copy protected file stored on
requester network device has been played. If step 606 is false, control returns to
step 606. If step 606 is true, control increments N in step 610. In step 614,

control determines whether N = Npax.  If step 614 is false, control returns to step

606. If step 614 is true, control deletes or otherwise rmakes the copy protected
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the timer. In step 422, control determ nes whether the
timer is less than a predeterm ned period. 39 [0113]
In some inplenentations, the predeternined period is

| ess than or equal to the amount of tinme that a
packet would require to travel one or two hops. By
l[imting the response tine, additional security is
provi ded. The amount of tinme that woul d be required
for a conputer or other device outside of the hone

flfégﬁr e\ éﬂab% ﬁf@ﬁﬁ@&gﬁhééte?ﬁ%ﬁv&gr&&g\e é“:_ergg %Lgﬂ ggggfontrd returns

from g _conputer such as conputer 62 or other network
tQﬂ%R?Pc@%uch as network device. 60 that is connected
outsi de of the honme network w Il exceed one or two
hops[0THfls i s deferringt hewttonelG.etilyi steps taf pamsthdd foulghiting the
the nodem and the service provider. [0114] If step

afnt of tiedes that @oedppprotettetinie tstoreldesh M redifestéeRetl@tk device
Is true, the provider network device encrypts or

cas FEThlsRdt &R §I%Wﬁnt08htrr6‘l BQ@nEGMlth t%h'ﬂ%J F2pds p{(gfe& 644, control

encrypted or scranbl ed conte over netwo

defEtiTes hesfiEt tfﬁeiferifgﬁﬁerc?‘%%g‘f%%st 5P St 08; Bpsrequester
fw thod r aII | ayback of a copy protected

ng %’kPE%Y’rP?h o TalStof RiFRlv it 1 atep GAd. Otherwise,
shown. Contr ol beg| ns with step 600. In step 602,

cepkiek eantinaes withetepvddd ard setopinmerotlecttep 64| esnieivdstermines
been stored on the requester network device. If not,

whetherother tirher issup.o Isstep BRis falses it Zetusnd fd1§te 648 If step
control sets N=1 for the file in step 604. In st

6486is wwté@itr&%cﬁéf@snﬁéed&? P%te& ﬁ@p%o (ﬁfjester network

file stored on request evi ce

- delie¥eth skdp Hu2P A6 chrtrdirbSHtnr Wi & uézl-nf‘ \(thlle a timer is

'described, any usage measurement and/or comparison may be performed. For
example, a date and/or time stamp may be used and comparéd to current data
énd/or time. Still other usage data types will be apparent to skilled artisans:
[0117] Referring now to FIG. 12A, a media server 700 can be used
to serve protected éontent from a provider 702 to a requester 704. While a router
is shown connecting the medié server 700, tné provider 702 and the requester
704, other network configurations and connections may be used such as but not
limited to ad-hoc network modes, peer to peer modes, and other approaches. In
some implementations, the media server includes a local/remote status
determining module 701, as previously described above. The media server 700
provides a list of available content to the requester 704. The requester 704

requests content. The media server 700 confirms that the requester is on the
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step 606. If step 606 is true, control increnments N in
step 610. In step 614, control determ nes whether N =
Nmax. If step 614 is false, control returns to step
606. If step 614 is true, control deletes or otherw se
makes the copy protected 40 file unavail able fromthe
requester network device in step 618 and contro
returns to step 602. [0116] Referring nowto FIG 11
steps of a nmethod for limting the anount of tine

|ddadhebw &Y dHyobetietllafd H@s§ﬁl§’é&@b@0et h?tHeeFé@%E?‘ér 704 is on the

networ k device can be played are shown

IQRRIRRLYIK the 88 Hrvd i 63 ?@ﬁé‘% Rt A ShE e Sider 702.
ThER S Rretds RERES 166 ot cieseiblia i "Sauftporo4 or to the the
continues with step 646 and sets a timer. In step 648,

masfia servaietQsh whielks semthfecomueet ta ther reigsiester 704, st ep

648 is false, control returns to step 648. If step

648 i[8118le, cdRefedinglebwt &s FIGS. dQByandOI$0th@dmf9U|£server 700
fromthe requester network device in step 652 and :

sl ploteeteti EareniMrbn &t BN/Eﬁ‘éfrsteW?j@ f W ABD sgstem 712. The
descri bed, any usage neasurenent and/or conparison nay -

/ . ,
sk anﬁi%eﬁp"@r%%fe%%?eﬁﬁsﬁéw e 75 Hesoribed in
Still h t b tt
t@%lqm@a&aﬁnté}%ﬁﬂﬁoﬁeﬁe‘?é MeFIGndSn i FosdiaEeTYeR708 can be
medi a server 700 can be used to serve protected

inopiareanteriia @ Retwosk pashonr Othex nedyodscenfigiodtionthsleh as those
a router is shown connecting the nedia server 700,

delseriped iedein &0Rekad dther netyerkticonfighfetiortdrercdiftémpldted. The
confi gurations and connections may be 'used such as

rhediaseirver ddf b@@ohﬁe@@dh@‘fhé‘ ﬂbW%r‘k ifRfRFed REWirdl&sPfghner.
nodes, and ot her approaches.

[0119] Referring now to FIG. 14, a flowchart illustrating steps
performed by the media server according to the present invention are shown.
Control begins in step 720. In step 722, control determines whether the server
receives a request for a copy of a protected file from the requester. If false,
control returns to step 722. If true, the media server determines whether the
requester has a local status. The local status of the requester may be
determined in any of the ways described ébove. If true, the server requests the
file from the provider and sends the file to the requester. Alternately, the provider
may send the file directly to thé requester.

[0120] Those skilled in the art can now appreciate from the

foregoing description that the broad teachings of the present invention can be

implemented in a variety of forms, Therefore, while this invention has been
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sonme i npl enentations, the nedia server includes a

| ocal /renote status determ ning nodul e 701, as

previ ously descri bed above. The nedia server 700

provides a list of available content to the requester

704. The requester 704 requests content. The nedi a

server 700 confirns that the requester is on the 41

| ocal network in any of the ways descri bed above. If

the requester 704 is on the |ocal network, the nedia
described 70@onequtist witthpactiulanexdmplost iherésiothélefue’ Scope of the
The provider 702 sends the content directly to the

imestRB Soul@hoPbets® Itked Bﬁwcé‘@lﬂgf m}g{ﬁ{&[ﬁﬁ%@ WicBhhe apparent

sends the content to the request

ki ; I nd, t he nedj a server .
t53E SKieB astiche don. 5 PR & Mool BoBRs & SR ofitstiop and he
; IHDD system 712. The DVD system 710 and the HDD
§V§W891 'BScan be inpl enmented as described in the
enbodi nents set forth above. In FIG 13, the nedia
server 700 can be inplenented in a network as shown.
O her network configurations such as those described
herein as well as other network configurations are
contenpl ated. The nedia server. can be connected to
the network in a wwred or wireless nmanner. [0119]

Referring nowto FIG 14, a flowhart illustrating
steps perf ormed by the nmedia server according to the
present invention are shown. Control begins in step
720. In step 722, control determ nes whether the
server receives a request for a copy of a protected
file fromthe requester. If false, <control returns to
step 722. If true, the nedia server determ nes whet her
the requester has a |local status. The |ocal status of
the requester may be determned in any of the ways
descri bed above. If true, the server requests the
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file fromthe provider and sends the file to the
requester. Alternately, the provider may send the
file directly to the requester. [0120] Those skill ed
in the art can now appreciate fromthe foregoing
description that the broad teachings of the present
invention can be inplenented in a variety of forns.
Therefore, while this invention has been 42 descri bed
in connection with particul ar exanples thereof, the

true scope of the |n3§mhﬁw shoul d not be so limted
since other nodificat Il becone apparent to the
skilled practitioner upon a study of the draw ngs, the
specification and the followng clainms. 43 CLAI M5 1.

A hayd di drive (,HDD) temthat comunicates with _'
a p?{)vi deﬁ? lﬁ‘aﬁ%ﬂ}% éi”%%W@ﬁo%Fefa thak GRIPRUNiGAeS iveithg:provider
nonvol atile HDD nenory that stores data in a

nedwavoderice evarametworK, cosyrising:essi bl e and hi dden
sections; and a hard disk drive control (HDD) nodul e

that conmorivoddtive HDD MmemandtHdDBtares \Galtair & & oMBRit¥e manner in
that selectively requests and receives content from

usehachessibideindBiddehkseda¥hs§eamnd that stores said
requested content in said hidden. section of said

nonvol at i HPDL; . h temof aimil .
wherein a ?]grr sé%@é’%%%’&“&eﬁ'&@?y rﬁgaglenh% GrBUpates with
net k device said HDD control nodul e receives a_ key
Sa}‘icﬁ}@@t ”O%maﬁi%a%ww #ejelectivyaly sAEos§eANd iereives content
device in response to said key
from the provider network device and that stores said requested content in said

hidden section of said nonvolatile HDD memory.

2. The HDD system of Claim 1 wherein after sending said request to.
the provider network device, said HDD control module receives a key request
and. transmits a key to the provider network device in response to said key

request. |
3. The HDD system of Claim 2 wherein said fequested content
received by said HDD system from the provider network device is encrypted

using said key.

4. The HDD system of Claim 3 wherein said HDD control module

decrypts said requested content.
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request. 3. The HDD system of Claim2 wherein said
requested content received by said HDD system from
the provider network device is encrypted using said
key. 4. The HDD system of C aim 3 wherein said HDD
control nodule decrypts said requested content. 44 5.
The HDD system of Claim 1 wherein requested content

i ncludes wusage data that is also witten to said

hi dden. portji.on said nonvglatile HDD, nenory and

wher e:%n saﬁ&%b@ggcﬂ’ls?% %&L’ﬂ'@ rawBereiniraquesdiedseentent includes
content =~ unavail able when said usage data indicates

Hﬁﬁawﬁﬂf@ ek is @lssy writteg. torRaidHDDdepspaentivof ofCsaidnmdnvolatile HDD
wherein said HDD system del etes said requested

giiemt and ornersinl saithHiDRtédrardibRodietmakes -saldediliited content
systemof Caimb5 wherein said usage data specifies a |

pnadaitabiewien suahengelidah innekks MeabiBusd EGO\%@.D
systemof Claimb5 wherein sald usage data specifties
.a, duration of allowable usage. 9. The HDD syst em of
Caim1 wherein said HDD system communi cates

wirel gssly-wt e netwo 1 The HDD syst em of
O ainP1 whdl§i 'HDQ?BG&%&@E'B% WHFRD AR HBD fy3tam deletes said
netvvo;k over a_nmedium 11. The HDD systemof Claim1
(Anuested cortept Fpmysaidnanvelatile EIRR enemean). udes a
digital versatile disc (DVD) system
7. The HDD system of Claim 5 wherein said usage data specifies a

predetermined number of allowable uses.

8. The HDD system of Claim 5 wherein said usage data specifies a

duration of allowable usage.

9. The HDD system of Claim 1 wherein said HDD system

communicates wirelessly with the network.

10.  The HDD system of Claim 1 wherein said HDD system

communicates with the network over a medium.

11. The HDD system of Claim 1 wherein the provider network device

includes a digital versatile disc (DVD) system,
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45 12. A networ ked DVD/ HDD system conpri sing, said HDD
systemof Caim1l and further conprising said DVD
system and said network. 46

12. A networked DVD/HDD system comprising .said HDD system of

Claim 11 and further comprising said DVD system and said network.
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