CLAIMS

A computer system comprising a first hardware processor [16] and a secure storage device
[24], the secure storage device [24] connected to the first hardware processor [16] via a
storage interface [36] configured to receive storage access requests formatted according to
a storage transmission protocol, wherein the secure storage device [24] comprises a second
hardware processor [116] and a non-volatile storage unit [30], and wherein:
the first hardware processor [16] is configured to:
in response to detecting a request by software executing on the first hardware
processor [16] to store a data packet on the storage unit [30], encrypt the
data packet,
in response to encrypting the data packet, transmit a true storage access request to
the storage interface [36], the true storage access request comprising the
encrypted data packet,
generate a dummy storage access request according to the storage transmission
protocol, the dummy storage access request comprising at least a part of a
cryptographic key, and
transmit the dummy storage access request to the storage interface [36]; and
the second hardware processor [116] is configured to:
in response to receiving a communication via the storage interface [36], determine
whether the communication comprises the dummy storage access request;
in response, when the communication comprises the dummy storage access request,
determine the cryptographic key according to the dummy storage access
request,
in response to receiving the true storage access request, employ the cryptographic
key to decrypt the data packet, and

determine whether the decrypted data packet comprises malicious software.

The host system of claim 1, wherein the second hardware processor [116] is further
configured, in response to determining whether the decrypted data packet comprises

malicious software, when the decrypted data packet comprises malicious software, to
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transmit a notification formatted according to the storage transmission protocol to the
storage interface [36], the notification configured to cause the first hardware processor [16]

to interpret the notification message as a security alert.

The host system of claim 2, wherein the notification is configured to cause a hardware

interrupt in the first hardware processor [16].

The host system of claim 1, wherein the communication comprises an address indicative
of a location on the storage unit [30], and wherein the second hardware processor [116] is
configured to determine whether the communication comprises the dummy storage access

request according to the address.

The host system of claim 4, wherein determining whether the communication comprises
the dummy storage access request comprises:

comparing the address to a predetermined address; and

in response, determining that the communication comprises the dummy storage access

request according to a result of the comparison.

The host system of claim 1, wherein the communication comprises a request to write a
payload to the storage unit [30], and wherein the second hardware processor [116] is
configured to determine whether the communication comprises the dummy storage access

request according to the payload.

The host system of claim 1, wherein the second hardware processor [116] is further

configured to:

maintain a shadow file system comprising a mapping between a plurality of data packets
stored on the storage unit [30] and a plurality of files of a primary file system
maintained by an operating system [40] executing on the first hardware processor

[16];
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10.

11.

in response to receiving the true storage access request, identify according to the shadow
file system a file of the plurality of files, so that the data packet forms a part of the
file; and

in response to identifying the file, determine whether the file comprises malicious software.

The host system of claim 1, wherein the second hardware processor [116] is further

configured to:

determine according to the shadow file system whether another communication received
from the first hardware processor [16] via the storage interface [36] indicates a
creation of a new file; and

in response, when the another communication indicates the creation of the new file, update

the shadow file system to indicate the creation of the new file.

The host system of claim 1, wherein the second hardware processor [116] is further
configured, in response to decrypting the data packet, to write the decrypted data packet to
the storage unit [30].

The host system of claim 1, wherein the storage interface [36] comprises an item selected
from a group consisting of a serial ATA interface and a universal serial bus (USB)

interface.

A computer security method comprising:

connecting a secure storage device [24] to a first hardware processor [16] via a storage
interface [36] configured to receive storage access requests formatted according to
a storage transmission protocol, wherein the secure storage device [24] comprises
a second hardware processor [116] and a non-volatile storage unit [30];

in response to detecting a request by software executing on the first hardware processor
[16] to store a data packet on the storage unit [30], employing the first hardware
processor [16] to encrypt the data packet;
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12.

13.

14.

in response to encrypting the data packet, employing the first hardware processor [16] to
transmit a true storage access request to the storage interface [36], the true storage
access request comprising the encrypted data packet;

employing the first hardware processor [16] to generate a dummy storage access request
according to the storage transmission protocol, the dummy storage access request
comprising at least a part of a cryptographic key;

employing the first hardware processor [16] to transmit the dummy storage access request
to the storage interface [36];

in response to receiving a communication via the storage interface [36], employing the
second hardware processor [116] to determine whether the communication
comprises the dummy storage access request;

in response, when the communication comprises the dummy storage access request,
employing the second hardware processor [116] to employ the cryptographic key
to decrypt the data packet; and

in response to decrypting the data packet, employing the second hardware processor [116]

to determine whether the decrypted data packet comprises malicious software.

The method of claim 11, further comprising, in response to determining whether the
decrypted data packet comprises malicious software, when the decrypted data packet
comprises malicious software, employing the second hardware processor [116] to transmit
a notification formatted according to the storage transmission protocol to the storage
interface [36], the notification configured to cause the first hardware processor [16] to

interpret the notification message as a security alert.

The method of claim 12, wherein the notification is configured to cause a hardware

interrupt in the first hardware processor [16].

The method of claim 11, wherein the communication comprises an address indicative of a
location on the storage unit [30], and wherein the second hardware processor [116] is
configured to determine whether the communication comprises the dummy storage access

request according to the address.
29



O 0 I O N b W NN = PR WD = NN R WD

p—
)

O 00 9 N WD KW N

15.

16.

17.

18.

The method of claim 14, wherein determining whether the communication comprises the

dummy storage access request comprises:

employing the second hardware processor [116] to compare the address to a predetermined
address; and

in response, determining that the communication comprises the dummy storage access

request according to a result of the comparison.

The method of claim 11, wherein the communication comprises a request to write a payload
to the storage unit [30], and wherein the second hardware processor [116] is configured to
determine whether the communication comprises the dummy storage access request

according to the payload.

The method of claim 11, further comprising:

employing the second hardware processor [116] to maintain a shadow file system
comprising a mapping between a plurality of data packets stored on the storage unit
[30] and a plurality of files of a primary file system maintained by an operating
system [40] executing on the first hardware processor [16];

in response to receiving the true storage access request, employing the second hardware
processor [116] to identify according to the shadow file system a file of the plurality
of files, so that the data packet forms a part of the file; and

in response to identifying the file, employing the second hardware processor [116] to

determine whether the file comprises malicious software.

The method of claim 11, further comprising:

employing the second hardware processor [116] to determine according to the shadow file
system whether another communication received from the first hardware processor
[16] via the storage interface indicates a creation of a new file; and

in response, when the another communication indicates the creation of the new file,
employing the second hardware processor [116] to update the shadow file system

to indicate the creation of the new file.
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19.

20.

The method of claim 11, further comprising, in response to decrypting the data packet,
employing the second hardware processor [116] to write the decrypted data packet to the
storage unit [30].

The method of claim 11, wherein the storage interface [36] comprises an item selected from

a group consisting of a serial ATA interface and a universal serial bus (USB) interface.
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