| ~~AW-19A *166166* 1 1 NOV 2005 METHOD AND SYSTEM FOR AUTHORI ZI NG ACCESS TO

RESOURCES ON A SERVER BACKGROUND Thi s inventmmm to resour cegv 2005
aut hori zation. A function of a server conput ‘m m@@@'ﬂ a network is 5
to manage and share resources with client conput S ice re a client
conputer is able to access a particular resource, fhe cli ent shoul d be
authenticated and authorized by the server. One purpose behind the

aut hent i cat MERHPR GERSYSTEM (FOR BURHORACINGRASCES R TD (RESOURYESD Nt hesERvERN
attenpting to access 10 the server's resources. Once the client is

aut henticated, the server. can peréf]_@kgkb{)l%ayt hori zation process and

eval uate what privileges the client conputer is enpowered to exercise over

th h d resoMIGes. . ION OF THE DRAWNGS s FIG 1

il Ieuzt-?;tees an%ﬁcﬁigﬂvlz%g#ggﬁ%%%%; BT Ee5P9EEeAY ﬁb??lﬁa??o_n resour ce
data structure. |G, .3 is-a flow chart of a nmethod for authorizing a
rgsource requeg}}ﬁfﬁ%f 948FI?ui?F%?%sc%m?5§ﬁUF88nﬁﬁau8§t? %§f32?§r$§ .
illustrate sour. i_nguiry request. DETAILLED DESCRI PTI shown in
FI G 1,§an§%3rflz{1n(;ear 24 |oﬁgs3r/§t ﬁ?i’ﬁr‘i’%‘%l"(}c?tg%dlent computers. Before

a client computer is able to access a particular resource,
the client should be authenticated and authorized by the
server. One purpose behind the authentication process is to
aufhenticate the identity of the clieht attempting to access
10 the server’s resources. Once the client is authenticated,
the server can perform the authorization process and
evaluate what privileges the client computer is empowered to

exercise over the shared resources.

BRIEF DESCRIPTION OF THE DRAWINGS
15 FIG. 1 illﬁstrates an authorization system.
FIG. 2 is an authorization resource data structure.
FIG. 3 is a flow chart of a method for authorizing a
resource request.

-~ FIG. 4 illustrates a resource request.

20 FIG. 5 illustrates a resource inquiry request.

DETAILED DESCRIPTION
As shown in FIG. 1, an authorization system 10 includes

clients 12a - 12n that can communicate with a server 16

—
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clients 1I2a - 12n that can communicate with a server 16 1 1 NOV 2005

t hrough conmuni cation paths 9a - 9n and a network 14. The net wbrikNaVi 2085n
i nclude, for exanple, the Internet, a |oosely adm nistrated consuner
network, a local area network (LAN), w de area network (WAN), or other

conputer n K. T & el er 16 nages and comuni cates with resources
18a - 18n, e{%{%‘r"%.%g | locra\r{fé‘tofloﬁagﬁgog?cés?ncﬁféjr & 8ebypEs LénksTH® such
as LAN. Thené for]gr;ib%on resog;}ges can include file systens and hardware

resources such as e 1PFHERr stobrexaprimerthgedntesnetp &Eabdosdient 12a

- 12n may be associated with respective authentication credentials. For
exanpl e, t He R TetT AZS (CONSHBEBCTSFERE M th karefentieansbnock ety al s 11.
Each client 2a - 12n al s% is associated with authorization credentials

represent i ng-The* iRt MSEHOF Kol WAN} vi Pegethaw elqpptes nhtebri6 the client is
assigned. As illustrated in FIG 1, client 12a is associated with
aut hor i Zat i%%F‘e%re&ef{]ﬂaéﬂagefsanﬁa@wmmi@fneslmm t2noat ses | 8ASs oMt ed
with a resource gperation representing an operation the client desires to
perform 20-fSiW hd nfesparten FRgouncaml evetthecsbierd 12} 1@85S0Ci at ed
W th resource operation 15 representing an operation to access a file
resi di ng orfuEH 3% IdYst efhe Eofionnsd Giaie msenracsDdem iféinde GagWENt S USI Ng
the printer .

P Systems and hardware resources such as modems, printers, or

scanner devices,

10 Each client 12a - 12n may be associated with respective
authentication credentials. For example, the client 12a is
associated with authentication credentials 11. Each client
12a - 12n also is associated with authorization credentials
representing the authority or privilege.level(s) to which

18 the client is assigned. As illustrated in FIG. 1, client
12a is associated with authorization credentials 13. Each
client
12a - 12n also is associated with a resource operation
representing an operation the client desires to perform

20 us%ng the resource. For example, the client 12a is
associated with resource operation 15 représenting an
operation to access a file residing on a file system,
communicate over a modem, print documents using the printer

resources, or some other operation.



resources, or sone other operation. 2 1 1 NOV 2005 Each client 12a - 12,
can generate an authentication request which includes authentlclaff¥n2l05
credentials. For exanple, client 12a generates an authentication request
31 that includes the authentication credentials 11. The 5 request 31 is
directed to the_server, 16 so that the identity of the client 12a can be
aut henti cat ed b§2thetienferd 2ahenl2 estaib| d&tsnagecenmuntbatt st ¥6:1 h t he
server over the network 14. The authentication credentials 11 can include
a name ante@@Ihorhidsdociuded awthenticadiliomntcrédant Al er naddwel y, 10 the
aut hentication credentials 11 can be inplenmented using a private/public
key pair STHHMRLE4 Hdenisédai aemeynitts arkeythienttaati et tegidFKI. Each
client 12a - 12n can generate resource requests over the network 14 to

access thethasoinelenlergihe aghhdr nemiaged drgdeheiaBsVer, Refe exanpl e, the
client 12a can generate resource request 32. The resource request 32

Cincludes thequrmthcl Zat donectedent itles skIvehi 0B apecmsed iy i dhg 56T ver 16
to determ ne whether the client has the perm ssion to access the requested

resource(s9f thre 20 eant hoai zat ilen aredenticaksdl8y came he i@y eprnt ed using
an authorization certificate technique such as t%e nmet hod usggg in sinple
public keyestelldsthringt comm:SUdYions 340 £heNselB€r over the network
14. The authentication credentials 11 can include a name
. and password associated with the client 12a. Alternatively,

10 the authentication credentials 11 can be implemented usinQ a
private/public key pair such as those used in a public key
infrastructure (PKI).

Bach client 12a - 12n can generate resource réquests
over the network 14 to access the resources 18a - i8n
15 managed by the server. For example, the client 12a can
generate resource request 32. The resource request 32
includes the authorization credentials 13 which are used by
the server 16 to determine whether the client has the
permission to access the requested resource(s). The

20 auEQorization credentials 13 can be implemented using an
authorization certificate technique such as £he method used
in simple public key infrastructure (SPKI). In addition, the

resource request 32 can include information representing an

operation to be performed using the specified resource.



resource request 32 can include infornation representing an opera}sd\Pg@ho
be performed using the specified resource. 3 1 1 NOV 2005 A clibﬂt, S as
client 12a, can delegate its authorization credentials 13 to a second
client. Using this delegation technique, the second client can access the
server with the sane authorization credentials as client 5 12a. The server
16 treats the creddriensl ssothbat hclldrenti2a, eqahvabesghye Asystem

adm nistrator 17 is responsible for nanaging the server 16 and its

resour ces ¥zhorigmtithecreesponsihill tices saBohAckudenaddipyyfekgting the
resources 10 18a - 18 n to/fromthe server 16. The adm nistrator can

per f or m markgeqmnt chubethniguelsitig arcapRl cCabhONCRLOPER LA N
cooperation with an operating/system (0/S) 62 such as a VVnébws NT TM 0O/ S.

These progrsairsrecawii S8her eshnd NUBIBHILa830on SHERAF: dyHald Q:E%%?Oﬁ]access
menory (DRAM and executed by 15 a central processing unit & 64 such as

an Inteb PazE.unfhe sproessOrtroHie apel ES@&EHBiQiQ%PYI}&% Cc%’le%x ¢lude a
user interface 21 to provi de a vi sual representation of an authorization

framewor k 23uandithelassoci ated resources 18a - 18n. An application
programinterface (APl) 22 can 20 provide a standard conmuni cati ons

i‘ P;ﬁg‘/\gfﬁ tz)gt Ve RN st/Beem aRdhi At QAR R 997 201 2055800 Hhe, afgzh%gn%"gigzingn
the server 16 and its resources 18a - 18n. The
responsibilities can include adding/deleting the resources

10 18a - 18n to/from the server 16. The administrator can
perform management functions using an application program 20
in cooperation with an operating/system (0/S) 62 such as a
Windows NT#ﬂo/S. These programs can be stored in memory 63,
such as dynamic random access memory (DRAM) and executed by

15 a central processing unit (CPU) 64 such as an Intel Pentium®
processor. The application program 20 can include a user
interface 21 to provide a visual representation of an
authorization framework 23 and the associated resources 18a
- 18n. An application program interface (API) 22 can

20 pravide a standard communications interface between the
application program 20 and the authorization framework 23.
The authorization fraﬁework 23 includes a resource |

authorization data structure (resource structure) 26 which

is used to establish a relationship between symbolic



The aut horization framework 23 includes a resource authorization data
structure (resource structure) 26 which 1is used to establish a11 NOV 2006
rel ati onship between synbolic 4 1 1 NOV 2005 resource nanes correspondi ng
to each resource and can include other resource authorization related
information. .A resource nmanager 25 is a-program nodul e that can

communi cat eespiire hargppkptaespongingraame2@hovesopacd &l agah 5 is
responsi bl e for creating and nmanagi ng the resource structure 26 over path
29. It al shnohyddethesporspblee f anthomipritignr esbated imfpmsdtsid32 gener at ed
by the clients to the appropriate resource related information necessary
to satisfy thet regueste Mhragesul’ siofa thegrappnodubpettadt axanl0 can be
comuni cated to an authorization service 27 by 1issuing a resource inquiry
request 3dcoweunicgrat WiBh. tHéeappl hert izat ipavgsem Ve CeoRar exeHIteSs aadpr ogr am
that is responsible for determi ning whether the client 12a that generated
the resourte respastibl2 fsravtdorizedid raaegssglbht hees@aast ed resource
18a - 18n. The service 27 searches the resource structure 26 and verifies

whet her thetghétme 252avBasphtie Py OPert allshonhgabe ofe faseshpla fRart, on the
aut hori zation credentials 13 acconpanying the resource request 32. 20 The
adm ni str ahQppinGg RGbuRBeatequPStS CI2 HERGELe8aBy the clients to the
appropriate resource related information necessary to
satisfy the regquest. The results of the mapping operation
10 can be communicated to an authorization service 27 by
issuing a resource inquiry reguest 34 over a path 35.
The authorization service 27 executes a program that is
responsible for determining whether the client 12a that
generated the resource request 32 is authorized to access
15 the.requested resource l18a - 1Bn. The sexrvice 27 searches
the resource structure 26 and verifies whether the client
12a has the proper authorization based, in part, on the
authorization credentials 13 accompanying the resource
request 32.
20 _~ The administrator 17, acting as a policy author, can
access the resource manager 25 to conétruct the resource
structure 26 based on a set of authorization policies

related to the resources 18a - 18n. The policies can

identify what authorization levels the clients 12a - 12n



-access the resource manager 25 to construct the resource structure 26
based on a set of authorization policies related to the resourcas; 8@ g5
18n. The policies can identify what authorization levels the clients 12a -
12n 5 1 1 NOV 2005 need to have to performthe requested operation included
in the resource request 32. As shown in FIG 2, the resource structure 26
can be iRBRENEAt RIVASY REEFOEhelhgr BpEURIHESE ARakdttics dncAudedaing
directed tree data structure. The resource structure 26 corresponds to a
resour ce SPacEePepresdifdusgtt B8-nanes of resources and groups of resources
18a - 18n. The resource structure 26 includes a hierarchy of nodes 50a

t hrough 50n. Asr®devhdde F36a Br ovhelesesouzer orrysdiume £6r cehebaddi ti onal
1o nodes 50b t hrough 50n. Each node is associated with a respective node
name 5la {MPoeRPNEAHh ¢ dimedted denapt idata SRarudtugegkubBnasFer exanpl e,
node 50c has a node nane 51c of "nodent and a node identifier 52c of
"key3"s FEatheqbeikd tH9m ddteosghusburean Be addreessed shyuctaraogle nane, node
15 identifier, or a combination of both. The resource structure 26 can be
const r uctedrpgsrorddiice grAensee sspAca s eprnesrtdingf thesauneeSer Who can

define the node identifiers 52a through 52n of an authorization sub tree.
The sub tresosubseqrehtdrpupanoberesources 18a - 18n. The resource
structure 26 includes a hierarphy of nodes 50a through 50n.
A root node 50a provides an anchor point for the additional
10 nodes 50b through 50n. Each node is associated with a
respective node name 5la through 51n and a node identifier
52a through 52n. For example, node 50c has a node name 51c
of “modem” and a node identifier 52c of “key3”. Each node
50a through.50n can be addressed by its node name, node
15 ildentifier, or a combination of both.

The resource structure 26 can be constructed by
resource owners, such as a vendor of resources, who can
define the node identifiers 52a through 52n of an
authorization sub tree. The sub tree subsequently can be

20 inse;ted at an appropriate point in the resource structure
by the policy author. An authorization sub tree can include
a subset of the nodes in a resource structure. For example,
a sub tree may include the modem sub tree represented by
node 50c as the base of'the sub tree and nodes 50d and 50e,

25 as the branches of sub tree. Alternatively, the policy
6



20 inserted at an appropriate point in the resource structure by the policy
author. An authorization sub tree can include a subset of the nodekNDW 2805
resource structure. For exanple, a sub tree may include the nodem sub tree
represented by node 50c as the base of the sub tree and nodes 50d and 50e,
25 as the branches of sub tree. Alternatively, the policy 6 I 1 NOV 2005

aut hor manaathyrcAsnnASEY tcdindeselrit AoliBe ShESICGIHY 38 ctaceopding to the
resource owner's preference. Manually inserted nodes can include keys

assi gned dybapr&ahd Yt dYth@pRldouatbb0BwRELYS bk rdiEV el nhigEaYSe the
"keys" may be 5 internally generated and not a true public/private key

pai 1, _therRsgRyedenodedonth 19 ceshabkish asdigidda A bl 1y hgy [ nterna
keys. The resource structure 26 supporis a "nobunt point" node ~where the

admi ni strabppli detiok P 9% . aUEBREve £AMJ AN dhli SRLOP 139%,&0' i ces

for accessing a resource W thout needing to know the interna ai |l s of

how thal resouicelsy UHdIAAELAMNSUD AR Iqulicyelybed. Thg Lerm - mount

point" is anal ogous to file system nount pol ccess- pe ssi‘on. For

exanpl e, neder0ga} o ndBUSASLULEE a1 D1 dl A0NASECS ARYNE,ROLAL" where the
manuf acturer of the nodem can prOV|ae a set of polices dictating the
authority jREeLSSArYeyL. access the diagnostic features of the nodem

The resource structure 26'supports a “mount point” node
where the administfator, acting as policy author, can
10 establish top down polices for aCces;ing & resource without
needing to know the internal details of how that resource’s
authorization sub tree is structured. The term “mount
point” is analogous to file system mount point and access
permission. For example, node 50d is a “manufacturer
15 diagnostics mount point” where the manufacturer of the modem
can provide a set of polices dictating the authority
necessary to access the diagnostic features of the modem
resource.
Each node 50a through 50n in the structure 26 also can
20 bq,associated with a respective access control list (ACL)
53a through 53n that can include corresponding authorization
credentials 58 and authorization level 59. The
authorization level 59 refers to the level of authorization
needed to access a resource. In one implementation, the

256 authorization levels can have one of the four following
7



resource. Each node 50a thr.ough 50n in the structure 26 also can 03@

associated with a respective access control list (ACL) 53a th’r&dﬁﬁ ﬁ

that can include correspondi ng authorization credentials 58 and

aut hori zation | evel 59.  The authorization |evel 59 refers to the |evel of
In one inplenentation, the 25

aut hori zat i nee 0 _acce a resource.
aut hori zat i‘%guleg\?eﬁgsjcéﬁnﬁQVe?%)neEdd'ftOtrhe (BouRevbeven rer 7(4) NoNeV 2005

val ues: (1)1. Ce)/vper, Eﬁ% E?itor,, (3) Reviewer, or (4) None. The Owner |evel
permits corpletd KanitRVEL BRIV R GoBBdets adminisboatios deticser tper mt s
read/wite _access to the _resource, Reviewer permts read access to the
resour ce, z}ﬁ‘ﬁ TESRERES, WRELFCT PedarAS rradpPILte deueds denitée al | access to
a resource. Authorization to edit portions of the resource structure 26
can be contFEPPEGCHyRERESYRH RAUMHEASI snat evetess Too peTeite setirtk Ngagd Sub
tree, fqr exanple adding or deleting child nodes, changi ng nanes,

i denti f Per §CBRd KWeksh ihdafnuifriiorl zatt oketel elerfes ka Inadeesiowh o be set
to "Owner". The authorization credentials 58 can represent a digital
certificat 82p38EASon Fpehticddrivinaks ofit heoxtient oflesier iragotfcaccess the
resource. For exanple, node 50c has an ACL 53c with a val ue of
"key3(key2SERRer e | Hfli @an ingy coBtrhated Hey autehenitmatiieatspadessdpl s " key3”

are delegated to

To permit editing a sub tree, for example adding or deleting
child nodes, changing names, identifiers and ACLs, the

10 authorization level of the node should be éet to “Owner”.

The authorization credentials 58 can represent a

digital certificate based on the credentials of the client
desiring to access the resource. For example, node 50c has
an ‘ACL 53c.with a value of “key3(key2=Owner)” indicating

16 that the authorization credentials “key3” are delegated to
the authorization level of “Owner” and to the authorization
credentials of “key2”. The delegation of credentials is
shown by the arrow 54c. Thus, the authorization credentials
at node 50b corresponding to node identifier 52b (“key2”)

20 wou}d be examined to determine authorization. The arrows
54a through 54n indicate authorization Credentials based on
a delegation of authority from a child node to a parent
node.

As indicated by FIG. 3, the client 12a generates 100 a

25 resource request directed to the server 16 over the network
8



‘the authorization level of "Owmer" and to the authorization credentials of
"key2". The del egation of credentials is shown by the arrom/54c.1TN@§ﬂmﬁhe
aut hori zation credentials at node 50b corresponding to node identifier 52b
("key2") 20 would be examined to determine authorization. The arrows 54a
through 54n indjcate authorization credentials based on a delegation of
authority #fem Bt chs |ap kel tthad, pdrenthe nuaeposts iofdithat €dlbywidds 3, the
client 12a generates 100 a 25 resource request directed to the server 16
over the neélaeksi®n,] theNOWi2085124. istahlke assurmthuniaktel @itk endur poses
of the followi ng discussion, the client 12a is able to commnicate wth
the servefeleehethumradse thieenflihat bds edidiedongebeaut RaRhibgal &kedy t he
server through a prior authentication request 31. The 5 resource request .32
(FIG 4) ibylthiesamdmrizatighna predenditienthizasich asqaestoned Wit al
certificate and a resource operation 15 specified by the client. In this
exanpl e theseautdrordeateisan 3er ¢@Eat | @) Sidk ied 3@knbeizPagon and the
resource operation 15 is set to "Set Mddem 10 Configuration". After the

resource rewedsiti3dd 93 evehvad bysifiteSaliBtallerthe; E§EQULGE JTaNager 25
maps 102 the resource request to a resource nanme (or other i1dentifier) and
an aut horiza¢dwite operation 15 specified by the client. 1In this
example, the authorization credentials 13 are set to “Dad”
and the resource oﬁeration 15 is set to “Set Modem
10 Configuration”.
After the resource request 32 is received by the server
16, the resource manager 25 maps 102 the resource request to
a resource name (or other identifier) and an authorization
level based on the information in the resource request.
15 The resource manager 25 translates 103 a resource
inquiry request 34 based, in part, on the contents of the
resource request 32. As shown in FIG. 5, the resource
.inquiry request 34 includes a resource name 41 corresponding
to the resource derived from the resource operation 15 of
20 the_resource request 32. The request 34 also includes an
authorization level 42 representing the permission necessary
for the client to perform the operation requested. 1In
addition, the request 34 identifies authorization
credentials 43 corresponding to the authorization

25 credentials 13 in the resource reqguest 32.
9



level based on the information in the resource request. 15 The resource
manager 25 translates 103 a resource inquiry request 34 based, im pagy, 0
the contents of the resource request 32. As shown in FIG 5, the resource
inquiry request 34 includes a resource nane 41 corresponding to the
resource derived fromthe resource operation 15 of 20 the resource request
32. The requesfo34e8PEBLEnchetRS e PaaVhORS Z6E FO ¢ Qs tr 88r efent i ng
the perm ssion necessary for the client to performthe operation

request ed FIfn 4ad@hei bRSovhee MEpresE 24 vaehd | d¢ esrmintehdrhiatat(ilonthe
credentials 43 corresponding to the authorization 25 credentials 13 in the
resource ré€§aBEce3namg 41 1iNAKFOYsEsr centhpl edexisiary fidmn phevi ous
resource request 32 of FIG 4, the resource manager 25 woul d determ ne
that (1) tFECUFESoRPRE2 R 1A iSet Negden User f igufatgiorder i (2edofinentt he
resource operation 15 "Set Mddem Configuration”, (2)"Omer"” 5 is the
necesséry iguther neaesonry endthard zefignpleve L arof reeseirtdeunade i n the
structure 26, and (3) "Dad" is the authorization credentials 43 :

corr espondenguroet hede ain hdrd zdtruehuceeientarad s(3)3 “ipdeitt iifsi edei n t he
resource request 32. The resource nmanager 25 keeps track of 10 information
rel at ed t eutheriesbivrecstdarndtizle 26, cormedsmhmiing e r@sour ce nanes and
associ ated authorization | evels.

authorization credentials 13 identified in the resource
request 32. The resource manager 25 ﬁeeps track of

10  information related té the resource structure 26, including
the resource names and associated authorization levels.

As indicated by FIG. 3, the resource manager 25
forwards 104 the request inquiry request 34 to the
authorizatién service 27. Upon receipt.of the request 34,

18 the authorization service 27 searches for the resource name
in the resource structure 26 and evaluates 106 the
authorization credentials and the authorization level of.the
client against the authorization information in the ACL at
the corresponding node. For example, using the resource

20 inquiry request 34 illustrated in FIG. 5, the authorization
service 27 would search the resource structure 26 and find
that node 50e has a node name 5le “user config” and a node
identifier 52e “key5”. Node 50e is a child node of the

parent node 50c as indicated by the arrow 54e.

10



As indicated by FIG 3, the resource manager 25 forwards 104 the request
inquiry request 34 to the authorization service 27. Upon recei pt bft NdVe 2006
request 34, 15 the authorization service 27 searches for the resource nane
in the resource structure 26 and eval uates 106 the authorization
credentials and the authorization |evel of the <client against the

aut hori zati on i pfothat resulh ¢hechaClevaluathencord apornli P ida@s. ther
exanpl e, using the resource 20 inquiry request 34 illustrated in FIG 5,

t he aut horiczakheniseautner27edwoud chceeaschhehzeservoe ceasad it the 26 and
find that node 50e has a node nane 5le "user config" and a node

i dentifier {h2ermkeydh. iNodre50eL; stterclihkdansterbtathen grirwme @dde 50c as
i ndicated by the arrow 54e. 10 1 1 NOV 2005 If the result of the eval uation
i ndi cates 1Q8ut-Rat 1ltea ehicesssfisl atapior tvettheorascesse tihenagssoddee based
on the information in the ACL, then the authorization service 27 returns

110 a successf ¢esictRlck kanbherr25atHrcperdoagel125th8 Fheraeswur ce manager
25 can perform 112 the operation requested by the client because the

client has QeeRstald h9rkhedcilUshbgddimseesher ceirnfiubss BRenf FIG 4, the
aut hori zation service 27 would traverse the nodes in the

authorized.

Using the resource request 32 of FIG. 4, the
authorization service 27 would traverse the nodes in the
10 resource structure 26 and process the set of credentials

“key5 (key3=owner)” starting at node 50e, follow the arrow

54e to node 50c'credentials ”key3 (key2=owner)” and follow

arrow 54c to node 50b and refer to ACL2 “key2 (Dad=Owner) .”

If the client has an authorization credential set to “Dad, ”

15 he is authorized as “Owner” to perform the “set modemn

configuration” operation.

On the other hand, if (at block 108) the ACL associated
with the node does not grant access to the client, then the
authorization service 27 seaxches 114 for a parent node

20 having an ACL with a sufficiently high authorization level
to permit the client to access the resource. If a parent
node is found, then the ACL and associated authorization
level and authorization credentials are forwarded to the

authorization service 27. The process would then return to

11



10 resource structure 26 and process the set of credentials
"key5(key3= owner) starting at node 50e, follow the arrow 54e to1ro§8Y 5208
credentials "key3( key2:ovvner)-" and follow arrow 54c to node 50b and refer

to ACL2 "key2(Dad=Owner). If the client has an authorization credenti al
ot i gur at FBRSROMIP PR IF 10 SEREF ST T “Eerfﬁ[%ﬂéﬁ"“%oéf Lhe ACL
it hor | zat ICGAOERFVEE 57 S6r CHAS ™ FFORBPC o pay BHE T0d 20 TRaDFHY an AL
hccese the resobPHE: Q%?“a?”éhé’?ﬁfa%%ﬁ@ 5e¥-€%uﬁaa Hher e aereaiare

associ ated aut hori zatio vel oriz on .creden s are forwarded
to the autth8Fi ?8tP8ﬁe§€rW‘§ fhé’légo?:‘ésget\oiﬂl'beﬁqeeﬁjtra%t Grnto1111
NOV 2005 bl oc .106 re.the hqu t| o] se vice 27 checks «credentials
of the &li &R {jéFHW?yI Wr‘é‘?n%‘?&b%ﬁzr’f‘ \'5% rth8f (at block 114)
the search results indicate t_ no aren ode_ex ts W

i nherited &“tRO51ZAFEPR] %‘ﬁ’f"]’?c?la?g% 18P i?a ‘E'Jnf‘iL é’ﬁtt ﬁ8A’%e

aut horization service 27 returns_ 116 a failure result to t.he _resource

manager 25XePREIFEsBAPEESHuhagerTt% HFERNEHS 1MBN2GRE ek 58 ieFe 1 Bsour ce and

may communi cate the denial to the
access to the resource and may communicate the denial to the

client.

10 If a client with the authorization credentials
identified above again attempted to access the “mount point”
corresponding to node 50d, the client would be denied access
because node 50d only delegates the authorization level of
“reviewer” to its parent node 50c as shown by the arrow 54d.

5 The node 50c has a ACL3 with a value of “key3(key2=owner)”
indicating that the credentials are delegated to node 50b as
shown by arrow 54c. Therefore, referring to node 350b with a
node name 51b “DenPC”, the authorization level assignment of
“key?2 (Dad=0Owner)” at ACL 53b does not authorize “Dad” to

20 access the “mount point” node 50d.

Using the foregoing techniques a resource Qendor, such
as a manufacturer, can define its own public/private key and
require the client to use the key in order to gain access to
certain aspects of the modem such as the modem’s diagnostics

25 feature. By limiting access to the diagnostics feature to .
12



client. 10
again atte

arrow 54d.

If a client wwth the authorization credentials identified a%&ve
ted to access the "nount point" corresponding to nodéel QQW,ZE%e
client wol¥Q 0B/8938ehi ed access because node 50d only del egates the

aut hori zation level of "reviewer"” to its parent node 50c as shown by the

15 The nade_50c, has .a

h_a_value of "key3(key2=owner)"

ACL3 wi
indicatingaPﬁéPrﬁﬁéchéH%%??aJEP%nW?qﬂgﬁggHF%ﬁ T ndtfe as shown by
Therefore, referring tao node 58§§mjth a,__node nane 51b " DenPC',

arrow 54c.

t he aut hor ia¥dhiogazpE¥eP REIPYHPEht2 DO <R
not authorize "Dad" to 20 access the "nmount point"

PRagL TR IS

ACL 53b does
node 50d. Using the

f or egoi ng txESHFIL§EESNE - r esource vendor, such . as a manuf acturer, can define

its own public/private key and require the ient to use the key.in
to gain access tl¢e é@F?aPhnﬁsb%%ﬁ%9QHe%I%?nnﬁgi 5@%?

R sBEhPaEt 1 He: b dents

order

di agnostics 25 feature. By |limting access to.th g%a nestjics feature to 12
ﬂgf‘g ¢

WO 02/ 0938 7shared RO¥OSGOBUALERbE | 3RR 9atenns, 1Pfe
aut horization franework 23 to enforce custgm securit

ti

restrictions.

foregoi ng texshsfudhataspran| Shl Aefel iFmindFtEgtpge éﬂ%?%%?across nul

applications including distributed

10

15

20

25

Furthermore, the techniques can be applied to solve problems
relating to securing service gateway platforms for the
consumer market. The techniques also can be used in the
context of electronic business (“e business”) solutions for
either business to business or business to consumer service
applications, where the endpoints of communications are
inherently part of different administrative domains.

Although four authorization levels are discussed above,

it is possible to increase the granularity of the levels.

Various features of the system can be implemented in
hardware, software, or a combination of hardware and
software. For example, some aspects of the system can be
implemented in computer programs executing on programmable
computers. Each program can be implemented in a high level
procedural or object oriented programming language to
communicate with a cdmputer system. Furthermore, each such
computer program can be stored on a storage medium, such as
read only memory (ROM) readable by a general or special

purpose programmable processor for configuring and operating
13

use the

The
tiple



systenms that span different'adninistrative domains. Furthernore, the
techni ques can be applied to solve problens relating to securingj3enoN Q@89
gateway platfornms for the consuner narket. The techni ques al so can be used
in the 10 context of electronic business ("e business") solutions for

ei ther busppes [ r [ S ; - I 4SerVi g@@%' Ations,
where the Eﬁ%pg?%§%9%¢‘@%%iﬁ%f%g??gﬁgga?%&&@ﬁ2§$gﬁﬁFyg akggoF #%rent

adrrinistralé:g)v[ge]crlggg_,aijngrg,b gf <§H9%ghdggg%%§g%hﬁ&£égtion | evel s are di scussed

above, 1571t 1S pos 0 1 nCrease ranularity of the |evels.
Various features _pf_t S be_i t.ed i ar , software,

or a conbinatio%tg?rhgﬁaﬁ%%%ﬁ%% %géf?ﬁ%?§¥€$§?‘§§hﬁgfgg ggﬁgﬁgspects of the
system can_b i opl enented in conputer programs executing on programrabl e
20 conpute 8$l%ggﬁgﬂg§%ﬁgﬁlcan be inplenented in a high | evel procedural or
obj ect griented progranm ng | anguage to conmunicate with a conputer

system ™ Furt hernore, each such conputer programcan be stored on a storage
medi um such as read only nenory (ROM readable by a general or special 25
pur pose programrabl e processor for configuring and operating 13 1 1 NOV
2005 the conputer when the storage nediumis read by the conputer to
performthe functions described above. O her inplenentations are within the
scope of the

14



following clains. 5 14 1 1 NOV 2005 What is clainmed is: 1. A nethod
conprising: receiving a resource request froma first requestor, tht NOV 2009
resource request including credentials and identifying information
regardi ng an operation to be performed with respect to a resource; mapping
the resource request to a resource identifier; translating the resource
request to source inquiry request, the resource inquiry request

i ncl udi ng aﬂyégdﬁf%gnatphorization parameter representing the perm ssion
necessary for a client to performthe operation; searching a resource data
structure for a rledometwdsompriaged on the resource identifier; and
determ ning whether the first requestor is authorized to performthe

oper ati on wi t lreceieingactsduecetrequeseiomndasiragesitanthehedonme requestinelddingi al s in
t he resource request match the resource authorization paraneter associated

with the r e%?é&cﬁﬁal@@ﬂ&ide%tigﬂ‘%inmﬂgn @ga?diﬁéﬂ&b?&@%ﬂo%e?%%ﬁﬁéd‘@ith”d udes
ach of r

sear chi ng resource nodes whi ch“represents a resodrce and i ncl udes
a resource i degg fier. 3. . The nmethod of claim| wherein searching includes
sear chi ng a '5P ctP@cfeﬁoruéiﬁ’n structure. 4. The nmethod of claim| wherein
receiving a resource request includes receiyvin a digital certificate
conf or mi ng t o TA2RPIRGIerEsoyrasIpqucst RaFesoureeidentififure. 15

translating the resource request to a resource inquiry request, the resource inquiry
request including a resource authorization parameter represénting the permission
-neccssary for a client to perform the operation;
searching a reséu:ce data structure for a resource node based on the resource
identiﬁer; and
determining whethér the first requestor is authorized to perform the operation with
respect to the resource based on whether the credentials in the resource request match the
resource authorization parameter associated with the resource node.
2. The method of claim 1 wherein searching includes searching resource nodes
each of which represents a resource and includes a resource identifier.
3. The method of claim 1 wherein searching iﬁcludes searching a directed graph
.structure.
4. The method of claim 1 whereiﬁ receiving a resource request includes receiving

a'digital certificate conforming to a simplified public key infrastructure.

15



11 NO V 2005 5. The nethod of claim| wherein mapping includes mapﬁi ngZ
the resource request to the resource identifier and the resourcel 1 NOV 2005
aut hori zation paraneter including an owner |evel authorizing conplete

access to the resource. 6. The nmethod of claim 1l wherein mapping includes
mappi ng the resource request to the resource identifier and the resource

aut hori zation paraneter Jjncl udi an.editor .level —authorizi ite
access to the %eégawg)ode%@ ﬂg’thﬁ?}&‘ B“F%‘P%F?ﬁq‘i‘?‘iiﬂ%?ﬂ’é’%% frt?é%%lgﬁég?%i%edes
mappi ng the resource request to the resource identifier aH,d t he resource
aut hor i zatté the rpsouseecidentifierend thewgseureeuthqrzationpapmeter RSN 35 OMEEH onl y

access to the resource. 8. The nethod of claim 1 wherein mapping includes

mappi ng t Nevel asthuri£ing compleé access tolike ressuroe.ce i dentifier and the resource
aut hori zation paraneter 1ncluding a none |evel denying all access to the

resource. 9. TheTHpilabdds dhial Myvheleitindpping itkth@Bahaging ihe ré‘sb&ﬁbgméqrnﬁkts of
. e

a child node to a 'parent node in the resource data structure.

met hod of .cl,aim9 in which t St A t he
ol cgat od 'EHEIEFE] WeRhAet dlind BRUEE By PAREh pofyra Rl R nRETAR: |
request originates froma client cqnputer directed to a server conputer
over a netl¢wst puthanizing gead/wHieACGesS O MSTFUEF a nenory. for storing a
resource data structure having resource nodes each of which represents a

respective resdufhe netiibdwi dsimhhwhareinesppping veclndesqnenping e msonrcerequsst a
resource authorization paraneter; and a processor configured to: 16
to the resource identifier and the resource authorization parameter including a reviewer
level authorizing read only access to thé resource.
8. The method of cléjm 1 whereir_\ mappi_ng includes mapping the resource request
"{o the resource idenﬁﬁer and the resource authorization parameter including a none level
-denying all access to the re;omce.
9. The method of claim 1 including delegating the credentials of a child node to a
parent _node. in the resource data structure.
10. The method of claim 9 in which the resource request is handled based on the
-~ delegated credentials.
11. The method of claim 1 wherein the resource request originates from a client
computer directed to a server computer over a network:
12. An apparatus co'mprising:
a memory for storing a resource data structure having resource nodes each of which
represents a respective resource aﬁd which has a respecﬁve resource identifier and a

resource authorization parameter; and

a processor configured to:

16



1 1 NOV 2005 receive a resource request froma first requestor, the {1 NOV 2005
resource request including credentials and identifying informtion
representing an operation to be performed with respect to a resource; map
the resource request to a resource identifier; search the resource data
structure for a resource node based on the resource identifier; and

determ ne whether .the first re rod i 7

operation with reFeég%gEqsoH)cetrﬁaeu%gtgfg%ﬁFﬂé&g%@%@&ﬁ%ﬁegé g??«{qtﬁgﬁ@c@gﬁnﬁi als in
the resource request ,match the resource aythorization paraneter oci at ed
with the rosedsntials andidentifgng infarmglion represeniipg g gpsiption ‘\?A%&Pé “F‘H‘e@ésour ce

data structure conprises a directed graph structure. 14. The apparatus of

clai m 12 whspeet to afesowrecgdentials include a digital certificate conformng
to a sinplified public key infrastructure. 15. The apparatus of claim 12

wherein the resgbp i ragiese feliidshfy a ©O6GEd identdier] €sour ce aut hori zation
| evel , wherein the resource authorization |evel includes an owner |evel

authori 21 ng oML henefkERTe btasBECIRIBH flourl EnoddusBPBR iRriouite ©! aim 12

wherein the resource n urther conprise a resource authorization

| evel , wherein.the resource authorization |evel includes an editor |evel

authorizid&“ﬁggﬁiﬂ¥%te access to the resource. 17. The apparatus of claim
12 wherein the resource nodes further conprise a, resource authorization

| evel , wherei n determieewheider haiiig requssiools anthpsized odenierd the GRSFAORSYIN | evel
authorizing read only access to the resource. 17 1 1 NOV 2005 _
respect to the resource based on whether the credentials in the resource request match the

resource authorization parameter associated with the resource node.

13. The apparatus of ¢laim 12 wherein the resource data structure comprises a
directed graph structure. |

14. The apparatus of claim 12 wherein the credentials include a digital certificate
conforming to a simplified public key infrastructure.

15. The apparé.tus of claim 1.2 wﬁerein the resource nodes further comprise a
resource authorization level, wherein the resource authorization level includes an owner
Ilevel authorizing complete access to the. r:c.esource. |

16. The apparatus of claim lé wﬁerein the resource nodes further comprise a
resource authorization level, wherein the resource auth_orization level includes an editor
level authorizing read/write access to the resource.

17. The apparatus of claim 12 whgrein the resource nodes further comprise a
‘resource authorization lével, wherein t.he-resource authorization level includes a reviewer

_level authorizing read only access to the resource.

17



18. The apparatus of claim 12 wherein the resource nodes further conprise a
resource authorization level, wherein the resource authorization |eyei0V 2005
i ncludes a none |evel denying all access to the resource. 19. The
apparatus of claim 12 wherein the resource data structure includes the

del egati on of a resource authorization level froma child node to a parent

node. 20. A syﬁ%?@‘h@@;gﬂmtﬁwgéla&umr&@m%wur@esmbmr%mbﬁgeéi rst
requestor configured t'o generate resource requests with credentials; a

second co i ncl udi. i r W th
resource %h)st)dﬁi'gc;? % ghc%ﬂg?wmﬁwhéﬁ%g{gg tg %ugcer%z}%&é‘%?ﬁe@ %ls%%{ug gst %ﬁlﬁle\/\hi ch
has a respective . .resource iﬂentifier, a resource authorization paraneter,
and a resdtiet dmingal AoLess 1 Hhe ISSAICCand the second conputer configured to:
receive a resource request froma first requestor, the resource_ request

i ncluding credénThekppagatds pficlaint 19 wherdimtherrasaureadate prectersinalgdes the

operation to be perfornmed with respect to a resource; nmap the resource

request t QleRghfSiOsf £Rsbwes huthbzationevs fishea thitd neletoragardmaoést to a
resource inquiry request to include the resource authorization paraneter,

the resource aughard QH%EM@H er representing the perm ssion necessary
Oper a

for a client to perform tion; search the resource data structure

ot orm o wiRETorRRCs fraqited SR fefeyontERRsbicis effpsfecbybs™ 2000

operation with r,g_gpe&%\tl %_the resource based on whether the credentials in
t he resoumBRUEFEITIELETSHIRIS: t he

a'second computer including memory storing a resource data structure with resource
nodes each of which represents a respective resource and which has a respective resource
identifier, a resource authorization parameter, and a resource authorization level, and the

" second computer configured to:

receive a resource request from a first requestor, the resource request including
credentials and identifying informatio‘n répresenting an operation to be performed with
respect to a resource;
map the resource request to a resource identifier;
translate the resource request to a resource inquiry request to include the resource
authorization parameter, the resource authorization parameter representing the permission
“necessary for a client to perform the operation;

search the resource data structure for a resource node based on the resource

identifier; and

18



resource authorization paraneter associated with the resource node; and a
network over which the first and second conputers conmuni cate. 211 1N6¥ 2005
system of claim 20 wherein the resource data structure conprises a
directed graph data structure. 22. The system of claim 20 wherein the
credentials include a digital certificate conformng to a sinplified

publ i ¢ key i nfr aketarminawbeth@3he fing requestonisafithoriacdtoz@rintre tkd operdtien mattour ce
aut hori zation level includes a |evel fromthe group consisting of owner

| evel , edi r@ipebtay@he res6urcsBaded|cnuphethdr@ecrbddntibls in Be resbifceT¥Gilesitath Beai m
20 including the delegation of the credentials froma child node to a

parent nodgesodnce at%rgﬁg\#r?ﬁbg.{nﬁgr?%éﬁg%&diﬁ% ﬂﬁgir%gkutgg?io&l@ lgat i on of

credential s assocl ate request or a sécond requestor
wherein the second. requestor . r.equest resources using.the credentials
fromthe first raer&ﬁﬁ\gg’?‘o Veé?@‘%‘%?ﬁ@@??f@“&”@?“@é&ﬂw Calds. An article
conprising a conputer readabl e nediumthat stores conputer executable

i nstructions for2ledbepysdem of elaprn28rwhseyein & regoureradstastiugbie comprisesiaest to a
resource identifier, in response to receiving the resource request froma

first requdieoted gtdph datbatiicheer equest including credentials and identifying
I nformati on representing an operation to be perfornmed with respect to a

resour ce; {1 ansigl nt B SPLLER 20AHRAE thd BichEROHCAR AN LodiBOHES N

resource inquiry req inc . a resource aut n paranet er
representi W i nﬁﬁﬁ r. r client to performthe
operati on; 'E%Qfo %BQHS%BW cs%%é%%sgrrug@redat a structure for a resource
node based on t source identifier; ., and ' . ,
r&% Jfl‘ﬁe system of claim 20 weixerem %w resource authorization level includes a
level from the group consisting of owner level, editor level, reviewer level, none level.

24. The system of claim 20 including the delegation of the credentials from a -

child node to-a parent node.

25. 'I];e system of claim 20 including the delegation of credentials associated with
the first requestor to a second requestor wherein the second requestor can request |
resources uéing the credentials from the first réquestor as if it ﬁrere the first requestor.

26. An article comprising a computer readable medium that stores computer
executable instructions for cgusing a computer system to:

map a resource request to a resource idéntiﬁer, in response to receiving the resource
request from‘ a first requestor, the resource request including credentials and identifying
information representing an operation to be performed with respect to a resource;

translate the resource request to a resource inquiry.request, the resource inquiry
request including a resource authorization baramcter representing the permission

necessary for a client to perform the operation;

19



determi ne whether the first requestor is authorized to performthe
operation with respect to the resource based on whether the credeht0¥| #0§ n
the resource request nmatch the resource authorization paraneter associ ated
with the resource node. 27. The article of claim 26 including instructions
for causing the conputer system to have a directed graph data structure

Wi th resource nodes representing resources including the resource
identifier and a resource authorization |evel,. 28. Tz article oﬁ claim 26
i ncl udi ng i searchresowse lap S%ﬂsierér 2 FesousRpafe based op ﬁﬁf"éBmﬁs\’ﬂeen it al
certificates conformng to a sinplified public key infrastructure. 29. The
article oéndl aim26 including instructions for causing the conputer system
to del egate the credentials of a child node to a parent node. 30. The

article of gligifingHethek tHdiftst reisdstaé ARNSriZedrto patfomn theldprrationpwitler system
to. delegate the credentials associated with the first requestor to a

The.or cachtrar © eatiofics Yol FREBARE SRERAL i e [ROURS ke BRAHARR Sl 19

requestor. 20 oL . .
a resource authorization parameter associated with the resource node.

27. The article of claim 26 including instructions for causing the computer system
to have a directed graph data structure with resource nodes representing resources
including thelresource identifier and a resource authorization level.

28. The article of claim 26 including in;tructions for causing the computer system
to have digital certificates conforming to a simplified public key infrastructure.

29. The article of claim 26 including instructions for causing the computer system

" 'to delegate the credentials of a child node to a parentlnode.

30, The article of claim 26 including instructions for causing the computer system -
to delegate the credentials associated with the first requestor to a second requestor to
allow the second requestor to request rcsourcés using the credentials from the first

réciuestor as if it were the first requestor.
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