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AN INTERACTION END COLLECTS USER REQUEST INFORMATION, 
THE USER REQUEST INFORMATION INCLUDING BIOLOGICAL 

SAMPLE INFORMATION

S1

THE INTERACTION END PREPROCESSES THE USER REQUEST 
INFORMATION, AND SENDS TARGET REQUEST INFORMATION 

OBTAINED AFTER PREPROCESSING TO A CENTRAL SERVER. THE 
PREPROCESSING INCLUDES FILTERING OUT BIOLOGICAL SAMPLE 

INFORMATION THAT DOES NOT CONFORM TO A PRESET 
CHARACTERISTIC EXTRACTION CONDITION

S2

THE CENTRAL SERVER ASSIGNS A BIOLOGICAL RECOGNITION TASK 
FOR THE TARGET REQUEST INFORMATION, SAVES THE TARGET 

REQUEST INFORMATION TO A STORAGE PLATFORM, AND 
DISTRIBUTES THE BIOLOGICAL RECOGNITION TASK TO A 

COMPUTING SERVER

S3

THE COMPUTING SERVER OBTAINS THE TARGET REQUEST 
INFORMATION CORRESPONDING TO THE BIOLOGICAL RECOGNITION 

TASK FROM THE STORAGE PLATFORM ACCORDING TO THE 
BIOLOGICAL RECOGNITION TASK, EXTRACTS BIOLOGICAL 

CHARACTERISTICS FROM THE OBTAINED TARGET REQUEST 
INFORMATION, AND RETURNS OBTAINED EXTRACTION RESULTS TO 

THE CENTRAL SERVER

S4

S5THE CENTRAL SERVER COMBINES THE EXTRACTION RESULTS TO 
OBTAIN USER BEHAVIOR DATA, MATCHES THE USER BEHAVIOR 
DATA WITH USER BEHAVIOR CHARACTERISTICS PRESET IN THE 

STORAGE PLATFORM, AND GENERATES PROCESSING RESULT 
INFORMATION ACCORDING TO A MATCHING RESULT

S6
THE CENTRAL SERVER RETURNS THE PROCESSING RESULT 

INFORMATION TO THE INTERACTION END

S7

THE INTERACTION END READS AND EXECUTES AN INSTRUCTION SET 
FROM A LOCAL PRESET CONFIGURATION FILE (OR PROFILE) 

ACCORDING TO THE PROCESSING RESULT INFORMATION, THE 
INSTRUCTION SET BEING USED FOR COMPLETING THE MAN-

MACHINE INTERACTION WITH THE USER
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S31

WHEN THE LENGTH OF THE STORAGE QUEUE 
REACHES A PRESET THRESHOLD, THE CENTRAL 

SERVER STARTS A PROCESSING THREAD, THE 
PROCESSING THREAD BEING USED FOR SAVING THE 
TARGET REQUEST INFORMATION TO THE STORAGE 

PLATFORM, ASSIGNS THE BIOLOGICAL RECOGNITION 
TASK FOR THE TARGET REQUEST INFORMATION, AND 
DISTRIBUTES THE BIOLOGICAL RECOGNITION TASK 

TO THE COMPUTING SERVER

S32

THE CENTRAL SERVER CACHES THE RECEIVED 
TARGET REQUEST INFORMATION INTO A STORAGE 

QUEUE SET UP IN ADVANCE
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S321

THE CENTRAL SERVER CALLS THE THREAD TO SAVE 
THE TARGET REQUEST INFORMATION TO THE 
STORAGE PLATFORM, AND DISTRIBUTES THE 

BIOLOGICAL RECOGNITION TASK TO THE COMPUTING 
SERVER

S322

WHEN THE LENGTH OF THE STORAGE QUEUE 
REACHES THE PRESET THRESHOLD, THE CENTRAL 

SERVER TAKES THE THREAD FROM A PRESET 
THREAD POOL
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S712

THE CENTRAL SERVER LOCATES A PHYSICAL 
LOCATION OF THE INTERACTION END ACCORDING TO 
THE INSTRUCTION SET READ FAILURE MESSAGE, SO 

AS TO PROMPT THAT THE USER NEEDS MANUAL 
ASSISTANCE

S713

THE INTERACTION END SENDS AN INSTRUCTION SET 
READ FAILURE MESSAGE TO THE CENTRAL SERVER
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