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storing met hodMETHMPJFORNERAMSMITTANGAND SJIORING MALUELAND VALAE an

Ctores the vl ue 1 nSICRE EEATBE ROWER MERFRASINGIYE SAE T"on™

electric power nmeter ~o of advance and direct paynents wthout requiring a
metering. ._, Background Art A conventional wattlhour neter for neasuring

t he anount oﬂecbnnahﬁdﬂdlectr|C|ty per hour in a certain period by a neter
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consunption results is conpleted by the supplier and a is printed and

mai | ed t oot hef advanee andfdiract payments withautteguinag |ao|m|termgocess such as is

a data input and a cal cul ation of the consunption anount, a consuner taking

- request for paynent paper and neking payment, and processing the request.
(~Fhe bi || nusBakRgfBiindeArtonce again for processing arrears and nonpaynent.

As burglars pretending to be nmeter men have appeared and 30 neasuring costs

contribute to a | 4 genyrntiongt Wéﬂﬂ’tﬁuﬁfﬁetﬁb\f@r me@spring rihe @meuntdife to the
| ncr ease of V\EQﬁs@rﬁ%ﬁ%\)\E&hgﬁ??@%ﬁﬁr Betin g@ﬂod%f & rmét%r %H%ng

el ectric po Second gener ati on ~00i s~ni noi
WO 99/ 58987 Bepnasiedt sé iarundaﬁrmsbtuhodecanswmmgselectmuyrmmjm achaorathod and
is currently not_w del | i ed. osslble to reduce the personnel 12
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processed, the bil be mail éd, and the arrears nust be processed. in

particul ar, meéehmaxgwﬁsmlaqewnwmehﬂn% elrsiie power aneters ot hpowasr andt er
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t he supplier panriconsaniedatthe ﬁbvmssn@h@rémém@rrdmp@wepst caused by
the operation between the gas and water neters, the server of a renmote

neasuri ng ceﬁ?@$'~"§ﬁﬂ°'ﬁ‘ REGUNEa the measusing RRJBE it Tide. be-. dBEAMPWAL 9Ton
equi prent  acegRduBntR il BnaA b 8oRBIToEAGHY M Ealckion Uy bl T et e

asuring card paynment ectric power nete athird,ks
(j‘éner ation \Anon$umpqun rrewltsonswcswletedems the sypplier amd adrilisiprieted ahé 1C

card paynent el.ectric power ne can, solve_t he obl e the electric
power et of sTEHIEAHS thelGisumEr e HMgERING 2l Bl BRoBAEPBoetn SulMER Ler
the effecki vansfa iApuf &d blcAaulaticRpi c@ﬂnﬁﬁﬁ?ﬂ&n RAVAINt B IcdhsdrReNds upon
how to perform processes of re-charging and cal cul ating

taking a request for payment paper and making payment and processing

the request. The bill must be mailed once again for processing arrears

and nonpayment.

As burglars pretending to be meter men have appeared and
30 measuring costs contribute to a large part of electric power supplying
costs due to the increase of the personnel expenses of meter men, a

remote measuring electric power meter which is a second generation
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Zo val ue infevomissegy in an | C card. In particular, when el ect rdce/RRYI9235
cut n~t ~I~tothe ~» Ate ~~1 e~ ~mtinn of 1hn ~i~ ~ ~nin nrn~.~r, r.n
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tard, an unexpected accident may occur. Disclosure of the Invent ib ﬂgvlzﬂﬂz
is a first oqhaagtt igfurides censriRMAtidEe™ hew meaBufNd @eethaldusnd fansm tting
and storing nethods in which the server of an electric power supplier or an

el ectric poviirentlyqativddelycapnlieide att dss papsible ta (edupecthe peonnet power

(Svi i nsi o RREes o Vet TPl dfE Fempi@ icagiinetedot BRRRE midtet 0" he
present i nveRéwever, B cohsuthplions anslslatt everdiniompl MasPed/dsradep0233

information to and stores added credit value information in an |IC card.

Accor di ngé y,procegsede the bill mast belmaited rand theaarregrs asddevaragessed. WO
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second obj eghefdl Witterddpeeett ghd Rl wateririeferivHRhareqRiree Sdditiori met hod

for storing value on the IC card by which it is possible to s use credit
val ue i nf or reaWesn and esmmunisation dinegisughpesertelephengdinenali a nadip) atene

neters in haq ctories). such el t.er nd a
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a value store ,0 electric power neter by which it js possible for the
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credit val udunctioor fontremvote eneasdirimgor i ng the credit value information in the
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pover to consumarﬂ‘eé #°¥%n%ﬁ kétﬂajgrp_@&mﬁrﬁfq?ﬁ@f:&@m%{] me gﬂ@%&“ﬂ& ated to
el ectri c,POWInepatRIN WhithtrebRire8iro Li8R4L feaSuAng <ol 5¢lcahsRréde TaEpunt  of
consuned el ectric power during a certain period, through the use of a
server for pEicard maypdntslectrid poaveri mgteararceplvaltheipigblemes bf thes. zo It s

power | et or 5 Peer FREERE B NG st el E¥0BuPos it Kbl e o
the el ectri ¢Haveswedr, thet efféctivenkbe of ithe IC rd paymentcelebiricch @eaematéons, to

swftly and easily re-chargge\éaﬁlﬁ%)pand to C ar%ﬁat he added va}aue on the IC
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card using Aepgnds uPRa AW rogesses Phe-Fharing and, galgulaling, ¢

el ect ri CopONBI RS ihga@p'daﬁ?’. IQ paific e R eRectiE power i1 gupas

neter, the water nmeter, and the ca orlr?eter. Accordingly, it Is possible to

maxi m ze t hevbidiledoithe memplete senswostiduef tha vakie infyorationgby the éCachi eve

t he above obj eé:ts t here ig roVvi ged a value so store electric power neter

for communi Eéf r{‘ﬂ1 W‘?’FP?%% ?EP@&" 812% RE&“Hrectric power supplier through a
(“bower | i ne nodemincluded in the PCT/KR99/00233 el ectric power neter,

storing value information in a value store nodul e
Disclosure of the Invention

25 It is a first object of the present invention to provide value
transmitting and storing methods in which the server of an electric power
supplier or an electric power re-seller communicates with value store
electric power meters of the respective subscribers, stores value in a
store value module (SVM) inside the value store electric power meter

30 according to the present invention, and transmits added credit value
information to and stores added credit value information in an IC card.

Accordingly, suppliers or re-sellers create a high added value for



WD 99/ 58987WH PEFYSKRI9/ 00233 ,12 N OV 2' 00 inside the el ect PCT/KKRIM80233
nmeter, calculating value according to thke anount of electric power
consunption, and stopping electric power supply when a credit valpg N8V 2002
conpl etel y GBRSUMRHs bfGReredking the efeclivBAess of nidifagenteftiind nvention, there
is provided a s nethod for storing credit information in a value store
modul e i n aceasderahlyreducing the pricevafreleetrierpawercommuni cat i on bet ween a
host and each term nal through an_electric power. nodemincluded in the

val ue store el ectti®@ agwc?p&e&?o\gﬁil%nrqsberg "f“é?%%a‘lo)prf??{ BB the steps
of (a) the RsingdRidtdd Kdidstbling validoR The EZeard ikl iPfs pbssble @ndom dat a
to a termnal, dgenerating a seSsion key by a key ‘generating algorithm using
a term na iuserdredit vahecinfdrniation tnamsmitteidnthrough aspowergling mademliwith by a

uthont | cat ANeaRers ? RamesAnd Fasdofeh Rpei i A4S MEETa VBl and
generating ifgerCaiwd QrtdiGimbter fBE iR eier§ySwhieh lare(iRatall8g —S

term nal generating a second signature value by a“signature generating
al gori t hm arndssperated andmnoffidine basis. sendi ng t he second random data to the

host, the host. ing the first and sec i gnat | d
At hent | at i ng ¢ KistalHichabieo AEessBhAEAIRY ta RIAVAR & Vg Hoee val e

and sendjgg eletgrié Bower ?ﬁ@t@abxrﬁhi&ﬁliv@. péssite fOETHE BRlctrid b&épskaﬁwm I on
on an ampount of nbney when the termnal 1s authenticated and the term nal

recei vi ng t log théieletttc powenre-sefleuto incoeasethenefiectiveneas ®f t he anount of
..honey fromthe host eneratin . fout si,gnat ure val ue n
( ut hent | cat MRRaSR SRy BoRbiTeRtingg Mthdng iERd 12 380 Ele2P mmency val ues
with each otfeughand pgolertiiie ﬁ@ﬂ@rﬂﬁhd'tfﬁfsﬁﬁ&lﬂgpth@‘@redmv‘aﬁié)y 25 decodi ng
the informati on on the anount of noney and sending the val ue obtai ned by

encrypting #fpENatier tagadstedngithacredd valuadniarmalien ypthedCHagdri t hm to t he
host and_th . cgI: VI 1 he e t i encrypt ed

val ue, cb‘r’rrpg\rcpﬁgi"t@g' @t’%k’ggs'yeér tr‘rjl %gu\épéﬂ% q/rﬂéet’ﬁfeeggfg%&% lIe{rbren nal 1D,

aut hegt :c p?t ic\s\bgsmrherrls by rréugﬁrkablpez_—:-d«gyzihg,in@iddniaaegpegseqoreglmedsto éiebmmﬁe in a
recor ile when the authentication.is conpleted. According o another
aspect of t P_Qwﬁlré"'é'emy ?%é%?ﬂﬁw_,npyﬂmgeai‘@ cﬁl%@?tﬂ'@dﬁ? %Pﬂapgf ore electric
power et er chEdlM@Hr@e&ﬁfﬁoﬁﬁérrdtﬁid@_&‘%naiﬁ/\@eﬂ%,5§19§Jgt5th‘e dse®f 22002 |ine

input and output termnal 'for neasuring the anount of" used electric power,
conpri si ng &erverdot priotipmbills, aodduaiing @andogalculating thebilison for neasuri ng

t he vol tage and currept of legtri | .. C ! ed

el ectri c®powver , itn'seq god{rﬁ" 86586866}?0@%&1%%?{?&'?@r@ﬁﬁﬁggaﬂ’ %Mgo%lgrtgni cation
bet ween t he eludtic podier Mteter byivisith ithis Qusille eo aloagileiely solverall thee, a secure
storing portion including a secure access dgj e gSA hav&g_ﬁ%ﬁ CPU and an
encryption PEbPlems efithe F?tﬂFiRﬂY"Q{I’QSHmeqB% Irsh SEEeRA.AN d a store

( yaLue modul geheidronsoto Sy B\ reldiargl YR, tbhshérgﬁqﬁal ent use of

ormati oh an acking; ex Ing a cryptographical attack,
and requi ri addedevaiug bnrthe 4€i card pusing: asvasie icharging/ichannekudscondingly.t oken

fromthe SV an onloff.latch relay switch for, breaking the supply of
el ectri c¢®po Vﬁ@%oﬁ"tﬂfenﬁpqch'ct PeWEE MEekcAR bE @Qﬂedt%evasws_ RS t oken
exchanger fguch @dUpkfhsPmictirSthd Water MRterdland thef@isfherh. i nput fromthe
SWM according ~s to the amount of electric power consuned per unit tine,
t he SVM r eqhesordingly, itdswpossible toomaxinizerthe gffectimenessnof various oken i s
exhaust ed. Br eferably, the value store electric power neter further
conpri ses usinesses.
Accordingly, to achieve the above objects, there is provided a value
30 store electric power meter for communicating with the server of the
electric power supplier through a power line modem included in the

electric power meter, storing value information in a value store module



an 1 C card readosgesand recording portion to allow use wth ot ey JRbBES3
such as water, gas, and calory neters by inserting an IC card into th Qz‘ﬁ

el ectric power neter, receiving val ue fr'bm the host on-Ii ne, recor;fliZ‘él J00
‘received val.ue on the inserted |IC card, and regding the received value from
the | C car d. NSOeRNErelpGHEPOWaTaMFleTcGrlguliag: Yalus rEcPEling & e A5ReIn i s
appl i ed to Vet Qedtrigdowd ComeMptivhl et & | SR poweASEATH I aper at ed
inan is off line s@e by recopr ﬁ‘hg addggb@g ue ?orﬂ)thiénggp@gc asggas and
wat er in thecreditovalug tshcampletelpheoabemiedi c power nodenm) by which it is

ossible to store_eleciric power val in the | C card i ncl udi.ng,a
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Part 2 hayi et foPldforind Blediihfimatif il vaRle %E?ﬁdglgﬁm b @ie

asynchronously so comunicating w e IC card
st or e el ect rstorepeleetrimpower meaterthiy coompunisato POEIWESH /20088 A rmheach DC

& 12 Nov dempiel Beondh B aket fudrer HoR indiHed it NalE e for
sensi ng t hatelb&ficfdirdr et WSER i$ at8 rﬁmdl,}s/%%&ﬁgﬁgwpﬁtget%iépQBfgé'fth%f a

sensor is "0O" ang that termnal's are bypas el ectric ‘power is
surreptiti ousisy gepedaticigefirst nandom glata,osending she Jivst iandomn dataatodaa buzzer

for generati,ng an,s audiple alarmand guiding a user to perform.val ue

transfer ‘%ndegPlﬁ‘Pég%eWEﬁ"% s(%e;Flo[noalE%\hgysa 'x%g&e\;\gaaetw ?'@%U&LT Y% 3new

token from tegniR¥Mrifihgit sebreth@lyageneritings ﬂ?ﬁkﬁgn%?él@aﬂﬁ!by @ exhausted.
. Preferably, the electric power consunption operafting portion conprises a

( shunt resi stsignature genetationglgerithnoiaita somparisenrduring a tesninabe di vi der for

serially co ' £ wo ' . | r Y age.range given
by the rati %ﬂ?ﬁéﬁt?c%éa%pmsﬁﬁzéiéi?@gg?%c%ﬁ}dﬁé tdt‘%g'é%’j r%?pg%ggttg vol t age of
the el ectri gepevsting tHteseddidn Rey by thengameiméthod aptie Host, agletnef a vol t age
neter, an analog to digital converter for c?nverti n% an AC current signal
whi ch f1 Bus teHnibahaena@tion meesny sigatyrarrlde AyR sianatureggnesating 16 or 20
bits, and a g \ : td 0, ge into
o gital oruinapahd sskphl FanditRith ind BondRGRE e Bnd TRl haBn e
wi t h t he phéséhethoshedcythe bost comdpaningthg &rdfyanchsetorichsignature hadwss ar e
different fromeach other is calculate d. out as,, a si.gnal for applying
differenti a|anpa§@§9nﬁ%aq,5}ge+h&tggpg;‘n,al.tathgdhvcgqqt%e?getrgﬁég & t@&ff’rﬁ'@"%&%r met er
further conpaifeandsepdfRy theCthird@ignatans vaRie @itHeeindlivith i s an el ectric
power fee node table for differentially applying nmultiple step electric

power us¥® r #ifegnatiem onsamamountaf meney, whepoghedgaminghis authenticagd: o
| ectri . 4 2S: i , ' | ock
L R s Lk T

conpri sed of year,
val ue st or etiee antount gfoneneyrfroay theohpst; geseratingnha folirdl isignateneovaluef ori ng a

.characteristic 3 te 1D N er ,and recor.di n_elegtric power use state
Chiori ng & cofinth shthnficatmg: tiaduret BYcedBiratn fde s aBA U RERAHR « or  ng
the surrept vhjyddSwith 2l2RUtHBY, dnde(d)thé Sehinal rd&eﬂaﬁgrthéwuéebiprm ng an
el ectronic sealing function. Preferably, the value store electric power

met er coigpr deeeding thepnfeomatimp rothesameuspphmengy and sendipgdhepNalyeng t he
bal ance of BBFaiMé‘& lﬁ?’ eﬁé}?ptﬁr{gagsdca%nc% 8h§ a terminal ID using an encrypting

algorithm to the host and the host receiving the encrypted value, decoding

”
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the encrypted value, comparing the stored terminal ID with the decoded '
terminal |ID, authenticating the terminal once again, and backing up the
30 balance in a record file when the authentication is completed.
According to another aspect of the present invention, there is

provided a value store electric power meter including an electric power
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el ectric power consunption status, and the accunul ative el ectric power use
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and sound fee paynment neans by a SET el ectranic com*rerci(gl S transaction

process usi né‘”gé%PU'g%Pé'l‘F?‘BrfeE’T‘&ﬁ’ foramgagrrieg the AUt Qfdsed elecitioy ' 96
I Xxed with t ; : ' : h
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perform ng audeasuringiivel voltagenamd idurrenp of anneleotrichpower lirfe aheé host server

or transmtting an_audi ble nessage to help the ~o user with matters such as
storage and &aﬁ%ﬁim used gleplde pawescan eledre Poweaidnedem,ior perfosming st or ed.
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power neter conprising a cov or preventing physical
tappi ng) pr eededtrc powves Uinee Bt sédure Stovirsh pbriismimcluding assetiurelageéss ¢ power .
Preferably, the value store electric power neter further conprises an

arrester ci rM@Ulﬁdﬁ%BﬁﬁPE@ GHEhend ap sﬂcwpgepd@qu apensiyrtierel ectri c
pover 11 e OTuGorghRtPlor Shorifs SEIBh 48P G oBRORRIMITiofiRg T 20Ut

a voi ce nessa on concerned wt by "a speaker

and a key padatye, tfohprdventidgdhtdtaudutentorse oPthecealsesnformiationsnd ti ng and
storing credit value are facilitated bg rson concerned wth

a pe
transm t t 1g hasking exeluging; a fsyrlegianhi @'@&%S@@rrﬁﬂéﬂr ingnep,  ef
Description | | ﬁ"@da o} resent
I nvention wl Utttt‘)%?g%ﬁ ’?éé%%ggﬁén)?mﬁg]ég@?% g ?ﬂyﬁgfggﬁf&g épye ‘:arrfed
(embodi nent  t lozvefbiateh rélayeswitanfor breakihg thetsappéydofieleetricgsower whi ch: FIG 1

is a flowhart il|ustrati a nethod f t smtti and so storing val ue
nccordi ng. t o acRergaLs e PR tsautiadhe SVIL Bnd Bl exBnGer foR P ng « he
flow of mul tireghi@iRg @ {dk@hémathehiid hBRABLER Ikt ifidiE thE "BV Giccordifg
exchange of an electric power WO 99/58987 s PCT/ KR99/ 00233 2 N~ ~ ~00~

char ge syst e the amaung of &lgetric mawersconswmned peousitdime.itbe $Ma val ue store

Fl owchar t 11 TEQUETIe-S 0L RHeRls"s serb TG el S Psh s .ot on of
el ectric power suGhefsrabinehes valeestarslefeduieponer ngeten furthergdmpdgerunpt i on
by conparing the total power used by subscri berﬁ?to the el ectric power

met er accor didfg!G 6atcheeasting apd reroEhng pRriR: tAllewdise Witk PIRGICREIRISday s,
weeks, or ”D%gﬂﬁfs‘é‘égh{eér.t ﬁs,t%cg";‘lcgg{si‘gﬁ%teﬁ b?'iﬁ'gér’iihg HPHECakPiRRY TS | ON per

unit tinme; FI mat'l ca es a“signatlre generating nmethod and
an encrypi oeleaitit powepphéeted, texeivieg yakeefrom thechoston-lime,Gecording dhél ock
di agram ShOWirg eiegg vi::l[brt]-‘:e(r)n %é li'r(\:s‘Eeur{eed R{ ctap \ arst lrJeeading the received value
from the IC card.
L; Preferably, the IC card reading and recording portion is applied to
water, gas, and heat meters employing an IC card method operated in an
25 off-line state by recording added value for things such as gas and water
in the IC card through the electric power modem, by which it is possible
to store electric power value in the IC card by including a communication
port comprised of eight terminals defined by the ISO 7816 Part 2 having
Vee, Clk, DIO, Reset, and Gnd for synchronously and asynchronously
30 communicating with the IC card.
Preferably, the value store electric power meter further comprises

an AC/DC-converter for supplying an operation voltage required by the



store el ectrwgopsswgs neter according fo the present inventionpefikRogReSHOWS
the structure of a systemaccording to {ihe present invention for describing
the flow of the value information; and FIG 7 is a split perspect ]V NIVe@l02
"showi ng t he |ex} erior view of the val ue stﬁre el ectfﬁcq%oweryﬁttﬁr accordi ng
to the presBREMCRANE B CBESHOUBLECTIIMEHPY PPAGOLIR" SHE UM 'En

Her ei naf t er gledtridBidWer B ndriilyNiddd WheAtHe SRPUNGF 4 FenSorf U dif@ to 20 a
preferred enbodi mrent of the present invention and the structure and
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i h oW b i bed in,. d il.
T e o whtn thé Rt GhaRe sengar Bm1 ) ‘ant Bugser for e Bt AR ot or & gas
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pre-paynment cal culating nethods m xed wth an el ectroni c purse t hod.
Here, the pwbemmlashtaken isreogivedihy respiestiog ednew tokendtaroithe S\Wawer net er

f i ke. Al i 1t icati f
tranen t &1 A pndty S0 e BkBrcer anGer & PREAMBRent | nvention) a basic
encryption al gorpicigidbly, thé eidetrit powit dotdumistidrosperatingtpdioR et ween a

server host and an electric power neter termnal is per?or med as foll ows.
First, a toeampfisegRishyind resistor dor measurpy ansameund ofAd current aser ver and

N0 v 00 yagee ey 881 e iczclihe ek o B5RCpa N Rn 2 1otk
of making aydliageaange disem b9 ane 2atios of MW BFesistors i lopdér idh@ubEthd s used.
- When values are stored in the electric gower meter term nal, a value

( storage, arfelveitageofibasiedide powearling witainibesangs of the input valtagear ge, and
atineto . \Y I . t electric

power et ero b ol bt arbahiBs to Migfal ABRGR 6r LERErRG T A °

details, tleursdrtGignal witicke flowsaheaughitied shgntredistorinte a digitalsighacofir ge)

and tinmer hours _are rea t her eb roviding informati on.to detect abnor mal
use. ~0'Fir&er ngtﬂﬁse aﬂglﬁﬂ FB?'RQytPI?Fé'QH%It‘FfU‘g’Q'@F??? coRYRHING A éﬁd storing

val ue accorgljgelifitd A iditf SRIHal :o'f“’l%_“ﬁihé? ﬂwh&lé?gg%efﬁhaée b'F?h? :veﬂé'éé”i@

generation and™the encryption al gorithm app ereto w be” descri bed
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gener at Pon. Her di'gigrably) thewaliegsinfe elecin pPWEr SReien UIther eRTBPYiBes on
al gorithm wi ] beReid66wE BERSUMptich TBIE WiGERid aW! éigcﬁ?i‘ézgé\@é'rcfeet lﬁl&ogge“ 4. For
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for a f?&sﬂn@m'SnHmﬂ.énmutm@f@JS%ﬁQﬂd: encrypted. For the encryption, the
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host. An i ntWOH%588Rey is stored in the termnal in a generatPOnkgbepoand
is o genefated in the host in an initialystage of comruni cati on. N&rrw KT
= Encrypt (ID, KH). The session key (Ks) is generated by encryptiﬂ d2hi2
nunbers R gegeihal ealubNtid@al dfie SictrtCpdwiPtsnddrmp@@efdthnnpiily the
termnal intrinsic key (KT) whenever I()"lcs:‘ré)rrrruni catl onﬁclss per for rrell. Al the ~s
encrypti ons acamelative edectis power lusesstateison key (Ks) in the comunication

Br (1) a val ue. 51 DP oA Hoke SleSHic bower risen Whish Gra gompibomael
conmand bas%cﬁ@oﬂﬁgrftéf I@?@gt{ﬁﬁ%ﬁ?b?% §E¢Sé?g§}onae%;ﬁﬁ%5 e during days,

weeks) or nonths an ormati on che conman nor mal

nmoni t ori ng dransabliohepipcass uaihgmed .gehieeatoniciedittandidirect payiment bardsf er ence
to FIGs. 1t w3 First, the flow,of the value store command wll be
descri bed w?%ﬁ@@%ewfw'thﬂ& Ié_cagqr ERAGY:- a’\‘ﬂ@%@'-d&'ﬁé%?@ﬁ‘msﬁﬁ
random dat a i d hg d.i d o the
term nal . Thrggéggs%i%%:rq e@ﬁ%lgbggﬁg.rgfg@émétt ﬁe bgyégwgq)bﬁhgl%]orithm

usi ng t he t digitalkinterphohe forcpedameing leagid sEofniynicatiorewith Kpersdmiy ypt (RL,
KT[n]). For conparispn,during a term nal. authentjcation, a first signature
val ue) 51 <rargeqine piopt seflet cu s PO L UR iR RS ageerhaip dhe
algorithiy eriitniiters &h @stdPadd and o Réydal 1P debediddyy R2. and n)
and generates the session key as done In the host using the té’lrm nal
intrinsic sgenuesting thi«vahie)to beastargd. Ks = Encrypt (R1, KT(n-). wWu

99158987 PCT/ h1t 991 3 2, N OV 002 STEP 12: The termn generates a
( 5econd signature é'éﬂqé')@%g&ttﬁg elgQdng Rgg)ekégp%fqdigutﬁuéﬁgmpg] %’g{?@r ation

al gorithm gagfietmsweesmenst compiiing af Govad)andnshysieslsealihgdsd R3 to the

host. STEP 14: Theﬁmst can aut hent?cate t he P'gr’m nal by gorrpari ng s S1 h

with Slt. WRRveRtng physinal tappingu Prevants the gyrreptitions ang abaosmeb uaet hird
signature v h = .Sig (HR3+EnAmt, Ks) and sends S2h to the term nal

W th enc%p?gef;éq?ét%glpoa{’%%nt of noney information (EnAmt). Here) His a
header representiP@gfétably the @akicostere efatitipoWwbe metenfwthergmpaders a
fourth signature val ue St = Sicg H+R3+EnAmt, Ks) and , o0 authenticates the
host by com?t RHESES PRt {osabsoreingliginingyRN A sHEIS ¥eltage oq AT elatdGt ed,
the term nalpd‘,ggrrlﬁfésgpa@% Y& ue, encrypts Balance + |D as M= Encrypt

(Bal ance+l D) Ks), and sen g the encrypted value Mto the host. The host

aut hent i cat es t hePrefenablyalthe elgstric)powebynetec cam mgquest & Noicgpnedsage ue M as

, S Bal "4l D =De { K i 1D with ID._ W t.h

tor m nal 5 s NS RCRETSE diernd WA IRk Y, 4 degRkar bl Y PrE “The 11 ow
of the diff edwh 6f aeligital intefuden.Cc Processee UTRIEMIGIRAand sBSHHE crethty s,

nont hs, and seasons (the charge system) will be described with reference to
FIG 2. zo ¥alue are fagilitatedsby aharpan concermed; with transmitiingthg yaige RrR2, and

n) and send i . o the termnal. The session key is
Ug)enerat o bin%%;ag{(é Eéltvlcfea{bdQEhgéélf’oér. y

ey generation algorithmusing the secret key (KT[n]).
Nanel y) Ks=Encrypt (Rl, KT[n]). For the conparison during the term nal

aut henti catipn,. the first I‘\ ture value S1 h=Sig (R2, Ks) is generated by
is the s?sgnﬁmm% The terninal receives the fast
random data (RL, ¥ie aBbfe %j&@aﬁ&%ﬁzéhﬁs’be%ﬁﬁtﬁé%?b@?nﬂ‘?ﬁ Sxtribﬁ Wai same way
as the host using the termmnal intrinsic secret Key (KT nf . Nanel y)
become more apparent by describing in detail a preferred embodiment
thereof with reference to the attached drawings in which:
FIG. 1 is a flowchart illustrating a method for transmitting and
30 storing value according to the present invention;
FIG. 2 is a flowchart illustrating the flow of multi-step differential

charge mode correcting commands (the exchange of an electric power



Ks=Encrypt ( 99/@;%]). STEP 22: The term nal generates the second
signature val'ue so S1t=Sig (R2, Ks) by the signature generati &f TAfR 5902 Fm
generates the second randomdata (R3), &nd sends Slt and R3 to the NGV 2p92
STEP 24: The host can authenticate the term nal by conparing VDbQ/ 58987
12 .1 2 N Ccharg@0lystéim)wyt tousdt daydhanonthe, bednsessonssapplietdeota ealued, the
host generates the third signature val ue SZh:Sig (H+R3+Mode+Uni t, Ks) and
sends the tMOf@ gYHaRANEIVAPIGE aCEOTIRA t@ the PEESHJBYSION t h t he node

i nformati on and ' @g%%. ' 1 . generates a
fourth signat ureF\i/gl gggtsa U= illlgg?éﬁ&[efgcdees%ﬁlftofn%r?@éwg é:Et henti cat es
t he host byalsoompaali cahstittptiont of leétricpdder2éuch bisasonidoetaneetand

aut henticated, the termnal converts a charge_system encrypts Bal ance+l D

as MeEnchypPreveating anlisgakegnsumptionmby comparing fis e Rawer wsedbbyhe host .

Tl o M as SrSHERS 1A thdBlecic SOWF et8GEAAMA (O the B iddiicRON LY P 0
term nal i spawthieof itingd, eslicht dxcd vl anesks, Drahontid, witht the toeal ardodint f

Finally, the flow of the use during days, weeks, or nmonths and tiner
i nf or mat i oreleREIKPRWRRRABSYTIBYERN PAM UAE MM t ori ng of abnormal ~5 use) will

be d i bed i L i _ e _
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d?t a 't0r11° hearp encrypdion fﬁe&cxilea_ppliﬂd_ 1oe1_5hei pregenfimtem‘dik o%/_ t he key glener ation
orithmusin rmnal, intrinsic secr ke n]). e

?ngncr ypt ( Rl,g &&F'n%)?s. a‘l‘ﬂ@"’f F‘lagfa@i W'UQ&EQ(’“O%W %%Uéﬂl%eép% fﬁ?,e Ks) is

generat ed hytoldigleetd oWe? reBFaaLhc e bRSBEMiinjditioRopar | son during

the term nal authenti Cati on. e termnal receives the first random data

(R1, R2, and n) Bl Ggeshowsttbe stivetwesafi aaystem accdrling tonthéhprésent using t he
termnal intrinsic.secret.ke N] .. Namel Ks=Encrypt, (RLl) KT[n]). zs
STEP 32: THOVERoR fol desatioing tre Yol %é@%ﬁ%?%%/l:[ﬁ%ﬁ%é% W s1t=sig (R2, Ks)
by the signatur eFEBNRISGI sPlit peepPelctiteviede BROMIRS tHe exteriopNibw aftigen dat a
(R3), and sends S1t and R3 to the host. STEP 34: The host can authenticate

t he term nfald§ steygpalectils rowey meter agaordingde thePresent inxentian.

aut henti cated) the host generates the so third signature value S2h=Si g
(H+R3+Tinme) Ks) and sends the third signature value to the term nal

t oget her wiBéstTinode foheatrging owdlth@divehtRO/ 00233 generates a fourth

signature value S2t=Si g (H+R3+Ti Ks d 99| 58987 13 .
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2~0Z STEP 3bpréfbarad &nbdaMentSofané prBsemahoentiém andeh8igiRictfacanPt s an
operation of a value store electric power meter without the need for visual

measurement by a meter using the same will be described in more detail.
) The present invention can be applied to an electric power meter, a

gas meter, a water meter, and a calorimeter, employing direct payment

25 and pre-payment calculating methods mixed with an electronic purse
method. Here, the present invention will be restricted to the electric
power meter for convenience sake. Also, in all the communication
processes of transmitting and storing value according to the present
invention, a basic encryption algorithm triple-DES is applied.

30  Communication between a server host and an electric power meter
terminal is performed as follows. First, a task of making a session key

(Ks) is performed in the server and the terminal. An encryption algorithm



i nformati on MW@QY§898T 0) i ncluding use details (Log), a differeamti/RRombrasge
node table (McdeTB), a termnal time (Timer), the balance (Bal ance), and s
the ID. Nanely, the termnal encrypts the Info by M=Encrypt (I nfo,"]l@)NOsm(mog

sends the engfiyRiBESVlapibbittrduyh thestesdisi Rey! Mol naelVedeERdial ance+i D.
The host authenticates the term nal once again by decoding the encrypted

val ue M by | nhakinpat sighatyrelis wereasary-a MogpeBGysing thei triplg-BESAsen t he

nfor mati on el et afk SRed b e it pRfF Ineli APRRAE 401 ue ™
transmt and gllge Staragé yah efittdd poWer UiSeadibilgting endde tallesg initl nventi on

was described as nmentioned above. In order to be ~s applied to a real
el ectric powahange.cand aHime ¢ begorgected arermigredscV\hatsvalues @re Teadmaxi mum

o6 pol o tr oD HE SToiF BWEF chifer 8 Slal the Tedbalhrican oafk. iBpnfy, = 1 °
converting 3 -é’d@/¥ééﬂ @se2dBtdils Uil ¥ledfld poRer ASE€ chRtAdtingPnicRieViabRe, &he

surveillance unit (LS) manages 250 value store electric power neters. LSs
havi ng di f f erusit chargeagnd dimesrhours @redgeadcthedelby provdingcipfermstioa tof t he

various pole transforners. One area service & surveillance unit (AS)
connect ed to‘fftﬂ%&‘?ﬂﬂﬁ’@?“i%a LSs can manage 65536 val ue store electric

power netg s. |n IFERAGbERId hes&‘&ﬁng%é rAéhioll F6A kranSMittihgi ahd Storingr €€
structure can manage up to 16, 000,000 ASs. However, considering the

per f or nance d&HeREcdinNgclp e presestinvention: exampless ef gl KigRgYEe t he maxi num

hunber of th I oy o) . I server
(b rest i ot oge AL B S eRENR BriRBHRT BEhfed BERES Wit bbyfoocBl e oy Leer
and to the elheteihattepaitrrefareace ®G. 20 (mcom) for the case in which a
signal goes over the pole transforner to the other side of 220V. A mcom

having a bus scrarf¥iardbertasi of Brrking the sessipn &gy (480 is ReHPHBed imth@and an
encryption k (gT=F ectivel
oo 2P sect o Sabvd b Bichiermpfa HifoUB o uREIRRY oM 1 serar SREPC, VelY
subscri ber i dieatviafuecstore eleoini pewesindter yibe. enfanypticrt aigoritiroviepleabDiisht

cal culation, .a token tank, .and a displa an_be, perf d.using, a

Caat i onal e ABRISH HPREh R seBnPE Heilksi P mEMAG A GG i lene
control of thyESEanthe DEEY ferithe! fagk DfidridtGrePguREratidn. ClAbfIMATdrothd S

hi ndered when the el ectric power anount neter communjcates with the host.

It is consi dsignatureagengratian jandathe) eRcryptign ajgerihmwvil beydeserbachior nat i on
to the elgbct rnj)&fep&&?ﬁ wiB flferd Fﬁbyﬂé‘/\h@n it is assunmed that it takes one
er time in

second to trans ornation to a famly, ~o it takes one hour to
transfer the tinme Forfthe signaturet geRerdfionf the magaitudes edilorigimat dataake i s

| ded i th | trj. t di ff t.i al h -
ool ed acoorasas il o Bl B PRl PR 10 H6P, Lo DRSS A mon t o od
at all times.pThe abgry 1Rl opFRGOH. Ghaep i2C tiROWEfa VaIUBBNID Orstdhee4lbs t al

(ﬂeal ing is used for a cade in whi ch tapping or hacking i 5’9~s perfornmed by
connect i ng.t laee foencryptate applying tisipie-BE.S, Hesorling ttalansieput key i(K).

Syl ert 5! Siaaate RaReRerEoaboLe A ] LHN 31 AL RS valli o 0112
obtained by adding the respective data values (D,)) to signature values
(O,-4) except for a first signature value O, are F encrypted. '
For the encryption, the magnitudes of original data are made
multiples of 64 bits by applying padding in step 1. These are
3 D, --- and D,. Instep 2, the triple-DES algorithm is applied to the F
encryption. The encrypted messages are O, + - - +0O,, of step 3.

A master key (KH) of the host, an intrinsic secret key (KT) of each



use of the el Q&d §d/ggoppoer is realized by a method in which the germ
transmts details of the used power am)uné at a point in time, for a
zo of hours days, weeks, or years to the'Server as 2.44 ki | obyt e of

informati on. The server records the jnformation.in a databhase, co NOW
recorded i nf &FTRPRLANG BIFCCHE SESEIMKEY g’ﬁsrfb‘sﬁ '?@aﬁ%m‘f'ﬁea‘éﬁ”thgmﬁz;xt 2802

point in ti | i | t ; unt of
used el ectri”?}%%ém%r‘ éorﬁﬁnég@sggﬁ‘?ﬁ%ﬁaﬁgﬁﬁ?’ %6 tutasgg' !}gh%g%ﬁl"ggﬂgo Zs an
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it is determned to be a surreptitious use of electricity. Accordingly,

emer gency i nSEFHAN; kaY (Ks)iis gesgrated from thadedringbintringie key: @4 T)of Thee

el ectric po [ e it 1 asis for
maki ng anagriHEnKeE ot the tBst 08 3RH 468 1EAinalintiheib 1Y KBRS S oy ng
a reserve ratariitrdrily selettes! fromovarivusgsets. t he el ectric power by estimating

the electricity use for period of days) nonths, PCTéKR99/ 00233 or seasons

on the basis of tHde terminaiptinsicdie¥ (kb isigenssatad by egcrpting theD of

99/ S8987 15 ' f teaQl aypsE ~ 2
NOV 2' 00z Vmggg&?ﬁﬁ%ﬁ?ﬁg; g’i‘ﬂ%ﬁ?é&i@“[‘ﬁ'e”%ﬁégwr@?&%fé‘g r(ﬁ-ﬁpomrg due to
the stored chedt.t Anahtringic keyisgtopad an she terniindl iask generation stepramd is a

break in a special case r the use of the electric, power tappihg a s

power sou‘f"ce9§f‘efaﬁﬁdf'?éh?%ﬁ’f&"b?“t"ﬂ'@a SF,°€i{t99é“@b‘H p. Jgénﬁyvéﬂéc‘tri c

power, is deElg,%]éﬁﬂ (hy RHZEt hod of checking the presence of a |oad voltage.
alue'1s trans

The credit v mtted and stored in the electric power neter, the

('g'ps met er, the wailéve sedsion kepdKshis genaemateteby eneryptingeranadom numberse
nodem The electric wer, credit yal ue i ored.in the M.and. t he

Femai ni ng vaRueeneaEa it g R by e Bhiede S Hgahh LG Hhulhanalry
el ectroni ¢ piitARsic YD WRénevdrtomhmufication 38 pepidamatll oAl tle the el ectric
power neter, made considering the above itens, will be described in nore

detai | wish esciyptionsare pesfarmed. uging the sgrsipn kaydKs) iBB&s the el ectric

ower nmeter ' L ansi d L ' RTRtirl'onthrouhthe

gl ectric povvexl'lirg %@Ergfpﬁ%gﬁ'&f%%ﬂ '@é%ﬁa‘xﬁaaﬁ?}é’?éﬂy )'l s an onlgoff | at ch
type rel ag swi t chid ¢hie brmm@/é_mmmumﬂryhmizs dfid) al ?Ueimommma%(cswhh;mt
resistor sures an alternating current Zo a _nmnganese

resi stance o f30"“ ﬂ'f?ﬁ@nf'%@eﬁ@ﬁéwg% RNt 89‘“@4@%?6%%9," %0‘86@?3'5-
consunpti on EfIHRE of s‘é%%ﬁ&fbﬁxﬁ??‘)“e eI daE Wwedid lorGhohthd Scd&fferi S " 0"

and that termnals 1 s an ypassed an_d the electric power is
surrept i taoouitiforraatiah wheck chenmandg (abngrmaleneritsng are adoptedpapeizzer 4

requests a n kenr-of ' | . f ce of a

t oken exchanggpé’%g? i Zﬁﬁ)%&ﬁ%% dﬁ%&“gsﬁ&%ﬁ%@%@d@%ﬂ%ﬁ ﬁ"?ﬁ?ab%s gui di ng
the credit val ue Firat)thefuvwof tHilvaluerstge bymararel will bé cesorbed ity . A
credit value/ added val ue storage |IC card 5 registers the card serial nunber
(CSN) of a sigfetgnageto Ft&Schrd on a managenent dat abase by the master key of
the electric povenyip 56l ik i FRNRAEY fitrafidBf bal?(RE, REOBRIFYEC I C
power neter according to the present 1nvention and chetks the presence of a
regi st er ed | agdise@ti the first random data to the terminal. The session key is

Werq

generated by the key generation algorithm using the terminal intrinsic
secret key (KT[n]). Namely, Ks = Encrypt (R1, KT[n]). For comparison
during a terminal authentication, a first signature value S1h = Sig (R2, Ks)
is generated by the signature generation algorithm. The terminal receives

30 the first random data (R1, R2, and n) and generates the session key as
done in the host using the terminal intrinsic secret key (KT[n]). Namely,
Ks = Encrypt (R1, KT[n]).



when the sew@m®Iisgosrequested to transmt credit val ue, thus prewamvIMER3s he
WO 99158987 16 illegal use of electric pawer. 1 z NOV 2Q02 A vol tagg NOV 2002
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PCT/ KR99/ 00 %IHI%II Cé}mwy b SHd Ik GA Mul ti - purpose
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wat er, hot \wieseripedeaith referéhae o Féd~2.ener gy, and pay-TV are recorded on
one I C card by i ing & normal ly issued LC card in ectric power
meter inan on ﬁﬁ%’#&%& Faenterafitt e o &B?QfII‘?{B ‘I"_ﬁ%t‘% 2" Bhll D tted
fromthe gasarfPs¥hEs tISE vt rahdédldiitaloithe teahinal.t TheS8skionkkysisor € el ectric
power nmeter on the !C card, the IC card is taken out, inserted_into the gas

neter and t lgenesatesl bythe key igeneratian algenthro dising thensegfat ke (KFI- hus
-reducing th I F i e I . of gas
(yIse. Accor dleI\rIﬁIg'IIIIfIIFi t*ég%% @a(rI\{sq%IIII ) an‘%r{g'te Ea)étfeiﬂé?'gc r?@'%&e%n@ 'Ié?I can be
oper at ed i n zZanhehticdtiors thé Aitst.sighaturovaiuel $ ie=3igdRD, K3) e génerated bya
comuni cation through the power |ine. Each nodem is set ne anong 256
power |i#e fBasignature generation algorithm. The terminal receives the first

random data (R1, R2, and n) and generates the session key in the same

way as the host using the terminal intrinsic secret key (KT[n]). Namely,

Ks=Encrypt (R1, KT[n]).

STEP 22: The terminal generates the second signature value
30 S1t=Sig (R2, Ks) by the signature generation algorithm, generates the
second random data (R3), and sends S1t and R3 to the host.

STEP 24: The host can authenticate the terminal by comparing



(- addresses (RldbdAgog”An AClI DC power source 14 supplies an operq,td'ﬁ,gRyg%ot,@e
required by the value store electric power neter according to the presen

i nvention. The three byte ID which is an intrinsic nunber of the ~B 2vR0Ve2002
store electric m nmeter is recorded on a ROM during production. A

non-vol atile Ad 84t c ¥ipan theytesminakis auihepbigated teohast egneasptas the
EToEy. e ! Ot ot f
Phe el ootri o BUSLsohatiet VARCPLISI RS AMOIBIUA Ks) it sdlts i RiteE ©

anount of el egighatureVaRlie ROIMEUEPINE] tofethes with tise MictiecinferneitsH Bhe tRever
meter as 16 bit information every sixty seconds) the details of the

el ectric powetnit shatgepinfarmation. aThe derrpipah genatptes refourty sipnatwsemaduef t he

daily electri o] | . h | the nonthly
el ectric p8we$2€5\r,§én(g“tl :@#mé&%ﬂ']aﬁ"ﬁggé)hﬁq 3‘7‘?’%'{&{&%&%&% Iga%t]% X he dai y

el ectric powegoPaRHGIS2howith G&#ach other, nonitors the is surreptitious use
of electric power or the abnormal consunption of electric power froma

remote distance, aRdEFe?8:dMhentthe hasdds avihenticated.the tarmnahgpnverts s 16

including a ¢ I essi UR| - | e (SAM
164 for keepiﬁgérég sé%&ry'péﬁdéﬂgf?eghfaaﬁgggnm g%g@ y;?ﬁcgﬁ&g gé@ﬁ%&ﬁ?f ggsi%{‘gri ng
credit val ue, semdb thesémdrgpteal vilua™l 4b ¢h8 hostVIhelkistf authehticateg the edi t

val ue, prevents the fabrication and use of credit value information, and

hacki ng anél ebesmingalPnseagain byrdgaading theceneryried yelussMaas ack. A 1 quid
crystal displ B¥lah@+ﬁ'=@g?§lﬁgﬁﬁrt 4 EBﬁ‘%gclintlliﬂi‘ vRiE. Whé@Ptl?eq 158987 1B

val ue, a transmssron s eal’ TIine e i C power ‘consunption
(PCT/ KR99/ 0023grihihalts- ailth@dlicated, the balarmedisastorent omthatreeerdefilect ri ¢ power

consunption situatjon sqg as,to di stipgui shed visually b user. A power
e Thout and out BERN.anariey of g bSe shilinesdays, wael. ofamdnfis Sy 1"\ PFor

connect i ng t hgmbP RifbrrfatiiHcRESCESmMAIRE (Wed itthe! Mohitbng @fRbnbPmagch ot her
and a cover for preventing bgclgsmal tapping. An arrester 19 is a circuit

f or absor bé nguse)gwilirhendesgribedsinrdgiall writmtpfereneectoebt®.i 3 power neter for

The el ectri ¢ povier SHEFa10: tneb PBRY 4o ietelts e i IandoRr iR R rena 88T o
the el ectric peveends td fitstaahdomadatartdsthbterminaldiTrg séssioroképgs di vi der

6) the V ADC 7, the |-ADC 8) the é |atch relay 1) and.the shunt resistor 2
accor di ng t o 99nreRiehbythe key geaetatian gigpsthmiusiag yhe ferannghiBtingi¢ age

divider, the Ak E{eh.;a 1t h ; hakor are
conbi ned so that ate)f Qggﬁ‘lﬁga |rlldski%r9g‘o%1r' 'saigﬁp%egh\%mﬂﬁtﬂéﬁ ?telf%nt

vol t ages ean Value 8 ¥h=Siy ¢RY, Ks) is generatexh bylthe signatutegenettioot i ve anount s
of current being.additionall asure nd r.at T eration of the
val ue store e?lggf'&\"& f?{o?' rcﬂ%‘fs%ﬁwﬁﬁtﬂi\%@%‘6‘0@%‘?\?@?‘8&@'}st’ﬁ' scri bed'
as follows. Asriiidliretsivedihe fist panddmi datd (RIQWRZ, andbp) iadt gendratesethect ri c
power re-seller, the credit value fromthe host is stored in the SVM 166 of

(egch terni nalSassidfulsey enslonavierthehpst usingthesterming! infinsic secret k&Yue store
of el ebtric HRMafD: Rl ks EREh e RRTIIER. £he S oot ri ¢ poner consumpti on
operati ngazgi rcui t STEP 32: The terminal generates the second signature value
S1t=Sig (R2, Ks) by the signature generation aigorithm, generates the
second random data (R3), and sends S1t and R3 to the host.
STEP 34: The host can authenticate the terminal by comparing
S1h with S1t. When the terminal is authenticated, the host generates the
30 third signature value S2h=Sig (H+R3+Time, Ks) and sends the third
signature value to the terminal together with Time. The terminal

generates a fourth signature value S2t=Sig (H+R3+Time, Ks) and



25 conpares {(WReowsbgzul ated charge with the bal ance of the cregit Malohg.13
information stored in the SVM 166, and ca3I cul ates the charge through the

t oken exchanger 10. When a bal ance of not" more than a certain am)untt};&sM
left in the SVM 166, t ser . is_informe f th al ance state by1sh 7802
a buzzer. V\thhz{eﬁgcitﬁsgﬁgg‘qsé blyn%%m??réri‘%%tz?‘ Wh’épsgl?‘edit value is ao
transmitted from gremgst Whert fhe 504 id Glithentidated iRy teifBinkl BAEHpEE afi t

val ue store nethod or the power supply is broken by operating the |atch
rel ay 1. Theinfersaation,/Ale#nfopinoluding sisecdetaile (keg); addifferential shargess by

V1' O 99/59987 P 0 19 icat th t dth
term nal ign m@%@ﬁ%%p@%ﬁﬁ azt%:r%@qam%ﬁg (ﬁrﬁﬁgﬁtﬁﬁﬁg\ﬁ@?gﬁgggn% c%'?qi?ng to
the presegt {havgmtion. However, it is possible to transmt the electric

power val ue infornmation stored in the ICcard 5 to the SYM and store the
transm tted i nfor Nameiy the tefreir@V/enogypss the dnfoi myMemceypd dinfoc Kspaad wat er,

and calorie |Ccard 5 for, a famly.or, an estaplishnent to which a legally
i ssued certaf%"‘gﬁ%_l?n?nwp %@u?ﬁrtgég?g\&ﬁ'i %F%et he value store electric
pover meter RESAISH+ModETRRBaRhBESIT. W'ﬁé%étcﬁhthé'lﬁlﬁ:btésstﬁé%e?ﬁﬁm?lté}f‘ce

el ectric power neter according to the present ~o invention displays the

i nf or mat i on 8@gain kysdecoding fhe enstrpied valuenblby IrfacDeerypttM dfs)and t he LCD

17 instal|ed rei Y, i,RO rtai n . i ower,in a val ue
range reddr d‘é‘%fjﬂﬁﬂr ‘*PQAB&W ‘Qnd\ﬂ@%ﬁnthg @Hﬁ%ﬁé gﬁihg%&ﬁ%l%dt ﬁ'ééjﬂﬁﬁ OG5t o
nore than a gays,ateel@ev Months lsid tim@r infermatich is"6ackedl BF lon thHehrRcap®r
requests the server to transfer ~s the credit value. The credit value is

(apt omat i cal | flecdnst ghecked. an account of a previously contracted bank or

settled by a credi I j I i i -1 ine

t hrough a power I?b\%@!\% ggﬂ%@ﬁ aﬁft\:‘ﬂq@e W%ﬂ #ﬁ%’l'@a’r[ gég i'és/‘??%ﬁg%ed

accor di ng t oprespatvhivention wad deschibedr ad nigntionedeatsdvect Ihi ordepwebesuppl i er
and the electric power re Zo seller can save_costs by omtti ng processes of
readi ng 45 neeRRlied o el flegtis RowerMets ghe fllowing Remsmyskbeand printing
and nailing g/kdiddregA Power bill is paid in advance. Accordingly a process
of re-charging arrears is omtted. Also) it is possible to | ower the power
bill due to benefThe niaximupt eupbermitthe vadue store gigdtiic powen noéteds f f er ent i al

charges is acgordin o th lectric [ i n h st, saved in
the differ eﬁl\gé' e‘ﬁﬂgg cgn@s%gf*ﬁ@w&@ﬁgn#@ﬁg%f F%'eﬁﬁfcg%& 5??&% N l«5'1 Bctric
power sel | i ngolertrarsforhiigr for @ohveRing BBKVSidtd 2R0Vasuppiaditage, br@hlocal ue
added business. In order to prevent the use of a fabricated card other than

an | C so®ar¥evisgahk syrveliance wiit {2 mraages 230vlue siRspIgleptrisiPawWR el ectric
pover re seldgferst g.?séﬁagiﬁﬁﬁgﬁ&renﬁﬁéh&”ﬁbﬁﬁhwgré Bénrictid kS tﬂé’@gﬁgm‘% E;O the

el ectric power net e card iIs inserted 1nto the term na
t er m nal \ide ©f 1180 ¥arioas pobaos@iatern Qe A @Ricent suneeittanae

authenticate e ot her. ;When t he anount ney i nfornatj on.the card

(_55 transfer r"é'?ﬁlg‘ggs)t ﬁ%"'feéit?ﬁ’ ﬁ%la @?xmlémc‘?fe%tﬁ E@ﬁl Mapaoe 55%3 ﬁa‘fa"d?)er at es
according t%tbf@efé&&id’ﬁéévéf‘ni&t@fé‘?sm ﬁﬁﬂ@@idg‘th@ 256 lSs'Aﬁﬁé'lGEél@eYveﬁ ine use
of the fabricated card is prevented. A nethod of s volatilizing an

encr ypt eds ked jreersirustyredcanmpranage: U to 46:00000 AFs. nijowewedi smant | i ng of

for exampl o YRGS pRT MG and sfab PR el ot BteRrallecr i
order to falthiatéeemdxmuny numbdker of thévalter storéelEetity powdenfeisy pt i on
al gorithm and the encm/‘pt ed key inside the term nal have only ,o0 an anount

reduct i on kdpanageshbyrthedecalsaiver herestrictadr AntIPR 3 bylesdsdivenit@adrding to
t he anpbunt @ . i r &l R ible to
nor oase t nstE| BAVEL € BRI ' GRr 6B e bt Hople? MéleriR3gen
30 (micom) for the case in which a signal goes over the pole transformer to
the other side of 220V. A micom having a bus scrambling function

protects an encryption aigorithm and an encryption key, prevents



particul ar, iwodggegyesent invention, when a user/a subscri ber n
ARS server through a tel ephone or a digital interphone in ordereﬁg@g}gﬁzesgt

15 a transfer of credit value, the use affunt is selectively settifa\(,j“Ngqi Dg02
credit card or bank account. The value transferring process start thin a
range in whi GPRIBErIAUGMESTtCANsSeleatively eise.a Sheusy aeesss awdula 9AMS perf or ned

th h | nt ] ' heal |y t f
the val ue wneTEnd® 3o T el bt subbelite DR BNtin L LT pk A ™ <
contract bet v&ggtrit povidreatbuRt 8a10BlatidA! habkém tak,eid bddi leanese! | er and
a financial institution is reduced to a certain scale, and tfor people who

have never udatfaimsshysingrarpadditipoahemcroportoriaini Abthistimesitigreheckad
particular, in the case of far.m .a_pbayne r st fr by an SET

el ectroni cg t r@a"e‘nﬁf @E%&Q"tﬂ?fﬁ%%%@gﬁ's%@y@f f"_@ag@%ﬁ{%&@%f@é? operating
as a cyber nmalda|diBatidiis hindefedi@hn! thel dleétrie phvier amoenY eieter (DE)) which has
the effect of signing the trade details. Accordingly, the trade process
cannot be deriommunicates withitbe. hosbe It isagansidaeredrtbattherarig actimeilimibin of t he

above-nentioned present .inventio AN descr | in detail hereinafter.
30 1) Proces fé&"'@f“ggﬁ'ﬁ' r'qufﬂbaf“%‘ﬁé?:\&‘f*e‘?'g&ﬁ'g,P°§mé’db'§&%6 i ngge}%&li\?’ﬁ%ﬂtﬁ
Credit val ue dsgliffatPthabt fake§ VMR SdhdOle HaNSTER tifrks imarmﬂcbmaﬁéa'{ahmg, Wi th

t he subscriber nmanagenent database using the masterkey WO 99158987 |'CT/K
R99/ 00233121 it takesmne heyr tox trangfee the timecinformationeta 8/600 fanlies| Actealc

ower re-sell : er o ' [ J.S1 d by a
bover 11 ne. LARSSiER i Rde BT inepiebli SBE hictE o fiferchubERREEL (g

(‘and | ocal seraréapphiedwocerdihgto ehé tifles. Whe didek timguissdorfented lamdsubscr i ber
I’'D nunber and the s camyuni cation are conpl etgfi the legality of the server

and the t er mim@Nitared atialetimes arihe hnemalise, glectric RRWeh i toeed i on
process. \We ] F i } ; edit val ue
i o mat 1 on 1 O B & B ol 8 (e I 5t t o

t hrough ttse perormiedrky censeafingdthenpower inemodernde axbdul e (SVM. ~0 2)
Processes of transferring, and. storing added val ue The efficiency of the
present inventi onsque f‘\qggleﬁg H"gobc' %’&g?’ﬂag‘éﬂ'yafc?éﬁaegayu%mPP%%‘i'85 function
whi ch can be sufi@@ré Aindomarawarén THd Bighalsalir@gfor Mehrdring tHedabrornggnd hot
water neters operating off-line by the IC card without a separate

communi cat i ofsEiqfdhegiectgemawer isfealized-By @ methed inwhightheitesningll ue are

f db - i i NG . i
Phe val e, THERSnAREAIE of 1Al Beel iihisr sifiofhe ACATIM RtiRE o hsned L 19,
power netsr . of heussidays wakeks,iorf yearaito dhne fservarras1@HA4 kibdbyds offas, wat er, hot
wat er, and heat enger tored in the LC card can be operated on, inserted
into |G cardMIPAMSION; Jhe sl Keeprs dne nternatian i a.00ePast cTPars t h t he
| C card provikededdidbl anfePmaBibn RatE tHe MNFOIMABH B bAGFansdfitted bt the heXB- 6948

filed by the same applicant. Accordingly, the efficiency of nmanagenment is
(naxi ni zed. 3PoOWIAR twmR.i and epmpaEes the, apmearinen rasklt wit total @raonnt ue

10 accor i nott SPHERBE RO GEfhs SahflHaR. Wed VAR BEIRER, oo
uni t timesby aneoutpat teririnaladtithp stateewherenatiatth relay eusreff eledtiovpower, Wien

the token of .a mnimumunit is exhausted, the credjt v&l ue information is
reduced by aitgs setermiped taheasurtppitinus, ussielieleswicly. AceEsingl al
application i ; i ower use node which can
differenti al %“eg%ﬁﬁy ﬁnﬁ?ﬁﬁg@%%tréﬁ%@f@tﬁ fg{éfo%%\rgfp'use rates according to
time zones of weeRdayintal ofithe BISEEB padier iseNdétails AfiHe medverceebes,

seasons, and nths in which the amount of credit value,used is selected b
a program anHH&ﬁ A8a basis onLpA "'&j?"largr?ﬁ@eéf@&wi'ﬁespﬁmn BYF fon m)dg

table 11 yar| [ il droyes i ' to the tine
zones an thgé)c g?ﬁ%??%?? f}}g’gg gf'%tgﬁé%;tdggl @‘y'é'?d;ﬁfjé ggﬁ:&'ﬁ%ﬁggfe?%ctri C power
and el ect ri celenivic peweplby estiinating tHeoeleekrimity| use fod(érind ofagaysyesonths,
weekdays, a discount of .75% befo apd after th aily work tines of the
woekday, a Gf 36880 Bn thedane At e e =morkAr st pober 43015 vork
times, and a premiumof 300%at 2 to 4 p.m in sumer during which the use
of air conditioners rapidly increases ,0is applied by a real tinme clock
(RTC). Since the separate TE 10 is applied with respect to the sanme anount
of electric power use, the stored ,credit value is differentially applied.
Accordi ngly, the consunption of electric power becones optiml during each
time zone. Thus) the



efficiency olwd besgssopl y and demand of el ectric power is maxi EORR99/§0233
Therefore, the electric power bill is reduced. 5) Bal ance checking and
automati c breaking The credit value informtion of the SVM 166 ii dhaﬁl ?ﬁlid
on a displ ay %‘?i@dcgf ﬁ%@, aﬁhéirﬂ%f#\scwsﬁteggoﬁg that a user can chbék 200

: eh"tThe ¢ )

bal ance at ar?y I'nme redit value 1's exhausted, the token

exchanger Zo i nf orwwhehh®cidut bidaker reaksittie sappysofasiectiel praverséde by
soundi ng an al arm of an audi bl e frequenc%. When the credit value is not

re- char ged bdhestoredecredi (valug bacoraingax ed; AdrealPyyovar GuiEen) actric

power is bro endi r r [ | I ially
connected t oﬁﬁgﬁm%e%q?%ec%sgssfﬁ%ngfdftthgséﬁ@gf: 35 qqﬂ%ﬂg)bg?\}j)ﬁﬁéeﬁ i oned
vari ous real ippWerasbure® &t 35 fronab éngd Atthkl mBfer, tHieabheamal usévealdctic can be
used in connection with the various gas and water nmeters where it is

possi bl e to thowelf is detestediby @ mgtnmigaﬁchﬁ@klnmtbarmewqew@f Bdead of the
val ue transf%r tgag val ue store electric power neter with which it is not
necessary to 8& ad a neter based on the follow ng structures and

principles. The vafhecrddit valgé & trahSmingy® andRitéreBirCiiedélestricopdwigr Pr esent
PCT/ KR99/ 00233 i nventi on neasures a voltage (\/2h and a current (A) in real

ti me, cal cul &eter, thamapmesder the water melgl gnd-the galoFmealar vigithel pewer ¢

. | . o :
Consunpt | n. SPBaNbdEyT Phb i fig BBl EIURNAIRTISCHEFA In W BN SR e
i nformation iretmaiking Maties ardstorsd irhthd pdspective aediong dfathele eardunt of

consunption of electric power per unit tinme in s a token exchanger 10, and
(requests newC@EEANIC PSR i nformation when the token is exhausted. Al so,

all the informati o?é? : e n8t ‘?ﬁ%’ls i ng
credit value inf o%‘%?%r#iﬁ{dhe:t&%\kgﬁé(gﬁws rrp?tl"%?\ogltﬂgetg I'S 'dPQ‘gFde F’hr ough
a liquid cryshade doagideying the abolé .iteths nwilltee Hastrilbedii thoraldetail withr mat i on
is converted i{%o tog%elgqtaorgn t he a_}p user is informed by sounding an alarm
havi ng an'®audfiirenes L _ﬂN&':‘SF‘ i'ngly, the credit value is re-charged.
Wien the inner creqdal svehdigs tHY Blettid ?Ew'ef n@‘é‘t%ﬁhl\ﬂ'ﬁ@r@' tranBmisH ¥toRés t he

e

el ectric power is broken by breaking atch relay 1. in the node table

(M) 11 by wiabie infoimatipistiirough the elgatie eeweslling medappl i FK2 Bl actric
power rate b 1 r p - . j tially
applies the l?tgétr%fégﬁ{péévvéﬁ%rnzéﬁgig?tt A\ ir%%g %ﬁl@sﬁgﬁgéa&g%%@uﬁaﬁ 8]‘IOO%
ZOfD% and 308Hé @ml ﬁdbﬁwetr.ﬁﬁtﬁbumi nmisz?ne medsmmtmealtehmtiggeﬂjrtemal ue

i nformation. Namely, though the sane_ el ectri ower i s use r ynit tine,
the credi® vwﬁ%fam@mspsm)frﬁé%m%w §-§5Pfem3§ iateh aley TE 10
applies nul _tL@b?o@rﬁgép&flefhsﬁgdmﬁu&%hs&aées%nlanésfharma@ueewamr@fI ned in
the MI credit. Accordingly

the consunption of electric power becones
opti mal duri egtputof thersensonis "Offand:thatderminals dp@ind hharadypassed astectric

By The user e SRANE Bowers nifipHiaRL Sepl yictie Pyl ot e 380860 IS =
For exanpl e) "¢ djass@idielr 4 piqueistiha ridwsker of\Biedit Vdlae 10RRE BN afterahei C
power is excessive can |ower the power supply reserve rate of the_power

suppl i er .25\ balasnoe eka tokareaxehanger Hbisseonsimed @ngrgeneratessamapdible
. ves . t PP y

Rccor di ot yy 2. 3nkE kg The BRCEVARE L aNANRIYTA SbrbBe BYMECC) o\ i .

power consumelecttic poderauisep A oreditvalaé/alddedvalog steregeHCRI#B233 The

val ue store electric power nmeter according to the present 1V0 991 58987 24
registers the card serial number (CSNC)] of a subsanber?C card on a
management database by the master key of the electric power re-selier
30 managing the credit value store electric power meter according to the
present invention and checks the presence of a registered legal CSN

when the server is requested to transmit credit vaiue, thus preventing the



PCT/ 1~ R 991 (W3 9s¥39od7 2 N O V 2' 002 invention has a scranbl ed dpg[,) l&gﬁ/oozss
structure in which a CPU 162 and an i nner nenory cannot be read

person in order to prevent the stored val ¥ from being fabricat ed.lgwhov 2002
cryptographically attacked. The value store electric power neter i

conpri sed of tlegatysearcé eleege powarodul e (SAM 164 into which the secr et

intrinsic key (KT[ nd the. e tiLo ith n t he

store val ue nodul e%{@}fﬂgelg%"d%%aﬁﬁj g Zaggé g]zﬁﬁgl Rﬁc‘f‘ﬁ (§n aPBacker
di smantl e t hewgihattHd Qn?&’t"@éltd’gﬁ ﬁHnge”opé%ltabé afrf&%g S Hyi h@oﬁﬁ@ﬁé? yal ue
i nformation, the encr and the encrypted algorit mof t he SAM and

the SYM ~0 cai). bEhseangeMéhSA(Mtagees smc@mbynberfamezf tweyegistyrsof a
host t t I th t dt SVM

% anar o nih Bt St Satneetbds A SEAPE 138 e W Ehubibg BhAGhen
processes usi oanéﬁ@aﬁawgeg»ghamnﬂ Bﬁ@ﬁMcﬁQﬁaltéignﬁV'\A%ﬁeﬁt ahgidy f&sli t val ue

i nformati on and added value information in the | C card using the ~s master
key. Wen t hedigitat gpaverter (kADCEE ls & cireuitfar] Qsmvenmg)emc ieerrent signalnswer
to reset (ATR) .si.gpal i ejve sen the card,

the (G card amiaiows rhah hecehutt Rt e 16 ar e Bf eical signalal e
information i Aneéiéﬂﬁl&%éﬂ‘é&ﬁﬂﬂnéﬁtﬂw SHM'étﬁ@ él%lﬁ@%l@lﬂeé hRe @&6tric val ue

information is calculated with respect to the éigeth use of 20 the |C card.
=]

The credi t1ovapawer (Y\@attrdyi muitlpéylngdbemtajﬁwai NeAPG Ay thedigital (W)

Such process<SUAALE A6 ARG BiaRE baffids M rivhp RBUERTESIR G o Bl e o
(ot gani zati on fUSBer GhtiGwideh isignaParmtha elatric3powar téhsitaptiGh opetatitey t 10 and
contain a physjcal standar d) an electric si a I's conmuni cation

nal )

prot ocol ) andCEsHibAGOMRArSs the fhase, ofthe) val etWB“é%M]‘EﬁEd’WB?§%F@*stor ed
accor di ng 1 ©  EABulEEEL R lartfie HISWARAAE wo PR RRCLIPURE R aha diRfESE Y 2
di stance of a certa|n s e encrypte I's se ect|ve y use

Accor di nglt) phasé dtifniehwlaswelguhl.tthescap@dymg\daﬁe,rentlal ¢hasgestedhe3o The
transferal of _the cre val ue, and th ded value and the nonitaqrjng of
the | egal uselttpds K f%"%p%rtaé"ypg?? mﬁ&gﬂ%ﬁ%ﬁgh%@e&%@ §8we1rd nodem A
power consunpidfite8aBRONKs abESrding té tHe aidied (Wlyholy) Of IRé Sfiric Power N O V
2002 power use information is recorded in a non-volatile nmenory (NVM 15 in

order to noni €ensumed per ualiimeotpauests pepwetokens ifeom aulen wwtjtqim 8k | | egal
use without h t ter is

i nst aNed and @ﬁ%@ﬁ{f‘%%* @d‘ng?déjwﬁcgﬂwe@e%@g%gd?hg% %‘?r‘r\s&?ﬁ caﬁr?be S

peri odi calzby re?ducteertbd riaw tdlemSaeumldmgetoAﬁe arhoanfpef power agnsumetient r oni ¢

Store o cctr i1 e e UAliokeRienalk aotuibd, 160 yoilonSteard tequssint ot

(SVPVBN) of 3tHaybem to'be d%.ls%ﬁbéﬂ Gatep \dd tHedeO uhit téﬁéﬂ‘tﬁhl@%tﬁféd/\béﬁmt he LS
by a nodemidentification nunb éMé\%«t ~a address of 11 256. \Wen the
e

s¢rver of theTbeé@kens:rqgm@tedséorl He6 saadve receivackthrougdheer sees a

w th the val (AREBiEE BRIEES drins ' SAREI6; An BTE aad pRl8P oSBT, an
addr essi ngs prabhs 1 1fparfcriscs differehtial dperdtioh dfiraultivdtep reidettic powerhe
subscri ber requests the transfer of credit value by contacting the ARS of

the electric s AACPEGiNg (to @Ancelectia PP‘Ueb%EP'Yr@ds@?'F‘@thﬁltU@@PBﬁ?fone or a
digital interghongs3d 1965* a1rk§6%[)aa(iltd2%?| 0%Eh&Sdd BH % Fl%] 13} U?JE? %ng%@d' t
e 0 erre

card or bank account, cting paynment tra ectric
power credit ofyedr, niEknih day chieut, minate) anbsegnp(VMMDDEHMMSS)quest ed to

transfer the credit v Iue by the A iven by the serve credit card
conpany. The credi f‘“\)&l% réﬁgﬁrﬁ glsr CoErer '?2 Pﬂﬁfoé’i"glﬁ{q E&B%\ﬁép IS8 er
calls the I lm*g# i lue to
t he SVPM aér\l/;I "gs}t’or es the trans?ﬁﬁﬂs?aﬁ F@pr ffg' ?eSSFP?}’ﬂSﬁ‘g tq?@

above- ment i onRart\Zainekiding Moeg Cil, dd@,siaeseaénmr@ndfﬁoswnnmmmsly anghi t or s

t he power con ion state of
P syrm: ronously commumgatmg with the IC card. Multi-purpose credit




. 256 val ue st oy Rlsgehr i ¢ power subscribers through the electrig 9/ ppﬂem
connected to the 117VI 220V el ectric power _fine at a nmaxi mum di stance o
3Km The LS sequentially calls SVPMs of dddress 11256 n1256, chec{% aNgy 2002
re-controls the internal real tine clock change state of so the S &
controls a ratadues irdhingsJrich-az electic powser gfs.(wWategahet watrikbeah t he

el ance, o o UnhEF i PR RSB oA 10cE skl BERARAR?,

surreptltlous an ectric power S rep

WD 99/ 58987 J§sted P card/into QRe etecttit podleraheler in@meon dinefofiihésstatenng
days, weeks, or nonths, thus totalizing and estimating demand for electric

power. The t d\Mtgn cesording dhel valis transmittadeisom; thegas §eBdce separdasougly

negotiatin | lig the
br e of stppVAte fraBpt Srd SRl @IEAE rohfer Al Hihe fo SRl e fY ¢ e
credit, the grfid isdlen oliSdiserttd intd tégas metee 'amdotheevalliBanforimatiohast ri c
power rreter consist of a nmeter which operates off line by using the IC

card, withouttrapsseifaddpdhe @arumetal: thus 1edysing tesvalnedefarmations en ithe

envi ronrrents <G tr t ed.
When the add& va%cgé? }I“lg 2@??8?\0"?1 dr(%erl?ge% f\#gétdéﬁg&h}eh %Iu%qg?'&ﬁrﬁq

el ectric poweindrslope electic poaer metenecah®e oparated in lam offlinersiaies | nserted
into the water, gas, and heat neters, added value information is stored in

each netef® The to%me&ﬂ@er@eqé@wweﬁﬁmﬁa&mmﬁaﬂee theeigh
. Tt f
C oppi ng. t he Earer fhe;PEGER hoadf i Sek By Ui o' 206 pBMET AR mBgeAl S '

(efifi ci ency ofaddwesmseaﬁerD)nvAntA(crﬁ)G powmrseamlw supplies axddpérationue
transferrlngf nction jn \I‘\)/ntghlt I S |bleto use the val ye transfer and
store el ectrl"@tBSﬁ/é'PqHE?@ YitBgetaids s fﬁﬁ?%cm RfRCEAFINGCto e added

value i s gengiabesh A0niish. | TRBSHRIS BRISID WHEIPRMEN RIGRERIRImBEr BFRRI aLi ng

and transfer Ing the credit val ue. added val ue is st on t | C card
i nst ead ofs i valire stdre&ledttic powear metesris ragarded dudaROM: during rpraduction.or

t hi ngs such a ter,. hot an the 1C card by
perform ng 1?5’3 a‘f%%@eﬁ?%@é’%é gﬂf}f'sc?éﬁ Qﬁ%gr@?ﬁﬁ}gﬁgﬁ 3 ¥he 1C card
off line Zs mar.cm@a@mwtﬁ;thmoﬁamrh@ddém%mh petiaddi.or eneded in

Kor ean Pat ent &]I cation Nos. 98-6947 and 98-6948. Hereinafter, credit

val ue transf é#eta gEthe elpatrisr RRWEKEANSUMPHRN Ere2d PP&"%éﬁ%fO‘mﬂjEm will be
described wi t cel Vg{oQJH't:l gblﬁtdglcé g%?%shsaﬁf tiblr &1ahe éﬁ.ﬁé Stdrgsued to

t hose who wi s u5| a master key tC card 51
of the syst eralwtnagmwernnateredsets hutanﬁmmmtloneemylswtyfs@conﬂsethesm&etails ng the
credit val ue C{ﬁ t |‘3ﬁ ch P CT/i R99/002 3‘? o_{e/ééactr C|ty2) wat er,
hot water, afNgfle %P&V’%’ HF°8§EH‘ lengor 8, wae '88/55¥887 12 NOV
2pp2 card on dGuMBf thd Jdnwéleéthe(iiowté&di@urrﬁatﬁimtdyétm BhE the detals The
ectric power credit value on the card is stored in the electric power
(u:iter by i ns&fithadnentbly eleskicapowencensurplien bytasiding thigty tptal aRuntset er  of

a user 55. t wat er and
heat s ener\é\gﬁ%é glkl%}g@ﬁgp&ivé;%hﬁ'ﬂ)élogrtgdé%vgﬁﬁe I'S Ztore i n each
neter. Afier suneptitions useasfidlestat powrarahe, abnorhiat rconsariptionadfueieetlide d
val ue storage is perforned by the value transferrln rocess u5|n t he

el ectric powROWRIFERM arr@notﬁ G@tqf}ct?néﬂérﬁfl’%% &P "i:%@? W9 pBr f or ned
using the tels%?&ﬂﬂfec{ B@?@%@IDB 3 Rehtral| *n @hlt tf@ ‘E“Jsé’&nﬁtore

~0 el ectric power ne eSSes of ' trans r|n stérlng t
val ue are perdozessModile (SAM)atEWGerﬁfeﬁplmad mnryptubre&eylagﬂam hm f or m ng.

encryption algorithm for storing credit value, and a store value module

30 (SVM) 166 for storing credit value, prevents the fabrication and use of
credit value information, and hacking and excludes a cryptographical
attack. A liquid crystal display LCD 17 displays the balance of the credit



The credit va val ue transferring channel is as follows \
subscri ber rewgﬁﬁg?ﬁrnﬁti on is taken fromthe subscriber dat a%%é/_gﬁ%%mot‘ﬁ}e
host server of the electric power re-sell® 50. The paynent to aﬁanh r
~s VAN conpany i s guaranteed, by a user selecting one anong a cretit Qgr@sz
nunber, a di rvaltepajransmissiod stateherreadticne elestiic pewen conaumpdion The credit

value informatjon is e‘gcoded b he m?ste.r ke oé the SAM The.lD of the
subscri ber va'sl'{']’@t'gf‘oﬁa é?r}eéf?'i'%ut?é\xgre GG PQWer GRS, SEYAYGESA8Sand LS
net wor ks. Thﬁto%\/ﬁﬁ#ﬁﬂghﬁﬁew&@éllﬁw a?tﬁéér?%%ﬁéfflﬁfé ﬁ\bhhﬁﬂﬂitlﬁﬁbﬁflj- Then,

the credit val ue/added value information is transferred. The |oca
survei | | ance tarminaf 118) isccomprisets of e, 28.c2ktrand gbvor copeectingthe inputa peri od

of hours, days), wegks,. Or ths fromthe valu ore electric.power neter)

noni tors the @idaf’@?péi "BP@&Q&BE e;%%? p&%eratﬂqeqcﬁeg rfr@ea&ovgr gﬁ’it val ue on

an hourly or gaibtimfphysicaPEpping.| AR artestép ol igadlirélie fét &8ddrbgPover use

node and program and nonitors the surreptitious and abnormal usé of the

el ectric powdightming®r a surgewaltagef noney cal cul ation is perfornmed between

an anount of noney caI'%ccgl.ati on s%s} em 54 of an ellecttri c"ﬁowe{) seller 53 and
fig Powas MEie IRE MASUCNE §'FTEPME QLhaPaHERS oned

the electric powerA'?«?_- _ : :
processes. Sifd Was’déscrifedibovsle HosveERetHe ¥RcticcpowBPMetar bbSorditie"
shape of the value store electric power neter according to the present
i nvent i onto 1'tCthe mresentoingentivre can| measturer tecgleetrici powenet atisast twe cor di ng

el udet an WERPEThE0Bng B2 Vet hides o wle bAPE W PAne e 72,

(i nput and outiguh refdyT Nahd @he @huhbeedistor2 ackdriing 1of thehidnd rafrthe slsdtAee. The
input and output termnal 66 is connected to theagl ectric power line for

i nputti ng an®WRpuamely.cvien the vpliage diyider. dhe 380G thethARG the
surreptitiou i ; 0] st 2Rb Rinya!l ue
transfer reqﬂ%@fﬁ ﬁr‘?gé ﬁ%%%liq&gr%éﬁ%v% e%érgrbl'dt e%;%%%s%?g? ace glp H? he
surrept i t inuofyaver swanes evithcdiffetent Vilitagesaran B selattivebeot i ng slit 60,
into which the 1 ¢ card is inserted) is forned.in.one side.of the electric
power et or - STRUTERERY Jises B1e, Fensicte oS of kvt dirirg 2PBiofafY om ¢ he
IC ~o card mhﬁ@aé.yrehsaﬁmg'r,gfhtébe IC card inserting slit 60. Also, a
surreptitious use/dismantle checking sealing unit 62 for sealing the

el ectric power (~ The ppeeationoot thet valve terecelgetiisr pewanhtieteehavingdpei ti ousl y
used, is par t I r : | pr esent

i nvention ha?hgggnaﬁécgéﬁc%e%é%ogﬁéﬁﬁs%lwsf Q@Bﬁ?@%ﬁ‘é&s@lﬁe‘e@%r e

el ectri c mowgrowatsuppliea or ke @teetric ponermedsatter Mheuzredit eabses fnoyn thef or mat i on

The tor m nal MO J% AGFER i e SRMCIE, ALach felmiaet Peopia e povuy e o' ="

conmuni cat i Onbdéi® 1208y trPéRAR\dlhe Stéra mBhdds @Achnsiéswid pidwéinperguer
line. 20 As nentioned above, according to the present invention, it is

(pdssi bl e to cadmdatesicharge oserdioa e the ameewdofigleethictnawry corsympligss of

eroray. compaPETaies.ah B R SRefE v fortsfiiidn, oPEBRAE R A7 1T o
mai | i ng experoniparéd the alcutatedschEnge iwitie thed bakeicecof the crddit vialueuncol | ect ed

el ectric power_bills and arrears, and to give added val ue since the credit
val ue i's pai dnfosmatian sirecia the SVM 166+ and calcsiates dhe shargm thieugh the
Accordi ngly, fer i i sTalTsl : i al
~Ap_plicabili ttékéiiﬁgﬁgrr‘ées nt*‘?'n\\/gﬁ%' %nyﬁggggi(%re?‘ga corr%‘%bﬁgeg chﬁklﬁghfoomer
meter with wis ¢dft it tHesSVM 68| the asenisviafdrhreedcobthenbalanoe stateusy t y probl ens
of

sounding a buzzer. When the balance is insufficient, the credit value is
30 transmitted from the host to the SVM 166 by the above-mentioned credit
value store method or the power supply is broken by operating the latch

relay 1. The credit value information can be stored in the SVM 166 by
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visual |y exam ne a conventional renote eligctric power neter. WO 99/ 58987
30 What is clainmed is: PCT/h R99/00233 ~ 2 No v ~pp~ 1. A nethod f.gﬁ NOV 2002

storing credidommiupicBionobetwee thal Hist Hndr theneawirfal i tife valuéesr®r ¢
el ectric power nmeter by communication between a host and each term nal

t hrough an el @ecticcpopueremeterdacndrdingUuadbei presenthisveations $taweves| édsri c
ower neter which i termnal ), c risin he steps. of: (a).the st

Gener at | ng. 11Pasehieiadramh e bieGREPoRer PrlernfritRion steted it e BEh na

generating a &43s4 MHEBVM a%d@%r&?ﬁtgféﬁérﬁ&teﬁ &%ﬁﬁélmnulm' ﬂﬁ@bﬁvg\iﬁg?‘g“a'

intrinsic secret key, generating a signature ~o val ue nat ur e

gener at i ons al igseitingrtheczleatricogps,rwaten, dnd icalprie (& cardhalfoaat faarilyi aaanon, and
the termnal receiving the first randomdata and generating the session key
by the same rRUABEENECHHD which:3 {egplly syl ferfain AJBAMRLES MEnaYde ong

si gnature va'r%oméoairg RSVl %fl@é@dtﬁlﬂpam%hétémaée&o%@?d‘ﬂwé andom dat a

and sending the second ~s random data to the host; (c) the host conparing
the first andpreseohiventiomt ure val ues and authenticating the termnal, the
host generating a fhird,signa

ure val ue and sending the thjrd signature
Value to the t or m Tt IitpIPamEDt FIEEsHPONCRMEND BRECEIN G TE RIRSPM he
termnal is GHLEMON 8RPRYsME ihfPmlibAIdIRh 49 nidlly\dot@ubibtion amdunt gnat ur e
val ue and the information on the anount of noney from the host, generating

a fourth sigrendicard/balaace arndtheutGont7 installeg theseindsy udbipgcd epataimg t he
third and fourth si ture values with each other, and,(d e term nal
(noreasing ¢ tRMGUR & BEEERAMHER A alie Gt eshrded e 8 Vaheatd of “money
and sendi ng tdundalthe sidzar daeghe tigd aldtidendr 1o hfdrantanandefaincamonat | D
usi ng an encrypting algorithmto the host and the host receiving the

encrypt ed valigdeft iethricag. t Aecerdinglypitbe useryequestspheisegvemto aasfen
t ' [ ' d t ) 1D, ' | t )
erm na épb\éﬁ?krbr{%&'ﬁ ggﬁﬁeg $e 'L Daue!iE aﬂb’?n%ﬁél*;f?%é@%g ntaﬁ]ﬂe gEBba once

agai n, an balance 1rna so recor
aut henti cat i af a preniogelye tcedtragtedTenkiet betlledfbycharedit cafdir Thereleotriar i si ng

an el ectric power WD .99/ 589R7 31. charge system conversion step.includin
t he sub-steps:’cm"?r qu&; gn-]linet r gpower I?ne an s?ored lnpthe g

SVM 166. The value is reduced according to a power use scale.
Accordingly, the electric power supplier and the electric power re-
20 seller can save costs by omitting processes of reading a meter, inputting
and cailculating the amount of use, and printing and mailing a bill. A
power bill is paid in advance. Accordingly a process of re-charging
() arrears is omitted. Also, it is possible to lower the power bill due to
benefits from pre-payment interest, application of differential charges
25 according to the electric power use time, and the cost saved in the
difference between an electric power purchasing price and an electric
power selling price. The electric power seller can manage a high value
added business.
In order to prevent the use of a fabricated card other than an IC
30 card legally issued by the electric power supplier or the electric power re-
seller, the SAM 164 for authenticating the card is loaded into the electric
power meter. When the card is inserted into the terminal, the terminal



{al) the host vag9gésasi ng first random data, sending the first rlaé]lq
to a termnal, generating a session key %é a key generating al gori 8&%9@%??19
r

a termnal characteristic secret key, ge ating a first s signat H‘nrﬁfﬂlﬂ lﬁ
by a si gnatureugeneration al gorithmfor a g{gﬁgari son dur.i nfg a term 02
aut henti cati ! mﬁ’d‘_’%{dt%’rth?'ﬁ ate Kagh Pihg" + P 1ee ameKHRITReEeYNd
generating theSEagbRBARE QidliBarRIEEE AR rinfifal MSthe &Qag)evrag@&;,ng

termnal generating a second signatureée val He gy a signature ge

al gori t hm andhe demmidal apelates] ateoming te titk egetypdion@recessghoawndarfidata to
the host; (cl) the host conpari n? the first and second signature val ues and

aut henti cat i ﬁﬁ@?w-rﬁaﬁ,u%@ m?sfa.tﬁ@ﬁ@dat:?%'sap'ﬁ’{?ﬂ@ i Grimethed okl ue
0SS0 B RIS Wty RO B, A0 b0 0

when the t'erm na ica er recel Vi e third

si gnat ur e valdismantlinguf the deetenicannipé iconsitlersd ageainst the engptographid i ng a
fourth signature value; and (dl) the term nal authenticating the host by

conparing t hataekal aheckesufarexarals: the dismapingiof fhe yameelase elesitct he
term nal ConMérqﬂe%rrigb?déryt%t ﬂgricg@ﬂ{@{%rﬁﬁn@rbremg é}Pe%E‘ﬁEUgr GRkai ned
e node Z0 e g

by encryptin I nf ormat 1 on and erm na D using t'he
encrypting aleperyptiom algdrithen dndgthehenaryptedokedinsideuthe tertriiealteeie anlg t he

host receiving the epcrypted val ue, decodin he encrypted val ue, caonparing
the st or o ¢ PnRmaunt (SeliAn ey BOVBEBANETRIh AR EINTAITRAR [iRducEd: he
termnal oncecagalifg téfitk ?ﬁﬂﬂrﬂ%é%ﬁehi&é? cHsufption?. Aééé’rro‘r?hﬁl*r,'ﬁié"ﬂéf‘ the

. The net 2, her

aut hentication Zs 15 conpleted. od of claim

conpri si ng a paseiblerfwinceeasenthehmmineyoomtivedcredé value infdimatiome lisub- st eps of :
a2) the host gﬁnefr at i ﬂ%fi rst tr.and m dat a sendiéfu the first random 30
data to a tePRH?3N JHE BISSR AN BN, WVHED, 3 j{3€ ag_ﬁipsé:é' EF &PPIE2PBor i t hm
using a ter MARS seRasrahfRighsa itélephehelork# igitae itemshone i dide? ito ¥& tur e
val ue by a signature ?ener_at ion algorithmfor a comparison WO 99/ 58997 32
~~ 2 No~ s0UZ transfengt sraditvaldel theuuse ameutiis selegtively settiad Mging ecei vi ng
the first ra | h €51 e, fet hod as
the host: (b5 ahERprBaPaREsdhe, PPt NRIERER SRR pRic A CaRT iy
Si gnat ur e gemerarigenip wthigothé ipayarehtde guadanteadortieapeocesd candisogpd he s

second random data t,0, the host: (c t he host, conpati,ng the first 6 and
second si gnaP r'\?‘&ﬁd@@”&ﬁ‘d‘”z‘?ff‘ﬁing‘i)‘ @éﬁ'ﬂgart' Htenstgqosmmgﬁg attﬁgmﬁgg@lly
generating apldistet the Yaiid' Whendheoviie s?&%@iﬁkmﬁéﬁcfcmﬁtcbtﬁbﬂ&%ure value to

the termnal with tinme information when the termnal is authenticated and
the ternial treastandonirachbetween the elsicicipawer sellerdhgrelectiic power re-

(o LT o1, Sef AE iR SARIEHRR % fed R 8 BRI LT b P L)
si gnat ure vapeeplevwhb revemeveraisedaa donmpputee ominfaimatiow icophrhbmication
U network. In particular, in the case of performing a payment request trade
by an SET electronic trade process with a direct payment card, the server
25 operating as a cybermall may put trade details into a digital envelop (DE),
which has the effect of signing the trade details. Accordingly, the trade
process cannot be denied or fabricated.
The realizing process and condition of the above-mentioned
present invention will be described in detail hereinafter.
30 1) Processes of generating, transferring, and storing credit value
Credit value information is generated by communicating and

operating with the subscriber management database using the masterkey



val ue obt ai newolysegsr ypting a logfile of use details using the-fR&LYREENY
,S algorithmand sendi ng the encrypted vgl ue to the host and the host

receiving the encrypted val ue, decodi ng He encrypted val ue, corrparj QQNDVGM
stored term n(:?\l‘é I [% \‘\4 t% tge deCOdingl ter gbnalI ItDt: aut hent i q@ti t

term nal once @a?_nt, CanG BERINY p'ST Y oPfidt POR AP & “cfift |eﬁ‘_gn'g‘§_y ) weeks,
and nmont hs anfumbkr BRthe BuBsérfie? Whith i redirsstéd By2a poRRT iRaULAT Méded

conpl eted. 4. A value store electric power nmeter i ncluding an electric
power |ine i nigwselectdddbrqugh areanseruicefdosumeitanden (AShandulacatseoficeised

cortion for - revEiARGe RhSF, Miie theismcst fahecs Ui IBRERD mgniEvand e and
cal cul ati ng L@&Hnﬁlrﬁ&t(dncar@%&h' le?éh.%é%%élﬁ ~t\MRe s@ﬁf&@ﬁ&ﬁh&%’rﬁméﬁ ng
etweenteﬂ dte¥er t he

dat a communi cati on ost an m nal throug electric
power |ine; sis authenticated thyrthegimyvetmentiomed aditenticatien precess: e¥dhemdul e

SAl havi cp ti d yptijon al ithmf
boT) kroo) 0033BeRUNEREAHAN S CortPIated: die raaveReHauErEL Ve koM T Btar P ng.
val ue) Tor 4O SRIGHOSThS UlieVARS iffBrrhbfod IAHANIREY HBRoR nk e ue

I nformati on and hacking, ~ ~ ~"~ ~ ~ ~2 excluding a cryptographi ca
attack) and rlenguisrstored imetheustoos valaei rnodpleo(@MM).of the SAMin requesting a

t ok f t he SV [of f | at el itch f Ki th I f
clotric fbver s oQrBrRsRGSr of tostaiog e HoiRg alediAiitn “and a t oken
exchanger for redughd@sficibM4esr theQsrekBRt M¥eHBoh i HdmBade bl %@:dgnq sAM the

SVM according to the amount "of el ectric power consunmed per” un I'me, the
6VM r equest i naddechealuedransfenfunction avhichcrn e nsad in caanectisewith s

 Sompr i si ng Emrieoéa Warghanhy®L ARt PR In g PeRfarbolb it svdhe T ¢
ot her neters iQuehrdawithalitcs sepaite Tothrahieationsiner STﬁé'ﬁéﬁéﬁtfbhréhcﬁn I C card

into the electric power neter, receiving value fromthe host on-line, ~s

recor di ng ' hetrarsfeq obthe,afded yaluerare; refl by thaabovarmentientichg t he
recei ved val Ur?toi:é?%st Pﬁgé&e@%é;fé}%htégﬁ;ﬁgyrfr{ed’ﬁwéQQIE@befﬁé:ExBH&d RAWR! isTEt er  of

claimb5) wherein car n cordin ortiton1s applied to
wat er, gas, astdréteimt theolGrearr mstaol ofythegeleotric(powedmetdémolnepddatded i n an

the 1 car d (YO IHOTRRNRR Lot PSR Sn.6a8 Ay Nt atet, 38 BRebei bl e to
Conmr sea-of Sl e 0, ML B e )
C k) DO 20 linewater and gas meters which are compatible with the IC card provided
in the Korean Patent Application Nos. 98-6947 and 98-6948 filed by the
same applicant. Accordingly, the efficiency of management is maximized.
U 3) Consumption of credit value information
The credit value information stored in the SVM 166 is reduced in a
25 token exchanger (TE) 10 according to the amount of power consumption.
The token is reduced per unit time by several miliWatts, several watts, or
several kilowatts. When the token of a minimum unit is exhausted, the
credit value information is reduced by a process of requesting a new
token.
30 4) Differential application of power consumption rate
An electric power use mode which can differentially apply multi-

steps of electric power use rates according to time zones of weekdays
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20 informs the user that the last tokens are being used by sounding an alarm
of an audible frequency. When the credit value is not re-charged before
the last token is consumed, the supply of the electric power is broken by

() sending a break signal to the latch relay serially connected to the power
line.

25 In order to satisfy the above-mentioned various realization
processes and conditions, the present invention can be used in
connection with the various gas and water meters where it is possible to
transfer the added value by the IC card on the basis of the value transfer
and value store electric power meter with which it is not necessary to

30 read a meter based on the following structures and principles.

The value store electric power meter according to the present

invention measures a voltage (V) and a current (A) in real time, calcuiates
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20 reduced since the TE 10 applies multiple stepg of electric power rates by
a time program defined in the MT credit. Accordingly, the consumption of
electric power becomes optimal during each time zone. Therefore, the
C) supply and demand of electric power are well balanced. A discount
benefit according to the selective use by the user is given by the muitipie
25 step electric power fare system. For example, a discount for night times
at which the supply of electric power is excessive can lower the power
supply reserve rate of the power supplier. When offices intensively use
air conditioners in summer, a premium power fare is charged and a heat
storage system is induced. Accordingly, it is possible to give a discount
30 benefit to the electric power consumer such as a home or an
establishment.

The value store electric power meter according to the present
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of the subscriber.

15 The subscriber requests the transfer of credit value by contacting
the ARS of the electric power seller or the electric power re-seller by
telephone or a digital interphone 20 and a keypad 21, selecting the
settlement by credit card or bank account, and selecting the payment of
the transferred electric power credit value. Then, a credit value managing

20 server is requested to transfer the credit value by the AN given by the
server of a credit card company. The credit value managing server of the
electric power seller calls the M-ID through the AS and the LS, transfers

(} the credit value to the SVPM and stores the transferred credit value by
performing the above-mentioned value storing processes.

25 The LS sequentially monitors the power consumption state of up to
256 value store electric power subscribers through the electric power
modem connected to the 117V/220V electric power line at a maximum
distance of 3Km. The LS sequentially calls SVPMs of address 1/256 - - -
n/256, checks and re-controls the internal real time clock change state of

30 the SVPM, controls a rate system mode, checks the CSN of the card,
backs up the balance of the credit value, checks the presence of

surreptitious and abnormal use of electric power, and downloads reports
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J hCIC d and the IC card is | sc(a) éot&h(e) ate é)
(19%9& ()- stored on the IC card an card is inserted into the water, gas an
heat meters, added value information is stored in each meter. The tokens
are reduced by the same credit value reducing processes. When the
15 credit value information is exhausted, a valve for stopping the supply of
gas, water, heat, and hot water is closed. The efficiency of the present
invention is increased with the added value transferring function in which
it is possible to use the value transfer and store electric power meter
together with the added value service. The added value is generated and
20 transferred by the same processes of generating and transferring the
credit value. The added value is stored on the IC card instead of in the
electric power meter. The added value information for things such as
(: gas, water, hot water, and heat, is stored on the IC card by performing
the above processes, and can be transferred into the IC card off-line
25 water and gas meters which can hold the IC card provided in Korean
Patent Application Nos. 98-6947 and 98-6948.
Hereinafter, credit value transfer request and processes in the
electric power modem will be described with reference to FIG. 6.
A subscriber IC card 52 is issued to those who wish to receive the
30 IC card, by using a master key IC card 51 of the system manager in an
electric power re-seller 50. After settling the credit value for things such

as electricity, gas, water, hot water, and heat energy in cash or by credit
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are performed with the above-mentioned encrypted algorithm forming.

( ) The credit value/added value transferring channel is as follows. The

subscriber record information is taken from the subscriber database of the
host server of the electric power re-seller 50. The payment to a bank or a

15 VAN company is guaranteed, by a user selecting one among a credit card
number, a direct payment card humber, and a bank account number. The
credit value information is encoded by the master key of the SAM. The
ID of the subscriber value store electric power meter is called through the
AS and LS networks. The SAM and the master key are mutually

20 authenticated. Then, the credit value/added value information is
transferred. The local surveillance unit (LS) downioads the electric power
use record for a period of hours, days, weeks, or months from the value

U store electric power meter, monitors the state of electric power use and
the balance of credit value on an hourly or daily basis, resets time,

25 downloads the electric power use mode and program, and monitors the
surreptitious and abnormal use of the electric power. Also, the amount of
money calculation is performed between an amount of money calculation
system 54 of an electric power seller 53 and the electric power re-seller
50 by a method similar to the above-mentioned processes.

30 FIG. 7 is an exploded perspective view showing the outer shape of
the value store electric power meter according to the present invention.

The value store electric power meter according to the present invention
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10 card when it is inside the IC card inserting slit 60. Also, a surreptitious
use/dismantie checking sealing unit 62 for sealing the electric power
(: N meter so that electric power cannot be surreptitiously used, is part of the
electric power meter.
As described above, the present invention has been described only

15 with respect to the value store electric power meter via the power line
modem. Mutual necessary information can be exchanged via power line
modem communication between the server and the terminal. A general
telephone line, a radio frequency relay communication line, and a cable
TV line can be used instead of the power line.

20 As mentioned above, according to the present invention, it is
possible to reduce visiting personnel expenses by omitting the process of
reading meters for things such as electric power, gas, water, and heat

(J energy, compute processing expenses, print and mail bills, and bill for
mailing expenses.

25 Also, it is possible to reduce loss due to uncollected electric power
bills and arrears, and to give added value since the credit value is paid for
in advance by a credit card or from a bank account. Accordingly, a power

supplier can give a high added value.

30 Industrial Applicability

The present invention describes a composite electric power meter

with which it is possible to solve the economic and security problems of
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and generating the session key by the same method as the host;

(b) the terminal generating a second signature value by a signature

generating algorithm and second random data and sending the second
15 random data to the host;

(c) the host comparing the first and second signature values and
authenticating the terminal, the host generating a third signature value
and sending the third signature value to the terminal with information on
an amount of money when the terminal is authenticated and the terminal

20 receiving the third signature value and the information on the amount of
money from the host, generating a fourth signature value, and
authenticating the host by comparing the third and fourth signature values

U with each other; and

(d) the terminal increasing the value by decoding the information

25 on the amount of money and sending the value obtained by encrypting a
balance and a terminal ID using an encrypting algorithm to the host and
the host receiving the encrypted value, decoding the encrypted value,
comparing the stored terminal ID with the decoded terminatl ID,
authenticating the terminal once again, and backing up the balance in a

30 record file when the authentication is completed.

2. The method of claim 1, further comprising an electric power
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10l (b1) the terminal generating a second signature value by a
signature generating algorithm and second random data and sending the
10 second random data to the host;
(c1) the host comparing the first and second signature values and
(" F authenticating the terminal, the host. generating a third signature value
and sending the third signature value to the terminal with mode
information when the terminal is authenticated and the terminal receiving
15 the third signature value and the mode information from the host and
generating a fourth signature value; and
(d1) the terminal authenticating the host by comparing the third and
fourth signature values with each other, and the terminal converting a rate
system, generating an encrypted value obtained by encrypting the mode
20 information and the terminal ID using the encrypting algorithm and
sending the encrypted value to the host and the host receiving the
encrypted value, decoding the encrypted value, comparing the stored
Q terminal 1D with the decoded terminal ID, authenticating the terminal once
again, and backing up the balance in a record file when the authentication

25 is completed.

3. The method of claim 2, further comprising a use information
check command step including the sub-steps of:
(a2) the host generating first random data, sending the first random
30 data to a terminal, generating a session key by a key generating
algorithm using a terminal characteristic secret key, generating a first

signature value by a signature generation algorithm for a comparison
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102 fourth signature value; and
C } (d2) the terminal authenticating the host by comparing the third and
‘ fourth signature values with each other, and the terminal sending the
value obtained by encrypting a logfile of use details using the encrypting
15 algorithm and sending the encrypted value to the host and the host
receiving the encrypted value, decoding the encrypted value, comparing
the stored terminal ID with the decoded terminal {D, authenticating the
terminal once again, and backing up information on use during days,
weeks, and months and a timer in a record file when the authentication is

20 completed.

4. A value store electric power meter including an electric
C) power line input and output terminal for measuring the amount of used
electric power, comprising:

25 an electric power consumption operating portion for measuring the
voltage and current of an electric power line and calculating used electric
power;

an electric power modem for performing data communication
between the host and the terminal through the electric power line;

30 a secure storing portion including a secure access module (SAM)
having a CPU and an encryption key and an encryption algorithm for

storing value and a store value module (SVM) for storing value, for
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109%& () - ! 8F(S4rdYto( theldiédirRRPpeer meter, receiving value from the host on-line,

15 recording the received value on the inserted IC card, and reading the

received value from the IC card.

6. The value store electric power meter of claim 5, wherein the
IC card reading and recording portion is applied to water, gas, and heat
20 meters employing an IC card method operated in an off-line state by
recording added value for things such as gas and water in the IC card
through the electric power modem, by which it is possible to store electric
C) power value in the IC card by including a communication port comprised
of eight terminals defined by the 1SO 7816 Part 2 having Vcc, Clk, DIO,
25 Reset, and Gnd for synchronously and asynchronously communicating
with the [C card.

7. The value store electric power meter of claim 4, further
comprising:
30 an AC/DC converter for supplying an operation voltage required by
the electric power meter;

a power consumption sensor for sensing that the electric power is
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a shunt resistor for measuring an amount of AC current;

(- ; a voltage divider for serially connecting two resistors and selecting
from a voltage range given by the ratios of the two resistors in order to
adjust the AC voltage of the electric power line within the range of the

15 input voltage of a voltage meter;
an analog to digital converter for converting an AC current signal
which flows through the shunt resistor into a digital signal of 16 or 20 bits;
and
an analog to digital converter for converting an AC voltage into a
20 digital signal of 16 bits,
wherein the phase of the voltage is compared with the phase of the
current and an angie by which the two phases are different from each
Q) other is calculated and output as a signal for applying differential rates.

25 9. The value store electric power meter of claim 4, further
comprising an electric power consumption table which is an electric power
fee mode table for differentially applying multiple step electric power use
rates such as 50%, 75%, 100%, 150%, and 200% according to electric
power supply and demand states on the basis of a real time clock

30 comprised of year, month, time, minute, and second.

10. The value store electric power meter of claim 4, comprising
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109 ()-10%&' ()-!$10% : & ()-$109& () - dEdJEDL
0 é% LC%L dn/e?play Qr v%sualf% éi%playing the balance of the value, the

transfer state of the value, the real time electric power consumption

status, and the accumulative electric power use states.
10
12. The value store electric power meter of claim 5, wherein the
(; value store electric power meter which can be used for simple and sound
fee payment means by a SET electronic commercial transaction process
using next generation credit and direct payment cards of EMV ‘96 mixed
15 with the IC card reader and recorder, further comprises:
means such as a telephone, an internet, a P-ATM (EMV '96), and
a digital interphone for performing audio communication with a person in
charge of the host server or transmitting an audible message to help the
user with matters such as storage; and
20 a keypad for a user directly requesting the value to be stored.

13. The value store electric power meter of claim 4, wherein the
O electric power input and output terminal of the electric power meter
comprising a cover and physical sealing for preventing physical tapping,

25 prevents the surreptitious and abnormal use of electric power.

14. The value store electric power meter of claim 4, further
comprising an arrester circuit for absorbing lightning or a surge voltage on
an electric power line of a supplier.

30
16.  The value store electric power meter of claim 4, wherein the

electric power line of a transformer for reducing 3.3KV to a generally used
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wherein each server connected to a plurality of ASs manages and
monitors the value transfer and store electric power meter which can be
connected to the ASs and LSs in a tree structure and stores value in the

20 value transfer and store electric power meter.

17. The value store electric power meter of claim 15, further
O comprising a voltage divider, a voltage analog-to-digital converter, a
current analog-to-digital converter, a latch relay, and a shunt resistor so
25 that if at least two kinds of electric power sources selectively use other
voltages or simultaneously use at least two kinds of voltages, it is
possible to separately measure and operate the respective amounts of

current.



