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BACKGROUND OF THE INVENTION
Field o he Invention
The present invention relates to a data encryption apparatus
and method, and in particular relates to a data encryption
10 technique that employs shift-rotations.
Description of the Prior Art
With the rapid proliferation of digital communications in
recent years, there has been the growing demand for highly secure
data cryptosystems that can ensure confidentiality of data in
15 communication, for the sake of development of sound industfies
and privacy protection. Not only high security but also high
cryptographic speed and easy implementation in hardware and
software are required of such cryptosystems.
{First Conventional Technique)
20 A pseudorandom number additive cipher is introduced below as
the first example of conventional data cryptosystems.

In this cipher, the transmitter and the receiver share a



sof trware are required of such cryptosystens. (First Conventiona
Techni que) 20 A pseudor andom nunber additive cipher is introduced
bel ow as the first exanple of conventional data cryptosystens.

In this cipher, the transmtter and the receiver share a

secret key (hereinafter sinply referred to as a "key"). Pl ai nt ext
data Mis dieaxpdd ikaw gheirstBrftent SiMleks mafegred " to  asgj &4 "k&ygth,
and random nunber data R of the fixed length is generated for each
pl ai nt ext ®diedniglestk dtaudd np tdEvidad akne Blainteglegdata blocks Mi of
Following this, an exclusive-OR operation is perfornmed for

cor r espondifiigedd tleerigthsacndlmindoax nunbea diebek RMofardet e veghdemgth is

nunber data R to generate-a ciphertext data block G . Thi s

operation igerpyatmessefbmseact) plaintext data blockCMiMugihR the key as a
where "(+)" denotes an excl usive-OR operation for correspondi ng
bitsg seed.

Following this, an exclusive-OR operation is performed for
corresponding bits in each plaintext data block Mi and the random
number data R to generate a ciphertext data block Ci. This
operation is expressed as

10 Ci=Mi(+)R

where "(+)" denotes an exclusive-OR operation for
corresponding bits.

Lastly, generated ciphertext data blocks Ci are linked
together to form ciphertext data C.

15 This cipher can perform extremely fast encryption and
therefore lends itself for cryptographic processing in real-time
image and audio data communications.

However, the level of security afforded by the cipher is
quite low. Given that the same key is used for all plaintext

20 data blocks Mi, acquiring a pair of plaintext data block Mi and
ciphertext data block Ci enables an unauthorized party to derive
the random number data R from the following equation, as a result
of which the other ciphertext data blocks Ci will be broken.

R=Mi (+)C1i



Last’ly, generated ciphertext data blocks G are |inked together to
formciphertext data C. 15 This cipher can perform extrenely
fast. encryption and therefore lends itself for cryptographic
processing in real -ti me i mage and audi o data communi cati ons.

However &Y. I ri yra ed, by the cipher is quite | ow
G ven thatpf% %%ne é%ﬁﬁsnﬁge Lgl‘gﬁl?)plaintext 20 data bl ocks M,

acquiring a pai | ai, ng ext, data bl ock and ci phert ext ., dat

bl ack G enabi Bs BURCRNBHPRET | B P ERTar &b HRICR @S the se%ﬁg Fﬁﬁﬂ%ﬁ?naﬁber
dat a Rfromthefollowlég equatlon as a result of t% %f of her
ci phert ext CREVERbIORES LRI | FrER CP% BRkemS - Representatlves ° £ a
2 (Second Conventi onal Techni que) A bl ock ci pher
i s present 6dPBRFHVRES e DataoRBECEXRIMAe S5 ard (DE%)orﬂ%tHh@nglaStda?Ea
crypt osyst ens. Representatives of block ci phers are the Data
Encriypt i onEscapberrmertDRggosaghmhéFFRIst . Ddog details on DES and FEAL, see

" Eiji Okamoto, An Introduction to Encryption Theory, Kyoritsu
(1993).

Block ciphers handle 64~bit input and output data with their

strong data shuffling abilities. One of such block ciphers is
10 the MULTI2 cipher disclosed in Japanese Laid-Open Patent
Application No. H1-276189.

Fig. 1 is a block diagram showing the construction of a data
converting unit 40 as one of three data converting units equipped
in a data encryption apparatus that employs the MULTI2 cipher.

15 This data converting unit 40 is roughly made up of a key
adding unit 401, a first data substituting unit 402, and a second
data substituting uni£ 403, and converts 32-bit input data A to
32-bit output data D based on 32-bit subkey data Ki.

To be more specific, once the input data A and the subkey

20 data Ki have been inputted in the key adding unit 401, the key
adding unit 401 performs an arithmetic addition modulo 2% on the
input data A and subkey data Ki and outputs the result as 32-bit
data B. This is expressed as

B=(A+Ki) mod 2%



5 ° Enciphernent Algorithm (FEAL). For details on DES and FEAL, see
Eiji Okanoto, An Introduction to Encryption Theory, Kyoritsu

(1993). Bl ock ci phers handle 64-bit input and output data with
t hei'r strong data shuffling abilities. One of such block ciphers is
10 the MILTI2 g¢iphe i sclosed i apanese . .Lai d- Opep Pateng,,
Appl i cation No"PgHS 2(7;6989581'1&65 an arllf'?’ﬁ‘.e%igi ?@%18& ?ﬁ%;grgmr%%gvﬁ ng
the construyction of a data converting unit 40 as one of three data
conver t i ngl®RPkes difi Fsd@inder aftpg dighfnr@etRpti-on apparatus t hat

enpl oys the MULTI2 cipher. 15 . This data converting unit 40 is
roughl y made upheffirsfegata substigliing unit 404 regeivesttimtddteuBsEremti ng
unit 402, and a second : data substituting unit 403, and converts
32-bit inpthedikey mdding unit 2401piandowpnguufionst ;2D basblimerig2agitiabkey
data Ki. To be nore specific, once the input data A and the
subley 20modulaa?™ Eorhdaka bRen2 (Bipuhteirad thye skéyftadditagiogi the0odatshe
key .adding unit 401 perforns an arithnetic addition nodulo 232 on

t he "B byubitat sowa hchisyhalteyrdakabki mord tdohpyt sheé hdatreRublitsasf,
32-bit data B. This is expressed as

B=(A+Ki ) nmefAd2{&tstlant data "1i". As a result, 32-bit aata C is obtained.
This can be written as
C=(Rot2 (B) +B+1) mod 2%
10 where "Rota(X)" denotes a shift-rotation of 32-bit data X by
o bits toward higher-order positions (and its result).

The second data substituting unit 403 receives the data C
ocutputted from the first data substituting unit 402 and takes an
exclusive~OR for corresponding bits in the data C and data

15 Rot4 (C) obtained by shift-rotating the data C by 4 bits toward
higher-order positions, thereby generating the 32-bit output data
D. This 1s expressed as
D=Rot4 (C) (+)C
Consequently, the 32-bit data D is outputted from the data
20 converting unit 40.

Thus, the conventional data converting unit 40 performs data
éhuffling at high speed through the use of operations combined
with various shift-rotations.

Nevertheless, the data converting unit 40 has the following



3 - where "+" denotes an arithnetic addition and "a nod
[err]™ denotes the remainder after dividing a by [err].

The first data substituting unit 402 receives the data B from t he
key “addi ng unit 401 and performs an arithmetic addition 5 nmodul o
2[err] for data Rot2(B) obtained by shift-rotating the data B by 2
bits towar geshghdy-prolekems+ positions, the data B itself, and
constant data "1". As a result, 32-bit data Cis obt ai ned. Thi s can
be witten as Suppose input data M1 arc-( Ryt BlanBr Y2 nolda2[ eatlsfyOthe |
where "Rota(X)" denotes a shift-rotation of 32-bit data X by a bits
toward hi ghrefladddrshppsitions (and its result). The second data
substituting unit 403 receives the data C outputted fromthe first
data substituting unit 402naRJdMpakess8ps55nh excl usive-OR for
corresponding bits in the data C and data 15 Rot 4(C) obtai ned by

shi f§-rotating dre edahai fpB¥rdl Birf $HeOWBEHANd data sxiBsQﬁQ:rthh@ehnEZQSh@B ons,
t hereby generating the 32-bit output data D. This is expressed as

" "h" representing hexadecimal notation.
Then
Rot4 (M1) (+)Rot4 (M2)=Rot4 (M1 (+)M2)
due to linearity of the shift-rotation.
10 Also
Rot4 (55555555h)=55555555h
since the data "55555555h" per se is symmetric.
Hence the equation

Rot4 (M1) (+)Rot4 (M2)=55555555h

15 holds.
Accordingly
Rot4 (M1) {+)MI1{+)Rot4 (M2) (+)M2=00000000h
i.e.
Rot (M1) (+)M1=Rot4 (M2) (+)M2
20 is true.

Which is to say, the output data generated from the input
data M1 will be identical to the output data generated from the
input data M2 in the second data substituting unit 403. This

signifies that the conversion performed by the second data



D=Rét4 (O (+)C Consequently, the 32-bit data Dis outputted

fromthe data 20 converting unit 40. Thus, the
conventional data converting unit 40 perfornms data shuffling at
hi gh speed through the use of operations conbined wi th various
shift-rotations, Ne hel ' '

the foll O\Msig}astituting unit 40§/erits enggs,a ' g?jggggogozyt%ratg ngsurggth40ahas
security problens. .. Suppose input data ML and input data M that
satisfy theurjection agigrodgipption) . Therefore, the ovesgkl \q@pves858555h
5 are each inputted in the second data substituting unit 403,

"h" represbyt thg Hakadeerverting amnign40 is not a biJpefion.

Rot 4(M ) (+) Rot 4( M2) =Rot 4( M (+) M2) due to linearity of the

shift-rotati onFig. 2 illustrates the property of the mapping in the second
5 data substitutiné unit 403 (i.e. the data converting unit 40)
" that is a non-bijective map. In the figure, two different input
values in the domain X are being mapped to the same output value
in the range Y.
Such a property of the data converting unit 40 is undesirable
10 in terms of cryptographic security, because a decrease in the
number of elements of the range Y as compared with the number of
elements of the domain X renders the data shuffling strength of
the data converting unit 40 deficient.
Here, it may be conceivable to modify the second data
15 substituting unit 403 in such a way that instead of "Rot4(X) (+)X"
it outputs the data Rot2(X) obtained by shift-rotating the input
data X by 2 bitsﬁtoward higher-order positions, so as to make the
conversion by the second data substituting unit 403 bijective.
However, such a conversion Rot2(X) lacks a desired degree of
20 security, since it will not produce a sufficient bit avalanche
effect. The bit avalanche effect referred to here is the
observed property of a cipher on how many bits in the output data
change as a result of the change of a single bit in the input

data.



10 - Al so Rot 4(55555555h) =55555555h

since the data "55555555h" per se is symetric. Hence t he
equati on Rot 4(M ) ( +) Rot 4( M2) =55555555h 15

hol ds. Accordi ngly

Rot4(M) (+ N1&£%Rot4(wﬂ () M2=00000000h i. e.

Rot (M) ( +) REMEBRY (RB)T VEHN§ ION is true. Waich is to
say, the output data generated fromthe input data ML will be

i dentical to tH® Fiepupfdele aRaver Rreblerom thfe Present iRygRiiPaed™Rpten -
t he second data substituting unit 403. This signifies that the
conver si onppeviidensl Hgtahenssyphiodagpparatus and methaghsvhichi REPLAYL
403 is not a bijection (that is both a surjection and an

i nj ecti on) shilférebanéionhe tovaratforporsmertsi andata conversion that is a
5 bijection with a strong data shuffling ability and that produces
" a sufficient bit avalanche effect.

To fulfill the stated object, the data encryption apparatus
of the present invention is a data encryption apparatus for
encrypting n-bit plaintext data to obtain n-bit ciphertext data,

10 the data encryption apparatus including: a shift-rotating unit
for generating k sets of data by shift-rotating the n-bit
plaintext data respectively by S1 bits, S$2 bits, ... , and Sk
bits, S1, S2, ... , and Sk being nonnegative integers less than
n, and k being an odd number no less than 3; and a data combining

15 unit for combining together the k sets of data to generate the n-
bit ciphertext data.

With this construction, the data encryption apparatus first
converts the plaintext data into an odd number of sets of data no
fewer than 3 by means of shift-rotations and then combines the

20 = sets of data to form the ciphertext data. Accordingly, it is
assured that the encryption performed by the data encryption
apparatus is bijective and is excellent in data shuffling
performance and bit avalanche performance.

That is to say, given that the plaintext data is converted



by the data converting unit 40 is not a bijection. Fig. 2
illustrates the property of the mapping in the second 5 dat a
substltutlng unit 403 (i.e. the data converting unit 40) that is a
non-bijective map. In the figure, two different input val ues in the

Such & pr opBFBy® of: THEIAEE ScORE 1 G Taiet Cab Fehimdag pagg;gsgggtgea@qq% v
ternms of cryptogr ghlc security, because a decrease in th nunber
of el enent §VefapRRe reffRety 24Sor8ap e dnf fiﬁtéh%n%wméronoﬁpparatus @ &heént s

of the domain X renders the data shuffling strength of the data
convertinglavientd@niefici detter than thepggenventinnabe taFediaEs e ofo
nodi fy the second data 15 substituting unit 403 in such a way that

i nst ead of coRyeBYng +)Hte plaintexkt odepat sinte datly Ret 294 oift aidasa -by
shift-rotating the input data X by 2 bits toward hi gher-order

posi§i ons, Ssmidarip, nmkesrt that the pleaiorhextsidehabis tdvmvesteddiniad san odd
substituting unit 403 bijective. However, such a conversion

Rot 2( X) | askabardes rsetsdedy eatal beXdre tirectoniiyning meedelssw lthenatata
produce a sufficient bit aval anche effect. The bit aval anche

ef fect ref encegptoohesgpdsatilie of the inedsEicebdepar byjett iveigdiglergy how

many bits in the output data change as a result of the change of a
singl e bit ynnitdde thePHonventional techniques of converting the plaintext
data into two sets of data.

10 Here, the data encryption apparatus may further include a key
combining unit for combining the n-bit plaintext data with key
data given beforehand, prior to the shift-rotations by the shift-
rotating unit, wherein the shift-rotating unit shift-rotates the
n-bit plaintext data combined with the key data.

15 With this construction, the shift-rotations are performed for
the plaintext data which has been combined with the key data.
Accordingly, the problem associated with repeating a fixed
conversion can be avoided, with it being possible to realize
highly secure secret key encryption.

20 Here, the shift-rotating unit may include k rotating units
for shift-rotating the n-bit plaintext data respectively by Sl
bits, 82 bits, ... , and Sk Eits.

With this construction, the plaintext data is inputted in the

k rotating units in parallel and the shift-rotations of the



dat a. 6 SUMVARY COF

THE | NVENTI ON In view of the above problens, the present
invention aims to provi de a data encryption apparatus and net hod
whi ch enpl oy shift-rotations to performsuch a data conversion that

oroduces  P1oiRECReC ARkl frS SRR oRd tur  EPZEIEd, Y IR e

pr oduces

the stated object, the data encrypti on apparat us of the, present
vent on FEVHEREFAPBAG SHRe AaARacaRuES BPibaTed to She SasengoREs, At
pl aintext data to obtain n-bit ciphertext data, 10 t he data encryption
appar at us SBAEGOrA§atACRM| 3¥e it dy gsrformed.  for generating k sets of

data by shift-rotating the n-bit pl ai ntext data respectively by Sl
bits, S2 bits, Here, ksirotating upiits, mgy, bgpmade up gidSERNHE| hyRes
nonnegative integers | ess than n, and k being an odd nunber no |ess
t hans 3; andhatdhadecehbing mpttesns founnshiftorrofenbnai Hee toddith@daihbektset s
of data to generate the n-
data respectively by S1 bits, 82 bits, ... , and Sk bits. Also,
the key combining unit and the data combining unit may be made up
of an arithmetic adder and an exclusive-OR gate, respectively.
With this construction, the data encryption apparatus which
10 performs data shuffling at high speed can be implemented by
simple circuitry. -
Here, the data combining unit may combine key data given
beforehand with n-bit data obtained by combining together the k
sets of data, to generate the n-bit ciphertext data.
15 With this construction, the outcome of shift-rotating the
plaintext data and combining together the shift-rotation results
is further combined with the key data. Accordingly, the problem
associated with repeating a fixed conversion can be avoided, with
it being possible to realize highly secure secret key
20 encryption.
Here, the shift-rotating unit may include: k rotating units
for shift-rotating the n-bit plaintext data respectively Dby

specified rotation amounts; a key data acquiring unit for

acquiring key data; and a rotation amount determining unit for



bit “ci phertext data. Wth this construction, the data
encryption apparatus first converts the plaintext data into an odd
nunber of sets of data no fewer than 3 by means of shift-rotations
and "t hen conbines the 20 sets of data to formthe ciphertext data.
Accordingly, it is assured that the encryption perforned by the
dat a encryp@leternining vahppared ¥4 ,i §2bi j ect i vandarfk besesdcen |em dauudaes
shuffling performance and bit aval anche perfornmance.

That is to sy, dgiavemd splectifigipbai ibexthdakarosatimyertigss, S1 bits, S2

7 into 3 or nore sets of data before the conbining process,
the bit bits, aval apchedefdiechitd f asdetiebyrddppcddiva ertrypbnoramyparsgt us
of the i nvention ts better than the conventional techniques of

converting viterdilmitHext detaciny ouoily hset-ftadat &he n-bit PIHilndlxE,
given that the plaintext data is converted into an odd nunber of

setsgof datgyhel psgddia waRPigy N1 PHeEESSsot Rgtdata . . | and €HRTBRELORS
apparatus_of the invention bears a bijective property
specified by the rotation amount determining unit.

With this construction, the rotation amounts of the k
rotating units are dynamically determined using the key data,
which benefits cryptographic secrecy.

10 Here, the shift-rotating unit may include: m rotating units
for shift-rotating the n-bit plaintext data respectively by S1
bits, S$2 bits, ... , and Sm bits, S1, S2, ... , and Sm being
nonnegative integers less than n, and m being an integer no less
than 3; a key data acquiring unit for acquiring key data; and a

15 selecting unit for selecting k rotating units from the m rotating
units based on the acquired key data so that the k sets of data
are generated as a result of shift-rotations of the n-bit
plaintext data by the selected k rotating units.

With this construction, the number of sets of data to be

20 generated from the plaintext data and the rotation amounts to be
applied to the plaintext data are dynamically determined using
the key data, which benefits cryptographic secrecy.

The above object can also be fulfilled by a data encryption

method that realizes the features of the above data encryption

10



unl i'ke the conventional techniques of converting the plaintext dat a
into two sets of data. 10 Here, the data encryption apparatus nmay
further include a key conmbining unit for conbining the n-bit

pl ai ntext data with key dat a given bef or ehand, prior to the
shift-rotations tatin unit

shift-rotaﬁpﬁarﬁﬁﬁ§ s%¥ft-r§F89§§mth%hat exeagﬁeﬁit ?alﬁ}ext ggfgptlﬁglned

with the key gata. 15 Wth this construction, the shift-rotations
are perfor Re§PP8r the pl ai ntext data which has been conbined with
t he key dat a. Accordi ngly, the problem assocjiated with r%peatlng a

fixed Ibiver Ehordatm %ﬁ@ra%ﬂa@dapmarﬁws[ ofethgy BRRIGN dTWVERELRR ze

hi ghly secure secret key encryption. 20 Here, the shift-rotating

uni t nay i eshibiétk sbrongewy dafia $huffling perfermance GHANIoNG CSETRABLRT

pl ai ntext data respectively by S1 bits, S2 bits, ... , and Sk bits.

Wthsthis chestryptoonaptie qpeaadwtoe:xttheat:anvsntxmmlt dedhmiques that usek

rotating units in parallel and the shift-rotations of the .

pl ai nt ext” datiftaretstiond.andousiywpef f groveichg slembhds fémwe developments in
the multimedia technology, the data encryption apparatus of the
invention has wide applicability and potential particularly in
areas such as real-time secret communications for image or audio

10 information.

BRIEF DESCRIPTION OF THE DRAWINGS
These and other objects, advantages and features of the
invention will become apparent from the following description
thereof taken in conjunction with the accompanying drawings that
15 illustrate a specific embodiment of the invention. In the
drawings:
Fig. 1 is a block diagram showing the construction of a data
converting unit in a conventional data encryption apparatus;
Fig. 2 illustrates the property of the mapping in the
20 conventional data converting unit;
Fig. 3 is a block diagram showing the configuration of an
encrypted communication system in an embodiment of the present

invention;

11



crypt ogr aphi ¢ speed increases as conpared to the case where the
shift-rotations are serially perforned. Here, the k rotating
units may be made up of signal lines 5 that have wiring patterns for
shift-rotating the n-bit plaintext data respectively by Si bits, S2

bits, ... , i t.he ke omi_ni i t at a
conb| ni ng uni t%néy la R?, Angdk dlagramo?h%wmé%/ |tt%heng? B%Qg%%\‘g{rén aogda Hgtg
excl usi ve- OR res ectlve Wth this construction, the
data encryfhe 3xp§baara$a§rmwh% 0 Fiir(3Fms gata shurf1ing at hi g
speed can be | nted b o circ t he
dgta conbi ni ng m&? %o%cﬁ"ﬁ% q%é}?rBQ{Tgh%‘l’%t e ConStB‘é‘Fib’rcHhé’rfd awd?ﬁa

n-bit data obtalned by conblnlggtto gether the k sets of data, to
gener at e t RECKYBILEOR; ﬁHEﬁ%‘WS o ipsFig. 37 Wth this construction, the
outcone of shift-rotating the pl ai ntext data and conbi ni ng toget her

the &hift-rotatiish fedsla plock diagram faowiag teettansdructhon hef e igata.
Accordi ngly, the problem associated with repeating a fixed
conver si ondeda bouffdidgdunisk tin the dataj enbeypylposapramttusireal i ze highly
secure secret key 20 encryption. Here, the shift-rotating
unit may includeg.k Totatianplurik sdiagram sHowimghithe r obtmstngetivn nobi &
pl ai nt ext data respectively by
second data shuffling unit in the data decryption apparatus;
Fig. 8 is a block diagram showing the construction of a data
10 converting unit in the first data shuffling unit (and the second
data shuffling unit);
Fig. 9 illustrates the property of the mapping in the data
converting unit;
Fig. 10 is a block diagram showing the construction of a data
15 converting unit according to the first variant;
Fig. 11 is a block diagram showing the construction of a data
converting unit according to the second variant;
Fig. 12 is a block diagram showing the construction of a data
converting unit according to the third variant:;
20 Fig. 13 is a block diagram showing the detailed construction
of a data substituting unit shown in Fig. 12;
Fig. 14 is a block diagram showing the construction of a data

converting unit according to the fourth variant; and

Fig. 15 is a block diagram showing the detailed construction

12



speCified rotation amounts; a key data acquiring unit for acquiring
key data; and a rotation anmount determning unit for

9 determ ning values of S1, S2, ... , and Sk based on the
acquired key data and specifying, for the k rotating units, S1
bits, t S .as spective rotation
annunts of a da%31é%hsﬁlFﬁgl rot'flﬁgkﬁhﬁ?gEgﬁlfg?rotate the n-bit
plalntext 5 data respectively by S1 bits, S2 bits, , and Sk bits

as specified by the rotati on anount deternining unit.

Wth this co tio e k _ rotating
units are %Fys%ﬁrp gﬁqwgge&gﬁnéﬁéﬁé%%@E%gggé% ) whi ch benefits
cryptographi c secre re, the shlft-rotatln uni, t

i ncl ude: m rot e nEP i#ﬁ%%?g is a de?%ﬁl%§quSQQ&P§PPﬁgthén %??dtW%gghqu
data respectively by S1 bits, S2 bit ,.and Smbits, S1, S2,

., and ‘Sa¢ beFeaent lnventﬁéﬁnébﬁﬁl%@f¢¥WE§hF§ tées fi@RRSA: and m bei ng an
integer no |ess
5 In general, ciphertext data generated in a data encryption

apparatus by means of encryption with key data is converted into
decrypted text data in a data decryption apparatus by means of
inverse conversion of the encryption using the same key data.

This embodiment concerns an application of the invention to

10 an encrypted communication system where the transmitter provided
with a data encryption apparatus encrypts plaintext data and
sends ciphertext data to the receiver, and the receiver provided
with a data decryption apparatus decrypts the ciphertext data to
obtain decrypted text data which can be put to use.

15 (Configuration of the Encrypted Communication System)}

Fig. 3 is a block diagram showing the configuration of the
encrypted communication system in the embodiment of the present
invention. This encrypted communication system is mainly
composed of a transmitter 1, a receiver 2, and a transmission

20 line 3. The transmitter 1 and the receiver 2 are, for exanple,
a server and a terminal it serves that respectively transmit and
receive digitized image information in a video server system,

whereas the transmission line 3 is a communication network

13



than 3; a
sel ecting

key data acquiring unit for acquiring key data; and a 15
unit for selecting k rotating units fromthe mrotating

units based on the acquired key data so that the k sets of data

ar e

genérated as a result of shift-rotations of the n-bit pl ai nt ext
data by the _selected k., rotati units. y t | ngt { on,
t he nunberrg?rga?gg%? agté%Fo geQ38% or 5%&5%1%ﬁf%ﬁcﬁ%%%&fpﬁgi%%é%gg%ata
and the ro atign %gvunts to be applied to the plaintext data are
dynani cal | YTGREERHFHRS" usi ng the key data, which -benefits '
cryptographi c secrecy. ) . The above obje can also be fulfilled
by a data encrypsi oﬁ¥ansmltt31?ret1hoﬂstl‘%7f°‘flé§qq zg%%bheafé%’ﬁf‘r e§6FYPheAbove
data encryption ' o _ .10

appar at us  8PParpEBEr &b aAta idewrdsting wath Fher ifieit Plaintexpeffba.
Thus, the data encryption apparatus of the present invention

exhibits sendngdbodditn HevffHahy pFaef oinBREEedi tifouthgedadasi ggcryptiont he
crypt ographi ¢ speed of the conventional techniques that use
" apparatus 10. Here, the plaintext data is one of the blocks

10

20

generated by dividing information such as digitally-coded audio

_or image information in units of 64 bits, whereas the key data is

a secret key agreed between the transmitter 1 and the receiver 2
in advance. The data encryption apparatus 10 processes the
inputted plaintext data and key data and generates 64-bit
ciphertext data. The transmitting unit 11 parallel-serial
converts, modulates, and amplifies the generated ciphertext data
and transmits it to the receiver 2 via the transmission line 3.

The receiver 2 is provided with a data decryption apparatus
20 and a receiving unit 21. The 64—bit'ciphertext data 1is
received and serial-parallel converted by the receiving unit 21
and then inputted in the data decryption apparatus 20 along with
the 256-bit key data. The data decryption apparatus 20 processes
the inputted ciphertext data and key data to obtain 64-bit
decrypted text data, which is then decoded by a decoder (not
illustrated) or the like and outputted via a display or a
speaker.

(Construction of the Data Encryption Apparatus 10)

14



shift-rotations. In view of grow ng demands for devel opnents in t he
mul timedi a technol ogy, the data encryption apparatus of the

i nvention has wide applicability and potential particularly in

areas such as real-tine secret communications for inmge or audio 10

I nformati on. : . BRI ER SCRI_PTI \/ . £ ese
and ot her objengf éd&gngagggggn 1ngfﬁygggggﬁ5hgﬁé cgﬁ@tr?ﬁ&éﬁ?igﬁ ﬁ%?l
beconme apparent fromthe foll ow description . . thereof..taken_in
conj unctioﬁa 't hex%%reypé:&cogrrp%?%?%% a 6ng At J‘nlSFlg' ihjl'l ustTrhaa% galta
speci fic enbodi nent of the invention. In the dr.aw ngs: .

Fo. 1 is APOFYBELTR ARATALHOW o CHEdEangL FHEES oiRter SHERELIAS tnit 101,
converting unit in a conventjonal data_encryption apparatus; .

Fig. 2 ill@stioids TpendrBpEPeYy SPERELAAPEI MFiitn 1 3pd 2 EoRventrdnal
data converting unit; _ Fig. 3 is a block diagramshow ng the
confd gur at icoRtEPLAAng unit 10shcrypted communication systemin an enbodi nent

of the present i nventi on;
11 : The first data shuffling unit 101 shuffles the incoming 64-

bit plaintext data with a 32-bit subkey given from the first key
controlling unit 103, and outputs resulting 64-bit data.
The first round number controlling unit 102 controls the
10 number of rounds of shuffling repeated by the first data
shuffling unit 101. More specifically, if the number of rounds
of shuffling performed by the first data shuffling unit 101 is
belbw a predetermined number, the first round number controlling
unit 102 returns the 64-bit data outputted from the first data
15 shuffling unit 101 back into the first data shuffling unit 101.
If the number of rounds has reached the predetermined number, on
the other hand, the first round number controlling unit 102
passes the 64-bit data to the transmitting unit 11 as the 64-bit
ciphertext data. The predetermined number is eight in this
20 embodiment.
The first key controlling unit 103 divides the incoming 256-
bit key data from the highest-order bit thereof into eight 32-bit
subkeys KO0~K7, and outputs subkeys KO~K7 one by one to the first

data shuffling unit 101 for the eight rounds. - To be more



Fig- 4 is a block diagram showi ng the construction of a data

encryption apparatus shown in Fig. 3; Fig. 5 i1s a block diagram
showi ng the construction of a data decryption apparatus shown in
Fig" 3, 5 Fig. 6 is a block diagramshow ng the construction of a
first shuf ng t, ta_encr

Fig. 7 1s SPSFg%%gﬁlgﬁ?a h qﬁﬁ:§ﬁ518§ﬁ§?r§%Ei&ﬁyg%lglafﬂy%'%k&gggnéndata
shuffling in t dat tian aratu

bl ock di ag ﬁwEhB%v? r%att%églfgﬁg# 15, 18¢. %a"atfa%rsfokey c%eré't)tl guﬁﬁ?t in
the first data shuffling and t he second g% shuffllng ynlt)
Fig. 9 illd88r EPLRS Vt Ooftq hehSrapbt fy fACE h8NERt &Y unit

converting unit; ' Fig. 10 is a block diagram show ng the
constructi @%teF Bhimt ahepgver d%%mttpuuﬁ@ednﬁowé@r r-ﬁgtt%%é%ﬂfﬁ%f-ng
vari ant; Fig. 11 is a block diagram show ng the construction
of &b data unit 101cbnwetuirngdupack deder $hagfiost vataesbniling amit 101,

Fig. 12 is a block diagram showi ng the construction of a data
" the first key controlling unit 101 supplies subkeys K1~K7 one at

a time to the first data shuffling unit 101.
(Construction of the Data Decryption Apparatus 20)
Fig. 5 is a block diagram showing the construction of the
10 data decryption apparatus 20 shown in Fig. 3. This data
decryption apparatus 20 includes a second data shuffling unit
201, a second round number contreclling unit 202, and a second key
controlling unit 203.
The second data shuffling unit 201 shuffles the 64-bit
15 ciphertext data passed through the receiving unit 21 using a 32-
bit subkey given from the second key controlling unit 203, and
outputs resulting 64-bit data.
The second round number controlling unit 202 controls the
number of rounds of shuffling repeated by the second data
20 shuffling unit 201. More specifically, if the number of rounds
of shuffling performed by the second data shuffling unit 201 is
below a predetermined number, the second round number controlling
unit 102 returns the 64-bit data outputted from the second data

shuffling unit 201 back into the second data shuffling unit 201.

16



converting unit according to the third variant; 20 Fig. 13 is a

bl ock di agram showi ng the detail ed construction of a data
substituting unit shown in Fig. 12; Fig. 14 is a block diagram
showi ng the construction of a data converting unit according to the

fourth var St P&cqﬂb% other hand, {:Qe gigmi)er o?l Ocolfm%' aQ{aasmIS&Oé%g}p H‘@

det ai | ed c

f a data subgtjtut] sh Fi T| ON OF. THE
PREFERRED B 'w‘éw‘r%%”“ﬁmbe the “Sﬁ?é%fimr%dnauw@ea asfliﬂﬁna%s%ra. ifon

of an enbodi nent of the present invention wt refere ce to
figures. 801 outputs ﬁh@eﬁér 8Lt defRerSexth edé%‘%?’-’@’éﬁ@rdat r‘E{‘| afagat all
encryption apparatus by means of encryption with key data is
converted Pregified numbRerimpiedghtetn Bhta ¢PPLIRATE -decryption apparatus
by means of i nverse conversion of the encryption using the sanme key
dat & The Fhcondiepdicarhrokiomgeunst a203siiividesi bive ofnqoméngndeht i on
to

" bit key data from the highest-order bit thereof into eight 32-bit
subkeys L7~L0, and outputs subkeys LO~L7 one by one to the
second data shuffling unit 201 for the eight rounds. To be more
specific, when the ciphertext data is initially inputted in the

10 second data shuffling unit 201, the second key controlling unit
203 supplies subkey LO to the second data shuffling unit 201.
Following this, whenever data outputted from the second data
shuffling unit 201 1is returned back into the second data
shuffling unit 201, the second key controlling unit 203 supplies

15 subkeys L1~L7 one at a time to the second data shuffling unit
201,

(Construction of the First Data Shuffling Unit 101)
Fig. 6 is a block diagram showing the construction of the
first data shuffling unit 101 shown in Fig. 4. This first data

20 shuffling unit 101 includes an exclusive-OR unit 1011 and a data
converting unit 300. Note that processes such as a split
(dividing a set of data into a plurality of parts), a
transposition (exchanging positions of the plurality of parts),

and a concatenation (linking the plurality of parts as digits to

17



10 ° an encrypted communi cati on system where the transmtter provided

with a data encryption apparatus encrypts plaintext data and sends
ciphertext data to the receiver, and the receiver provided with a
data decryption apparatus decrypts the ciphertext data to obtain
decrypt ed k8h dafha, Wlch£andls BYk §RqESEted Iy the ((GANSGURAL QArehgt he
Encrypt ed nmuni cati on System Fig.”3 1s a block diagram
show ng thﬁggggg%guration of the encrypted conmuni cati on systemin
t he enbodi fent of "t he present i nventi on. This encrypted '

conmmuni cati on

receiver 2, anéié%gggagésggﬁg%lXEOSPlitI%éﬁ? f¥a%%ﬁggfaa%;%?§¥%%Eﬁkgéaxﬁhe
ool ver 2SOk S 82 vie byoc U6 Whln S, o S BRkph BEEACE N
U de0 STV SiETar & comISREE (0 AT TIBLEN H 1 y%me
represented by thé Internet or a transport streamin digital,
broadcast]ﬁ@gpectively as higher-order bits and lower-order bits.
Block X1 becomes block Y0, and is also inputted in the data
converting unit 300 where it is converted to 32-bit data S based
on a 32-bit subkey given from the first key controlling unit 103.
10 The data converting unit 300 outputs data S to the exclusive-OR
unit 1011 which in turn takes an exclusive-OR for corresponding
bits in data S and block X0 and outputs the outcome as block
Y1.
Such obtained two blocks Y1 aﬂd Y0 are concatenated as the
15 64-bit output data and outputted from the first data shuffling
unit 101 in sync with a clock (not illustrated).
(Construction of the Second Data Shuffling Unit 201)
Fig. 7 is a block diagram showing the construction of the
second data shuffling unit 201 shown in Fig. 5. This second data
20 shuffling unit 201 includes a data converting unit 301 and an
exclusive-OR unit 2011. The data converting unit 301 and the
exclusive-OR unit 2011 have the functions respectively identical

to the data converting unit 300 and exclusive-OR unit 1011 in the

first data shuffling unit 101 in Fig. 6. Likewise, processes

18



The“transmtter 1 is provided with a data encryption apparatus 10
and a transmtting unit 11. 64-bit plaintext data 5 and 256-bit key
data are inputted in the data encryption apparatus 10. Here,
the plaintext data is one of the bl ocks generated by dividing

| nfor mat | °§u§HCQsa§ L9l { a'%}%{a%‘l%gs%%fl and a cor?éaﬂé}pagﬂo'nnfcgﬁﬁﬁEEQH in

units of 6 I'ts eas t ecret key a

bet ween t hg t{aﬁ@s%@és%d%tgngh& ROBRAR of1 ML 1ol BOMAIGR  Thggdata

encryption~appara processes
key data and genera&es 6 C|phertext data The transmtting

unit 11 paPAtEFPs&PPYEP fh e f%?&ﬁ@er nodul ates, and anplifies the
generated ci phertext data transmts it to the ce %
the transm ssi 1ﬁel§put1§?ta is ng?Fel?%Rmﬁ%ﬂQQrzoFgeﬁr%é%ﬁﬁﬂ¥aﬁF z&data
decryption apparat 0 and a receiving unit 21. The 64-bit
ci phert ext 288t étoiw§r —order 3?(—:%%3‘? vl%Jdo%lﬁoZ(sver"i’l'eﬁm&asr fA4-Sitcontertedaby iLhe
receiving unit 21 and then inputted in the data decryption
appar at us’ 2@dgl ong ift ha combinaten25efpitwkey2dbib. Llisekgat Wl degrdypiPon
apparatus 20 processes 20 the inputted ciphertext data and key data to
obt ai n 64- ietspectivelydesriyighattoaderdatisas ahdchovertdrderidsidded by a
decoder (not illustrated) or the like and outputted via a display
or a sfalcokr Z0 becomes block W1, and is simultaneously inputted in
the data converting unit 301 where it is converted to 32-bit data
10 T based on a 32-bit subkey given from the second key controlling
unit 203. The data converting unit 301 outputs data T to the
exclusive-OR unit 2011 which in turn takes an exclusive-OR for
corresponding bits in data T and block Z1 and outputs the
resultant as block WO.
15 (Consfruction of the Data Converting Units 300 and 301)
Fig. 8 is a block diagram showing the construction of the
data converting unit 300 shown in Fig. 6 (and the data converting
unit 301 shown in Fig. 7).
The data converting unit 300 receives 32-bit input data F and
20 32-bit subkey Ki and generates 32-bit output data O. A key
adding unit 3001, a data substituting unit 3002, and a
substitution table data storing unit 3003 are included in the

data converting unit 300.

The key adding unit 3001 is made up of, as an example, an

19



(Coristruction of the Data Encryption Apparatus 10)

14 Fig. 4 is a block diagram show ng the construction of
t he data encryption apparatus 10 shown in Fig. 3. This data
encrypti on apparatus 10 includes a first data shuffling unit 101, a

first round nunber controlling unit, 102, and a first key 5 ntrolling
unit 103. adder that ha?héwPiﬁgfbH%I%PRﬂﬁffﬁPPnﬁnﬁn$ 'HKH.QHﬁHWﬁ'eS%gﬁeLey

i ncom ng 64- "bit plaintext data with a 32-bit subkey givensfromthe
first key adding upbht 8901 i pgrierms 1@13,aéh‘é|h%%ﬁlrmt%d¢efskﬂf‘ti’%§@£b?t 83t a.
The first round nunber controlling unit 102 controls the 10 nunber of
rounds of inpttf 8htagF repesubiehyKihendf ongputdathe solutionhagf BRagitni t
101. More specifically, if the nunber of rounds of shuffling
perforned Qgtahe. fiTists daterazhiohf kengbanwriiOdn iass bel ow a
predet erm ned nunber, the first round nunmber controlling unit 102
retyns the 64-bit data ogegetkey hoan2the first data 15 shuffling

unit 101 back into the first data shuffling unit 101.

' The data substituting unit 3002 is made up of signal lines
which have the fixed wiring pattern for shift-rotations, an
exclusive-OR gate, and so on. On receiving data G, the data
substituting unit 3002 takes an exclusive-OR for corresponding

10 bits in data Rot7(G) obtained by shift-rotating data G by 7 bits
toward higher-order positions, data Rotl(G) obtained by shift-
rotating data G by 1 bit toward higher-order positions, and data
G ‘itself, and outputs the operation result as 32-bit data H.
This operation is expressed as

156 H=Rot7 (G) {+)Rotl1l{G) (+)G

After this, data H is divided from the highest-order bit
thereof into four 8-bit blocks I3, I2, Il, and IO, which are
inputted one by one in the substitution table data storing unit
3003.

20 The substitution table data storing unit 3003 is made up of
a ROM or the like which holds substitution table data Tab[0~255]
containing different 8-bit values in 256 storage locations. The

substitution table data storing unit 3003 functions as a

converter that outputs an 8-bit value stored in a location

20



| f tthe nunber of rounds has reached the predeterm ned nunber, on

the other hand, the first round nunber controlling unit 102 passes
the 64-bit data to the transmitting unit 11 as the 64-bit

ci phertext data. The predeterm ned nunber is eight in this 20

enmbodi ment , C e o The first key controlling unit 103 divides the
I ncom ng 23%?leled byﬂ% }”%éﬁngg%aé?¥%h1the hi ghest -order bit thereof into

ight 32-bit bk . KO~K7 d t put b 0~K7 one_b t
Thativar \ To bo pRRREERLFG (e SEBStHOIt fom et gk O et iia g pE
nor e specifig

when the 63983t $1o%iS% eXtCRara b8 PhFt isé%qsfii’lcﬁﬁaf’flec}ia}me data & 119 st

data shuffling unit 101, the first key controlling unit 103
suppl i es sOBREyiRedtin thrki igts@ldaf' §-Bakf Pesign diAnsidering the Seggyihy
this, whenever data outputted fromthe first'data‘shqffliq? 5 unit 101
i s rieturnedgbavkti MrowrheAttacks dara Bindk | Chphems't 101 IEICE TechRéciirst
key controlling unit 101 supplies subkeys K1~K7 one at atimeto
the first &aparshulSECHY-1hit ITlresponse to sequential inputs of blocks
I3, I2, I1, and I0, the substitution table data storing unit 3003
outputs 8-bit wvalues J3=Tab([I3], J2=Tab[I2], J1=Tab[Il}, and
JO0=Tab[I0] one by one that are respectively stored in locations

10 specified by blocks I3, I2, I1, and IO0.

Four 8-bit wvalues J3, J2, J1, and J0 are linked in this order
with J3 being the highest-order bits, and the resulting 32-bit
data is outputted from the data converting unit 300 as output
data O.

15 It should be noted that switching of the input/output in the
substitution table data storing unit 3003 is done, for instance,
by a multiplexer circuit and a demultiplexer circuit which are
being driven in sync with each other so that J0~J3 will be
outpufted respectively in response to I0~I3.

20 (Relationship between the First Data Shuffling Unit 101 and the
Second Data Shuffling Unit 201)

The first data shuffling unit 101 in Fig. 6 and the second

data shuffling unit 201 in Fig. 7 both receive 64-bit data and a

32-bit subkey and output 64-bit data. The following explains the
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(Construction of the Data Decryption Apparatus 20) Fig. 5is a

bl ock di agram showi ng the construction of the 10 data decryption
apparatus 20 shown in Fig. 3. This data decrypti on apparat us
20 includes a second data shuffling unit 201, a second round nunber

control I'i nge 1y {52025 A8k R QO] M8%+ data she@RLAAL! LAYtUMDL 2R8. the
The second data shuffling unit 201 shuffles the 64-bi 15 ci phertext

dat a passeg?%&&u%t hesﬂmmgng?ﬂmt 293 usédﬂgcg%ggfy the redddn Sthkey

given fromthe second key controlling unif 203, out put s

resul ting - bi ta. S ds ey .0k hih ng.uni t
202 controsga%ééfégi&%ta eﬁﬁﬁggFQ%fbggﬁﬁﬁgﬁ%%qsEgggl?ng rgﬁlagg rtbgb'ltlhgs
second data__ 20 shuf.fling unit, 201, e specifigally, if the nunber
of rounds re°°Vere%ﬁb¥Jﬁh%|%%%§n§¢PF§Pn§8u%€£%%%‘%E%bn data shuffling unit
cont¥ ol 1ing A3 ke [onem rbhur A0 N 641 ot i pult efi FrorFehe
second dat a ) shuffling unit 201 back into the second data shuffling
unit 201. shuffling unit 101 in Fig. 6 have the relatgionships

S=F(Ki,X1)  c.... (equation 1)
Yl=s{+)X0  L.... (equation 2)
Yo=X1 . iaa. (equation 3)

10 where "Ki" denotes a 32-bit subkey and "F(Ki,a)" denotes an

output of the data converting unit 300 whose input is o.
Meanwhile, %1, %20, W1, WO, and T in the second data shuffling

unit 201 in Fig. 7 have the relationships

T=F(Ki,20) ..., (equation 4)
15 wWl=Zz0 L. (equation 5)
wo=T(+)z1 ... (equation 6)

when the same 32-bit subkey Ki is used.
Since output data of the first data shuffling unit 101 is
inputted in the second data shuffling unit 201,
20 Yl=z21 ... (equation 7)
Yo=20 ..., (equation 8)
From equations 3 and 8,
Y0=20=X1 ... (equation 9)

According to equation 9, equation 4 can be transformed to
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I f., "on the other hand, the nunber of rounds has reached the

predet er m ned nunber, the second round nunber controlling unit 201
outputs the 64-bit data as the decrypted text data. The speci fied
nunber is eight in this enbodlnent 5 The second key controlling
unit 203 divides the incom bit key dat

hi ghest -order bit thereof |2§% élgﬁt 32-bit  "°°°8 gﬁé g{égﬁdp and
out puts subkey n he second data shuffling unit
201 for the eiéﬁ#’ro t§o$§ geaﬁnr%é speci fic, when the ciphertext
data is initially inputteg;Jg the 10 second data Zhuffllgg |t 201
the second key controllin it 203 suppl-i‘es *suBRBFLL

second data shuffling unit Fol l owi ng this, whenever data

out put t ed fron1€¥@?§¥¥ﬁﬁd°8§té and 11, ghyuffling unit 201 is returned back
|nto t he second dat a shuffling unit 201, the second key controlling
uni t 8203 suppl i es "85S (+)Zkypkeys L1~L7 one at a -ti-me t6dppbicechhd data
shuffling unit 201. (Construction of the First Data

Shuf f1ing Unit Eipm equations 7 amfigl2g is a bl ock di agram showing the
construction of the first data shuffling unit 101 shown in Fig. 4.
This first data 20 s (MFlunit 101 incl udes .an (egodtisdéwel DR uni t

1011 and a data
Further, from equations 2 and 13,

WO=S(+) {S(+)X0}  ..... (equation 14)
10 Here, an exclusive-OR has the property that is
B(H{B{H)vI=y ..., (equation 15)

According to equations 14 and 15,

WO=X0 S i (equation 16)
is true.
15 Meanwhile, from equations 3, 5, and 8,
=xr ... {(equation 17)
is true.

As can be seen from equations 16 and 17, it is clear that,
when 64-bit data Y which has been produced by shuffling 64-bit
20 data X with 32-bit subkey Ki in the first data shuffling unit 101
is shuffled using the same 32-bit subkey Ki in the second data
shuffling unit 201, the 64-bit data X can be recovered.
{Operation of the First Key Controlling Unit 103)

The first key controlling unit 103 in Fig. 4 operates as
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converting unit 300. Not e that processes such as a split

(dividing a set of data into a plurality of parts), a transposition
(exchangi ng positions of the plurality of parts), and a

confatenation (linking the plurality of parts as digits to

17 forma new set of data) are indicated by the illustrated
Do follows / X ) X X

W ring pattern. 64-bit input data is split into

hanerorder 37l URIR e or codd | BURIRLer Febl L ot XRur
o onoBsE o Lorarusg 1ol TS ol BTG b, 08¢
i nputted in the datg ,- converting unit 300 where it is nverted to
32-bit dat °BeBESedhuffling gHaht 3Bings. sulfiee\fifivferka GANERE PG UREY
controllin& unit 103. 10 The data converting unit 300 outputs data S
to the excl3ioetryts subkey Efjin fhel fappEhrownd usibkenekl abn &b §8ceBAOR

for correspondi ng bits in data S and bl ock X0 and outputs the
out come asrpmpdk ... , and lastly subkey K7 in the eighth round, to the

first data shuffling unit 101.
(Operation of the Second Key Controlling Unit 203)
On the other hand, the second key controlling unit 203 in
10 Fig. 5 operates as follows.
For decryption of 64-bit ciphertext data in the data
decryption apparatus 20, the second data shuffling unit 201
repeats shuffling eight times. The second key controlling unit
203 outputs subkey LO in the first round, subkey L1l in the second
15 round, ... , and lastly subkey L7 in the eighth round, to the
second data shuffling unit 201.
(Relationship between the Data Encryption Apparatus 10 and the
Data Decryption Apparatus 20)
The data encryptioh apparatus 10 in Fig. 4 and the data
20 decryption apparatus 20 in Fig. 5 both receive 64-bit data and
256-bit key data and output 64-bit data. The following explains
the relationship between the data encryption apparatus 10 and the
data decryption apparatus 20, to clarify the reason that

plaintext data encrypted by the data encryption apparatus 10 is
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Y1. ™ Such obtained two bl ocks Y1 and YO are concatenated as the

15 64-bit output data and outputted fromthe first data shuffling
unit 101 in sync with a clock (not illustrated). (Construction of
t he "Second Data Shuffling Unit 201) Fig. 7 is a block diagram

show ng th?e‘éBQéEEHCE&C’E‘hé’f dat%: decrggtloﬁegﬁg%?@;@ fhuffling unit 201

shown in Fig. 5. This secon ng unit 201 includes a

dat a convertlngxgg%é gi?ﬁPQHQQHtexte;ga~épkgsééﬁﬁfgnﬂggéiéﬁ%}‘thgheaggta

converting unit usi ve- ave

functions = pec I e 0 dat erting unit 300
and exclu5|v E S XR ﬁﬁ%uséﬁg using 25% b gtk%%f%i§h fllng unit 101 in

Fi 6. Li k 1
such as a Isple:N![T%e f e es GO rOhng 88&&%8%9&%%%%%0@% data 'R |

the second data shuffllng unit 201 are _indicated by the wr ng
pattern shdkem Fhend ¥hfateorder bit thqu@ m%@qonﬁﬁfbﬁ§téupé g8 FO TR o

hi gher-order 32-bit bl ock Z1
- which are then seguentially inputted in the first data shuffling

unit 101.
In the first data shuffling unit 101, the plaintext data A
is shuffled using subkey KO and as a result becomes data Al.
10 Then, data Al is shuffled using subkey K1 and becomes data AZ.
The same is repeated for data A2 to data A6 to respectively
produce data A3 to data A7. Finally, data A7 is shuffled using
subkey K7 and becomes data A8. Data A8 is then outputted from
the data encryption apparatus 10 as ciphertext data, transmitted
15 to the receiver 2 via the transmitting unit 11 and the
transmission line 3, and inputted in the data decryption
apparatus 20 through the receiving unit 21.
The same 256-bit key data K as the data encryption apparatus
10 is used in the data decryption apparatus 20. The second key
20 controlling unit 203 divides the key data K from the highest-
order bit thereof into 32-bit subkeys L7~L0, and sequentially
supplies subkeys LO~L7 to the second data shuffling unit 201 in
this order. Here, KO0=L7, Kl=L6, K2=L5, K3=L4, K4=L3, Kb5=L2Z,

K6=L1l, and K7=L0, since the key data K used in the data
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5 7 and lower-order 32-bit block Z0, whereas 64-bit output data is
made up of a conmbination of two 32-bit blocks W and W

respectively as higher-order bits and | ower-order bits. Bl ock
Z0 beconmes block WL, and is sinultaneously inputted in the data
converting I L. LS,gonye {0.32-bit, d d on
a 32-bit sugﬁgypggégﬁgﬁﬁgﬁéﬁﬂg %gcg%dléégk%%% %5$ﬁ#ﬁb%&®'d%ga Sﬁﬁ§e§8§$ The
data convertin nit 301 putputs data T.to the excl usive-OR unit
2011 mhicht%ﬁ %&%ﬁ FEEggpg °§x%9Rﬁﬁ%ﬁ£%u§Wxn corresponding bits in
data T and bl oc and outputs th . resu nt_as bl qck W.
(Construction dﬁht e[iﬁ%?qéoﬁﬁzﬁtﬁﬁﬁfﬁﬁFPg %Bbta%@fédﬁse ciphertext 45%3. 8
is a block _diagramshow ng the caonstruction of the data converting
unit 300 s 5i fhpfdled Bsire thPkeyn £G mferti Agresult begales SFLasBdwn i n
Fig. 7). The data converting unit 300 receives 32-bit input

dat a8 F and Hexg, Bl=33.pbecaypk /G0 déweshEE1spapby e piacst dlada A
key addi ng unit 3001, a data substituting unit 3002, and a

substi t uti ehufdBiagdurit sAQk ilsg tivei £nge0Se agenvarsiivdedfi phe hehuffling byat a
converting unit 300. The key adding unit 3001 is nade up of, as

an exanpl e,then first data shuffling unit 101. After this, data Bl is
shuffled using subkey L1l and as a result becomes data B2. Here,
B2=A6, Dbecause K6=L1 and the shuffling by the second data
10 shuffling unit 201 is the inverse conversion of the shuffling by
the first data shuffling unit 101.
The same is repeated for data B2 to data B6 to respectively
produce data B3 to data B7, where B3=A5, B4=A4, B5=A3, B6=A2, and
B7=Al for the above stated reason. Finally, data B7 is shuffled
15 using subkey L7, the outcome of which is decrypted text data BS.
Here, B8=A, because B7=Al, K0=L7, and the shuffling by the second
data shuffling unit 201 is the inverse conversion of the
shuffling by the first data shuffling unit 101.
It is thus proved that, when 64~bit ciphertext data B
20 produced by encrypting 64-bit plaintext data A with 256-bit key
data K in the data encryption apparatus 10 is decrypted using the
same 256-bit key data K in the data decryption apparatus 20, the
64-bit plaintext data A can be recovered.

(Operation of the Encrypted Communication System)
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adder that has two 32-bit inputs and one 32-bit output. The key
adding unit 3001 perforns an arithnmetic addition nodulo 2[err] on

i nput data F and subkey Ki and.outputs the solution as 32-bit dat a
G This operation can be witten as 5 G=(F+Ki) nod
I i nes V%I}ecr?vr%g\?gat ﬁgé???(%d qufr :%glg? %{'ri]{c{ éggg?oér%s I t%&r{oltquﬂ;% ns,%&nan

excl usi ve- e, (o] Y ecel yi ng_dat t he .dat

substituti (r?g% ﬁ% %;%%nt%al?g‘gogﬁgé%l ﬁgi é}ég%zlr?%(?‘ bc%olror eswp%%’d%nedferfélce tobi ts
in data Roégl(gg) %llt, ined by shift-rotating data G by 7 bits toward
hi gher -ord rr950si*t1 ons, data Rot| (G obtained by shift- rotating -

data G by 1 bit_toward higher-order pasitions, and data Gitself,

gqh . .
and out puts thebeepeFaﬁ%wgcrf@sruﬂt HIFaGs gt £nq4odes 1ncomipgs 1B8gRaCToN
is expressed as 15 ] ‘ H=Rot 7(G (+)Rotl (G (+)G .
AfteP this a4 nformgtipraealf pokitae BiBRheken@ieindigo Creates (Giabdsf
into four 8-bit blocks 13, 12, 11, and 10, which are inputted one
by one in tHaldksxti datron Thpindadataxstdriagiutinen inputted in the data

encryption apparatus 10 along with 256-bit key data retained in
the transmitter 1 in advance.

The 256-bit key data is inputted in the first key controlling

10 unit 103 and divided from the highest-order bit thereof into 32-
bit subkeys KO0~K?7.

The 64-bit plaintext data is inputted in the first data
shuffling unit 101 together with subkey data KO and shuffled
using subkey KC. This shuffling is repeated for eight rounds in

15 total under control of the first round number controlling unit
102, during which subkeys KO~K7 are sequentially used.
Consequently, 64-bit ciphertext data is obtained and outputted
from the data enqryption apparatus 10.

This 64-bit ciphertexﬁ data is then transmitted from the

20 transmitter 1 to the receiver 2 via the transmitting unit 11 and
the transmission line 3.

The ciphertext data is received by the receiving unit 21 in
the receiver 2 and inputted in the data decryption apparatus 20

along with 256-bit key data.
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3003. 20 The substitution table data storing unit 3003 is nmade up
of a ROM or the like which holds substitution table data Tab[ 0~255]
containing different 8-bit values in 256 storage |ocations. The

substitution table data storing unit 3003 functions as a . converter

that outputs ampBsbiisyalite UeQf €dath a1 0CHHAed in the second key
20 specified by"8-bit input data To be noreé

specific, t ut t e t t . 0 r such
SRECLILC, WBMBLULAN, {0)o Bl U SHOIOE M  pne  nigne3B03aher gaSu

"S- Box Desi Si; §§%? S agai nst Known Attacks on
Bl ock G phé‘-‘?{sér%%% E% §§_I_éﬁ i ca éi}é 7 LOReport | SEC98-13. In response

{0 poaet 2l S B0 Gaca 10 spghBnelin ke 330chd ghLR BRI Ton
eI RGNS A AN
and 10. - This shuffling is repeated for the total eight rounds under
control of the second round number controlling unit 202, during
which subkeys LO~L7 are sequentially used. As a result, 64-bit
decrypted text data is obtained and outputted from the data
10 decryption apparatus 20.

The decrypted text data is converted to image or audio
signals in the receiver 2 and displayed on a display or outputted
through a speaker.

(Security of the Data Encryption Apparatus 10)
15 The following is an explanation on the security of the data
encryption apparatus 10.

First, the reason that the conversion by the data converting
unit 300 in the transmitter 1 (and the data converting unit 301
in the receiver 2) is a bijection is given below.

20 The operation performed by the key adding unit 3001 is an
addition of input data and a subkey generated from the key data.
The value of the subkey is fixed regardless of the input data.
Therefore, the conversion by the key adding unit 3001 is

bijective.
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dridt SRCHItEtE . TRENT CHdwWi REPEKFSRRAL ( fesult and Ehe

relationship between the first data shuffling unit 101 and

ligedrttyala tERUPRE TG APE Bha, datd srREEETUEHRS [ q0PRat 1t

- 1s guaranteed that the conversion by the data substituting unit

10

15

20

3002 is bijective.

The rationale for the bijective property of the data
substituting wunit 3002 can also be shown theoretically as
follows.

Let A31~AO0 be 32 bits that compose input data A of the data

substituting unit 3002 from the highest-order bit thereof, i.e.

A=(A31, A30, ... , A0).
Then
Rotl (A)=(A30, A29, ... , Al, AQ, A31)
Rot7(A)=(A24, A23, ... , A27, RA26, A25)
Therefore,

Rot7 (A) {(+)Rotl(A) (+)A
=(A31(+)A30(+)A24, A30(+)A29(+)A23, ... .,
Al (+}AC(+)A26, AQ(+)A31(+)A25)
Let B=(B31, B30, ... , BO) be 32-bit output data of the data
substituting unit 3002. Then the conversion by the data

substituting unit 3002 can be expressed as
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pl ai'ntext data encrypted by the first data shuffling unit 101 is

recovered by the second data shuffling unit 201. 5 As not ed once,
X1, X0, Y1, YO, and Sin the first data shuffling unit 101 in Fig.
6 have the rel ationships S=F(Ki , X1)
..... (equation 1) B31 A31 Y1=S(+) X0 e
(equation 2) YO£X1
(equation 3) 10 whane| =Kil" x3genotes a 32-bit subkey and
"F(Ki,[err])" denotes an ut put jof the data converting unit 300
whose input is [err]. : Meanwhi |l e, Z1, Z0, W, W), and T in the
second data shuffling ) nitt 201 {n Fig. 7 have the rel ationships
T=F(Ki , Z0) : (equat.i,onf 4) 15 . WL=Z0
...... (equation 5) BO kb W=T(+J Z1 (equation 18)
(equation 6) when the sane 32-bit subkey Ki is used.
Si nce out put ddeTSF the first data shuffling unit 101 is i nputted
in the second data shuffling, unit 201, 20 Y1=271
(equation 7) X0 X1 X2yp=%3l
(equation 8) From equations 3 and 8,
Y0=20=X1 - X=l X3legQaKilon %30
X0 X2 X3 - X0/  ..... (equation 19)
10 and
X0=X1=X6=1
Xi=0 (where i#0, 1, 6) ..... {equation 20)

According to problem 4 and its solution in Masahiko Saito An
Introduction to Linear Algebra, p.90, Tokyo University Press

15 (1966),

detx=[[ (X0+aX1+02X2+-+a31X31)

a¥%=1

..... (equation 21)
where "detX" denotes the determinant of the'matrix X and the
right side of the equation represents the product for every o
that is the 32nd root of 1.
20 According to equations 19 and 20, equation 21 can be

transformed into
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According to equation 9, equation 4 can be transformed to

22 T=F(Ki,X1) ... (equati on
10) From equations 1 and 10, S=T
..... (equation 11) From equations 6 and 11, 5

w=s(+z12 L. (equation 12) . From
equations 7 and 12, w=s(+)yr ...
(equation 13) Iﬁuﬁﬂxﬁi framegguati ons 2 and 13,

VD=S( +) { S(+) X0} (eguation 14) 10 .. (edi@tonah2)

excl usive-OR has the property that is

[err](+H){[err] (+H)y}=y L (equation 15)

According to equations 14 -and 15, WO=X0

g?qg?t;gg é?) Tt has been ph&vdd U exhfple proble&kggWTi1&’H£ﬂ£ﬂh§%ﬁ%&%ons
Algebra, p.165, Asakura Books (1983) that a’’=1 when and only when
5 ' o=1. Hence equation 22 can be written as
detx=l+1+1=l med 2 ..... (equation 23)
Therefore, the matrix X is an invertible matrix and the
output of the data substituting unit 3002 is zero when and only
when the input is zero. This fact and the linearity of the data
10 substituting unit 3002 ensures that the conversion by the data
substituting unit 3002 is a bijection.
The above rationale for the bijective property of the
conversion RotN1 (+)RotN2(+)RotN3 also applies to (N1, N2, N3)=(7,
1, 0). Also, the same goes for cases where the number of shift-
15 rotations to be used is an odd number other than 3. In other
words, the conversion by the data substituting unit 3002 is
definitely bijective as long as the conversion involves an odd
number of shift-rotations (including a shift-rotation by 0
bit).
20 The substitution table data storing unit 3003 converts 8-bit
input data based on the prestored substitution table data that

contains 256 different 8-bit table values. Accordingly, the

conversion by the substitution table data storing unit 3003 is

31



WL=X1 (equation 17) IS true.

As can be seen fromequations 16 and 17, it is clear that, when
64-bit data Y which has been produced by shuffling 64-bit 20 data X
with 32-bit subkey Ki in the first data shuffling unit 101 IS
shuffl ed using the same 32-bit subkey Ki in the second data

shuffling pajecBfde, theo64-bit data X can be recovered. (Operation
of the First Key Controlling Unit 103) The first key

control l'ing unithyk03tha éﬁﬁber%l%ﬁﬁrﬁéﬁ§ofﬁéd by the construction elements .
23 follo For encCryption of 64-bit plaintext
data in thgedat@ g4t gRe tddEE appar ahhe aggh i ng
unit 101 f%ﬁ%gF?st %%? Bht($§%§s h%ﬁfbiiééiégﬁ%on?rg$%#ng

gngndS th;0§vgygpyt§m§gg§§xpa f:ﬁhégﬁk I%ﬁ%vegg ﬂ% elghﬁﬁoKé h%rthe
First datagghylflipgsynit, {01
_ Fig. 9 shows the mapping of the data substituting unit 3002
(i.e. the data converting unit 300 (301)) of the embodiment which
is a bijective map. As can be seen from the figure, two
different wvalues in the domain X are infallibly being mapped to

10 two different values in the range Y, unlike the conventional
mapping shown in Fig. 2. With this mapping of the present
embodiment, the problems associated with the decrease in the
number of elements of the range Y as compared with the number of
elements of the domain X can be avoided.

15 Thus, wunlike the conventional techniques, the data
substituting unit 3002 (the data converting unit 300 (301)) in
this embodiment carries out a bijective conversion, thereby
offering better data shuffling performance and benefitting
cryptographic security.

20 The bit avalanche performance of the data converting unit 300
(301) in this embodiment is analyzed next.

The data substituting unit 3002 in the data converting unit
300 (301) performs an exclusive-OR operation for corresponding

bits in input data X and two shift-rotation results of the input
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(Opération of the Second Key Controlling Unit 203) On the ot her

hand, the second key controlling unit 203 in 10 Fig. 5 operates as

fol | ows. For decryption of 64-bit ciphertext data in the data
decryption apparatus 20, the second data shuffling unit 201 repeats
shuffling eight times. The second key controlling unit 203 out puts

subkey LO HQt%hﬁ thistatounda sUPHEY) cé'aéerﬁ§€§?ﬁF Wecordin@dyd: the -

and lastly subkey L7 in the eighth roun second “dat a

ZB;L‘; Ltlt Bg ﬂ%o%ﬁea single (hggclt ?Ltrbgﬂﬁhﬁ B@t ar a{ﬁg%:dt‘% FREr %Bﬁboghe

d 10 d d 20

oppar ar s, 6t Rl Buo ahorbes sao6RiRe fj Baidkd, S0tour SEELIBE E@‘ﬁ
dat d t 64-bit dat Th [l | ai h .
rglgt?gnsﬁEB%%e?ﬂ@ﬁﬁiFﬂ%gﬁgﬂH“éﬁépﬁﬁtgggggﬁgggﬁﬁéggﬁﬁf%ﬁﬂiqﬂdgfgearly 1Bat a

decryption apparatus 20, to clarify the reason that pl ai nt ext data
encr%pted et sebgaLsuEReRy bEPOR QﬁbéréFaglﬁ@ pRit 3003, as a result of

which many more bits will end up being affected.

Thus, the data converting unit 300 (301), i.e. the data
encryption apparatus 10, in this embodiment produces a high bit
avalanche effect unlike the conventional techniques, thereby

10 delivering better data shuffling performance and cryptographic
security.

In short, the data converting unit 300 (301) in the
embodiment differs with the conventional techniques in that it is
provided with the data substituting unit 3002 which performs an

15 odd number (no less than 3) of different shift-rotations
(including a shift-rotation by 0 bit) on input data and takes an
- exclusive-OR for corresponding bits in the input data and the
shift-rotation results. Such encryption is not only fast due to
the use of shift-rotations but also bijective and excellent in
20 bit avalanche performance, so that a considerably high degree of

cryptographic security can be attained.

(First Variant)

Variants of the data converting unit 300 (301) in the above

embodiment are presented below. Each of the variants given below
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recovered by the data decryption apparatus 20. " Assune 64-bit
pl ai ntext data Ais to be encrypted in the data encryption
apparatus 10 using 256-bit key data K The first key
controlling unit .103 divides the key data K 5 from the highest-order
bit thereof into 32-bit subkeys KO~K7 which are then sequentially
i nputted i Aapheupptstutiat foshthel daga convertimgtudOd. 300 (301) withouthe
first data shuffling unit 101, the plaintext data A is shuffled
usi ng subképpEOrand bbeaeffscts deicimes] dat &b dathdOconveThéng data Abois
shuffl ed using subkey KI and becones data A2. The sane is repeated
for data AZ30b)data A6 to respectively produce data A3 to data A7.
Finally, data A7 is shuffled using subkey K7 and becones data AS8.

Data A8 is themigut poiti€d b8k diagram Tshewsiﬁé %}@%BMBEkQ&?&PQJfataUSaEQ as
ci phertext data, transmtted 15 to receiver 2 via

transm tti BenvéPting Lhidnd10t 1€ the firstt 4}5‘ }tSSi EH th{@ £ ﬂéd a'nﬁpi:'{né

in the data decryption apparatus 20 throug e recel Vi ng uni

The sane 236gbiis k@fyatdqioqmwascwgtﬂ%goo%%%maheg Aepal aatr%o the same 40 1S

used in the data decryptlon appar at us secon

control I'i ngpynit; 203 dibybdes hills Khedah gL {A%T g lt?a’\g Sden given the

same reference numerals.
The data converting unit 310 differs with the data converting
10 unit 300 (301) in that a bit rearranging unit 3010 has been
inserted between the key adding unit 3001 and the data.
substituting unit 3002.
The bit rearranging unit 3010 arbitrarily rearranges the bits
of 32-bit data G outputted from the key adding unit 3001. For
15 example, the bit rearranging unit 3010 shifts the first bit of
data G to the 15th bit, the second bit to the 27th bit, the third
bit to the seventh bit, and so on, and outputs the obtained 32-
bit data GX to the data substituting unit 3002.
Since the conversion performed by the bit rearranging unit
20 3010 is a bijection, the overall conversion of the data
converting unit 310 per se 1is bijective. Hence the data
converting unit 310 can ensure at least the level of data
shuffling performance equal to the data converting unit 300 (301)

of the above embodiment.
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ordér bit thereof into 32-bit subkeys L7~LO, and sequentially

suppl i es subkeys LO~L7 to the second data shuffling unit 201 in

this order. Here, KO=L7, K1=L6, K2=L5, K3=L4, K4=L3, K5=L2, K6=L1
and K7=L0O, since the key data K used in the data

25 decryption apparatus 20 is identical to the key data K
used in (Second Nardaha)encryption apparatus 10. In the second
data shuffling unit 201, the ciphertext data A8 is shuffled using

subkey LO and mpsga Ilesyl b BeSOWRS AbA Slowimdy the EBRSErBEINA obes s
K7=LO and the shuffling by the second data shuffling unit 201 is

the inver sgoGMany Qﬂ19f3§@elﬁrﬁﬁé|§e@ﬂngyvar1ant the sf sk Qﬁﬁé@fﬁﬂﬁj' i ng
unit 101. After this, data B shuff1 ed using subkey L1 and as

a result hﬁ?ﬁﬁ%ﬁzod%tﬁf@%s VR the data C?%Vé?tl ﬁcﬂﬂstef%% l(%ﬂ?f'dlx]i h&at

shuffling by the second data 10 shu it 20 I nverse
comder L el e BINELILA, 9 i apd Bl SRR SILI 9088
been interchanged (i.e. the connection between the key adding
unit 3001 and the data substituting unit 3002 has been
reversed).
Needless to say, the data converting unit 320 is capable of
10 delivering the same level of data shuffling performance as the
data converting unit 300 (301) of the above embodiment.
(Third Variant)
Fig. 12 is a block diagram showing the construction of a data
converting unit 330 in the third variant. This data converting
15 unit 330 differs with the data converting unit 300 (301) in that
the data substituting unit 3002 has been replaced by a data
substituting unit 3020 that varies rotation amounts.
The data substituting unit 3020 carries out three different
shift-rotations in parallel for 32-bit data G outputted from the
20 key adding unit 3001, wherein the rotation amounts (the numbers
of bits by which data G is to be shift-rotated) of the three
shift-rotations are determined by 15-bit rotation amount key

data. The data substituting unit 3020 then takes an exclusive-OR

for corresponding bits in three 32-bit values obtained as a
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produce data B3 to data B7, where B3=A5, B4=A4, B5=A3, B6=A2, and

B7=A1 for the above stated reason. Finally, data B7 is shuffled 15

usi ng subkey L7, the outconme of which is decrypted text data BS.

Her €, B8=A, because B7=Al, KO=L7, and the shuffling by the second

data shuffling unit 201 is the inverse conversion of .the shuffling
by the firstesgdtacshthé| smpf tnrottat@dns, and outputsl thesotihtiemgray SR -bHat ,
when 64-bit ciphertext data B 20 produced by encrypting 64-bit

pl ai nt ext datta K.with 256-bit key data Kin the data encryption
apparatus 10 is decrypted using the sanme 256-bit key data Kin the

data decrypti orriappanatgsaZflod@iagram shédiy tthel AehbeXxbddadms e ohe
recover ed. (Operation of the Encrypted Comruni cati on Systemn)

26 of the data JSs©OM&ftAhly QREf a8, OfTHike 4gRar ¥Rbedi CAMAY LGak! on
system of the present enbodi nent is explained below with reference

to 5 . 30295 1s3p8ovided with thrzgesﬂ{ngygt§d§1~13@é9jt{ﬁ%ﬁ%EEH}aQQ%ﬂges
I ncom ng | nage or '
' "serial converters 3024~3026, and an exclusive-OR unit 3027.
The shifters 3021~3023 are 32-bit shift registers that are
each wired in such a way that the most significant bit will be
cyclically shifted to the least significant bit. The shifters
10 3021~3023 shift-rotate data G in parallel toward higher-order
bit positions respectively in sync with clock pulses sent from
the parallel-serial converters 3026~3024.
The parallel-serial converters 3024~3026 serially output
numbers of clock pulses equivalent to values (0~31) shown by 5-
15 bit parallel data, respectively to the shifters 3023~3021. More
specifically, the parallel-serial converters 3024~3026
respectively acquire the highest-order 5 bits, medium-order 5
bits, and lowest-order 5 bits of the 15-bit rotation amount key
data as the 5-bit parallel data, and, when 32-bit data G is
20 inputted in the shifters 3021~3023, output the numbers of clock
pulses specified by the 5-bit parallel wvalues held therein
respectively to the shifters 3023~3021.
The exclusive-OR unit 3027 performs an exclusive-OR operation

for corresponding bits in three 32-bit values outputted from the
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5 ° audio information of a fixed time length and so creates 64-bit

pl ai ntext data. The plaintext data is then inputted in the data

encryption apparatus 10 along with 256-bit key data retained in t he
transmtter 1 in advance. The 256-bit key data is inputted in
the first key controlling 10 unit 103 and divided fromthe

hi ghest - or Y. fhierst BO2&0T3G3R @mgRoutputs theioutsedneyss KR2~Kit data H.

The 64-bit plaintext data is inputted in the first data shuffling
unit 101 toget H&remi Ihrsidbikeyadat and0laAdishodtdtetbn amount kwiynglasablkey KO.
This shuffling is repeated for eight rounds in 15 total under control
of the firsinputtied dnnbee dota rsablthgutithd unit 3020}02he Srbddrdsinghigobs
subkeys KO~K7 are sequentially used. Consequently, 64-bit

ci phertext idatthe $oahbahAgdmamse0ut putted fromthe data encryption
apparatus 10. This 64-bit ciphertext data is then transmtted

frongthe 20 32dgians|@khterisl 1&1?u‘:98dr§9%a\6?1r 0d ¥h§ SHEr e @NS b1 g auni t
11 and the transm ssion [ine 3. he ciphertext data is

recei ved byHihe reeei Mg tunidca2lohn t h c Vv utted in
the data decfyptlon appargtugkf ohMamount keg ﬂa% %EGﬁﬁygdgey ggga%kg

27 highest-order bit thereof in 5-bit units which are respectively

held in the parallel-serial converters 3024~3026. The parallel-
serial converters 3024~3026 decode and parallel-serial convert

10 the 5-bit values and output pulse strings corresponding to the 5-
bit values respectively to the shifters 3023~3021.

The shifters 3021~3023 shift—rotéte data G in parallel
toward higher-order positions by the numbers of bits equivalent
to the pulse strings given respectively from the parallel-serial

15 converters 3026~3024.

The shifters 3021~3023 then output their 32-bit shift-
rotation results to the exclusive-OR unit 3027 which in turn
performs an exclusive-OR operation for corresponding bits in them
to produce data H.

20 Suppose the rotation amount key data is "0000000101100%11b"
(b representing binary notation). Then the operation performed
for input data G by the data substituting unit 3020 is

H=Rot19(G) (+)Rot5(G) (+)G

Thus, through the use of the data substituting unit 3020, the
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The 256-bit key data is inputted in the second key controlling unit
203 and divided fromthe highest-order bit thereof into 32-bit
subkeys L7~LO. The ciphertext data is inputted in the second
data shuffling 5 unit 201 together with subkey LO and shuffled using
subkey LO. This shuffling is repeated for the total eight rounds
under rotatomm r emoghtsheirsetbrd shouferunBde?l c@iRB0l 4¥eg dymiamize2 ly
during whi ch subkeys LO~L7 are sequentially used. As a result,
64-bit deterdiéneg pbgd thextrodattd ons amehaitnddck yanthtout puBtedriiingl y hebgat a
10 decryption apparatus 20. The decrypted text data is

converted tetaimiyeg dtheuditation amourst gaat latda bbear seetererked , anthedidapbayed
on a display or outputted t hrough a speaker. (Security of

the Data EsehygitDiy ApRar 380scdi¥)conteal informati®dn 8blk8Wh diSerdly than

expl anation on the security of the data encryption apparatus 10.

Firsy, thethgag@ta t&HvdREngOANEESEOR PYo1)henddbatROMVEFL4 MG amounts of
" the shift-rotations have been fixed.

In addition, like the data substituting unit 3002 in the
above embodiment, the data substituting unit 3020 performs three
shift-rotations on input data and takes an exclusive-OR for

10 correspondiné bits in the shift-rotation results, so that it is
assured as in the case of the data converting unit 300 (301) that
the overall conversion by the data converting unit 330 is a
bijection which produces a high bit avalanche effect.

Note here that rotation amount key data may be shared in

15 secrecy in the transmitter 1 and the receiver 2 beforehand, as
with the 256-bit key data in the above embodiment. As an
example, aside from the 256-bit key data, 120-bit key data may be
stored and divided into eight 15-bit blocks in both the
transmitter 1 and the receiver 2 beforehand, so that the eight

20 15-bit blocks are given one at a time to the data converting unit
330 as rotation amount key data in sync with the eight rounds of
data conversions performed by the data converting unit 330.

It should be also noted that the rotation amounts (19, 5, 0)

used in this example and the rotation amounts (7, 1, 0) in the
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unit 300 in the transmitter 1 (and the data converting unit 301 in
the receiver 2) is a bijection is given below. 20 The operation
performed by the key adding unit 3001 is an addi tion of input data
and a subkey generated fromthe key data. The val ue of the subkey
is fixed regardless of the input data. Therefore, the conversion by
the key ad@PRyeufimbodanentshave a cogmoactdepeminator that is considered
28 For the data substituting unit 3002, on the other
hand, it preferahds Heerenworiitimed acBbidhngst docosamt ecabaskat expethaent s
t hat _ an output value will not be O for an input value between 1 and
(2[ err]-1) dififeushoe. (nodr32h oifi sackpewsd netifaalentesotat hovdl dnteints yields
linearity of the operation of the data substituting unit 3002, it S
guar ant eed (lBat 14he 5¢omver shenrbyat hen daicursddstlid, utsi,n@)uand (25, 6,3092 is
bi j ective. _ The rationale for the bijective property of the data
subsg i t uti E@runide 306Ca€bsh abh@ouRes Shown 1t hegy et igaldothaf which three
" differences are prime with each other. This indicates that in
both the above embodiment and this variant three shift-rotation
results bear significant randomness, with it being possible to
strengthen cryptographic security.
10 (Fourth Variant)

Fig. 14 is a block diagram showing the construction of a data
converting unit 340 in the fourth variant. This data converting
unit 340 differs with the data converting unit 300 (301) in that
the data substituting unit 3002 has been replaced by a data

15 substituting unit 3030 that varies the number of operands for an
exclusive-OR operation.

The data substituting unit 3030 shift-rotates 32-bit data G
outputted from the key adding unit 3001 using shift-rotators
specified by 5-bit operand number key data, takes an exclusive-OR

20 for corresponding bits in 32-bit shift-rotated values outputted
from the specified shift-rotators, and outputs the operation
result as 32-bit data B.

Fig. 15 is a block diagram showing the detailed construction

of the data substituting unit 3030. This data substituting unit
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10 © foll ows. Let A31~A0 be 32 bits that conpose input data A

of the data substituting unit 3002 fromthe highest-order bit

t hereof, i.e. A=(A31, A30, ... , A0). Then 15

Rot| (A) =(A30, A29, ... , A, A0, A31)

Rot 7( A) =(A24, A23, ... , A27, A26, A25) Ther ef or e,
Rot7(A)(+)R@BQ(A;(Enghly made up of five shift-roABtErpA308IIANLS and an
A30( +) A29( +) A23, .., 20 Al (+) AQ( +) A26,

AO( +) A31(+)eA23 usive~ OR unit 2@36B= (B31, B30, ... , BO) be 32-bit output
data of the data substituting wunit 3002. Then the conversion

% t he d?ta ]The shifgsubstatars 393uR3033082eCcRAiNEy Pydvaseddwash output
err

buffer gates and signal lines that have fixed wiring patterns for

5 shift-rotating 32-bit input data X toward higher-order positions

- respectively by 19 bits, 7 bits, 5 bits, 1 bit, and 0 bit. Each

of the shift-rotators 3031~3035 outputs 32-bit data Rotn(X)

obtained as a result of its shift-rotation to the exclusive-OR

unit 3036 if "1" is inputted in an enable terminal thereof, and

10 outputs zero (00000000h} 4if "0" 4is i1nputted in the enable
terminal.

The exclusive-OR unit 3036 performs an exclusive-OR operation
for corresponding bits in five 32-bit values outputted from the
shift-rotators 3031~3035, and outputs the operation outcome as

15 32-bit data H.

When 32-bit data G and 5-bit operand number key data are
inputted, the 'data substituting unit 3030 operates 1in the
following manner.

32-bit data G is inputted in each of the shift-rotators

20 3031~3035, shift-rotated by the respective rotation amount to
become Rotn(G), and retained therein. In the meantime, the
operand number key data is divided into 5 bits, which are
respectively outputted to enable terminals of the shift-rotators

3031~3035.
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X0=X1=X6=1 Xi=0 (where if[err]O, 1, 6) ..... (equation
20) According to problem4 and its solution in Masahi ko Saito An
I ntroduction to Linear Al gebra, p.90, Tokyo University Press 15

(1966), [err] .... (equation 21)
where "det X" denotes the determ nant of the matrix X.and the right
side of the equatiazcorepnesewnith ttte dogdacisthoe €VEYyom "0") of a signal

inputted in the enable terminal of each of the-shift-rotators
3031~3035, either data Rotn(G) held therein or the value zero
(00000000h) is outputted to the exclusiwve-OR unit 3036.

The exclusive-OR unit 3036 takes an exclusive-OR for

n

corresponding bits in five 32-bit values outputted respectively
from the shift-rotators 3031~3035 and outputs the resultant H.
Suppose the operand number key data is "10101b". Then the
operation performed by the data substituting unit 3030 for input
10 data G is
H=Rotl1l9(G) (+)Rot5(G) (+)G
On the other hand, 1f the operand number key data is
"11111b", the operation performed by the data substituting unit
3030 for input data G is
15 H=Rot1l9 (G) (+)Rot7(G) (+)Rot5 (G) (+)Rotl (G) (+)G
Thus, the data substituting unit 3030 functions in such a
manner as to shift-rotate input data G using only shift-rotators
dynamically selected from the five shift-rotators 3031~3035
having the different rotation amounts, take an exclusive-OR for
20 corresponding bits in the shift-rotation results, and output the
obtained 32-bit data H.
Since the data converting unit 340 conceals 5-bit operand
number key data in which 3 or 5 bits are definitely "1", the

number of shift-rotators to be enabled is dynamically changed
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that" is the 32nd root of 1. 20 According to equations 19 and 20,

equation 21 can be transforned into 30
[err] It has been proven in exanple problem 39.1 in Hirosh
Nagao Al gebra, p.165, Asakura Books (1983) that [err]=1 when and
only when 5 [err]=1. Hence equation 22 can be written as

det X=1+1+l1ledchodir®e. This. rendef=dqheat data23)nverting unit Ihemefrer egctihe
matrix X is an invertible matrix and the out put of the data

substitutiag oompad882tbsther davhenoandrobhy unit 300WHE01j hehabpHlwags |
zero. This fact and the linearity of the data 10 substituting unit 3002

ensur es t hgaseshehe oswms. st htife -datations. substituting unit 3002 is a
bi j ection. :

Note that the data substituting unit 3030 has a common
5 denominator with the data substituting unit 3002 that an odd
'numﬁer (no less than 3) of different shift-rotations of input
data are carried out for an exclusive-OR operation. Hence, like
the data converting unit 300 (301) of the above embodiment,
encryption that 1is not only bijective but has a high bit

10 avalanche effect is attained by the data converting unit 340.

Note here that operand number key data may be shared in the
transmitter 1 and the receiver 2 as a secret key in advance, as
with the 256-bit key data in the above embodiment. As an
example, aside from the 256~bit key data, 40-bit key data may be

15 stored and divided into eight 5-bit blocks in both the
transmitter 1 and the receiver 2 beforehand, so that the eight 5-
bit blocks are sequeﬁtially supplied to the data converting unit
340 as operand number key data in sync with the eight rounds of
data conversion performed by the data converting unit 340.

20 Although the data encryption apparatus of the present
invention has been described by way of the above embodiment and
variants, the present invention is not limited to such. For
instance, the following modifications are possible.

While each of the data converting units of the above
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The "above rationale for the bijective property of the conver si on

Rot NIl (+) Rot N2(+) Rot N3 al so applies to (N1, N2, N3)[err] (7, 1, 0).
Al so, the sane goes for cases where the nunber of shift- 15 rotations
to be used is an odd nunber other than 3. In other wor ds, the
conversion by the data substituting unit 3002 is : definitely

bi j ective andaghigneas: t hRadcovasiariton hasol besn aninpdemented hpynbiedigfated
shift-rotations (including a shift-rotation by 0 bit). 20

The substi thardmrteabirechaiimgtwitingy upattSOOS8 andvépgsc8-Itist (Integratmput |
data based on the prestored substitution table data that cont ai ns

256 differemnrd:itid) tablle amldiesusiAecORdigagley, ith&hould beC@leRrrsittiathy
the substitution table data storing unit 3003 is

31 each of bBhéeabt¥e€coh®8rting units cakhUdisol BR GHPIRLENRRY by
performed by the construction elenents of the data converting unit
300 6301) aderdldrdidsBGly ANSrog@ahh@hat is exethfe®VEfallc S Q@ the

data converting unit 300 (301) "per
equipped with a general purpose microprocessor, a control

program, a ROM storing substitution table data, and a RAM as a

work area. Such a program can be distributed via computer-

readable storage mediums such as DVD-ROMs or a transfer medium
10 such as a communications network.

Here, high-speed implementation by software can be achieved
by configuring each of the data substituting units through the
use of machine instructions such as "Rotate-Shift-Left" to shift-
rotate toward higher-order positions and "Exor" to perform an

15 exclusive~-OR operation. Also, in execution of shift-rotations
under sequential processing according to the program, data
Rot7 (X) and data Rotl (X) may be obtained either by shift-rotating
data X by 7 bits and 1 bit in parallel or by first shift-rotating
data X by 1 bit and then shift-rotating the outcome by 6 bits.

20 It is also possible to combine various construction elements
of the above embodiment and variants. As an example, a data
substituting unit may be configured in such a manner that it
bears both the rotation amount varying function of the data

substituting unit 3020 in the third variant and the operand
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5 ~ seis a bijection. Fig. 9 shows the mapping of the data
substituting unit 3002 (i.e. the data converting unit 300 (301)) of
t he enbodi ment which is a bijective map. As can be seen fromthe
figure, two different values in the domain X are infallibly being
mapped to 10 two different values in the range Y, unlike the

convent i onakmber varyirgpgungtsbowt itheFidgta2subs ittt inki sniepii3y iof thhe

pr esent enbodi ment, the problens associated with the decrease in

t he fonuthevaxiardl .endnts ®@fdatae snbaget 0t sy coiipaced vé timptllementstier
of el ements of the domain X can be avoided. 15 Thus,

unli ke theithosheft irerdlstelrechaviiedotht BBocHaiput terminSlsnd ehkBeuni t
3002 (the data converting unit 300 (301)) in t hi s enbodi nent

carries outinpuli jteehli¥e@16pN¥Er che, thdes€dction of sHifrerird@abetbetodpta
shuffling performance and benefitting cryptographic security. 20

The dit avahapehe i}?dft‘?fé@@‘é@r:@:tnéﬁeorp%tfarSQQtdeiﬁ 'a'ﬁ%uﬂ'ﬂéto§0§1e selectef301)
in this enbodi nent is anal yzed next he data substituting unit

3002 in th%h@%Ear899¥8£§'£Ehi”Hé dynﬁglfalﬁﬁodgﬁgl) perforns an exclusive-CR
Its i

operation for correspondi ng I nput data X and two
Sh'ft'rOtat'(”]Af%%glEﬁeogxéiﬁ%légyaﬁ units 1011 and 2011 in the first and

second data shuffling units 101 and 201 in the above embodiment
may be replaced by other operational units capable of reversible
10 operations, such as a full adder with carry. After all, an
operation by an operational unit substituting as the exclusive-OR
unit 1011 and an operation by an operational unit substituting as
the exclusive-OR unit 2011 need to be the reverse of each other.
Here, i1t is desirable to use simple operational units to avoid a
15 decrease in processing speed.
Alsc, the key adding unit 3001 in the data converting unit
300 (301) in the above embodiment may be zreplaced by an
operational unit, such as an exclusive-OR unit, that has two 32-
bit inputs and one 32-bit output. Such an operational unit is
20 preferably simple to avoid a decrease in processing speed.
Also, though the first and second data shuffling units 101
and 201 in the data encryption apparatus 10 and data decryption
apparatus 20 of the above embodiment have repeated data shuffling

for eight rounds, the present invention is not limited to such.
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32 - data X that are data Rot7(X) and data Rotl ( X)
Accordingly, the change in a single bit in the input data X affects
not only the bit. itself but another two bits. Besides, output
data of the data substituting unit 3002 is further processed
nonlinearly in 5 the substitution table data storing unit 3003, as a
result of For gxiaotp leanyheonember sofi tounrdsl afp dedianghaififddéngdcan be
Thus, the data converting unit 300 (301), i.e. the data encryption
appar at us i@dei fiewhr stieabodighEnbypmeklinestie Higle bift key data impitdiechen
effect unlike the conventional techniques, thereby 10 del i vering

better datahshdbthisagepetfieonmapserang Aoyphogdaididecryption sgsarattus 20 -
In short, the data converting unit 300 (301) in the enbodi nment

differs w tshatihe rcemwanpisenal tEechni geessed N th@tnunibdrS of roundspiodvidded
with the data substituting unit 3002 which performs an 15 odd nunber

(no 5l ess sthh@fh%%; ceh béihi&s e¥re Thiaht e&ehet bPNRaking the (i WH n@ya
shlft-rotatlon by bit) on input data and fakes™ an
data inputted in the data encryption apparatus 10 and data
decryption apparatus 20 larger than 256 bits. Alternatively, the
number of rounds of data shuffling may be increased without
increasing the size of key data, by repeatedly using the same
10 subkeys of the key data. For key data smaller than 256 bits,
subkeys may be generated using, for example, subkey generating
means of DES or FEAL.
Also, though the data converting unit 300 (301) in the above
embodiment has performed conversion with a 32-bit block as the
15 processing unit, the processing unit and the bit length of a
block are not limited to such. For instance, when implementing
the present invention through a general-purpose 64-bit CPU, a 64-
bit block may be used as the processing unit. Instead, only one
half of a block (such as the lower-order 16 bits of a 32-bit
20 block) may be set as the processing unit, with it being possible
to accelerate the cryptographic processing.
Although the present invention has been fully described by

way of examples with reference to the accompanying drawings, it

is to be noted that various changes and modifications will be
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excl'usive-OR for corresponding bits in the input data and the
shift-rotation results. Such encryption is not only fast due to t he
use of shift-rotations but also bijective and excellent in 20 bi t

aval anche performance, so that a considerably high degree of

cryptographi c security can be attained. (First Variant)

Variants of?PPRE S84t £% iSkg 1§t iBodhe3@mt -i n Thrrefifgige unless such
enbodi nent are presented bel ow. Each of the variants given bel ow

33 changes sagh mogiddcatians ofepast dhren cote e¥3qnfy Uhithaaorgsay) .
wi t hout ) inpairing the effects achieved by the data converting unit
300 Ainvegtyion, they should gy .catigied Blsobkidgatmahwndddviiardime
construction of a data 5 converting unit 310 in the first variant.

In this figure and the figures that follow, construction elenments
whi ch are the sane as those in the above enbodi nrent shown in Fig. 8
have been given the sane reference nunerals.
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The "data converting unit 310 differs with the data converting 10 uni t
300 (301) in that a bit rearranging unit 3010 has been I nserted
bet ween the key adding unit 3001 and the data. substituting unit
3002. The bit rearranging unit 3010 arbitrarily rearranges the
bits of 32-bit data G outputted fromthe key.adding unit 3001. For
15 exafplag, ishelbiimededsrangi ng unit 3010 shifts the first bit of

data Gto the 15th bit, the second bit to the 27th bit, the third

bit to the seveht h Xi datandesorgptieamd apiqnitist herobidededw32r a data bit

data GX to the data substituting unit 3002. Since the
CONVET Si ON coeivearting dyvidee fBirt coLPEF Y PGLERI {inpd) data 8818-bit ovtput
bijection, the overall "conversion of the data converting

unitz 310 Q%ka,SthSdatheééﬁﬁﬁkthg'ﬁ@%ﬁ%e EB%prQ@iﬁ%. _ converting unit
310 can ensure at |east the | evel of data uffling performance

equak to the dajp qanventing wlds 3XQ (3Adrating x se% LREGAPOME, shift-

enbodlnent

5 rotating the n-bit input data respectively by S1 bits, S2 bits,
6 ... , and 8k bits, S1, S2, ... , and Sk being nonnegative
7 integers less than n, and k being an odd number no less than 3;
8 and
9 data combining means for combining together the k sets of
10 data to generate the n-bit output data.
1 2. The data encryption apparatus of Claim 1,
2 wherein the data converting device further comprises key
3 combining means for combining the n-bit input data with key data
4 given beforehand, prior to the shift-rotations by the shift-
5 | rotating means, and
6 wherein the shift-rotating means shift-rotates the n-bit
7 input data combined with the key data.
1 3. The data encryption apparatus of Claim 2,
2 wherein the shift-rotating means includes k rotating units
3 for shift-rotating tﬁe n-bit input data respectively by él bits,
4 S2 bits, ... , and Sk bits.
\
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(Second Vari ant) Fig. 11 is a block diagram show ng the

construction of a data converting unit 320 in the second variant.
This data converting unit 320 differs with the data converting unit
300 (301) in that 5 the key adding unit 3001 and the data substituting
unit 3002 have been interchanged (i.e. the connection between the
key addi ng unit 3001 and the data substituting unit 3002 has been
reversed). Needl ess to say, the data converting unit 320 is
capdbl e of 104. Theeflavaréngr witd opampprherthsobf dakaimsuf-f i ng perfor mance
as the data converting unit 300 (301) of the above enbodi nent.
(Thizrd Vari ant ¥herein the k Frgtatlthg su@dits oekedisagnain dhiowisngttate have
construction of a data : converting unit 330 in the third variant.
Thi g data geopyegt i pgttédns foni tsiB3Bfk-didferingv tthet he-bata topwer tdanga unit
300 (301) in that the data substituting unit 3002 has been repl aced

by a data respectivaBstdy Wi mateni 523820s) hat. vardmes skobatkon anounts.
The data substituting unit 3020 carries out three different

shift-rotations in parallel for 32-bit data G outputted fromthe 20
key adding unit 3001, wherein the rotation anmpbunts (the nunbers

1 5. The data encryption apparatus of Claim 4,

2 wherein the key combining means is one of an arithmetic adder

3 and an exclusive-OR gate, and

4 wherein the data combining means is an exclusive-OR gate.

1 6. The data encryption apparatus of Claim 1,

2 wherein the data combining means combines key data éiven

3 beforehand with n-bit data obtained by combining together the k

4 sets of data, to generate the n-bit output data.

1 7. The data encryption apparatus of Claim 1,

2 wherein the shift-rotating means includes:

3 k rotating units for shift-rotating the n-bit input data

4 respectively by specified rotation amounts;

5 a key data acquiring unit for acquiring key data; and

6 a rotation amount determining unit for determining values of

7 S1, S2, ... , and Sk based on the acquired key data and

8 specifying, for the k rotating units, S1 bits, S2 bits, ... , and
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of Bits by which data Gis to be shift-rotated) of the three

shift-rotations are determ ned by 15-bit rotation anmount key dat a.
The data substituting unit 3020 then takes an exclusive-OR for
corresponding bits in three 32-bit val ues obtained as a
35 , result of the shift-rotations, and outputs the outcone
as 33-bit Sk bits ggt §hp. respective rotgitgon)gmpynispl ae® di agr am show ng
the detailed construction of the data substituting unit 3020. This
dat d9substit utivieexein tie k reooing yrids dudl ffi-tdotaeedhehinftdts input
3021° 3023, three parallel- serial converters 3024~3026, and an
exclllisi ve- GRtmi tegORtively by S1 bihe, shRf béts,3021~3028ndér 8k3P4ibist ashi ft
regi sters that are - each wired in such a way that the nost
si gnefi cantsgedifididd bgethe rotatigreldmeainty deltiefinedihg thetl east significant
bit. The shifters 10 3021~3023 shift-rotate data Gin parallel toward
hi gher - or der bit positions respectively in sync with clock pul ses
sent from the parallel-serial converters 3026~3024.

1 8. The data encryption apparatus of Claim 1,

2 wherein the shift-rotating means includes:

3 m rotating units for shift-rotating the n-bit input data

4 respectively by S1 bits, S2 bits, ... , and Sm bits, S1, S2,

5 , and Sm being nonnegative integers less than n, and m being an

6 integer no less than 3;

7 a key data acquiring unit for acquiring key data; and

8 a selecting unit for selecting k rotating units from the m

9 rotating units based on the acquired key data so that the k sets

10 of data are generated as a result of shift-rotations of the n-bit

11 input data by the selected k rotating units.

1 9. A data encryption method provided with a data converting

2 step for converting n-bit input data to n-bit output data, the

3 data converting step comprising:

4 a shift-rotating substep for generating k sets of data by

5 shift-rotating the n-bit input data respectively by S1 bits, S2

6 bits, ... , and Sk bits, S1, S2, ... , and Sk being nonnegative

7 integers less than n, and k being an odd number no less than 3;
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The ‘paral |l el -serial converters 3024~3026 serially out put nunber s of

cl ock pul ses equivalent to values (0~31) shown by 5- 15 bit parallel
data, respectively to the shifters 3023~3021. More specifically,
the parallel-serial converters 3024~3026 respectively acquire
t he highest-order 5 bits, nmediumorder 5 bits, and | owest-order 5
bit 8 of thand5-bit rotation anount key data as the 5-bit paralle
data, and, when 32-bit data Gis 20 i nputted in the shifters
30218-3023, out putdattiae combbeisgofulbtek for combimilngescgpebiki eleby sbes
5-bit parallel values held therein respectively to the shifters
3028>-3021. of data to gerdwataxahésinveiEORoutphit 3@2a performs an excl usive- OR
operation for corresponding bits in three 32-bit val ues outputted
fromthe 36 shifters
3021~3023 and out puts the outconme as 32-bit data H. - Wen
32-bjit data G and i‘ﬁebaétéoéﬁéf P WAL HERY o¢abRa 8 €9, Inputted in
the data substituting unit 302 t he processing goes

2 wherein the data convertlng step further comprises a key

3 combining substep for combining the n-bit input data with key

4 data given beforehand, prior to the shift-rotations by the shift-

5 rotating substep, and

6 wherein the shift-rotating substep shift-rotates the n-bit

7 input data combined with the key data.

1 11. The data encryption method of Claim 9,

2 wherein the data combining substep combines key data given

3 beforehand with n-bit data obtained by combining together the k

4 sets of data, to generate the n-bit output data.

1 12. The data encryption method of Claim 9,

2 wherein the shift-rotating substep includes:

3 a key data acquiring substep for acquiring key data;

4 a rotation amount determining substep for determining values

5 of S1, s82, ... , and Sk based on the acquired key data; and

6 a rotating substep for shift-rotating the n-bit input data

7 by S1 bits, S2 bits, ... , and Sk bits independently.
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in the follow ng manner. 5 32-bit data Gis inputted in each of
the shifters 3021~3023, whil e the 15-bit rotation anount key data
is divided fromthe hi ghest-order bit thereof in 5-bit units which
are respectively held in the parallel-serial converters 3024~3026.
The parallel- serial converters 3024~3026 decode and
paral l el -serial convert 10 the 5-bit values and out put pul se strings
corresponding tq the 5- bit values respectively to the shifters
302313021. 13. The dpfe eRrryRESOBOPALIID PLsKilpdny State data G in

par al | el toward higher-order positions by the numbers of bits

equi ¥al ent wherqin tthe shlifé-setabirg guhatarespedudesty fromthe
paral l el -serial 15 converters 3026~3024. The shifters
302133023 t hen awgutdatikeiacg82rbng shibftep for acquistiagi bryrdstdtrs to the
exclusive-OR unit 3027 which in turn perfornms an excl usive-OR
operétion for rsedspaidgngubstep ifod labecting k valpesdofesdatse, H. . .20
Suppose the rotation anount key data is "000000010110011b" b
represent i rghcbi BREr yErmt al ovdluddesst hel opgpat i on. per f @idedm which fae

I nput data G by the data substituting unit 3020 is

H=Ro§ 19( G) [pedettet@mi tefiCoased on the abiSrebhkeyghathe o5 of, the datag
substituting unit 3020, the

7 Sm being nonnegative integers less than n, and m being an integer
8 no less than 3; and
9 a rotating substep for shift-rotating the n-bit input data
10 by 81 bits, S2 bits, ... , and Sk bits independently.
1 14. A computer-readable storage medium storing a data
2 encryption program provided with a data converting step for
3 converting n-bit input data to n-bit output data, the data
4 converting step comprising:
5 a shift-rotating substep for generating k sets of data by
6 shift-rotating the n-bit input data respectively by S1 bits, S2
7 bits, ... , and Sk bits, S1, S2, ... , and Sk being nonnegative
8 integers less than n, and k being an odd number no less than 3;
9 and
10 a data combining substep for combining together the k sets
11 of data to generate the n-bit output data.
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37 ° rotation anobunts in the shifters 3021-3023 are

dynam cal | y determ ned by the rotation anmount key dat a.
Accaordingly, by retaining the rotation anount. key data as a secret
key, the data converting unit 330 can conceal information nore
efficiently than 5 _.the data converting unit 300.(301) where the
rotagion anounts® ofThe Storagepgedppp; of gt ind have been fi xed.

In addition, like the data substituting unit 3002 in the above

embodi nent, the"RREYRZUBRE | BatangonHert BoRosperf Spnthehr semprises a key
shift-rotations on input data and takes an exclusive-OR for 10

cor r 8spondiFRBining sulisd ephiffar- rasmitindngr édel rspiso inpat idatias with key
assured as in the case of ‘the data converting unit 300 (301) that

t he éver al |[datengérsnobe HyreHemddapaiconuwerthenghiifit +r&3xiomsaby the shift-

bi secti on which produces a high bit aval anche effect. ‘Note here
t hat 5r ot at imptaanmentsubeyegdat anday be shared in 15 secrecy in the
transmitter 1 and the receiver 2 beforehand, as with the 256-bit

key data in thewiedoyen eftodHETti-rotafingNsubstep shift-rotates the n-bit

7 input data combined with the key data.
1 16. The storage medium of Claim 14,
2 wherein the data combining substep combines key data given
3 beforehand with n-bit data obtained by combining together the k
4 sets of data, to generate the n-bit output data.
1 17. The storage medium of Claim 14,
2 wherein the shift-rotating substep includes:
3 a key data acquiring substep for acquiring key data;
4 a rotation amount determining substep for determining values
5 of S1, S2, ... , and Sk based on the acquired key data; and
6 a rotating substep for shift-rotating the n-bit input data
7 by S1 bits, S2 bits, ... , and Sk bits independently.
1 18. The storage medium of Claim 14,
2 wherein the shift-rotating substep includes:
3 a key data acquiring substep for acquiring key data;
52
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exanpl e, aside fromthe 256-bit key data, 120-bit key data may be

stored and divided into eight 15-bit blocks in both the transmtter
1 and the receiver 2 beforehand, so that the eight 20 15-bit bl ocks
are given one at a tine to the data converting unit 330 as rotation
anount key data in sync wth the eight rounds of : data conversions
pedf ornmed by &hgeledimpreudrdtieny fioxi tse38@ting k values bf Shpubd, be. al so
noted that the rotation amounts (19, 5, 0) used in this exanple and
the rotatamd BWUFESm( i Yal@es Nnofhesl, s2, ... , and- Sm which are

38 above enbodi nent have a common denom nator that is

cogsi dere&redetermrpé&fﬁsaet& ®r RHRNGIYRLIRR keyVBkER, 1 811 0532Y,.. , and

cal culating the di fference (nod 32).of "each { wo adjacent rotation

).
(EELTGS Yy reppeghiis e b gAY sfegfhind

f.erences e prime with each other. This indicates that in
?h the d%o%%?%h%%%?ﬂ%ht and this variant three shift-rotation

a rotating substep for shift-rotating the n-bit input data

10 by 81 bits, S2 bits, ... , and Sk bits independently.
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resdlts bear significant randomess, with it being possible to
strengt hen cryptographic security. 10 (Fourth Variant)
Fig. 14 is a block diagram showi ng the construction of a data
converting unit 340 in the fourth variant. This data converting

unit 340 igdrerscidd e adidosgrEeerting unit 300 (301) in that
the data substituting unit 3002 has been replaced by a data 15

substituti nit at_varies the nunber of operands for an

excl usi ve-@ﬁ%’gp@w%g?{%&?é'@ APPARATUS ANB METHQubst it ut | ng unit 3030
shift-rotates 32-bit data G outputted fromthe key adding unit 3001
using shift-rdtadeta convertipgcivhied ixychaided epekeypnd adddher ket defoa,

t akes an exclusive-OR 20 for corresponding bits in 32-bit

shi ft-rot glegdoralings anuUs PUthmsk ic additibhofolliBoSPECES} eths it fdatDtrtaeis,
and outputs the operation result as 32-bit data H. Fi g.

15-is a blpkey %ﬁrt%mxih‘a%ngukﬁﬁtgﬁ?ﬁ&i tRd SONSIHdIcdd Uhta G, andla g adata
substituting unit 3030. This data subStituting unit

39 5 substituting unit for performing an exclusive-OR operation for

corresponding bits in data Rot7(G) obtained by shift-rotating the
data G by 7 bits toward higher-order bit positions, data Rotl(G)
obtained by shift-rotating the data G by 1 bit toward higherxr-

order bit positions, and the data G itself.
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3030 is roughly made up of five shift-rotators 3031~3035 and an

excl usive-OR unit 3036. The shift-rotators 3031-3035 are mainly
provi ded with output buffer gates and signal lines that have fixed
wiring patterns for. °5 shift-rotating 32-bit input data X toward

hi gher-order positions respectqyqely by 19 bits, 7 bits, 5 bits, 1
bit, and 0 bit. Each of the shift-rotators 3031~3035 out puts 32-bit
dat a Rot n( X) obtained as a result of its shift-rotation to the

excl usi ve- OR _ unit 3036 if "1" is inputted in an enable term nal

t hereof, and 10 outputs zero (00000000h) if "O" is inputted in t he
enabl e term nal . . The exclusive-OR unit 3036 perfornms an
excl usi ve- OR operation . for corresponding bits in five 32-bit val ues
outputted fromthe shift-rotators 3031~3035, and outputs the
operation outcone as 15 32-bit data H. When 32-bit data G
and 5-bit operand nunber key data are i nputted, the data
substituting unit 3030 operat@ﬁg31¥he fol | owi ng manner.

32-bit data Gis inputted in each of the shift-rotators 20 3031~3035,

shift-rotated by the respective rotation anount to

INPUT DATA A 40
I -

324 401 ”

SUBKEY DATA Ki

Rot2(X) + X+ 1}~

vC um
Rotd(X) (F) X[~

OUTPUT DATA D

FIG. 2




become Rotn(G, and retained therein. In the neantine, the
operand nunber key data is divided into 5 bits, which are
respectively outputted to enable termnals of the shift-rotators

3031~3035. 40 In
accordance with the logic state ("1" ay1%0") of a signal I nputted
in the enable term nal of each of the shift-rotators 3031~3035,
either data Rotn(G held therein or the value zero (00000000h) is
outputted to the exclusive-OR unit 3036. 5 The. exclusive-OR .
unit 3036 takes an exclusiveyjf; Efr corresponding bits in five
32-bit values outputted respecti fromthe shift-rotators
3031- 3035 and outputs t he res | tant H. Supppse the operand
nunber key data is. "10101b" hen t he oper at i perfornmed by the
data substi tut| ng U%WE u 10 datRE@EP\/ER
H=Rot 19( G
99 ot AR (DECRYPTED TEXT DATA)
| 64
10\ (KEY DATA) 20\ (KEY DATA)
DATA J' 256 DATA (_J( 256
ENCRYPTION DECRYPTION
APPARATUS APPARATUS
{64 21 o4
TRANSMITTING UNIT RECEIVING UNIT

CIPHERTEXT DATA

FIG. 4
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32 [FIRST KEY
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%%%EFLING UNIT 256

¢ 5 102
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On t°he other hand, if the operand nunber key data is "11111b", the

operation perforned by the data substituting unit 3030 for input
data Gis 15
H=Rot | 9(Q (+)Rot 7(Q (+) Rot 5( QG (+) Rot I (G (+) G Thus, the data
substituting unit 3030 functions in sughoa manner as to
shift-rotate input data Gusing only shift-rotators dynam cal ly .
selected fromthe five shift-rotators 3031~3035 havi ng t he
different rotation anounts, take an exclusive-OR for 20, correspondi ng
bits in the shift-rotation results, and output the obt ai ned 32-bit
data H. . Since the data converting unit 340 conceals 5-bit
oper and nunber key data in which 3 or 5 bits are definitely "1",
t he nunber of shift-rotators to be enabled is dynami cally changed
41 each time. This renders the data converting unit 340
nore secure as conpared to the data converting unit 300 (301) that
al ways uses the sane.three shift-rotations.
FIG. 5
CIPHERTEXT DATA
} 64 20
DATA DECRYPTION
APPARATUS
—> 201 SUBKEY 203
Y 32 DECOND KEY
SECOND DATA<«-CONTROLLING KEY DATA
SHUFFLING UNIT
UNIT
, 64
202
| |SECOND ROUND NUMBER
CONTROLLING UNIT

DECRYPTED TEXT DATA



Not € that the data substituting unit 3030 has a commbn 5 denom nat or

with the data substituting unit 3002 that an odd nunber (no | ess
than 3) of different shift-rotations of input data are carried out
for an exclusive-OR operation. Hence, |ike t he data converting unit
300 (301) of the above enbodi nent, 4/12 encryption that is not only
bijective but has a high bit 10 aval anche effect is attained by the
data converting unit 340. Not e here that operand nunber key
data nmay be shared in the transmtter 1 and the receiver 2 as a
secret key in advance, as with the 256-bit key data in the above
enbodi nment . As an exanpl e, aside fromthe 256-bit key data, .
40-bit key data may be 15 stored and divided into eight 5-bit
blocks in both the transmitter 1 and the receiver 2 beforehand,
so that the eight 5- bit bl ocks are sequentially supplied to the
data converting unit 340 as operand nunber key data in sync with

t he ei ght rounds of data conversion performed by the data
converti.ng unit 340. 20 Al though the data encryption apparatus
of the present i nvention g€ bden described by way of the above
enbodi nent and variants, the present invention is not limted to
such. For i nstance, the follow ng nodifications are possible.

Whi | e each of the data convertingunits of the e
( INPUT DATA ’ 0
101

A 64 /

FIRST DATA
SHUFFLING UNIT
X332 32
Xt ) (X0 )
SUBKEY —1+—7#" 300
32 1011
DATA
—>{CONVERTING
UNIT

( OUTPUT DATA )



42 ° enbodi mrent and variants has been inpl enmented by

dedi cat ed hardware including wiring patterns and logic ICs
(I'ntegrated Circuits) such as exclusive-OR gates, it should be

cl ear that each of the data converting units can al so be

i mpl enented by 5 sof tware using gppogramthat is executed in a
conputer system equi pped with a general purpose m croprocessor, a
cont rol program a ROM storing substitution table data, and a RAM
as a wor k ar ea. Such a program can be distributed via conputer-
readabl e storage nedi uns such as DVD-ROVs or a transfer nedium 10 such
as a communi cations network. Here, high-speed inplenentation by
sof tware can be achi eved. by configuring each of the data
substituting units through the use of machine instructions such as
"Rotate-Shift-Left" to shift- rotate toward hi gher-order positions
and "Exor" to performan 15 excl usi ve-OR operation. Also, in
execution of shift-rotations

FIG. 7
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under sequential processing according to the program data Rot 7

(X) and data Rot1(X) may be obtained either by shift-rotating dat a
X by, 7 bits and 1 bit in parallel or by first shift-rotating data X
by 1 bit and then shift-rotating the outcone by 6 bits. 20 It is

al so possible to conbine various constgmotion el enents of the above
enbodi nent and vari ants. As an exanple, a data substituting unit
may be configured in such a manner that it bears both the rotation
anount varying function of the data ’ substituting.unit 3020 in the
third variant and the operand 43

nunber varying function of the q§ s@stituting unit 3030 in the
fourth variant. Such a data substituting unit can be inplenented

with.shift registers having both clock input term nals and enable

input terminals, so that tHENBRTEQIAdAof sbUBKEYators to be 5

enabl ed and the determ nation oq otation annun%é.of 3@@Cﬁﬁnected
shift-rotators will be dypnani calll'v _done, 1 ~ Al'so, the exclusive-OR

units 1011 and AQATA the fi32¢ a ,
CONVERTING ¥ 200! 132

UNIT 324G 3002
Rot7(X) (+) Rot1(X)(+)X
32¢H
8413 8512 8511 8510

3003

SUBSTITUTION TABLE
DATA STORING UNIT

gJ1 820

OUTPUT DATA

FIG. 9




second data shuffling units 101 and 201 in the above enbodi nent may
be replaced by other operational units capable of reversible 10
operations, such as a full adder with carry. After all, an

operation by an operational unit substituting as the exclusive-OR

unit 1011 and an operation by an operagional unit substituting as

the exclusive-OR unit 2011 need to be the reverse of each other.

Here, it is desirable to use sinple operational units to avoid a 15

decrease in processing speed. Al so, the key adding unit 3001 in
the data converting unit 300 (301) in the above enbodi rent nmay be
repl aced by an operational unit, such as an exclusive-OR unit, that
has two 32- bit inputs and one 32-bit output. Such an operationa
unit is 20 preferably sinple to avoid a decrease in processing speed.
Al so, though the first and second data shuffling units 101 and 201
in the data encryption apparatus 10 and data decryption appar at us
20 of the above enbodi nent have repeated data shuffling- for eight
rounds, .the present invention i t limted to such.

44 FIG. 10
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For <exanpl e, the nunber of rounds of data shuffling can be made
fewer than eight by making the size of key data inputted in t he
data encryption apparatus 10 and data decryption apparatus 20

smal l er than 256 bits. Likew se, the nunber of rounds of data 5
shuffling can be nmade nore than ei ght dgyonmaking the size of key

data inputted in the data encrypti on apparatus 10 and data

decryption apparatus 20 |larger than 256 bits. Alternatively, the

nunber of rounds of data shuffling nay be increased w thout

i ncreasing the size of key data, by repeatedly using the same 10
subkeys of the key data. For key data smaller than 256 bits,

subkeys may be generated.using, for exanple, subkey generating

means of DES or FEAL. Al so, though the data converting unit 300
(301) in the above : enbodi ment has perforned conversion with a
32-bit block as the 15 processing unit, the processing unit and the
bit length of a bl ock ag;iqgtkﬂinited to such. For instance, when
i npl enenti ng t he presen enti on through a general - purpose 64-bit
CPU, a 64- bit block may be used as the processing unit. |nstead,
only one hal f of a ( as t -order 16 bits of a
32_Dit TN%%T li&PA g%é%ﬁ& |
Ki
A F 320
CONVERTING
UNIT 32«4 3002 432
Y ~
Rot7(X)(+) Rot1(X) (+)X
324
3001
32

8413 8512 8511 8510

3003

SUBSTITUTION TABLE ~

DATA STORING UNIT

g1 8210

OUTPUT DATA



20 =

bl ock) may be set as the processing unit,

to accel erate the cryptographi c processing.
presgnt invention has been fully described by
reference to the acconpanyi ng draw ngs, it
vari ous changes and nodifications wl|

45

apparent to those skilled in the art.

with it being possible
Al t hough the
way of exanples with
is to be noted that

Therefore, unless such

changes and nodifications depart fromthe scope of the present. invention,
they should be construed as being included therein.

FIG. 12
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1. & A data encryption apparatus provided with a data converting device
for converting n-bit input data to n-bit output data, the data converting
devi te conpri si ng: shift-rotating means for generating k sets of
data by shift-rotating the n-bit input data respectively by S1 bits, S2
bits,..,, and Sk bits, S1, S2,..., anqqg being nonnegative integers |ess
than n, and k being an odd nunber no less than 3; and dat a
conbi ni ng neans for conbining together the k sets of data to generate the
n- bit output data. 2. The data encryption apparatus of claiml,
wherein the shift-rotating unit includes: mrotating units for
shift-rotating the n-bit input data respectively by S1 bits, S2 bits,...,
and Smbits, S1, S2,...,.and Sm bei ng nonnegative integers | ess than n, and
m being an integer no |less than 3; a key data acquiring unit for
acquiring key data; and a selecting unit for selecting k rotating
units fromthe mrotating units based on the acquired key data so that the
k sets of data are generated as a result of shift-rotations of the n-bit

i nput data by the selected k rotating units. 3. The data encryption
apparatus of claim1, wherein the data converting device further
conpri ses key conbining means for generating combination data by conbining
the n-bit input data with ke data given beforehand, prior to the
shift-rotations by the shlﬂ?f ¥ ng means, and ' wherein the
shift-rotati ng neans shlft-rotates t he conbi nati on data generated by

INPUT DATA - SUBKEY

DATA 32 )
CONVERTING ¥, ~>00! 132
UNIT 324G 3030
OPERAND
DATA SUBSTITUTING UNIT—~ NUMBER
T 5 KEY DATA

8413 8412 8411 8410

3003

SUBSTITUTION TABLE ~
DATA STORING UNIT

gJ1 g}l
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t he «key conbi ni ng nmeans. 4. The data encryption apparatus of claim 3,
wherein the shift-rotating neans includes k rotating units for
shlf%«rotatlng the conbination data respectively by S1 bits, S2 bits, ...,
and SK bits.

Substitute sheet 5. The data encnygpt2 on apparatus of claim4,

wherein the k rotating units are signal lines that have wiring patterns for
shift- rotating the conbination data respectively by S1 bits, S2
bits,..., and Sk bits. 6. The data encryption apparatus of claimb5,
wherein the key conbi ni ng neans i s one ottan arithnmetic adder and an

excl usi ve- OR gate, and @A the data conbining neans is an
excl usi ve- OR gat e. 7. - The data ti‘on apparatus of claim1,
wherein the data conbi ni ng nmeans coniy key data given beforehand with

n-bit data obtained by conbining the k sets of data, to generate

t ogeldEe
the n-bit output data. 8. The ckﬂ%? ryption apparatus of claiml,
wherein the shift-rotating nmeans incl . k rotating units for
shift-rotating the n-bit input daté& r.éspechively by specified rotation
anmount s;
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a key data acquiring unit for acquiring key data; and a rotation
amount®* determ ning unit for determning values of S1, S2,..., and Sk' based
on the acquired key data and specifying, for the k rotating units, S1 bits,

S2 bits,..., and Sk bits as the respective rogaf i t Sp a@d0d 5~
wherein the k rotating units shift-rotate the %%‘Jitﬁufeﬁgﬁ%&da?ﬁ?’égﬁ&qi vel y
by S1 bi A8STREZTHhOFSTHE. PIsudsBRbi ts as specified-by the rotati on anount
determning unit. 9. The data encryption apparatus of claiml,

wherein phe SHldrYPHRIN NEpARANG Y ANB!WRETHOD mrotating units for
shift-rotating the n-bits input data respectively by SI bits, S2 bits,...,

and Smbits;, S1, S2,..., and Sm bej ng nonnegative integers |less than n, and
m beifhg an ntEFER FPNEEEINFanumit ~ includes &y kg4t AAAHRE r Y- SUnfPTf or
acquiring key data; and

5 «

Substi t yPer§RERing an arithmetic addition modulo 23? for inpgg data Fgand
selecting unit for selecting k rotating units fromthe mrotating units .
based onsth&eyadatfr Bl &ey elirutivinhdthe patcoget asotlagat &, aradgandrtaed as
a result of shift-rotations of the n-bit input data by the sel ected k
r dt at i ngsubistdtutiog unAtddpa percfyphniog apt hadlpsovedeR epehahidat for
converting step for converting n-bit input data to n-bit output data, the
dat a coneertreagosdépg cuitpy iigi dgta Rot7(G) obtained by shift-rotating the
data G by 7 bits toward higher-order bit positions, data Rotl(G)
obtained by shift-rotating the data G by 1 bit toward higher-

order bit positions, and the data G itself.

Figure 8,
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a-shift-rotating substep for generating k sets of data by shift-rotating
the n-bit input data respectively by Sl bits, S2 bits,..., and Sk bits,
S1, S2,..., and Sk being nonnegative integers |less than n, and k being an
odd nunber no |l ess than 3; and a data conbi ni ng suhsistituteosheet
combi ning together the k sets of data togmenerate the .nbiDeceribiit2amt a.
11. The data encryption method of claim10, wherein the data
conver ti ng Whatds elgimadds: conpri ses a key conbi ning substep for generating
combi nation data by combining the n-bit input data with key data given

bef orehand, prior to the shift-rotations by the shift-rotating substep, and
wher ei n t hel-shi fA datgeaeyRiprsanparaiys phvitied with atdata ¢dnwertiogklsvies fopoomiatting
generated by the key conbining neans. 12. The data encryption method of
clai m 10, n-bitinput degtion-bit eutputdiatas theodeia nonveriing isviep camptisinges key dat a

gi ven beforehand with n- bit data obtained by conbining together the k
sets of data, t@hflretatingenaane forganerating fusets dhtiata bylsdiift-rotaing thatnebit input
encryption nmethod of claim 10, wherein the shift-rotating substep

i ncl udes: datarespeciively py §dthits a82bits; i ngnd Blobits 1 62,..2,candi SK Iedndk eonrdgétive

a rotation anount determ ning substep for determ ning value s of SI1,

S2, ..., andntegirsiresdnarom anté beinguinrazid fuenbedad less thaed 3; and a rotating
substep for shift-rotating the n-bit input data by S1 bits, S2 bits,...,
and data combining means for combining together the k sets of data to generate the n-
bit output data.
2. The data encryption apparatus of claim 1,

wherein the shift-rotating unit includes:

m rotating units for shift-rotating the n-bit input data respectively by S1 bits, S2
bits,..., and Sm bits, S1, S2,..., and Sm being nonnegative integers less than n, and m
being an integer no less than 3;

a key data acquiring unit for acquiring key data; and

a selecting unit for selecting k rotating units from the m rotating units based on the
acquired key data so that the k sets of data are generated as a result of shift-rotations of
the n-bit input data by the selected k rotating units.

3. The data encryption apparatus of claim 1,

wherein the data converting device further comprises key combining means for
generating combination data by combining the n-bit input data with key data given
beforehand, prior to the shift-rotations by the shift-rotating means, and

wherein the shift-rotating means shift-rotates the combination data generated by
the key combining means.

4, The data encryption apparatus of claim 3,
wherein the shift-rotating means includes k rotating units for shift-rotating the

combination data respectively by S1 bits, S2 bits,..., and Sk bits.

L 03 occ
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Sk bits independently.

Substitute sheet 50

-:10 Decenber 2001 14. The data encryption nmethod of claim 10,

wherein the shift-rotating substep includes: a keySulmtautecspesti ng
substep for acquiring key data; 48 sel ecting subst@Ddcembss! 2301 ng k
values of S1, S2,..., and Sk frommvalues of S1, S2,..., and Sm which are
predet er mi fed badesalmenantion goparatysiebglaimd.a, S1, S2,..., and Sm being
nonnegative integers |ess than n, and mbeing an integer no |ess than 3;
and a r oYnereinghe klystatipg fupits ere signaldings itha have wiring tpatterpsitfordshite by
S1 bits, S2 bits,..., and Sk bits independently. 15. A

conput er - r SR thesroptbinpiomdatauesnsctivelyry S bits; 82 bits; .y @nd Sk bits.ogr am pr ovi ded
with a data converting step for converting n-bit input data to n-bit output
data, the data Therdata enangption epparatupiof gainys, a shift-rotating
substep for generating k sets of data by shift-rotating the n-bit input
dat a respecti velwhepsin 8e ksytcombiingoineans. is one ahah Sithimetic addgt an®2n.exclusiaerd Sk
bei ng nonnegative integers less than n, and k being an odd nunber no | ess
than 3; andRgate,and a data conbi ning substep for conbining together the k
sets of data to generate the n-bit output data.
wherein the data combining means is an exclusive-OR gate.
7. The data encryption apparatus of claim 1,
wherein the data combining means combines key data given beforehand with n-bit
data obtained by combining together the k sets of data, to generate the n-bit output data,
8. The data encryption apparatus of claim 1,
wherein the shift-rotating means includes:
k rotating units for shift-rotating the n-bit input data respectively by specified
rotation amounts;
a key data acquiring unit for acquiring key data; and
a rotation amount determining unit for determining values of S1, S2,..., and Sk
based on the acquired key data and specifying, for the k rotating units, S1 bits, S2 bits,...,
and Sk bits as the respective rotation amounts, and
wherein the k rotating units shift-rotate the n-bit input data respectively by S1 bits,
$2 bits, ..., and Sk bits as specified by the rotation amount determining unit.
9. The data encryption apparatus of claim 1,
wherein the shift-rotating means includes;
m rotating units for shift-rotating the n-bits input data respectively by S1 bits, S2

bits,..., and Sm bits, S1, S2,..., and Sm being nonnegative integers less than n, and m

being an integer no less than 3;

a key data acquiring unit for acquiring key data; and REPLACEMENT SﬁEET.
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16. The. st orage nedi um of clai m 15, wherein the data converting
step further conprises a key conbining substep for combining the n-bit
lnput data with key data given beforehand, prior to the shift-rotations by

the shift-rotating substep, and wherein the shift- Bubsitiiutg seeBtt ep
shift-rotates the n-bit input data conbidmed with the k&9 Decemberl2001 The
st orage nedi um of claim 15, wherein the data conbi ni ng substep

conbi nes key da® &elgetingriniiderselactingik vatatingrnits fipm t%wowﬂapn@ﬁbwd@@ﬁm ni ng

together the k sets of data, to generate the n-bit output dat
Subst i t ut eaéuired key data so that the k séts of data are generated as a result of sl‘g}rotatlons of

-10 Decenber 2001 18. The storage nedi um of claim 15, wher ein
the shi ft - fhetnabit inguiiatabretheisalecieddgotating units.  a key data acquiring substep
for acquiri ng key dat a; a rotation anount determ ning substep for
det er ni ni ng0val Adiatagncgptiosmethod pravided with deateonveringster tonicorvertingyn-tihit a;
and a rotating substep for shift-rotating the n-bit input data by
S1 bits, Spdidataton-bit gugut dsita, e data servesingestan gomprising:
a shift-rotating substep for generating k sets of data by shift-rotating the n-bit input
data respectively by S1 bits, S2 bits,..., and Sk bits, S1, S2,..., and Sk being nonnegative
integers less than n, and k being an odd number no less than 3; and
a data combining substep for combining together the k sets of data to generate
the n-bit output data.
11.  The data encryption method of claim 10,
wherein the data converting step further comprises a key combining substep for
generating combination data by combining the n-bit input data with key data given
beforehand, prior to the shift-rotations by the shift-rotating substep, and
wherein the shift-rotating substep shift-rotates the combination data generated by
the key combining means.
12. The data encryption method of claim 10,
wherein the data combining substep combines key data given beforehand with n-
bit data obtained by combining together the k sets of data, to generate the n-bit outpdt
data.
13. The data encryption method of claim 10,
wherein the shift-rotating substep includes:
a key data acquiring substep for acquiring key data;
a rotation amount determining substep for determining value s of S1, S2,..., and

Sk based on the acquired key data; and

a rotating substep for shift-rotating the n-bit input data by 81 bits, 82 blts verry @Nd

Sk bits independently. Loyt
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19. The. st orage nedi um of clai m 15, wherein the shift-rotating
subst ep i ncl udes: a key data acquiring substep for acquiring key
dat a; a sel ecting substep for selecting k values of S1, S2,..., and
Sk frommvalues of S1, S2,..., and Sm which are predertSubstitaide sheeti on
the acquired key data, Sl1, S2,..., ands®@m bei ng nonnegd0iDecembey2001l ess
than n, and m bei ng an integer no less than 3; and a rotating
subst ep f of4-shi The dae gnenyptianeethodpiclaimpl® data by S1 bits, S2 bits, ...,
and Sk bits independent l% 20. A data encryption apparatus provided
with a data conwbereinghe ehiftcetating subsiepdnaludes: n-bit i nput data to n-bit
output data, the data converting device conprising: a
shift-rotating akey datsacedring subsiey far acavisngkeydatal by shift-rotating the
n-bit input data re§pectivelfy by S1 bits, S2 bits..., and Sk bits, SI,
S2,..., and Sk @de&piegtingosubsteatforseledting kgaiuss|oé §4, BRan and Sinffom merlvgs #h odd
nunber no | ess than 3; and a data conbining unit for conbining
t oget her t 8% $§2,setandd@m ddhich are prasietermined basedhon thei acquitedbokey deda,a51, S21..., The
data encryption apparatus of claim 20, wherein the data converting
devi ce f ur amdBmchging nerneghtive iotegbisressgthamint aficom beingrbi integer tnodess- than 3{ nput
data with key data gi ven beforehand to provide conbination data, prior to
the shift-andations by the shift-rotating unit, and
a rotating substep for shift-rotating the n-bit input data by S1 bits, S2 bits,..., and
Sk bits independently.
15. A computer-readable storage medium storing a data encryption program provided
with a data converting step for converting n-bit input data to n-bit output data, the data
converting step comprising:
a shift-rotating substep for generating k sets of data by shift-rotating the n-bit input
data respectively by S1 bits, S2 bits,..., and Sk bits, S1, §2,..., and Sk being nonnegative
integers less than n, and k being an odd number no less than 3; and
a data combining substep for combining together the k sets of data to generate
the n-bit output data.
16. The storage medium of claim 15,
wherein the data converting step further comprises a key combining substep for
combining the n-bit input data with key data given beforehand, prior to the shift-rotations
by the shift-rotating substep, and
wherein the shift-rotating substep shifi-rotates the n-bit input data combined with
the key data.
17.  The storage medium of claim 15,
wherein the data combining substep combines key data given beforehand with n-

bit data obtained by combining together the k sets of data, to generate the n-bit output

data.
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Substi t ut e :sheet 52
- 10 Decenber 2001 wherein the shift-rotating unit shift rotates the

conbi nati on data. 22. The data encryption apparatus of claim 21,
wherein the shift-rotating unit includes k rotating units Supstitute sheet
shift-rotating the n-bit input data reddectively by St 10 Decethbart2001 .,
and Sk bits., 2 The data encryption apparatus of claim 22,
wherei n t he'8 rﬁ‘th&tsit‘?fﬁg%ﬁ'ﬁ’@”h?fé’lagpdﬁal lines that have wiring patterns for
shift- rotating the n-bit input data respectively by S1 bits, S2 bits,...,
the Sk bits. 2hereinhe shift-rotating sybstemincliesir at us of cl ai m 23,
wherein the key conbining unit is one of an arithnetic adder and an
excl usi ve- OR  gadkey datpjacquiring subsierfor peauinng kexdatac onbi ning unit is an
excl usive-OR gate. 25. The data encryption apparatus of claim 20,
wher ei n the dat & ©&HeN AMRYNt Aetermeiingisybster & defermining, valuese PHBENSA . vdndh
n-bit data obtained by conbining together the k sets of data, to generate
t he conbi ngk Paseduthe acquired keygatagands encrypti on apparatus of clai m 20,
wherein the shift-rotating unit includes: o k rotating units for
shift-rotating thetatingisubstepinr shifitratatieg ther-bit inpyt data by &Ji bitse82 bitert.atandn
anounts; a key data acquiring unit for acquiring key data; and

Sk bits independently.

19.  The storage medium of claim 15,

wherein the shift-rotating substep includes:

a key data acquiring substep for acquiring key data;

a selecting substep for selecting k values of S1, S2,..., and Sk from m values of
§1, 82,..., and Sm which are predertermined based on the acquired key data, S1, S2....,
and Sm being nonnegative integers less than n, and m being an integer no less than 3;
and

a rotating substep for shift-rotating the n-bit input data by S1 bits, S2 bits,..., and
Sk bits independently.

20. A data encryption apparatus provided with a data convertng device for converting
n-bit input data to n-bit output data, the data converting device comprising:

a shift-rotating unit for generating k sets of data by shift-rotating the n-bit input
data respectively by S1 bits, S2 bits..., and Sk bits, S1, S2,..., and Sk being nonnegative
integers less than n, and k being an odd number no less than 3; and

a data combining unit for combining together the k sets of data to generate the n-
bit output data.

21.  The data encryption apparatus of claim 20,
wherein the data converting device further comprises key combining unit for

combining the n-bit input data with key data given beforehand to provide combination

data, prior to the shift-rotations by the shift-rotating unit, and
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a rotatiem anount determning unit for determning values of S1, S2,...,
and Sk based on the acquired key data and specifying, for the k rotating

units, S1 bits, S2 bits, , and Sk bits as the respective rotation
anounts, and wherein the k rotati ng units shift- Substititershest bi t

i nput data respectively by S1 bits, SZZbl ts,..., and 310 Petsmbsr 20€di fi ed
by the rotation, amunt ﬂ erm n|n un a selecting
substep for selMBgfEMGes &JP@EQQ it st "0@95 the °°mb'”§HQF adas r om m val ues of
S1, S2, and Sm which are redet erm ned based on the

acqui red Ry dghgdatgfncgghon apparatuwcp'a'm Sm be| ng nonnegat i ve i nt egers

| ess than n, and m being an integ ,
rotating subst ¥peredt twgmft-rq*@itnawrﬁgn@'me%k lﬁ?tﬁt‘ﬂgnb'ﬂfts f&&ﬁ@ﬂ'@ét‘"g t"‘eb@/'b‘;'%l
bits, S2 l?rlnptu?dat'a respectiveg/ bSykS 1bi£|%sszlbgg epeap‘ccii eSrlltblltg
23.  The data encryption apparatus of claim 22,
wherein the k rotating units are signal lines that have wiring patterns for shift-
rotating the n-bit input data respectively by S1 bits, S2 bits,..., the Sk bits.
24,  The data encryption apparatus of claim 23,
wherein the key combining unit is one of an arithmetic adder and an exclusive-OR
gate, and
wherein the data combining unit is an exclusive-OR gate.
25,  The data encryption apparatus of ciaim 20,
wherein the data combining unit combines key data given beforehand with n-bit
data obtained by combining together the k sets of data, to generate the combination data.
26.  The data encryption apparatus of claim 20,
wherein the shift-rotating unit includes:
k rotating units for shift-rotating the n-bit input data respectively by specified
rotation amounts;
a key data acquiring unit for acquiring key data; and
a rotation amount determining unit for determining values of 81, S2...., and Sk
based on the acquired key data and specifying, for the k rotating units, 81 bits, S2 bits,...,
and Sk bits as the respective rotation amounts, and
wherein the k rotating units shift-rotate the n-bit input data respectively by S1 bits,

S2 bits,..., and Sk bits as specified by the rotation amount determining unit.
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