- 1 - DEVICES AND METHODS FOR ROUTEING A UNIT OF DATA I N A NETWORK
FI ELD OF THE | NVENTI ON S The present invention relates
generally to devices and nethods for routeing a unit of data in a
network. More specifically, the present invention has particular -
but by no neans exclusive - application to 10 routeing packets in a
shared network environnment for |atency driven distributed
applications. BACKGROUND OF THE | NVENTI ON 15There is an energi ng
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of the applications by reduci ng ne®kFWRRBel ay. Applications of this
nature are sonetines referred to as 20 Latency Driven Distributed

(LDD) appl]j i gns,  An_exampl e of an LDD application is a nassively
mul ti - pl aﬁk&%ﬂﬁ&%&%t operates over the Internet.
Applications of this nature typically involve the real-tine
conposition of nulti | Iyl , | ' ar ound
the 25 Internet. m?gg‘%ﬁ% Y, itn?egﬁ:éggrg%f%%éeé)ﬁ%%%ﬁ#&c%%ture of
LDD appl i &&viiges redi sebheds fre apidieingoapunri brof pdakedsi mg and

di stri but ingtwerkdamMarensseEvei salligl thieCpl-asah€difeaiti6iLhme0f the
LDD appli catiqns. _For gxggl e, perform ng Er. ocessi ng and di stribution
of mul ti mBREIERLET30 BHE LR Heqnst SFEAUPHVELT PP HFRSS £9 ocat ed
i n AudOr alncaitresipng parhdtsecim alailmrddaietgogRi éhehndinernteficades t he
real -tinme QTR f %@ | LQE or Australian users.
In this ex]%rq:r}pke itg&gﬁﬁdd %EIE.B. vanﬁgggggkthg%géﬁce the del ay by
perform ng the processing and 35 distribution of the nultinedia data
froma seBMKGROUADCIFi THERUENVENTION - 2 -
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15 There is an emerging class of computer
applications that require the use of a network of
geographically dispersed servers in order to improve the
prerformance of the applications by reducing network delay.
Applications of this nature are sometimes referred to as

20 Latency Driven Distributed (LDD) applications. An example
of an LDD application ig a massively multi-player real-time
game that operates over the Intermet. Applications of this
nature typically involve the real-time composition of
multimedia material. from distributed sources around the

25 Internet. Consequently, to preserve the real-time pature of
LDD applications it is often necessary to perform
processing and distribution of data on servers that are
located near usexs of the LDD applications. For example,
performing processing and distribution of multimedia data

30 on a server located in Europe for users located in
Australia may introduce a delay that significantly degrades
the real-time performance of the LDD applications for
Australian users. In this example it would be advantageous
to reduce the delay by performing the processing and

35 distribution of the multimedia data from a server located
in Australia.



VWhilst it is possible for LDD application providers to purchase and
install their own infrastructure to provide thenselves with a set of
geogr aphical ly dispersed servers, this option has the di sadvantage of
5 being relatively costly. A nore cost-effective solution is to | ease
or hire the necessary conputing resources froma party that owns the
servers and provide the paths etc. Udortunately, the di sadvantage
with this option is that application providers wll probably share

the physical 10 resguiggss {¢ had ﬂo%siﬁ@.@p%'&-nﬂmﬁe%ﬁ%{%idﬂth ot her
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word "routeing" ,iLs.broad ough to cov a range of techni gues
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paths or |pgBeadelisas an | P tunnel. - 3 - SUMVARY OF THE | NVENTI ON

15

. The following provides definitionas for various
terms used throughout this specification.

. Routeing -~ used to refer to the action of
20 forwarding a unit of data in a communication network. The
term “routeing” as used in this specification is not
restricted to a particular technique for forward a unit of
data. Consequently, the word “routeing” is broad encugh to
cover a range of techniques including, for example, level 3
25 network level packet routeing or level 2 link level
switching.

. Path ~ used to refer one or more links in a

communication network that are used to transfer a unit of

30 data between network nodes. Consequently, a path can
inglude a single link that allows adjacent nodes to
exchange data, or a series of links that enable the data to
be exchanged between non-adjacent nodes wvia other nodes.
Furthermore, the terms “path” and “link” as used throughout

35 this specification are indented to cover physical paths or
links, such as a fibre optic cable, or wvirtual paths or
links such as an IP tunnel.



According to a first aspect of the present 5 invention there is

provi ded a device for routeing a unit of data in a network, the

devi ce conprising a processing neans that is operable to:

determne an identity of a first path in the network that was used to
transfer the unit of data; 10identify a second path in the network
based on the identity of the first path; and forward the
unit of data over the second path to thereby route the unit of data
in the network. 15Preferably, the processing nmeans is operable to

identify tgﬁ éggong Eath by o selecting a routeing record
from one 3&553%¥Eecords; determ ni ng whet her the
routeing record contains 20 a reference to one or nore second

routei ng records; Accord:dn? é&leel"tfzrﬂtngsﬁgﬁtsgfo ﬁ%‘t&é}% exam ni ng

the routeing record upon ermning tha e routei record does
not corft ai irNaREirss Ehereeisaproviing detervirai fgrt navteing rpuinditngf

record 25 d£tH ama hﬂ@;wb@:k?reﬂﬁedewﬁﬂl@%hn@ﬁ':.éIﬂﬁéhQr FOLE £ 1YYy HRGOIE]

fromthe sqhqu routeégg cords and identifying tﬁe second path by
exami ni ng R SthEPSFBUT8i i3 record. Preferably, the processing means
i s operabl e such 30deharmihenascldmttiiey pliear bitat ngrilecor dlfer om t he

first routlighieeaads whleuRbaces S uhJFanNtnbdant tf LeSagng, of the
10 identify a second path in the network based on
the identity of the £irat path; and
forward the unit of data over the asecond path to
thereby route the unit of data in the network.

15 Preferably, the processing means is operable to
identify the second path by:
selecting a routeing record from one or more
first routeing records; _
determining whether the routeing record contains
20 a reference to one or more second routeing records;
identifying the second path by examining the
routeing record upon determining that the routeing record
does not contain the reference; and
upon determining that the routeing zrecord
25 contains the reference: selecting another routeing record
from the second routeing records; and identifying the
second path by examining the other routeing record.

Preferably, the processing means is operable such
30 that when selecting the routeing record from the first
routeing records the processing means identifies one of the
first routeing records that comprises information that
corregponds to the identity of the first path to thereby
select the routeing record.
35
Preferably, the processging means 1s operable such
that when selecting the other routelng record from the



first routeing records that conprises information that corresponds to
the identity of the first path to thereby select the routeing record.
35 - 4 - second routeing records the processing neans identifies one
of the second routeing records that conprises the information that
corresponds to the identity of the first path, and additional

I nformati on that corresponds to 5 appéi<€ation information contai ned
in the unit of data to thereby select the other routeing record.

Pref erabl ysedd¥@ aBRkbEAY Qécbf‘a@rfm?é Im&@e&ﬁgnﬁaaw identikdeOlndat a
conpri ses qgigdentlfléatlog y oﬁégqgga g %ce from which the
unit of déta ¥ §efgrdqrouteing “rec bF§EPTHESHr PR ssi ng means
S operainnﬁa:m@&uennthattberrdamnndQ/ﬁﬁ theeifiensitpath tlye efidamtni ng

the unit :g@t @nd additional hﬁf@iﬁ] %'nythglee §£9&&§§M@ ans i's

oper abl e such 't hat Forwar e unit ata over the second
path i £ ar%ﬁ?@@tﬁﬁe AREPTBALHGR LaRicHneRadn] Fhﬁd\éﬂm?%sdatﬁe tecond

pat h. therebyPisellecabkie &HRef i F&itdialghreaspdlses a tunnel in the
network. Preferably, the second path is one of a plurality 25 of

second paths in the network, wherein the second paths conprises
anot her tunnel in tReefieraiolk, athe aprddcathon| ipieima tidh e ondiaioeld.

Preferabl yin thig RELHWOLK aatQaésﬂpmw%e&aéﬂtﬁﬂaa‘ewﬂ of T£ferably,
t he un|t of datg is . an IP g
10 computing device rom which the unit of data originated.

Preferably, the processing means is operable to
determine the identity of the first path by examining the
unlt of data.

15
Preferably, the processing means is cperable such
that when forwarding the unit of data over the second path
it arranges the unit of data such that it identifies the
gecond path.
20

Preferably, the first path comprises a tunnel in
the network.

Preferably, the Becond path is one of a plurality
25 of second paths in the network, wherein the second paths
comprises another tunnel in the network and a non-tunnel
path in the network.

Preferably, the network 1s based on packet
30 switching.

Preferably, the unit of data is am IP packet.

According tc a second aspect of the present
35 invention, there 1ls provided a method of routeing a unit of
data in a network, the method comprising the steps of:
determining an identity of a firat path in the



According to a second aspect of the present 35 invention, there is
provi ded a nmethod of routeing a unit of data in a network, the nethod
conprising the steps of: determning an identity of a first path in

the - 5 - network that was used to transfer the unit of data;

i dentifying a second path based on the identity of the first path;
and forwardi ng the unig -of data over the second path 5
to thereby route the unit of data. Preferably, the step of

i denti fyi pGthlexSeRARwRA &P Y 13RRkRS §ﬂ§n§ng_rof data; _
selecting a routeing_record fromone Qr nore 10 first routein

recor ds; IRl G RREPRE, PRIR BafR% 9 q’“@c&ﬁ&nﬁgﬁi’ai ns
a referenef theoffiérst patk; sesbdnd routeing records;
Fs%%t%hg paeR

i dentifying the secgggw :1.]:1 *h@(qﬂg@_i gg &Q@ar&gzei
determ ning that the Touteing record 15 dOoés not contain
r ef er eAcetoaflrereby route ¢heinid @fridatag that the routeing record

contains the reference: selecting another routeing record fromthe

second routeing recQrds; identifying_t second h by exam ni ng
the other routeing ?‘é%%?’a&n‘%b ok step ng?‘i?’é‘?%jﬁgptq:h’@ %é"ﬁngf
sel ecti ng peltd compeingsrthorasbdpomafizhe first routeing records

i t he st | | fyi ¥ t e d
corprises the step sbibdeid ' fudlfe0kobhia Mol dligH Beecol o

that conprises information tThat correSpon of 25 the
first 1Pat Firet ropssingereed®dde routei ng record.

" determining whether the routeing record contains
a reference to one or more second routeing records;
identifying the second path by examining the
routeing vecord upon determining that the routeing record
15 does not contain the reference; and
upeon determining that the routeing record
contains the reference: selecting another routeing record
from the second routeing records; and identifying the
second path by examining the other routeing record.
20
Preferably, the step of selecting the routeing
record from the first routeing records comprises the step
of ldentifying one of the first routeing records that
comprises information that corresponds to the identity of
25 the first path to thereby select the routeing record.

Preferably, the atep of selecting the other
routeing record from the second routeing records comprises
the step of identifying one of the second routeing records

30 that comprises the information that corresponds to the
identity of the first path, and additional information that
corregponds to application information contained in the

unit of data to thereby select the other routeing record.

35 Preferably, the application information contained
in the unit of data comprises an identification of a
computing device from which the unit of data originated.



Preferably, the step of selecting the other routeing record fromthe
second routeing records conprises the step of identifying one of the
second routeing records 30 that conprises the information that
corresponds to the identity of the first path, and additional

i nformati on that corresponds to application information contained in
the unit of data to thereby select 4he other routeing record.
35Preferably, the application information contained in the unit of
data conprises an identification of a conputing devi ce from which the
unit of data originated eferably, the step of

det erni ni ng t he |de%¥?¥?x%Hlﬁdu§q% F§Fppafhd%EﬁﬁW4QﬁE$t9¥§ dfeptity
exanlnlngcﬁhehunﬁﬁrﬁﬁ gath. cdnprises the sbepf6f agkaymidiiey Yhepuait
formardin g n|t of data over the second path conprises the step
of arranglng ﬁe unit of data such that it identifies the second
path. $0Preferably, the first path conprises a tunnel in the network.

he network wher i np Re Seran “'%e5%€§°§Lﬁ%f+%%%i’é%ot?%2?ﬂﬁﬁﬁ§§f‘s. 5

t he network wherein he sec él éﬂ S
t he netwo 3n8varn8 et AR ﬁﬁf i d5RE: B KStER A% ARRARIINHe
net wor k i £heasadtonfpdakat ssoh thHatngdt 2dentifies the second path.

10 Preferably, the firsmst path comprises a tunnel in
the network.

Preferably, the second path is one of a plurality
of second paths in the network wherein the second paths
15 comprises another tunnel in the network and a non-tunnel
path in the network.

Preferably, the network is based on packet
switching.
20
Preferably, the unit of data is an IP packet.

According to a thlrd aspect of the present
invention, there is provided a device for routeing a unit
25 of data in a network, the device comprlsing a processing
means operable to:
determine a destination of the unit of data;
asaign the unit of data a label based on the
destination of the unit of data;
30 select a routeing record fxrom one oxr more
routeing records based on the label; and
forward the unit of data over a path identified
in the routeing record.

35 Preferably, the processing means is operable to
select the routeing record by identifying one of the

routeing records that comprises information that



Preferably, the unit of data is an |IP packet. According to
a third aspect of the present invention, there is provided a device
for routeing a unit 25 of data in a network, the device conprising a
processi ng nmeans operabl e to: determ ne a destination of the
unit of data; assign the unit of data a | abel based on the
destination of the unit of data; 30select a routeing record from one
or nore routeing records based on the | abel; and f orwar d

the unit QbrdabpoRds’td £&d Minlantiskigdelintt hend A Al ¥ REQ, dang
35Preferag¥§“ t he gr C§SS|r€En93&%6|s oEerabI to select the routeing
record by 33 ktPES ng“ PEDFTh uCBFREEPRRCF ke (IRRLIFHPRs es

I nf or mat | dmfelrahtion7contatnad ponddiet onfheof adeta aiss | thamhyo selectni t

of data, anpg g@ﬁk&iﬁgakeé grmation that corresponds to application
i nformati on contained 1n the unit of data to thereby select the

route!ﬁg record. S Preferably, the application information
contai ned in the unpteférilsiyy, AN ePHEScALLblleiM fdimtAilicd cehtdined

conmputi ng ,devyice_ fr n1£h'c the unit of data oriLginated.
10Pr ef er atillr’ngb'PhgnbgoS sé?ﬁ% FERTS 58 %egéﬁﬁig"gg‘&?‘nti%t"%\ﬁen
f or war di ngeaipatangt devideat fronerhitdhe thet mit af rdatme ot natied . of
data such that it identifies the path.
10 Preferably, the processing means is operable such
that when forwarding the unit of data over the path it
arranges the unit of data such that it identifies the path.

Preferably, the path is one of a plurality of
15 paths in the network wherein the paths comprises a tunnel
in the network and a non-tunnel path in the network.

Preferably, the network is a packet switched
network. '
20
Preferably, the unit of data comprises an IP
packet.

According to a fourth aspect of the present
25 invention, there is provided a method of routeing a unit of
data in a network, the method comprising the steps of:
determining a destinatlon of the unit of data;
agsigning the unit of data a label based on the
destination of the unit of data;
30 selecting a routeing record from one or more
routeing records based on the label; and
forwarding the unit of data over a path

identified in the routeing record.

35 Preferably, the step of selecting the routeing
record comprises the step of identifying one of the

routeing records that comprises information that



Preferably, the path is one of a plurality of 15 paths in the network
wherein the paths conprises a tunnel in the network and a non-tunnel
path in the network. Preferably, the network is a packet swtched
network. 20 Preferably, the unit of data conprises an |P packet.
According to a fourth aspect of the present 25 invention, there is
provided a nethod of routeing a unit gf.data in a network, the nethod
conprising the steps of: determ ning a destination of the unit of

dat a; ° LgpLn h  t a el S t he
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conprlses e F8EAT ng one of the routeing records that
conpri $es information that

Preferably, the application information contained
in the unit of data comprises an identification of a
computing device from which the unit of data originated.

10 Preferably, the step of forwarding the unit of
data over the path comprises the step of arranging the unit
of data such that it identifies the path.

Preferably, the path is one of a plurality of
15 paths in the network wherein the paths comprises a tunnel
in the network and a non-tunnel path in the network.

Preferably, the network is a packet switched
network.
20
Preferably, the unit of data comprises an IP
packet,

According to a fifth aspect of the present
25 invention, there is provided a computexr program comprising
at least one instruction for causing a computing device to
carry out the method according to the second and/or fourth
aspect of the present invention.

30 According to a sixth aespect of the present
invention, there is provided a computer readable medium
comprising the computex program accoxding to the fifth
aspect of the present invention.

35 BRIEF DESCRIPTION OF THE DRAWINGS

Notwithstanding any other embodiments that may



- 8 - corresponds to the | abel assigned to the unit of data, and
additional information which corresponds to application information
contained in the unit of data to thereby select the routeing record.
S Preferably, the application information contained in the
unit of data conprises an identification of a conmputing device from
which the unit of data originated. 10Preferably, the step of
forwardi ng the unit of data over the path conprises the step of

arrangi ng unit.. of data suc hat it identifies the path.
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Accor di ng Hl§UEeFr f iR WhHRT of the present 25 invention, there is
provi ded a conmputer program conprising at |east one instruction for

causi ng a conputing LC r ut th h ccording to the
second and/ or fourtﬁ’q%}éibee; H%ogﬁhdée%p%egg%l?ﬁ?%éen@’%o%a%?é’%c%ordi ng to
a si xth asnedwersf achergirgckp the embodiment of the present

invention;

10 figure 2 provides a representation of a device
for routeing units of data in the network of figure 1:

figure 3 shows an example of routeing tables
maintained by the device of figure 2;
15
figure 4 provides an example of a network in
accordance with another embodiment of the present
invention; and

20 figure 5 provides a flow chart of various steps
performed by the networks of figures 1 and 4.

figure 6 provides another flow chart of wvarious
steps performed by the networkse of figures 1 and 4
25 '
AN EMBODIMENT OF THE INVENTION

Figure 1 depicts a shared computer network 101
that can be used to run Latency Driven Digstributed (LDD)

30 applications. The network 101 comprises a plurality of
geographically dispersed sub-networks 103. For example, the
sub-networks 103 may be located in different countries and
maintained by different organisations. The sub-networks
103 are sometimes referred to as intranets. Each sub-

35 networks 103 comprises one or more computer gervers 105 and
a device 107 that is operable to route data packets between
the sub-networks 103. Each device 107, which is commonly
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i nvention, there is provided a conputer readabl e nmedi um conpri sing
t he conputer programaccording to the fifth aspect of the present
I nvention. 35 BRI EF DESCRI PTI ON OF THE DRAW NGS Not wi t hst andi ng any

ot her enbodinents that may - 9 - fall within the scope of the

present invention, an enbodi nent of the present invention will now be
described, by way of exanple only,.wgh.reference to the acconpanyi ng
figures, in which: S figure 1 provides a schematic di agram
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t he networ ks of |§ures
networks 103 the network 101 also comprises a plurality of

links 109 that can be established to connect adjacent
devices 107 the devices 107 to route (exchange) data

10 amongst each other. The links 109 can be in the form of
‘best effort’ (no service level agreement) or tumnnels or
VPN’s that provide a required level of service.

Before deploying an LDD application in the

15 network 101 the LDD application provider approaches the
operators of a number of the sub-networks 103 to hire some
of the capacity of the computer servers 105 and swlitching
regources in the devices 107. Typically, the application
provider will only approach those operators who coantrol a

20 sub-network 103 in a geographic location that the
application provider wighes to have application processing
capacity. The computer serveras 105 are such that the
operator of the respective sub-networks 103 can configure
the hired capacity as virtual servers for exclusively

25 running the application provider's LDD applications. The
application'provider then eatablishes the links 10% that
interconnect the devices 107 in the sub-networks 103 that
the application provider has virtual servers. For instance,
if the application provider has wvirtual servers in sub-

30 networks 103a 103c and 1034 the application provider may
hire bandwidth assured links 109b and 109d from network
providers.

Alternatively, the application provider may
35 choose to hire bandwidth assured links 108b and 1094 and
establish a best effort link Sh between sub-networks 1l03a

and 103d. The link 109¢ will be used where delay in



25 AN EMBODI MENT OF THE | NVENTI ON Figure 1 depicts a shared
computer network 101. that can be used to run Latency Driven
Distributed (LDD) 30 applications. The network 101 conprises a
plurality of geographically dispersed sub-networks 103. For exanpl e,
t he sub-networks 103 nay be located in different countries and

mai nt ai ned by different organisationkl “The sub-networks 103 are
sonetinmes referred to as intranets. Each sub- 35 networks 103
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t hen establi shes the | i nks. 109 t hat interconnect the devices 107 In
the sub- nEPWEPRECTHSA (Pt ! 1He gﬁpl%ééﬁﬁﬁlﬂ?oﬁ?ﬁpmiﬁ'ﬁr £gal
servers. Mohnefs}abhe, fifst hintayHaceakildnipr avadletagtsl ey ot ual

SErvebs I%uiggiting non-tunnel best effort IP connectiona. The
second interface 213 is basically comnnected to the virtual
servers that may be operating in the respectilve sub-
networks 103.

25 EBach of the devices 107 alsoc compriseg a routeing

process {(not shown in the figures). Generally speaking, the
routeing process is capable of routeing data packets
received on the first interface 211 (that is, data packets
received via the IP tunnels or non-tunnel IP connection)

30 Dbasgsed on an ildentity of the IP tunnel over which the first
interface 211 received the data packets. As 1s elaborated
on in the following paragraphs, the routeing process in
each of the devices 107 determines the identity of the IP
tunnel by examining a forwarding label (tunnel identifier)

35 contained in a field of the data packets received on the
first interface 211. In the present embodiment of the
invention the forwarding label is in the form a destination



30 networks 103a 103c and 103d the application provider may hire
bandw dt h assured |inks 109b and 109d from network providers.
Alternatively, the application provider may 35 choose to hire
bandwi dt h assured |inks 109b and 109d and establish a best effort
link 9h between sub-networks 103a and 103d. The link 109c will be
used where delay in routeing a pagkgh does not matter. The
application provider or network service provider establishes the

necessary n at_dat acket.s _can_b nsfer
appr opr i at]!eIJ \ﬂ‘%lr ? §gr%g?sp?%re c§§|"ﬁé B %ﬂ ’ébq‘pel §f"| on
runni ng tHrleonThe IP addresﬂscm# |adw9d1piaamﬂms$.1y IEhalri@’twork 101

conpri ses ¢ igedevi ge 107 u &?m
Mor e speci fl?%al I {)F:t %nge%bei%%gma%qur r%gnaﬂg?ngé orm t

(0]
Moek oPor it ey birnacak, NpNRRLAR The FOSMRTBISG: babAk %mﬂdoﬁ%s&t ée
VI rtuals Sﬁ’ﬂtﬂﬂleruﬁ.ﬂ.englfherLﬂD iy Ipackieitoheadlét hot ep&F BaWek. t @nf i gure

2, each of f f 1.and e o,nd

i nterface ?Ef%er%%ﬁk ﬁg F %}:ei%%f' Fsghggpgél 51'2% %QD 3lpa§: ing a
nunber of immn@rsiaven :§P1r$ rkacies:. | ﬁhPhQOEFéWQuBr%ﬁ)I-‘»@ Wheehe
the appl i Cﬁialip'ltpfiﬁ’ébﬂeéshéélé!éﬂﬂ&"on%eb\fetﬁel ﬁP%@nﬂ@iMﬂ‘%o?aQ?’a and
103c, thelptaliu | s woul d, be zl?gqp#ted% g ddition to
suppor t i nFFPurthe FEPRERELPRP éﬁ!ﬁnFéfﬁlg A e of 20
supporioi ngtumelt wveel whésh théodatd Paxketecweeasredabvedc i

Interface gl3d-9i03sehdl LYcE000¢ %net v%%%%fog%gihéeé :Fécﬁ]écf' may

be operatlng Int respectlve Su evi ces

107 al so CoHpE1fe #T3PBoLERRYL pFD P eCidorshAkernat heeky g tess) |
General |y ﬁcﬁﬁfdﬁuggprbbesaoaaﬁl ﬂﬂvémsm lr&ceaﬁaal 8ath dﬁé&!&éﬂimg dat a
packet s r cel ve% Qn, ta 8t mtﬁ_[ ‘{?ﬁlﬁ Zell ﬂ tﬁ ackets
recei ved %f“'fq'u YR ﬁﬁle & rlvﬁ cShReEPF 0F5°R based on
an i deift i tintsridee RR3t ﬁnneprgvasm dly tthe ﬁDDsapphieatm 211

recei ved the.(3lA thagkehs. As is elaborated on in the follow ng

par agr aphs, therouteing process in each of the devices 107

determ nes the identity of the IP tunnel by exam ning a forwarding
| abel (tunnel ident Ebi en):raaseomﬁi:lrww hfagi-iaﬁﬁnia:eitfhaudﬁia packet s

received og%&t?%_gm%%ce gerf :Efl:. glf resent Egpodl Nt of the

I nvention Iab ormadsma - 12 -
20 devices 107 can also route data packets baged on

application information. Thus, the device 107 effectively
performs tunnel level switching (as described in the

previous paragraph) and appllcation level switching. To
determine the application information the routeing process

25 in a device 107 checks an application label that ig
contained in received data packets. In the case of the
present embodiment of the invention the application
information.is effectively a unique identifier of a device
from which the data packet originated.

30

The advantage of having the devices 107 route

data packets based on the forwarding labels (the
identification of the IP tumnnels) and the application
labels (application related information) is that the

35 application provider has the ability to control Quality of
Service (QoS), implement multicast, deploy efficilent
gsegsion redirectlon and flow re-routeing as well as packet



| P address of the packets received on the first interface 211. The /P
address could also identify an IPin IP tunnel. It is envisaged that
in an alternative enbodi nent of the present invention the forwarding

| abel  coul d al so be 5 another identifier in the packet header or
payload. In this regard, the forward | abel could be the "flow | abel"
identifier in an I Pv6 packet. The roW¥etng process is such that it

I nvol ves selecting one of the IP tunnels or non-tunnel It

connect i ofdlbasidg cand heiniden isepviteshBetdbdd) gHheandlrtmadr sekivehst he

dat a paCk%&%hléﬁ{égbn?;g&%%%i%%gsri&% r gLy e#%ewfteifq{e\ﬁ%rg:a&avgf(:kets

over the select non-tunne connect1 on.
Al t er nat i F&@PgEieng. r out ei ng process can invol ve the received data
packets being forwarded onto a virtual server via the second 15

interface 213 for ocessing by the appl.ications running thereon.
To incPease the Ie\%:f c?ﬁdsed’r %ﬁu%&ﬂ"ﬁhi[)ﬁh? %3RS spg’ﬁé'ggs"’% the
ability tdmtéin@th?mam; thee appldeatiens labela @ash pdutkedat a
packels bapedcan 209! a&alifhd W GoiRhlal, Tf%i‘?el eV I6E XBfp1e
effectively pertorns tunnel Tevel swtc |%g as descCri'bed in Lhe

previ ous [9ar 44ieBnis AhpEppin Hgwese PevEhe stpxwandigg Aebedt sahilae t he
aﬁpl ikcat i Qﬁnhlaﬁ.ﬁﬁ P&hiilFbéd%dt ?ﬂ:@{a&ﬂiﬂ@?&&ﬁﬂa 2o, j,N agh _eav.'gsgn%O?

checks .an i catio at is cqntained in.tecejved data
packe?g. Ir%%ﬁgggﬁ ef%]?gf%e%pﬁée%tshﬁ%&& ﬁ@n?PB?"'?Wéi‘?zhvention t he
appl i cat i dwrwakdinat tainle ¢ Wiifledt nedl phewnniguehe dimtwazidingofable
devi ce 1 oF whischel P O8! s RARKRIadAE GAE! ee Adewarding camilhe

advant age of avigg t he devi ces 107 _route data packets on the
t

f or war di n§oMdHePis?  FEPEAART AT, PP CarioR el RFEFRY andy 2Phe
appl i cat i appldbekiofapxibel MNaxin r aheawed twal ccmpdhaxts icsf tdt t he 35
applicati kder t i d i cont l4 of rvice
(0 18 ptaaRifg] paBte i Hhedoolably Rl L80d B8 dodall BRI CC
fl ow re-r apRdiggtienwbabehsipaaaaived datri packets si Mang servi ces
bet \A/ee nt t fh%l?\‘::iﬁ'.éailf ?r%@é SAIYﬂI:.T&EEio%U EdBal P@ffé@ta Vﬂ'%}ﬁ:‘%ﬁl%n%%r \sﬁESt
Wi net wor eve uncti ons. n order to forwa e data packets
Dhsod on HRSEE) of BYRGE | S5 Che SYaE Qo BarehrRd |dans Sackat ekt
the devi ceshit®’ thai applicatidoriatal ig lLabetedabl Bhe axppidatienof
whi chobS SHONR ek ST Endhy 6 fy WandLngeLobel Labl fo SRR A"
i ncom ng forwarding Tabe LA, “an out gol ng

by applying the Application Label Mask to data which is

contained at the Application Label Offmet.

Each application provider has their own

25 application forwarding table. If the link to the
application forwarding table is empty then the routeing
process will route data packets based on information
contained in the forwarding label table. If on the other
‘hand the link to the application forwarding table is not

30 empty then the routeing process will route data packets
based on information contained in the application
forwarding table. An example application forwarding table
ig also shown in figure 3. The application forwarding table
containa an incoming forwarding label FL;, an incoming

35 application label AL;, an outgoing application label AL,
and an outgoing forwarding label FL,.



10 forwarding | abel FLo and a link to an application forwarding
table. Whilst not shown in the forwarding table of figure 3, it is
envi saged that the forwarding table could al so conprises an
Application Label Ofset and an Application Label Mark. These two
conponents of the 15 forwarding table can effectively be used to

| ocate the application |abel in recehyed data packets. Mre
specifically, the Application Label Ofset represents the nunber of

bytes fromthe star f ar p cket_.at vvh

appl i cation | abel |% ?%c%?c%%ﬂr\#%qxgéﬁﬁga P oSt F‘lCitl'l\?&';lrrs}"l(f ™ hen
used to ca&ldenst éevheeap‘pﬂka‘-tme#i'-ﬂld-hreIarb‘swapptytlmg; e f cthp sieviigeison
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O fset. h a Ilca f has .t heir own 2 pl i i on
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i nformati qrs mh&n aadﬂgufaes APYhd Galgreasf %ﬁ@iﬂg nﬂaﬁf@'&nﬁlﬂ%@' e
applicatio r.din 8 s also s \%zn g . The
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FLA, &9 i rmomveary 395appicbals mﬂming_li:heamnuugbl mgmqup)l i dgmttihen

| abel ALOEHH? 3 Al gaaeaséoaﬂ@rﬂmdme'a  Ebrwaraish el FL, and

Dat a packets forwarded to_virtual servers fromc evi ces
i nitially @arkinke t8t 28na8PBlicdkicon foraerding takie- r%@e’?%d dat a

packet rraﬁemtmmant abidxesa cf,f)ra\/adahaw@alc&bel matypées ahh yenﬁ:h,e idat a

packet s Ahive 5 ein, cess. in the networ
101. In or er ngormrggﬁﬂ?a%bg% s oftht gugﬁgﬁ?epjé%%%s aEfEH'gns
devi cé$ 107 firawardiing &ﬁbﬁhgl’fess!:ma'-ﬂ}pl ﬁgtaam@:eian Theamgiugedfiawhi ch
i s shown igrddedid @hdn Ibateagfﬁésam@rﬁam:ettaﬂheeaoaﬁaiﬂéoﬁmion

desti natlon | P ad reflx of, one of th 10, servers 105
which is SSRGS e%ggf*hg Gi ?‘?Bﬁf('c BQR Borwar %F‘r Pg?ﬂf%fw%fﬂhdicﬁ ess and
bit mask, poifmredartdi by thbelApp i Tabkilwl d£ileildk ihotha ipglézatmapping

f di | h f tch
orwardi ng. eIf bnb Gﬁggs-}:éﬂfé* aegr%rtﬁrs%ﬁg détgaﬁécf € ket Tgfches

an entry |n t e ingress Ing table rou rocess
assi g9 15rentask \ﬁé-rrGFﬁéYI *éBth'FZU-‘W]t H@e@&tiéiséckﬁtl’ﬁér-he rout ei ng
process then routes the dat a packet based on information contained in
t he appllcatlonfor t abl ich is pointed to by the
Tabl - i o1d i 1 helPropaRiede o pranidBied, fich prke
enpty the aiailalqeddioat pwokrh.dbesZé)amomlim:b d:iheewalr;toua labelainnel
| denti i edodhedined in the tabl0f ASiGANCbyAtaE00068 POFD Ahal
e vari a

the application providers can alter t S contal ne
the t &5 estddiahed fdatofFhendevdoerek0? @xe jsuch that application

providers can cnly alter tables and labels that are
asgociated with them and c¢an not alter tables ox use‘labels
asgociated with other application providers. To enforce
this aspect, each of the devices 107 comprises an

30 application program interface (API) called the Network
Abstraction Layer, which can be seen in figure 2. The
network abstraction layer hides the actual values of the
forwarding labels used by the application providers and
ensures that application providers can only change label

35 table entries that belong to them. Furthermore, as
mentioned earlier each of the devices 107 maintains a
geparate application label table for each different



25 is noted that the devices 107 are such that application providers
can only alter tables and | abels that are associated with them and
can not alter tables or use |abels associated with other application
provi ders. To enforce this aspect, each of the devices 107 conprises
an 30 application programinterface (APlI) called the Network
Abstraction Layer, which can be seenién-figure 2. The network
abstraction | ayer hides the actual values of the forwarding |abels
used by tRhepapehteshi fPoPig ders and ensures that application

provi ders can only change | abel 35 table entries that belong to them
Furthernore, as mnentioned earlier each of the devices 107 mmintains
a separate applicatTha felidwingbpeolrddesaal chdiiglicertf howlbhe

appl i cati QReRbok! 961 provides a milA° 1hALLOM QAR iER @ ex APl € Of
how t he network 101 provides a rich inmersive communi cations 5

envi r oAne SRVATPRRATE WhEhiw & WwaRAively aydEigphever AR € Bbut ed

Vi rlt ual teraiisltgamabd 59&;&%@ é%ﬂiwﬁﬁnl a8 ef, thbs efzfélrmhq:d%@ IeEDthisf
applicatl on rovi S I ndl V. ree- gl nensi on 1,0 .scene 1 0r
P o ayareBe s EER, Al Sradidatien Rrrvadpahon. Sty Sl cheees
descri besdifiehsitnbdbahiiogaingdickeeschi phapepl oL atlbrotbelrel s at the
client: (2haBesgeeRin' QLA NO AP Bhimb e CAERLEINEly S W L Ched

e 0] I n

pat hs; (3 apg Icatiagn |ev contro rwar usi ng _application
| abel £0wi b lipaanetwBrRketm it appdirakirant § At &m cddgntey
of servicg2)lghkt use aEsHsEwhididig ApPleleatbobroatyitigindl Rd tehead

SRR AT RN o e e

subset of rsrve co
.servi ce iappdigntiod. 1ebgls evittiiy the mietworkheanrdctd) crprdficaidon

users in theerbit BebrWghhtiepd £ Hidvizaatial location with respect to
Avatar A. Two areas aré defined as the hearing range of an avatar as

wel | &€ an interactive zone (where interactive comrunication is
likely with other avatississunddwhidl applscaeioh rtbvidun of hag 25

POlees ot WAB LA CLAELLYS ORI 1S LN d1haYafalh 06

tol erated Tfom sources o e Interactive zone.
| ocati on GHioure “owhersaldfsybre\af dhe cpients (Ca.Cy) of the rich

immersive communication service is examined. Figure 4 (a)

20 shows the location of these users in the virtual world and
their gpatial location with reapect to Avatar A. Two areas
are defined as the hearing range of an avatar as well as an
interactive zone (where interactive communication ies likely
with other avatars). A low delay is required from other

25 pgources within the interactive zomne and a higher delay can
be teclerated from sources outside the interactive zone.
The physical location of the "ownera® of the avatars in
relation to a subset of the hired servers is shown in
Figure 4{(b). The best position to calculate the audic scene

30 for the area of the wvirtual worxld which contains these
ugers is calculated by the application provider (possibly
as a compromise between delay and resource usage) to be in
San Francisco in server §°. It is assumed that servers S@
and S’ shown in Figure 4(c) maintain the formal label

35 tables and ingress mapping tables shown in figure 3.



relation to a subset of the hired servers is shown in Figure 4(b).
The best position to calculate the audio scene 30 for the area of the
virtual world which contains these users is calculated by the
application provider (possibly as a conpronise between del ay and
resource usage) to be in San Francisco in server S3. It is assuned
that servers Sl and S7 shown in Figugg 4(c) maintain the formal |abel
35 tables and ingress mapping tables shown in figure 3. - 16 -

For this applicatiop_a | qgue avatar. | D_is_assigned to ch client.
Client CAis assi gngara }%raqiﬁ- %éghl g gggg'éﬁe?iv%fb’f aﬁ:’al’ﬁ B etc.
Thi s avat @aesipned teeéathfokianis &aaplen@;aﬁhm tepaigued avdtarfIDws, to
the correg DsSEEyfinddth}{t-38t8" Bl Bec! h&i@%&ﬂi %alist usQEygervice

to give to each flow Because of its usef ul ness, the | ication

provi der (F9%s thRi SPRALEREIGR G XEFHTS PRIEPOALPYES FO %sc%'ééﬁtcl i ent
sets the a;mlmeahndntbaheteﬁﬁlmdheaurdqalﬁadk@hal:Dl:}t'fﬁ rsewdlcar +bD.

O her typ;eg@_v%f 5 fl Q%hsﬂfgwloa%% ?Jeato?f &gf ggﬂl JodB) sﬁ? | abel | ed

di fferent rto G omthe
client nodwrdbeablionghrenidentuwans tmg valgerﬁ@x e tanpl imagion

encapsul atigghelzn a@th’ éachPcHgm:elséMst Rhkhgp ﬂﬂé&ééoxefmb‘éls%rfvaacﬁ?
in the outside | P heade addr ess of the inside header.

When 't ho. (BHO8 PAPFPGeEo . PRt (i teitc Shou| QEPBR P9 fth oH it e
packeti0i s deomvatdednifasmdtbon tieey ibeglabeliadpdhfféndieby S7. In this
case, since Dis within the interactive zone of A a lowdelay link is
20 required. The packet is given a forwarding |abel of a and is then
forwarded by appl i c&Bi 8RAPF ove Rendrandier pariehg fxemctheripdient

f orwar di nghdarbet, mfdm@e H kol kO M0 8 t@ beﬁmi.- Wl knhbg &p&warded to

S1 At S2 the pac be fro un to neI on t he
way t owar & ?’é‘a%ew in f%" i&h&d aggt % ‘%’fﬁ al so
be  swiltic hetbrverSs’ Hometke | outisd.dep pPi baaden et | thes atdﬂmadon?hé sit:r eam

on a hi gheifhéj‘ih%ldgahgaﬁékncﬁhéﬂaélﬂ gac'kﬁtl Hel1dbal e #UGRLOT avatar
A' s hearing range) iﬁl S enabl e

cing an entry for
appl i cat i GRAaRFHLaki F’H er%‘B?)Y?%a’F’idothPoPﬁﬁﬁﬁan tm?‘#ds#a\ﬂﬁih an
enpty forvusitdihl&g ihglreksonaphi ey d:a(lﬂle@) s’This tHik iR igiake D is

forwardin Wi [ ved e_p ket.s. w. | e sent on an
| nt er net 36u %hp 1n§§ abE1PY Sforfd Q 355 &elay iiﬁk

20 required. The packet i=a given a forwarding label of a and
18 then forwarded by application provider A's forwarding
table. The forwarding label will be swapped from a to b and
will be forwarded to §*. At 8’ the packet will be switched
from tunnel b to tunnel ¢ on the way towards S°.

25

Packets arriving at 87 from Cz will also be
switched to 8°. However, the application decides to send
the stream on a higher delay path (since avatar B is just
at the edge of avatar A's hearing range). This is enabled

30 by placing an entry for application label B in the
application forwarding table in S’ with an empty forwaxrding
label ocut fleld (FL,). This Ilndicates that forwarding
labels will be removed and the packets will be seat on an
Internet routed path.

35

To keep thisg example simple references to
multicast and other awitch operationas have been left out.



To keep this exanple sinple references to nulticast and other wtch
operations have been left out. - 17 - The two | evel
application/forwardi ng | abel switching operation is very powerful.
Many operations can be perforned within the overlay network based on
the application |abel, flows may be dropped, re-routed, or 5

mul ticast based upon network conditipps_or changes in the gane
requirements (a flow nmay not require a |low delay link at this point

intime). The various_steps.perforned by .t net wor k 104
10 are-shBER FHO Hevet GRRHAAOB SSRRIEARY ety e BTagy o

Those ski bpedaticn his ardryirldweaipil.echanrye oymtattimes asnbeon descri bed
herein is ! | af Eﬂ%? | i ot her than

t hose spe(?ié?'l ?%g‘ﬁ%i%&%ﬁ \ég{é! Q’H&gﬁ%ﬁﬁgt‘%‘g' un eé;és{?éid(%t at the

i nvent i on 2PRELGYELOR | Yakeioh S1Q%BaPRENES SAEPRRRA A IRSAHONTEInhPEN fal |

W t hi nst henmspicast antb&t Qo hdtherknyendi ©ions ok8 chatlbecl AhM:hd. A

device for__rqutei unit of data Ln a ne t Vyl
conpri si n&a‘é‘gp%é e"%‘éi&rllegn%rfeaﬁas ﬂﬁ’gt mlag %%gr%%&'{ei%eo;%oq'e deigﬁe%‘%?’ﬁi ne
an identi ey thia point imttimel .+ he network that was used to transfer

the unit of data,; identify a second path in the network based

on the identity of the first path by selecthfg)a routeing record from
one or nore first rdift &ard §itgps’ performed by the network 104

10 are shown in the flow charts 501 and 601 of figures 5 and
6.

Those skilled in the art will appreciate that the
invention described herein 1s susceptible to variations and
15 modifications other than those specifically described. It
should be understood that the invention includes all such
variations and modifications which fall within the spirit
and scope of the invention.



determ ni ng whether the routeing record contains a reference to one

or nore second routeing records; identifying the second path
by exam ning the routeing record if it is determned that the
routei ng record does not contain the-d&ference; and upon

determ ning that the routeing record contains the reference:

sel ect igCeHMYt her routeing record fromthe second routeing records;
and identifying the second path by exam ning the other routeing
{ﬁg:‘)re(gy ra(r;St deth:e for r&ﬁg YI\?E gn& hFda%.I n:]aer%fig]w r@ttﬁeﬁggg{e c?ﬁwgrl%i%(jgn%c&smg
clained in d??i'i"?ntf@t is\gReReIRAC he pr ocessing means i s operable such
that when sel ect idegerinte anGdengtyng arfiest @&t if themetviek fHat Sbs et t@tri@fer the
records the proegsgi ng means identifies one of the first routeing
records that corrprl ses information that corresponds to the identity
of the first patHI8gMhesraBipalioindbs netnerkbgerdanihe idardy @f the firsfath by
devi ce as clsalepyd a muteingirenol] frevheneommeradirgd rocess raagrdsieans | s

oper abl e such thaetetéﬁhﬁhgs,ﬁlea{& kHGolRg PLBRI coh@is &l rBrdnBE QT e bF RRHL De
second routein ords it identifies one of the second routeing
records whi csﬁcogg ”&f 'BQEPHE i nformation that corresponds to the
identity of the fl@@@fynrpatbhsecamrmamm exaoneing thafroyteing resardtibiats determined
corresponds tmta@ﬂiu'tmtfémd Emsofoﬂednmntheeéﬁa@h&e@hdi n the unit of data

to ther eby sel eCtu:;go r?nﬁlhg atEh% tftemg ecgl%ocrog |ns th re erence e%ctm
clainmed in claim {IOI’I OI’ITB.IOI’] con a|n§d|n

the unit of 388" ré’B‘i?ﬁ‘rglrg‘@éd ﬁ?f“lt'ﬁﬂe’%%?rfdlfe%?i“@ﬁecﬁfdsaafé’dﬁ‘iﬂﬁﬂ TfhelessPrepath
from whi ch thyexamintngafie @taéraomuelnglrmtcedndS The device as clained in
any one of the prf&%mt'ﬂguﬁl'tafﬁa o\)’g@ e%'e nd gt%?ﬁe@éﬁﬁ«'r@ﬂte%@uﬂﬁt df%ata in
operable to determ ne the identity o e first path by examning the
unit of datd™ B™9e device as cl ai rred in any one of the preceding

cl aims, wherein the processing nmeans i s operable such that when

f or vr di ng tmedem¢e_tasqfa.rﬂai.a cRWRA, Lmelﬁ%%steeﬁwmeénsagmmeessukm@laymt
of data such that it identifies t

O S B edclo Sl el ors R R 2o et e
first path déampfiesses Oéthﬁlﬁ'm’qéqmte'ng taserdp Erehernierisgs infpiypatipe\ihat goresponds to
clai med in anyidey of thk At pitace tHeRdy GEiadtMBa ronk@igaksdrd.ne second path
is one of a plurality of second paths in the network, wherein the
secondrﬁat hs conprising another tunnel in the network and a

non-t urinel PJAt ASYiTE ASKETH RSIERN 2owherejp thedRFpeeesingsMeanginiengrable Ay thehe
of the precediengeledtiag b, otidren@king tdrerdrfetwwor lsetosd aoydeiok escorgmit tdzhefiks one
net wor k. 10. -of g”@%e%wr&ﬁe:ﬁ& réE!)r@ls Wﬂgh 'c&mﬁ’@);‘s ﬂ@%f@kjmatt B# tI'E\E @&Pegbdhgs to the

cl ai s, V\/ner in t$ ses an nmet hod
of routei ng '&"HWi ﬂﬁfé’tag" |E’Hgl 3%%"[‘\%P RrM3tea ”Ff"él‘?fp p'&"tﬂsrﬁ? F%H"FFd'OP he
steps of: detfermmting pentzined io éret urityof gétado fHiereby splattingitine ¢the meeing rdcotdhat
was used to transfer the unit of data;
4, The device as claimed in claim 3, wherein the application information contained in the unit
of data camprises an identification of a computing device from which the unit of data

originated.

5. The device as claimed in any one of the preceding claims, wherein the processing means is
operable to determine the identity of the first path by examining the unit of data.

6. The device as claimed in any one of the preceding claims, wherein the processing means is
operable such that when forwarding the unit of data over the second path it arranges the
unit of data such that it identifies the second path.



identifying a second path based on the identity of the first path by
sel ecting a routeing record fromone or nore first routeing records;
determ ni ng whether the routeing record contains a reference to one
or nore second routeing records; -19- jdentifying the second path
by exam ning the routeing record if it is determined that the

routei g reclhrdeders dRimetBrindicne pifee peredingriiaims,afgrein the first paheamprises
det er m ni ng 4 thakel ih®ehetwodd. Ng record contai ns the reference:

sel ecting another routeing record fromthe second routeing records;
and |dent| fying the second path by exam ning the other routeing

recor d;%and TF‘SP\?\'HF%I?W'T%'"@‘W P"%Pf tharEceingr cidne vESEThie satoRd Péfh is one
t her eby I outad atphealliy bt secdndghatia.in 2. nefidvek, e leottha se@ha pats cantpriginglafdther
11, wherei n e SHEP nvone 8 GlHoAGuilRE O 1hE ﬂgweﬁpord fromthe first
routei ng records conprises the step of 1dentitying one of the first
routeing records that conprises information that corresponds to the

i denti ty of Thh@efity &t clgiaedhintaoy cheefdby peeddigt claing whetdireihagetvedois d.padket
The net hod asiehaRidgeehrk.n claim 11l or 12, wherein the step of
selecting the other routeing record fromthe second routeing records
conprises the step of identifying one of the second routeing records
t hat coifpri S@§ deyiee asrdlapemhiniagn cohefithe arerwiisoirigs. tvderdirethe geih of daa of
the first pabhprissadnadgideonal information that corresponds to
application information contained in the unit of data to thereby
select the other routeing record. -20- 14. The nethod as clained in
clai m 14; wiePgihad pheutgisgIa Wwitef dafai? BPHATY Bif eehedsonising therskera Af:t

of data conpri sedietmminttereniifentiat éfa@rfirafpath ic omgneiwerg that osas whbdab trhhder the
unit of dataq@rkgiated. 15. The nethod as claimed in any one of
clainms 11 to 14, ein the step of determning the identity of the
first path conpri é\%‘g Mee? EFYS Q?Frpﬁ?ﬁ‘ﬁ??\f'ﬁddetnﬁléf gﬁ'?etf‘rf)tfpa&h'?y Yef%"g The
met hod as clraitaied régarddfrgm omrreorghiore ffigst naitedrlg tegords, wherein the step of
forwarding the ur&etqrafn.r@amu@va{e rott@ing PERRICRRIN aGORRIN:S B%nk RE mdtLP
of arrangi n%eéong ﬁ“%'t” pecor(ggta such that it identifies the second
link. 17. THé d'%lsclalmedlnanyoneof clainms 11 to 16,
wherein the fi rst'd%fwmgébwp%@atabv EFATENING Fhetrpieteing FeRerdK it iEgietermined
met hod as clthatiee rduteirimgcadd Boadfnot banitais thkkefe@endef antvher ei n t he second

path is one of a phhtakidindtnaf RABEePRHAd dnbll HELABLK VARLEL ¢ he

second pat hs coggrl se anot t unne and non-tunn
path in the RethRioioKteinggecold Eomdbsigsgondsroge e rergrdsn a%Qe'Bﬁé”%q"eé?féF%ath
11 to 18, wheregamintngehsethwopiteing rik@sba@ndn packet switching. 20. The

nmet hod as cl ai medsindrdiyth@ Rt 6 datd AelBrelsledn pdh to WISESR ButeRGe A dr 108
data conprises an | P packet.

12, The method as claimed in claim 11, wherein the step of selecting the routeing record from
the first routeing records comprises the step of identifying one of the first routeing records
that comprises information that corresponds to the identity of the first path to thereby
select the routeing record.

13. The method as claimed in claim 11 or 12, wherein the step of selecting the other routeing
record from the second routeing records comprises the step of identifying one of the
second routeing records that comprises the information that corresponds to the identity of
the first path, and additional information that corresponds to application information
contained in the unit of data to thereby select the other routeing record.



21. A device for routeing a unit of data in a network, the device
conprising a processing neans operable to: determ ne a
destination of the unit of data; assign the unit of data a | abel
based on the destination of the unit-é%-data; select a routeing
record fromone or nore routeing records based on the |abel; forward
t he unil® of T@atmethoder crinpretin ciigeht.ivhieesn tha applisatioputfeinagiop eendgiced in the
wher ei n t he PREEeEKS chgpRARSIdeSifRERINADL ot Pputme et wiitrethe Qbit 6f diga
record by iQﬁﬁEL&XJng one of the routeing records that conprises
information that corresponds to the | abel assigned to the unit of
data, and additional information that corresponds to application

i nf or matsi on The nethoded clamddhie annerte ddiclatiast & tha 41 hiesre b yheseépedrtdetdiining the
routeing reGsey #4he ﬁr@@pa@?é’dnﬁﬁis@ssthgls@h%gg(ah'ﬁhiﬁdf @Ak Thid b5 aathier ei n the
application information contained in the unit of data conprises an
identification of a conputing device fromwhich the unit of data

ori gi nabed. The mthod a2 3lainTédan dewdreef geingd i W, winereih Siende2df fowaitg the
wher ei n the pltREERS b tRERRSN SatiPaRFRLLNS H&E of BdngiMaeRe v kel feh
the unit of tEiaaft e unit of data such that

a.over the pa it arranges t
it identifies t'ttfgen\élﬁ?%&efi%%néfﬂrék'devi ce as clained in any one of
clains 21 to 23, wherein the path is one of a plurality of paths in

t he netmor Kk, TheheEmidrsichendiah Bey @R Liakes 1aotigRIRdreih Bhd drer paet waipkiseénd

a non-tunnel R thdadienet work. 25. The device as claimed in any
~lt t k . . .

one of cl ai rr%rq.'gll to Eézt, Wherein the network is a packet sw tched

network. 26. The device as clainmed in any of clainms 21 to 25, wherein

t he uniiB. of THaretlwdrpriages iaany dhephickiats. 1126.17 Avineetih atk deosndrpatH ielongofa

uni t Of _dat %IJrQit@o{E@EMﬂrp‘éthsqmﬁlerﬁ%ﬁ\mﬂgwﬁé}gﬂrtﬁesée@&dtpﬁ%s%ﬁeﬁseognbther tunnel
determ ning a _destination data; assigning the unit of

d of the unit of
data a | abel™ B"§§§8V°6'ﬁa‘fdn%"?fété‘f‘i‘%8ﬁhd'htrﬁf”ef‘%Oék'unit of data; selecting
a routeing record fromone or nore routeing records based on the

| abel ; 1oor wamhgieehotile clihdd i9bnyaHedr eMeds A Bakwhdlanthd detfork & HaB&i on
routeing record; wherein the step of selecting the routeing

d. oo
record conp |§kee§s‘?”hcg'n§t ep of identifying one of the routeing records
whi ch conprises information that corresponds to the | abel assigned to
t he unizp. of THakthodrd clamehdtinh amadnel df biainsat1i torn9f fiedrei6 el RO ASLE cb@prises
application infpraetion contained in the unit of data to thereby
sel ect the routeling record.

21, A device for routeing a unit of data in a network, the device comprising a processing

means operable to:

determine a destination of the unit of data; assign the unit of data a label based on
the destination of the unit of data;

select a routeing record from one or more routeing records based on the label;

forward the unit of data over a path identified in the routeing record;

wherein the processing means is operable to select the routeing record by
identifying one of the routeing records that comprises information that corresponds to the
{abel assigned to the unit of data, and additional information that corresponds to
application information contained in the unit of data to thereby select the routeing record.

22. The device as claimed in claim 21, wherein the application information contained in the
unit of data comprises an identification of a computing device from which the unit of data
originated.



28. The nmethod as clainmed in claim27, wherein the application
information contained in the unit of data conprises an identification
of a conputing device fromwhich the unit of data originated. 29. The
met hod as clainmed in any one of claiml27 or 28, wherein the step of
forwarding the unit of data over the path conprises the step of
arrangid¥g t Hdedayiee asfclamedinslagte 41het22; wherdienbd proesssingraeprstihopaghle Jise
net hod as cleadtrien ifdiwaidlhg@Reudf of Gkt Ver té phid i2Srangbethe uhit bhetPalch thas it
one of a ply H[ésyt QF Raths in the network, wherein the paths
conprising a unnelh n the network and a non-tunnel path in the
network. 31. The method as clained in any one of clains 27 to 30,

wher ei re4t he The dentdascirimed 8 @sy angpaEekets Entol 13|, @derpidttiopdth is one 2Ra pludility
The Mmethod &g oGhalnThe nkfoAlNinGRf 10 pithloibrieds  nrih in O RESIFk drd il ¢
of data conprises an . A conputer program conprising at

| east one |ﬁ§‘ﬂr}eh%att'i‘5ﬁh138$w8ﬁh5| ng a conputing device to carry out the
nmethod as clainmed in any one of clains 11 to 18 and 27 to 32. 34. A
conput efs, r eafplala!e\ﬁcera%mamoc.qw bisd m|atnhgez§@fi4w@ﬁ@reﬁ&n&hawmds 4 Packbiai m
33. 35. Adevnclﬁefo routlng unit of data in a network, the device
conprising &a"BH5EESYNY neans operable to: deternine a destination of
the unit of data aSSI gn the unit of data a | abel based on the

dest i nalsl on TAE dbhi& dsridim&d in@ay af claims 21 to 25 &lhe@in the UMULI d3gh EoRpPEsk frtom
one or nore rgéé ing records based on the | abel, the one or nore
routing recdrds “al terabl e by one or nore application providers, the
one or nore routing records conprising application provider

associ ared iAvhethodtor esutdhd & n@ibbfaiatyyin @aetwonls she mathed cappisingahé staps of:
provider; for War q:lelelprﬁln%'atdegﬂcmagaﬁ @ftﬂé’ﬁlrnt &¥ e Qsé&ﬁrﬂﬂhé 'uﬁgoi’ dhed g'%bel

routing recor whe routing record 1s selected by

i dentifying b@?‘ﬁé1 Brthe H"eSt'F"t‘ﬂ?ﬂ"loﬁa"er”é'Eé’F 83t hat conprises information
that corresponds stlectinge roetbiob recosd fgrmedne o rhdre reuteing ciordabased anthe label;

addi tional infor mmgtthahmsmra%smnsi§atth%éw.&i iR @td r'agteﬁHBPédoFcﬁt ion

information, specific [ I ication provi C
inthe unit of dzﬂherem sfaep o?selec?mg %e rot pcglng record comprises the stép onden%Hlng

one of the routeing records which comprises information that corresponds to the label
assigned to the unit of data, and additional information that corresponds to application
information contained in the unit of data to thereby select the routeing record.

28. The method as claimed in claim 27, wherein the application information contained in the
unit of data comprises an identification of a computing device from which the unit of data

criginated.

29, The method as claimed in any one of claims 27 or 28, wherein the step of forwarding the
unit of data over the path comprises the step of arranging the unit of data such that it
identifies the path.

30. The method as claimed in any one of claims 27 to 29, wherein the path is one of a plurality
of paths in the network, wherein the paths comprising a tunnel in the network and a non-

tunnel path in the network.

31. The method as claimed in any one of claims 27 to 30, wherein the network comprises a
packet entitled network.



36. The device as clainmed in Caim35, wherein the application
information contained in the unit of data conprises an identification
of a conputing device fromwhich the unit of data originated. 37. The
device as clainmed in Caim35 or 36, ~#herein the processing neans is
oper abl e such that when forwarding the unit of data over the path it
ar r ange®- t herhamethagfas¢iiraedsineny enetf ciaims etat3if wereip iee yil df dal@omPriges
devi ce as clzippdckenl any one of Clainms 35 to 37, wherein the path is
one of a plurality of paths in the network, wherein the paths
conprises a tunnel in the network and a non-tunnel path in the

net wor I3: 39.A FATEPUEREPTPER A SOTRATEINSE 1ep Tt ORA {NSBHEI0R forCpiFings® Ty puBnggevice to
wher ei n t he daet worr tike ntetterd pa ekdedImbdycdrechf aeimsariko 18@nd The Fevi ce as
claimed in any of Clains 35 to 39, wherein the unit of data conprises
an I P packet -23- 41. A nethod for routing a unit of data in a

net wor 6% t he FRATAER] "9ARE merg CPH‘@”%'E%?SE spirvargat ercHihgea 33-
destination of the unit of data; assigning the unit of data a | abel
based ofny t hey gi&gkirabiHg aQhitldRBatd i & n@fvofiatiRidevice compnsﬁ&la%%cbﬂgwg%eans
routing record L(ﬁgm one or nore routing records based on the | abel
the one or MBFE°Foliting records alterable by one or nore applicati on
provi ders, the orfietasminggrdestingtien efghe ewibefdletaconpri si ng application
provi der associ at#élgn tHe@hiBt 104 a ddbbryaskd e 1Y dearhtidsSFeed diited data;

appl i cation pr OVIscei%ct’atrogl!]% gorgg'mth e%plrntore\?\;gut(F@tr%cog?Y]s as?d gnat%]e label, the

identified in thero
selecting t rP@eP(){]i‘Prerf@”'i”@dé?oddﬁ %WI%WV@G@héw@ranph@t'%artowﬁgrsftéeew%r
whi ch conpr irs@s reutihg raratds @omprisaty appiichespoadsertagsciiatedligfbelatias sikegaee by 0

the unit of data.,and; %‘Pl&atn'oﬁ’ﬂ%lwdbﬁf ormation that corresponds to
originating appllcatlon i nf or mat i on, particul ar

c
appl i cation provi®éPd EeHMEPHAE ?‘f‘?rf‘ﬁég‘dﬁ?”F'r%q '”65‘? ’é?”t’QEZ"ecefﬁe net hod
as claimed in C areredilthewhgingirgrotdhie selpgéd myatierdifyinadrerafidite rovtirgoatoadsiibat

in the unit c@&pﬂé&%f&@féﬂérﬂ ﬁﬁ@c@r‘&s;ﬁdﬁ@@édtﬁb %E[Ia%lgﬁéfd 18 tifOFRWE biNg, &RV ce
fromwhich the unit. o a_or

L L A S R
t he pat h corfpriifeds atPReicylpegrrisation prerigeimgontdiredinithe Wit ddeta. such t hat
it identifies the path. 44. The nethod as clained in any one of

dainms 41 torhé%ewé@a%r %'hrﬂeat .ﬁ"cha‘?rﬁts@h\!ﬁﬁeré’ﬂ‘?heo%pﬁ‘ca%r\’{n?drh%t%(%wocfontlgﬁ%‘ﬁk%@

t he networKk,
a non-t unnel“"ﬁ&f Hatf" ﬁ°"c’ﬂ’féeﬁ@i {Aentication °f¢ﬁ%m?t‘i§tnﬁé'8‘”af‘sfr?ﬂ‘ #hisk e LH"ta%Wata
one of C ai neighdtetio 44, wherein the network conprises a packet
entitled network.
37. The device as claimed in Claim 35 or 36, wherein the processing means is operable such
that when forwarding the unit of data over the path it arranges the unit of data such that it

identifies the path.

38. The device as claimed in any one of Claims 35 to 37, wherein the path is one of a plurality
of paths in the network, wherein the paths comprises a tunnel in the network and a non-
tunnel path in the network.

39. The device as claimed in any one of Claims 35 to 38, wherein the network is a packet

switched network.

40. The device as claimed in any of Claims 35 to 39, wherein the unit of data comprises an IP
packet.



46. The nethod as clainmed in any one of Clainms 41 to 45, wherein the
unit of data conprises an |P packet. 47. A conputer program
conprising at |east one instructions for causing a conputing device
to carry out the nethod as cl ai med iﬁzahy one of Clainms 41 to 46. 48.

A conputer readabl e storage nedi um conprising the software on which
t he corffut er® PFOGT B ULing PANKREIStH In@ 2atweTh7thE Snetivdspeersing the steps of:

determining a destination of the unit of data;

assigning the unit of data a label based on the destination of the unit of data;

selecting a routing record from one or more routing records based on the label, the
one or more routing records alterable by one or more application providers, the one or
more routing records comprising application provider associated information alterable by
each associated application provider;

forwarding the unit of data over a path identified in the routing record;

wherein the step of selecting the routing record identifies one of the routing
records which comprises infermation that corresponds to the label assigned to the unit of
data, and additional information that corresponds to originating application information,
specific to a particular application provider, contained in the unit of data.

42, The method as claimed in Claim 41, wherein the application information contained in the
unit of data comprises an identification of a computing device from which the unit of data

originated.

43, The method as claimed in Claim 41 or 42, wherein the step of forwarding the unit of data
over the path comprises the step of arranging the unit of data such that it identifies the

path.

44, The method as claimed in any one of Claims 41 to 43, wherein the path is one of a
plurality of paths in the network, wherein the paths comprising a tunnel in the network and

a non-tunnel path in the network.

45, The method as claimed in any one of Claims 41 to 44, wherein the network comprises a
packet entitled network.

46. The method as claimed in any one of Claims 41 to 45, wherein the unit of data comprises

an IP packet.

47. A computer program comprising at least one instructions for causing a computing device to
carry out the method as claimed in any one of Claims 41 to 46.

48, A computer readable storage medium comprising the software on which the computer
. procgram as claimed in Claim 47 is recorded.



