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COMPUTER SYSTEM AND METHOD FOR EXECUTING NETWORK
MOBILE CODE WITH REDUCED RUN-TIME MEMORY SPACE
REQUIREMENTS

The present invention relates to computer systems and methods for
executing programs with reduced run-time memory space requirements. In
particular, the present invention pertains to computer systems and methods in
a network for executing code transmitted over the network (i.e., network

5  mobile code) so that the run-time memory space requirements of the code is

reduced.
BACKGROUND OF THE INVENTION

.10 Computer systems are now being built or configured to take advantage
of properties of programs whose code is in an architecture neutral (AN) binary
format, hereinafter referred to as AN code. Thus, the AN code of these
programs is independent of the specific architecture or platform of the
computer system.

15
The term architecture is defined for the purposes of this document to
mean the operating characteristics of a family of computer models. Examples
of specific architectures include Macintosh computers, IBM PC compatible
computers using the DOS or Windows operating systems, Sun Microsystems
20  computers running the Solaris operating system, ahd computer systems using
the Unix operating system.
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: systems with a specific computer architecture. Thus, programs with code
5  written in a conventional programming language (e.g., C language) and
compiled for a specific architecture (e.g., IBM compatible PC) can only run on

that architecture or emutators of that architecture.

The term architecture neutral (AN) is defined for the purposes of this
10  document to refer to programs whose compiled code can be executed on a
variety of computer systems with different architectures. For example, a
computer system with a specific architecture can be configured with a Java (a
trademark of Sun Microsystems) virtual machine module. The Java virtual
machine module enables execution of programs with code written in the Java
16  programming language and bompiled into bytecode, hereinafter referred to as
- Java bytecode, for the instruction set of the Java virtual machine. Java
-bytecode is independent of the specific architecture of the computer system.

Important features of programs with AN code include their portability.
20 For example, since programs in AN code can be executed on any computer
system configured to execute the AN code regardless of the computer |
_system’s specific architecture, these programs can be easily transported over
a network from one computer system to another. For example, programs
compiled into Java bytecode can be executed on any computer system with a
25  Java virtual machine module and can be easily transported over a network
from one computer system to another using a HotJava (a trademafk of Sun
Microsystems) network communications manager. -

Furthermore, another important feature related to the portability of
30  programs compiled into Java bytecode is the veﬁﬂébility o’f” such programs.
Specifically, the Java virtual machine module can easily verify that thesé
programs satisfy predefined integrity criteria. Such integrity criteria include
stack and data type usage restrictions that ensure that Java bytecode cannot
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For these reasons, computer systems are being configured for
execution of programs in AN code that are received over a network. In fact,
10  in some cases, such computer systems may not even require a secondary
memory (e.g., a hard disk) since the programs are loaded directly into the
run-time (i.e., execution-time) memory (e.g., random access memory (RAM))
of the computer system. As a resulf, the user of such a computer system is
freed from the cycle of software purchase, installation, configuration and
15  upgrade that is currently typical of software products.

The just described features of AN code make it particularly attractive
for use with small or cheap computer systems that are networked and are
foaded with AN code on demand. For example, these kinds of computer

20 systems may be video games, personal digital assistants (PDAs), cellular
phones, or other similar computer systems or computer operated devices.

Unfortunately, however, programs in AN code run slower than the

same programs in AS code. For examplé, programs in Java bytecode

25  executed by a Java virtual machine module typically run 2.5 to 20 times as
slow as the equivalent program in AS code. Thus, a user of a computer
system may find it desirable to receive over a network AS code of a program
so that the AS code can be executed on the specific architecture of the
computer system. However, to ensure that these programs are securely

30 shipped to a computer system, the network would have to be closed or
trusted or these programs have to have embedded digi’tal signatures which
can be verified. |
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system amount of run-time memory can hold substantially less compiled AS code
5 than AN code. However, as mentioned previously, AS code is much faster
than AN code from which it is generated and may be the only way to achieve
adequate performance. |

In the just described computer systems, price is extremely important.
10 In practice, one of the most significant costs in building such computer
systems is the amount of run-time memory that is required for execution of
loaded programs. It is therefore very important to reduce the amount of run-
time memory required by these computer systems since such a reduction
produces a strong competitive advantage.
16
‘ Furthermore, in the computer systems of the type described above, it
rﬁay not be possible to page to secondary memory. In this case, the AN or
AS code received over a network could be cached in the run-time memory
and flushed when its space in the run-time memory is required. However,
20  when execution of the flushed program is to be continued, the original code
must again be downloaded over the network. This significantly affects the
_execution speed of the progrém. Furthermore, even in computer systems
where it is possible to page to secondary memory, the time required to
retrieve the code from the secondary memory may be too costly.
25 '

In the present invention, compression and then decompression of the
code of a program received over a network is used to reduce the storage cost
of the code in the run-time memory. Since this is much faster than flushing
code and retrieving it, the execution speed of the code is not significantly

30 affected by compression and decompression.



5 Tresources other than those which the user has explicitly granted it
perm ssion to use. For these reasons, conputer systens are being configured
for execution of prograns in AN code that are received over a network. In
fact, 10 in sone cases, such conputer systenms nmay not even require a
secondary nenory (e.g., a hard disk) since the prograns are | oaded directly
into the run-tine (i.e., execution-ti me)_$n_am)ry (e.g., random access nenory
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' reduced run-time memory space requirements. The client computer system
comprises a run-time memory, a communications interface, a network
communications manager, an execution controller, and a compressor.

10 The network communications interface receives the methods of the
programs and the network communications manager icads uncompressed
into available space in the run-time memory the methods when they are
received. The execution controller controls execution of the programs so that
the methods are invoked and not invoked.

15

) The compressor compresses in the run-time memory compressible
ones of the compressed programs that are not invoked. As a result, space is
made available in the run-time memory. The compressor also decompresses
in available space in the run-time memory decompressible ones of the

20 compressed methods so that they may be invoked.

in one embodiment, the compressor decompresses the
decompressible ones of the compressed methods as soon as they are

invoked.
25
In another embodiment, the compressor decompresses the
decompressible ones of the compressed methods after a predetermined time
interval.
30 In still another embodiment, the compressor compresses the

cbmpressible ones of the uncompressed methods as soon as they are no
longer invoked.
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executed by a Java virtual nmachine nodule typically run 2.5 to 20 tinmes as
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computer system may further comprise a least recently invoked list that lists

5 those of the methods that are currently not invoked in order of least recently

invoked method to most recently invoked method. As a result, the

compressible ones of the uncompressed methods are the least recently

invoked methods In the least recently invoked list when space in the run-time

memory is needed but not available.

10
In yet still anothe_r embodiment, the compressor flushes from the run-
time memory flushable ones of the compressed methods when space in the
run-time memory is needed but not available.
15 As an altemative to the previous embodiment, the client computer

system may further comprise a secondary memory. In this case, the
compressor stores in the secondary memory storable ones of the
compressed methods when space in the run-time memory is needed but not
available. Then the compressor retrieves from the secondary memory

20 retrievable ones of the compressed methods that are to be decompressed.’

BRIEF DESCRIPTION OF THE DRAWINGS

Additional goals and features of the invention will be more readily
25  apparent from the following detailed description and appended claims when
taken in conjunction with the drawings, in which:

- Figure 1 is a block diagram of a client computer system incorporating
the present invention.
30
Figure 2 is a functional block diagram of the operation of the client
computer system.
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Figure § shows an alternative embodiment of the client computer

system.

Figure 6 shows a functional block diagram of the operation of the
alternative embodiment of the client computer system.

DETAILED DESCRIPTION OF THE INVENTION

Referring to Figure 1, there is shown a computer network 100 in
accordance with the present invention. It includes one or more client
cbmputer systems 102, one or more server computer systems 104, and a
network communications connection 106.

The client computer systems 102 are connected to the server
computer systems 104 via the network communications connection 106. The

.network communications connection may be a local or wide area network, the

25

30

Intemet, or some other type of network communications connection.

Each server computer system 104 includes a central processing unit
(CPU) 110, a user interface 112, a network communications interface 116,
and a memory 118. The network communications interface enables each
server computer system to communicate with the client computer systems
102 via the network communications connection 106.

The memory 118 of each server computer system 104 stores an
operating system 120, a network communications manager (or server) 122,
and programs 145. The operating system and communications manager are

code



must agai n be downl oaded over the network.-This significantly affects the
execution speed of the program Furthernore, even in conputer systens where
it 1s possible to page to secondary nenory, the tine required to retrieve
the code fromthe secondary nenory may be too costly. 25 In the present

I nvention, conpression and then deconpression of the code of a program
received over a network is used to reducegthe storage cost of the code in

the run-tine nmenory. Since this is much Tgst er than flushing code and
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issued by a user with the user interface 112 or received by the network
communications interface 116 via the network communications connection
5 106 from users of the client computer systems 102. |

The programs 145 comprise methods 147 and/or 148. For purposes of
this document, any discrete fragment or portion of a program that is invoked
and not invoked at various times during the execution of the program is

10  considered a method.

The methods 147 of each server comphter system 104 contain .
architecture neutral (AN) code that is independent of the specific architecture
(i.e., platform) of the client computer systems 102. These programs are
15 compi(ed from a specific programming language into the AN code. inthe
preferred embodiment, these programs are written in the Java programming
language and compiled into Java bytecode. Moreover, these programs are
included in object classes with methods that form software programs which
are programmed in an object-oriented manner.
20
On the other hand, the methods 148 of each server computer system
.contain architecture specific (AS) code that is compiled for the specific
architecture of the client computer systems 102. As alluded to eatlier, these
kinds of methods are desirable in that they run faster than the same methods
25 in AN code. As will be explained in greater detail later, it is preferred that the
network 100 be a closed and trusted network in which these programs may
be securely shipped to the client computers 102 with a high degree of
confidence or that these programs have embedded digital signatures which
can be verified.
30
As will also be explained in more detail later, the methods 147 and/or
148 are transmitted upon user request to the client computer systems 102



associated method in a conputer network over which are provided progranms 5
wi th nethods. The client conputer is capable of executing the prograns with
reduced run-tinme nenory space requirenents. The client conputer system
conprises a run-tine nenory, a conmunications interface, a network

conmmuni cati ons manager, an execution controller, and a conpressor. 10

The network conmuni cations interface rec§ives t he nmet hods of the prograns
and the network communi cations manager |'dads unconpressed into avail abl e
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As a result, space is made available in the run-tine nenory. The conpressor
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5 digital assistant (PDA), a cellular phone, desktop computer, or other computer

system or computer operated device which requires a small amount of run-
time memory. Furthermore, each. client computer system includes a central
processing unit (CPU) 126, a user interface 128, a network communications
interface 132, a read only memory (ROM) 134, and a run-time random access

10 memory (RAM) 136. The netwofk communications interface enables the
client computer system to communicate with the server computer systems
104 via the network communications connection 106.

The RAM 136 of each client computer system 102 stores an operating

15  system 138, a network communications manager 140, a virtual machine
module 142, and a code compressor 146 that have all been loaded from the
ROM 134. The RAM also stores the programs 145 with methods 147
containing AN code and/or methods 148 containing architecture specific (AS)
cade that have been downloaded from the server computer systems 104.

20 The operating system, network communications manager, virtual machine
module, compiler, compressor, and programs are all executed on the CPU
126. The operating system controls and coordinates execution of the
network communications manager, virtual machine module, code compiler,
code compressor, and programs ih response to commands issued by a user

25  with the user interface 128.

As alluded to earlier, the methods 147 and/or 148 are received from
the server computer systems 104 upon user request. These methods are
obtained using the network communications manager 122 which is, in the

30  preferred embodiment, a HotJava network communications manager. The
) v network communications manager then loads these methods in the RAM 136.



In one enbodi ment, the conpressor deconpresses the deconpressible ones of
tshe comjressed net hods as soon as they are invoked. 25 In another
enbodi ment, the conpressor deconpresses the deconpressible ones of the

conpressed nmethods after a predetermined tinme interval. 30 In still
anot her enbodi nent, the conpressor conpresses the conpressible ones of the
unconpressed net hods as soon as they are1@e | onger invoked. -6 - In yet

anot her enbodi nent, the conpressor conpresses the conpressible ones of the
unconpr essed net hJHe coldervesifier €51 of theevirtual machine module 142 verifies that

the AN code of the loaded methods 147 meets predefined integrity criteria.
As mentioned earlier, this may include stack and data type usage restrictions
to ensure that loaded methods cannot overflow or underflow the virtual

5 machine module's stack and that all instructions utilize only data whose data
type matches the data type restrictions for those instructions. In the preferred
embodiment, the virtual machine module is a Java virtual machine module.

However, in the case of the received methods 148 with AS code, the
10  code verifier 151 cannot be used to directly verify their integrity. Thus, to -
verify their integrity indirectly, the network 100 may be a closed and trusted
network in which these methods may be securely shipped to the client
computers 102 with a high degree of confidence. Alternatively, if the network
100 is not secure, these programs may have embedded digital signatures
15  which enable the network communications manager 140 to verify that they
are from a trusted source.

The execution controller 153 of the virtual machine module 142

controls execution of the programs 145. In particular, the execution controller

20 interprets the AN code of the methods 147 for execution on the specific
architecture of the client computer system 102 and enables these methods to
call the methods 148 containing AS code for execution on the specific
‘architecture. The execution 149 data generated during the execution of the
programs is stored in the RAM 136. In addition, if the network

25 communications manager 140, code compiler 144, and/or code compressor
146 are in AN code, then the execution controller controls execution of them
as well.

Furthermore, in order to keep the RAM space requirements of the
30 client computer system 102 low, the code compressor 146 compresses and -
decompresses in the RAM 136 the code of the methods 147 and/or 148 at
various times. This is done for the methods that are compressiblé and
decompressible because they respectively satiéfy predefined compression



menory i s needed but not avail able. Mreover, in this enbodinent, the
client conmputer systemmay further conprise a |least recently invoked |i st
that lists 5 those of the nethods that are currently not invoked in order
of least recently invoked nethod to nost recently invoked nmethod. As a
result, the conpressible ones of the unconpressed nethods are the | east
recently invoked nethods In the | east reddntly invoked |ist when space in
the run-tine nmenory is needed but not available. 10 In yet still another
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5 the userinterfdace 83 from a set of predefined memory management

strategies.

The storage and invocation status of the methods 147 and/or 148 is

maintained with the method status data structures 155. The method status

10  data structures are updated by the network communications manager 140,
the execution controller 153, and the code compressor 146.

Figure 2 shows a functional block diagram of the operation of each of
the client computer systems 102 in compressing and decompressing in the
15  RAM 136 the methods 147 and/or 148. (n addition, Figures 3 and 4
respectively show the preferred compression and decompression methods
300 and 400.

Referring to Figures 1-3, when a user requests execution of one of the

20 programs 145 of one of the server computer systems 104, the user’s client
computer system 102 obtains the requested program from the server
‘computer system (step 302 of Figure 3). Thisis done when the user issues a
command with the user interface 128 to download and execute the program
from the server computer system. In response, the operating system 120

25 calls the network communications manager 140 which generates a message
indicating that such a request has been made. The network communications
interface 132 then fransmits the message to the server computer system.

The network communicatiqns interface 116 of the server computer
30  system 104 receives the transmitted message. In reéponse, the network
communications manager 122 of the server computer system provides the
methods 147 and/or 148 of the requested program 145 to the network



20 retrievabl e ones of the conpressed nethods that are to be
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conputer system
client computer system 102.

The methods 147 and/or 148 that were transmitted are received by the
5 network communications interface 132 of the user’s client computer system .
102. In response, the network communications manager 140 then
determines if enough space in the RAM 136 is available for loading the
received methods (decision step 304 of Figure 3). If there is, then the
network communications manager loads the code of these methods
10  uncompressed into the available space in the RAM (step 306 of Figure 3). As
a result, these methods are loaded into the RAM along with previously loaded
programs methods 147 and/or 148 of other programs 145. In loading these
methods, the network communications manager updates the method storage
status table 200 of the method status data structures 155 to identify the
15  methods and the corresponding pointers to the memory spaces in the RAM
136 occupied by these methods. Furthermore, the network communications
manager updates the program status table to indicate that the code of the
methods is uncompressed (U).

20 The network communications manager 140 than invokes the code
verifier 151 of the virtual machine module 142. In response, the code verifier
.verifies that the AN code of any methods 147 that were just loaded meets the
predefined integrity criteria discussed earlier (step 307 of Figure 3).

25 The program 145 whose methods 147 and/or 148 were just loaded is
then executed under the control of the execution controller (step 314 of
Figure 3) along with any previously loaded programs. As the programs are
executed, their methods are invoked and not invoked at various times during
their execution. As mentioned previously, the execution controller interprets

30 the AN code of the methods 147 for execution on the specific architecture of

- the user's client computer system 102 and enables these methods to call the
methods 148 containing AS code for execution on the specific architecture.



Fi gtjre 4 is a flow chart of the deconpression nethod of the client 5
conputer, system Figure 5 shows an alternative enbodi nent of the client

conput er system 10 Figure 6 shows a functional block diagram of the
operation of the alternative enbodi nent of the client conputer system
DETAI LED DESCRI PTI ON OF THE | NVENTI ON 15 Referring to Figure 1,

there is shown a conputer network 100 ip4gccordance with the present
invention. It includes one or nore client conputer systenms 102, one or nore

Server conputer 'SysiAM tHE badRimatHRs HAT<ardIBr a8 ity RBELE RVoREk 4N 106.

20 The client conputer systens 102 are connect’ed to the server
conput er sysvarisud tiresibecalise itanap hiave donmaiti fondatan snayohara been pub® The
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5 status data structures 155 to indicate that it is currently not invoked. The
methods in the LRl list are listed from most recently invoked to least recently
invoked. |

As indicated eatrlier, in order to reduce the space requirements of the
10  RAM 136, the code of each loaded method 147 and/or 148 for which the
predefined compression criteria 152 is satisfied is compressed by the code
compressor 146. In the preferred embodiment, the compression criteria
specifies that the code of a compressible method 147 or 148 be compressed
at the time when (1) space in the RAM 136 is needed but not available, and
15 (2) t'he.method is the least recently invoked method in the LRI list 202 that
has not yet had its code compressed. | '

When the network communications manager 140 determines that
space in the RAM 136 is not available to load one or more of the methods
20 147 andlor 148 received by the server computer systems 104 {decision step
304 of Figure 3), then it invokes the code compressor 146. In response, the
code compressor compresses the code of the least recently invoked
method(s) in the LRI list 202 whose code has not yet been compressed until
enough space has been made available (step 316 of Figure 3). The code
25 compressor also updates the method storage status table 200 to identify the
corresponding pointer(s) to the memory space(s) of the compressed code of
the method(s) and to indicate that the code of the method(s) has-been
compressed (C). The network communications manager then loads the
method(s) for which space has been made available into the available space,
30  as described eadier (step 306 of Figure 3).

The code compressor 146 may use any fast data compression
technique well known to those skilled in the art. Moreover, the code



(CPU). 110, a user interface 112, a network comruni cations interface 116,
and,a nenory 118. The network conmuni cations interface enabl es each server
conput er systemto conmmunicate with the client conputer systens 102 via the
net wor k communi cati ons connection 106. 30 The nenory 118 of each server
conput er system 104 stores an operating system 120, a network
conmmuni cati ons manager (or server) 122, _gad prograns 145. The operating
system and comuni cati ons manager are -8 - all run on the CPU 120. The

operating SY%bﬁ%r&QéErrrﬁ?% usé %egapété Icamiptessigi e dthiQhed fot optinvdlr K

conmmuni cati ons nager response to commands I ssued by a user with the
user i nterf acenprgssion of the oftherrsethods 1HWdhanchtheaASxende oftthef ace 116

via the net V\Dn]igthsars'r%gl cati ons connhection

5 Furthermore, while the loaded methods 147 and/or 148 are invoked,
they generate execution data. For any of these methods which the execution
controller 1563 determines is invoked (decision step 320 of Figure 3) and for
which space in the RAM 136 is available to store execution data (decision
step 322), the execution controller stores the execution data in the RAM (step

10 324 of Figure 3).

However, for each of the loaded methods 147 and/or 148 which the

execution controller 153 determines is invoked (decision step 320 of Figure 3)
and for which space in the RAM is not available but needed to store execution

15  data (decision step 322), the execution controlier invokes the code
compressor 146. As in the earlier situations where space in the RAM is
needed, the code compressor compresses the code of the least recently
invoked method(s) in the LRI list 202 whose code has not yet been
compressed until enough space has been made available (step 326 of Figure

20  3). And, as described earlier, the code compressor updates the method
storage status table 200 to identify the corresponding pointer(s) to the
memory space(s) of the compressed code of the method(s) and to indicate
that the code of the method(s) has been compressed (C). The execution
_controller then stores the execution data in the space made available in the

25 RAM (step 324 of Figure 3), as described earlier, and execution of the
program with the method(s) whose execution data was stored continues (step
314 of Figure 3).

Moreover, referring to Figufes 1,2, and 4, when space in the RAM
30 136 is available, each loaded method 147 and/or 148 that is compressed and
for which the predefined decompression criteria 154 is satisfied is
decompressed by the code compressor 146. In the preferred efnbodiment,
the predefined decompression criteria 154 for decompressing a



5 106 fromusers of the client conputer systens 102. The prograns 145
conprise methods 147 and/or 148. For purposes of this docunent, any

di screte fragnment or portion of a programthat is invoked and not invoked
at various tines during the execution of the programis 10 considered a
met hod. The nethods 147 of each server conmputer system 104 contain
architecture neutral (AN) code that is inggpendent of the specific
architecture (i.e., platforn) of the client conmputer systens 102. These

prograns ar e ddzompresfibleafiefiods eodd Simply SpBEMBSS #aH the dodedsfare rméthedt he AN
code. In the preferred enbodi ment, these prograns are witten in the Java

programi ng ligegmpgessescanchisdp| keidecnropresedia)the ime when s sethed ds to

progranms are,.n i.n. object classes with nmethods that form software
progranms whi &?@L’ﬁ%‘?é‘é&&ma in an object-oriented manner. 20 On the ot her

hand, the methods 148 of each server conputer system contain architecture

specific (AS) code_ that is conPi led for the specific .
5 Thus, whenever the execution controller 153 determines that one of

. the loaded methods 147 and/or 148 is to be invoked (decision step 402 of
Figure 4), it determines whether the code of this method is compressed
(decisioh step 404 of Figure 4). This is determined from the method storage
status table 200. If the method’s code isn't compressed, then the method is

10  invoked by the execution controller (step 406 of Figure 4). When itis no
longer invoked, its code may be compressed by the code compressor 146 in
the manner described earlier. |

However, if the code of the method 147 or 148 that is to be invoked is

15  compressed, then the execution controller invokes the code compressor 146
to decompress the method’s code. The code compressor determines if there -
is enough space available in the RAM 136 to decompress the code (decision
step 408 of Figure 4). [f there is enough space available, the code

| compressor decompresses the code in the available space (step 410 of

20  Figure 4). In doing so, it updatés the method storage status table 200 to
identify the corresponding pointer(s) to the memory space(s) of the
uncompressed code and to indicate that the method’s code is now
uncompressed (U).

25 However, if there is not enough space available, then the code
compressor 146 compresses the code of the least recently executed
method(s) in the LRI list 202 whose code has not yet been compressed until
space has been made available (step 412 of Figure 4). This is done in the
manner described earlier. After the space has been made available, the code

30 of the method 147 or 148 that is to be decompressed is decompresséd by the
code compressor in the available space and then invoked by the execution
controlier 153 in the manner just described (steps 41 0 and 406 of Figure 4).



architecture of the client computer systens 102. As alluded to earlier,

t hese kinds of methods are desirable in that they run faster than the same
met hods 25 in AN code. As will be explained in greater detail later, it is
preferred that the network 100 be a closed and trusted network in which

t hese prograns nay be securely shipped to the client conmputers 102 with a
hi gh degree of confidence or that these pyggrans have enbedded digital

si gnatures which can be verified. 30 As will also be explained in nore
detail |ater, the Wié\ﬁ%?tﬂé?or@?gfﬂ it}é Bled thattAB PR RdnvéeitibrisRivideaduest
to the client conmputer systens 102 -9 - using the network conmuni cations

manager 122. &hnedyctiohdn cuniime memaeny spaceovhile saving ekdeutian speadr Khisobdi | e
code. due to the fact that by compfessing the loaded methods 147 and/or 148, they
do not need not be flushed from the RAM 136 and re-downloaded from the
5  server computer systems 104 when space in the RAM is needed. However,
as those skilled in the art will recognize, other alternative embodiments could
be implemented to provide similar benefits.

Specifically, the compression criteria 152 described earlier specified

10 that the code of least recently executed methods 147 and/or 148 with
uncohpressed code would be compressed when space in the RAM 136 was
needed but not available. However, the compression criteria may be selected
by the user from a broad range of options and based on a number of
conditions specific to the user’s client computer system 102. For example,

16  the compression criteria may simply specify that the code of each method is
to be compressed as soon as the method is no longer invoked. Or, it may
specify that the code of certain methods is to be compressed lazily whenever
time is available for doing so. As an additional variation of any of the
foregoing, the compression criteria may specify that only the code of methods

20 of a specific size or type is to be compressed.

_ Moreover, as was stated earlier, the decompression criteria 154
-specified that a method 147 or 148 whose code is compressed code would
have its code decompressed as soon as the method was to be invoked.

25 However, the decompression criteria could specify that the compressed code
be decompressed after a predetermined time interval has expired. In this
case, the data compressor would include a timer to time the time interval. In
one example, this technique could be used for a method that is being put to
sleep for a known time interval so that the method will be compressed for this

30 time interval and then decompressed just prior to when it is to be awakened.
Or, in another example, the technique could be used for a method that is
waiting for data where the time interval over which the method is compressed



Each client conputer system 102 may be a video -gane, a personal 5 di gi tal
assistant (PDA), a cellular phone, desktop conputer, or other conputer
system or conputer operated device which requires a small anmount of run-
time menory. Furthernore, each. client conputer systemincludes a central
processing unit (CPU) 126, a user interface 128, a network comuni cati ons
interface 132, a read only menmory (ROM 34, and a run-time random access
10 menory (RAM 136. The network communi cations interface enables the

client compulggpslciRdied SOBERY Gratift Widh %g%a‘%ﬁmﬁgﬁﬂ&&%%laﬁlﬁ% 104

via the network conmuni cations connection each c
conput er systmethdd2 stores an operating 15 system 138, a network
comuni cati ons manager 140, a virtual nmachi ne nodul e 142, and a code
conpressor 146 that have all been | oaded fromthe ROM 134. The RAM al so

stores the prograrng a%ﬁéﬂérﬁbéﬂlh@?ﬁ&hé%n@ﬂ@&ﬁbﬁ'cﬁ%rﬂ\ﬂ SQ%ﬁﬂﬂbqﬁcm&é hods
148 containing architecture specific (AS) code that have been downl oaded
from t he Sser Wleshingngrileda specifying whea. the(loade:lqme@lMSai 4 hgndiart14® aradoher k
communi cati O%tished #om the hAl\}l'%G.”l"%r example, the flushing criteria may indicate
that if there are no more loaded methods in the RAM that are not invoked and
uncompressed, then the least recently executed method(s) in the LRI list 202
with compressed code are flushable and are to be flushed from the RAM 136
10  until enough space is made available. As a resuit, when a method is flushed
from the RAM and then is to be executed again, the network communications
manager 140 must re-download the program from the server computer
system 104 that supplied the program in the manner discussed earlier. The
execution controller 153 updates the program storage status table 200 by

16 removing reference to any flushed methods.

Since flushing loaded methods 147 and/or 148 from the RAM 136 is
costly in terms of execution speed, a secondary memory 500 could be used
to store the methods that would otherwise be flushed, as shown in Figures 5
20 and 6. In this case, the compression criteria 152 discussed earlielj would
include secondary storage criteria that would be similar to the flushing criteria
just discussed and used to store methods that are storable because they
satisfy the secondary storage criteria. However; in this case, the code
compressor 146 would update the pointers in the program storage status
25 table 200 to point to these methods in the secondary memory. Furthermore,
for the methods that are retrievable in that their code is compressed, stored in
the secondary memory, and is to be decompressed, the code of the methods
would be retrieved from the secondary memory and then decompressed in
the RAM 136 in the manner described earlier.
30 |
Moreover, in an embodiment where the client computer system 102
includes a secondary memory 500 {e.g. a networked desktop computer), the
methods 147 and/or 148 could be downloaded from the server computer



nodul e,- conpi | er, conpressor, and prograns are all executed on the CPU 126.
The, operating system controls and coordi nates execution of the network
comuni cati ons manager, virtual nachine nodul e, code conpiler, code
conpressor, and progranms in response‘'to commands issued by a user 25 wth
the user interface 128. As alluded to earlier, the nmethods 147 and/or 148
are-received fromthe server conputer systgns 104 upon user request. These
nmet hods are obtained using the network communi cati ons manager 122 which is,

in the 30 pyetdhs 042016 s886Hdary MiéhdA) aTHEN Whese eretibds eaulddse nanager .
The network conmuni cati ons nmanager then |'oads these nethods in the RAM 136.

-10- The coddoaded direetlylipio tire RAM 36 friom thengecandary memsonuratherthenes t hat
the AN code Gforhfifie 'SRRE LoMpulsrSystéihs M09 Saddifidiilily) #flsbd SH'dnBodifent ' 2
the operating system 138, the network communications manager 140, the
5 virtual machine module 142, and the code compressor 146 could be stored in
the secondary memory and loaded from there into the RAM.

In still another embodiment, the operating system 138, the network
communications manager 140, the virtual machine module 142, and the code
10  compressor 146 could be downloaded from one of the server computer
systems 104 into the RAM 136 of the client computer system 102. This would
be done in a similar manner as that described earlier for the methods 147
and/or 148 of a server computer system.

16 - In yet another embodiment, the virtual machine module 142 is actually
implemented in a silicon chip and serves as the CPU 126 of the client
computer system 102. In this case, the methods 147 with AN code are not
interpreted for a specific architecture and are instead executed directly. In
this embodiment, methods 148 with AS code would not be utilized.

20 |

~ Finally, while the present invention has beén described with reference
to a few specific embodiments, the description is illustrative of the invention
and is not to be construed as limiting the invention. Various modifications
may occur to those skilled in the art without departing from the true spirit and

25  scope of the invention as defined by the appended claims.



mnt|WMy i ncl ude stack and data type usage

restri ct ns to ensure that | oaded net hods cannot overfl ow o} 9
virtual" i' m mnﬂ e's stack and that all instructionsfu
dat a who hes the data type restrictions for &

|nstruct|ons he®preferred enbodi ment, the virtual nachine modul € T52
Java virtual nachlne modul e. However, |n1ghe case of the received nethods
148 with AS code, the 10 - code verifier 151 cannot be used to directly

verify their qs8ic Ppgs:to - verify their integrity indirectly, the
net wor k 100 \r,rvargAEes |'c'tl“‘ol\ﬂs-ed gnd trusted network in which these nethods may

be securely shipped to the client conputers 102 with a high degree of
confi dence.

e ool ot o B R BBy SO v ot ™

comuni cat i Oa%lléﬁf‘étﬂ'ﬁf)u%%&l@m ﬂfr'é)déchﬁﬁ'é tﬁé‘ﬁbb msf\ﬁlﬂifreiidcéﬂﬁhﬂfhrﬁéur ce.
The execution control the virtual nmachi ne nodul e 142 control s

execut i of of memonyrspacerrequiements, the clienticomputeesystem coroprigingi rol | er 20
interprets the AN code tf?r];e ;ntéemg&t hods 147 for execution on the specific
a network communications interface that receives the methods;
a network communications manager that loads the methods
uncompressed into available space in the run-time memory when received;
10 an execution controller that controls execution of the programs,
whereby the methods are invoked and not invoked at different times;
a compressor that (A) compresses in the run-time memory
compressible ones of the uncompreesed methods that are not invoked,
whereby space is made available in the run-time memory, and (B)
15  decompresses in available space in the run-time memory decompressible
'oqes of the compressed methods so that the decompressible ones of the

compressed methods may be invoked.

| 2. The client computer system of claim 1 wherein the compressor
20 decompresses the decompressible ones of the compressed methods as soon
as the decompressible ones of the compressed methods are to be invoked.

3. The computer system of claim 1 wherein the compressor
decompresses the decompressible ones of the compressed methods after a
25 predetermined time interval.

4. The client computer system of claim 1, 2 or 3, wherein the compressor
compresses the compressible ones of the uncompressed methods as soon
as the compressible ones of the uncompressed methods are no longer

30 invoked.
_—
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archltect ure—of—the—etient—conput er system 102 -and enabl es these nethods to

cal| the net hods 148 c ning AS code for execution on the specific

ar chi t ect u!f“u ii ﬂﬁ”AMQ data generated during t he f
programs i M 136. In addition, if the net [&WE}DHAé EEN
conmmuni catlons manager 140, code conpiler 144, and/or code orrpr«gfrgbﬁcﬁnm

are in AN code, then the execution contregyer controls execution of them as
wel | . Furthernore, in order to keep the M space requirenents of the 30

Gecompr esses 5 ¢ eralart samlter BSTRT cRIRTLGES, wASIRIN Fonpipapr

\éarl ous ti rrﬁls:on;ﬂresswtmﬁrmnﬁwssmonaf bbtie mmwmwage?mmtgads Whenand
econpr essi e becayse t res Ct] ve {1s pr el | ned conpr essi on
and deconpr e$PAGH "&ﬁ'ﬁ%ﬂﬂ%@ 'g‘ﬁ’ %quQab‘gr'B%lﬁVéﬁ%Uer n the RAM 136 and

5 6. The client computer system of any of claims 1 through 5 further
comprising:

a least recently invoked list that lists those of the methods that are
currently not invoked in order of least recently invoked method to most
recently invoked method,;

10 the compressible ones of the uncompressed methods are the least
recently executed methods in the least recently executed list that are not
compressed when space in the run-time memory is needed but not available.

7. The client computer system of any of claims 1 through 6, wherein:
15 the methods include methods in architecture neutral code that is
independent of the architecture of the client computer system; and
the client computer system further comprises a virtual machine module
that includes the execution controller and enables execution of the methods
in the architecture neutral code. |

20 _
8. The client computer system of any of claims 1 through 7, wherein the
compressor flushes from the run-time memory flushable ones of the
compressed methods when space in the run-time memory is needed but not
available. |

25

9. The client computer system of any of claims 1 through 8 further
comprising:
a secondary memory;
the compressor (A) stores in the secondary memory storable ones of
30 the compressed methods when space in the run-time memory is needed but .
. not available, and (B) retrieves from the secondary memory retrievable ones

of the compressed methods that are to be decompressed.
. Thxs Sheet Has Been Rep
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i nputted by the user—with the user interface 128. The conpressi on and

de ' ' la are nore fully described | ater and—are;—+h-sone
en%ﬂiﬂﬁﬂﬂ!‘ﬁﬂﬂjﬂm&r esent invention, user selectable and/gr_tunable (using
5 "4 i srace 128) froma set of predefined nenofy; eplaced
strategi es. The storage and invocation status of the nethoq 48
I's maintained wth the nethod status datgptructures 155. us.

10 data structures are updated by the network conmunications hanager 140,

the executi om@:ont|had E6rphife? nebRErk d\Reramileh fPpRVRIEIOD s Wit irtiodd)ows—=
functional block diagram of the operation of each of the client conputer

systems 102 isnmethed of exequtingdtheaqrograns withgeducacthainrime memorgspace |
oreforred congRubeents, the s o8kl B eef9ho " and "G00, Retrring o
Figures 1-3, when grovidiitig 48 auesinte ﬁmgi on of one of the 20 prograns 145
of one of_the server conputer syste 104, the users client
5 receiving the methods;
loading uncompressed into available space in the run-time memory the
methods when they are received;.
executing the programs, whereby the methods are invoked and not
invoked at different times; .
10 compressing in the memory compressible ones of the uncompressed
methods that are not invoked, whereby space is made available in the run-
time memory; and |
decompressing into available space in the run-time memory
decompressible ones of the compreésed ‘methods so that the decompressible

15  ones of the compressed methods may be invoked.

11.  The method of claim 10 wherein the decompressing step includes

decompressing the decompressible ones of the compressed methods as

soon as the decompressible ones of the compressed methods are to be
20  invoked.

12. The method of claim 10 wherein the decompressing step includes
decompressing the decompressible ones of the compressed methods after a
predetermined time interval.

25
13.  The method of claim 19, 11 or 12, wherein the compressing step
includes compressing the compressible ones of the uncompressed methods
as soon as the compressible ones of the compressed methods are no longer
invoked.

30

14.  The method of claim 10, 11 or 12, wherein the compressing step
includes compressing the compressible ones of the uncompressed methods
when space in the run-time memory is needed but not available.



conmpu s the requested programfromthe server conputer"
system (step 302 of Figure 3). This is done when the user issues a conmand

with t‘ mumﬂﬂ f“j‘ﬁ 128 to downl oad and execute the program fromthe

serverl I IARIN In response, the operating system 120 @5wm.gcalls
t he network communi cati ons nmanager 140 whi ch generates  a nmessgdkHIS [SHEETtHASIBEEN
t hat such a request has been nmade. The m@@work communi cati ons {i nt er RERIACED2
then transnmts the nessage to the server conputer system The “retwork ; e
comuni cat i ong, i niTpefmethollst My dfetaip®y Y@ threRghUdefurther comprisiig thed

receives the transmtted nessage. |In response, the network conmunications
manager 122 &tepsef server conputer system provides the nethods 147 and/ or

148 of the reques . .,k t b = ' | ons
"ntertace whi o RIVEGH RESE rtehfy ioi8 ¥F ot sty thoss o MRETHAAGAS
that are currently not invoked in order of least recently invoked method to
5 most recently invoked method;

the compressible ones of the uncompressed methods are the least
recently invoked methods in the least recently invoked list that are not
compressed when space in the run-time memory is needed but not available.

10 16. The method of any of claims 10 through 15 further comprising the step
of flushing from the run-time memory flushable ones of the compressed
methods when space in the run-time memory is needed but not available. -

17.  The method of any of claims 10 through 16 further comprising the
15  steps of:
' providing a secondary memory;
storing in the secondary memory storable ones of the compressed
methods when space in the run-time memory is needed but not available; and
i’etrieving from the secondary memory retrievable ones of the
20 compressed methods that are to be decompressed.
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client conmputer system 102. The nethods 147 and/or 148 that were
transmtted are received by the 5 network comrunications interface 132 of
the user's client conputer system 102. In response, the network
conmuni cat i ons manager 140 then determ nes if enough space in the RAM 136
I's avail able for | oading the received nethods (decision step 304 of Figure
3). If there is, then the network commum 2%ti ons manager | oads the code of
t hese net hods 10 unconpressed into the avail able space in the RAM (step
306 of Figure 3). As a result, these WBSTRACIre | oaded into the RAM al ong
with previously | oaded prograns nmethods 147 and/or 148 of other prograns
145. In | oadi ng these nethods, the network conmuni cati ons manager updates

the method st or agea afightior@itef spBnPhnd BesHBLIRAMBIRI R £ BbRphldrict ur es

155 to identify the s’ an e correspondl ng pol o the
menory spacesnetwork evétrWhithGare proyided prygraneswithmdthdds. Ahetdlientore, the

Chat T he Soddsmbyies i AR of eXBriiiowinedyelrapty with reducsd rimtime ° ' "% 2 €
memory space requirements. Specifically, a network communications
interface receives the methods of the programs and a network
communications manager loads uncompressed in available space in the run-
time memofy the methods when they are received. An execution controlier

10  controls execution of the programs so that the methods are invoked and not
invoked at various times during execution of the programs. A compressor
compresses in the memory compressible ones of the uncompressed methods
that are not invoked so that space is made available in the run-time memory.
The compressor also decompresses in available space in the run-time

16 memory decompressible ones of the methods so that they may be invoked.

' THIS SHEET HAS BEEN |
_REPLACED

This Sheet Has Been R:ﬁ

Wi




20 - The networ k connuﬂLQéLLQﬂi_ﬂgH?QE£ﬁ34o than invokes the code
verifier 151 of the virtual machi ne nodule . In response, t he code

verifier verifies that thehiNheoBs Befn gethods 147 tl| H%VE e IS# d
neets the predefined int eg Wscussed ear | |Ff{ 43 0 -
d/ orR re Just

(l«

Figure 3). 25 The pr e net hods 147 .
| oaded is then executed un er of the execution controller (step
314 of Figure 3) along with any preV| ously | oaded prograns. As the prograns
are executd®0their nethods are invoked and not invoked at various tines
during their tion. As nentioned previously, the execution controller
interprets 30 the AN code of t he nmethods 147 for executlon on t he speC|f|c

architectur +Hre—trser-—s—ett+ent bUIFpUL er—systenr162 arrd—emrabtes—tirese
net hods to rﬁ'lemhéqmphltﬁfs 148 contai ni ng 45186de for execution on the
speci fic ar¢hi t eSystem RAM
f134'
rRom | | Operating System ~138
102 ~ L
Network Com. Manager ~~140
CPU 126 Virtual Machine Module ~~142
Execution Controller ~~153
128 Code Verifier ~~151
1e
Code Compressor ~~146
@/ D Programs ~-145
/R Methods: AN code ~147
J ““I“t‘"’:f Methods: AS code ~148
rSer Interlaco Execution Data ~~149
{ Method Status Data Structures |
Network Com C 155
. riteria
Interface - 152, 154
132~/
~ 102 1 ~106 S
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Computer Connection
System
| f104
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s . /' System
CPU Communications
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Figure 1



Each of the |oaded methods 147 and/or 148 may not be invoked at various:-
tinmes because it nay have to wait for data, nay have been put to sleep,

etc... Wien the execution controller determnes that this has occurred, it
adds t he hg?d to the least recently invoked (LRI) list 202 of the program
status structures 155 to indicate that it is currently not
|nvoked The ngbhﬂss in the LRI list are listed fromnost recently invoked
to | east recently nvoked. As |nd|cai§g3earller in order to reduce the
space. h h h 147
and/ or Enﬁwﬁor whi ch the predeflned conpression criteria 152 is satisfie
IS conwressed ode conpresseggld6. In the preferred enbodi ment, the
conpr e$si | t eEh@ciition D'aia t hgg/ the code of a conpressible nmethod 147
or 148 conﬁ T en (1) space in the KIYD136 i s needed
but no ail @ o A g 1e |y i nvoked
met hod{in the as not yet had its code conygressed. Wen
t he ne rk c$nnun|cat|ons negngr 140 determ nes that
202 Method Location | C/U
LRI List Method 1 PTRS | C
Method 1 Method 2 PTRS U
® L] e L ¢
[- : 47 —~> : o PN
Method N PTRS U
1
2 Virtual Machine
.| Execution ?53 Module 151
Controller Code
r } Verifier
A
Code Compressor
Method 1: AN code ~—147
| 140 Method 2: AS code |-_
- 148
Network Com. Manager L,
[ =
Network Com. Interface }———»
1 “132 Method N: AS code 148
1451__Methods: AN code
147 . , 148 :
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space in the RAM 136 is not available to | oad one or -nore of the nmethods 20
147 and/ or 148 received by the server conputer systens 104 (decision step
304 of Figure 3), then it invokes the code conpressor t he
code conpressor conpresses the code of the |east recen lelSi Wﬂ%’e’du‘:ﬁé‘iﬁﬁm(s)
in the LRI list 202 whose code has not yet been conpressed REFLACERough
space has been nmade avail able (step 316 of Figure 3). ' 4
conpressor al so updates the nmethod storage status table 200 to identify the
correspondi ng pointer(s) to the nenory space(s) of the conpressed code of
the nethod(s) and to indicate that the code of the nmethod(s) has been
conpressg@(C) . The network communi cations ggpager then |oads the nethod(s)
for which s has been (bbmmrhgtﬁ@dsn o the avail abl e space, 30 as
described earliér (step 306-0 —The code conpressor 146 may use
any fast data conpression technig | ﬁ@&“ﬂ to those skilled in the art.
Moreover, the code

|

RAM space
available to load
306 methods? 316
load methods into ‘ compress method(s) in RAM
available RAM space ¢ until available space
¥
verify integrity 307
of any
methods with
ANcode | store exec. data in compress method(s) in RAM
 available RAM space ﬁ until space available |
324 7 | 326

execute programs

: ™~
and invoke methods 314

322

space in RAM
available for exec.
ata of methods?

No

FIGURE 3
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-14- conpressor nmay use separate conpression techniques for optinal
conpressi on of the AN code of the nethods 147 and the AS code of the

met hods 148. 5 Furthernore, while the | oaded nethods 147 and/or 148
are invoked, they generate execution data. For any of these methods which
t he execution controller 153 determ nes .is invoked (decision step 320 of
Figure 3) and for which space in the RAM 136 is available to store
execution data (decision step 322), the execution controller stores the
execution data in the RAM (step 10 324 of Figure 3). However, for each of °
the | oaded nethods 147 and/or 148 which the execution controlleér 153
determ is invoked (decision step 320 of Figure 3) and for which space
in the EgBLL§=Qgt avai | abl e but needed to store execution 15 data
(decision step 322), the execution . controller invokes the code conpressor
146. As in the earlier situations where space in the RAMis

method to be
invoked?

space in RAM
available for
decompressing

No

method?
412 410~
compress method(s) in RAM R decompress method into
until space available available RAM space

invoke method |e———

\-406

FIGURE 4
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needed, the code conpressor conpresses the code of the |least recently
iznvoked nmethod(s) in the LRI list 202 whose code has not yet been
conpressed until enough space has been made avail able (step 326 of Figure
20 3). And, as described earlier, the code conpressor updates the nethod.
storage status table 200 to identify the corresponding pointer(s) to the
menory space(s) of the conpressed code of the nethod(s)_and-te Lndib'_ék
that the code of the nethod(s) has been conpressed (O IWS%@EG?’H_%
controller then stores the execution data in the space {made REBLAGHN e in
the 25 RAM (step 324 of Figure 3), as described earl ite+—artt—€xecut 1 on of
the programw th the nethod(s) whose execution data was stored conti nues
(step 314 of Figure 3). Moreover, referring to Figures 1, 2, and 4, when
space in the RAM 30 136 is avail able, each | oaded nmethod 147 and/or 148
that is conpressed and for which the predefined deconpression criteria 154

S SatiSfiéa I s deconpressed by the code conpressor 146. In the preferred

enbodi nmen t he predefined deconpression criteria 154 for deconpressing a

A
102
Client Computer
| System 134 a6
L
CPU | X RAW
126 Operating System ~138
Network Com. Manager ~140
- 128 Virtual Machine Module ~142
Execution Controller ~153
@/ D Code Verifier 151
e Code Compressor ~~146
AT Pfgg@ms . L\145
User Interface Methods: AN code _ 147
Secon dary | Methods: AS code ~~148
Memory Execution Data ~~149
500~ Method Status Data Structures |~ 4g¢
- — Criteria ~150, 152,
Network Com. 154
Interface
1327
To/From Network

Communications Connection

-
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-15- deconpressible nethod' s code sinply specifies that the code of the
srethod is conpressed and is to be deconpressed at the tine when the nethod
is to be invoked again. 5 Thus, whenever the execution controller
153 determ nes that one of the |oaded nmethods 147 and/or 148 is to be

I nvoked (decision step 402 of Figure 4), it determ nes whether the code of
this method is conpressed (decision step 404 of Figure 4). This is

det erm ned fron1th~ xet hod storage status tabl e 200 If the nethod s code
isn't conp a
controlleﬂq@mnep 406 of Figure 4) Vhen It |s no Ionger |nvoked, its ¢ode’
may be coppressed by the code conpressor 146 in the manner descri bed
earlier. However, if the code f the nmethod 147 or 148 that is to be

i nvoked i b
2R Method Location | c/U

Method 1 PTRS | C

Method 2 PTRS C
. . E e

U

Method N | PTRS

Method 1: AN code ~—147

146~
- |Code Compressor

[

Method N: AS code ~~148

v
500 Secondary Memory . -
\d |Method 2: AS code [~—148 THI.S SRHEE;ELTASQS BEEN
P
FIGURE 6
\
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15 conpressed, then the execution controller
146 to deconpress the nethod's code. The code

"there is énough space available in the RAM 136
(decision step 408 of Figure 4). If there is e

compr ossor DML LR i 15

to deconpressL
nough space av

ode

ilabl e, the

code conpréssor deconpresses the code in the avail able space (step 410 of
20 Frgure 4). In doing so, it updates ihe nmet hod storage status table 200

to identffy the correspondi ng pointer(sy—to thg oy Sracets)
{‘Eagi )

unconpressed code and to indicate that the ne
unconpressed (U). 25 However, if there
avai |l abl e, then the code conpressor 146 conpre

recently executed nethod(s) in the LR [list 20
conpressed until space has been nade avail abl ¢

LA Ti §H

h
I s} not enough spad

SSles4ie gﬁgﬁof t
2 mhgggﬂgg e hagq 1
(‘step—dt2—et—r+ g\

is done in the manner described earlier. After

t he space has beé

avai |l abl e, the code 30 of the nmethod 147 or
deconpressed is deconpressed by the code conpr
and then i nvoked by the execution

1406 that 1S TO D€
essor in the avai

of the

e

he | east

ot yet been
re 4). This
n made

abl e space

COMPUTER SYSTEM AND METHOD FOR EXECUTING NETWORK
MOBILE CODE WITH REDUCED RUN-TIME MEMORY SPACE
REQUIREMENTS

The present invention relates to computer systems and methods for

executing' programs with reduced run-time memory space requirements. In
particular, the present invention pertains to computer systems and methods in
a network for executing code transmitted over the network (i.e., network

5  mobile code) so that the run-time memory space requirements of the code is

reduced.

' BACKGROUND OF THE |

NVENTION

10 Computer systems are now being built or configured to take advantage
- of properties of programs whose code is in an architecture neutrat (AN) binary .

o cqmputer system.
15 '

. format, hereinafter referred to as AN code. Thus, the AN code of these =
" programs is indepenaent of the specific architecture or platform of the

The term architecture is defined for the purposes of this document to

mean the operating characteristics of a family of computér models. Examples ;
- of specific architectures include Macintosh computers, |BM PC compatible
- computers using the DOS or Windows operating systems, Sun Microsystems

20 computers running the Solaris operating system, and computer systems using

“the Unix operating system.



controller 153 in the manner just described (steps 410 and 406 of Figure
4). -16: In view of the foregoing, it is clear that the present

i nvention prOV|des a reduction in run-time nmenory space whil e saving
execution speed. This is due to the fact that by conpressing the |oaded
met hods 147 and/or 148, they do not needyfiot be flushed fromthe RAM 136
and re-downl oaded fromthe 5 server conputer systens 104 when space in

' the RAM f's neededoMpiaue SystEM ARDAMETHOL #OR EXREUTING NETWORKIQN Ze€,
other alter ﬂﬁi%g COPRCWITH REDUCED REN'TINE MENORY. SPACE REQUIREMENTS

benefits. . LNne conpression criteria 1IbZ described earlrer
specified 10 that the code of |east recently_executed nmethods 147 and/or
148 with unconpressed code woul d be dﬁﬁﬁw i when space in the RAM 136
was needed but not avail able. However, the conpression criteria may be

sel ected '

A client computer system and associated method in a computer
network over which are provided programs with methods. The client
5 computer is capable of executing the programs with reduced run-time
' .memory space requirements. Specifically, a network communications
interface receives the methods of the programs and a network
communications manager loads uncompressed in available space in the run-
time memory the methods when they are received. An _exeéutiqn'controller
1C  controis .execution of the programs so that the methods are invoked and not
invoked at various times during execution of the programs. A compressor
compresses in the memory compressible ones of the uncompressed methods'
that are not invoked so that space is made available in the run-time memory.
The cbmpressor also decompresses in available space in the run-time
15 memory decompressible ones of the methods so that they may be invoked.

Figure 2
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by the user froma broad range of options and based on a nunber of
conditions specific to the user's client conputer system 102. For exanpl e,
15 the coénpression criteria may sinply specify that the code of each

met hod is-to be conpresse

d as soon as the nethod i

Kad O,
it may 'spetify that the code of certain nethods is J# b‘aﬁgﬁdkggg ‘Ia2|ly

whenever tinme is avail abl

of the foregoing, the conpression crit

of nmethods 20 of a spec

e for doing so. ,As an ad

ific size or type is to

tf onal

vari ati gn {of any

eLEa_nay speciff y185hAUGORHY tihg code

e |conpressed. rqover,

as was stated earlier, the deconpression criteria [15Z sSpecTTtied—that a

met hod 147 or 148 wbose c

ode is conpressed code

uld have its code

deconpressed as so00 the nethod was to be invoked. 25
deconpr essi on crlterla oul d specify that the conpressed code be

However, the

deconpressed after predet-erni-ned B r\a P8 hi-s—case,
the data conpressorcmentﬁonnnﬂede a tiner to tLgﬁBGhe tine |nterval In dne
exanpl e, this techhi quSystemd “‘RAMr a nethod that is being put to
sleep for a known fine inter ' (t:‘ T g 1T De corrpressed f on
this pera ing System ~~{38
102 ~ Network Com. Manager ~~140
CPU 126 Virtual Machine Module ~-142
' _ Execution Controller 153
- 128 Code Verifier ~151
_ Code Compressor 146 -
@f D Programs 145
CTETELTET] Methods: AN code ~~147
U““l“t“:f Methods: AS code 1~148 -
Ser ‘nlerace Execution Data ~~149
{ Method Status Data Structures ~155
Network Com. 1 criteria '
Interface Criteria 152, 154
1327
.12 /106 S
Client Network Com. Co:;;l?trer }04
Computer Connection System
f104 )
110 116 Server Computer| .-
L - [ System
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Interface
f1 12 _ Is 118
@/ D Operating System ~-120
Network Com. Managgr ™~ 122
AHHHHT Programs N-145
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- Methods: AS code ~-148
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30 time interval and then deconpressed just prior to when it is to be
awakened. O, in another exanple, the technique could be used for a.nethod
that is waiting for data where the tine interval metshod i s
conpressed -17- would be selected so as to pre IlﬁPL)ﬁ' @m'ﬁja ?WI |
becone ‘avai'l abl e for the nethod. In another enbod nt, the conpﬁe si‘on
criterica 152 may also include 5 flushing criterj spébAﬂsrwgp en the

| oaded nméthods 147 and/or 148 are to be shed fjrdgm the RAM 136 For
exanpl e, the flushﬁﬂ criteria may indicate that {if there are no'ngpre

| oaded net hods in RAM t hat are not invoked amd-unconpressed, then the
| east recently execut thod(s) in the LR list 202 with conpréessed code
are flushable and are to be flushed fron1 WSGRAM 136 10 until enough
space is nade : 2 2 Shret

149
L/

Execution Data

Method Status Data Structures

20 .
Q Method Location | C/U

202
LRI List Method 1 PTRS | C
Method 1 Method 2 'PTRS U
e I B : L
l_ Method N PTRS U
2 1 Virtual Machine
| Execution] ) Module
Controller|153 Code 171
T 1 | Verifier |
_ — 3
146~
Code Compressor
. &
Method 1: AN code ~—1 ;7
140 | ~ |Method 2: AS code |_ 143
Network Com. Manager
N F Y — )

-
e
L—
Network Com. interface |———»

‘ 132 Method N: AS code - 148
145]_Methods: AN code | 14
Methods: AScode |~
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fromthe RAM and then is to be executed again, the network comrunications
manager 140 nust re-downl oad the program fromthe server conputer system
104 that supplied the programin the nmanner discussed earlier. The .
execution -controller 153 updates the program storag TS )| E%?O-by 15
renoving reference to any flushed met hods. Since fl et hpds.
147 and/or 148 fromthe RAM 136 is costly_in terns e¢d} a
secondary menory 500 coul d be used to sto®e the netHods 4 BaAUGuM '
ot herwi se be flushed, as shown in Figures 5 20 an I'n this casq, jthe
conpression criteria 152 discussed earlier would in ' ary stdrage

used to store nethods that are storabl e because they Satisfy the secondary
storage criteria. However, in this case, the code conpressor 146 woul d
update the pointgpgg in the program storage statggo25 table 200 to point to
these nethods int condary ngmptain metiddy i e, for the nethods that
are retrievable in that their codeT oppressed, stored in the secondary
menory, and is to be deconpressed, thg B80¥he net hods

RAM space
| available to load
306N v methods? 316
load methods into compress method(s) in RAM
available RAM space [€ until available space
v
verify integrity 307
~of any
methods with
ANcode | oo exec. datain | _[compress method(s) in RAM
available RAM space| | until space available |
v 3247/ 326
execute programs
and invoke methods \31 4

space in RAM
- available for exec.
ata of methods?

FIGURE 3



woui d be retrieved fromthe secondary nenory and then deconpressed in the

RAM 136 i n the manner

descri bed earlier

30 Moreover,

in an enbodi nent

where the client conputer system 102 includes a secondary nmenory 500 (e.qg.

a networ ked desktop conputer),
downl oaded fromthe server
menory. Then,

conput er

Additionally, -in such an enbodi nent,
communi cati ons manager 140, the 5

code conpressor
there into the RAM

t hese net hods coul d be | oa
t he secondary nmenory rather then fromt

t he net'hods 147 and/ or

server

the operating s
vi rtual
146 could be stored in the secondary

nmac hi

148 coul d be

18 - systems_104 tg the secondary
ed directly IREP[ACEMEWMHQB

£ rom

(640)

u Ql" )
vor k

u]al. CTTTD J.U
s e Wi T
led
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ne

from

400
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method to be method
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In still another enbodi nent, the operating system 138, the network

conmmuni cati ons manager 140, the virtual machine nodul e 142, and the code 10
conpressor 146 could be downl oaded from one of the server conputer systens
104 into.the RAM 136 of the client conputer system 102. Th|§ woul d be done
in a simlar manner as that described earlier for the hpgd,a ]
148 of-a server conputer system 15 I n yet anot her erhod
virtual “machi ne nodule 142 is actually 4 enented in S
serves as the CPU 126 of the client conputer system 102
met hods 147 with AN code are not interpreted for a specff | C archltecture
and are instead executed directly. In this enbodi ment,
code would not be utilized. 20 Finally, while the presert |nvent|on-haq
been described with reference to a few specific enbodi nents, the
description is illustrative of the invention and is not to be construed as
limting the invention. Various nodifications may occur to those skilled in
the art w thout dearting fromthe true spirit and

N
102
Client Computer
System 34 26
ROM | = -
CPU 126 Operating System ~~138
L . Network Com. Manager ~~140
128 | Virtual Machine Module 142
- Execution Controlier ~153
@[ "ECj Code Verifier 151
sEaEETEEaT Code Compressor ~~146
lllﬂnﬂllﬂ PI'O rams \145
User '"t_?'fa"e | -_Ahqllemods: AN code . P~1a7
Secon aa Py Methods: AS code ~-148
Memory Execution Data ' ~~149
500> Method Status Data Structures _4z5
Criteria - ~-150, 153,
Network Com. 154 _
interface _ ' -
132~/
To/From Network
Communications Connection
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25 scope of the invention as defined by the appended cl {i .
IS CLAIMED I S: 1. In a conputer network over which is priovL
with nethods, a client conputer systemfor executing the grggrans with
reduced run-time nmenory space requirenents, the client co eﬂSSAUGe‘HW
conprising: a run-tinme nenory; a network conmunications infefface that
recei ves the nethods; a network comuni c%tions manager tha} T0ads the
met hods 1 nto avail able space in the run~tLne nenory when the nethods.are
recei ved; anh execution controller that controls execution of the prograns,
wher eby each of the nmethods is invoked and not invoked at different tines
during execution of the prograns; '

~136
RAM
200,
Method Location | C/U
Method 1 PTRS C
Method 2 PTRS | C
: : e
Method N PTRS U
. Method 1: AN code
146~ : \1.47
"1Code Compressor
| SN .
e ¢
Method N: AS code |~-148"

500 Secondary Memory
J |Method 2: AS code [~~148

®
o -

FIGURE6




ar conpr essor that,*during execution of the prograns N}"&@MEE:RHAS)BEEN
conpresses in the run-tine nenory a sel ected nethod pf thﬁEPEM}EBIS n the

sel ect ed rret d and not conpressgeth==wholel Jace-rs—rede
avail abl e i r{ﬁﬂ'“ﬁ'”[l“l““ﬂ lmrror y, and (B) deco rB!EELﬂGEM‘BNp-' rl hbhe vwase3
in the run-tisre cremory the sel ected nmet hod whenft dis e
conpressed so that the sel ected nethods nay be ' client
conput er system of claim 1l wherein the c¢Bresspr e sel ected
met hod as soon as the selected nethod is to be hg conput er

after a predetermined tine interval. 4. The 'st em of
claiml, 2 or 3, wherein the conpressor conpresses the seI ect ed nmet hod as

soon as the_ sel gthe@dnipRitd adtwork BGer'xﬂﬁBl?{s Provi8¥Eprogrims with Rt tHolds %11eﬁ9"put er
systemof claimi, 2 or 3, wherein the conpressor conpresses the selected

met hod whercomypatse system fer exgputinigthe pmgmms wih resludediripime plemmvnspasgbl e. 6.

The ol ent (SRTRMGHs, BHER St sfhes Bhifhsthgt 1" OUoh S Turther

arun-time memory;
a network communications interface that receives the methods;
a network communications manager that loads the methods into available space in
the run-time memory when the methods are received;
U an execution controller that controls execution of the programs, whereby each of
~ the methods is invoked and not invoked at different times;
a compressor that (A) compresses in the run-time memory a selected method of

the methods when the selected method is not invoked and not compressed, whereby space

is made available in the run-time memory, and (B) decompresses into available space in

- the run-time memory the selected method when the selected method is compressed so

that the selected method may be invoked.

2. The client computer system of claim 1 wherein the compressor decompresses the
selected method as soon as the selected method is to be invoked.

o - 3. The computer system of claim 1 wherein the compressor decompresses the

selected method afier a predetermined _time interval,

4, The client computer system of claim 1, 2 or 3, wherein the compressor

compresses the selected method as soon as the selected method is no longer invoked.

5. The client computer system of claim 1, 2 or 3, wherein the compressor

compresses the selected method when space in the run-time memory is needed but not

available.
-
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a |l east recently i nvoked .list that lists those of the net hods that are

currently not invoked:-: n order of |east rece’ﬁThg 'Qﬁﬂ‘éﬁfﬁgﬁm t o nost
pYo k' |

ecent |y i nvoked net had: bd cast recently

executed nmethod in thgHEas pd}list that is hof conpressed
when space in the rufi-ti buty d 7. The
client conputer syst& d o] [ he net hods

i ncl ude methods in archite t ht of the

architecture of the client conputer system .Qnput er system
further conprises a virtual nmachine nodule that (A) includes the execution

control |l erg, (B) Thertieftohpfatetlsyadth of aRPYE QhintySthesighd) T cBRPALIAS:
execution of the nethods in ch archig?%cture neutra%h code. 8 ﬁﬁ T%e client

conput er syst emadeashrspently Bivakedslist thap Hists ghpse of theanethodsthat asoersrently Gt

invoked in order of least recently invoked method to most recently invoked method;

the selected method is the least recently executed method in the least recently
executed list that is not compressed when space in the run-time memory is needed but not

available.

7. The client computer systeni of any of claims 1 through 6, wherein:

the methods include methods in architecture neutral code that is independent of
the architecture of the client computer system; and

the client computer system further comprises a virtual machine module that (A)

includes the execution controller, (B) runs on the client computer system, and (C) enables

execution of the methods in architecture neutral code.

8. The client computer system of any of claims 1 through 7, wherein the compressor

flushes from the run-time the selected method when the selected method is compressed

and further space in the run-time memory is needed but not available.

9. The client computer system of any of claims 1 through 8, further comprising;
a secondary memory;
the compressor (A) stores in the secondary memory the selected method when

the selected method is compressed and further space in the run-time memory is needed

but not available, and (B) retrieves from the sécondary memory the selected method

when the selected method is to be decompressed.

10.  Inacomputer network over which is provided programs with methods, a method

of executing the programs on a client computer system with reduced run-time memory

space requirements, the method comprising the steps of:

_————
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fl ushes from:the run-time the sel ected method when the sel ected nethod is

corrpressed—&nd——i—uﬁ—her——space in the run-tine nmenory i s needed but not

any trqugh 8,
furth umﬂmu!nyr“m ﬂlteconcgﬁ'gg%ﬁ%'ggﬁﬁ"@npr eﬁh“&l(&ﬁé@t ifn t he
secon | ect 4d_pet selfeqt ed nmet hod i s}c@npressed
and further Space in'the run-tinme menory is needdd bul SrAlG 2008 | ¢blfe, and
(B) retrieves fromthe secondary menory2lhke sel et ¢d nmet hod when|t he
selected nethod is to be deconpressed. 10. In ajconputer ver
which is provided prograns with nethods, a nethoéd-af.exeguting thejprograns
on a client Comébﬁn%méhm&isfaﬁﬂk%ﬁéﬂ%nfﬂa&r%yﬁﬁnwm cORPERT network;
requi rements, the method conpri’si ng the Steps of - recerving the_mnet hods at
the cli ent corrptnaérngi;asmﬂmd&mwm abbrﬁpm@nmnm«memgwmﬂbmmt hods

into avai l ' f the client conputer system
when t he erﬂ@rhgn{hlégnéth@%cagﬁ ng Fﬁffe prograns on the client
conput er syst emexsteing the pregrame onttheclivnt bmtputer vk atersbsl eacl of thy oked at

different tines during executjon of th rograns;
methods is mvol?ed and not mvoked at dltg"ergnt times;

compressing in the run-time memory a selected method of the methods that is not

invoked and not compressed, whereby space is made available in the run-time memory;
and |
U decompressing into available space in the run-time memory the selected method

when the selected method is compressed so that the selected method may be invoked.

11.  The method of claim 10 wherein the decompressing step includes decompressing

the selected method as soon as the selected method is to be invoked.

12.  The method of claim 10 wherein the decompressing step includes decompressing
the selected method after a predetermined time interval. |

13.  The method of claim 10, 11 or 12, wherein the compressing step includes

compressing the selected method as soon as the selected method is no longer invoked.

14.  The method of claim 10, 11 or 12 wherein the compressing step includes

compressing the selected method when space in the run-time memory is needed but not

available.

15.  The method of any of claims 10 through 14, further comprising the steps of:

providing a least recently invoked list that lists those of the methods that are
currently not invoked in order of least recently invoked method to most recently invoked
method;
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during execution “of the prograns: sel ectable conpressing in the run-tine
nenory a selected nmethod of the nethods that is

gonpressed, whereby sp ' able int

REPLACENMENT SHEET.decomﬁlﬂmlmrimﬁl“Mal | abl e s Tin the run-tfi e nmenory
the sel ected method wh e selrecied *net hod is cpnpr g AUG2B0B hat |t he

sel ected nethod nmay be invoked. 11. The nmethod pficlaim1 O WneLr in the
deconpressing step includes deconpresst®y-the sel
the selected nethod is to be invoked. 12. The
the deconpressing step includes deconpressing the Selected nethod after a
predet er m ned ttheselediédmettod idfhe leastifeertBliloskedmath@d it théleasdtre®ntl2,

mhereln t he conpressing step includes
invoked list that is not compressed when space in the run-time memory is needed but not

.and

available,

16.  The method of any of claims 10 through 15, further comprising the step of
flushing from the run-time memory the selected method when the selected method is

compressed and further space in the run-time memory is needed but not available.

17.  The methéd of 10 through 15, further comprising the steps of:

storing in a secondary memory of the client computer system the selected method

when the selected method is compressed and further space in the run-time memory is

needed but not available; and

retrieving from the secondary memory the selected method when the selected

method is to be decompressed.

VT



conpr essi ng the sel ect ed met’hod *as soon as the sel ect ed net hodngng)@g
i .nvoked. 14. The nethod of claim 10, 11 or 12, W’OS
step incl the sel ected method whe diEEtACEMENﬂ”ISHEETth
menory ' mgﬁfﬂmmmwm vai | abl e. 15. The net
through 14 further”cohprising the steps ofl?-provi ntil y-
i nvoked list that lists those of the methods that - '
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a network communications interface that receives the methods,

a network communications manager that loads the methods into available space
in the run-time memoty when the methods are received;

an execution controller that controls execution of the programs, whereby each of
the methods is invoked and not invoked at different times during execution of the

programs;
a compressor that, _gr__mg_mg:m_gﬂh_mggmms, (A) selectably compresses

in the run-time memory a selected method of the methods when the selected method is
not invoked and not compressed, whereby space is made available in the run-time
memory, and (B) decompresses into available space in the run-time memory the selected
method when the selected method is compressed so that the selected methods may be
invoked.

2. The client computer system of claim 1 wherein the compressor decompresses the
selected method as soon as the selected method is to be invoked.

3. The computer system of claim 1 wherein the compressor decompresses the
selected method after a predetermined time interval.

4, The client computer system of claim 1, 2 or 3, wherein the compressor
compresses the selected method as soon as the selected method is no longer invoked.

5. The client computer system of claim 1, 2 or 3, wherein the compressor
compresses the selected method when space in the run-time memory is needed but not
available.

6. The client computer system of any of claims 1 through 5, further comprising:
a least recently invoked list that lists those of the methods that are currently not
invoked in order of least recently invoked method to most recently invoked method;
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7. The client computer system of any of claims 1 through 6, wherein:
the methods include methods in architecture neutral code that is independent of
the architecture of the client computer system; and
the client computer system further comprises a virtual machine module that (A)
includes the execution controller, (B) runs on the client computer system, and (C)
enables execution of the methods in the architecture neutral code.

8. The client computer system of any of claims 1 through 7, wherein the compressor
flushes from the run-time the selected method when the selected method is compressed
and further space in the run-time memory is needed but not available.

9. The client computer system of any of claims 1 through 8, further comprising:

a secondary memory;

the compressor (A) stores in the secondary memory the selected method when the
selected method is compressed and further space in the run-time memory is needed but
not available, and (B) retrieves from the secondary memory the selected method when
the selected method is to be decompressed.

10.  Ina computer network over which is pfovided programs with methods, a method
of executing the programs on a client computer system with reduced run-time memory -
space requirements, the method comprising the steps of:

-receiving the methods at the client computer system from the computer network;

loading the methods into available space in a run-time memory of the client
computer system when the methods are received;

executing the programs on the client computer system, whereby each of the
method is invoked and not invoked at different times during execution of the programs;

during execution of the programs:

selectably.compreSsing in the run-time memory a selected method of the
methods that is not invoked and not compressed, whereby space is made available in the
run-time memory; and
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method when the selected method is compressed so that the selected method may be
invoked.

11.  The method of claim 10_wherein.the decompressing step includes decompressing
the selected method as soon as the selected method is to be invoked.

12.  The method of claim 10.wherein the decompressing step includes decompressing
the selected method after a predetermined time interval.

13. . The method of claim 10, 11 or 12, wherein the compressing step includes
compressing the selected method as soon as the selected method is no longer invoked.

14.  The method of claim 10, 11 or 12, wherein the compressing step includes
compressing the selected method when space in the run-time memory is needed but not
available. '

15.  The method of any of claims 10 through 14 further comprising the steps of:
providing a least recently invoked list that lists those of the methods that are
currently not invoked in order of least recently invoked method to most recently invoked
method;
the selected method is the least recently invoked method in the least recently
invoked list that is not compressed when space in the run-time memory is needed but not
available.

16.  The method of any of claims 10 through 15, further comprising the step of
flushing from the run-time memory the selected method when the selected method is
compressed and further space in the run-time memory is needed but not available. -

17.  The method of any of claims 10 through 15, further comprising the steps of:
storing in a secondary memory of the client computer system the selected method
when the selected method is compressed and further space in the run-time memory is
needed but not available; and
retrieving from the secondary memory the selected method when the selected
method is to be decompressed.
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18. A computer program product for use with a client computer system in a computer

network over which is provided programs with methods, the client computer system

including a network communications interface to receive the methods of the programs
and a run-time memory to execute the programs, the computer program product
comprising a computer readable storage medium and a computer program mechanism
embedded therein, the computer program mechanism comprising:

a network communications manager that loads the methods uncompressed into
available space in the run-time memory when received;

_an execution controller that controls execution of the programs, whereby the
methods are invoked and not invoked at different times during execution of the
programs;

a compressor that, during execution of the programs. (A) selectably compresses

in the run-time memory compressible ones of the uncompressed methods that are not
invoked. whereby space is made available in the run-time memory, and

decompresses in available space in the run-time memory decompressible ones of the

compressed methods so that the decompressible ones of the compressed methods may be

invoke_d.




