
SYSTEM AND METHOD FOR MANAGING CUSTOMER ADDRESS INFORMATION IN ELECTRONIC
COMMERCE USING THE INTERNET CROSS-REFERENCE TO RELATED APPLICATION 5This
application claims priority to and the benefit of Korean Patent Application
No. 2008-0074201, filed on July 29, 2008, the disclosure of which is
incorporated herein by reference in its entirety. BACKGROUND 101.Field of
the Invention        The present invention relates to a system and method
for providing electronic commerce using the Internet, and more
particularly, to a system and method for managing customer address
information in electronic commerce using the Internet that are capable of
effectively preventing leakage of customers' detailed address information
15 due to hacking or a malicious program by receiving the customers'
detailed address information from customer terminals connected over the
Internet, producing a corresponding unique address number, and separately
storing and managing the produced unique address number and the
corresponding detailed address information in separate databases (DBs). 20
2.Discussion of Related Art 



Recently, rapid development of the Internet has led to increased electronic
commerce in which goods are purchased online. The electronic commerce
involves a  variety of goods, including daily-use products, household
goods, electronic products, etc.       The electronic commerce has been
developed with enhanced communication networks, and in particular, provides
sellers and buyers with other benefits not provided by traditional commerce
systems. 5The electronic commerce allows sellers not to have a separate
large warehouse for storing goods, which reduces facility budget and
accordingly prices of products. Meanwhile, not only can buyers shop more
conveniently, rather than visiting a store, but goods can also be purchased
at lower prices.         In online shopping mall websites for electronic
commerce, customers input their 10 personal information in a web browser
for goods delivery, service performance, and payment in purchasing goods or
services on the Internet. The customers' input personal information is
encrypted using an encryption scheme and sent to a credit-card payment
company or a credit-card payment bank.           Also, detailed
information, such as purchase content, addresses, customers' 15(sellers' or
buyers') telephone numbers, is sent to a server of a shopping mall website
for 



electronic commerce over the Internet. When customers subscribe as members,
the customers' personal information is stored in a customer database (DB)
of the server. In most shopping mall sites, a customer's personal
information that is recorded and sent on the web browser of the customer
terminal when the customer subscribes as a 20 member generally includes,
for example, an ID, a password, a name, an address, a telephone number, a
social security number, as required inputs" and may also include a company
name, a position in a company, a cellular phone number, hobbies, etc. As
described above, the customer stores his or her personal information in a
customer DB interworking with a server of an electronic commerce website
after subscribing as a member, such that when the customer desires to
purchase or sell goods or services on the Internet, the customer's personal
information is output on a web browser of a customer terminal for the
customer's convenience. 5Accordingly, a customer only needs to record types
and numbers of goods, and not his or her personal information. 



However, when the customer DB of the electronic commerce website is hacked
by a hacker due to its poor security, that is, when the customer DB is
hacked once, customers' personal information, i.e., important information
such as an address, a social 10 security number, or a credit card number
will be exposed in a defenseless state.       Accordingly, since a broker
for performing electronic commerce with customers may be seriously damaged,
both sellers and buyers dislike storing their personal information in the
server. 15SUMMARY OF THE INVENTION       The present invention is directed
to a system and method for managing customer address information in
electronic commerce using the Internet that are capable of effectively
preventing leakage of customers' detailed address information due to
hacking or a malicious program by receiving the customers' detailed address
20 information from customer terminals connected over the Internet,
producing a corresponding unique address number, and separately storing and
managing the produced unique address number and the corresponding detailed
address information in separate databases (DBs),          According to an
aspect of the present invention, there is provided a system for managing
customer address information in electronic commerce using the Internet, the
system comprising: a customer address database (DB) for storing a unique
address number for each customer; an integrated address DB for storing
detailed address 5 information corresponding to the unique address number
for each customer, in an integrated manner; and a management server for
receiving the customers' detailed address information from customer
terminals connected over the Internet, producing the unique address number
for each customer corresponding to the detailed address information,
storing the produced unique address number for each customer in the 10
customer address DB, and storing the detailed address information
corresponding to the unique address number for each customer in the
integrated address DB.       The management server may include: a first
server for receiving the customers' detailed address information from the
customer terminals connected over the Internet, producing the unique
address number for each customer corresponding to the detailed 



15 address information, and storing the produced unique address number for
each customer in the customer address DB; and a second server for receiving
the detailed address information corresponding to the produced unique
address number for each customer from the first server and storing the
detailed address information in the integrated address DB. 20The management
server may be connected to the customer address DB and the integrated
address DB through different administrator accounts.        The customer
address DB may include: a seller address DB for storing a unique address
number for each seller; and a buyer address DB for storing a unique address
number for each buyer, wherein the seller address DB is included in the
buyer address DB. The management server may produce one unique address
number for the same ones among the customers' detailed address information
input from the customer 5 terminal, store the produced unique address
number in the customer address DB, and store the detailed address
information corresponding to the unique address number in the integrated
address DB.       The management server may temporarily store the
customers' detailed address information in a separate temporary table when
the management server is not normally 



10 connected with the integrated address DB for communication, and store
the customers' detailed address information in the integrated address DB
when the management server is normally connected with the integrated
address DB.        The system may further include a backup integrated
address DB interworking with the integrated address DB for synchronizing
and backing up the customers' detailed 15 address information for each
unique address number stored in the integrated address DB, wherein when the
integrated address DB does not normally operate, the management server is
connected to the backup integrated address DB. According to another aspect
of the present invention, there is provided a method for managing customer
address information in electronic commerce using the Internet in 20 an
electronic commerce method for brokering online transactions between
customers in an online shopping mall comprising a management server
operating the online shopping mall and customer terminals connected over
the Internet, the method comprising: (a) receiving customers' detailed
address information from customer terminals and  producing a unique address
number for each customer corresponding to the detailed address information;
(b) storing the produced unique address number for each customer in a
separate customer address DB; and (c) storing the detailed address
information corresponding to the unique address number for each customer in
a separate integrated 



5 address DB.       Step (a) may further include producing one unique
address number for the same ones among the customers' detailed address
information input from the customer terminals, storing the produced unique
address number in the customer address DB, and storing the detailed address
information corresponding to the unique address number in 10the integrated
address DB. Step (c) may further include temporarily storing the customers'
detailed address information in a separate temporary table when
communication is not normally made with the integrated address DB, and
storing the customers' detailed address information     in the integrated
address DB when the communication is normally made with the 15 integrated
address DR       The method may further includes connecting to a backup
integrated address DB interworking with the integrated address DB for
synchronizing and backing up the customers' detailed address information
for each unique address number stored in the integrated address DB when the
integrated address DB does not normally operate. 20 According to still
another aspect of the present invention, there is provided a
computer-readable recording medium having a computer-executable program
recorded thereon for executing a method for managing customer address
information in electronic commerce using the Internet.          With the
system and method for managing customer address information in electronic
commerce using the Internet according to the present invention, customers'
detailed address information is received from customer terminals connected
over the Internet, a unique address number corresponding to the detailed
address information is 



5 produced, and the produced unique address number and the corresponding
detailed address information are separately stored and managed in separate
DBs, thereby effectively preventing leakage of the customers' detailed
address information due to hacking or a malicious program. Even when a
hacker intrudes into the customer address DB of an online 10 shopping mall
website, he or she cannot obtain complete detailed address information of
customers since only a unique address number for each customer is stored in
the customer address DB. Thus, the hacker cannot misuse the customers'
detailed address information, and safety of the customers' detailed address
information can be thereby effectively guaranteed. 15Also, one unique
address number is produced for the same ones among the customers' detailed
address information, and the produced unique address number and the
corresponding detailed address information are separately stored and
managed in separate DBs, thereby reducing an amount of customer information
data in the DBs, efficiently operating and managing the DBs, and building
the DBs at low cost. 20 BRIEF DESCRIPTION OF THE DRAWINGS       The above
and other objects, features and advantages of the present invention will
become more apparent to those of ordinary skill in the art by describing in
detail  exemplary embodiments thereof with reference to the accompanying
drawings, in which:         FIG. 1 is a block diagram illustrating a system
for managing customer address information in electronic commerce using the
Internet according to an exemplary 5 embodiment of the present invention; 



FIG. 2 illustrates a structure of detailed address information for a unique
address number stored in an integrated address DB according to an exemplary
embodiment of the present invention; and         FIG. 3 is a flowchart
illustrating a method for managing customer address 10 information in
electronic commerce using the Internet according to an exemplary embodiment
of the present invention. DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS
Exemplary embodiments of the present invention will be described in detail
15 below with reference to the accompanying drawings. While the present
invention is shown and described in connection with exemplary embodiments
thereof, it will be apparent to those skilled in the art that various
modifications can be made without departing from the spirit and scope of
the invention. FIG. 1 is a block diagram illustrating a system for managing
customer address 20 information in electronic commerce using the Internet
according to an exemplary embodiment of the present invention, and FIG. 2
illustrates a structure of detailed address information for a unique
address number stored in an integrated address DB according to an exemplary
embodiment of the present invention.          Referring to FIG. 1, a system
for managing customer address information in electronic commerce using the
Internet according to an exemplary embodiment of the present invention
includes a plurality of customer terminals 100a to 100n, a management
server 200, a customer address database (DB) 300, and an integrated address
DB 400. 5The customer terminals 100a to 100n are buyer or seller terminals
connected to the management server 200 over the Internet 10. 



The Internet 10 is a global open computer network structure that provides
TCP/P protocol, and several services present on an upper layer, such as
Hyper Text Transfer Protocol (HTTP), Telnet, File Transfer Protocol (FTP),
Domain Name System 10 (DNS), Simple Mail Transfer Protocol (SMTP), Simple
Network Management Protocol (SNMP), Network File Service (NFS), and Network
Information Service (NIS). The Internet 10 provides an environment for
enabling any customer (a buyer or a seller) of the customer terminals 100a
to 100n to easily access the management server 200, which will be described
below. Meanwhile, the Internet 10 may be wired or wireless Internet. 15
Alternatively, the Internet 10 may be a core network integrated with a
wired public network, a wireless mobile network, or mobile Internet.
Meanwhile, the customer terminals 100a to 100n are generally computers,
such as desktop personal computers (PCs) or notebook PCs, but are not
limited thereto. For example, the customer terminals 100a to 100n may be
any kind of wired or wireless 20 communication devices that can use
bidirectional electronic commerce service by accessing the management
server 200 over the Internet 10.       For example, the customer terminals
100a to 100n may be mobile terminals such as cellular phones, Personal
Communications Services (PCS) phones, and   synchronous/asynchronous
International Mobile Telecommunication (IMT)-2000 terminals that are in
communication via wireless or mobile Internet. Alternatively, the customer
terminals 100a to 100n may be any wired or wireless customer
electronics/communication devices having a user interface for accessing the
5 management server 200, such as palm PCs, Personal Digital Assistants
(PDAs), smart phones, Wireless Application Protocol (WAP) phones, and
mobile game machines that operate online shopping malls. 



The customer terminals 100a to 100n may access the management server 200
over the Internet 10, and use transaction brokerage service for goods or
services 10 provided by the management server 200 via wired or wireless
communication made by the communication interface. The customer (a buyer or
a seller) may subscribe to the service provided by the management server
200 using the customer terminals 100a to 100n, and a variety of customer
information registered by the customer may be stored in a customer DB (not
shown). 15Meanwhile, in the case of the seller, the customer terminals 100a
to 100n may access the web server of the management server 200 (not shown)
to subscribe as a member, and register goods and seller information
including seller address information through a downloaded and installed
seller management program (e.g., a Gmarket GSM program; not shown). 20The
management server 200 is a service management server for operating an
online shopping mall, and particularly, receives customers' detailed
address information (e.g., home addresses, company addresses, destination
addresses, etc.) from the customer terminals 100a to 100n connected over
the Internet 10 and produces a corresponding  unique address number for
each customer. The management server 200 also stores the produced unique
address number for each customer in the customer address DB 300, and stores
the detailed address     information corresponding to the unique address
number for each customer in the 5 integrated address DB 400. 



The management server 200 includes a first server 210 for receiving the
customers' detailed address information from the customer terminals 100a to
100n connected over the Internet 10, producing a unique address number for
each customer corresponding to the detailed address information, and
storing the produced unique 10 address number for each customer in the
customer address DB 300; and a second server 210 connected to the first
server 21 for storing the detailed address information corresponding to the
unique address number for each customer produced by the first server 210 in
the integrated address DB 400. That is, the first server 210 is used as a
service management server for operating 15 the online shopping mall, sends
the detailed address information corresponding to the produced unique
address number for each customer to the second server 230 and stores the
produced unique address number for each customer in the customer address DB
300. The second server 230 receives the detailed address information
corresponding to the produced unique address number for each customer from
the first server 210, and stores 20 the detailed address information in the
integrated address DB 400.        Meanwhile, although not shown, firewalls
for hacking protection may be provided at an input of the first server 210
and between the first and second server 210 and 230.          The
management server 200 is also connected to the customer address DB 300 and
the integrated address DB 400 through different administrator accounts,
such that a hacker must attempt to hack twice. This can effectively prevent
leakage of the customers' detailed address information due to hacking or a
malicious program.  5 When there are the same ones among the customers'
detailed address information input from the customer terminals 100a to
100n, e.g., when a customer's home address is the same as a destination
address, the management server 200 produces one unique address number and
stores the produced unique address number in the customer address DB 300.
10The management server 200 stores the detailed address information
corresponding to the unique address number in the integrated address DB
400, such that an amount of customer information data in the databases,
i.e., the customer address DB 300 and the integrated address DB 400 can be
greatly reduced, the databases can be efficiently operated and managed, and
the databases can be built at low cost. 



15 Upon receipt of a request for a customer's detailed address information
stored in the integrated address DB 400 from the customer terminals 100a to
100n, the management server 200 searches for a unique address number
corresponding to the requesting customer from the customer address DB 300,
extracts detailed address information corresponding to the searched unique
address number from the integrated 20 address DB 400, and sends the
detailed address information to the customer terminals 100a to 100n.
When the management server 200 is not normally connected with the
integrated address DB 400 for communication, that is, when the first server
210 is disconnected  from the second server 230, the management server 200
temporarily stores the customer's detailed address information in a
separate temporary table.         When the communication is normally made
between the first server 210 and the second server 230, the customer's
detailed address information temporarily stored in the 5 temporary table
may be stored in the integrated address DB 400.       Meanwhile, in one
exemplary embodiment of the present invention, the management server 200
has been implemented by the first and second servers 210 and 230 but the
present invention is not limited thereto. The first and second servers 210
and 230 may be implemented as one integrated management server 200. 10In
this case, the integrated management server 200 receives the customers'
detailed address information from the customer terminals 100a to 100n
connected over the Internet 10, produces a unique address number for each
customer corresponding to the detailed address information, and stores the
produced unique address number for each customer and the corresponding
detailed address information in the customer 15 address DB 300 and the
integrated address DB 400, respectively. Although not shown, a web server
is included in the management server 200 or 



provided separately for connecting the customer terminals 100a to 100n with
the management server 200 over the Internet 10 and providing various web
services of the     management server 200, which operates the online
shopping mall, through a specific 20 web page.        The customer address
DB 300 stores only the produced unique address number for each customer
from the management server 200, and the integrated address DB 400 stores
the customer's detailed address information corresponding to the produced
unique  address number for each customer from the management server 200, in
an integrated manner.       The customer address DB 300 may be implemented
to store the unique address number for each ID of subscribed customers.
Also, when a customer in the customer 5 address DB 300 accesses the web
server of the management server 200 and subscribes as a member, the ID of
the subscribed customer may be basically registered for a buyer, or may be
registered for a seller by selection of the customer. That is, the seller
address DB for storing a unique address number for each seller is included
in the buyer address DB for storing a unique address number for each 10
buyer. In this case, the customer ID may be basically registered for a
buyer or may be registered for a seller. 



In this manner, for example, the customer address DB 300 may basically
store a buyer address for each customer ID, and store other addresses, such
as a seller address and a destination address. 15The customer address DB
300 stores only the unique address numbers. Thus, even when buyer
addresses, destination addresses, and the like overlap, detailed address
information need not be stored several times. For a family having the same
detailed address information and different IDs, it is unnecessary to record
the detailed address information in an overlapping manner and 20 it is
possible to use the unique address number, such that problems caused by
overlapping address recordation (such as excessive data and security
vulnerability) can be solved. However, the customer address DB 300 is not
limited to this method.  Customer IDs may be separately registered as buyer
IDs and seller IDs, if necessary.       When the seller address DB and the
buyer address DB are separately registered, the seller address DB and the
buyer address DB may store at least one unique address number corresponding
to the seller ID and the buyer ID, respectively. 



5That is, the seller address DB and the buyer address DB store a unique
address number for each of the seller IDs and buyer IDs. Thus, it is
unnecessary to record the detailed addresses in an overlapping manner, as
described above.       Meanwhile, as shown in FIG. 2, the customers'
detailed address information stored in the integrated address DB 400 is in
a table form including, for example, an 10 address number, an address name
(consisting of about 20 words, such as "a parent address" or "a company
address"), a country code, a first address field (Do/Ju/Hyun), a second
address field (Si/Gun/Ku), a third address field (Dong/Eup/Myeon), a fourth
address field (detailed address), and a zip code. Additionally, for
example, a front address, a rear address, an address, a  15 registration
channel (i.e., an address for each address registering case, such as a
destination address), a Register ID, a registration date, a modification
channel (i.e., an address for each address modifying case, such as a
destination address), a modifier ID, a modification date, a customer name,
a customer telephone number, etc. may be included in the table. 20The
system may further include a backup integrated address DB 500 interworking
with the integrated address DB 400 for synchronizing and backing up the
customers' detailed address information for each unique address number
stored in the integrated address DB 400. In this case, the management
server 200 may be connected  



to the backup integrated address DB 500 when the integrated address DB 400
does not normally operate.         A method for managing customer address
information in electronic commerce using the Internet according to an
exemplary embodiment of the present invention will 5be described in detail.
FIG. 3 is a flowchart illustrating a method for managing customer address
information in electronic commerce using the Internet according to an
exemplary embodiment of the present invention. Unless mentioned otherwise,
the management server 200 performs the method. 10Referring to FIGS. 1 to 3,
after accessing the management server 200 connected to the Internet 10
through one of the customer terminals 100a to 100n, the customer (a seller
or a buyer) inputs detailed address information according to several
situations (e.g., member subscription/modification, delivery, order, etc.)
(S100). The management server 200 then receives customers' detailed address
15 information from the customer terminals 100a to 100n, produces a
corresponding unique address number for each customer (a seller or a buyer)
(S200), stores the produced unique address number for each customer in the
customer address DB 300 (S300), and stores the detailed address information
corresponding to the unique address number for each customer in the
integrated address DB 400 (S400). 20Meanwhile, a process of producing a
unique address number for each customer will be described in detail. First,
the management server 200 receives a customer's detailed address
information from the customer terminals 100a to 100n, checks if the 



customer's ID is in the customer address DB 300, confirms all unique
address numbers  corresponding to the customer's ID when the customer's ID
is in the customer address DB 300, and extracts detailed address
information corresponding to all the unique address numbers from the
integrated address DB 400. If there is the same detailed address
information in the customer's detailed 5 address information input from the
customer terminals 100a to 100n and the extracted detailed address
information, the management server 200 uses a previously stored unique
address number, instead of producing a new unique address number.       If
there is no same detailed address information in the customers' detailed
address information input from the customer terminals 100a to 100n and the
extracted 10 detailed address information, the management server 200
produces a new unique address number, stores the produced unique address
number in the customer address DB 300, and stores detailed address
information corresponding to the produced unique address number in the
integrated address DB 400. Meanwhile, when the customer's ID is not in the
customer address DB 300, the 15 management server 200 produces a unique
address number corresponding to the customer's ID, stores the produced
unique address number in the customer address DB 300 together with the
customer's ID, and stores the corresponding detailed address information
together with the produced unique address number in the integrated address
DB 400. 20Additionally, in step S400, when the management server 200 is not
normally  connected with the integrated address DB 400 for communication,
the management server 200 temporarily stores the detailed address
information corresponding to the unique address number for each customer in
a separate temporary table, and then stores 



the customers' detailed address information in the integrated address DB
400 when the management server 200 is normally connected with the
integrated address DB 400.       Following step S400, when a customer's
detailed address information stored in the integrated address DB 400 is
requested from one of the customer terminals 100a to 5 100n, the management
server 200 may search for a unique address number corresponding to the
customer from the customer address DB 300, extract the detailed address
information corresponding to the searched unique address number from the
integrated address DB 400, and transmit the detailed address information to
the one of the customer terminals 100a to 100n. 10When the integrated
address DB 400 does not normally operate, the management server 200 may
enable a connection to a backup integrated address DB 500 interworking the
integrated address DB 400 for synchronizing and backing up the customer's
detailed address information for each unique address number stored in the
integrated address DB 400. 15Meanwhile, the method for managing customer
address information in  electronic commerce using the Internet according to
an exemplary embodiment of the present invention may be implemented as
computer-readable code on a computer-readable recording medium. The
computer-readable recording medium may include any of all kinds of
recording devices that store computer-readable data. 20Examples of the
computer-readable recording medium include a read-only memory (ROM), a
random access memory (RAM), a compact disk-read only memory (CD-ROM), a
magnetic tape, a floppy disk, and optical data storage. Another example of
the medium is carrier waves (e.g., Internet transmission).  



Further, the computer-readable recording medium may be distributed over
networked computer systems so that the computer-readable code can be stored
and executed in a de-centralized manner.           Meanwhile, the unique
address number stored for each customer in the customer 5 address DB may be
changed by periods for security.       While the invention has been shown
and described with reference to certain exemplary embodiments thereof, it
will be understood by those skilled in the art that various changes in form
and details may be made therein without departing from the spirit and scope
of the invention as defined by the appended claims. 10For example, although
the present invention has been implemented with reference to the detailed
address information among the customers' personal information of in one
exemplary embodiment of the present invention, the present invention is not
limited thereto. The present invention may be applied to any important
personal information of customers (e.g., a social security number, a credit
card number, a 15 telephone number, a member ID, a password, etc.).  Claims
[1] A system for managing customer address information in electronic
commerce which integrates and manages addresses of sellers and buyers in an
internet shopping mall conducted over the internet, the system comprising:
a customer address database (DB) for storing a unique address number for
each customer;       an integrated address DB for storing detailed address
information corresponding to the unique address number for each customer,
in an integrated manner; and 



a management server for receiving the customers' detailed address
information from customer terminals connected over the Internet, producing
the unique address number for each customer corresponding to the detailed
address information, storing the produced unique address number for each
customer in the customer address DB, and storing the detailed address
information corresponding to the unique address number for each customer in
the integrated address DB, wherein the customer address DB stores one
unique address number for the same ones among the customers' detailed
address information, wherein the customer address DB comprises a seller
address DB for storing a unique address number for each seller, and a buyer
address DB for storing a unique address number for each buyer, wherein the
seller address DB is included in the buyer address DB, wherein the
management server comprises a first server for receiving the customers'
detailed address information from the customer terminals connected over the
Internet, producing the unique address number for each customer
corresponding to the detailed address information, and storing the produced
unique address number for each customer in the customer address  DB, and a
second server, which is not connected directly to the internet and is
connected to the first server with the purpose of preventing leakage of
customers detailed address over the internet, for receiving the detailed
address information corresponding to the produced unique address number for
each customer from the first server and storing the detailed address
information in the integrated address DB, wherein the customer address DB
is connected to the first server, and the integrated address DB is
connected to the second server, wherein the management server is connected
to the customer address DB and the integrated address DB through different
administrator accounts.  [2] The system of claim 1, wherein the management
server temporarily stores the customers' detailed address information in a
separate temporary table when the management server is not normally
connected with the integrated address DB for communication, and stores the
customers' detailed address information in the integrated address DB when
the management server is normally connected with the integrated address DB.
[3] The system of claim 1, further comprising a backup integrated address
DB interworking with the integrated address DB for synchronizing and
backing up the customers' detailed address information for each unique
address number stored in the integrated address DB, wherein: when the
integrated address DB does not normally operate, the management server is
connected to the backup integrated address DB. 


