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-1- METHOD AND SYSTEM FOR GENERATING INDIVIDUAL
ELECTRONIC MEDICAL RECORD RELATED APPLICATIONS 5 This
application claims priority to U.S. Provisional Application Serial No.
60/704,309 entitled "Method and System for Generating Individual
Electronic Medical Record,"” filed August 1, 2005, the entire disclosure of
which is hereby incorporated by reference. 10 FIELD OF THE
INVENTION This invention relates generally to computer methods and
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generating personal/individuglheaith regeresder individuals by accessing
and compiling data from diverse sources. In one embodiment, a

system/method extracts and compiles 15 data from, among other sources,

payar clams datade geos@te a personal/individual health record for an
individual. BACKGRO

ND AND SUMMARY HE.INVENTION There.
is a substantiaFBfgt?ﬁB#SﬁlB&%é%ﬁ %%Oglté/ctf)réﬁ |§(:: rI}]Ié) }%@PPE%&}-‘E% %Onegmal
("EMBO)7and ¢0 pargbddNealih zadSraietR R Gemenichuisiadsadwhitirontynic
called an.individual health r IHRY)The fer Plfi Bo:and HHER are
inﬂ?cﬁgg%ee%%i% LlJ'JI%seeEd%Eu éﬁﬁf:%éijo é!\ﬁ{gi%%%%\%éeé%% ﬁt?lc Wh%?a a PIHFgris
patperpagaisticy AACEIMR. is not a complete health record of a patient, but
is limited in scope to a specific health 25 care provider. Notably, the
electronic medical record does not contain any information from any other

hggﬁﬂﬂl%é)r% VI SRo dbes not have access or share the same
specific EMR. Elgeiranigitiadierkreserds aredsapiter hypleallyaniheykbME ind,

established tg/upos itals or a r&u%of%h sj[cian or less commonly by a
pllﬂpsrl%})ﬂmg hé He{:’farl% RN a"enggsuﬁlirésr%éﬁsre}eerﬁ the patient and
th@pmlﬂedﬂvi_d@dmém$@dﬂd@ﬁdm9§®idealteﬁytaﬁ¢h@isg@@ﬁicq;npiﬁdgﬁata
(f‘%?g IE@Q’@E’%\?&%{E?QSS ’I%roﬁl@%ﬁ &%{q§}smg%&@%mgaﬁdtp&npiles

commonly to as the medico legal record of that particular episode

ofiftadssraatfaenisasRITrEAt PRYQD ek RSt Edntaipcamie drfarmalBrlirsial
anyoiher.providern Wag,gees not have access or share the same specific

EMR.
BACKGRQUND AND SUMMARY OF THE INVENTION

There is a substantial distinction between an electronic miedical record
{“EMR”) and a personal health record (*PHR”), which is also commonly called an
individual health record (“IFIR™). The terms “PHR” and “THR” are interchangeably
used herein.

An EMR is provider-centric while a PHR is patient-centric. An EMR
is not a complete health record of a patient, but is limited in scope to a specific health
care provider. Notably, the electronic medical record does not contamn any
information from any other health care provider who does not have access or share the
same specific EMR.

Electronic medical records are known. Typically, the EMR is
established by hospitals or a group of physicians or less commonly by a physician.
The EMR details each encounter between the patient and the provider for each
episode of illness treated by the specific provider (hospital, physicians, or other care
givers). Although the EMR is the commonly looked to as the medico legal record of

that particular episode of illness and its management, it does not contain any
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A patient has no control over his/her EMR. For example, patients have no
direct online access to their EMR and cannot make any entries in the
record. 5 Patients have no control over the access to their EMR and
anyone who has access to the EMR of the specific hospital or physician
group could access their health records. There is no complete global
unified record of a patient in an EMB _unless and until the entire
healthcare is being delivered by the one provider group who is using the
spatiicENMRifon athpeilienpentbubrsicthed MR systamonshallis wsed
b%?e&%éiﬁﬂ@ number of users (providers). U.S. patents and published
patent applications which relate to the topic of electronic medical records

include: U.S. PAtBHiSIBE Bgenisd pver bé4her EMEB. 775 6 rompld, agients have

Paieat-Applicatien Ry by cations Mom2QRAM 074227 208 2Q0 40k £3307.
This Jisting of U.S. patent publications is not offered or intended to be 15

takaHAS BRI AN I e s eeiR S AR & M ARE FOHRAG &'BA MRt espie to
TothBMEkteithageesbahodoiia cophpletem prierstandingefdiechaskarounstds,
relating.to known electronic medical records and relat stems, the |
disc%ggﬂ%(s} of nées% ?8% ﬁ(l,a Eﬁg "Sre" gr?eab@ag?%r& HBorsianGARSH the
thigiagplrettiondy trisgdidiencd tvdhetoncTieplesentumvéntionimpdte
m . ' ori i ical
ik i R e T R R
séﬂ%ﬁﬁ%ﬁﬁﬁ%r@?@ﬂéﬁﬁbneraﬁng a personal health record
("PHR"), also desgsibedsamapunmividuakdie alhiBeenc e Elegunifne wpic
Heg Itih I;eec.ord ( eri?fter IIIM@—%RD) In contrast to an EMR, the
PRI S TR Bt HEFSTHI SAANS T & Sto it osn TR Bt Hebith2rdated
infofriatiorafioradtent; reglicdiess bitthe@mspeeifimbealhsare grovider.
T liniegh pformati Ing the individual patient Iy e collecte
o o O oo L oo o e
tHiRkGE e R AeEivs. e it plbuemivs Weirgru séit fram tidiffersnt To the
Peavislers REYIFING .LasR iR %@é@%ﬂh@%@ﬁ%&%@%@&éﬁ%ﬁg&% known

n ndiimaging

pharmacy benefit managers ("PBMs"), information from labs a
c

EhEras s isracay ts! pxtiemsp b seirs s ffidgse publications
persassiineividual healhoetar ok By spniaindgalih: recards of

millions of patiﬁgts with online access to those millions of Patien_ts, In one
embodiment, t ogically storing

ARSI PPEAGAE A0S TETER] AR R A6 & RS
genératirsgivgperdoabitodididval batthsecarphitbatdd cpmapileghiramthods,

iy eISRSONAES e zugﬁﬁ%é%tregé;s& estionnalies ordiredtingut, healthy pm

. plans, pharmacy bene

also described as an Individual Health Record or Electronic Health Record (hereafter
“IHR™ or “EHR”). In contrast to an EMR, the PHR contemplated herein is intended
to include all relevant health-related information for a patient, regardless of the
specific health care provider. The clinical information regarding the individual
patient may be coliected from diverse sources including, but not limited to
information from claims through the health pians, multiple EMR s being used from
different providers providing care to that patient, medication records from the
pharmacy benefit managers (“PBMs”), information from labs and Imaging centers,
and direct input by the patient to provide a wmified personal/individual health record.
The PHR may contain health records of millions of patients with online access to
those millions of patients.

In one embodiment, the invention provides a system and method for



managers ("PBMs"), labs, imaging centers, freestanding outpatient
facilities, hospitals and physicians. The data collected from the diverse
sources is organized into an 5 individual health record for a patient. The
individual health record may be integrated with SNOMED codes to allow
that data to be encoded under specific medical diagnostic concepts.
SNOMED is a division of the College-of American Pathologists ("CAP").
SNOMED Clinical Terms ("SNOMED CT") is a scientifically-validated,
clBfReiRbEE It P earaddinfineey P emt thetdysompitth Enpetigrsp gources,
C%@Hﬁrﬁ%&%ﬁlﬁ{&%ﬁgﬁﬁgmﬂm GeRSiSIaRk AR Eefis

SNOMED CT terminology. The terminol currently contains over
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for data retrieval. i%(){n som emnbo Iments, security ang medical priva:

couith SelpPdtiteddsuthatiar thpativntcbulherird tadalsitayifs paditithe
enfits individyalhsalsnesears il b Wewed fy @@ﬁ%@%@ﬂxﬁ&ﬁé%@a@ﬁ&@@!ﬁs

permit selected parts of the record to be viewed by the autharized

péréahB TN QRDY ZHRiA! IS wesd dBHMERLfity Jdf & SpiahiEAt i bisddated.
aWiﬂidﬁgfﬁb'ﬁﬂ;ﬁ'&afﬁ' @éirﬁgn‘iél_c%ﬁ @@ﬁiﬁfdsﬁl@cﬁ;ﬁl@l .-Sgledlﬁﬁﬂtﬁé Bﬁﬁﬂé/ I?%ﬁumd,
reproductive system conditions in a female or t or functiona
e G LS B GFITER HHEBt b O e R Eg: The
AmytparbpEthereadidaetatingve fidt (Hlotectedidlalis grdibedunelibrate

area could be, blocked and conti . | lo iLa
e B A e
prosabib saremethertstbave Sigjins katiipes persbairiprividdahe eadaenptoncy
Theg,methadimay include the act of receiving a data element indicative of

a health related parameter for a patient. The act of determining a

SNOMED code &SP FaRaM Y 18! thes sy arhiestirhbsriach eRideas RTenited
metbpeh-AR @risy MAydaeiaseEtgs injacprersona dngdiyiddat healbiaeceasebrd
ass Ciated’Wi,}gft ejg%%e t based on égg dete{nggget% dSIg%MFgecl%ggf tg be
In '8 & A R R SR SR ASTRE e RS B AT R AT R AU PAyor
claigvgedata tHeoudxampl e cthend aEhi e lenheritmhay hda@mdicaitthingulianoéa
camsedenRensoding an e exaenaies ola.parlillaL applicion.dne
dé%aaleeflerr?ent (r}naygnlc?%. E)a'girent ql%st%%na@lres or g%?gc%?’npu_t, ealth .
plaspsophdiratyite sefidtivnmageranade orBils 9o ihpd/imSgitipaemesic .
fregstanding:auinatient fagilitien: haspitals ARELMBYSICANSEARAIMENS rd
are also contemplated in which the data element maé/ )
relating to that protected class and/or functional area could be blocked and continued
to be automatically blocked until a change is made by the patient. '

According to another aspect, the invention provides a method for
generating a personal/individual health record. The method may include the act of
receiving a data element indicative of a health related parameter for a patient. The act
of determining a SNOMED code corresponding to the data element may be mcluded
in the method. An entry may be inserted into a personal/individual health record
associated with the patient based on the determined SNOMED code.

In some illustrative embodiments, the data element may include payor
claims data. For example, the data element may be a health insurance claim code.
Depending on the exigencies of a particular application, the data element may include

patient questionnaires or direct inpui, health plans, pharmacy benefits managers
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include an ICD code, a CPT code, a NDC code, LOINC code, or a code
from a proprietary coding system, such as Lapcorps' lab and order codes.
5 The method may include the act of transmitting a description of the
entry to a client system in some embodiments. In some cases, a first
description and a second description may be associated with the entry. In
such embodiments, the first descrigtion could be synonymous with the
second description. For example, the first description may use medical

terrhPiody i et agite e SUTand GEsEAPRART Bt LIS T BemRrRHY teRts.
Pﬁﬁf@i@ﬁ%{j.“&ﬁﬁﬁﬁﬁiﬂ@lﬁ@ intl @ﬁd&&ﬁ@ﬁ@éﬁt@@l ith thigia i@;atc%yﬁ@éﬁﬁt_ may
associate a hea re provjder wher second description is
R e S e AR R RE A s
provideraty sodies itlystrativelembogdrmmatdathedretikododray include the
act of determining w er the.indivi h includes

entries related r?(? %r%gﬁéﬁnné# z%%g%%%%%%%% %{F%%%sglér? %%QQX C.)f the
ineiid trap kB arrsreEa dthepa rAvRsidiagas. tesenayaare adseiiamstpmsed

oRdhmalaiern)ined RNAMERGORE AGCAdng10 ANQINCEASRRRIeARE the first

invention provides a data processing system with a messaging facilit

CcOHROR ORI AT &R TR HEh T SR ESRY S BF P PRSI FRFeTstEd e the firs
paannRies:fonH padigntidhe:susievemnandneliide sccotialatiopaduvaPise
configured to determin NQMED cade corresponding.to.the data .
T AR, IR BT Ca ey S A oL SR R S s
conmicttd middalksdtchrtabvider PHBRqo phdatiomeé dginepsaonfigusedtted if

InSerLf 'E%@ﬁg%&%&%&&&@&%da"}{l%ﬁtﬁ'?;%r%%{‘BMEP code Into a

personal/indivi ealth record associated with the patient. 25 In some

embodiments, the®ysidstraysselbedamiecesgaimbgerispdndenet of
CQRHGHRh IOWAQTRIRIGAES WA & SlieN ey iam 1| B8 AMP-68R8% < thRd to the

access management module could be configured to transmit a
dEEHPIbh SFhEahiRfR BIHIEY BATS WK Gl drend Hut axrrigied to
thaxPRypepuistionehpisel mathcassotiate INOIBD eft.Ssynonymous

description witrjALthe ealtth related data %O Emb(g[dimentsdare ) .
. CCﬁI‘ 11% O ano %ﬁ aSHBCf 16 INVENTIon %I\O‘a es, 2, data ]{)IO EESINg
contemplated in"'which"some of the descriptions use medical termtnology

anssstherstusereyrpartseiinsc tigsystienarryeindudel enfitte g aatodué a
i SOMme ARDPHIMENIS: [yPically: the filtcting, madulemay be-configuradh ..

to determine whether the client -5- systeim is associated with a healthcare

previgsrerHe delserptiohidRetio e senening/sitip fayelsment. A PHR
depsiing epsvhetherdheyeliany sysiemds #ssasiated it @module, such that

the PHR population engine is configured to insert health related data associated with
the SNOMED code into a personal/individual health record associated with the
patient.

In some embodiments, the system may include an access management
module configured to communicate with a client system. In some cases, the access
management module could be configured to transmit a description of the health
related data to the client system. For example, the PHR population engine may
associate mors than one synonymous description with the health related data.
Embodiments are contemplated in which some of the descriptions use medical
ferminology and others use layman’s terms.

The system may include a filtering module in some embodiments.

Typically, the filtering module may be configured to determine whether the client
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healthcare provider. In some embodiments, the filtering module may be
configured to change the description of the health related data based on
a description of a SNOMED 5 code up a SNOMED hierarchy to adjust the
resolution of data. In some embodiments, the system may include a PHR
database configured to store a plurality of individual health records. The
system may also include a data andlysis module configured to identify
patterns or relationships among the plurality of individual health records in

theyBRRIyaRRsRedHEE ¢ BrrHoRIE P dNONE BesgdtiorHsmsitisd o the

theldatayanalysis, o le-prayihe sonfloured o  measdieciiestivanessoh a
h%alt‘zcare treatment based on,outcomes a%§ociated with the plurality of
iNQVi

AT hRR e PO RATTRG LB -SRONTEBS BRgule ey fe-enlgured to
thehdaga @ndkysismiadufaimay:he whméid deedssgesfosriepajit atiof sHENIBEED
based on codes in the.plurality of individual health records. 15
E e ey moduic

may be configutesbtocamabpderiiiadith waiarprosiderisdualiyfofigabesand
CORhn {088 NPIE o HR:IRIR ANANTISIN LU, MY BLOMIRNSRILR, GRLE a1so

providers based on patient” outcomes associated with the health care
priGiddsS daleatirias etk rraiss il & iders boentiene pranlatorsihEsns
cqa&splsbtgh}aﬁH -mlaieﬁﬁia@ hamz% %w&ﬁﬁlgheqw@h : Zﬁ@ﬁf&%@ﬁﬁ%&%ﬂh\@ﬁ%l_

pr, . Health. care praviders, could thus be ranked based_on guality
o T 5 ThTe ToROH o R OB By A A
inswr@ncectiompanes dilgelikcmmeetah entitiesd imestablish asdistiabd with the
pr. lth, . ide K thatinclude jecti
e U Pah e e

28ha cetsr ditedy s anfoibiieras be cotthsurrdda tohipT viekes Aienatd g pased on
genemiing adaessanal/indiidyakiealtacaidmiiesmethod may include

the act of receiving a claims data element indicative of a health insurance
claim associatedHRATBCPEFERASPHOBR’BIED R Jdu Ldhe dpsramysio magule
claimodatagiement maybes deirmainegrolitemefhgemayaisaminedatderor

ing}%&n%ﬁthﬁe ghﬁa Dscqgediqiéomaa §Org§%s,gnaﬂgr}:dividual.gea h record Gent
ase GaIR B it (e P A R TR LB & B Se a8 HISTRSERI patien

inoluckertbreascicafted ceitinige d caitfestiommand datd dlementindicditivensf an
a i ire. ient. N
e

afiCSETdarimte tHe TRICHIERS REstity FatOPIoaEEER ifa)?t/‘é’é {hith thaaplaeibhesed

Empgslimenisarealsesemempiaiednovbishdhesmethaskinglydesdhs act

Ofinsuxance companies or gsvernméntal entities, to estabiish a list of preferred health
care providers based on a formula that includes objective measures for quality of care
and cost, as well as possibly other factors.

According to a further aspect, the mmvention provides a method of
generating a personal/individual health record. The method may include the act of
receiving a claims data element indicative of a health insurance claim associated with
a patient. The SNOMED code corresponding to the claims data element may be

- determined. The method may alsc include inserting the SNOMED code into a
personal/individual health record associated with the patient.

In some embodiments, the method may include the act of receiving a
questionnaire data element indicative of an answer {o a questionnaire by the patient.

‘A SNOMED code comresponding to the questionnaire data element may be
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receiving a clinical data element indicative of clinical data associated with
the patient. In such embodiments, a SNOMED code corresponding to the
clinical data element 5 may be determined and inserted into the individual
health record associated with the patient. According to another aspect,
the invention provides a method for generating a personal/individual
health record. The method may inchéee the act of receiving a data

el ngent.ingcica ive of healtg related paraneter for a patient. A 10 health
o PRSTURH A AT 68 PUQ B B T GHE) BeR R AeHRa e MR a datient.
suSimbthiabting heaihoretatechslandaptisisk ettt fomaniierarchicar

ary, ent.of health related cancepts. A hew entry may.be jnserting
e A R AR hpaen.
idEh e Adatmalad SHALERD widosdhesnendiagtry tmalihedskocidtecnt
with: B esdinthed aaividualhealnieaord sk avg.adisrarehical 49 we
relationship to the new entry. In some embodiments, the hierarchical
arPﬁH?j&ment includes nodes representative of medical diagnoses or

medical proced«g@&dﬁgz@@mﬁ@aﬁp&tmﬁéaﬁ%@ﬁ%@f@{ﬂﬁﬁmkmfm
include at least 3003}1%)(8, nodes, such as a plurality of SNOMED Clinical

TETMS. JPAECOTRY B S IR et ind Hiverition Broviagady e act of
corepuies-a daldaibie ene didivatioy iy acdaterstilctyreastore ddhe prasaT he
d i di is data field for stori lurality of
ikt s it R ST

witkidhsrakb Fhikempte! Btdeseddietiagriosisilath etengentmay Inith
desived HamraPayldiagnesis.cad %P&ﬁﬁg 191%%%@n%”éﬂ%%%ﬁﬁngar@mwrd

procedure data field for storing a plurality of procedure data elements

reprb SRR B KTt § ﬁgﬁé’élgkéﬂéiﬁ‘ﬂé@lwm‘th@mﬁ%ﬂmywm

bendpoluaadcinitdediatamsieciuiig. RieierahlveatiaastangRRceduie ddaca)

el%ggnﬁsksl (%gr{veegemorqta payor procedure code based on a SNOMED
code. In some cases, the- data element may be manually entered. 30 In

some embodirfests)cedingiiosisigdba blemenicaay hedesiveddi@e @aes
IGRL0 i I ontemplated in which a proceduyre data
e T UL e

element may be derive [ er embo
cOSHpRAL R GImeRt BrieRbdiikrishstEd IABPmadion wotlashe tealimds

fremotres typesofieades, such as _7_ LOINC codes or proprietary
codes, such as Lapcorbs' lab and order codes. Depending on the

particular applieStBHTH L dt B ARAe 15y IHeniga provides a computer-

readable mediwm having a daia structure stored thereon, The data structure may
include a diagnosis data field for storing a piurality of diagnosis data elements
representative of medical diagnoses associ;ated with a patient. For example, at least
one diagnosis data slement may be derived from a payor diagnosis code based on a
SNOMED code. A procedure data field for storing a plurality of procedure déta
_elements representative of medical procedures associated with the patient may also be
included in the data structure. Preferably, at least one procedure data element is
derived from a payor procedure code based on a SNOMED code. In some cases, the
data element may be manually entered.
In some embodiments, a diagnosis data element may be derived from

an ICD code. Embodiments are also contempiated in which a procedure data eloment
may be derived from a CPT code. Other embodiments are contemplated in which

other health-related information could be derived from other types of codes, such as
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a medication data field for storing a plurality of medication data elements
representative of medications associated with the patient. For example, a
medication 5 data element may be derived from a health insurance
medication code based on a SNOMED code. In some cases, a

medication data element may be derived from a NDC code. In some
embodiments, the procedure data efement may be derived from a
guestionnaire answered by the patient based on.a SNOMED code
a4t AT IRORTHEHE LR e YihertotRTams. 18 ASFASHR&Sspect of
the invention isTagbiriee doyiie paripuler-pshbigcmediltan bavitgcompitidaode
readable insttictions,siored ereqn for execuion by, propesser to
pérform-a metho 191 some caséd the method mcfuc]ies eacto
recpivgiaichnihs chitatElementcitidcativetof ashiealthFimstrengks.clairlication

a%%‘?a?%‘”i‘éﬁ%ﬁ‘%’ ith.,A,palenlARNOMER GRMe SOESRANAING Ja B CAlms

data element may be 15 determined and inserted into a

persORATIAaRdaiuEl FraBRRaseordradseERnSatvrisasa! paidmdarediEsrpy

mayinehide theact %B%@ﬁhéﬂ@,@lﬁ%@&%?@ﬂ@céjﬁ@rﬁﬁ @i‘ﬁ?ﬁnéfﬂé@@éhfﬁom a
of an answer to a questionnaire by the patient. The SNOMED cade

oML RS G S SoRATGHE RsEY Sfeinene MY se asshrinied vl an

inserked inthe thednchvidteal health record associated with the patient. The
method may in¢lude the 20 act of receiving a clinical.data element :
1% Sgﬁ cfa ther asgec% 0 VSiH%Vt 101 1 aﬂq%_le.?[ﬁ% @ﬁdwﬁteb able

indicative of clinica associate e pafien code
conmsspoidingaoctheudtinicad datdrsiementsraiayel dhaletarfiradcatidn by a

inserteddnie fagdndividualfealthssrad asaaciatad withithr Natestor
According to another aspect, the invention provides a method for _
SERSEHIBRArEIBtHE i e Besa B HPENSAHA isaliiduaT HeaI BT B o with
ﬂ@ﬁ&ﬂ@@a& SREDING! Qd&}a@fgﬁaﬁileﬁc@ﬁ[gﬁ@ﬂ@@&ééﬂi%ﬁaﬁwd _hhi:@nﬂab_ le '
of accessing a,personal/individual health rec sociated with a patient,

o R PR RO LN At e R e
rgsitieted Betwotitlafarele inehntt:dintlaancaecessilye setnbdaiaeletmenisicht
request.may-be received from er for a data. element. individual
B e e
theodashcaiéntdnttis Endveoesie st daraelerdetnbydrendanderiednnto

agresrilinhagseaRied i el Wihe dpiacslemenhisdn NG estiiciethe

set of data elements, access to the data element will be denied. However,

if AHE ATETBIE R EGH (HéralTBsaitndisat vt eltbritehiermssipriaRemitithe
beallewethiossoatepss e Hierddidnaiemetc kismaIRMoHERERS; Be
Predelcmined It spRosslle reptiter areasmaY BeRIERaME 1 daren.

According to another aspect, the invention provides a method for
selectively restricting access {o a personal/individual health record. The method may
include associating an access list for each user capable of accessing a
personal/individual health record associated with a patient, such that the access list
categorizes the individual health record into a restricted set of data elements and an
accessible set of data elements. A request may be received from a user for a data
element in the individual health record. The method may include the act of
determiming whether the data element 15 in the restricted set of data elements by
reviewing an access list associated with the user. If the data element is in the
restricted set of data elements, access to the data element will be denied. However, if

the data element is in the accessible set of data elements, the user will be aliowed to



10

15

20

25

30

responsive to selections by the patient. According to a further aspect, the
invention provides a method for 5 generating a individual health record, in
which the desired information from each source is pre-selected so as to
collect information which is important and necessary for the continuing
care of a patient and thus avoid massive accumulation of data in the
patient's individual health record, Which has none or little relevance to

continuing, care. Jhis allaws the 4560 NoLIRSReRdiaXEassINe: appis et

time scrolling through 10 lots of data to find actionable information. For

exaMpR H TRaEEN Beanrsted oA RARTRtIORDR A5psieally SeeReedartcdn

EMB-fRllwingrReHRpatieadmigsion, such as extensive nursing reports,
voluminous lab results, information re artgin the.schedan%; of tﬁ}stg Pnd
5 TROHaSn "

procedures dunifRyHHEEHGLHHEIARASh FRBLHRE
vgaighasngmpodeddimiheaRiRcoordy ihevidels thadetbrrroentofifeBMRELS
and include only pre-selected typesof dat ] ISS} '

R e B e e M S S ey
strgivatvepowinekisref seletiathnd shve sutid SLRsHvs ARG Srahdaiaftthe
angiagFapFesH FeAYEREE 33N LAE HRgdRvantiondsaahioved Rhding

method for generating a personal/individual health record. The method

gk inchielles Aot BIeoe Fér SRARb AT A RS HAG! H8s b T abRcaeh
PR dRACOvRLer drtabdicrive ofarTeneounins, hatwesrethadgpatient

and a health care provider may be derived from the .payor claims data. A
R s B S S B SRR T8 e RO mgron sich
a&mf&dmﬁﬁﬂmmp&m%h&eﬂm t.himem}tmuh@mhat@nl ms@qﬁeg the
emRofiiments.. e deti0g SR MR arnga ITIANGAE ne
physician‘encounter history, an 25 oltpatient encounter history and a
hiodpiradtznnTibitbnsiniesist v e REp ayor kednsisthaatsn Recsrdiniths EMR
anpthenaspsdt, the doventiop,erQvidas aumetheskolifiltering.cata innd physical

personal/individual health record. The method may include recelvin

| réﬁ%}@sﬁﬁﬁﬁﬁféﬁﬁé%ﬁa@éﬁédp@&%@ég%ﬂ%%é%%’é?ﬁﬁﬂii‘ﬁaﬁ’ﬁlaﬁéﬁﬁﬁ%gﬁﬁe&

3RassatiatedivithmpatiesAspecialpiassaoatediwith the health care
provider may be .identified. The.data elements in the individyal health
record that relé%%tﬂeasg%%&a W%ﬁ‘ﬁ%z %laﬁt?ﬁdclzle?yg plP Vi eﬁﬁﬁﬁ}gy? e
detecrinec persespiiinde tduthdadtjusstrdhé reaktthodreaprovidée fraycbe!
PrEsented W aia clemantsig ihe indiddual; 95 healthaecard hator
ﬁg?g?ﬂéﬁg?\gﬁgl}e%%%%elat% to the specialty?%dditiorlllal %eatures, and -
a@mg@eﬁmpﬁg}m\mﬁﬁ@wﬁm pleebhfare provider may be derived from the

payor claims data. A new eniry may be inserted info a personal/individual health
record associated with the patient based on the encounter data. In some embodiments,
the derivingl step may include deriving a primary care physician encounter history, an
outpatient encounter history and a hospital admissions history from the payor claims
data.

According to another aspect, the inveniion provides a method of
filtering data in a personal/individual heaith record. The method may include
receiving a request from a health care provider for a personal/individual health record
associated with a palient. A specialty associated with the health care provider may be
identified. The data elements in the individual health record that relate to the
specialty of the health care provider may be determined. In response to the request,

the health care provider may be presented with any data elements in the individual
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apparent to those skilled in the art upon consideration of the following
detailed description of the illustrated embodiment exemplifying the best
mode of carrying out 5 the invention as presently perceived. BRIEF
DESCRIPTION OF THE DRAWINGS Figure 1 shows a diagrammatic
representation of a health care data system according to an embodiment
of the present invention; 10 Figure #shows a block diagram of an
example PH stem according .to gn embodiment of the present

inv%%]? fon: gﬁl% 3 %ﬁo%@%e%l%egé{ﬁ\ﬁ%tfatﬁl §R?§I§EWIPI identifier
according to am\&hibadifentref the preseatdnvétitionivkigites A vddome
shpwer atebince diagiamdll iavalye ol.aaorion of Q0. Asemoediment

of a system and method according to the present mvention; |§ure
sKsHSIEBm ek Hrigusrrrepoain it axcampibtdimdathefthedsrebentying out
ing@mjo&tﬁggg%@@agwﬁé&%mple window in which access control for
the individual health record may be established; 20 Figure 7 shows an
example window denying permission to access a portion of the individual
h&AiE Faos &l TRt sholys-anrexampteswindow in which a user may
override a restriction.to a personal/individual health record; Figure 9

shows an exantﬁs pie’ g_&ﬁ? ?ﬁé&rﬁ%%%é%&?%%%% ﬁ%e%%‘ & Ei
aGESedirkytordm 2 bo dinterdinttheftne sertinventicivpand Figure 10
shows a flow ¢ whigh. illust badj f tem and .
method for po&%%%\llg g%%i%ﬁ%%ﬁ%%%l%t re E)grg Iiv%iﬁﬁyc%tt& dccording

DA RIS HESER BT RNOFTHEBRAWINGS 30 While the concepts
of the present digglesiisBowre suscentiblade yarigusmadifisations AMne 1o an

alternative for ?i* specific.exemplary embodiments thereof have been
SRBA Wa?% eepﬁ‘fﬁ?ﬂféqﬁem@]&rawings and will herein be described in
detail. It shoulipeasndersiogdvhoweseshaithergisnaineTtteoings Wiene
conseRis.ofthe -gé)-t resent disclosure to the particular forms disclosed,
but on tfflf[é }‘co(r)]traar St%(laalﬁ enh |tl§rc{éigcfglc%%fetroa Thod: fgé%?%?%uivalents,
and alternativelSigaikrigsiitiin thecspiticaan ofeapetohthadisalbsdireei f the
shauldhe-apprgciated by one of skill in the art, the present

. Figure 6 shows an example window in which access control for the

individual health record may be established;
Figure 7 shows an example window denying permission to access a

portion of the individual health record;

Figure 8 shows an example window in which a user may override a

* restriciion to a personal/individual health record;

Figure 9 shows an example audit report that may be generated by the
system according to an embodiment of the present invention; and
Figure 10 shows a flow chart which illustrates an embodiment of a

system and method for populating a personal/individual health record with data.

DETAILED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosurs are susceptible to various
modifications and alternative forms, specific exemplary embodiments thereof have -
been shown by way of example in the drawings and will herein be described in detail.

It should be understood, however, that there is no intent to limit the concepts of the
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5 invention may be embodied in many different forms, such as one or
more devices, methods, data processing systems or program products.
Accordingly, embodiments of the invention may take the form of an
entirely software embodiment or an embodiment combining hardware and
software aspects. Furthermore, embodiments of the invention may take
the form of a computer program prbduct on a computer 10 readable

storage ium hayi r- re ram.c mbo e
tﬁeesg%&‘gz%if R gﬁl% gﬁ?ag oﬁgcl?(esmé%uﬁr%lma Sfﬁ/ % Shilbion
ifchu dmgareﬁutaodit}cmemocyt\iﬁw )armmmwfeemewmm higkend
CD-RO blalvggog%pMs any optical storage device, and any magnetic '

Cope o
stor ge device. Figure | shows a health care data system 100 in

accordance wilts S84 BoppatestivedmBBeRh SR HREME, B BEE¥T0

bildy ACLESS, @&&%ﬁh@d‘éf%&a&l%@ﬁ&z@nﬂ@fﬁ@nﬂldﬂ%@lﬂﬁﬁﬁ%% a&i‘r@;es
described as an Electronic Health Record or Indlva%gal He

(30 BTSRRI R T e ATAc 158 ﬂ&%@“
the samesmeaning) s sholom; tzhealblgacfdata sybteimEa0inoludes

S‘F Iopkﬁ onaltré%%i{jh recor stem %g/g’rlélal? System L ihat is copfigueed to

Hﬁ access duaI recor via a networ 104 to one or
nmdrthaﬂmnsysteﬁyst@w tlseﬁ@‘lm&@ SThOTRIMRIBYSTem OISy thkentpater-

f?@i&%@@{&wgagﬁma%&va%%rcmﬁyuep mbing aSREEIS- I RIS EANE the

software. Although the PHR System 102 is represented by a single
coTpEtimeHBmMCcE TN Rl it%%gp@56%@%%&5&?5}@@%@0185%{%& gFLy
theRER @W}lmmmms@mm AMEAgIE Pyt CONPLRIOYR5

devices, For example, it shquld be reciated that various subsystems

(PP ORGAL ST STETATEAT BFYHR ﬁcgy%liaeg% (0% ¥hay operate on
different compBiingedestices.d hesldmersuietr epatrodiiie nisctivedzaciowgh one

the P t
e R e e AP IR TS

alewsnebhgslifiriedevicasadeshabedaidroEtpaiianes Hartbmucaxhm prslitrsal
NeOrkel04, iR Rkl G HRSr ORtigr Wiked: B MR O \WHEIRSS are intended to

communication capablllty in any of a_plurality of protocols such as

TP, ESaRRE AR ERSEIRR Re Pl gtRdRth TR L0V includes a

Epshedinenimatecaniempl ataﬂ(mmh lgﬁﬁé}g PHR bysiefdea m@mﬁe
;:-ﬁ]é%%gcas}gé%gﬁg ﬁglﬁ}a share Ubh {{af(SJJ Cture osrliﬁ(?ﬁg %hﬁmt systems or

|Fﬁ%% ata ransmmitted over
public inkfaghadtiie sgsmmfeﬁam;ayemyMé‘dmsuﬂmeme@vaam blignay

keg mfrastruct f(hp ;lgdﬁ rtﬁ'g@f&r%dlgfth%%gﬂrﬁéﬁﬁﬁ?@é%@@2S1§L)

In some “exp mp ary embodiments, a virtual priva
represented by a single computing device in Figure 1 for purposes of example, the

operation of the PHR syster 102 may be distributed among a plurality of computing
devices. For example, it should be appreciated that various subsystems (or porfions of
subsystems) of the PHR system 102 may operete on different computing devices. In
some such embodiments, the various subsystems of the PHR system 102 may
commmumnicate over the network 104,

The network 104 may be any type of comrnunication scheme that
allows computing devices to share and/or transfer data. For example, the network 104
may include fiber optic, wired, and/or wireless communication capability in any of a
plurality of protocols, such as TCP/IP, Bthernet, WAP, IEEE 802.11, or any other
protocol, Embodiments are contemplated in which the PHR system 102 may be



5 network ("VPN") may be used. Those skilled in the art should appreciate
that various other security measures could be employed in relation to
transmitting data over the network 104. The client systems (or users) 106
maybe any form of computing devices that can receive and send digital
signals. By way of example, the client 10 systems 106 may include
personal computers ("PCs"), tablet éomputers, notebook computers,
servers, personal digital assistants ("PDAs"),.or, cellula es,, the,
ey TR ot T rasiass Aere RS M
usebsdifithes RHRIsisteny iR dRoreiarsipis dawbovinfests erae 1s preferably
. leledinyhichpationtsic RespiiRis-mployerhypigians.Alling

0 %‘%@}%é%hcaﬂ[ov@eé aﬁla/o%?lS healthcarey ,racﬁces may access
theC IR R SRRV EODS Mlowe Fet o e e REm &y sta PR et SHEWH R E S ure
Laredravided salaly fermaposeselaxampiae itaselnapprisndetatoarious
limit the type of users or re uirerégzrtic lar?%%ers to conne%toéwﬁgﬁ%@@,ﬁhe
SSRGS S HUtHS SRRt B ORI e AT &Y the BrR sy Stem
102w 2@4he embodiment shown, the PHR system 102 includes a PHR
database 200,.a PHR population engi e i%é/ Qaule 204,
security datab‘ﬁslg (%jgt ?cgz%og?'rlglg%%lﬁ r??o%(gﬁgloé% %ggse éﬁ 1fcvorrle{:ﬁation ta%le_ 2%0,
adguiceaialsis mudvdeRl enthdiesiabienfitilly waoberaspdadhe client
manageMeLmPduie 16Bnd adiisring medule o1& Eabeiineniema

alSo contemplated in which one or more of these subsystems of the PHR
SYREETHISS. SO HiFeRSEBARLISIA APAlFATE61Y B S ¥ (G AT AR5 ENdTy
upiathesexigrnRciaswi ia Hatieulacsiuakipels hatiexamplayphedaias of the
analysis module 212 may he (‘%ﬁg}oaal int some e{nbo %mdent%hl?%waaﬁ/eggq
anoth &Y S mide, THe BRIy FOQGHE A8 AT B BpAoHal i Some. o
ensbpidinentplAsrshavwsicthe PHR1gydlens, [021insracressites pagor

claims data 220 an [ i :
e R e TR e el
abbebsiblooithBiRER sysrentidod skl tHer memesie LOPRERIHEERERC!
systems: 108mina R database 290 auhe sirystiy addematore vaHousR

data relating to the health care of patients, including individual health
réé@ﬁ’d%.lﬁreferably, the PHR -12- database 200 includes a plurality of '
PHRs for a pluralifveof patients clypitakiynibeinRitR tatebaRes 20emap. In
i o PR e SO Yo
opepplutiatityngidatabasesraacinetwidith maschdtpiapazadéty oforrelation
d%}g&ﬂg(ﬁo& a correlation table 210, a data analysis module 212, messaging facility
214, an access management module 216, and a filtering module 218, Embodiments
are also contemplated in which one or more of these subsystems of the PHR system
102 are optional, but may merely be “nice to have” depending upon the exigencies of
a particular situation. For example, the data analysis module 212 may be optional in
some embodiments. By way of another ex@pie, the filtering moduie 218 may be
optional in some embodimenis. As shown, the PHR system 102 has access to payor
claims data 220 and health related data 222, In some embodiments, the payor claims
data 220 and the health related data 222 may be acoessible 1o the PHR system 102 via
the network 104 from the client systems 106.

The PHR database 200 may be structured to store various data relating

to the health care of patients, including individual health records. Preferably, the PHR
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5 formats or languages. It should be appreciated that the PHR database
200 may be a logical dataset that may physically reside on a single
storage medium or multiple storage media. In some cases, for example,
the PHR database 200 may be a logical dataset that physically resides in
multiple geographic locations. In some embodiments, the PHR database
200 may include a master 10 patié#t index ("MPI") field. The MPI field

allows for. the assignment of an.ypique. identifier.that defines an_entity,
R D R Sl S SRS S0 e
tRelR dRabata BE8 ez Mialudnieotithespativrisctray higuetmeorsaii&name.

GoRsidanior sxampisn A RidR.datrhase BoR hatincludesdyaity milien

PHRs. In this example, there may be thousands of patients with the Tast

fifiRest 252 BRHRHOH d HabSD Gah OSBRI VRTINS AGAY VIBRR Shirlibase
As}iﬂﬁatg i@;’ch@g@%@:y‘. thenMiti ﬂf&i%ﬁﬁ%{fﬁ& aaithe Eﬂﬁ@@ﬁ.’%ﬁk@ BESigRMRIY
or an to a patient may. Include, other criteria that ma e unique tq a
oA o R TBRR A To7 S5 hiL AR VP s B v RS
thi@mpamedimai bemsaddo e termipie, Wit dnaentityOhasnpbeadygical
b igned anMPI, hefor . | igned. For example, the PHR
A e L A et aready
exist in the PHR sefatatvaesizgmisefer & ldBsigithesar VI Prinetliding Basaot
gﬁﬁﬁ@& fadaxHRgp birindates, . gendenadires sotit KNSRI 9 unique

letermined to already exist, the information is_applied to an existing PER.
CRRRREADa; AR ISR esidltns Ad Y itk IS 5D LRisRER 2w eT
MBReqidicthepised fokePHIR @ainasiars. padienb speaiitsestingshaaadior
act as a key when requesting heal ord datg, for example. The MPL_..
T LG SR e TR B A Wi iy mation
adrigss diffbieatainfdentiatiomgy Setheisindaridustheaitividigbmizsitions: #0r

example i . ider.offi phar '
S S PR A e S AR o

& e WP Hreretijalinganonsidba At estan aagyiopriateapeticpeypyclude
waypharatherexamnplentne- VP sllows acentalRatient-seafshthaliple,

would allow users to find patients across multiple, massive and discrete
eI T IR PG En RO MR T B G G SRR AR Pty
Semsirdady Grganigatiosisaiarexasiple athiel® rnaytierdataron difiagneMHiGMR

]E‘s’gts“z‘é%%“é’oﬂﬂao”dé?@&&?”tswﬁe%?ey%gﬁ%ﬁéha% Mcﬁél%'%%sael Qws,data qallee s

FoM Various sburces 1o be aggregated into a single record (i.e.. a single
REERDasitR Webtafootlesigdifom dPluradityiiog Sotmeednited to tax IDs, birthdates,

gender, address, ete. If the entity is determined to already exist, the information is
applied to an existing PHR. Otherwise, a new PHR is created and a new MPI is
assigned.

The MPI could be used to secure data, store patient specific setiings,
and/or act as a key when requesting health record data, for example. The MPI could
also create a cross reference to identifiers already being used across different
mformation systems of various health organizations. For example, hospitals, lab
systems, provider offices, pharmacy benefits managers, Bealth plans and/or other
systems may be crosg-referenced to the MPI, thereby tying ali relevant data to an
appropriate patient. By way of another example, the MPI allows a central patient
search that would allow users to find patients across multiple, massive and discrete

health related organizations without requiring a national 1D number. In some
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5 Figure 3 is an example use of the MPI with respect to a patient
identified as "Arm Smith." In this example, Ms. Smith has been treated by
or visited the six listed healthcare organizations. Each of these
organizations has assigned their own identifier for Ms. Smith shown by
the system identifier column, while the MPI identifier remains a single
unique tracking mechanism. In somhe embodiments, the 10 MPI could not
only generate I ' ifier, . L Tt} [
e e o g shition

argamizatidresrsmofiihs MEAakse, Mews feitheo st g e BESSTIRP
upwhen-anethermassaagd from ke samesysiendsearived rbhis aliewsy

the matching of information originating from a wide range of medical
§88hd from multiple payers to a single 15 comprehensive display

about a patientidireame:embagimentsf the MPI witilcbalser bea psgdhito tie
health_information. related. to.a patient and their. ily members..For. . .
e@gﬁ?&@i e agg%ﬁjt . dIn s %{axng%%%ség}é:mx H]aﬁz{:)een@ea B bar ?ﬁv;sxted

€, ion o rm rding the patient and their
famitjxdoud heeltvaitahigaindivnatStehtod seist lneghrizetiona lbhsgapegned their

g Qvider and.the patientin Hapravingthrichealth. care. A0HIoWES 4891

ows a diagram of an example rélational database which could be used

e R HRRA B AR FUT i AUSSTRENE SRR EmbBRTes F e dmstiy e

appegaieddnatihedatabaseistivctsemhouivi. igure duiscilpupeses
of example only, but that a multiplici%‘?f d%}c&?ase tr%lctures could be

STt o e S50 SBHE BRI RN Y5 Sharaio &
RERpapiiation engine 202:tcqiopulattl angiokeihaatehitreaRdiiRs iretheze
PH (atabase 200, TeRHE Popuiaion. soins 0% Ak soliagh data
from a wic?énval}fety of 'sources, such as medical ¢ am‘%s, pharmacy claims,

ovdgrsating fresulisvikrmalaisortnudicy steress aumiksiomelimimpries; top single
F%Bﬁgimgﬁca%g% sHBmasiesfrom custom,ape:siandard hesritald aiso be
a

interfaces, and 30 manually eéntered information from surveys, health risk
aussddsriie hesldh ninreatients) 2t Sonmaticaéead iMsH AR e AtsrRF Hatiohay
b%ﬁﬁ@l&ﬂﬁegﬁébﬁlﬁﬁﬁﬁ rr]aiﬁﬁlaﬁmgﬁlm@ DkAIep litﬁ§ wtﬁ&vaﬁmm&? ealthy could
plans, provider offices, hospitals, etc. pulating the PERs from a.
VAFRYEP S Rt %J%%f%%%%@% REA e Fid R
-I4pfoomgriekidtualtipractices and hospitals. The table below shows a

iety of f ' PHR. '
variety of sources %Oﬂﬂﬂ%ﬁo%gagg%é%%% %9%24@%?}1%13%@%%"3%90%6

one embodimen%ugﬁong with exam ormation t 1ay be gleane
fromceach!dderesdSOURBERMETHGB 0 et Blostrge cmbodiments. It

should be appreciated that the database structure shown in Figure 4 is for purposes of
example only, but that a multiplicity of database structures could be used for the PHR
database 200,

The PHR system 102 may inciude é PHR population engine 202 to
populate and/or update the PHRs in the PHR database 200. The PHR population
engine 202 may collect data from a wide variety of sources, such as medical claims,
pharmacy claims, orders and resuits from laboratory systems, admission summaries,
op report and discharge summaries from custom and standard hospital interfaces, and

manually entered information from surveys, health risk assessments and direct eniry.

~ In some cases, manually entered data may be inputted by the patients themselves or

representative from health plans, provider offices, hospitals, etc. By populating the

PHRs from a variety of sources, the PHRs would not be limited to the data available



th

1. Patients Answers to questionnaires and surveys. Regular entries
pertaining to management of their conditions, such as home blood
glucose levels, airway test results, etc., to track the progress of the
disease condition. Patients may also directly enter information, such as
over the counter drugs, immunizations and allergies, into | their PHR
directly by connecting to the PHR gystem. 2. Health Plans Directly

e claims data from the claim processing systems on a

collectin
pdFRsel p@%@l@iﬂa& RIRFHeRs SO Prapitalimd el e belovinh de y¥eatl YiaFres
clinigakinfgrnpation This vofepntan m@@t@e@rﬁm@@mﬁgmﬁh

PHRs b
et e

rsons assomate

kel it e

w ith th 11%}tealth

lans, such as case and

§EHEPB M") Electronic

tape or direct access to_obtain data relatmq to prescriptions. 4. Labs

Fron
interfdc@sti&ridmaging Centers From the

Universal (HL7) or customized interfaces S@.VFY&dstawdirtg

Faci

interfaces. 7. Hospitals Information imporfg
the hospital using Universal Interfaces (s
interfaces.

SR RBBYstems using Universal inteMaite3{e IHL2).oE€lSoMmized

ities i From the EMR of the facility us

MagingsCentestBysterzndsing

ORtpRteRneS to

ﬁ‘i‘%? a%ﬁré&fathﬁf ee&@ﬁmﬁe%rch
MIR'Eof

sﬁh % te trac‘f! t&e gr%gress
15ea8e conc? Hon afients

may also directly enter information,
such as over the counter drugs,
immunizations and allerpies, into
their PHR directly bv connecting to
the PHR sygtem.

2. Health Plans

Directly collecting the claims data |
from the claim processing systems on
a periodic {e.g., daily basis) or real
time basis. Deriving the data to
obtain clinical mformation. This
information may also be entered
directly into PHRES by persons
associated with the health plans, such
as case and disease managers.

3. Pharmacy Benefits Manager (“PBM”)

Electromic tape or direct access {o
obtain data relating to prescriptions.

4, Labs

From the lab gystems using Universal
interfaces (e.g. HL7) or customized
interfaces.

5. Imagmg Centers

From the Imaging Center Systerns
using Universal (HL7) or customized
interfaces.

6. Freestanding Outpatient Facilities

1 Universal or customized interfaces.

From the EMR of the facility using

7. Hospitals

Information imported from the
respective EMRs of the hospital
using Universal Interfaces (such as
HL7) or customized interfaces.

8. Physicians

a. Trom the claims submitted fo the
payers
b. direct online notes or input to the

PHR ]

Embodiments are conternplated 1 which the PHR population engine

202 may “pull”‘data from various sources. In some embodiments, for example, a

“flag” or other notification could be sent to the PHR population engine 202 that health
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8. Physicians a. From the claims submitted to the payers b. direct online
notes or input to the PHR Embodiments are contemplated in which the
PHR population engine 202 may "pull" data from various sources. In
some embodiments, for example, a "flag” or other notification could be
sent to the PHR population engine 202 that health -15- related data is
ready to be updated. It should also-be appreciated that various health
b e R S TR s
or exam %ﬁey cPent stems 106 may acce e PHR system 102 to

upbidtd meamzﬁaomf @p@ti‘eﬁﬁh’w’ thaee He FaERse R00N FRgtef02. For
embadimants; the SRRy iato R KPHP e RR% PR R icaiMd ecehigr

data from various sources. For éxample, the PE populatlon englne 202

&9 PRIGRIGANPRFE: CRtssRRY: (Bt ot rmbsmiiRdae RS MR o
f@@@nwwh@% SERIBIYIAY Othel PAYRELRe MR Hide %{mﬂeh dadly,
ther et’IO asis. Embodiments rec n ed.in IC
R B s 3 TR B T B e o ehoco
heﬁbﬂmeeiameﬁ'drﬁ datsronse mailplme {dyasis:r Theoternhéaghltinvededoas anot
gssall mo%% '”Sé%'e.'%‘?(ggs‘é? Eﬂ{b@ﬂ&é}{@a@é@% e&%ﬂ%&’lﬂ%mch fhe
popL}( a‘fv atabase

nglne 2wou update the PHR 00 with new
mﬁnihmml@bemmez%ﬁmﬁ@ww&m%erﬁé%e&w ibgithralipaciated

PaMidar. Fanexampley consider s Ratienhihalis Iferrgeionay spagialist
based on a visit with his/her primary care physician. In this example, the

1SR ERUIHOREHY RS20 Gl b AHRSIEPEFRS BP dSte tRE S updlate

PakantR BiiR-00 W0 taal imelnbasiatibihe:RHRNs updatatbwithuld be needed
mforrrr}i gn from the VISI with the |mar caregt%e ?ﬁl%n prlfr to L[he visit

SEERE " Wikether féa ipbln ment “With the Specialiat 1s

seirethilectthel sam e’islﬁiyvah hehasitrtodhecprimbpyictre Bhiisicixample the
“gfgh m&%pmﬁyeg%a@h%rz%&ﬂd%é ORE SBAYINRNE (IS RER YRR, .

messaging facility 214 to interact with the P

s@ﬂléxﬁmi’ aagine RoPERnaRatrghe SsBdasgmn éiferréi@eweawmhe

BHRUB SO G s@&é‘d}»ﬁ%&%ﬁ& systens $26,10508:4R888 tHRQppointment
messaglng fac 21 may also generate respaonse messages for client

sYatRME %61%1‘%%1}% RrAEAI Rt B8 AT R L SR S Gt (10,
PcERneEcmiagdzhm&aItSiaaée 2b.contemplated in which programmical requests

for portions oflt]rge PH oH e1 k é\ﬁ[gne den edPﬁﬁsed on ;rpnlgsgéﬁlgsg%:éggaedm

with the PER, as descri TOW with resp CF 1o Et)ﬁ ¥ Eng
facility 214 to interact with the PHR population engine 202 in handling messages that
are received from various sources, such as client systems 106. In some cases, the
messaging facility 214 may also generate response messages for client systemns 106
that can programimically request an electronic copy of the PHR. Embodiments are
conterpiated in which programmical requests for portions of the PHR may be dented
based on permissions associated with the PHR, as described below with respect to the
security module 204,

Preferably, the messaging facility 214 is configured to handie
messages in a variety of different formats, both standardized formats, and custom
formats. The message formats described herein are provided merely for purposes of
example; however, it should be appreciated that the messaging facility 214 is not |
limited to the formats specifically described herein. By way of example, the

messaging facility 214 may be capable of handling messages in HL7v2.4 and
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security module 204. Preferably, the messaging.facility 214 is configured
to handle messages in a variety of different formats, both standardized
formats, and custom 30 formats. The message formats described herein
are provided merely for purposes of example; however, it should be
appreciated that the messaging facility 214 is not limited to the formats
specifically described herein. By wa§-of example, the messaging facility
214 mawbe capavls olhanding messages i HETVE 4800 10 LER2: e
formats. These message foriats ncude suppoﬁpf%r vanrousSHed
reteitethabivfor svatien heswhebisthospita had hisboacamddiscbarig orders,

SWIRIDRLE SRR UHELS: - JAELAIAGY, FEHE 3o A a%f’éf'gr?oﬁik‘? L IERUI,

By way oOf another example, the messa mg{am ity 214 may include

stpeE apiosirmay, iBcEkh o Beon@mptated in which the
][nessagin dg iac;&g%aéﬂnéﬁ@lmﬁ@%@%e@w&l A é%ia% 8362k MeBsATR.
ormat Is define yt merican ational Standards committee an i
S P (A et BBUBTa Er P RECB RAB G American
("NHBRAA] Rasdheicusrently-teaqd tetstahtartd olcphis $ingrheal horcdrid@ity and
claims.data. bet 8 anizations, This, message. format includes a
A A e D 2SI A pear
providdaispabialbeden ongsaipientdaldssanebsaemipotiab ol messitlyivy
fagility.2 1dmaypisadnaide SUPRATL IRNGERRS bafarmatidfispecialy data,

standard for passing prescription and medication information between
eHfifidAAGe R AR RENAtional Council for Prescription Drug

Programs 15 orgamizadigmhpaneihas beenpaepiadiby:HtpAd @sraiCrpp 5.1
p armac;ébatch gtan ard. While this messa{ge c%gld‘ be_sgourced fr

S 3o chBRE IS e RS EIRETR BR QAR S HrSHP S BRAFRES Betwean
Berigfits waadafyerd 1 BM Naihe RBvholaiphergsithiniachalhPiosurance

I o ) ‘
g e R et e

a'BECHLSSEENABEINT fFOHIRREXB IS, Iacsbpne. ensdimustdiitpe be delivered

messaoinafacling S masinclidepa cetificaliopmechanismdo.ensurg
that the organization is eligible to submit and request information from the
P (P ORSERIE8 AT RIOR SR HRS St P8Ry may be issued a
Public Key Infrastueduiebddnidn)Ceitificaia dhat wviliallovivenaiication that
only authentic messages ar%gg%sed Zg Stg T"ghce6 PE@O%ste 102. The

n%léssssg %Ssor‘r]%y Sgcéﬂén %%ngoreal- Il’%g asis rrom somee eorr%acfnlina ;I%Sl’ist%w

typicaliyiio Spitals Zddiab ordtekiess dotifinatiyrbesiptiom acperudibabis
organization is eligible to subnit and request information from the PHR system 102,
For example, each participating entity may be issued a Public Key Infrastructure
(“PKI™) certificate that will allow verification that only authentic messages are passed
to the PHR system 102, The messages may be sent on a real-time basis from some
organizations, typically hospitals and laboratories, but may be sent on a periodic basis
from other organizations, such as health insurance plans and PBMs.

In some embodiments, the PHR population engine 202 may have
access to payor claims data 220, The term “payor claims data” is intended to be
broadly interpreted {o include any patient related data associated with the payment of
health retated services. Typically, payor claims data 220 may be available from (or
sent to) health insurance plans and/or governmental bodies or other entities that pay

for health related services. For example, the payor claims data 220 may include, but
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from other organizations, such as health insurance plans and PBMs. In
some embodiments, the PHR population engine 202 may have access to
payor claims data 220. The term "payor claims data" is intended to be 30
broadly interpreted to include any patient related data associated with the
payment of health related services. Typically, payor claims data 220 may
be available from (or sent to) heaitfi-insurance plans and/or governmental

bodies ar oth ntities tha for healt lated es, For example,
e e e R
| Bieredtioh AQiassifigatitiPel Diséaséb(tebDrepdeseCiNant) Pedendigriing

Tﬁ;@ﬂ&ﬂg%&&@m&ggﬁ G200 RINE, GO MO £RAES, UepiRg

sicians, treatment dates, manually entered data, or other data formats.

Vel fARBRSHRTSRAYRIOPP iEy DE OB RSP M TR pay e  clafns

ORia220 AR Brifusirating example ebinbsatiaitiabeawid herenligetps or
for a PHR from the pa oﬁ{&c aims data 220 is provided below: General

IGIBIRSARIh ~ A s PERRde patient Encounter History Vaccination
history. Mamniagraphiyforvainen; retinal examinations for diabetics;
colonoscopy f%rl%%dults; PSA tests for males; etc. Visits to primary care
doctor. Dates, duration, frequency, main 15 diagnosis at each visit,
medication présaribed following each visit, tests ordered with each visit,

changes of meglicaion as,a.tesueigach visit, changes in the frequency
of visits to the PCP, changing diagnoses following visits. Referrals or

orders for lab (&SBFHIPHEESRRY tests with the diagnosis justifying the
tests. Subsequentmisitrhistony aspecialists cuithestesisantiaBics;

admissions tq hospitals,, Referrals and visits to specialists. Diagnoses by

s géf’eﬂ%f&fyigﬁtt%i%sé’ﬁdo‘iﬁ?gé%é ’fé%?éq‘;g%‘ered by specialists and
diagnoses justifigigitestsniedicatioris:plesesbdd dipspeaialisty, with
L
each visit, changes of medication as a result of each visit, changes in the frequency of
visits to the PCP, changing diagnoses following visits.

Referrals or orders for lab tests and imaging tests with the diagnosis
justifving the tests. Subsequent visit history to specialists, further tests and
admissions to hospitals.

Referrals and visits to specialists. Diagnoses by specialists, lab tests
and tmaging tests ordered by specialists and diagnoses justifying tests.

Medications prescribed by specialists, with diagnoses. Duration of
medication,

Mutltiple same-condition specialists, or physicians for the same
diagnoses.

Medication to medication alerts generated. Medication-clinical
condition adverse reaction alerts generated.

Psychotherapy/Psychiatric Therapy — dates, name of caregiver,
diagnoses, medication.

Hospital Outpatient Encounter History

Tests done at the out pattent facility - dates, tests and diagnoses. Any

repeats?
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Medication to medication alerts generated. Medication-clinical condition

adverse reaction alerts generated. Psychotherapy/Psychiatric Therapy -

dates, name of caregiver, 30 diagnoses, medication. Hospital Outpatient
Encounter History Tests done at the out patient facility - dates, tests and

diagnoses. Any repeats? -18- Out-patient surgery - date of surgery, type
of surgery, diagnoses for surgery,;-h&ame of surgeon, name of

anesthesiologjst, ¢ ications. Hospitalizations following out-patient
surgeries. Phy@%ﬁ%@a‘v’pﬁ? a edg?%ﬁggﬁ‘gﬁﬁl.%?gﬁ?n‘é [S)lﬁ ngfadrggﬁa&s for
divgRosisaB i spatent iin Panerbdrisdp etiapiicatiofiveatment - dates,

treating physigiang. diagppsesighd olaw spyisis.dedication associated

or linked with these therapies. Urgent Care/ER Visits - dates, duration, .
names of phy&iraice! Hismes offsbiffiedite sedvuns Myt Todedagepsis
Ad m/ilsésl;i{ ons.tO(li&A@%i&i@ig @fi@%i@igm@geémﬁﬁ@&édﬂ m@éfﬁ%wgﬁd%, treating
care visjts. Medica rescrihe procedures perfor L
TR AR TS0 R S TP o7 e casd
Wdﬁ_dimpﬁ:sdiagnoses, treatment rendered b_y EMT. Hospita_l
Admissions 15;Nampe-of %&@ES‘&S@% ?e&{fa%‘ﬂmk?zi'Q%Qsa&?gﬁiefé{é&ﬁé‘fgsms of

Admitting diagnosis ang Ischarge diaghosis. List of complications.
LEoigigersie s i thHeneaphes/times seen by specialists, their

specialists angl giagnasas ByHhem ol Ra RN RS RGRBANSIGIRAM AR sent

eve%%/{sit. The diagnoses or conditions for which they were seeing the
PR St e pes s fob et e TR A HS S rER ¥kam, imaging
tests and othend®@stsnuiinibe datesmandisiagnates anthbames okselarshy o

ph¥S|Cﬁns arc’ida recggrtlt?ga%@{l%lgégns.el[rtalospl t days in regular units.

o1 1Hme, dlagh o .
gatment daysg}n Iftensive care. Pos alization Management:
ECF, NH, phyBicslithietdpyssatn25 home nurse visits, and infusion therapy.

Medication fo'i@%@%ﬂ&%&ﬁ%ﬂ%ate of admission. Date of discharge. Admitiing

diagnosis and discharge diagnosis. List of complications, 1.0.S.

Problems list. The names/times seen by specialists, their specialists
and diagnoses by them. Time spent by each physician on éﬁfery visit. The diagnoses
or condiions for which they were seeing the patient.

Tests — lab tests, biopsies, surgical specimen exam, imaging tests and
other tests with the dates and diagnoses and names of referring physicians and
reporting physicians.

Treatment days in regular units. Treatment days in intensive care.

Post Hospitalization Management: ECF, NH, physical therapy, at-
hiome nurse visits, and infusion therapy.

Medication following discharge.

Ongoing complications, if any.

Readmission and readmission diagnoses and dates, dates of admission
and discharge, treating physicians and their specialists and the time they spent with
the patients in the hospital.

It should be appreciated that the above list is provided for purposes of
example only, but that additional information may be obtained from the payor claims
data 220. |
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Ongoing complications, if any. Readmission and readmission diagnoses
and dates, dates of admission and discharge, treating physicians and
their specialists and the time they spent with 30 the patients in the
hospital. It should be appreciated that the above list is provided for
purposes of example only, but that additional information may be
obtained from the payer claims ddth 220. -19- It might at first appear

implausible that trapsactional JoformationsfUGRASRAXALSIAMS AR5 2ich

would provide meaningful medical or clinical information for inclusion in a
PRIRY TGN dabay &F-craTRis RIatads Joceratgay Bedisel or vifttic! mEaBaon
%@%@Lu%ﬂﬁ%@@iﬂﬁ{WHf@Q&a@{@@ﬁﬁS@@%@iﬁfﬂmﬂwﬁ,ai@y@%@ﬂi@ﬁﬁﬂ5_
varigus demagraphic information, procedural or visit codes and djagnastic
O BRGTT CEITRLCIE BB0 TS yREra T BB A ety
t@ai-h:glmmu gﬁafmcbefmtlidh,egpa_tééntslam didiffaréa%t@ﬂ ﬁgﬁxmtdi ve«.f@e
RIQviders i %tthfzﬁ'ﬁﬂé%‘%& megicalresords kept by indy '%‘éaéngé%}{'t%rers
SiNCe & healt |5]Ian (or-other payor) wi ‘generaﬁYy receive claims from all
drerwest dicthetisignifichditearet providers doicpds PO indisA doa ysimgttaic
clrairanic nadic iscrasialibs ididdual Rrovdension assemils A R

would, at best, be much more difficult, and would likely result in a record
EReT IR cle i o rBRESRTEETesp A pratv derEidirn iy an
aEEREFuANAS N0t provigehinr whataveiceasenimineiResadyaniies te

using the r claims  data 220 is_that this data is relatively. precise and
R B R 1 bR PR D P A R g
iredusinpal haaphipariclaims dhia 280 adsorp raviches ia petrtidtuy eviidsic bersss
useful in methodic rganizing and ing.the data, and prioritizin
S GRS A S R T
claiinis Y aRRBw etk nslabell covrdinatibar o WHetreaorskdeples dita

thedala, FOLEXAMAIE HRgHse PhoaY W Claims dale 22010 Alddides o

information about the hospital 20 admission of a patient would not need
HEEEBT Ao b REAa WB?@F&W,%%@)%M%%%@&%@%
"nesmplizedicanplaser intocn estandardfarmatshis f-6e pardRIRIOCRsSa e

SlIlCh gﬁoge Eis the.connectTN process available fr?m he assi %e(?f
%alm aa? O would not need coordmation cf{)m & 8rea065 eﬁge]t's the data.
the present application. This process Is described in U.S " Paten

Apptizatipie Skeindd\d . phHA3841115 8 @nflfle do" SiGletm fmtiCo nmuricdimmpi2h
ohHRRlN Gﬂ%ﬁéﬁ%wélﬁcﬂ on %%EC&@A@[&Q&%%%? 'ﬁ%ﬁ%ﬁ&ﬁ benefit of

PCT International Application No. PCT[US01142618 on October 11,
2001. Both U Beferably, the pavor claims data 220 is “normalized” or placed into a

standard format by a separate process. One such process is the connec/™ process
available from the assignee of the present application. This process is described in
U.S. Patent Application Serial No. 10/381,158 entitled “System for Communication
of Health Care Data” filed on March 21, 2003 and claiming the benefit of PCT
International Appiication No. PCT/US01/42618 filed on October 11, 2001, Both U.S.
and PCT applications are hereby expressly incorporated into this application by this
reference thereto, Although specific to the payor from whom the payor claims data is
obtained, the payor claims data 220 may be more readily utilized by the remainder of
the PHR gystern 102 than “raw” data available from various health related
organizations.

In the embodiment shown, the PHR. population engine 202 has access

to other health related data 222, which could be used to supplement and/or enhance



10

15

20

25

30

and PCT applications are hereby expressly incorporated into this
application by this reference thereto. Although specific to the payor from
whom the payor claims data is obtained, the payor claims data 220 may
be more readily utilized by the remainder of 30 the PHR system 102 than
"raw" data available from various health related organizations. In the
embodiment shown, the PHR pop#fation engine 202 has access to other

Ith related dat , Which Id t d/
SRR SRR 20, OO B HS6 B SRR o7 SO BE colgerea
datan 224 amayisme gllesiednfism Batiemts fishothquestiopinaiie SicBihwelgtet

?&%@w&&&@aﬁa&tﬁa&e'@&%&m&%ﬂm inglude cligical datays.

obtained from various entities, such as hospitals, labs, imaging centers,

Ol FHREERE SUHGEROE SRS SHERSTHORPRIRES hEnrFapiBe RS s katerh
@fﬁﬁ%ﬁi&?@b{:&ﬁmgé%ﬁaiﬁcm&ﬁ&@.' d pﬁyamb&wgkﬁgpsgﬂﬁeﬁﬁmome
embodiments, for example, individuals may be asked to complete
questionnairedBHE ﬁﬁ%@%ﬂ?ﬁl#ffe%ﬁﬁéeal %’5@%&%&% Séfﬁ%éolater
trnepidie nadbiRigdeintgderel opeadonefollawirieidianl v strativene later
xample of Jnfarmation collected fgr a PHR using questionnaires:
TR R BV, 1ol B O R e S o
Préysuraoiistingiaf GinbEES uaksth migsiadrokeccheart attack and other
conditions. Higtory-afAeeident, automobile, motorcycle, bicycle and work-
related. History of potentially dangerous hobbies. 20 Family history of

overweight, higi%lood pressure, diabetes, heart disease, cancer.
Lifestyle factorgegiroking, alcohol, drugs, exercise and sports. Visits to

various countr@s Where‘f disease could be contracted. Any other history
infonmation that-Cary Be OBt&ited by changing the 25 questions and
adding furtherigiestions. Outpatient History

Blood Pressure.

History of diabetes, asthma, stroke, heart attack and other conditions.

History of Accident: automobile, motorcycle, bicycele and work-
related.

History of potentially dangerous hobbies.

Family history of overweight, high blood pressure, diabetes, heart
disease, cancer.

Lifestyle factors: smoking, alcohol, drugs, exercise and sports.

Visits to various countries where a digease could be contracted.

Any other history information that can be obtamed by changing the
guestions and adding finther questions.

OCutpatient History

Vaccination history.

Mammography in women; retinal examinations for diabetics
colonoscopy for adulfs; PSA tests for males; etc.

Medications prescribed by specialists, with diagnoses. Duration of
medication. _

Tt should be appreciated that the above list is provided for purposes of

example only, but that additional information may be obtained from patient
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Vaccination history. Mammography in women; retinal examinations for
diabetics colonoscopy for adults; PSA tests for males; etc. 30
Medications prescribed by specialists, with diagnoses. Duration of
medication. It should be appreciated that the above list is provided for
purposes of example only, but that additional information may be
obtained from patient -21- questidﬁﬁaires_. In some embodiments, the
h%aelsttglcgl%lgggg data 222 may include clinical data from hospitals, labs,
imaging centers, outpatient surgery centers, and/or similar entities. In

some cases, fitesemsicaladdiz prsy be kseithcedeiadstat 3Bt amains isiaraipisal
ForexamRlenihis, infrmationds gensraliyavailahle leatiQnie iRfngiitar
Health Level Seven ("11L/") format and can be efticiently extracted
tRFSHGh thetEe GrfitdPrREde tleliE e BF Comp it SaT i Iorae
Hio? dganpRNipkclifveluniteck asganizatianheatorlastansd fordin Bebidi Level
ichi is an American Nationa). Standards Institu ‘
ARG ore i 0 T BB O S Fahon festse ipeces
aperatidgon dhe fieloi ofyhedlttidaferithis i Janizatiompddyelopsicer
specificatio le dispa ications.to. e
k% "sets gp@?ﬁ%@%&%ng%%lﬁs%?gﬁg%%%?%u%%e%%preci2%3(? ﬁ?zﬁ ,
Fianderdadesiitalp b\pIOViteertedisdiordrats Povsepine SrmersaianorsPC”)

fopnatnEhe dRllgwingr isanexamplaslisteli slinisaldndrimatianthaiomaye
collected from the health related data 222: 15 Inpatient admission history

DR GERA P AR PP QISEHARSS SEhittaR) ERIEd® 1ab
resuilis denedisingiikadues pitabstey4sontet ahtheecidsic resylis paayided to

irrelevant for continuing care and may just.add to the clutter). | i st
EETHE B A IS o A TR TS S Bcr et hyaeabot
admicistefet: i ohalpatientbAeyliothest fnfotirabien titrtieib dondidered

relevant for copfinuing, fafe Jh QMY be aRpirciaied.thalithe above list is

provided for purposes of 25 examplé only, but that additional clinical
information m&PpécBhiAFEdFFSHTAHBUS entities.

Selected lab results done during the hospital stay (some of the test
results may be irrelevant for contiming care and may just add fo the clutter).

Imaging test results. |

Pathology reports, including reports of biopsies.

Medications administered to the patient.

Any other information which is considered relevant for continuing
care.

It shouid be appreciated that the above list is provided for purposes of
example only, but that additional clinical information may be obtained from various
entities.

The manner in which such clinical information may be accessed will
depend on the state of record keeping in each individual entity. In hospitals having
relatively modern electronic medical record systems that use the HL7 format, for
example, it should be relatively easy to gather the desired clinical information from
the electronic medical record (“EMR”) of each patient for each encounter, In
hospitals without comprehensive EMR systems, or in those using different data

formais, the information gathering may still take place, albeit through mdividually
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The manner in which such clinical information may be accessed will
depend on the state of record keeping in each individual entity. In
hospitals having relatively modem electronic medical record systems that
use the HL7 format, for 30 example, it should be relatively easy to gather
the desired clinical information from_the electronic medical record
("EMR") of each patient for each éhtounter. In hospitals without

COMPLENeNTNE GMPR SYRISMS s AL AR N0SE YSIRg QT ereRbdatafoRpats For
the Information gatherlng may still. take place, albeit through individually

- PPaTEPiHdebi pBY 5Pl e fligaangetiiccthlther gl he dereesstitiss or

daladyReskake leidahe padlelogytaperiaand imaging teatsiasulis
could be accessed by. building i%(?rfaﬁis specific theg%s errlls u%ed tc‘g“
AR T S CPRIST YR a0 el T e BT
ssiehesanvicasspnt anilhdivaual endee may Ssénmasanyuhdspitdisronifiers.

ow.an interface tq be use r i imilar -
i istite o SR e LR
RefevantioinfuryrrasioberaenpaisbtvourtcplassrehobgnpHanhas heystems,
SHGMh s M@E@Mi@ﬁ%&ﬁ%s@?@@&@?%&%ﬁ?ﬁ%@@ﬁ%&mn
and physical examination and discharge summaries may also be

S SERPTRF GBI RERS BRI QeSS hiaT BsH SEISER A S BE s etis
With s, ApEiNg aeRie Sy ipaliel] SUigRl-CRRtRIS, ARty ohele:tiies.

Many, if not most, of these entities have modem electronic systems

TR SR S LA Ak AR B SRR O TB G Systems,
infhichatio I A othipetibbe dhathitnie dibwestberiothef tedehmitjugsrootichbess
used to gather. the.information. if in. rmaty Iﬁ%@&%"ﬁf&%ﬁgn £
dgltsé:%i r%a%}r ?h%‘?ﬁﬁ%%ﬁ%ﬁ%ﬁ?ﬂ ?i;%gn‘% phit/gi%lans and/or .
phyisieiblh bffices’: There are thousands of physician-run clinical software

systems in exigiencewith margvasetyandhiass.Siandakdzatondn. erard
keeping than is the case with the other sources discussed above. One

APBrOSeRs A Y Bt AR G orl ROFPBHYSRIAMS & RN Slaghis Gt
infsrmati ansisno?é Ryaitablei fiierapayeelain Seattrguattionnpiradatd
d clinical dat%‘, and th%g foc%%? o%?cosb ?s!gﬁrs' ha%toi‘pfO@atiaon.ma h to
Tc%ﬁi%lﬁﬁ/%,hﬁﬁlemm Srmation which this JIncludes is rela |vefy imited and
cohsisismisinty ofme Swits pfstrnmtosts Wormine physiviamofficess not
3@%&%&%@&%@ qhide EKG S eRdIR0 SHeSERS Sate, and then

ocardiogramtests, EEG's, EMG's, nerve conduction studies, and

ufreistiunerebiz B bR HOpRYERGarT WeY Gf dirssbre aPpre 8l to

fagilitale andiincentivizR-Physisiansdapiavide isinfouvatasstoassist in

buijlding a patient's PHR is tg ask or
physic?an c?fﬁces. Examples of such tests include EK(’s, cardiac siress tests,

echocardiogram tests, EEG’s, EMG’s, nerve conduction studies, and ultrasound tests
done in physician offices. One possible approach to facilitate and incentivize
physicians to provide this information to assist in building a patient’s PHR is to ask or
require providers to supply the information to a PHR portal. In some cases, for
example, the supply of such information could be a condition for payment in
connection with the subject tests.

In some embodiments, the PHR populaiion engine 202 may interact
with the correlation module 208 to correlate health related data 222 and/or payor
claims data 220 with a health care concept in an arrangement of health care concepts.

Preferably, the correlation module 208 encodes the health related data 222 and/or
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require providers to supply the information to a PHR portal. In some
cases, for example, the supply of such information could be a condition
for payment in connection with the subject tests. 30 In some
embodiments, the PHR population engine 202 may interact with the
correlation module 208 to correlate health related data 222 and/or payor
claims data 220 with a health caré oncept in an arrangement of health

CBL,Consaps, Prelsinhiydacanlalion meduls 208 epcodssdheegi

ata 22 an or -23 payor cldims data 220 into SNOMED
(c8¢eteRatis OISR cledas e drwiBtislaEd degdused po taNDIRREF Borpdegpay

*}]?@&Qe&%éatﬁ%%%lﬁ%%@ prgh ?ﬁ%%%@%ﬁﬁﬁﬁt@laﬁe@ adnsedesinta the
the ent's n some embodiments, other health entries in t
ré%rglferﬁé@é&ﬁﬁ@ﬁ%@dﬁ@%ﬁﬁ&lﬁ&%%eaeraﬁ%a%ﬁrﬁe@%%ﬁe%gfﬁ8@
oro&lﬂaﬁotqrm{a@rsme@wammhfmrmﬁhtmmmmda}rsmiagrﬁewmye
usi es in the P R, differing types of en es such a
ilﬁ‘i’ %fgot%l\% S8 eSS calr%H STARS n%rgr%eﬁ%%/??géﬁe%s thedication
pradfileland dadreso Itsa,ctc@uldri@elner@bn@geﬁheaﬁéd@enwl&emb}bﬁﬁaﬁng,
daaaaieir.apeleAen.alasRaIaNeANd.SNRANGE d Nealih kekking

NOMED is a division of thé College of American Pathologists

(CrReRdIRBMEDR S ical Terms ("SNOMED CT") is a
scientifically-valigatedn FinicalhaabiearsiREpfolagyrag mrmﬁgirﬁwre

Health data can be captu d, shar nd ated in a jstent
B by O SR T HH gy LR e 50y Gery et
Cﬂﬁkﬁ&iﬂﬂl@&dﬁ{ 3b0eeeherarchit allysspecified Heallth @aa@mmapepe@,

iR ge eanings aadiegishassa et ubRRsACKl arbre;@e%
care pts have distinct refation hips that support reliability"and
ctemmm@ney creraﬁéﬁacr:etﬁaewawﬁn S¥he hitserrmatis srie kot fetalfiopare

medule:2Q8m ayhe, £l gg ith useirelatianiiable 20, AMRIE.MRY, these

map health related data 222 and/or payor claims data 220 |nto a hea

th
chralboriee penserlp e acsNE AR CoHPS B EISHRECE FrEjhldy arfSonmtyiracy
Vith @2 'fb‘ﬁq@zraﬁ patiaat dentifiedas, (AnRSmilh: Mbihis esamplesdhe

PHR includes a MPI field, w the MPI as ciat ith
4 RSB AT SIariIe PHRbIALG  Hgh At e codlr
ppegzeﬂuéenaﬁdtmadrﬁatr(amrérﬂtﬂ&mewhmhmeusr&\k@Mmc@éﬁwed
from ICD codeg, GPT %%cﬁ and NP o PRI R SRieg

In the 25 examp?e sh the payor c arms ata 220 is the ICD9 code of
2501005 e " chrfalasormmlodiie IO wwlideesrMiitadisnoDocestinmies MP1

the diahelesiBPRERRIERE:s discussed above. The example PHR includes
diagnosis, procedure, and medication fields in which the SNOMED codes derived
from ICD codes, CPT codes and NDC codes, respectively, may be stored. In the
example shown, the payor claims data 220 is the ICD9 code of 250.00. The
correlation module 208 could correlate this ICDY code mto the diabetes concept. The
PHR population engine 202 may include the SNOMED code associated with the
diabetes concept into the diagnosis field of the PHR for Ann Smith. Other healih
entries in the PHR relating to diabetes could be associated with this entry in the PHR,
regardless of the format or mechanism from which the information is derived,
whether from an ICD code, 2 CPT code, a NDC number or manually entered data.
Physicians, patients and others could then ca,tegenze information related to spec1ﬁc

health concepts using the SNOMED codes, including visits, illness/conditions,
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PHR population engine 202 may include the SNOMED code associated
with the diabetes concept into the diagnosis field of the PHR for Ann
Smith. Other health entries in the PHR relating to diabetes could be
associated with this entry in the PER, 30 regardless of the format or
mechanism from which the information is derived, whether from an ICD
code, a CPT code, a NDC number8r manually entered data. Physicians,

g@éﬁg %)%Qt%ngg%%&%ﬁg ﬁ@&ﬁa&é&%@,%%ﬁﬂ@&ﬁ@ﬁ%&%!ﬂ ted fe.speific

s using the SNOMED codes, including visits,

ilmsslchialifidrsisoal theddBH Gedd chaish GiirsnepRame i BHEh &Y FhemIliy2-

agfinn planfpiakfesuliserLeler rlateddaiarTheuseefithadil fieldn
could further enhance the PHR system 102. Since the MPI .|de%%%§§]i&§m

pRAREAP e FIATSRERIED CBHE cRISH RS LA AL LoHREpE
systamdideimayaplicsk efdpl esenteiverss tatacied PriRdhabeath Sdoe
organized, stored, viewed, and managed by all interested parties in health
cAPESHFERESictions. The PHR system 102 may include an access
management AibgRERE6IeTHE Aovesschdn g aerent mRodaRrTTA NG O-

interface 1 jer or
Z‘Eﬁ?&?&%ﬁ?ﬁ%ﬁﬁ@%‘%@%féféﬁ%%%ﬁ%%%%ﬁf&%%%ﬁ%ﬁ%@f?i.f ‘

v iarhey SO sn EELRIcR RBRP S IR HERE LS ATSRSERTATRS Miotitle 216
Mayspravide awebrbasedporiahio ascess RiBedpihaiRbiR daiabegement

200. In some embodiments, for example, a patie ay acc is/her
PR NG B4E G BERAGT #7O0GH it
system 102). 15 This would allow the patient to supplement his/her PHR

with additional informatian, , such as over the count ICALIONS . 1er PHR
allergies, imml%ﬁi%%rﬂ%ﬁg?bg%#l?%’gg igﬁmo%lcf %fls%ﬁ\%%\? his/her PHR

usinghthe ehetess matibdurient ghodoleep tGUReH aximiptd ks iR AP2)-
;ﬁi‘gé é@&}t{ﬁdaaﬂm&%%%éﬂpw%g Jaeligand stherinfosmationinisiheion,
via

e web-based portion (or other connection). In some

cRetintstarEdle aRater dshE BPPankfteAtc S8 Katams e ords Retia* could

PHR may he/sentofladifonoxanpiataphysicianmaynol Wansamalerie
to view the Igb,resyl s until. thelg ésician ?tas r Vit ;/é/lel% Qn%[d oﬂen%r‘u]ués/
ARBISTRISGI i 88 i R L O Ph B R § eie

h
s thE aceeds management mo
e b eicdnfigubeshteddataimnine whethenretonds in thenPRulmatradseche
"released: for patient access: If ok, 1%, a6C eSS NANAGSIBEN fgauls: 21.6
2€1W8§|§fﬁ§§15%%%‘3%$3 8act?eﬁt to vfgew any "unreleased" entries, but only,
akoarmdcasshisiCioleagensiraeptdgationt to view the [ab results until the physician
has reviewed the lab resulis. Accordingly, in some embodiments, the access

management module 216 may be configured to determine whether records in the PHR
have been “released” for patient access. If not, the access management module 216
would not altow the patient to view any “unreleased” eniries, but only allow access o
“released” records. '

In some embodiments, the access management module 216 may
interact with a security module 204 that restricts access to PHRs m the PHR database
200. For example, some providers may not be granted access to portions of the
patient’s PHR that may be considered sensitive. Whenever a user accesses a palient’s
PHR, the security module 204 may evaluate whether permission has been granted to
that user so that only the information contained in the PHR to which that user bas

been granted permission will be displayed. The use of the security module 204 in this
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In some embodiments, the access management module 216 may interact
with a security module 204 that restricts access to PHRs in the PHIL

- database 200. For example, some providers may not be granted access

to portions of the 30 patient's PHR that maybe considered sensitive.
Whenever a user accesses a patient's PER, the security module 204 may
evaluate whether permission has pesn granted to that user so that only

e niermation.GoRaipedL e R gy Qé%&&%%&ﬁé{}ﬁ%&b 90 &Iﬁ%ﬁ?&

permission will be displayed. The use of the security mo '20_4_|n t "
_ 5 patr e AIRswvA sadrdpiip eansiers fpe spmoldopes s iefidgheipcluding
Pﬁﬂh&%ﬁ&i@%ﬁ@!ﬁi&ﬁ%ﬂ@gﬁ[‘ RR-SReciRk BR et RETEISSIRNS 4Ry

various types of entities, including his/her spouse, family members,
PRSP EarlisHar el E SR B IR AR BRI B RIS 2 e taiucd to
"hedlibecarepproviderhispitatc ackit: berbroadly cansirjstorterbmnsithigearm
persons wha proyide health care as part of their job. E}eﬁ{%o gggigtie . In
some embodiients, the p‘élﬁen%ymgy sbeéﬁw})%éc particu ar individuars to
whmisgiengnssjors gralee Granted! Pemiissmuf phlirnissipnsagdesses of

PHYAGH COREAINT Ol RATSHNUNIGR AYBIOW A NIHeE Lavel Ol USAdE , A% om

well as better care resulting from more patfients sharing data electronically
WIRTERAF pita RPRARE SrBVitres Uiicalls PIEIRLeD saddniecanstinientbe PHR.

portions of the R kiR MavdaeRiatesteaay dhenseanitnmodyle 204 basest
on the types of h§alth information that gﬁgatient may. consider sensitive.

FEFERENTIENY pEESAEMST DIREMD 2SR IR HaERNET PRy &R ¥ ve
fulbaddessteithelr Variausnfiizespaanditian distt whilbre gid cingnacdcgssikian
selected.diseases, sych as sexually transmitted diseases or.ps gholo ical
R B el
cetisitiel dbsensitvel) theswellrityansodisé dopsenay voydidmeibathsenior. If

the, PR b D riotesied dale.class.fink, Sxanpie.iformation iR ABHR.

related to reproductive health, mental health, HIV, genetic testing,
aBBIBH 286K graNshifi arepd e S HHilde s apgke el dgtaplise, For

AlRSsfenaseRive IBSHERRRYUSEI0s Reslreh:sRxUal @ssamnihand/er atirer
sensitive 20 health issues may be considered protected data classes.
Eﬁ%%ﬁﬁ?@?ﬁ%z%@%%f@?ﬁﬁ@éﬁ%%ﬁ C&Sﬁ?g‘?feﬁ]r‘f%oﬁ PGt Ritase:

healtls issuesceptitd bevesndideredngriotecied dataalassesonQficoueseitte
iated that iti I Id. be added and/
stoul Resepresiated hataddiiondl dota classesccaulahe sdded andior

| |I$t of protect lata classes. In'some em I(%ci'ira}ﬁreents, the
copretanivalest paybichl aipeddaraciiE /o depstifa braitd gata imyd 25 considered

QMER £pdassas. descibed ReiimapayRe-usest 0 £R05EE B classes

PHR into protected classes for restricting access to the PHR. For

e%ﬁﬂa}l’@ 384eh woMesed from the list of protected data classes. In some

embodiments, the correlation of payor claims data and/or health related data into
SNOMED codes, as described herein, may be used to categorize the PHR info
protected classes for restricting access to the PHR. For example, sach SNOMED
code related fo HIV could be associated with the HIV protected class.

Embodiments are also conternplated in whick the security module 204
may restrict access based on functional areas of a PHR, By way of example, function
areas of a PHR may include summeary, health risk assessment, health calendar,
medical history, medication profile, visit summary, health event record, illness and -
conditions, my plan for health, account summary, benefits and eligibility, change

PCP, claims, membey information, referrals and authorizations, permissions.
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code related to HIV could be associated with the HIV protected class.
Embodiments are also contemplated in which the security module 204
may restrict access based on functional areas of a PER. By way of
example, function 30 areas of a PHR may include summary, health risk
assessment, health calendar, megi'ggl, history, medication profile, visit
summary, health event record, illnéss and conditions, my plan for health,

account summagys 2eAEfits.and eigRilitg chaageLBER LRIMSMEMPE may

information, referrals and authorizatigns, permissions. -26- The security

ARSI EA bSO\ seH AMERT THPcERse! armra ol e thay Rodgghodiments
pretesiethgniR Classesiangideivncianadiareasseftistier REIRI prevent
Embodiments are contem in which tient may revoke consent,
ey ey A e e e P £ 00RH
emlesdinentsnapatiged dutydestrictB/acfesgitogenzin prctecidddata

gAggf%%%%ﬁ%%t{ nctiondl frean Lsheuld be: apnrgsiptad fhakihere could

a varlety Of reasons 10r a patlent to restrict accéss to protected data
atasseishidior ferrstio Al A o s rEsea e caspEie it PRESORBIAAAT Want

dinician shesialiststo-sesrinformation AntdeatadtostReiisperially: Qi 0aY a
not want a spouse (or other family member) to view medication

iPSHRTATO AT SETHE FPEB oM METE HE ORI Fdfite Z0¥Niay
praviEEnam LI e Ressagadt akcERSHaenrsstiicie drasemdssafieiNpiecksho 2

some {:%ses the rot(%c ed data classe and/?r f &tjcon | areas that have
resmcied are f{é attempis 1 dqomle SﬂS&S ﬁhea;]o ect L%ﬂ aild CiASSes ar ?I
been restricted may not bé displayed, 'which would prevent an entity

bisingjoestrctediroinyeatizing it restrividre piplatevifch spouderetent
patisirevewed hisher BHR 98P R RstheRipieaieh 0213 ClagsEs: of 4

from which the 15 spouse was restricted may not be visible to the spouse;

RAERITRY PN BeSRH o fifd ShtmisothRErtscted fHttsli s abeaseihiy ke

RERwasdnRifeadmHayre.fishaws an examppladierier dhatad gned would
patient to restrict access to portionﬁ]tg%ﬂ]?%!};{/;er PHR. In this example, the

Pl AP AL & ERBE AR BAEEES Ty Vst R5Fe provider called
"Doctor AllbetiggiirAs shoversntheappiienidrés 2 heevidked Dediart Adlbattérs

access, to all .protecte datgaﬁﬂa ses, except information reIath %% glent I
‘ t t .
T B e R SRR AR 8 e
fuigbtichakdredtd, darspraednpddih SngodéiddtiecCeds Hyhvsutdha FRHEL has

may. e sstallished . Far exampleng,Ravqtdnay, defins default Aecession

rights for each of its 25 members, Embodiments are contemplated in
ViFlRCH et fteatBe 48 ML BORRPBUSH dve ARG ERIGTS s &GeFss to
agiretionshipegender, age and location of the patient.

In some embodiments, default access rights to a PHR may be
established. For example, a payor may define default access rights for each of its
members, Emi;odiments are contemplated in which the default access rights could be
based on various factors, such as relationship, gender, age and location of the patient.
In this manmer, a reasonable level of access rights based on the patient could be
established, even before the patient customizes the access rights as discussed above,

Embodiments are contemplated in which the security module 204 may
include role-based security. In such embodiments, the users may be assigned a role to
define the portions of the PHRSs to which the user has access. This eliminates the
need to establish security access levels separately for each user. For example, each

role may include a security profile defined by the organization that the data that would
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In this manner, a reasonable level of access rights based on the patient
could be established, even before the patient customizes the access
rights as discussed above. Embodiments are contemplated in which the
security module 204 may 30 include role-based security. In such
embodiments, the users may be assigned a role to define the portions of
the PHRs to which the user has access. This eliminates the need to

eﬁ%@ﬁé&cﬁ?%‘&iwmﬂ%§ﬁ%ﬂ@!ﬁéﬁm %@ﬁﬁ@ﬁﬁ MEShFRORERMPlethe

each role may include a security profile defined by the o anizaa jon that

Rl BB IIECASTISE RE e, W P P SO SR Brel RGSIRC
plan: ecttacmay beopsaieciedibiiie role that the health plan defines for the
user, while the hospital data ma rotected atale th spital
has defined. IN°s6Me &M Oé%flrﬁ%yrsfg%%%cgrg%ﬁ@%rxﬁ%ggfgéﬁ%%glﬁ germit a
Sreeisicittioty te: becondddd dereitatestaimsironestant esarplcelanipie, Al 2

@ﬁ%s%l%t@v&@y 2 'zcégﬁll(%d’ i?d%%ﬂ%?giﬁﬁé 29 atfels) n@f 4R, f@y allowing

rgency care. By allowing some restrictions to be overridden in certain
CHENPTSEREEESHII DA PR A BGHEEIRE IRRS LA RLLN5RS e Yor

eIPRGRRGY: SR Yhena PR dataisreavires-duacte iRstaieiotdheired due
patient. 10 As shown in Figure 7, for example, a user may be presented

WiRtihs SieHREEWSAYRHg that permission has not been granted to the
portion of the Rls et infighuactdssdsaanught ubert ithat themxestristionh a
may be overridden.. In this example, . the word." vl ‘H@P@x‘é’}@{ﬁ i
h‘;?’bé%’.‘méyi ‘5{1151%\%3 %ﬁglﬁsslglﬁg)agor\}%trh%él t%?g iregs%té?é%% g}ﬁ%hou!d be .
aphidtiatadsttaoRurbu? tispiioyvided dorpugydueeverridiesan pis Btk

ngergys-different vpesigh yseripieraces.caulsoenusae 1o aloW® e

restriction to be overridden. In some embodiments, the user may be
reeiieiito BrewRukl R eBEHIAST. G IgING Airdiiteh [ ESIBRERIAE, as

shown,in the dustpiveraindimantds oFiguredtheysailmiaydedaionied a
to select from a list of possible reasons for 20 overriding the restriction

aFRAPEFFREAREAY Bt S eason. This reason, along with other information
regarding the Gvesticecmiayibestotke wyrthasbeuriyirndtubeiil aasason for
described herein with r uglit] SeaUHEYmedyle
28‘Zlernr11a§/n r%léetse&g:ﬁl%%dﬁgggﬁ%%%ggnggﬂgﬁégg&%Eaﬁsptg%_?l?nt%ﬁPER. For
ekigapslé, thetaatinatidy Mislde wheecpEamgsishalagssiipteas s fho

WaAR-HARET PRIMISSINANNR Fesrrdedihe Sraming ohibe-RerNissiar-amd
what permissions were granted. In some embodiments, the securlt&/
| @Q@mﬁgy regafing the override, may be stored by the security module 204,

as described herein with respect to anditing of the PHR.

The security module 204 may create an audit trail regarding accessfo a
patient’s PHR. For example, the audit may include when permission was granted,
who was granted permission, who recorded the granting of the permission and what
permissions were granted. In some embodiments, the security module 204 may audit
whenever a user accesses a patient’s PHR. For example, the audit may include when
a patient’s PHR is accessed, who accessed a patient’s PHR and what portions of the
PHR were accessed. In some embodiments, the audit and permission data may be
stored in the security database 206 and/or in the PHR database and/or other storage
location.

Figure 9 shows an example audit report based on information gathered

by the security module 204. In this example report, the user “Doctor Allbetier” has
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whenever a user accesses a patient's PER. For example, the audit may
include when a patient's PHR is accessed, who accessed a patient's PHR
and what portions of the PHR were accessed. In some embodiments, the
audit and permission data may be 30 stored in the security database 206
and/or in the PHR database and/qﬁgther storage location. Figure 9
shows an example audit report baSed on information gathered by the

SRCHERIMRAUER 204 JRithiscexamplenr SpeM: the fdeebehetiey. Allbatipne that
has -28- accessed the R of a_patient called "Ann Smith" on four )
OB AL RS §“b%818$ %%%ﬁ%&@&?@&%%ﬂé&ﬁﬁ@%ﬁaﬁ&?m
theaiidiP Faporisnotessthic Haténdnchtitioa ithatthEPtdRvials RocessdtheRar
information.in the PHR to whij octar Allbetter d, ihe le
it o SR B IS Gl R et
reagohdotaacedesngetim PRRPIFRthis éxanglapthdlifr SesintieDberser
AllRstier accessethiNe MERy fe/ahe AL AARSRRELL BSCHRS: HIalRRIamRof

the PHR. In each of the other three occasions, Doctor Ailbetter overrode
tRacP eI SIBIsE 8 s RssasionsiRABhAF BFEST CRITIN Ao PAPTERGTS o access
o etecteshdataclass(shownasRDer)asparite tRiRggeRey.capPe X0 49
some embodiments, the PHR system 102 may include a data analysis
m&ﬁmgegfﬁgeﬁﬁé data analysis module 212 could be configured to identify
patterns or relatiomshipstinddatateothtaiit dystbe PHIRudmtabhse 200 4or a
igle.natieal s acrane MRS oRlRRR-on L xARe [ it A0alNRlS
modle 212 cou perform population studies across many healthcare
evsirasssuchlaiestatianiapreepaiieefn Bie ShidHabans 80dpr & single patient

co-mesbiditiespndhe sadedying.cordiipnRIassduresand. medicationsform
Due to the plurality of PHRs in the PHR database 200, the data analysis
rROERAIER I AFRATRS AL Y ORRIRG S &R HEM A& B gt PRAS FHe

datadanalysis aneduleRdRdatdd proddedn duicemesimepsitedmentnFor
example, the data analysis . mod 12 could .identify the.medications .
e R SRR T e e
anothés médmiﬁyﬂwdda@lamysis meduler2t? eindtdegompeydafaenalysis
r?r?é&ﬁ%eoi1%9&%’%8{%5@%@ﬁé@ﬁ%ﬁf&n@%ﬂ%@éﬁﬁﬂ}ﬁeEh%@?ﬁ%lysis

the data analysis module 212 could analyze surveys in the PHR databasé
2m0Fdgardinguide EmbtyferasdiontivaathseMieredhsgaoesudeeesibstiments

inahioeNQMEDR encodingrisnyeed casgesatibed2 aherainmiimidate could
analysis module 212 could use SNOMED codes as a mechgnis(%to tie

ThEaEee
Ofhe data analysis module 212 could analyze surveys in the PHR database 200

regarding the effectiveness of treatments, drugs, etc.

In embodiments in which SNOMED encoding 1s used, as described
herein, the data analysis module 212 could use SNOMED codes as a mechanism to tie
events together, to identify paiterns or relationships. For example, the use of
SNOMED codes in the PHR database 200 aids m oufcomes measurements because
healtheare events, such as conditions, procedures, medications, and survey
information, could be tied to related SNOMED codes. By way of example, survey
results covering the effectiveness of chiropractic care for back pain could be
measured, as well as the effectiveness of wellness programs. The use of an MPI
could also aid in data analysis. For exampile, the use of an MPI ensures that all

episodes of care, as well as each clinical event from the various data sources, are
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SNOIVIED codes in the PHR database 200 aids in outcomes
measurements because healthcare events, such as conditions,
procedures, medications, and survey information, could be tied to related -
SNOMED codes. By way of example, survey 30 results covering the
effectiveness of chiropractic care for back pain could be measured, as

well as the effectiveness of wellness programs, The use of an MPI could

alsp-aidiinrdatshanalyeis: fiseexampie dhetissaoban MPierstingaihetesint
episodes of care, as well as each clinical event fro thﬁ%vari lég(goataaredm
s areHOBBALOR L RS E- R SPRATA SRR WATHS Corect
patiensnBy:saltectieg allaelgvantnhacithebiérinfonmation fotafpatiditrdata
analysis is greatly enhance iti st
AT S ens relinglanonen e
havéutoMa fond differamesources RutieRtieoiekints arARSR Bedication

%%ﬁ%ﬁ%&@&%@%ﬁﬁﬂﬁ&%ﬁ%ﬂ%? dbaton taking.s pedtisular

edication are subsequently treated for a particular condition, for
exampIe. By Wiy e EHD RS S SRUGHE RS BIPERMBHTHE 5 RaSEId
anRlyzevaawnpsany Ratients thataye had: dgiverususgieatqroeedetedad
been given a follow-up laboratory progcedure., hi e embodiments, the
f%&)})ﬁ%?gajée t%?’l ﬁl&% vstenaﬁ%g]ﬁ?f Jﬂ%(',ieuﬁ? a%&%énng

PHR system tering module tering

megdhile 2158 May fiedopfiguidd 2b5change mofigetd iarhatige redeORGT

R12. L0 B MISHEAASRL E Y SR ORY thisdReRpt thal dhen TliRting
module 2 may ifter the patient data to provide either a higher level view
oftitarfogmotive Rlitmaot dasathe paprIRiafdp exaiisieitbens %é?%?éﬁh"ﬁw or

PHRJ&Ipted 1o apaepticigandition: thaedilirriaennadule R §Bwere related to
configured to provide a higher 15 level view, the o%tic condition,réniaéy\}té‘féFér

SRR EPBIEN 46 WsT BHHRIBAIOAYS V¥ Fre ARESHT THe f6"
crrfipuRd Bepravidemiiowentevel diewibdienapti sotditiphiceaybision.” If

described as a 'st lococcal.eye infection,' In.some embodiments,.the
t

sttt G R i LS

SNGRMEDhigrar deyctibadpsst Treptadototion efdiatadiet.is 20 viewed by

the user. For example, fithe filleting meodule. 218nwere sonfiosuedfontha «

lowest level view, the user may view a description associatéd with the

INOME B seddovinieMIANGR biriech 1 0 bBIRTGER B f6ro4 FrgHbst s
leyabuiew, dha userrmay Mg, ardesaiHan Asgariatedwith @inglecd for the

generalized code related to the SNOMED. code stored in.th ient'

YR b xS TR ASCRETS 38 Rl LSRR TV

highdevelhden:angrtioe SNOMED:contepteefatechighthcl SN OME Dicoge

I e AR ML KN OY IR0 81 g PEL A VIEN IR TI0HEG 1o the
SNOMED code stored in the patient’s PHR. For example, if the filtering module 218
were configured for a high level view, and the SNOMED cencept related to the
SNOMED code in the PHR were “kidney disease,” the user may view the more
generaiized SNOMED concept described as “disorder of the urinary system.”

in some embodiments, the filtering module 218 may be configured to

filter patient data based on the type of user accessing the information. For example,
the filtering module 218 may filter patient data unrelated to the specialty of the
physician accessing the PHR database 200. In such an embodiment, physicians may
be associated with a specialty code, such as an X12 code, based on the specialty of the

physician. A cross-reference table (or other loolaip fimetion) may be provided to
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generalized SNOMED concept described as "disorder of the urinary
system." In some embodiments, the filtering module 218 may be
configured to filter patient data based on the type of user accessing the
information. For example, 30 the filtering module 218 may filter patient
data unrelated to the specialty of the physician accessing the PHR
database 200. In such an embodiment, physicians may be associated
\§éifran BRat Bl -0aaeSISOBNETS @il baseade, thasedtatthe dnetialtynghitien
physician, A cross-reference. table (or other lookup functign) may b :
gttt e A S e Y e
spéuiahyusqoié of. treapbysicidhe accessin gviiepptitienidatalevethis msiherer,

gg%&mii%wga %%9 g,xf%mqﬂsgimcmig BINOYS ANGR! a1, butwill

h
presented with patient data relévant to his/her specialty. Of course, the
pHyL iR pRBg it brimearshg HveiTe DT hdivlesddditional

patient data thatypayethe-assesiainewithhishensheciaitynyms may be
Embodiments are contemplated in which various synonyms may be
ASOSHA I A FeEA B R e h e BE ihthe BH ﬁ?#%?‘@x%?%%ﬁ%é’&ﬁm
PER ixthes£HER cdatdbasd 260 maydrelude Synony s syne fynao s
descri EiTonsfoLoggI r. mare tri&s in the PHRIthat de%cribia the same
11101 188 1 L that descii € samie medical concept, sucll as a4 Condition,
medica concept, such as a con(%tlon,aﬁ) procedure, etc’, using varying

temidotegys The fitermiaioduieo Ry nTiy Gipiay thedwyritfymmytdsity the
hestsuieth: R e MR AIUEEARCESHID%.RERRREBIPRIMENSi#G:s arc

contemplated in which certain descriptions may tse medical terminology
WISt R ERiRIGHY PRESFIDEERYIRANS TRre tarERalnE avhile
@%H%I%hmiaﬂs faﬁ%‘h@é %ﬁ&m@maﬂﬁwm SRIRYHAS alﬂﬁaéhﬁé@séﬁiﬁggilel
a healthcare provider 15 accessing the same entry may view "myocardia
i %fi@ﬁ&{ﬁﬁg S FatiEdts S%Téwt?ﬁ ﬂ‘ﬁlﬂeﬁsﬁlﬁa@&ﬁ%ﬁﬁﬁ%@?ﬂ‘éndly
tertesiwvh ereasheaitly eare yroviterscadch iasrphysiCiahs atidwussgeaycan
view detailed medical terms. Figure 10 is.a diagram.showing acts that
B R R o e SO P BT B AR
PhIRIGystamd HOPsmagractessigribel 1redprovidad - with payer claims data

220. In some g qug'&t&a@%@%&ﬂ@\?@%{% fi’xﬁ%@r&%@;&ﬁéﬂ%ﬁﬁed by the

comprehensively coded using the SNOMED codes. Using the payer

GERS i 299, Ipeopgrraledarinin S RtETRmmE donay detesien be
ipebividstahanchaRiRiathe diagpDsiseesaAsspemiashwithSopast el Chaim.

For example, the ICD 9 (‘International Classification of Diseases, 9th
BT B BT B N P BHATSTE P B RERBY
pionesdablack, 180 2HRoloveing (i sistefsithaiR Rr sysieonsd 02imaiyal and
e RSN SNEMER 2208 assaniated Mt e AIR0NesIe.6048. "BiSien o
(“International Classification of Diseases, 9th Revision™) code may be determined.
This operation is represented by process block 1004, Following this step, the PHR
system 102 may retrieve the SNOMED code associated with the diagnosis code. This
operation is represented by process block 1006.

Next, as illustrated by process block 1008, a health issue record
associated with the SNOMED code may be retrieved. The PHR system 102 may then
determine, in decision operation 1010, whether the subject information is already
described in an existing user record. If so, the PHR system 102 updates the data, as
shown in operation 1012. Ifnot, the PHR system 102 adds this information to the
user’s PHR, as illustrated by process block 1014, If not, the PHR system 102
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operation is represented by process block 1006. Next, as illustrated by
process block 1008, a health issue record associated with the SNOMED
code may be retrieved. The PHR system 102 may then 30 determine, in
decision operation 1010, whether the subject information is already
described in an existing user reco% . If so, the PHR system 102 updates
the data, as shown in operation 1012. If not, the PHR system 1.02 adds

%&@5@%@&}@ 1he ysafsiHRnas diusiiateddy process block 1014. If
not, the PHR system 102 -31- populates the user's record with the

identified healhaddibon i Heiliog L RRrRiAY Sladidss Eddeclsentizsr iR
IR SrcadesisheRitRnsysiemumay dsosaigiasiiPe Pooeciercades.

ch as CPT, ("Current Procedural Terminology") codes, from.each
i S e DA s D ASaeby B E SRR e 220
1DABEsABcSICHSH by rotessdiocikdods itk PHR, dysTHR 592amayl2 may

.. oucLOSE ik P
e A R el

wittethd elipjaes BN oM ED edteaatiop Beratnevsinted Witk theatbisgt
RIQenasBlosk 1020-cHReiRRR SYaiemAad MaydhendeternineTin PHR

decision operation 1022, whether the user has this 10 health action as an .

SXREHGL SRR IHSS dFEBHIR BAtahi NP iitel te AT thdsaiskas this
hleqkhk034n HsnatethehRHR Sy Stese, 102Patidsyhisdn iy matios thahetuser's
PER, as |ll d roce lock 10 In.some embodiments, the
TRt T e P i 0 DO S W e
rBlaRe 4 nfosritid byl p:ives dorcldiths data 220. 15 Process block 1028

represents the, operation of determini @&@%ﬂ%@%@g%@%@@@")

number and prescription number for medications identified in j[hegayor
aannsiga! HIESRTBTABTBIA RS iBdonmeén A e IRYSy Ststng gate 220.
deteupinesdn odesipien-ARerstiperdfdDo. rdiethentbe msethes tNigtional Drug

medication or prescription.as an existing entry, associated with this
AP BT AR EORH R AT RO e 0 70 RSBy 5Bk

hingkd 032, asinenassdry:iting,itHeRitREystaIH R A2sacoylizes:rthiges, in
infornation as, bei ew, information and adds it.to the medication profile
S A aa IR PO D A0 ARl Il e
sonsEremboy arrenissthei s syoteds1 ADvmycbE odnfigeiied wuptslate
angiorapdate a RHR Using herlthuglated fata 2226H0MRR8NEY £&-8enizes

payor 25 or laboratory organization) other than payor claims data 220.
PRECEET BN 10 BE e PRSI THE Sheafgsdt e%é“‘rﬁ%ﬁﬁ’r‘f@t’tﬁéﬂ%‘k?raé@e
gnafos rasidtsreaiRmdhelicated by processor block 1034,

In some embodiments, the PHR system 102 may be configured to
populate and/or update a PHR nsing health-related data 222 from an entity (e.g., payor
or laboratory organization} other than payor claims data 220. Process block 1038
represents the operation of determining the lab order and/or result code from the
health related data 222, As illustrated by process block 1040, the PHR system 102
may retrieve the SNOMED code(s) associated with the code(s). Following this step, a
health action record associated with the subject SNOMED code(s) may he retrieved,
as lustrated by process block 1042, The PHR system 102 may then determine, in
decision operation 1022, whether the user has this health action as an existing entry.
If sc, the PHR system 102 updates the data in process block 1024. If not, the PHR

system 102 adds this information to the user’s PHR, as illustrated by process block
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health related data 222. As illustrated by process block 1040, the PHR
system 102 may retrieve the SNOMED code(s) associated with the
code(s). Following this step, a health action record associated with the
subject SNOMED code(s) maybe retrieved, 30 as illustrated by process
block 1042. The PHR system 102 may then determine, in decision
operatlon 1022 whether the user ~}rs this health action as an existing

iﬂ% QSRR VRIS ﬂ?&ﬂﬁéﬂ%g%‘&dw aERR ek HQ24.

not, the P R system 102 a s information to the user's PER, as

|(mgu£&5&j9o§p@¢o€é°§sobﬁmwmcqm@h Reshad BRI, dpectingntered
f&@ﬁg whichethg, RN MEL Gase e gesivess ﬁﬁgwdﬁ@p?&m&%eﬁg%n of

code, Iab order and/or result code, directly entered_data) ma

feSiondtrmmy HeR b et A B RO BRIEFE viahar &b &Pr%fﬁﬁﬁfé’s‘fl that
ﬂn@uﬁﬁ@ﬂmtmmeﬁﬂmwﬂmmmmw&mm dereeddizshodlddaeceived

reci that5| fi tion, other aSN MED..code, could b
RNt SR e e
thevicomiproyvijpe mﬁsam@rsmmdematégls@émm?@m&e p@qwe@tmgs

REY E%%%%ﬁ‘?ﬁé%&?d%%@&Jé8@&&%&a§ﬁh°4%é@§1 fipta and/or health
related data received from the PHR system 102. Process block. 1044

represents antepRFETOPPIVHETE ERPIRETS BE CRETaRIBAV LD TRIOTHA AP ARt BIter

RiSPRBEEIPIR s Héf@'m@tl?&ﬁﬁ@iﬁéﬁbﬂ@ﬂ%@fﬁ@b\rﬁﬁé&réﬂtﬂ%ﬁe that
gwd%ﬁgthe user through th addltlon of health record entries in such a

P {Rt S WARR RS B | QESW}‘[’F\% Bhiara SNRSRAE B LG Stihe
asather eonnegiiih applicadionimarketed by F1eAdEIDed0bthe présent
|IC n. Foll qwin of this |nfor tion by the use
o O e Pl ing
tsershyEResiifostraio byt dses shslGEIR1048mIRRilasky s lseribpondes

REQVIIEI QT Pﬁ&%ﬁ%’cﬁ’)h@@éé@@ﬁ@@@ﬂﬁ%ﬂ%&%? HP&&UE&H sgdected

user, as indicated by process block 1048. This information is also

preferably entef@dai% dMsATEFaRePIRE te (85 AfSEER SofvaFater
Bﬁ%@wﬂﬁﬁ@ﬂﬁd’t@ ?@Qitbf@%ll%c%daﬁé@mﬁﬂﬁﬁﬁfcﬁbﬁﬂo@@sﬂi@\ﬂgwﬁﬁ This

20. || trate fi Il
RN IESEdS L O] e B yctert 20 S M GHTEaH AP0V ine
Sulieciigsnes anikaict cnscancastores arsdrtedakeﬂt’i]e thevRHR; Biakabase
19?9&(2{%8 §§’%pog%t§o ase #ﬁ pEQyided as part of the connectTM application
efe

rence ove application-specific identifier may be assigned to
each member 25 pynthensomiebiralisotwaser Redeass bHilbe KB szstem 102,

ilustratestha, processingef ANBCeesadiegest BRd and tracked in the PHR
database 200. One such data base is provided as part of the conmect™ application
referenced above. An application-specific identifier may be assigned to each member
by the connect™ software.

Process block 1052 illustrates the processing of an access request by a
member or user (1.¢., one of the individuals for whom a PHE ig stored and maintained
by the PHR system). A properly logged on and identified user can access the
information stored 1n a PHR stored in PHR database 200, As discussed herein, the
PHR system 102 may verify permission of the user as to the requested portion of the
PHR, as indicated by process block 1054 and the security database 206. The subject
information can be displayed in a variety of formats and using a variety of display

technologies, as iliustrated by block 1056,



member or user (i.e., one of the individuals for whom a PHR is stored and
maintained by the PHR system). A properly logged on and identified user
can access the information stored in a PHR stored in PHR database 200.
As discussed herein, the 30 PHR system 102 may verify permission of
the user as to the requested porti riof the PER, as indicated by process
block 1054 and the security database 206. The subject information can

be displayed ig;g, yaHety-Qf-formate A N SngR FAEIRLY oS dNsRiad erence to
technologies, as illustrated by block 1056. -33- Although the present

aisEIpEaT aoRaRs DBSIYHES ERD SRR, LFRIB Beartering dreamgion, one

airfalsiana e edimentsripnhthedaregaing seserpion tenavekillechinl
the art can easily ascertain the essential hara%teriag(iecs of the invengon
YA S B R PRGBS E e b RAK (4 A P& rious
uses:antst chaihoterisbesiwitiont e panting:ftemithefSpiriaadissope of
the invention. -34- CLAIMS: 1. A method for generating a
personallindividual health record of a patient enrolled in a health plan of a
payor, said method comprising a computer performing the steps: (a)
enrolling a patient in a health care plan of a payor, wherein the patient
undergoes encounters with a plurality of health care providers regarding a
health related issue of the patient, wherein the health care providers
request payment for at least a portion of the cost for the encounters from
the payor, wherein the health care providers submit health related
information of the patient to the payor to support the cost of the
encounters with the patient; (b) initially establishing a communication link
with between a personal health record ("PHR) system and the payor,
wherein there is no communication between PHR system and the health
care providers and between the PHR system and the patient; (c)
receiving to the PHR system server a payor data element indicative of a
health related parameter for the patient from the payor via the
communication link, wherein said payor data element includes payor
claims data; (d) extracting at the PHR system server encounter data
comprising at least one of outpatient encounter history, hospital
outpatient encounter history, and hospital admissions data from said
payor data element;



(e) determining at the PHR system server at least one universal health
care concept code corresponding to the encounter data; (f) creating at the
PHR system server a personal/individual health record of said patient by
storing one or more entries into said f&rsonal/individual health record
based on said encounter data that was extracted from said payor data
elemepi.and associating the universal health care concept code with each
entry; E’g{ﬁ'establishing from the PHR system server a communication link
with at least one of the health care providers and the patient; (h)
supplementing tonthtaRHR gyrsteingerverssadlipdvshnbléativideat biealth

regichydihpupRiemeaial saiaracairdiiemdbrdeathsmprayidess and

the atient; é associating at the PHR system server an access list with
?fg?e? (i, %gﬁf(’e Fof accessing the personal/individual health record,

Whereln said adeessrfiinccansyeras sartihersopaliacrravel weaten the

repeieninicde: tesy igtesuarirohventissrand otncanseasiie et ofremirties)

ba}%%ﬂh%;&"&i Wiye 5?%@85’6&&0%%%%9%%%% %a?esa%ﬂé‘éﬁgrw%s‘%a‘:h

entry In the personal/individual health record; -35- denying at the PHR

sﬁ&fﬁ?gfefﬂiﬁ IReEbaS 6 I RN T SBRIdRENG %’PF%&‘RW?’H fijgthe payor, wherein
pehedralimesvidualiHes tybeddres| i riatedindetwetion v the ipetiestriedhioverbr

sebelisriHess Jesadaning lumerORIR Sysienaserver access to a user
requesting an ;oltw ti%ihee t%glrsi%nalalxlgo A‘?J‘il-%a}g%ﬁl nkr de W&@g &Ser(sgnal

requested entr accessible set of entries; whereln steps
(gl &R GER) YRBIMGALPE RBYAnENERTD KIRIAF BB AR BHRFatcn
trarsretiitHE desenpiiahtiod seadherary toadelie atdSystternn &rrdPidtlsgstem
CaippHRingdRssociating a first description and a second description with

said entry, wherein said fir t‘% %ﬁ#gtlor)[ |ss nonymous g\n{ siald §econd
description. 2. dmethdd ot laim 'y ereﬂ%ralc? iie daescnp'?on uses

mé\ﬁi@%ﬂi%é?ﬁ@iﬁ@ﬂ%f@j%ﬁé%ﬂé’i@ﬁ%ﬁ?d tga peHenHBIEY IDHPANRE &S fB§man's
tesmsmanithmeth athakelaimi Dafidrthes emprisingudesermanicigmaedtzer
said client syster.ig a55RCiRIRd MiR SheaIrERERYIAS ARAWRBRENY at

said first descrlptlon IS transmltted to said client s tystem if said client

S))gﬂgm;pae 3&&5‘9@&5’3 ﬁﬂﬁgfunter history, hospital outpatient encounter history, and

hospital admissions data from said payor data element;

(&) determining at the PHR system server at least one universal
health care concept code corresponding io the encounter daia;

(fy creating at the PHR system server a personal/findividual health
record of said patient by storing one or more entries info said personal/individual
health record based on said encounter data that was extracied from said payor data
element and associating the universal health care concept code with each entry;

{g} estabiishing from the PHR sysiem server a communication link
with at least one of the health care providers and the patient;

(h} suppiementing to the PHR system server said personalfindividual
health record with supplemental data received from the health care providers and the
patient;

(i) associating at the PHR system server an access list with each user
capabile of accessing the personal/individual health record, wharein said access list
categorizes said personal/individual health record into a restricied set of entries and
an accessible set of enfries based on the universal health care concept code

associated with each entry in the personal/individual heaith record;



a health care provider. 4. The method of claim 3, wherein said second
description is transmitted to said user if said client system is not
associated with a health care provider. 5. The method of claim 4, wherein
the universal health care concept codék-corresponding to said payor data
element is transmitted to said user when said first description is

transmitied (0 SPgNSRL G b BIRAINAG AL AN, JLEBSS RAMBlHEhg an

determining whether'said individual health record includes any entries
re%f@d”fd"@d?ﬁr%?ﬁ?y}”d“”d“a‘ health record if the requested entry is it the restricted

set of entries;

(k) allowing at the PHR system server access to a user requesting an
entry in the personalfindividual health record if the requested entry is in the
accessible set of enfries;

wherein steps (b), (c), (d), (e) and (f) oceur prior to steps (g) and (h};

further comprising transimitting a description of said entry fo a client
system; and

further comprising associating a first description and a second
description with said entry, wherein said first description is synonymous with said
second description.

2. The method of claim 1, wherein said first description uses medical
terminclogy and wherein said second description uses layman's terms.

3.  The method of claim 2, further comprising determining whether said
client system is associated with a healthcare provider and wherein said first
description is transmitted to said client system if said client system is associated with
a health care provider.

4. The method of claim 3, wherein said second description is transmitted to
said user if said client system is not associated with a health care provider.

5. The method of claim 4, wherein the universal health care concept code
corresponding to said payor data element is transmitted to said user when said first
description is transmitted to said user.

6. The method of claim 1, further comprising determining whether said
individual health record inciudes any entries related to said entry.



