WO 02/ 01827 PCT/ US01/ 18676 ESTABLI SHI NG NETWORK SECURI TY USI NG | NTERNET
PROTOCOL SECURITY POLICIES BACKGROUND 5 The invention relates to

est abl i siwag2/omstivor k security using Internet Protocol secBeTAUg0I(I8PBeC)
policies. 1Psec is a netwrk-layer security framework for inplenenting
security for comruni cations on networks using the |Internet Protocol (IP)

thr Ougf?éﬂ%ﬂﬁﬁifﬁe CliYPHORK SPREER KLY USINENAGRNAHT RSRSEOE SEIURITY

pr ot oco Communi cati ons between two endpoints of an IP traffic flow are
made secure by the [Psec protocol o @ed ndividual 1P packet basis. |Psec
entities at connection endpoints have access to and participate in
operations that nmake a common connection 15 secure. |Psec establishes and
uses a security association to identify a secure channel between two
endpoints. A security association is a unidirectional session between two
ternination endpoints. One endpoi PRCEEHUNP P packets, and a 20 second
endpoi nt receives the IP packets. A mninumof two security associations
i s fequiredTher iseeutd orbirediatest itonglstabdmstminganiesner kThectwd t¥ndpoi nt s
can use the Internet Key Exchange (IKE) protocol to negotiate nutually
accept abBlidg- Internet Protocol security (IPsec) policies.

IPsec is a network-layer security framework for
implementing security for communications on networks using the
Internet Protocol (IP) through the use of cryptographic key

10 management procedures and protcocols. Communications between
two endpoints of an IP traffic flow are made secure by the
IPsec protocol on an individual IP packet basis. IPsec
entities at connection endpoints have access to and
participate in operations that make a common connection

15 secure.

IPsec establishes and uses a security association to
identify a secure channel between two endpoints. A security
associlation is a unidirectional session between two
termination endpoints. One endpoint sends IP packets, and a

20 second endpoint receives the IP packets. A minimum of two
security associations is required for secure, bi-directional
communications. The two endpoints can use the Internet Key

Exchange (IKE) protocol to negotiate mutually acceptable
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WO 02/ 01827 PCT/ USOL/ 18676 encryption algorithns, associated paraneters
and secret keys to protect network traffic. The | KE protocol supports

vari ous veabhersei cati on nechani sns i ncl udi ng pre-shared kpgwUSKH/B86% public
key certificates and Kerberos tickets. 5 Policy-based network nmanagenent
(PWNM often is used to determ ne who can use the resources and services

associ %tgggryﬁeﬁifo% }a*igi NatoMK, under JMat eendihiens Jhekeaietuseds and

when. y poli oes, oﬂ’exanple, define a set of rules govérning
encryption_and access cantrol.deci si-Qns..Fh i Gl r.essed
as a ser® BFOFGC sgééﬁ?ﬁa S C'ing%%dg§£a%6%g ?@%t%ugﬁg%gg g%f?éﬁ? I'n
other words, a rul.e can_be expressed as "if <conditjon> is i.sfied, then
do <adytdFotic %%ﬂﬂﬁﬁQQ%P%ﬁﬁ%(ﬁ?c LAiRg PEEEE P4V %ﬁﬁ?’p ogége a 15
specific set of security algorithms. Current |Psec protoco
i mpl emeAtiicorke vt ysirddlfirales packdenbedwsi HeH®&tS-on, such as IP
addresses, protocol and ports, to evaluate the policy decisions. 20 BRI EF
DESERI PTI ON POR iTHE eRaW NGS WG mbrddenstytat(@Nyl) s wttem ilscluggidng o
| Psec-enabl ed devices. -2 WO 02/01827 PCT/ US01/ 18676

determine who can use the resources and services associated

with the network, under what conditions they are used, and
when. Security policies, for example, define a set of rules
governing encryption and access control decisions. The

10 policies can be expressed as a set of rules each of which
includes a predicate and an action. In other words, a rule
can be expressed as “if <condition> is satisfied, then do
<action>.”

An exemplary action at the IPsec layer may propose a

15 specific set of security algorithms. Current IPsec protocol
implementations typically use packet flow information, such as
IP addresses, protocol and ports, to evaluate the policy

decisions.

20 BRIEF DESCRIPTICON OF THE DRAWINGS
FIG. 1 illustrates a system including IPsec-enabled

devices.



FIG 2 is a flowchart of a method of establishing a security association.
FIG 3 illustrates workgroups in a policy-based network nanagenent
infrastr woorveis2b FIG 4 shows a set of rules associated MCTHSS8676

wor kgroups in FIG 3. 10 DETAILED DESCRIPTION FIG 1 illustrates a system
10 with I Psec-enabl ed devices 12, 14 that can comruni cate over a network

16. Each of ghe -deu gesild, Jhidndudesed Hoayered RLeiaedingt ack that has
an | Psec conponent 18 and an | KE conponent 20. The device 12 15 al so

i ncl udes_ a dq:t a%l%zé%c%%tti%q,{.hstor es rules corresponding to security

pol i ci &5 For |yrrp ment’i Ng e security requirements of the device. A

policy agent_24 retrieves the rules stored_ by the database 22 an
interprets and -evaldates iHeS moég(.grﬁélpsdel&rai BEd S &raésaetdgpe et

etail bel ow,
the policy agent 24 can 20 exchange information with the I KE | ayer
conponénaEenend WalfrasfsrusiiiSus i nformati on providers, to augnent the
network flow information that drives the policy decisions. -3 WD 02/01827
PCTAUSO1/ 18676 . As shadicat exbthyoFlmgles agsaritthieddaliitde th® attenpts to send
or receive |IP data to the other device 14, the IPsec layer 18 in the

devi ce vixriajdemy sid ¢fd.nd3 40 a security

10 '~ DETAILED DESCRIPTION
FIG. 1 illustrates a system 10 with IPsec-enabled devices

12, 14 that can communicate over a network 16. FEach of the
devices 12, 14 includes a layered protocol stack that has an
IPsec component 18 and an IKE component 20. The device 12

15 also includes a database 22 that stores rules corresponding to
security policies for implementing the security requirements
of the device. A policy agent 24 retrieves the rules stored
by the database 22 and interprets and evaluates the rules. As
described in greater detail below, the policy agent 24 can

20 exchange information with the IKE layer component 20, as well
as various information providers, to augment the network flow

information that drives the policy decisions.



association, in other words, a set of encryption, 5 authentication and/or
conpression algorithns and keys, to protect the traffic. If a security
associ at ivonor/e18apt yet established, the I Psec |ayer 18 i PCTUSMIES672 a
process to establish one or nore security associations to be used for
future traffic that matches the sane | P address, port and 10 protocol. The
| KE protocohksi Sndsedtke megatricat e,t hackeydecandviakgari thiemptst he security
associations. During a first IKE phase, the devices 12, 14 exchange and

aut hentjegat i depkity Tpniermaticornhandtast-abkiskeaiggcyne chanpel protected
by an KE security association to use for a second | KE phase. During 15

he | PEPRF I8 tRal 15 1o NE ArorScral TRy o pete. Henered alring the

the Pt protecte not e ring the
first | KE phase, the IK I%yer 0in S%heogevi%e 1%.ogtains 44
aut henti°E8fea tdént ity ‘%:Erﬁ‘re r RECS #85%50°Fr STHE 48T ce 14. The identity
information can include, for exanple, a digital certificate, a
useP nafdHEESAGRE PR ATGY OF REPBESSS OF ERELILITRES) @8ft By SinfBr mati on can
identify a peer device and %gy be associated with a particular device such
as -4 paoteztoi8z7 tPEAiS01/ 16676 Serhe idevipesordagrioa dgsonptotedevi ces.
Alternatively, the identity information nay be associated with a
parti cwsamblished, the IPsec layer 18 initiates 42 a process to
establish one or more security associations to be used for
future traffic that matches the same IP address, port and
10 protocol. The IKE protocol is used to negotiate the keys and
algorithms of the security associations. During a first IKE
phase, the devices 12, 14 exchange and authenticate identity
information and establish a secure channel protected by an IKE
security association to use for a second IKE phase. During
15 the second phase, the devices 12, 14 negotiate security
associations for the IP traffic that is to be protected by
IPsec.
As noted, during the first IKE phase, the IKE layer 20 in
the device 12 obtains 44 authenticated identity information 28
20 from the device 14. The identity information can include, for
example, a digital certificate, a username-password pair or a

Kerberos ticket. The identity information can identify a peer

device and may be associated with a particular device such as
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i ndi vi dual or group of individuals. For exanple, a hospital my have
doctors, nurses and adm nistrative staff organized in 5 workgroups each of
whi ch maywoaveisgpeci fi c access privileges and security rpgDUsersntes. The

identity information can be associated with a particular group

of the

hospital staff. FIG 3 illustrates three exenplary workgroups in a policy-
based peLWAEK ;RNIYCIRNY lg&fobgswuate%%esEacfzu%lr%attl(f@aghl REelO or user)

in a morkgroup has an ordered |ist of policy objects, and each

policy

obj ect i Itﬁ%g,s f%%ﬁna%lqwlm%g/hﬁo% a@,@'o%ls%e mftfh' dg%gyeﬁce%\qeen two

endpoi N or exa source can i

chines in the

3 ﬁé”i?%‘éékﬂr°”ﬁom“@%io§%§@§" i g 52” ; S Sagbdent ot ol

hi.nes in
|%Hcme5|n

a secure manner, can enable tying the certificate to_one or nore ysers

r at her "eaRaVe ORELPEGhi MEESESTRE . SOMTLIIEHEE tMaS & CBA&N CrdaRZey

t'He user

or the machine as being a nenber of a particul ar workgroup. The non-packet
f1 ofv 2@oirkbsomesi erckart ndllehe mhivolers cpdatid ichaccegenpirfivéd edee user as
well. Once the IKE |ayer 20 in the device 12 obtains the authenticated

i dent i tyd skaumdEttiyome duhierandentsi.t y Thef dorattiidy inFoWda@200182%n be

PCT/ US01/ 18676 is obtained 46 by the policy agent 24. The IKE | ayer 20 can

associated with a particular group of the hospital staff.

FIG. 3 illustrates three exemplary workgroups in a policy-

based network management infrastructure. Each client (machine

10 or user) in a workgroup has an ordered list of policy objects,

and each policy object includes a set of rules to apply to

traffic flows between two endpoint lists. For example, the

source list can identify machines in the source workgroup,

whereas the destination list can identify machines in the
15 destination workgroup. Smart cards, which can store

certificates in a secure manner, can enable tying the

certificate to one or more users rather than to the machines.

The certificate would then identify the user or the machine as

being a member of a particular workgroup. The non-packet

flow

20 information can include biometric data that identifies the

user as well.

Once the IKE layer 20 in the device 12 obtains the

authenticated identity information, the identity information
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i nclude an application progranmng interface (APlI) to allow the policy
agent 24 to extract the authenticated identity information. Alternatively,
the | KE Ive9e2/0@Q7 can send the 5 authenticated identity inPOT/EM/BA76t O t he
policy agent. The policy agent 24 can use the identity information to
interpret and evaluate 48 policies that are stored in the database 22 and

that | el ude-3neandist bonchef gbnieg LechhesukE rayerxsi dagekt yoi Bhar mation.
For exanple, a particufar policy may "10 indicate that if the identity

infor”atigﬂdin%k“%@i}?cg?ﬁﬁki5953Ea%595 agngggkgggg?hg?)tggna&&g&fic must

be sent™F he c enired or “Secured usin security
par aneters. Exenplar far for the rules _a ociateg it of the
wor kgr GBFsP8 lﬁVGFg§%§r§4gE8WﬁXFﬁaEFG%%§.apﬁisgﬁéfg ?%E%Q?ﬁgﬁggts of rules
shoul d be symetrical and synchronized _across all the work rgﬁgs. The
pol i cyiagenmazsonl-soAdkspasd vsd vr héhguthéntPysted” F&En???§ i“fifor mation to
a flow context nodule 30 which may reside within the policy agent or which
mayS be asépanatieatesmizZenthie ypohifoymagemn. tohéhgoigléc3zoadghicch €&k be
i npl enented, for exanple, in random access nenory (RAM, serves as a
r eposi pomy ckomk genfrorrmidaon utskathead delnavtlyo infferpakiop &gennte2preThe
nodul e 30 al so can obtain additional information from-6 WO 02/01827
PCT/ USQL186 68 uate 48 policies that are stored in the database 22
and that include a condition referring to the IKE layer
identity information. For example, a particular policy may
10 indicate that if the identity information includes a
particular digital certificate, then traffic must be sent in
the clear, denied or secured using a set of security
parameters. Exemplary forms for the rules associated with one
of the workgroups of FIG. 3 are shown in FIG. 4. In general,
15 the sets of rules should be symmetrical and synchronized
across all the workgroups.
The policy agent 24 also can pass 50 the authenticated
identity information to a flow context module 30 which may
reside within the policy agent or which may be separate from
20 the policy agent. The module 30, which can be implemented,
for example, in random access memory (RAM), serves as a

repository for information that can flow to the policy agent

24. The module 30 also can obtain additional information from
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ot her sources, such as a |ayered service provider 26 or other network
interceptor. The information obtained fromthe | ayered service provider 26
t hen canweoperssed 52 to the policy agent 24 and used torevaksuztse’és54 | Psec
policies stored 5 in the database 22. That allows | Psec policies to be
based on a specific application, as well as the identity of the |ogged- in

user apiQh RERFrdedentiidneSs BON 28%AMR Qe rivl cROPR oviiBRkeTRNIAL @RSy t he
| ayered service provider 26 would™ determ ne that a certain application is

reSponSERM%f&pﬁn%e%%e %Lf!%‘%9@9&%&&%%i&%&%§&%i%@%.%Qg%?cquertise t he

applicgtlon S name as | i ¢ati on ormin t he extended
information is represented can 2% imlar to the form.n Lch the
i dent i tyYSTS r?ﬁ:ﬁgfdﬁel SLoFgESe %eg.he l‘f&ne%gr £3SERE ?gnéco\ggﬁlteax can be
used when incorporating the 15 | KE | ayer identity information or the
i nf or MAGIGE Y PERthE 4 [PayFeed s & i@ IpREF dér 1265 Pe 1 ediTt &< S the
policies. Some sources of context information, such as user-|oadable
profr an®: aid diat@riasd 2% | iThedr isdsl (BLUSS arapoléqiiese tcalrchdatsiegatdnon by
the policy evaluator to certify the 20 reliability of the information they
provi den spueh fiautdperitiiceatiicon ean wed prasyitted idsinng thyi ot erted 1sofotewar e
aut hentication technol ogy. Preferably, information obtained from other
sour ces SUEr ASAdyR A yered &ervitGe Or Oidderexdfpl®,- 4n some
implementations, the layered service provider 26 would
determine that a certain application is responsible for a
10 specific connection request and would advertise the
application’s name as “Application = XYZ.” The form in which
the extended information is represented can be similar to the
form in which the identity information is represented.
Therefore, the same syntax can be used when incorporating the
15 IKE layer identity information or the information from the
layered service provider 26 into predicates in the policies.
Some sources of context information, such as user-loadable
programs and dynamic link libraries (DLLs) may require
authentication by the policy evaluator to certify the
20 reliability of the information they provide. Such
authentication can be provided using bilateral software

authentication technology. Preferably, information obtained

from other sources such as the layered service provider 26 is

-7-



WO 02/ 01827 PCT/ USO1/ 18676 used to augnent, but not override, values in
the authenticated identity information obtained fromthe IKE | ayer 20. The
non- packavoht/ems21 nf ormati on that is received, for exanpl BCTAURIOSGHS t he

fl ow context nodule 30 can be viewed as a 5 set of attributes each of

whi ch has an associ ated val ue. The packet flowitself is identified by

sever al, A 3PLRIGent, NGMHAING 3ROUHCR addNess id T GRtPNLicAted
destination address, a destination port and a protocol. Those paraneters

can bei.é$¥§%?()fﬂ¥%ﬂﬂﬁﬁﬁéﬁngﬁ?%i.éH(§fHHiﬂﬂ% %%Etﬁ%ﬂﬁ%SZ%ata 10 packets are

processe re Ts sufficient 1nformation to | ook the correspondi ng

flow context information to..eval,uate the policy.rules. .Suc t echni que
can facilit e gAdn DY ¢ %&?I-j“&é’&gthafcﬁ GV irr%%rl&fe‘?t%ﬁmﬁ th the
packet flow information. 15 Once the policy agent 24 eval yates the

pol i ci &P lene th&&%@@f}%h&%ﬁ%y“é’ﬁé&@ PN GRS EE 56 XS5 PG i i zed
list of one or nore protection suite proposals to the IKE layer 20 in the
devbce skt cthettkEudesr 2 i hdiddyilcs BR @isscipdeseya8gie-he The
prioritized list of protection suite proposals 20 to the IKE layer 20 in

t he deaekeld.fiThe idesdlde i1 edeartiintised 6§ tdee epradp geethErteiEect i on suites
and attenpts to find an acceptable protection suite on the list. Once the
devi cesi 2, udily grRAQE amdeaant ableserudnt ar akgarnenitidhe | Psec
address, a destination port and a protoccl. Those parameters
can be added to the flow context information so that as data
10 packets are processed, there is sufficient information to look
up the corresponding flow context information to evaluate the
policy rules. Such a technique can facilitate integration of
the non-packet flow information with the packet flow
information.
15 Once the policy agent 24 evaluates the policies in the
database 22, the policy agent 24 passes 56 a prioritized list
of one or more protection suite proposals to the IKE layer 20
in the device 12. The IKE layer 20 in the device 12 then
passes 58 the prioritized list of protection suite proposals
20 to the IKE layer 20 in the device 14. The device 14 examines
60 the proposed protection suites and attempts to find an

acceptable protection suite on the list. Once the devices 12,

14 agree on an acceptable security arrangement, the IPsec

-8-



-8 WD 02/01827 PCT/US01/ 18676 |ayer 18 in each device is configured 62 to
use the agreed- upon suite of security arrangenents during the second phase
of the ME&Eopewsencol. As nentioned previously, various typepUsil/186T+- packet
flow 5 information can be incorporated into the predicates of |Psec
policies. Specific exanples include user identity data, application

| dent i fl-aﬁ/ée% fl%nqna%@cjkf:@é-ﬂrbérqc&e%on@q%ﬁﬂe@e'@StZi by et and agrexanpl e, can

be obt ali romsmart cards or bionetric devices. Such identity data al so
can include a.10 password. . é; r o &xanpl 9., Men the W lL.Lags .gn to
. . ’ In . haQes o%
the s ﬁoé‘msuf#ée éalaf;lsteaqurcle tleafr%%a{’tgfee I Afor %rl o can i n?lougg% fi el ds such
as the certificate serial nunber, the subject's nane, the subject's public
key, tHeSdbfedE 9% er nate names, key identifiers and the expiration
date of the certificate, 15 The information in any of those fields can be
i ncor por at edS MRNG RS D rRIA CRES Yof VErid oS FReHAT Apriasketand Ahe
received digital certificate can be used to evaluate the rules. If the IKE
| ayér 20 fiarmate o resin desviigecaxpansdisice ingo X eamuashidadase afddtsiey
information fromthe second device 14 during the |IKE session, then the |IKE
| ayer igsleldiemy aptedst i@retaigramtin yareovisdar .ideort iexanialte, the | KE
| ayer 20 can
application identifiers, and application modes. User identity
data, for example, can be obtained from smart cards or
biometric devices. Such identity data also can include a
10 password entered, for example, when the user logs on to the
system. The digital certificate information can include
fields such as the certificate serial number, the subject’s
name, the subject’s public key, the subject’s alternate names,
key identifiers and the expiration date of the certificate.
15 The information in any of those fields can be incorporated
into the predicates of one or more policy rules, and the
received digital certificate can be used to evaluate the
rules.
If the IKE layer 20 in the first device is unable to
20 authenticate identity information from the second device 14
during the IKE session, then the IKE layer itself may act as

an information provider. For example, the IKE layer 20 can

indicate to the policy agent 24 that authenticated identity
-9.



indicate to the policy agent 24 that authenticated identity -9 WO 02/01827
PCT/ US01/ 18676 information is unavailable for the particular connection
request .. Wibe2/pski cy agent 24 woul d then use that fact to Pevabuzsersone or
nore default policies in the database 22. In one particular scenario, an
application identifier can 5 be used to evaluate |IPsec policies as

foll O‘A@nf’é‘F appbhcak %av(a&qtabflaowe)_» gadsaathiayened csahkieeonr ovi der DLL
automati ca Py as It loads Wnsock 2 to perform network comruni cations. The

Iayered e%%%ce %'VIQS_ O%g%%ttaglggehac%%% n gln@%ége?gggt@ le file and

| ooks it upin a &hase Known licati ons ayered service

rovi der then si ns t |ca ion dent f d t d I
ot he SRBHAIE. S0 SaCong W REAG LbaBRot CPEGw P GPnaeraRaEe. 2. Sddrese,

port and protocol). The nodul e 30 creates a record, for the data fl ow,
checks the val Pdet Pagtt ioe adp SICERaEiion 85 PREACAtePn dAgNAdddernean
identifier to the flow context. As the policy agent 24 eval uates the
pol fci és imerhéodavaiasd 2ZPsecubed ichars spediofly oas -apphi earilénatdentifier
are evaluated against the application identifier in the context record. An
appl i catiotin salosm ) c dvadiec laarne vanddsisgrvite poderlider 20Iwautcbhmat ics lAgnni ng.
Exanpl es include a browser running in Secure Socket Layer (SSL), an
el ectreri ¢ tmMiblhdcewiRidock 2 to perform network communications. The
layered service provider hashes the application binary
executable file and looks it up in a database of known
10 applications. The layered service provider then signs the
application identifier and passes the signed value to the
module 30 along with the packet flow information (i.e.,
address, port and protocol). The module 30 creates a record
for the data flow, checks the validity of the application
15 identifier, and adds the identifier to the flow context. As
the policy agent 24 evaluates the policies in the database 22,
rules that specify an application identifier are evaluated
against the application identifier in the context record.
An application also can declare and sign the mode in
20 which it is running. Examples include a browser running in
Secure Socket Layer (SSL), an electronic mail (e-mail)

application sending or receiving messages, and a browser

accessing web sites on a particular domain. As the policy

-10 -



applic
sites
agent

applic

ation sending or receiving nessages, and a browser accessing web
on a particular domain. As the policy -10 WO 02/01827 PCT/ US01/ 18676
24 veo at/umees the policies in the database 22, rul espehasoyspsci fy an

ation node are eval uated against the actual node in which the

application is running. Although the foregoing description relates to the

use of

non- pa
an | KE
10 Var

sof t waf'@

f 2genROnzPackel ofl@whaf EB"HEE@B k@ eval uateopeki gbesrandsnegeti at e
securlty assocl atl on durlng t

e first phase of an IKE session, the

et.; ELow i nformation al s capsbe,used.duL

9nsibgRAUERL yRAases of

%g ' G b
e55|3n (0] 3hluate po?|0|es ang negotlatg securlty assocl ati ons.

|oggoagga éﬁﬁi%%F%g%p§¥%%§n1can be inplenmented in hardware,

riWar& dRd"¢0Ftware. For exanple, sone

a

aspects of the systemcan be inplenented in conputer géo%hgns executing on

progra
proced

conput epnspsickmt Edovhdimforraatéash toueiadoiapet &
a storage nedium such as read-only-nenory (ROV
speci ak perpaese ypregoannrabloa cdorpugethef diirsanphgeel ng andIgBer ating the

conputer when the 20 storage nediumis read by the conputer to performthe

10

15

20

mmabl BlébPpdeldle EQURIOPPEgFERFEAR BN FFt aNERt

aYffgR Tl eve

ural or 15 object-oriented programm ng Ian%uage to conmunicate with a

session, the non-packet flow information also can be used
during subsequent phases of an IKE session to evaluate
policies and negotiate security associations.

Various features of the system can be implemented in
hardware, software, or a combination of hardware and software.
For example, some aspects of the system can be implemented in
computer programs executing on programmable computers. Each
program can be implemented in a high level procedural or
object-oriented programming language to communicate with a
computer system. Furthermore, each such computer program can
be stored on a storage medium, such as read-only-memory (ROM)
readable by a general or special purpose programmable
computer, for configuring and operating the computer when the
storage medium is read by the computer to perform the
functions described above.

Other implementations are within the scope of the

following claims.

-11 -
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functions descri bed above. O her inplenentations are within the scope of
the followng clains. -11 WO 02/01827 PCT/ US01/ 18676 What is clained is:
1. A net o owbi1sest abl i shing network security conprising: PODUSIIISHTH

non- packet flow information; evaluating a policy rule based on the obtained
5 information; and proposing a security arrangenent based on the

eval uaf@nr. ;L2.c1Hgdetihod of claim 1 wherein the non-packet flow

i nformation i ncludes peer identity information. 10 3. The nethod of claim1

wherei n t he ;non- t- fl is r ' i.ncl - r . sty .
i nfor rrgt'i on.A Zr{ét%%g}(?r)eﬁ hec?g:\é{é)ofll%ﬁ]g?n%a?eﬁ%(ﬁrt%is%%%%ﬁ#yﬁioﬁ %{ltﬁeltnééer 15
identity informati,on froma rt_..card. 5. The nmethod of claim3 wherein
t he non- pacKSt3AMoWY i%rpﬁﬁjﬁrégn LIS fdeS B i ¢ data. 20 6. The nethod
of claim 1l wherein the non-packet .information _includes authenticated
i dentity i nfefaatdtdn DIt FAHEFYd g LaFed Mherlthér oR& 1BEhange pr ot ocol
session. -12

5 information; and

proposing a security arrangement based on the evaluation.

2. The method of claim 1 wherein the non-packet flow
information includes peer identity information.

10
3. The method of claim 1 wherein the non-packet flow

information includes user identity information.

4, The method of claim 3 including obtaining the user

15 identity information from a smart card.

5. The method of claim 3 wherein the non-packet flow

information includes biometric data.

20 6. The method of claim 1 wherein the non-packet information
includes authenticated identity information obtained during an

Internet Key Exchange protocol session.

-12-



WO 02/ 01827 PCT/ US01/ 18676 7. The nethod of claim6 wherein the identity
information is included in a digital certificate. 8. The nethod of claim®6
wherein tweorasatity information is 5 included in a KerbpeD¥Stl/skmst . 9.
The met hod of claim 1 including obtaining the non-packet flow information
froma network interceptor. 10 10. The nethod of claim1l wherein the

non- packet fod QW deH Ry Nt i0ny iNCd udes an anpl 1icatian  defd farionl ks The

met hod of claim 1 wherein the non-packet flow information includes an

identifﬂcgﬁi&gh(gbzzlq{ Iégl\%g . A k> application is executing. 12. The

met hod "of "claim™ inc nNg configuring an Internet Protocol security

| ayer according to the proposed security arrangenent. 20 13. A
security-enabl ed device conprising: a protocol stack; a database of policy
rules; and -13 WD 02/01827 PCT/USQ1/ 18676 a policy agent contigyned to
obt ai n §ron- Ptk &t B IOt | IV G PR SeC oftf YA evial uat e

a policy rule stored in the database based on the obtained information,
5 included in a Kerberos ticket.

9. The method of claim 1 including obtaining the non-packet

flow information from a network interceptor.

10 10. The method of claim 1 wherein the non-packet flow

information includes an application identifier.

11. The method of claim 1 wherein the non-packet flow
information includes an identification of a mode in which an

15 application is executing.

12. The method of claim 1 including configuring an Internet
Protocol security layer according to the proposed security
arrangement.
20
13. A security-enabled device comprising:
a protocol stack;

a database of policy rules; and

-13-



and propose a security arrangenent based on the evaluation for 5 future
comuni cations with the second device. 14. The device of claim 13 wherein
the poli oyoagerse7is configured to receive non-packet fl orCT/uBarsats on from
a network interceptor and to evaluate a policy rule stored in 10 the

dat abase based on the received information, wherein the proposed security

arrangement fdepends, oy dfie JKeRiMBENAYs RAGKS! 0¥ dddar matdon. 15. The

device of claim 13 "wherein the policy agent is 15 arranged to configure an

I nter net, fP rr?t;{afoc(i% %%chgiia\.%]eyd W%e{g%eo%@eﬁ}i% t %vtarl%aq:reotéﬁg%qi urity

arrangeneﬁi urin nter ne changé sessi on, second devi ce

agrees taq us t he .proposed security arrang nt. 20 16, An article
conpri§?ﬁ§5§’ dﬁﬁﬁﬂé?gﬁé%ué%ﬁ%?QﬁﬁﬁQ%ﬁq4¥ﬂp %ggbfgga&SﬁELféﬁ*@%@%ﬁfﬁhle
instructions for causing a conputer systemto; obtain non-packet flow

i nf or MR DRTORCEE \AD W7 PCESITsdrs el e ¥ Hdlatdypt I based
on the obtained informati on; and propose a security arrangenent based on
t heSevalukatieomommGiriza thmn i W elof sdcnind ewitter-ei n t he non- packet flow
i nformation includes peer identity information.

14. The device of claim 13 wherein the policy agent is
configured to receive non-packet flow information from a
network interceptor and to evaluate a policy rule stored in
10 the database based on the received information, wherein the
proposed security arrangement depends on the received non-

packet flow information.

15. The device of claim 13 wherein the policy agent is

15 arranged to configure an Internet Protocol security component
according to the proposed security arrangement if, during an
Internet Key Exchange session, the second device agrees to use

the proposed security arrangement.

20 16. An article comprising a computer-readable medium that
stores computer-executable instructions for causing a computer

system to:

obtain non-packet flow information;
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18. The article of claim 16 wherein the non-packet flow information

i ncludes user identity information. 10 19. The article of claim 16 wherein
t he non- pe@k®01827 nf or mat i on i ncl udes aut henti cat ed i denti PETAURIIOBHEL | ON
obtai ned during an Internet Key Exchange protocol session. 15 20. The
article of claim119 wherein the identity information is included in a

digital certihieate a2bo1ike anhiChasel ehaikiel3pwhgheun ihferhdenbnty
information 1is includéd in"a Kerberos ticket. 20 22. The article of claim
16 whergipn the non-packet flow information is obtained froma |ayered
service provider. -15 WD 02/01827 PCT/US01/ 18676 23. The article of claim
16 wherein the non-packet tkpm/ infornatiog in Iude% an a Elggation

i dentifier. PEEPOPRe Sartiitd Tof ATENFCIE \thEFECH Ohe “SnSECKET HFlow 5

i nformation includes bionmetric data. 25. The article of claim 16 wherein

t he non-packet flow information includes an identification of a node in
which an application is executing. 10 26. The article of claim 16

i ncbudilig i Aser gettileds taf claim 16 wherein the non-packet flow

information includes peer identity information.

18. The article of claim 16 wherein the non-packet flow
information includes user identity information.

10
19. The article of claim 16 wherein the non-packet
information includes authenticated identity information

obtained during an Internet Key Exchange protocol session.

15 20. The article of claim 19 wherein the identity information

is included in a digital certificate.

21. The article of claim 19 wherein the identity information

is included in a Kerberos ticket.

20
22. The article of claim 16 wherein the non-packet flow

information is obtained from a layered service provider.
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configure an Internet Protocol security layer according to the proposed
security arrangenent if, during an Internet Key Exchange session, a second
devi ce agv@exoso7 use the proposed 15 security arrangenenPCT/2301/1K676
comuni cati ons system conprising: first and second Internet Protocol
security-enabl ed devices, wherein both devices include respective protocol

20 stagis havwieng &N iRt /et Kay 16X Ghange nC eHRORRM- ARG 2N Finter net
Protocol security conponent; and a network over which the first and second

device§{ﬁgﬁﬁa%ggguq%ggéﬁgﬁaéghgg g%%%%g% EGE%%ﬁQ%k&BG?G wherein the first

devi ce er inclu i ¢y rul'es and a policy agent,
wherein the policy agent is configured to obtain non-packet flow
information received by the first device's Internet Key Exchange component

fromthe 5 second device's Internet Key Exchange conponent, to evaluate a
pol i cy Z4ul e T8€oPed i & I/ FAtHFadd WASESR 1on Hite "OPT &Ae& T iTdP8r mati on, and
to propose an Internet Protocol security arrangenent based on the
evabPuatiingie gt ifomt dines lasharudiicmettizsys darfaan | nt ernet Key Exchange session
with the second device. 10 28. The system of claim 27 wherein the policy
agent is

25. The article of claim 16 wherein the non-packet flow
information includes an identification of a mode in which an
application is executing.

10
26. The article of claim 16 including instructions to
configure an Internet Protocol security layer according to the
proposed security arrangement if, during an Internet Key
Exchange session, a second device agrees to use the proposed

15 security arrangement.

27. A communications system comprising:
first and second Internet Protocol security-enabled
devices, wherein both devices include respective protocol
20 stacks having an Internet Key Exchange component and an
Internet Protocol security component; and
a network over which the first and second devices can

communicate,
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configured to receive non-packet flow information froma network

I nterceptor and to evaluate a policy rule stored in the database based on
t he receiwed2/0meor mati on, wherein the 15 proposed securi PgT/aARVIZSGEBNENT
depends on the received non- packet flow information. 29. The system of
claim 27 wherein the policy agent is arranged to configure the first

R b T ot i
second deVi e RATECS L M9B140G RRReSeH RSN thALLANG ™ML, 157
configured to obtain non-packet flow information received by
the first device’s Internet Key Exchange component from the
5 second device’s Internet Key Exchange component, to evaluate a
policy rule stored in the database based on the obtained
information, and to propose an Internet Protocol security
arrangement based on the evaluation for future communica-tions
in an Internet Key Exchange session with the second device.
10
28. The system of claim 27 wherein the policy agent is
configured to receive non-packet flow information from a
network interceptor and to evaluate a policy rule stored in
the database based on the received information, wherein the

15 proposed security arrangement depends on the received non-

packet flow information.

29. The system of claim 27 wherein the policy agent is

arranged to configure the first device’s Internet Protocol
20 security component according to the proposed security

arrangement if, during an Internet Key Exchange session, the

second device agrees to use the proposed security arrangement.
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