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nefIk serdeesisgiames and passwords are utilized to anthenticate the user logging

into a system providing particular network services. Users may accesses several
applications, each with its own separate authentication mechanism causing the user to
remember multiple user names and passwords.. Due to this inconvenience users usually
utilize the same user name and password for multiple applications that they access. In
addition, users choose easy to remember passwords, which usually are easy to crack by
hackers. Cracking of one password for an account breaches other accounts with the same
user name and password. Network setups such as wireless Local Area Networks, remote
access features, and weak intrusion protection increase vulnerability of passwords to
technical attacks by hackers.

[6003] Many hackers are able to trick users by posing as system administrators
causing the users to voluntarily provide the hackers with their passwords and user names.
[0004] Due to multiple accounts and multiple passwords that users maintain,

password management for system administrators becomes a tedious and sometimes
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process that all enterprises serious about digital security need to undertake.
[6066] What is needed, therefore, is a solution that overcomes these and other

shortcomings of the prior art.



O 0071 A nethod and apparatus for automatic user

aut hentication are described. The nethod may i ncl ude
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illustrates conponents of a Secure bject for
Convenient Identification according to one enbodi nent
of the invention; [0012] Figure 4 illustrates _
conponents of ldentity Managenment System according to
one enbodi nent of the invention; [0013] Figure 5 is a
flow chart of a startup procedure according to one
enbodi nent of the invention; and




[0014] Figure 6 is an exenplary architecture of a
processi ng system according to one enbodi nent of the
i nvention. 4 WO 2004/ 053667 PCT/ S&003/ 000037
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[0013] Figure 5 is a flow chart of a startup procedure according to one
embodiment of the invention; and
[0014] Figure 6 is an exemplary architecture of a processing system according to

one embodiment of the invention.



[0018] Introduction to related technol ogy may be
hel pful in understandi ng sone enbodi nents of the
i nvention. [0019] One enbodi ment of the invention
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aftempting to access.

[0017] It will be appreciated that the term “playback”, as used herein, means
automatically inserting stored user authentication information into appropriate
applications. The term “client machine”, as used herein, means a processing system

hosting a Secure Object for Convenient Identification.

Related Technology

[0018] Introduction to related technology may be helpful in understanding some
embodiments of the invention.
[0019] One embodiment of the invention utilizes Simple Object Access Protocol

(SOAP). SOAP is a message-based protocol based on Extensible Markup Language



al so includes a duplication nodule 215 that allows the
user to performduplication of the SOCI, description
of which will be apparent fromthe follow ng

wh seHRsdsPn. The Access Agent 200 may conplg(;ﬁsqna] 000037

scripting tool nodule 220, which provides the en
RELD St B R AN SOAB BPB* R o send e

aAss ew applications. A sniffer nodule 225
?ray é?ég“%%%ﬁ.&'ﬁ% uded in the Access Agent 200 to

THPREn G oS SREMRY sh ot PR an ho i thoE e pramstogrotres

ncl LOn nagenent nodul e to repl ace
P TP, P EPS B TR S G sbierhiaicsros PRy oe s Dsing HTTRS
aut.hentication.inter .in the system and provide
BAUF BT Fer TGRS instan o TR ELT Wfechthe miesmeon soaue
Access Agent .controller (AA controller) 235 ensures a
B?“g’b‘g?shegg@ref Vit {g’@fé%fﬁqg pﬁé&@@gﬂment 200 upon an
LhsertiqQn.of SOCI into the client machine. The Access
%Mi ncl udes a data managenent nodul e 240.
@2 dat a nagﬁﬂent nodul e 240 jncludes Certificate

Hgenent ' 8i5duiliestsies an spoaplaey wrrtitsoips oS dhorfayantion d Access
égS, @onfi uratiop nagenent Mdul e 270 and Audit Log

iy Tungsaies with iepdty Manasegesmetvstonn @S 1 Hta 8@ARGE s
ﬁﬁtﬁsgﬁﬁat ed to digital certificates such as parsing

AP T Jopaiedh o axryeryedbing: fnpddisondhe Aqcpisaaent Lgrigetaces

The _Access | nfo Managenment Mdul e 265  nmanages data
Fith Secuts Quiechiop Crevnicai{dentifisationd SORT) devies 120382 $QGL user
identjfication and password information. The
Lonieptpmtaearem It ag Bnetinns Ntigne & ilhraterpemgarentsof the Access
related to configurable paraneters of Access Agent.
Agret WPyl ong sgbadiment sherrovesspiaspef0 inchilgs sningpller 205, which
activities of the Access Agent for audit purposes. The
instalisdhe MeramAzpuiR0g 08 g clieni sjaghtipshasting the EOGE iThg thicess Agent
nodul e 245, conmuni cation nodul e 250 and SOLI
200 includes a user interface module 210, which provides the end user with a graphical

interface allowing management of the Access Agent’s fiunctions. The Access Agent 200

also includes a duplication module 215 that allows the user to perform duplication of the

SOCI, description of which will be apparent from the following discussion. The Access

Agent 200 may comprise a scripting tool module 220, which provides the end users with

a mechanism to write new scripts to be utilized by the Access Agent 200 for managing

passwords for new applications. A sniffer module 225 may also be included in the Access
- Agent 200 to capture user behavior and play back user authentication information. The

Access Agent 200 also includes a session management module 230 to replace graphical



managenent nodul e 255, functions of which will also be
apparent fromthe followi ng discussion. [0022] Figure
3 illustrates an exenplary architecture of the SCC
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discussion.

[0022] Figure 3 illustrates an exemplary architecture of the SOCI according fo an
embo.diment of the invention. The SOCI is a hardware token capable of being connected
to the user’s computer. The SOCT includes a chip 300. The chip 300 may be a smart card
chip. The chip 300 includes a crypto processor 310 that performs cryptographic
calculation described below, Cryptographic calculations include symmetric key,
asymmetric key and hash algorithms such as RSA, DES, 3DES, SHA1 and MD3, all of
- which are well known in the art and do not require any further explanation. In addition,

the chip 300 includes NVRAM to store sensitive private data, such as private keys. The



provided to the Access Agent in a certificate signed
by Certificate Authority (CA) trusted by the Access
Agent. The Certification Authority (CA) is an entity
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[0023] Figure 4 illustrates the Identity Management System (IMS) 400 that is
located on a server machine and communicates with the client machine that hosts the
SOCI according to one embodiment of the invention. The Identity Management System
includes registration services module 410, synchronization services module 415,
administration services module 420 and backend services module 425. In addition, the
IMS 400 includes a system configuration interface 426 allowing system operators to
access administration services and backend services. In one embodiment the interface is

an HTML interface. The registration services module 410 includes account registration



dat abase. During the email address registration,
Access Agent provides IMS with an email address, upon
recei pt of which, the I M5 sends an email nmessage using
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between the data. The update module 3/4% updates software and data on the SOCI by

downloading it to the SOCISs via the client machine hosting the SOCIs. For example, the
update module 440 may download software upgrades, access scripts for common
applications, administrator-maintained client configuration, etc. The escrow module 445
stores sensitive information on behalf of users for future recovery. The escrow module
445 stores the Common Symmetric Key (CSK) in an encrypted form. In a situation where
all SOCISs are lost and data is not recoverable from any of these devices, the encrypted
data stored in IMS can be recovered by restoring CSK from the escrow module 445. The

escrow module 445 may keep the CSK of the SOCI in an encrypted form that is



can be decrypted by another SOCI bel onging to the sane
user. [0025] The backend servi ces nodul e 425 i ncl udes
certificate managenent nodul e 450 and data nodul e
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[%l éi be usl‘ﬁe ac{numstranon services module 420 includes user administration
module 460. The user administration module 460 ailows. the administrator of the system
to create new user accounts, delete existing accounts, assign roles to users, i.e. specify
users with administration authorization, bind users o accounts, i.e. email accounts. In
addition, the administration module 460 allows the administrators to configure SOCIs
before distribution, create new key pairs, i.e. public and private keys, revoke existing
certificates and keys. Generation of public and private key pairs may be performed in
SOClIs. Public keys can then be stored in a certificate issued by IMS. Theses certificates,

together with private keys stored in SOCI can be used to authenticate SOCI to IMS in
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aut henticate user to applications that utilize
certificate-based authentication nmechanisns. [0027]
The physical processing platforns that enbody the
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corgmunication devices 660 to communicate with remote processing systems via one or

[¢]

more communication links 665 and 670, respectively. Thq I/0 devices 650 may include,
for example, any one or more of a display device, 2 keyboard, a pointing device (e.g.,
mouse, touchpad, trackball), an audio speaker.

{0028} The processor(s) 600 may include one or more conventional general-
purpose or special-purpose programmable microprocessors, digital signal processors
(DSPs), application specific integrated circuits (ASICs), or programmable logic devices

(PLD), or a combination of such devices. The mass storage device 630 may include any

11



It WO 2004/ 053667 PCT/ SG20 0 3/00003 7 one or nore
devi ces suitable for storing |large volunes of data in
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E?O?Oc] %h% theses concepts in mind embodiments of the invention can be further

explored.
Startup Procedure
[0031] In order for a userto be automatically authenticated for each application

that the user attempts to access, the Access Agent 200 can be executing on the user’s
machine, i.e. client machine. The startup procedure will be described with reference to
Figure 5. At 510 the session management module 225 is executed upon the boot up of the
client machine. The session management module 225 interacts with a logon procedure of
the operating system to handle initialization procedures. The initialization procedures are
the following. The session management module invokes the AA controller 235. Upon
initialization, the AA controller 235 at 520 directs the session management module 230 to

start a thread, which may poll USB ports of the client machine, The polling thread
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the follow ng. The session managenent nodul e i nvokes
the AA controller 235. Upon initialization, the AA
controller 235 at 520 directs the session nmanagenent

W shdlese30 to start a t_hread, whi ch nmay PR¢HsAIRBI000037
ports of the client machine. The polling threa

AR oA i
i
EIMACC IR ol TR NER G S TR
5 e B Sl
e e e
e e
G vt el
A I

and password i nformation of the user at 54

| 0, For
SRSk BrsEc P phagule 257 BRTIOHIANIoRRon Ba g T the
Operating System the SQOLI managepment le 255
obe ing ystarm oz pese o PLEHER St 34) R oL, ifthe

W ndows Login | D_and Wndows Password. |n one

elieno maching is rusaing FapdasQpesiiag Syserb oS A aprgemeninostyle
and password data are encrypted and stored.,in the .
g65provides thesessianmenagymenpmodsdy 30y ndeyit Lo %?f@e%‘é"“’s
via SOCI APlIs. The user nmay have several operé%gi n
Posswond, Inoye ambodiment thei oparetingRystem dpgrHidetisieeion apdipasiyord
this case the user may be presented with a pull down
et arctencrgespdand staned ih ghyi SOGI prduearionuiyibs BO¢Ranagement

current session. At 545 upon ) .
module 255 via SOCI APIs. The user may have several operating system login

identifications and passwords and in this case the user may be presented with a pull down
men to select the login ID and password for the current session. At 545 upon
determining and decrypting the login ID and password, the session management module
230 insérts the ID and password into the operating system logon procedure.

- [0032] After successful logon, the session management module 230 invokes the
user interface module 210, invokes the sniffer module 225 and the synchronization
module 245.

SOCI Initialization
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determ ning and decrypting the login I D and password,
t he session managenent nodule 230 inserts the ID and
password into the operating system | ogon procedure.

wdReddssdft er successful |ogon, the SeSSIOWKﬁﬁﬁﬁgﬁm&ﬁh

nmodul e 230 invokes the wuser interface nod

O o° 2 4ot ARt EF Syt e 3 A s gt ocaid in
e R S Socts St OGRSV Be bR eentatps
PR B R HoeR ol iy AcsBis et ot oo gt mashine,
%é e ESERa Bt e ’Tz‘ﬁ‘é%?%écf‘ % 9%3@%%?%2%%@%&%%@

access, agent_installe

rver to domn pad
AR T P by BRCgRa o oot ahaaralsr module. T e
Iocatlo t ul If the setup
%&P%?ﬁﬁﬁfﬂé?‘r‘sst 083?319 E?IFWED 3%@5% e Sqﬂa’rprae‘mpmts the
the ram.pronpts the, u er_for | ocation of _
PR Tl R sis Sy o iuseition Ghe Biekale aF OBk OM pphuding the
di n e taller podule. Upon
.%&50\{'}1%“{1“? Hoe g-‘ifﬂgh% thy ing ?llerstfhf‘eusaeépr@tﬁrte ﬁwre@ §QEI
ent er L a i dentificatiaon nunber
i %@a@c@onpﬁﬂ R0 andvard Hiv ot e BOCLS ditabriad wien
E%?% er ca e the PIN after obtaining access
qrd- @'éb? &Tﬁﬁa oblgulingAcress ipdhe BT ungs ehterirgsthe
user enterin the PIN and _password, the installer_
ERER N OB dheneny caioena e BN Rasevard, duriprialienEmsToits Bite
ﬁgodlnent data transmtted to the IM5 includes SOCI
P mﬁmﬁ%‘m%tﬂw tneang prshediment data trarsmityd to oM,
SOCl. properti.es, public keys, encrypted Comon

Beides §Q lmﬁfw@um@p@mwet@m th@qcﬁéiemwom properties,
SOCI public keys, encrypted Common Symmetric Key (CSK). Upon receiving the data,

the IMS creates a new user account and registers the SOCI with the account. The IMS
generates a new certificate and transmits the certificate to the Access Agent which stores
the certificate in the SOCL The IMS may also encrypt the CSK with a key derived from
the SOCT password and further encrypt the CSK with the IMS’s public key. In one
embodiment, the server’s public key is stored on a separate secure server, or stored in a
hardware key device.

-Automated Authentication
In one embodiment the sniffer module 225 of the Access Agent 200 executes in the

background at the client machine and identifies user’s login, logout, change of password
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the I MS creates a new user account and registers the
SOLI with the account. The IM5 generates a new
certificate and transmts the certificate to the

W SBsssidgent which stores the certificate ('fl'?sc.[‘zﬁtﬁmooos?'
SOCI. The I M5 may al so encrypt the CSK mﬁt% a key

n assword and furth encr ypt
VIR fopiog Bt BT ban 38t bt oGt e
t r. Li ev, .l ored.on a_.sepaj at ecure
BB AR Bl St 0 b G789 SRR Bt
AT 0 BPasc (R YE Ioon: enelEeni e wiher ry of e

ound at the client hi ne identifies user's
B8 e borites gt Sfenfi bty M oo ol B8 gmeces
RCT/ SG2003/ 000037. actjvities and records fhe,.
e Rpeterion pplsein ety <eeibr splion, tospitie modyl
i.pts.,at epcr.ynt tored.in the SOCI ~and the
PRl o iforpRRSilit e Hoerm nﬁgﬁg&f‘p?sawghen%@%ti ng
syst em nessages f.o ri ous applications and
PERIFE Y (B8 STt prvdple 26 Eeppraien afoor iRty 8 e RiBESHhgels whon the
conprise user authentication d%ia” If the sniffer
T G318 8o 1 APPLSROD CPAULTIRG APCISHiC OB R bR, When the
appl j cation data fOﬁ a particul ar aeﬁ%icatLon, t he
B PSEIPISR arpes thespalicailorh dhe siffer moul A dpiGmuipes Whether an
SOCI . Upon igeﬁéif | ng the user authentication
25595 Seraitt 1S Lor fe applicptany L By aaeces sonipf sxishethe riferquodulec??25
scripis to be played back when the _user attenpts to
eetsdle %IFP%%P%&%%WDP &Heithe fogip nxeredws of e eprbigation. If the
~information. Wien the user attenpts to_access th
AR5RTSiSErEt Aess nokerist, Sieisnifer mprlR A28 conturesiie logan Symatien her
an access script exists for the application. If the
sRiered by the psepndasigresiihe enprypted informationp thel SOCI 28d INIHj Ancqcgess
the authentication information into the |ogin
priptis guoml-rped sqEptdhnb pordainsi ipfarmatipn pbow to playback authentication

information, such as the location of the application in the computer, the name of the

application, the buttons to click, etc. An example of an access script is provided below:

<AccessScript ASPoint="explorer.exe'>

<ASMethod MethodName="explorer.exe-1" MethodType="login"><ASStep
ID="1"><ASResult>

<WebSignature><PageURL></PageURL>
<UserFieldName></UserFieldName>

<PwdFieldName>

</PwdFieldName>

<ActionFieldName></ActionFieldName> </WebSignature>
<WndSignature><WndID/>

<WndTitle>Connect
to</WndlTitle><ServerLabel></ServerLabel><UserNameLabel>User
name:</UserNameLabel><PasswordLabel>Password:</PasswordLabel><New
PasswordLabel></NewPasswordLabel><VerifyPasswordLabel></VerifyPasswo
rdLabel><LeftStr>Connect
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access script does not exist, the sniffer nodule 225
captures the logon information entered by the user
and stores the encrypted information in the SOCI and

wdboyfdfssaccess script is an xnl-based scrjptcdhdkhososs
contal ns information on how t o playback aut entlcatlon

| nf?[]lgghe §r><°‘kf§ R cat i ofr‘blo gffr 6%28at| on<New
by ergggw@esag </

Ibgt tp?%-\% fgd9 #ﬁgbfenw e(’fgés t§q>< S etho </AccessScript
ASPoi nt =" expl orer. exe"> <ASMet hod Met hodNane =

R, 1 S gocffich, oo e o L0 ubreaior e gt
f#%aﬂér? oBREEE s BRI AR R B P e >

t <WhdSi.gnat yre> <Wd| D/ >
o S Rlictss o Bewrlesionertabel >
er Lapel > _<Us Label > User nane: </ User Nam eL
@@gﬁivwa S g}ﬂl\ggg%?l&’ P@P&Wﬁm@@glﬁs?mg, llsy
dLabel ></ NewPasswor dLabel ><yeri f yPasst vor dLabe
SBie i gt S UPS e RESPes it e 0L sulpinin e FIN

/ 000037
BJBBLERE Sttt Pits ¥ogh by misaniblodpamimakekhare

crecgnhals%o a p{}Ilrahty of applications that the user accesses.

[0036] In one embodiment upon identification of user’s authentication data, the
sniffer module 225 converts the user’s authentication data into a stronger form of
authentication data to be then presented to the applications that user attempts to access.
The conversion of the authentication data may be performed without the user being aware
the change. The sniffer module 225 can generate a longer password by adding alpha-
 numeric characters into the password, for example to the end of the user’s password. The
sniffer module 225 can also generate a random password to be utilized for user
authentication purposes instead of the user’s chosen password to ensure higher security
levels. The new password is generated base on configurable criteria such as the minimal
length, or the inclusion of special characters, In addition, the stronger form of
authentication data can be digital certificates, private keys, etc. The request for change of
passwords to the application can be performed by either Access Agent or IMS. This is
done by supplying both the old password and the new password to the application. Once

the application accepts the change and is aware of the new password, Access Agent will
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Passwor dDl gl Dh<OkBuuonl D1>
<1WhdSi gnat ur e><ASEvent ><Message> </ M essage>
</ ASEvent > </ ASR esui t> </ ASSt ep> <I| ASMet hod>

wo MeERSEPCr i pt> [0034] In addition, the aﬁﬁgﬁﬁw@ﬁ&%gg

contains information allowi ng the sniffer eto
TFERERF Babr o et o hnebRub e SRhelley et 3R
S Rt ey e pBp PR paR Rt P et ko
e L R
AR STl

lural it | fcationg that the_ user ,accesses.

of a
PSP el S AATh s S 16 P SORT XS0 Srhog Hasord,
authentication data, .the _sniffer, nodul e 225 converts
\iioca SQRgeY oM Of SRR GasipR ﬁﬁdeamﬂ%mﬂﬁ%v%gmﬁwgw Kamindee
aut hentjcati on_daﬁa to be then presented to t.

h
of thn useraBY emdisping the AeressAaentip periqdically tomafipally perform
conversi on of the authentjcation data, nmay be rf.qr ped
the #houeiprogaqures,Jr C F‘l%‘@lsélwéfg%m%eﬁ@“é?ﬁ’ahﬁlég they, é‘gg?}?g?‘gf

nodul e 225 can generate a | onger password by addi ng
P33 SxuchrepigAtior characters into the password, for
exanple to the end of the user's password. The |
B3t er nBue embosiynent theypes guthentisationgats apd presisSHIdSHo d
to be utilized for user authentication ﬁur Qses
siared @D rend pe e dUS sevenfpadioBiRs Shiohar e saGT B iMher
security levels. The new password isﬁg%nerated@ﬁa e
ssrveris ifentingh aplpss daving eneiofths ypdrtesgssions byfhe;spifier mp @%4?; the
or the inclusion of special characters. In addition
setver wasmotryeessiblsidas & cxample skl nr e keangectign byfween the
digital certificates, private keys, etc. The request
qlignt redehingjandghe IMhserves rAlsp, the daten s seivernaohs wisedwhen the
performed by either Access Agent or IMS, This is done
usgr utilips layiipltpats SOCT; qausing the priginahSPET apido have thedgfest copy of
password to the application. Once ,

_ the user authentication data, In one embodiment, all the records stored in the SOCI and

* IMS server are time stamped allowing the synchronization module 245 to determine
whether SOCI or IMS server includes the latest data. Upon determining the location of
the latest user authentication data, the synchronization module 245 updates the data to
ensure identical copies of user authentication data on SOCI and IMS server.
[0038] In one embodiment, the user authentication data may be stored on the
client machine as software. If an SOCI device is not available, the user may request the

~ stored authentication data from the IMS server. Upon downloading the user
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the application accepts the change and is aware of the
new password, Access Agent will 16 WO 2004/ 053667

PCT/ S&0 03/00 003 7 store the new password in the
wtl@bsssonfi guration data encrypted by thg. 03hB37

sniffer nodule 225 may al so request IMs for a digita
rjvate, key atored in the SCCI

tificat I,
S B T oG58 o oo B P
ggrpo es . instead of_uier's password if the

O5PY L8T BV PRMELIRIEPLePYE used public key

enticatipn. mechagnism Once_again, the procedure of

@@h’aer si o gn B&qti@e\%e gat@ sfered gt the IMg £V maayrbs dewnlogdsd i pew
éﬂﬂent_ic tion credeptials may be perfornmed w thout

RlGhpeatierelbycshe vve The wtormaoniared e $QCH e mplseekby the new

Agent to periodically and automaticall erform the
%‘%d%@‘cﬁﬂ’&@é’aﬁ pilgaded &4 scpvep dvrh maydethe ﬁwﬁ gervep The original
red, hence they are fortified. Data
ek rpoi s Lo sortpiatysafioney SREBapvhinker ke awesOCT
ut hentication data and access scripts are stored on
oadt e gRrrymied ¢IOR; Quse therengrgption Key isegpuired e theaew SOICL the
the SOCI and | M5 server is identical, unless during
BFRPise apthentigaiondatededosininsded,§om BYS smibe new SRET i be d2aSpted
the, server was not accessible due for exanple, to
ytikigiee gre caeryénndey othsaeviSORT ixtherefore ablrco acdehsdhe samechi ne
.and the IM5 server. Also, the data on the server may
ipformation e the wrisinak SQCY, anddy saist to hosteslamed opdantaltcont SOSG! |
causing the original SOCI not to have the | atest copy

Ryblic/Prixatedeay entisatiomt i on data. In one enbodi nment,
all the records stored in the SOCI and |M server are

0049k st anfsetie amberliineny of the inyymtivy SOCHAndlwle prblttupriva®@ &by
to determ ne whether SOCI or I M server includes the
prisg o de regastered Wit a CedifieaterAnthomty toli BVE Oltmtissoed weftifichth and key
| at est user authentication data, the synchronization
PAwp dg|storalss thefREle Whehthe daters Agent detects an application that has been
configured to employ public keys for user authentication, the Access Agent directs the
SOCT to perform crypto function to automatically cause the application to provide the
user with the access. The private key is stored in the SOCT and is not provided to any
application or any user. The SOCI has physical tamper-proof features to ensure that
private keys are not released. In one embodiment the private key may be burned into the
chip of SOCIs during manufacturing.
[0041] In one embodiment administrators of IMS may cause the authentication

system to utilize private-public key method without the system users being aware of the

change. Due to automatic user authentication, the users need not be aware of the
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ensure identical copies of user authentication data on
SOLlI and I M5 server. [0038] In one enbodi nent, the
user authentication data may be stored on the client
Wl 8ssas software. |f an SOCI device is RBOtsG2003/000037
avai |l abl e, the user may request the stored
aut henti cation data fromthe | M5 server. Upon
@Bk}gﬁqltg:gféqq,f@et{lwecnggcgpd asAdongasiheymropronidad with the desired application
PCT/ SG2003/ 000037 authentication information to the
&t%€ht nmachi ne, the downl oaded data may be used by the
Access Agent in_a nmanner descri bed above. [0039] In
Mtnual Greation of ALK Centgntsd at the | MS server may be
downl oaded to a new SOCI acquired by the user. The
i3} nat i o o8¢ epladiment th asecexthentigatisg detaps dovadbaigd tohSOCIs
new one is encrypted and upl oaded to a server, which
eoin adatabage mapmallyeqreatad by Fyrters rdministrtors Stislemendministeatarhereate
CSK encrypted using the new SOCl's public key. The new
Iex pame|agiagiesd danpairs B pprbagerolSie sgytan andwtorether ypt i on
key is acquired by the new SOCCI, the encrypted
avteniittonseiadiha databasd that deabe stethddt & seover bV atcorr¢spendinegy
SOLI to be decrypted wutilizing the encryption key.
Teranuten Rt soh usdrsUnondireafserrcontdoting anSQCive $e usdrss comyprater, the
information as the original SOCI, and is said to host
authengpasion infortwtion Gbm theriatabase storedPu tieiuer Roimpateeisidewnloaded
Aut hentication [0040] In one enbodi nent of the
forfbeSOCh dlte@adyely, systehrlleninistioitore dprilvaitthe deenyed quthientication
be registered with a Certificate Authority of IMS. The
flats from tiradatablsestorad ahihd sdresr to patespamding SOGTetor b distdbuting
SOCI. When the Access Agent detects an application
86aks ththe users and wdewdi tp oreated anthentpdation datdtb iz cokt@pendigy SOCT

user authentication, the Access Agent directs the
BOSichmeerper f orm crypto function to automatically cause
the application to provide the

Single Administrative View

[0043] In one embodiment, the synchronization module of the Access Agent
uploads credentials of all applications that the user uses to the IMS. IMS organizes the
uploaded information and presents information ‘about cach application to an administrator
of uset’s system upon request. Therefore, a single consolidated user directory can be
created that contains information across a plurality of applications, The administrator of
IMS will use this consolidated directory; directories of each individual application will no
longer be necessary. In one embodiment, the administrator can remove these directories

and effectively consolidate them into the single user directory. The administrator is able

to remove access to all applications that the user is accessing with the provided
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user with the access. The private key is stored in the
SOCI and is not provided to any application or any
user. The SOCI has physical tanper-proof features to

at private keys are not rel easedycqdtaf3Bo00s7
v@(ﬂ%{%@%ﬂt the private key may be burned into ﬁdS
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%shoélc'%qa@gﬁe& *SPSEr mati on from the daLabase stored in
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for
response Cljﬂe smeer module 225 contacts the application server to present a certificate.

The application issues a challenge to the Access Agent, requiring the Access Agent to
digitally sign a random datum with the private key. The Access Agent signs the datum
uéing the information stored in SOCL. The applications returns a session identification to
the sniffer module 225 allowing the user to access the application.

[0046] It will be appreciated that user authentication information does not have to
be stored in 2 hardware token, such as SOCI, but maybe stored in a database located at a
server. In addition, it will be appreciated that user authentication information does not
need to be converted into a stronger form of authentication and original user

authentication information can be played back by the sniffer module 225,
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Single Adm nistrative View [0043] In one enbodi nent,
the synchroni zati on nodul e of the Access Agent
upl oads credentials of all applications that the user

WS Radssket Ne | M. 1 MB organi zes the upl oadgdysqao3m00037
I nformati on and presents information about eac

pcation to an admnnistrator of user's system upon
RS Thuisc BBST S aBppasis Rewssomtiraionion b beon deperbed.
d'recto&g can be prgated that contains information

ugh the pregintinyention hashoen deseribed with refprancederprcificieneraplary
of . |.VS mLII,%fe fhis consolidated directory,;
drbadimsptsdtwillbegxidantithal varioysarodifisgsions andi changsk niay homade to
| onger. be necessar¥. I n one enbodi nent, the
égﬁg fbqdimaenty withont departive fpm dhebrendenspirtand scopapfihe invention
effectively consolidate theminto the single user
g ped g‘{r@rl?/ the plams, Agpasiisgly dthesperification end drawingsaredo bercgmded
to all applications that the user is accessing with

w ilfpeieHvRgnsegatigy thanGueBEdise FenReT/ SG2003/ 000037

information. This nay be done automatically through an
interface allowi ng renoval of wuser access . to
applications. Alternatively, this can be done manual |y
by the adm nistrator. [0044] In one enbodi nent, the
adm ni strator of | MS can provision access to a
plurality of applications to the user. |IMS can create
accounts in applications and inject authentication
information.of the newWwy created account into the
credential container store on the server. The data
synchroni zati on nodul e of the Access Agent downl oads
the information and instructs the playback nodul e of
the Access Agent to utilize the downl oaded
information to access the newly created accounts.
Sessi on Chal | enge/ Response [ 0045] In one enbodi nent,
the sniffer nodule 225 of the Access Agent detects
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that a web page that a user is attenpting to access
contains enbedded XM. tags indicating that the
application requires strong authentication through
wiEshl3Bssehal | enge  response. The sniffer nped@oBdigesT
contacts the application server to present a
certificate. The application issues a challenge to
hgvidccess Agent, requiring the Access Agent to
g%?grrally sign a randomdatumw th the private key.
The Access Agent signs the datum using the
Wit diBine@ik: stored in SCLI. The applications returns a
session identification to the sniffer nodule 225
all ow ng the user to access the application. [0046] It
wi ||l be appreciated that user authentication

| nf of NBhbAG SP&sishat have to Dbe stored in a hardware
t oken, such as 'SOCI, but maybe stored in a database

| ocal Btk aftherRENGH credefiAt thorMring iuthintitatiof procedures of a
appreci ated that user authentication information does

pmﬁﬁmﬁﬂi&gﬁ%&g&u%tﬁgﬁi nto a stronger form of

aut hentl'cation and origi nal user authentication
| nf ofpRatih o %g]fbc% aRihantRekidpaeddemitls With Gidhid EsrmyRdul e
225. EH%IO %De 04/ 053667 PCT/ SG2003/ 000037 [0047]
imisSnfBt hod and apparatus for user authentication
c-Egé\;lzms’een descri bed. Although the present invention

h ' | < : i f s :
as %ﬁ;ﬂ%ﬁﬁg ¢ dhbnde? fcﬁﬁlﬁ Pﬁﬁe&eﬁnﬁm%éﬂld‘e the user with

exenp ents, it w be evi dent that

[ £ i and changes may be nade to
a%/ﬁggesstgﬁéﬁggﬁjl%ﬁ% Iewﬂitgﬁggut departing fromthe broader

spirit and scope of the invention as set forth in the
claims. Accordingly, the specification and draw ngs

15,52 POl e AR

than™a r I'Vé sense.
cﬁmoccg;(ﬁ%%%ﬂl%ég 898§o%ng user’s procedures of changing authentication credentials.

3. The method of claim 1 wherein the collecting the anthentication

credentials includes collecting authentication credentials manually inputted by the user.

4, The method of claim 1 wherein the collecting the authentications

credentials includes collecting authentication credentials inputted by a system

administrator.

5. The method of claim 1 wherein the replacing the collected anthentication

credentials is performed without knowledge of the user.
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CLAI M5 What is clainmed is: 1. A nethod conpri sing:
coll ecting authentication credentials by nonitoring
authentication procedures of a plurality of

WORll6aEONs accessed by a user; replaci ngpéfi&raneso00037
col lected authentication credentials with st ronger

forms of credentials; and automatically utilizing the
stronger forns of credentials to provide the user wth

accessgto t’[\'}\lﬁ bl @%‘ lq{/]inegl%? el %l?ti] n?@%hon credt;rnl?ﬁ]s nu?cﬁu%g glser

of clalml ereln

gﬁ @ai’@vhﬁ ﬁ&r edentl als i ncI udes nmoni toring user's
pr ocedur g ngi ng authentication credentials. 3.

The nmethod of claim1l wherein the collecting the
aut henti cation credenti aI s includes collecting

aut henyi ca r manyal |y i.nputte

user. n7t %[ﬁgﬂle ﬁggﬁ& vf%éeferlﬁ tﬁ cﬁw{lﬁ@g%’%ﬁs éuc?ﬁﬁdﬁg

tﬁ?‘h Li{P gntications credentials includes collecting
cation credentials inputted by a system

adm nistrator. 5. The nmethod of claim| wherein the

repl aci ng the collected authentication credentials is

2004/ 053661 "HCHM LSO GO0T B A irEoR G i

%E Certh g aut hentication credentials include user
d cﬁ? Eswor d pairs.

9. The method of claim 1 wherein the stronger forms of credentials inclide

longer passwords.

10.  The method of claim 1 wherein the stronger forms of credentials include

random passwords,

11.  The method of claim 1 wherein the stronger forms of credentials include

private keys and digital certificates.

12, The method of claim 1 further comprising storing the authentication

credentials in a hardware token.

23




7. The nmethod of claim1l wherein the authentication
credentials include private keys. 8. The nethod of
claiml1l wherein the authentication credentials include

\‘9'(}1%}0%@3669“““ cates. 9. The nethod of cl aﬁ(r“i‘féczmﬁﬁiﬁw
ifonger forms of credentials include onger

pass ds... 10. Th th f claiml wherein th .

e rongar i BFTacf ot PR e Sore g e SR i Bphefation

passwords. 11. The nmethod of claim 1l wherein the

&t mpJpRstoReScr edential s i nclude private keys
and digital certificates. 12. The nethod of claim1l
further conprising storing the authentication
credentials i har dywar e token. 23 WD 2004/ 053667
PCT] 003G PRI e et hod of ¢l ai m 1 furt her
conprising,storing the_ authentication _credentials. in
a dat Bogtginggerocepyres of chanaingpuiispinenian nfrmsHoniperormed bya
procedures of changi ng authentication informtion

P& ormed by a user; automatically generating
stronger forpms of the new authentication i.nformtion;

r epl adytegatinally aeperating siongsr &7 of Be Al pYRenEpation fiprpation;

credential data storage wth, the stronger, forns of

t he nERiasineqkiAuthentication infopmatiensiossq in a credential data storage with

the stronger forms of the new authentication information.

15. The method of claim 14 wherein the authentication information includes

user name and password data pairs,

16. The method of claim 14 wherein the authentication information includes

private keys.

17. The method of claim 14 wherein the anthentication information includes

digital certificates.

18,  The method of claim 14 wherein the credential data storage is a hardware

token.

19.  The method of claim 14 wherein the credential data storage is a database.



15. The nmethod of claim 14 vvhefei n the authentication
i nformati on includes wuser nane and password data
pairs. 16. The nethod of claim 14 wherein the

vﬂﬁio@%ﬁs?ati on information includes prival&e,&8ysnods

e method of claim 14 wherein the authentication
information includes digital certificates. 18. The
nmet hod of claim 14 wherein the credential data storage

is a hgrd t cl.
wher e| n t\llﬁvgﬁe?f]e en?ghﬂn} Vgé}%f‘ g:ir% aamégl?ﬁ%amnd%? %%‘33 incluggs

7 20. The met hod of
e SRR B o1 1 on
i ncludes authentication credentials utilized to
access an application. 21. A nethod conpri sing:
upl oadj ng rst_credential data storage including
encr ygk ‘ed %%%Fhogu?lﬁ%rﬁﬂgtatl on information;

a _second, cred ntLaI

fj 21? 281; aF ag% 2 Bf \r,]\ﬁ%f%ﬁg%‘f% gto I%E% mgﬁ@p% ﬁc&)te% user au enucatlon

#tt hentl catl on i nfor mation to the second credenti al
orage 22 The nmethod of claim 21 further conprising’

I f d
Ser vtk s rioR kP Rer@nd Rt RaR iy | si ng

downl gadi.ng. t he encr s e . .
gownloa%mg e encrypt\é&) au%lwntxcaﬂon information to the second credential

storage.

22.- The method of claim 21 further comprising uploading the first credential

data storage to a server.

23.  The method of claim 21 further comprising downloading the encrypted

authentication information from the server.

24, The method of claim 21 wherein the credential data storage is a hardware

token.

25. . The method of claim 21 wherein the credential data storage is a database.
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authentication information fromthe server. 24. The
nmet hod of claim 21 wherein the credential data storage
is a hardware token. 25. The nethod of claim?21

i he credential data storage is a
NS 200031 Bonb3r 5o *rhe RaPREAape

053667 PCT/ SG2003/ 000037 26: The net
.cl ai 1 rejn,t .authenticati ata i,s a user
o136 o (B el bAGu NG SRE e it B IRET

vvher/ei n tE& aut.hentication data is a private key. 28.
THEPRETISHYBE P ai m 21 wherein the authentication data
is adigital certificate. 29. A nethod conpri sing:

col l ecting authentication credentials for a plurality

of a ication ccess a user; .storing, the

out e i cabe SRfed SERERD e e Bl PR s e koy.
pl ayi ng back the authentication credentials for the
plurality of applications upon subsequent user

accesses. .30. Th th f claim?29 wherein, the,

cr edéeit i aﬁ%’é‘ﬁ%&‘f?‘éﬁmgg@ Mhegticatioydatyis adiediebr
31..The nethod of claim29 wherein the credenti al
Bificdi®ner is distributed to the user by the

adm nistrator. 32. The nmethod of claim29 wherein the
credential container is a hardware

29. A method comprising:

collecting authentication credentials for a piurality of applications accessed by a
user;

storing the authentication credentials in a credential container;

playing back the authentication credentials for the plurality of applications upon

subsequent user accesses.

30.  The method of claim 29 wherein the credential container is created by an

administrator,

31. The method of claim 29 wherein the credential container is distributed to

the user by the administrator.

32. The method of claim 29 wherein the credential container is a hardware

token,
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token. 26 WD 2004/ 053667 PCT/ SG2003/ 000037 33. The
met hod of claim29 wherein the credential container is
a database. 34. The nethod of claim?29 wherein the

WO R¥idasksPack the authentication credential gedqShddd&ns
inserting authentication credentials corresponding to

an application to be accessed by the user. 35. The
nmet hod of claim 29 wherein collecting the

aut hengj catheReRddEit Rl 8 wherkil %e‘éﬂjﬁﬁnﬁpwn{aﬁ{& {39 database.

aut henti cati on procedures of the plurality of
applications accessed by the user. 36. A nethod
conprising: storing authentication credentials for a

pl urabigty e ARl @fain?@@wﬁ& ﬁi?ﬁ% hok the Glithentication

organi zing the contents of t I cation

ClrQER iAdISdel ﬁls&ﬁ.ﬁ@’éu%ﬁsnﬁcaﬁbr?&’e&%fmﬁé tj:orre%gl di %tah% ication

accessed by the user; renoving access eges

| 1585 hccOR& tARRL deAt i Oon of the plurality of
applications. 37. The nmethod of claim 36 wherein

aut hentication credentials are stored on a server. 27
WO 2004/ 053667 PCT/ SG2003/ 000037 38. The et hod of

Cl ai 36 WHRLekLREY %ﬂéﬁmﬁwlle&&%ltﬁe AR ACEeRR 8

mcludes monitoring authentication procedures of the plurality of applications accessed by

the user.

36. A method comprising:
storing authentication credentials for a plurality of applications accessed by a
user;
organizing the contents of the authentication credentials to provide a view of all
- applications accessed by the user;
removing access privileges to at least one application of the plurality of

applications.

37.  Themsthod of claim 36 wherein authentication credentials are stored on a

SCIVer.
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the user is presented to an admi nistrator. 39. The
nmet hod of claim 36 wherein renoving access privil eges
to the at | east one application is perforned

volesiceal | y. 40. The nmethod of claim 36 pdes@bidoooos?
removi ng access privileges to the at | east one

appl i gat i Orhd et iRl WREIA teWiddo Al afif{Xhdl
41. The nethod of claim 36 furt-ﬁeF c%rrpralﬁgi ngn§5&@§s&fby

REOMEAL Plscate@ W SPddnfiabiRghrvi ew of applications
accessed by the user, wherein user directories of
i ndi vi dual applications are renoved. 42. The
apparatus of claim40 wherein nonitoring nodul e

furth [ i '
urt hgy, corfeinkiiioads cihi M&%_reﬁ{o%g%% nQﬁ%g‘égﬁﬂg% Agi@er%st

aut henti cation credenti al s. The™apparat u

e spficdtiBR IsqeRBRIM HRfiGn{.Ur t her configured to

re%lﬂg,c% 1t hese}%r edentai al s vv} hout know edge of the user.

44. The apparatus of claim40 wherein the

aut henti cation credentials include usernane and

passwyy d Atk kith ; i /,

v S AT B BTSN o

bR IR0 {55085 LA | . passwords. 46.

Théﬁgppa?afgg %%kc alﬁyggb%ﬂgyéln %Ié stronger forns

of credentials include private keys and digital

certificates. 47. The apparatus of claim40 wherein

the npnit gf o, conf i gur to star he
3 Bt SR con i B e gpflotafiod W

aut hentication cre
of applications accessed by the user, wherein user directories of individual applications

are removed,

42.  The apparatus of claim 40 wherein monitoring module further configured

to monitor procedures of changing authentication credentials.

43.  The apparatus of claim 40 the replacement module further configured to

replace the credentials without knowledge of the user.

44.  The apparatus of claim 40 wherein the authentication credentials include

username and password pairs,
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45.  The apparatus of claim 40 wherein the stronger forms of credentials

include longer passwords.

46.  The apparatus of claim 40 wherein the stronger forms of credentials

include private keys and digital certificates.

47.  The apparatus of claim 40 wherein the monitoring module further

configured to store the authentication credentials in a hardware token.
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