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Certificate Validation and OQther Services This patent application clains

priority fromUnited States provisional patent 5 application serial No.

60/ 153, 72?,05;{;83% on Septenber 13, 1999, entitled Transacpcowsoo2aeéxdi nat or
t

for Certi atus Checking and Qther Services; United States

provi sional patent application, s 60/ y ihhsiss Sept enber 13,
1999, entitled TrandREAM 3Rt P Hator — ot d-rr gh Level Design;
and United States provisional ang St i on serl al No. 60/153, 203,
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rel ati onshi etweenc tr springs
from t hdakd %P igaion S?ﬁalt Qe @Mnéépﬁ%atsﬁéw?l %}ﬁ]s%fé ?%%ﬁggnno seg&?)r Eear :
each ot heg qiddigr R&@ﬁheﬁiseﬁa WiSIEL 6 Devigh il Uried Stiteproeisional pieenti ty and

authorltyto act e renedy for this problemis to provide each

cont r ac tapplicagion serialiNoh 66 lﬁ,ﬂ%tﬁizﬁ&%‘gpﬁm‘eﬂf 19; Wn@jlttﬂeﬁ Syremand Bracess s The
n|ng arty .nakes, avai.l abl e an a crypts
%age et ﬂn\'lﬁélr‘?"?% r%e‘ g%@fﬁﬁcﬂ tljgé/oe ggﬁa recei ving

25 part yogRnconfirmthe |dent|ty of t he sender But t he sender s public key
may not % fgnovvn a priori, to the recipient. In that event, the sender nmay
transnmit with its signed nmessage a digital certificate |ssued by a '

certificate authority. The cer iei SPHE Thoenthon®! f @ signed electronic
docunent (signed with the pri a*:e—‘irey—o#"r'%e— ertificate authority)
certifying thais ivétiohirélules gerrdily to thefield of faoititating dlectiogic ainméree BY sender .
In some cases, the recipient may be unfamliar with the public key of the

celdifi peaveding servises vip agrublia bebitagtmsitGnet her the certificate is still
valid. In that event, the recipient 9 MAR 2004 WO 01/ 18721 PCT/ US00/ 24663

Background of the Invention
The world of electronic commerce has created new challenges to establishing

relationships between contracting parties. One of those challenges springs from the fact that
20 the parties to the transaction cannot see or hear each other, and cannot otherwise easily
conﬁrfn each other’s identity and authority to act.

One remedy for this problem is to provide each contracting party with a private key
for signing transmitted messages. The signing party makes available an associated public
key that decrypts messages signed with the party’s private key, and thus enables a receiving

25 party to confirm the identity of the sender.

But the sender’s public key may not be known a priori to the recipient. In that event,
the sender may transmit with its signed message a digital certificate issued by a certificate
 authority. The certificate is itself a signed electronic document (signed with the private k'ey
g of the certificate authority) certifying that a particﬁ!ar public key is the public key of the
30 sender. '
In some cases, the recipient may be unfamiliar with the public key of the certificate

authority or may not know whether the certificate is still valid. In that event, the recipient
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may wish to check the authenticity and validity of the certificatleJwMAR 24
entity that it trusts. One known protocol for checking certificate status

is the on-line certificate status protocol (OCSP). Summary of the

I nvent i onl}ebgéﬁtﬁlm and nethod are disclosed for facilitatipegasheedssoni C

comer ce by curely providing certificate-related and ot her services

i ncluding certificate validation and warranty...Iln a preferred odi nment ,
t hese semmy wish tacheqkith puthentigity Hpﬁv%llfkwegﬂlee‘%fl‘%cﬁpeaw’lﬂgﬁ‘? grgt:}y ﬁ@‘ ?tr{%f "r ust
nodel . The four-corne . ' - Rchtd QatdSpiofRol
subscri bYRg %H@”f%ﬁﬂ%@gﬁmﬁs err(&"lailj%{ocgl glgéﬁ% relé;??ngpcustorrer,
who engaﬁgﬁg _an on-line transaction. The buyer is a custonmer of a first
financial Institution, referred to as an issuing participant. The issuing
participant acts as a certificate authority for the buyer and issues the
buyer a hardware token including a private key and a digital certificate
si gled by the issuing 15 participant. The selier is a custoner of a second

financial institution, referrchhmaggofihe Inveaitionng partici pant. The relying
participant acts as a certificate authoriiii for the seller and issues the

buyer a har dwArssterolaad methad ase digelasadrfpt/ e elgetyontic §PEMeLte WX at e

signed by the relyi bart i Gi The. | WiEGkSand watinty.
certifi P@%%#cﬁgegﬁe,@i&@?S%Ewﬁfﬁmmﬁﬁﬁ‘Feug’i to the issuit)rllg and
rel yi ng palirlkeibdthodiRernt! thedeaetvidee anf pravitledwithintthocontettef b fgusrcomtegat es a
hash of the transaction data, signs the gash, ?nd tran m'tg t.Ee transaction
datl@, t heustimpdal. A fowrscasnegirpadel earpprises 8 Jpvers wisred tQ gy StHE™Se| | er may

then request system servi o [ dofiar Witided fnlmplll@-]
ignstitut uﬁtr?,‘mf’ﬁ’éldarsgﬁ?/ri’ﬁeé par‘%‘iaglﬂ%arﬁfl} noa pref erregrgéeenbodi ment, these
syst em s@in¢h&Re. TRY buyerisid eustornardfiaffirstfinansitlinstitution, c¢feukrd treas\ANdSUNE! a

warranty service. The certifjcate status,check .servic | | ows I ng
cust omerparticipanti §he isSwing PAtISHARY B51s A asqaiftsAisauthonity ﬁrgl?eglg{ygl_' %%&f/gﬁ%nt y
service al l o A t];i}i@ Ke§ ah@ 8 QigiRl cerfifitdt@signad bybthe ksding

war r ant >p1{yﬁra¥§%rﬁ§r§gel} g%:rbr/#lg@ﬁglgc% st o{r‘?ergs ce(gt‘i_f icate i slgi\i/al ibgé Det ai | ed
megsage fadvipant OTh@seller i mapstonees of 8 copnd naneial instigitionetelerreditnas theet aj | ed
description. 30_.1n a ef erred enbodj nent, e | Ci r oot
entity iTSYMERATUREBAR t féeqY'Pgé’ﬁ&'ﬁ&aP{)%%&?&c ?uﬁﬁla a@%%@@%ﬁ%g%& vi ces
and ope r%g% Hug&oa Rardva@! t6xdniaEladak: aQrivie key gnda WiRaPErdd{icMe Gincithip 1
PCT/ USOC. the qualities of atomcity, consistency

] Ls%t_i on, .antzcli1
dur abi | ithy reljing pertisipat t Thersysieny alsariaekydes aogt seaubicate ajthepty thal ispet Ugt
I nt erfacc%n]if?crate%%%ﬂefi'ss%?ﬁgeén%treyynsgm(ﬁg&?é and requests, as well as

20 At the time of a transaction, the buyer creates a hash of the transaction data, signs the

' hash, and transmits the transaction data, the signature, and its digital certificate to the seller.
"I‘he seller may then request system services via a connection with its financial institution, the
relying participant.
In a preferred embodiment, these system services may include a certificate status
25 check service and a warranty service. The certificate status check service allows the relying
customer to validate the subscribing customer’s certificate. The warranty service allows the
relying customer to receive a collateral-backed warranty that the subscribing customer’s
cértiﬁcate is valid. Detailed message flows for providing these services are provided in the
detailed description.
30 In a preferred embodiment, each participant and the root entity is provided witha

transaction coordinator for combining services and operations into a single transaction having
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_messages and requests relating to other services. As a result, thq grﬁgp\ngﬂnk
I nvention provides the necessary flexibility to permt centralized an
consi stent capture of transactional 5 information relating to a plurality

_ of offer eduﬁﬁﬁﬂs‘fﬁs for audit and non-repudiati on purposesSpcrrisoodedst i on,
t he present 1nvention facilitates the integration of additional services

and provision of those services tp custongrs. .The dji scl osed transaction
coor di natthe qualitics Qfe‘%o‘&lcst)”rfg’f‘@s‘f’ﬁye}ngé'@ntacrﬁr‘%ffh‘ﬁbflm 'a(tilhe %'}Sgéfoflo‘ﬁ)loﬂ tnator
conmuni cat i o QbrtificRRNEI® méddfdes hid FeaBsstlas RRLMEEN
banks or pr‘lvdge ta?fgrpﬁg?%ggeﬁgﬁtﬁaggﬁ}utioﬁs and their custc_)egers_. The _
transact irﬁHQsz%@@Mﬂ eaiiets relating prakdrdeices.s Anglresubinthe preserit imvention protideser s t o
obtain certificate-check services and %gvi des the flgxi bilj.ty.,to add new
busi ness tagnecessanyi fsribilityfe permit ceptrlized apd cpasitent captyse of trapsag guar ant ee
service, .of certify ' V4 e'a*ge e3ifbe dudit’aRY heH-RPudiaibR PufboRBL.T Y
poi for“%éﬂg nrﬁ%@%@n‘glﬁg ré/ficogféeg. %ﬁ?s prélferably g%gilgnedgto be

easi |y exh gauigsh, e sresentinveraiddifadilinates thcinegration of additiornabservices andeat ed.  The
di scl osed transaction coordinator provides parsing, flow control, and error
handl i ng proyisiorhef thpsesseMICERERUEAMASS-i nfrastructure and acts as a nessage
switch to rou YoToMotelyine] : =Volelp enferBySieatikigdyi ce (e. g.,
to an OCSP reéﬁ%ﬁ%gl?’, W englﬁg’?&gp‘%%?}%n agﬁdl on, it col Ilat es responses
from t he gRcREHIY E6Aifuhithtons aamagstbanias ardbthe? Ginamiyl onstidutions orlbetpser hankst dre
responses to _requesting clients. The disglosed transac_tglimg&agoordi nator al so

_recttds other fingncinh instipdions apd &F CYStomers e 1he fapspction Gpopd THREPVESP i ces
dn a centy gieiseﬁﬁ-? gﬁﬁﬁ% HASRI19 BhtaBRGRifG At hecR Serlites AANYssvides thet her

f?i nanci al F1 I'ons have their own requirenents for billing, the billing
dat a canflegibilgyto akl e nsthessogiplicaidntserviges] sudh o3 Warganty enyige. Reyment

institution's needs by w.ting.sinple extractjon f.unctions.,.

di scl os e&WF‘HF%%Y‘F%r?’GS‘BﬁGﬁE H%{léqu’g‘]csB’%-a? F‘ﬁ\il\gmma %Pgrl SERTY E?ﬁnggoﬁ-ctP% ¢
I'nsti tut | gRSona Qervices Sit W RRALBAIRIALNES bd QisilflbkibRled s sipppaadditional
transactions as needed. Further, the disclosed transaction coordi nator

al | s f servicksasi theyegreatdated. of commerci al of f-t he-shelf software

appl i cations d. provides a.single.elect ' k0N [

el ectronicall %gpéﬁos@%ragﬁﬁ:n%ﬁ?rgm&%% l?rn‘;e‘}r?l@s? (i’“’%“g’]k‘/ﬁ% cgﬁ%ed{l’ &%%‘?‘718721
PCT/ USOO4, 24383 fd)rrih@?fgséﬂt‘ﬁfkssafgh@ iflfrastheteeaid ansaci mesageawithnaraute i sol at es
all core services, thereby pronoti ng? reuse of corrpo(géﬁ}gs and, si Iifl¥i ng
the mai nimessAge compeReatiia AR BPRFAPKAtS FYSIara SEVice £¢-8+ ol regPORAEoWgTan
transaction_ coordin . | | Ag,; <bhddBdated

certifi cﬁ?glﬂﬁecl’?éc[ﬁ%?%hg ﬁg%él?%sf/ésﬁ ﬁ%gtegﬁgu ggrye%%ééegﬁteﬁgn- standard and

M ghf I egdspénsk And AizgMtthes the responses to requesting clients.

" The disclosed transaction coordinator also records billing data for the certificate

check service or other services in a centralized general fashion. Because all of the banks and

other financial institutions have their own requirements for billing, the billing datg can be

extracted and modified to an individual financial institution’s needs by writing simple

25 extraction functions. , .
The disclosed transaction coordinator also allows banks or other financial institutions

to cross-charge each other for different types of transactions as needed. Further, the
disclosed transaction coordinator allows for the integration of commercial off-the-shelf

software applications and provides a single electronic signing service to electronically sign

30 and verify documents.



| ocki ng and i npl enmentati on del ays. Brief Description of the DravvijngjsMaﬁem
and ot her objects, features, and advantages of the present invention | 4UD4
be better understood when taken in conjunction with the follow ng detailed
descri pti gipefek721L0 acconpanyi ng drawi ngs i n which: Fig. kcraseo/bises k

di agram of a preferred enbodi nrent of the four-coner nodel enployed by the

present syst elmadggt,gn, tlﬁe hﬁﬁ@séa'f@mc%&%&mn gﬂ?&id}%ﬁ’%ﬁ@%@éé F%?ﬁr abl y

provi ded at entrtres 1n our-corner node 31s a

di agr am gbmetify RS sfdnpohars ari¥implifying thenminitnance ambenfiameinents of lhese 4 i s
a conposite block/flow di agram that denpnstrates, certain aspects of :
t r ansactsepicesodhediselosad W%Pﬂﬁﬂorﬂwa@rﬁ?@f@ﬁ%“@ﬁ%%‘?ﬁﬁ? onfing 5 js a

conposite ock/ ' |Gl s -] . Lgnin
componeifErdicAot etk ARG sAERL chfiebly RSl aaRA Hhbe Rl hVERdbET 10 |
di agr amjgaamiaid inipldientativheleRlys.ed enbodi ment of the steps perfornmed by a

transaction coordinator in performng a certificate status check; Fig. 7
is a conposite block/flow diagramillustrating a preferred enbodi nent of

the transaction flow for Vﬁﬁ%{%ﬂ ﬁmggfmefﬁ&q‘;iﬁF'S Fig. 8 is a conposite

bl ock/fl ow diagramillustr w for one 25 preferred
embodi ment  ofThase/ikirofiith WbjRets) feaRies ind adYaritages of digyrsseheinbémiok/willbe di agr am
of a preferred enbodi nent of server-side authentication: Fig. 10 is a

conposi tettes usdearstoodwhen taken i esmiunchipr path thefollonarg detsiled desctipfienand de
aut hentication:. g, .bs a conposite block/flow diagramillustrating
. a E)‘?efeP‘r'cg’d“pr%B?é‘ggéaFw’g%ﬁ‘ﬂé%#‘{’%ation process: 19 MAR 2004 WD 01/ 18721
" YPCT/ US00/ 2463, fiiga blodk diagpant of@prefdrred Rirbolinidn of thedouracunmd meodpl ef er r ed
enbodi nent _of the securi relevant flows associated with conponents of a
t r ansac emplpYed by dheaesspt systegl 13 is a conposite bl ock/fl ow di agram t hat

enti (105 i n Sk PdEPREk dBRRER diiet B BRRRES PR R B S
di agr amfddrabrmdemodels t he transaction flows for an OCSP-proxy centric
° nPSOdi ment Oi:igt. g?s g {)l%tszl? Hltagl%'/r? E)te :ﬂ)referred embodiment of a transaction coordinator;
Fig. 4 is a composite block/flow diagram that demonstrates certain aspects of
transaction coordinator operation in a preferred embodiment; _
Fig. 5 is a composite block/flow diagram depiéting preferred operation of the signing
component of a transaction coordinator;
20 Fig. 6 is a composite block/flow diagram demonstrating a preferred embodiment of
the steps performed by a transaction coordinator in performing a certificate status check;
} Fig. 7 is a composite block/flow diagram illustrating a preferred embodiment of the
transaction flow for validating a certificate;
Fig. 8 is a composite block/flow diagram illustrating the transaction flow for one
25 preferred embodiment of a warranty service;
Fig. 9 is a composite block/flow diagram of a preferred embodiment of server-side
authentication;
Fig. 10 is a composite block/flow diagram of a preferred embodiment of client-side
authentication;

30 Fig. 11 is a composite block/flow diagram illustrating a preferred message

authentication process;



. Detailed Description of the Preferred Enbodi ments The present di chO@gkez
relates to a systemthat allows financial institutions to securely 004

performelectronic certificate status checks and other services for their

cust oners. bq, As72b" ef erred enbodi nent, the disclosed -syst egTAS0b/2683

f our - cor ne? 2MIE nodel to provi de these services. A preferred enbodi nent

of the four-corner nodel enployed by the present system i own i.n Fig.

I As shown i Rigrh2is aicompesite b/ devretiagsesn &f & Bsissrerebtbodinnia of théeeirhyr o1,
102 and a,15 second | ASti i gnQe o tSinsdctish bootHinatbr 102 is referred to
as the "FLeEpHlowsES cé%%n chgn au;}lgd%’at 'S a participant in the present
system and i Spige$3 FERdompositeblotioflowsliapman dratdepictathedegimateBaizepef ow. Second

institution 104 is referred to as the "relyin articipant" because it is a
par ti ci pamessages thitarppasseshhetwean ystemyfatifiesina peetgired empedinenty  opr esent at i ons
r

made by i ssui articipal f{ﬁifﬁ“ e bR FoSvsFoSioer s,
as descri bed g@r b‘glsalfé’mpggﬁ)géggﬂ%%i , %gdﬂﬂggpgépt?%g%ﬁny bgnlgs or ot her
fi nanci apdgpsirbiy/édnfitemtiidietvd\die preseht gysten.are a first customer 106, and

a second custoner 108. First custoner 106 and second custoner 108 are
preferably custoners of issuing participant 102 and relying participant

104, respectively. FirflfUFhalehib08e hs LA Eflubdin@ist e " subscrbing

custoner” because it s esS provl de y 1Ssuing participant

102. 25 SecongincpreécarBicléfite rdlatestoar systemi thatatlowh éinandcialyinstigutions toseshrely

because it relies on representations e b botP I,SSui n%B{)artici pant 102

_ andOsubsperfdymrelectrsicoqgificatgetatyy %CISSWS'a?P eﬁs%l"ﬁ‘?s oritheircusigierss fpid v 110,

" YRoot entity 110 ks | . [ | L@ &haPhmbadl 6 pavilleenf or ces
a commnp’%et"eélcméﬁ%‘rﬂ%e?'#’%%ééléﬁlg%dgggr}apaeﬁé}tggtf?ng el'ectronic comerce and

el ect r ONjhesdCRFvIRER] Aopreferred embodinent of the fauf-compr modehameployedibytthg prejent 30

plurality of banks and/or other financial institutions that have agreed to

adhere t%)fsteﬁb@éh"%é?%‘gi hg rul es. One exenpl ary enbodi ment of such a root

entity is desggi 1 Fi € OP @ty DRI 28grisep B ifirgdhdtidmtioheroRaind bo.

09/ 502, 450, fl%gg’%%efg%%%’/ 11,9%6%%% entiltled System and Met hod_f or

Cergsi fi CecbadinEtitution H04 NEirsDinstitution 102 torefermgA ite as the “eewing pantispanty becauss by

reference. Fig. 2 is bl ock. di agram.depi ¢t afbey

br ovi deciti s piripsan s et SERH Syar Toerar o atomar g 485

parti ci pglihs. 40%nd Rdinaiva 104GS refettdd i ad 2 “pelging pahicipapt thecalsd itis &h a
transaction coordi nator 202 that serves as a gateway for Hﬁa‘pgnitt.i ng and

r ecei vi npartitiparitin the-peesent systemsandjisSuplemersdelyon rEResniaions, EESHPEt he
present syst.em escr | | ' hddl \CPArAS

coor di naP%'PEIP%éé%PB@}Sa%‘“%B%%ﬁi epwr%fs er g@glsf %e&‘élggg%%dn%m;grt i Ci 82%? 102' s
angygr el yj g 108 kdeitgpibaly bahRélosother fiianeiabinstitibars, and i npl ement  saf equar ds

necessary to ensure secure electronic co ni gation betvveeiloé rr;;m§action
Also shown in Fig. 1 are a first customer 106, and a second customer 1Us. I'lrs

customer 106 and second customer 108 are preferably customers of issuing participant 102

and relying participant 104, respectively. First customer 106 is referred to as the

“subscribing customer” because it subscribes to services provided by issuing participant 102,
25 Second customer 108 is referred to as the “relying customer” becaise it relies on

representations made by both issuing participant 102 and subscribing customer 106.

Also shown in Fig. 1 is a root entity 110. Root entity 110 is typically an organization
that establishes and enforces a common set of opérating rules for facilitating electronic
commerce and electronic communications. Root entity 110 may be owned jointly by a

30 plurality of banks and/or other financial institutions that have agreed to adhere to these

operating rules. One exemplary embodiment of such a root entity is described in copending
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T YCerti fi depnsactien s0gmatRy

.10 coeordinators 202 and other entities in the four-corner nodel ., gﬁm
. preferred enbodi nrent of a transaction coordinator 202 is descrila d 3004
in connection with Figs. 3-6. Participants 102, 104 and root entity 110 are
each further preferably provided with an OCSP responder 204 and hardware

security nodule (HSM 206. Exenplary requirenents, f an der

204 are @ﬁ@itidnedﬁmﬂmM/magpéeci Eetyuaryd &2008: @tﬁﬁd%§r§%ﬁﬁ@%§§8geri fy

si gnatures on nessages, descri bed .hel LD j Meteficdi 9. 6. In

addi ti orﬁ;er@ﬁ@mwpalhl?teqlﬁ%‘ﬂ thepSeIviFGy which gg%ﬁebgh'ﬁ??ﬂﬁ%%‘g?é furf_heg

preferably q.rigvi g%doéé-}[%(td]aﬁmﬁidebiicﬁﬂg Ehpondats phdfeebRqBotidohalcutitigs iothe bank
I n the

billing application case of participants 102,. 1 a_rnLaw
t r ansactf,eicdrag maded, Aa shavet nfig. 2 aedicipantsd 83l O4pand rgot W“%Pﬁiﬁ{ﬁa &1 16

(connected to customer data dat aba 14 he aggcurity
20 $rodulpgovided with @firagpaciipp goprl a@&%ﬁ%@‘?&%ﬁ“{%&g ?gﬁts%g‘%? ?grntp‘g%%i B or 202.

As further .shown:in Ei.g. &l iafel t6 Yt e bErota8d by tipr peemabysierpr 68i ded
with a \Fﬁ%ﬂw%\rg@éﬂ#&zggﬁﬁ%‘;‘sa?s 1‘a(filapt ed t(_)mfﬁsecei ve a% r.aélsm' t i nformation
Vi a the deBirRjeReh moReliethihbelow) sansacsion rogrdinatars 20hmrovifest SRels iBIetidcsifPaed wit h

descr bagning mohaptad afs apLenpe oaecipr By} ik BaRcB A ppRARD: %, as
interface.222 b fuk©fladtrony RRamiticatjpne betwadoh yrapsagidtled at t he
relying sagegg%rggngg e%@??é@?gée%ﬁi n c{)pendi ng llJni t ed Stf?,lt e %t nt £
apph i catdosfiissrsab2 bid othey @Hitiesvthe fquricamemodsie PRERTE Shed & Pﬁl Ciade
System and Met hod for Fg@lﬁgle e%t i't?e\a-b'gfo%\?ﬁ%g@{%%h hEHSFikS 3-6.

I Ces, I C

I'S hereby incorporated by

ol G onCE e ek 0B nd 08: icpL 0 e byt RIHIOBIUEE AR e
9 MAR 2@B@SPsespomdendds siblmrdware speyuri EﬂOg‘HBE&Wﬁ&Hé E&S%’B%?a’( %‘BEQ‘%‘% )
P ohar - TetaOBBE thanafiogr 208 erd deSb el LR A 0a o Lo 65, oo
g | oofbrBEfBul bn ricoRepuelactiba el vomteeemplh Sy tem ent i1y 1s
ItO o facilitat dnaddiﬁenfﬁaéhpﬁlﬁﬁlpaﬂrw?dmar“fi>78°tc?é'Ppi #ﬁ@&%ﬁ%ﬁ%@rred %/o,
in sone Casﬁg%l Wgﬁ gfbglj‘lpg@%@g%éa&%% i dnnadi&d tod Bhnk billingiabplicatih 210 gmtles | n

addi ti oPToY! I ment, each transaction -coordi_nat £4 202 is
pr ef er ahlye offiaRidipats 192, h04), s rowransdetivini log, 2d@r 2 susternerclainptehase 714 8

certificate and associ ated private keys The i ti ' ¥ skSurptsed to
pr oduce ritkgnanager3 1§{gennceisd it?ﬁ{smé?eéﬁ?écﬂﬁfagﬁf Zﬂ\?ﬂr""é‘t‘)‘%ﬁ s@i@‘ﬂ?‘%ﬁ\?@’ 110 ag

evhglence, ofn@91 8 Wbt of Wit oRfbdl totalichdPEordinatds@0zont ent s of an

,entitled

As further shown in Fig. 2, relying customer 108 is preferably provided with a Web
server 220 that is adapfed to receive and transmit information via the Internet. Relying
customer 108 is further preferabiy provided with a bank interface 222 for communicating

with relying ﬁarticipant 104, as described in more detail below. O_n_e preferred em‘podiment
25 of bank interface 222 (as well as additional components preferably providf:d at the relying

custoxﬁer) is described in.'copending United States patent application serial No. 09/657,604,
filed on even date herewith, enfitled System and Method for Facilitating Access By Sellers to
Certificate-Related and Other Services, which is hereby incorporated by reference. Relying

customer 108 is preferably further provided with a hardware security module 230 for signing

30 and verifying system messages.



transaction. A certificate chain is needed to suppor.t operationﬁ gjsi nﬁ% this
.key. .The status of the identity certificate nmay be-obtai ned by‘a

tMAR i 2004

entities, as described below. The utility private key is used to produce
digital signatures that allow additional transactional security.
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mestitne, 18 kizn SAHIMEhmpssegesy prebforgther etllﬂépplét:ﬂb‘a%eﬁfeélﬁ?ﬁé?n glé‘ Wodul e

316, and may _conprise, other ser.vj evitiftyi@rtaritdtd, i onal
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coor di ndtatifiene’ mbrstozn identitg eertifican UnkeseotherMsRSHCY request or and the
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¢ S

manager 304 rRARrgEL

vice 10 request romtransport services cor(w)gonent

30§y and AL Qewiadsiva § ereqRpvidat iodt by meuiug participeoti (s Issvipgparigpant 1

conponents, as described in nore det aiil bel ow,

25

30

preferably issues smart cards or other suitable instruments to subscribing customer 106 that
include at least the private key associated with the subscribing customer’s identity certificate.
If desired, the smart card may also include the subseribing customer’s identity certificate.
Preferred specifications for the smart card, its manufacture, and contents are described in
copending United States provisional patent application serial No. 60/224,9?4, filed A.ugust
14,1 2000, entitled Signing Interface Requirements, Smart Card Compliance Re_quirements,
Warranty Service Functional Requirements, and Additional Disclosure, which is hereby
incorporated by reference.

Fig. 3 is a block diagram of a preferred embodiment of 2 transaction coordinator 202.
As shown in Fig. 3, transaction coordinator 202 preferably comprises an interface 302

comprising two components: a TC request manager 304 and a transport services component



certjficates of entities within system 200 of Fig.” 2. The functi oh

" warranty service 314 is to guarantee the identity of an entity that signs
an electronic conmunication relating to a particular business 15
transaction. In a preferred enbodi ment, the participant pr oviogi {1935{?6
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01/ 18721 PCT/’@S%‘]‘GZ‘&’B c?ﬂlggg% Sfag'% gcgj%?ﬁget?ﬁ&t: 91?25 not feasihle to £1%‘rgovtihde
on-1ine f AREBAMAER s} dterf 280 X e dhe fiGietipn fof warrantslsETviSr IS 10T ©
pref er alSP'y " be lised’t o satisfy requests betweein r oLy g ShationB bukfRss and
r el yi ng igaitity of aneentity hat siges 30 ¢lectioRIG GOTBUHEAHPHL an%é]l ssui ng payt]ilci pant
102, and any . request .nmade bt roPiditizahé waohintyntyprcallbggi ng
coh’-ﬁ)oneﬁ{a“m"P'sﬂ'l LPIefy Iefﬁb%éiglg‘%}g’etﬁrgg%%s%g%and OCSP . rg@gﬁ_ﬂseéﬁé,lp a raw
t ransactijssgw ﬁnéﬁarﬁ 302, dotépts Dharicinl responsitifityfonsqmnorathe PPV AUdi ti ng
. unct i

pur poses on of billing capponent 322 EfRaicth dpithlstore a
transacta’nmunbiﬂitfsﬂ@}er¢1$0§W61i°§1W%F%EEE‘S&%‘%W&%%%@%?%M requegfas) recei ved
by transaction coordi. - o b0stBmef eprivete ger at i on of these nodul es
and cor‘rﬁéﬂ@ﬂ%‘%cﬁegtefld‘flﬁha&elgg‘é%gé?llngeds bel vaﬂ.s Fig. 4@5(? co %sintﬁ bl ock/ f | ow
di agram t hat -iermnaidnadfeayment guarantesseries W6 is tor BFESASER L OSFd nat or

operation in-a preferred enbodi nent . . ' | Jith fmmiefiate cORfirrd h
transpora:ssmtedwébaé@ﬁ%ﬁ@ggyﬁ’%“%?gfﬁsg@gg%hpk@orhi nat or 202 receives a

Service .. ribing customer 106's ability to fulfill a financial obligation. In addition, issuing

2 may issue a payment guarantee for some or all of the transaction amount if for
ces

_The funétion of certificate status check service 312 is to vali d?tge%m@

) participant 10 ! .
| ason subscribing customer 106 fails to pay relying customer 108. Payment serv

some re . viee
cation serial INo.

may also be established as described in copending United States patent appli

25 09/657,622, filed on even date herewith, entitled System and Method for Providing Payment

Services in Electronic Commerce, which is hereby incorporated by reference.

The function of certified mail service 318 is to support off-line transactions. Off-line

. e . . atel
transactions occur when the receiving entity, instead of servicing the request immediately,

puts the request in 2 processing queue. Typically, an acknowledgment of receipt is sent to the

30 requestor. This scenario may preferably be implemented when the transaction volumes



. request fromanother systementity and sends the service request jtg wgﬁuma
manager 304. In 15 step 4004, request manager 304 checks to see if 't '
service request format is valid. If the service request format is valid,
request ﬁgﬁisﬁpéf requests information on the requestor pcrikes/ickd i ng

data, and e service request type by calling a nessage validation nodul e
404. Message validation _nodul e 404 cal).s a parser conponent extract
the rel ewase larst‘n%'rlﬁﬁtq%f?a?‘g PHYJegp-ung g r@gsersgg] SE%’YWEG“?%QI r(mf]és é%)&)4006,

request panaueice 306 ndllte AR BT 44 QAERS WicdDiying NtdIREN 108t e t he

request o ntrcation nodule 408 is described in nore detail below In
step 400ghd elyidgeirticipdnt 004, velglingpatdfpaati Ooandiisringpartiipand 4Gdendenpy cal | i ng
signing conponent 324 of transaction coordinator 202 which, in turn, calls
har dwar erequestimads tofeaiantity 8. A preferred structure and operation for

28T, TP TR TRt Lo s ks oo

aut I cate Status check conponent 414
that in fespdnsésdhhsawirafdation lbgp8(seFig.(5) formoparpudiation andisequrity auditing at us
check on the requestor. A preferred structure and operation for
certifi cwpos€s-at us check conponent 414 is described in nore detail bel ow

30 In step 40@1@%&3@};&4}@ %ﬁg?@ﬂ%ﬂ i$ QBcreAb hid ﬁo&%ﬁ&ﬁwtioalmmﬁgi zation

check nodul e e requestor is authorized to place the
servi ce KigHet meésapesitesporeds st feliRsB) Geceln@l by trassrotonntdistor 63

structure and operation for custonmer authori.zatj,on,check dule 418 is
. ded@ri beRreferredoperationefihese S ”&CWBW%Mﬁwﬁﬁ?gMW Q&r 304 calls
1 oggi ng conpgRent is%%%n&ggsﬂeg%o c]bﬂo&%giiﬁﬁ YHaf BembREHRS berfaii aspeéts bEpudi at i on
err enbo

ﬁ)ur poses. In a“pre | ment, ‘nmessages stored in the raw
t r ansacttrmeadtiog casrdimmtopoperation i 4 preferradrmbodimentv A¢ ghomar in Fig, 45 ineflemo16,

request manager 304 forwards an i LLin ata nec i at el
b1 117 orA008, GhmeBar T A RBot) 0P ok JRBe it e REE3° A bt dRARS DL LY
bi 111 NG el Qe frohl aBbMBr 28y crtidflkRBiendPMe §avica yuestitupdqisst intmagaraddc dn

request tO a service réquest 10 router_426. In step 4020, sia_rv'k request
roaser 4dd 4094) quest mppagspdPhcheckstosee if theermyiee mapest foymahsryafd €r equest .

In step 4022, a service resbons | hifon' RAHE fdqueb gyt er 426
fromth eser"é"eer’sﬂ‘é%?f?ﬁlﬁ'ﬁtl S V%ﬁ at e%\‘%? r%%'{aggrgjq\ﬁﬁg?{%% %% Hoger \C/tIH c ]Zéqru equést
router 4R6bfifkg/\dtsland it seRiiod request type by calling a message validation module 404,

Message validation module 404 calls a parser component 406 to extract the relevant -

information from the raw service request.
20 In step 4006, request manager 304 calls an authentication module 408 to authenticate

the requestor. Authentication module 408 is described in more detail below.
In step 4008, authentication module 408 authenticates the requestor by calling signing
component 324 of transaction coordinator 202 which, in tumn, calls hardware security module

218. A preferred structure and operation for signing component 324 is described in more

25 detail below. |
In step 4010, authentication module 408 calls certificate status check component 414

that in turn calls an OCSP responder 204 to perform a certificate status check on the
requestor. A preferred structure and operation for certificate status check component 414 is

described in more detail below.

30 In step 4012, authentication module 408 calls a customer authorization check module

418 to verify that the requestor is authorized to place the service request. A preferred

9.



response back to request manager 304 which, in turn, sends the se¢f Wi SRR 2004
response to transport 15 services conponents 306. Transport services
conponent 306 forwards the service response to the entity that made the
service r egHSeL »f109. 5 is a conposite block/flow di agr ampdemuses/24s63
preferred operation of signing conponent 324. Signing conmponent 324

preferably provides a single interface to different i ani V] , such
as’ smar t stowstute ancheperion ol @Istomey; PP‘lh?“'f'ﬂﬁ'(?chggc, 'ﬂ?\cgﬂﬁggglsgre VP Sgﬁ‘a%?% 20

processiﬁ .iglverify signatures. Turning to Fig. 5 when a request is
receive %‘?f ?%Wl ng conponent 324 in step 5002, signing congonent 324
det er ni nes” whg{dkgy 4014, feguest manages B04 callsdogping eonponenti 330 tq tog the &1y FuWice| f
the request is for verification, signi

t 324 ds .t t t
a har dwarequest faxmonyenudiptios PRIPYsese In 9&%@‘?@3‘? % ?‘?'g‘%telb‘esﬁg%??)s.%’?!'ﬁn‘ s‘?%%ﬁ‘%éos, °
h ' dul e, . 25 CHUE hi t wth [ t
ar g}“ﬂ:ﬁ%ﬁ%@éﬁ%é@& m%ihgrlﬁsﬁﬁs& fhRndthi s request wi a signature

ver 0 Ssigning conponent 60. If the request is to sign a
document, si gRishg 400 B6PRGEt mdrdbes 30difortvirels amybidling dathnasksseholdl d i ncl ude the

docunent to be si neg?etq har dware security nodu 1 or. si.gnat (step
5006) . |appsepeiatedybill fonservigesrrowded tq biljingsg “"2‘1%5? @s‘%&#&&‘%&ggﬁ‘? %ﬁlr uest

by signing t he docunent and returns the signed docunent to signing
conponeHP 324. Finally, in step 30 5012, signing conponent 324 returns the
si gnat ur e- ver fsidpa4018) reqeespmantzenB04 fogwands theceriier request totreseednpSAeRt t hat
made the request. -10.1 9 NAR 2001 WO 0%/ 18&21 PCTI US 24%6%05{'@3 § s a
coiposi troutsr 426/ In step 4120 gveavirereAnest routsr 4e§ calls FLAPRreRIR R d T Heh P8 the

N\steps per f b transaction coordi nator 202 in performng a
éertifictgtfg{tﬂﬁg?ﬁééuc eck. In step 6002, certificate check service nodul e

312 recei ves RmepMiRRsestrdes tesporsa isrestivad by seotievtequesitaater 426 Sramstheyi ce
router 426 and forwards it tqQ a roconponent, 4 ts..5.1 he
r el evantseryies wadle that yepgalledin f‘@ﬁ%?&ﬁ%@ﬁ@“&%,’?‘ﬁ ﬁ%ﬁé?%ﬂ?%ﬁf)gﬁc rev(??(éed)
fromt here;é/o?lgélga%gcto él;luéét%nﬁgé}%mﬁﬁén,&ﬁ flh, ReAdBABK serGicy resporise dol trenspib?t
obtai ns amy additional servicCe- specific fulfillnment information froma
Cu35 ONErsegbtaizamponas 306 ErangpogGewices tompenent 394 forwaids thesepacI7aRNSE

bel ongs to a custoner  of the %art&ec' pant whose transaction coordinator 202
eck service nodule 3 12 10 hands the

recei vedotheentity that made e sprvice Tpq!
request of f t@as {QrmposRd BISBI/ABM AR Em @eRictif} hrefutedepention of sigaing check
service nodul e”312 hands the request off to a @on-l,oclﬁl.-c#storrﬁr. handl er
610. | n domgpeenti24s Signingcampanentci2d rrpierablaprayides 8ipels dnfariace PUFTIERT ooy
the system. proceeds f0Q I LREEMdRBErfpt higends a
cort | 11 capring ARaES: tish s SR o0 Hnd BB ErelsLE Ry FieAR rSptopip

20 processing to verify signatures. . ' :

Turning to Fig. 5, when a request is received by signing component 324 in step 5002,

} signing component 324 determines whether it is a request for signature or for verification. If
| the request is for verification, signing component 324 sends the request to a hardware
security module 218 for verification (step 5004). In step 5008, hardwarg security module
25 218 responds to this request with a signature verification response to signing component 60.
If the request is to sign a document, signing component 324 sends the request (which
should include the document to be signed) to hardware security module 218 for signature
(step 5006). In step 5010, hardware security module 218 responds to this request by signing
the document and returns the signed document to signing component 324. Finally, in step
30 5012, signing component 324 returns the signature-verification response or signed document

to the component that made the request.

-10-



,acertificate status check conponent 312. Certificate status checkg 0!
conmponent 312 then 15 obtains a certificate status for the certifi catM.ARtg
be checked fromits associated OCSP responder 204 (i.e., the OCSP
responder 2®oixstringi ng to the same transacti on coordi nat arCT/@84D/2a663
certificate status check conponent 312). Flow in these cases then continues

wth step 60 . J h Ifleate to
be. checked dodgeat 2namBiifetibddthly, dlsbiabd Wafor R, S el ficl DGRk bf ! ©.
recei ved tﬁd@eﬂsgﬁ%ﬁﬁed Byhetanshétiohtcdbrdiiitdt, 200 o piferdding & sértifitdte stirg dhetk. 610

| ooks up the | P address of the i_ssuiqr;)gefartiqi pant that issued the
certifi cam step ABR2, certifisate sheskeservicsime IZfaeaives an unpaised ¢estifinate stays e 604.

Transactipn, coordinator 202 efer.ahl tension in
2 cort 1 RIS 8 Bbr S FoBEr LB PR AR Bh et B bfn N8 R GRRCRT | O
60125 nofhe releddnt cusibRBEfdiRALbE (cofhbisihg thudetSfiddectobethesked Peortidiid i fi cate to
an OCSP request fornulation nodule 608. In step 6014, OCSP request :

f or nul at reguestolustep 608, eestificate chesk servivegredulas lesabtaing anyradditioneli serndeg-e and
sends the r to. i ani.ng conponen 4. for.~signature. In step 6016,
si gni ng E‘%ﬁ%ﬁﬁﬁ{'l’%‘?ﬁ“&% g f%ﬁ"'?&dﬁee%%trag"q%eésot%: In step 6018, OCSP
request f or MulmiéE00BPHithecd@icateidbe chidtkes balBAGS foafltitinet 6f thE PartiRibans SUi N

participant 102 that Issued the subject certificate. In step 6020, that
i ssui ng Whasexrapsagtipn goordingior 397 1egzived theTequesty cotifieate phackiservisg modud3 12t ur ns

an P ns e 0 ragqu | Ak | 608. In
ot o co rRR i i fo § Rl il o0, Biberb e R AR ene R AL B
non- | ocainodulé B 02 Rind3aRsieqiesbd to h RoslRpl-EBRAnerhandleosr. - cust omer handl er
610 logs the raw 5 response data to raw transaction |log 212 for

non-r epudi at | Bihesgcpiss avherq lgcalicaptomgphandies Q0P handlesthe reaiest. thapvptar 610
ds t \ 4 .
cortfi AupSR (FRAPERR, UAER 1001 BRI bR BHRNNEhE Cork e e LR ol oo

certifi ransaction coordi nat or
2021p f racertifieate gstpoclseek chmpsiienp 3 B 2Bertificate batalchesksdompenetdid e 610

val i dates the issyin articjpant's 10 transaction_ coordi natgr certificate
by 15 pe IR SEaRbcpHaNsGE DGR frate O HeL DP G TR B SPOCIHEq SRaTP cr eat ed i n
step 601dsdofa&rodl (EO! fhe Y dsirekdnaey 264"[%%dg§fgﬁcb'iﬂe P il RA8h cdddinator
Simlarly, in step 6030, non-1ocal - cust oner ‘handl er 610 val idates the
i ssui ng 202mas certifiaate statusehedkf ¢osepionens\3 12 Pdawi in ghest egess 8@n 2080Rs With step
transm téoaggelwve OCSP r equest .
In contrast, in those cases where the certificate to be checked does not belong to a

20 customer of the participant who received the request, then, in step 6010, non-local-customer

handler 610 looks up the IP address of the issuing participant that issued the certificate that is

the subject of the request in a static DNS table 604. Transaction coordinator 2024, is

preférably adapted to use the AIA extension in a certificate to identify the location of issuing

participant 102. In step 6012, non-local-customer handler 610 forwards the subject
25 certificate to an OCSP request formulation module 608. In step 6014, OCSP request

formulation module 608 formulates an OCSP request for the certificate and sends the request

to signing component 324 for signature. In step 6016, sighing component 324 returns the

signed request.

In step 6018, OCSP request formulation module 608 sends the signed request to the
30 issuing participant 102 that issued the subject certificate. In step 6020, that issuing

-11-



created in step 6014 to root entity 110 rather than issuing ici pafnt‘q JN?Z' 15
In step 6032, the certification check response data received by AR 200!
non-| ocal -custoner handl er 610 or generated by | ocal -custoner handl er 602

is sent tQ 6i g/nfgﬁg conmponent 324 which signs the responsecthitogbfrs 6034,
t he si gned” & b e is sent back to certificate check service nodule 312

which, in turn, transmts the response to servi %gegues{ rou]tg r 426. Fig.
7is a cparticipmtdomrcmmsfan@ﬁﬁ@@%M%W@&W@ Papaiest orguaheR di ment  of
20 transactior}) gl ow wWithin system 200 for validating a certificate. As
shown inmlﬁfik!;l.e 9 in step 7002, subscribing custoner 106 creates a hash of
dat a repr esenfy g 022 OTSPGEqRE fophuleteh mediis 608 firmgrdsube wapmsd 66 and

relying custoner 108 and sends the hash to_snart carqwgglg éﬁg sj,gnat ur e.
In step #A6Pkcalsomatomer hnetllortd Osilwysisp 694, HERIORHEUSIURET helllogh iy 8%, o

along with theg certifjcate.of Wl 106 and issuing

par i ci p@ﬁ%@tﬁagmg‘sfﬁ%@%ﬁlﬁdﬁé?ﬁs%?@?%‘l“%ﬁgg tomer 106 sends the si gned
data and the f\\ReLau6] hbr-RicaiScustofmer Rindlérd510 seidsthe raivd@spnse date fo FOES,
relying custoner "108 verifies the si ?_nature on, the _data sent h

subscr i btomponest 406ap exost thermertificates p @&@P&Bﬂfﬁlﬁ@ﬁ@‘r%aydilﬁé‘iaﬁﬁégx% hecki ng
the wvalidi ,yﬁaeié?g?d of\}li@lhe r%gcei ved certificates. Alternatively,
veri fi cafqBHIFHEY %?’B YEPA>a service to rel yi ng custoner 108 by
relying partig 960280 en-Rehldus@ntey hinniier6106alidherthe S8uing pattisipantis OSCP
request contalning the subscribing custoner's an%i SSui n%.%%cb@' s -12
-1 F0VAR @afsationdbbumad: qeaificatsdy ropwting eieps $912:628but fansri TSt Ne
request to hardware securi . hS b Gt f@n 7010,
har cvar cregest PR i e B0 UG DR i Fitanet wah §RGhUpElRREIE 1070,
rel yi ng cust ogmfilai9Bin! sty 6030} fon-loealsugtoser REEiered § velidatesahe éssyingg

articipant 104, along with its own certificate. |In, st . trapnsaction
Eoor di ngpa!ﬁdﬁﬂﬂ’s @rﬁﬁq%?i hyFepEating stepsfd 2y 4&%%%@%&%@& request
and checks .cust one . i [equest wa i gnhed
by an ex?rg?thggx et 601‘1%%’&%9%@148 é%:ﬁe{m&? sSMhE phrfidipaht 2 €quest was sig

ying custo ore processing the request. In a
prgfser red enbmdidEE6032, thercettificatiprpcheck rispense da@sectined bydon-lpealsegemeequest s

ived f t f diff t LGl .
L ansact hadies 609 a1 BeneeedplegaloRet Bt a2 it St lo sbing bifpdten2e
unpars edwpﬁg_ gﬁgag theilspin6e) Ainlicd 6030 the SipREPRBYONE is sehi/back te ceartificate check
ate) |

certific raw transaction log 212". In step 7018, any bi I#%ng dat a
necessar sertice mpgule312 avth¢hy imtur, tapsmisstheirespenssyie Selg reques Ioptey4 billing

lr g\?\k t2 ?2@ a Cf\: ]élﬁr ?g{f{ goerL sitlg L{olcm%wdﬁgﬁmnu%ﬁﬁégﬁa?&ﬁﬁgd {hOsRikBARL of '

20 transaction flow within system 200 for validating a certificate. As shown in Fig. 7, in step

7002, subscribing customer 106 creates a hash c;f data representing a transaction between

) subscribing customer 106 and relying customer 108 and sends the hash to smart card 226 for
signature. In step 7004, smart card 226 signs the data and returns the signed data along with
the certificate of subscribing customer 106 and issuing participant 102.

25 In step 7006, subscribing customer 106 sends the signed data and the two certificates
to relying customer 108. In step 7008, relying customer 108 verifies the signature on the
data sent by subscribing customer 106. This verification preferably includes checking the
validity period of the received certificates. Alternatively, verification may be provided as a

service to relying customer 108 by relying participant 104. Relying customer 108 then

30 creates an OSCP request containing the subscribing customer’s and issuing participant’s
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by an off-line process to increase system performance. In step 7020
transacti on coordi nator 202Rp verifies the relying custoner's si gﬂa uMdR 206
on the service request using the relying custonmer's certificate, the
relying pavwoeissant's certificate, and the root public kepcriiBen/4ebyi ng
participant's certificate and the root public key may preferably be stored
I n hardware.securj dul S . ' L nat or . 202Rp
gener at ecueniiarand EaBa e thiest Bk RBunt SKgin] BRIEZO 0 SRR Ren

si gns it,70300ha8dwWdts séduritombiitle DRCRnirRSGRBIMEd 2thest20 Al ternatively, if the
transaction coordinator and OCSP responder are co-|ocated, a signature on
t he request rrd;lSWDﬂOb%fdé!mMﬂ@.crlﬁ%@lwmlg@gc$%@ﬁﬁm&f Aagverifies

the signature he reguest . checks. it 0 repasitory to de m ne the
val i di ty Tyt jod fon SN osmEcR R (R BB, ERERLER ori el 2B i
concer ni elyingdHarticiiant {04 RESVE thé sigatsdt OOSP rétfiest@nl @Recks Clisldriatdiabdl? 25 |t
shoul d be noted that, as part of system operation, relying custoners 108

Wi |1 of t @l4rerteorake sure that thetrequeBlewasesigrietliby anexisting relyibg evstomenpeferst oner 106

that i t f { nCi th t han | vi. t,i Ci t 104.
Recause, PIOFeRiE the réuest, IS pietoreed Spbofimicnt, a,rfing Bariejpatye 104 docsi i
parti ci ppriceidtaiudsEetRivelROmE S EstdrhGra difforbm paaldighal oFh stég 701@es not have

first hand know edge of that certificate's status. 30 Ina preferred
enmbodi e fransactien aator 2072s+ wores theraw dvansactips dete Gie.cthe bypansedireqpestach

parjd ci pant _that receives.an P request for. a.certific i ed

- Pnotder PBiEehitt ind GSSERY Aol ohEE Rhr e i TRt RRT MERUEE B
Mt he requesh 7018, ahe billstdagndssaiyco Rpplophiatelyt BiA ForcRvitdsipeavided ik Btopal il Cul ar

Fn step 7026, relying participant 104 determ nes the subscribing

cust oner bilingsleg 2A%kep AMicrnatipelyi billing datgemaysbayerdractsd Atpre the repdyansagtign legt oner
of a di f%ﬁ&@g&_}ﬂgﬁ&&ﬁg%m wﬁ&gp%&dﬂﬁ pant 104 generates a si gned
0 [

val i dat i reques r the substcr ng customer's certificate and sends it
to 5 the i dehistdp 2020] sashctipnpaoidirtgrDd0R,Me7ifies thegehdrgtustomesBignature

certificat&ip Al ternatively, rather than  sign_the val datiorj,reqyest, t he
fhshe iyt by -

rel¥i ng PabEsEviEgTeauesl st P# ERstopRercs GeEtificats, dhe relymaRasticipantison t o
I ssui ng A : . Irficibae’ ' del
descri beﬁ% oiv.aﬁ(li%egrﬁit@%gg%ra{ bi ng u%%ﬁ?lb%ﬁg%@%%?%&%ﬁ are

bot h cuslgeyrmassplpfe_rabhebsmd in bardwatei secyrityimodnld 218as.i on of t he subscri bi ng
FEE IR AT SN N IR VA S JEUT e ST N N
dat abas ereRidp\isRoniBisReftificate, signs it, and sends it to its OSCP responder 204.
20 Alternatively, if the transaction coordinator and OCSP responder are co-located, a signature
on the request may not be necessary. In step 7024, OCSP responder 204 verifies the
3 signature of the request, checks its local repository to determine the validity of its relying
customer’s certificate, and sends a response back concerning that certificate’s status to
transaction coordinator 202g,.
25 It should be noted that, as part of system operation, relyiﬁg customers 108 will often
need to validate the certificate of a subscribing customer 106 that is a customer of a
participant other than relying participant 104. Because, in that case, relying participant 104
is not the issuing participant that issued the certificate to be validated, it does not have first
hand knowledge of that certificate’s status.
30 In a preferred embodiment, the present system addresses this problem by having each

participant that receives an OCSP request for a certificate issued by another participant,
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_that the request was signed by an entity authorized to nmake the request. In
step 7030, issuing participant 102 stores the received raw transIaBtMnR 2004
(i.e., the unparsed request, signature, and 15 acconpanying certificate) I'n
its raw travsextsyzin | og 212... In step 7032, issuing parti BCPER00/24669
stores relevant billing data for the request in its billing |log 208.

Al ter nat 'ftﬁﬁlréfd 1H rbhddifto tHesdifB YarRGipani 6 ABAEL AR 1R Barkitiital inPsiRT0IEN | 09
by an off-1li1ne profess to I ncrease system perfornmance. In step 7034,

i ssui ng pelyirggiapticipant 004 deternfinesshe subseribing custaweisdsswitggartikdpae i the gnat ur e
20 on the request using.the relyi participant's transact.io or di nat or
certifi cé’t"éscf‘g@ﬂtcuﬁom‘?g’csﬁé’“sﬁoéﬁﬁ@E%“%Fﬁ?tP CIPgY; e PW’?(‘B?'%( ich nmay be
stored i Ghidati  for HEQbsdribing QRtoARPS cehifRate2M isBihs it 1
parti ci p%f#&éé%gﬁgg(gt#@ﬁﬁ%%?ﬂ |natror 205 , ug%eneroat es ca si gned OCSP1 °
request ey idemifiedabsningopapticipant i falbhg withats st degificatzo rAdtenstioelys mathérfthamt e
and sends_ t he re%ge_st to root entity 110. 25 Inmftegigmﬁ& td' ansaction
coor di nafigh theyvalidghion grguest,the relying participantay ingfead pravide clieptides or es t he

raw requ hekali i 1902 Lo % id, th ik STSH LEmHe ffdde®n
coor di na?ggrhﬁt%%ﬁg{%%ﬁe'ﬁsé%}ﬁﬁ%qdaté ?or t he request ié\l%g)lfl 't ng datea | og
2088. | ndedceibedBeldw. t r ansacti on coordi nator 202R verifies the signature on

the request and. then sends the request to OCSP responder 2048. .1n step
e e

7044, OCSP r e Hibe suhscobingcpston Telydng cysiquRer FYstomers PESSAmE | e

stajys of.k: Lek: ool : : LNg its

Staltls Dpartisfaty VaRliof B e SLbRkPinR Sl GBS cRHiflERERNARIICA B I CARRAIIIL
icoor di nahmexluRGPR, msadad&-ib;dsabgveed -14 'E R 20041 WD 01/18721 PCTI US00/ 24663

fesponse to transagtjion coordinator. 2021, i.ndicating the t f the
relss i nz part i EH%%?\%#’ ‘*’r"&ﬁ?é‘é’ﬂpaﬂt ‘&%&f’&?ﬁ?ﬁ%’%‘s‘e@h hasg Zf‘ﬁlﬂ tﬁs@%ﬁ%%,
transact e QQfudbNeds y@ﬁ%n,eﬁﬁtyia%&i&ie&l 3hileqhd Aghest Ofh ﬁé;fwm, §38ingCSP

response fromroot enti O in raw transaction |og 21211, for

non- r epuphsticipant 102sprestbe racaived mave pargadidn (i-earheampased reavstisiepabye,20d 1

t OCSP t.for th bscri bi ' i fd ,
oo aecRgine S TEN) inf A refedHl ooty B ALERR2, BBEE butichaht,
i ts own pEx dtbrhek Eaévant BHITIRY died foy Blerequiekt inrinsliing iep 2080 Kltknaively, Bidg and

OCSP responder 20411, are co-located, a signature on the request may not
be nece gay he sxtragted from theypawsiransagiondeg bi gn offfenregsssicineifase f3steMat or

may Si rrpl NphndS @ pass t hrough, as opposed to re- 10 signing requests and
responses. h step 7052, OCSP responder 20411, verifies the signature on
the request, pang Z03dsissuing paficipas, 102ivgrifies transanibnrcobudinatort20@e,S3 sjgeature

response to transactiop cqordi nator 202rp. Jn ste . .
2% on the request usgng tﬂe re?ying par?icipantzs u'anpsact{on coord?nator certificate (sent with the

request) and the root public key (which may be stored in hardware security module 218).
In step 7036, the issuing participant’s transaction coordinator 202, generates a signed OCSP
request for the relying participant’s transaction coordinator certificate and sends the request
to root entity 110.
25 In step 7038, transaction coordinator 202; of root entity 110 receives the request and
stores the raw request in its raw transaction log 212g. In step 7040, transaction coordinator
202, stores billing data for the request in billing data log 208,. In step 7042, transaction
coordinator 202;, verifies the signature on the request and then sends the request to OCSP
responder 204g. In step 7044, OCSP responder 204, checks its local repository to determine
30 the status of the subject certificate and sends a response back concerning its status to

transaction coordinator 202;. In step 7046, transaction coordinator 202, sends a signed
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7054, transaction coordi nator 20211, verifies the OCSP responder's
signature, resigns the -response, and returns it to transaction gcgoﬁﬁRnHﬂ?r
202Rp along with its own certificate. 15 In step 7056, transaction .
. coordi nat oy PgRof relying partici pant 104 stores the rapcT/USIBRAsE3e dat a
received fromissuing participant 102 in raw transaction | og 212Rp for

non-repudi ation purposes. |n step,s03 I ' ' et L
verifi es TETRON ‘@ﬁ'&[’f fon r‘?‘fl%ltﬁlég%%’l ’3%%%@3@?%%*%?9%%%?4 it e response
usi ng the j.ssibnSodidinhiof bdtfifitate. transaction coordinator certificate (sent
with the request) and the root public key (which may be stored Irl‘ré&ﬁp

har dwar e securli step 7048, tmngcdamgoordinator 207 nd éssuing participant 402 #tewss th

202Rp generates, a sSigne P request for | 1 lCl t

Cr ansact REFPOBR Rl G o1 D1t e ER Ao 1L LAr Tof BRseRaRabh papBad [ |
st epg 7062, 1130 SARkdcABN EOHERRIADOD,, 2RRI& TP RQEs Yorthsubisailiag t he raw
request (Rta i raw transaction l'og 2128. In st&g$7064, transaction

coor di natcastoRePReertificats sigak éyand sendsit t4 ity owiylogali QST respender d04mplong ¥dth | |,

step 7066, transaction,coordinator 202R verif| h '

request aﬁ@%ﬁ@f%ﬁeMt&waﬁwY¢‘t&6&g&°P§%’8H‘& g’?a%’ﬂ 31_13 p#%’g%ﬁ’?g%ai dg%CSP

responder, 2 410;:&9@,%‘%%%bﬂ%'r@cﬁ&@ﬁﬁ#ﬁﬁl{t%eh@c@ﬁrﬁrmg&eif&hﬁwmu& of the

i ssuing particrpant’'s transaction coordinator certificate and sends a

r esponse lixaeid, the raesactiomcoardinatonmay simply act 4p 8 passithiougbAs PR IO 028, | n

step 7070, transaction coordi nator 202R sends a signed 30 response

__cont®rni Signinggeayests 2ad BISPORTES-subj ect certificate to transact i on coor di nat or
120281, - 15 110MRE0RESICHRIAl HAL Ak RETH HERIARSAANE reqsea gerBmles 2
transaction coordinator 202, E of relying participant 104 stores the

r esponse résponsaysignsib sad rétoms thesigned Respppie t%Bﬂ“*@W%ﬁ"Bﬁobgé%yb dBstePyt this

poi nt, pr ssing,. of t u ri hi ; j bl ichs QP! et e.
In step g%,“ﬁ‘?‘%ﬂ%‘é‘ﬁ@ﬁ”%?% ‘fl%{ﬂ(%rgﬂ%oéég ngﬁﬁgéé@gﬁ’ﬁ%{%&ond hal f
of t hg O?:%%gﬁdé,eﬁd:rfﬁ?& it ??&ﬂ@tmrcbbﬂim&flpogpahingiﬁﬂchst_es]iw_lbgt:i@eate-(rj at i ng_ a
si gne request for e. issuing participant's certi are sendi ng
it 1% root eninstgp 7036, tppsagtimcopsdigatoy ?%Is%tldF Yy %B‘F‘B?‘H&b% F’mﬁg‘% %1 oot

ity 110 " iR 12. |
$8t7|8t ytré?{gglis[%{dgér&&?veél?ﬁé&éﬁgérﬂh@g?mfém 107 ih 23 trhRREAGH 1032 1RQFor 1 n step

n coor R stores relevant billing data in billing
| 0g 208. ndf-répudiatiop pit@otes. In atep 7058, transactiondi¢avadinatopB0dR, venifigsithessigpature

signature on the requgst sepds the request. to P.. 2048. I n
step 7082?"%@%%?’%&8“&&@%@% E‘“g? ﬁ‘faﬁsu Jni r?ﬂ?'%g %{'égm ne
the st at yg,afhaloP SeriBRME WenfRith itHd 1 aiclt) 2Rd HeaBstpUBLiE REP ONich hag betstored in

20 hardware security module 218gp). In step 7060, transaction coordinator 202gp gen;rates. a

signed OCSP request for the issuing participant’s transaction coordinator certificate and
| ) sends it to root entity 110.
In step 7062, transaction coordinator 202; of root entity 110 stores the raw request

data in raw transaction log 212;. In step 7064, transaction coordinator 202 stores relévant

25 - billing data in billing log 208. In step 7066, transaction coordinator 202y verifies the
signature on the request and sends the request to OCSP responder 2045. In step 7068, OCSP
responder 204, checks its local repository to determine the status of the issuing participant’s
transaction coordinator cestificate and sends a response back concerning its status to
transaction coordinator 202;. In step 7070, transaction coordinator 202y sends a signed

30 response concerning the status of the subject certificate to transaction coordinator 202gp.
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_ transaction coordinator 2028. In step 7084, transaction coordi nat)(grgﬁﬁgg%gz*
sends a signed response to transaction coordinator 202 15 In step*7 )
transacti on coordi nator 202Rp of relying participant 104 stores the
response fyggmyA9et entity 110 in raw transaction |og 212, HaIVUS00/24663
non-repudi ati on purposes. In step 7088, transaction coordi nator 202Rp

creates an OCSP re nse fromthe.res e ' tion
coor di nat or 2!3"2%? i‘?ﬁr ggwﬁ‘.}bonpcgpﬂlgrﬁ%%ﬁq%f lgﬁﬁa%&g&P %%gpl%:%gdﬁzl?@ si gns
it, and ' quin%!aéﬂoﬂg DE1, 0 ok QEpuliatiog puigioses. tAt thisrpoindy proédssinge. 20
In step Bgr,kelriﬁe yi ng custo(r)rger 8 yngrif&i)es the response using the root's
publi ¢ kafthegebsciibing atstormes eattifieattisrc@mplede.security nodul e 230. In step
7092, relying custoner 108 sends ..a.reques | iiaat or
202Rp for  thelt e 7974 B%‘?sf“?ttqnpﬁ?ﬁfc_hgat?rr“e r%?acq\‘lygrr?%c%%?tﬁ%é&%gm@gﬁ}ﬁ icate in
order {0 JGLEN M Ruink phiiRipalits derfifiead, &y aserhen signd OUSP requastdpr 1894,

sact f% [ In P

tra C coor or 202p, verifies the signature on the request and
sends a fseajug phrticipahtdoeertif@srandendiop #ride9ot 20R] 100 ensure that the relying

ctop 7006 | obuer b raSRURaEOoR A 192 E Rty 110 Bord b mFaNAL. 1
Lr ansact o e aer elaaldh IGPH12. NnSigPT078 Hfansiction sa0idiarr 00y sloreatelevaf 28,
reques

sends an or the relying participant's transaction
coor di nabiliingdutd infbilingdog 208, r ansact i on coor di nator 2028 of root entity 30

110. In step 7100, _transaction coordi or Ll s Lehahgre on
~ thelbr equest aW%MQkW‘E‘WW%%‘ﬁ“&@Eré’%‘%@% e%lg§ 4“%505.‘%55{% %ﬁne t he
status o E4EL Y8 ORESH feShotiled 264,; 10 sted ViR, DUEP fesporiac?dchedksitdi nat or
Certificg‘:fntg.pﬁ‘erf tep 7102, transact i'on coor di nat or 2028 forwards th

r espons eldcalaepositdn toaketeiing thaoaams pEths spbiegt coifigate gnd s é‘&F?‘Gﬁseclﬂ?GE&P nat or

202, P. I n step 7104, tr. actian ' I iy sponse
receiv edﬁﬁ%ﬁwﬂ%ﬂﬁ?ﬁ@nﬁb&r% 9@%” 9%“51% E@%ns%g?ndﬁatﬁ%mlsﬁﬁ?tﬁgéﬁo 6,

relying %&Muﬁ&wwbmt&mmow edgnent to subscribing custoner 106.
I n connection wth steps 7092-7104 above,&ﬁigt shoul d. he nq gd th%{Jé as part
of System opbrsies HIB6, ranspsting cogrdipgian 20202 Telyineg RAMGIRAY |§) FCEF %S obt ai n
the status of relyin | 130 tranbQ4iof 184 P52k neA-r§RiAioRPhsioses. In
certifi c?ﬁ@‘.’mﬁ\ﬁf’ﬁ?’rﬁogﬁrgﬂ E)L(rﬂ corner rrﬁggl ,grt he t rans;ct [ on0 coordi nator and
OCSP 1 esgqepess, Gandacfibrcaiopdinatbr 282y cregtep an OCSPresponscfronthe respansey

tici t 104 ' d jty 110.. Wil . ' 10
Oper at corassivaipm e Foorielor 102¢ O siipg paipipan kel b

partici pant s, CANSRH inel sttty 108 BloRgWithiRSvancemeficatequest  val i dati on
of its rglgéllélgfgag@)art | gﬁ%tarlra\])[(l'mg certificat esgg?rect ly fromroot enéli[# 110. In

a moef erred ehiseh T090; relying cysterventO8siprifiesths aesperseatsingthe ropt s py Y havi ng
each certificate stored in hardware security module 230. In step 7092, relying customer 108 sends
! ) ' a request to transaction coordinator 202gp for the relying participant’s transaction coordinator

certificate in order to determine if that certificate has been revoked. In step 7094, transaction
coordinator 202;, verifies the signature on the request and sends a request to local OCSP

25 responder 204z, to ensure that the relying customer’s transaction coordinator certificate has
not been revoked. In step 7096, local OCSP responder 204y, responds to this request from

transaction coordinator 202gp.
In step 7098, transaction coordinator 202;p sends an OCSP request for the relying

participant’s transaction coordinator certificate to transaction coordinator 202 of root entity
30 110. In step 7100, transaction coordinator 202y verifies the signature on the request and
checks with local OCSP responder 204y to determine the status of the relying participant’s
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‘parti.ci pant 102, 104 operate a root responder proxy. This proxy araemR 200!
.requests from 15 custoners on behalf of the root, typically through a
different uniformresource |ocator, forwards the request to the root over

an aut h%%g&gbﬁ%&%ﬁm& cSAicalcs Th 871 0)anAsitiorasbrdinetoudR;, fohwardedgonse
(still signe y the root) to the requesting party. Thrediézgur‘- or ner nodel

descri badspahsereceiesd fibmdodad QEsBUresRPNEen46 &0 HaRFAFHAOD PA%et hat

warranties the id ity of a particul end.| ( SHRAGFIR!

cust omer) tha® steg?lgh%,d}/agszfc}lgﬂggggdgrbaﬁqr E’%%%%%%%%%Sp?@raqg(ovi g}:dr{girglﬁtch a

war rant Xenﬁg Mi0%6 rél?in%%ﬁ@tﬁfn’é?%&%' 0¥ 7108 ety alstoansp d 08 pravidesf or  provi di ng
r

warranty services aré described in copending United States provisional
patent appidwiedgnent sesubatrithiog cederel0504, filed August 14, 2000, entitled

Signing Interface Requict. nt Card ' i £,
Varranty | Sodd PemeRIEYBAGP: AR e SRARGARIA R pATRL R |
I's her e%iﬂeﬂaﬂ?xﬂr%c%@ton%ﬁ g waf €pREGEReditd obin the statlis afralymg particepant

on 0 r

transact one preferred enmbodi nent of a V\%Ea@ service. As
shown i n0Fs ganfctibmesirdipat®d oatifisatbs ¥¥ithin thy fewrseamesmogss t %@i{s@%“% hash of

date representin ansaction.petween su t i R

rel yi ng C@‘E@F@Fﬁirang@@ﬁ”%’ﬁlﬁﬁ‘éﬁf‘ﬁ‘éatﬁa Hsspgl%}%t? a(l}:lg}(gé]ZZG EOIIl’ dSi ggtqﬁtre.
In step i regktia2fl (5 i Wile tdiR 310 apétates b OGS Ptriesposidem dtisir e

al ong wlﬁg%%hséé{sggg%ﬁ?beﬁﬁézcust oms?' S ggt?t?i fi cgt_e and the, jssui I

partici pamiceds aeessitile onlydo papicipantst IGpnseguratlyygal¥iag eusteers) (8 £2nned %ﬁ%f’ées{:ar d

_and 1 9 NAR 2004.WD.01/ 18721 PGTI U 4 ' ity data (CSSD)

“to injeddh BPpéﬁﬁéql“E%Eﬁ?ﬁc{R?nggE?{ﬁ%z t'%srtgfegg?;ﬁ%ﬁﬁggg&rﬁff%upl i cate

essages. In %ﬁ& BRGRQGmBXBEI, telPlesehisystemyad@fiSses ¢irieproblran by hmdug gaeta, t he
the

si gnhat ur e, subscri bing custoner's certif.icate, angl t he {S 0ui ng
parti ci pamitipenc}2; 104 oparate@Iaet ISFRADGPLATPYY-t HHS PEOXYELSPISTEIE 3? cust oner

108. In step 8008,, r.elyin u VL iRpmSkaadeubeaté) t he data

set bycgﬁﬁ‘ﬁfgf‘;‘?ioﬂ?’ﬁba@ﬂg Srgf%(%’ %g{mmg‘?%'aﬁl\&;%ﬂlegfu%eri fication may be

provi deg,aard théﬂ?\iés@fb {he ro&t gviengn suthémiveted d@Brdsockess Jayercheandli afidpant 104.

Rel yi ng custoner 108 then_, creates a vvarrant]}/ request and transmts the
ST

requestre{tmnhms%@él}ﬁiwdw&ﬁ@@é@ﬂ?"dfq ft dte. In step 8010,
har dwar e Sec@% §%n$%§&ﬁpdgsgﬁwm YOfa§ LD BE uEQDYQEsviad HRgmantyh 10 a

copy of the custoner’s certificate. In step 8012, relying custoner
108" sengvich ehab warantisvahs idehtityrafauesticularantivl(g.en the whsrismercusiomer) haht e to

relying participant 104. In step 8014, transaction cordi of
rel yi ngsigaﬂa@mpsamomdln%ﬂaé@me BWKEJ‘%Wﬁ5%3‘??2“%%%@%%&%&@5&2 t hat

the requast vassAPEdbEYinRRtsSt SlovinSWakafPServices are described in copending
United States provisional patent application serial No. 60/224,994, filed August 14, 2000,

entitled Signing Interface Requirements, Smart Card Compliance Requirements, Warranty

Service Functional Requirements, and Additional Disclosure, which is hereby incorporated

25 by reference. | B
- Fig. 8 is a diagram of the transaction flow for one preferred embodiment of a warranty

service. As shown in Fig. 8, in step 8002, subscribing customer 106 creates a hash of date
representing a transaction between subscribing customer 106 and relying customer 108 and
sends the hash to smart card 226 for signature. In step 8004, smart card 226 signs the data
and returns the signature along with the subscribing customer’s certificate and the issuing

participant’s certificate. Optionally, this message may also include card and
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15 before processing the request. In step 8016, transaction coordi nator

" 202Rp stores the raw transaction data relating to the transacti oh{( MAR. 2004
t he "unparsed" request, signature, and acconpanying certificate) in raw
transacti qgolpe72l2Rp. In step 8018, -transaction coordi napgr/usgézfees st or es
rel evant bi PI Ing data in billing log 208Rp. Alternatively, billing data may

be extracted fromthe r ransacti.on | by.an of f-line. process to

i ncr eas eSIgRASE REHERY &‘ﬁﬁﬂ%@g) t9aned agﬁlé'ﬁ“%g%%mf ﬁng:ﬁlsaggﬂtgcﬁmggg@ i nat or 202Rp
verifies iﬁlig l.0g Custonmer's signature on the request using the relying
custom&*r‘;l caet{raﬁéf(%agate (sent with the request), the relying participant's

certificate, Iamtpt8006s mbscribing ¢ustoney | fhsends Ot sigried atenthe signaties the i n

har d i t dul 8Rp) .. T ti di_nat or,.2 {

Gener at cHbRTER OB SSETLCaS, ST GRREPFEFpRILs SRt opionelif e o
signs i tcsﬁﬂﬂosfagﬂ.i duEtog&r hb8. in%e}l 8008.5R1yRR; EuRfcRRRA08 veldidsihe Abhgiumadn vel y,

if the transaction-coordi nator and OCSP responder are co- |located, a
si gnat Urt@e @ita 661t by subeesibingaystonier HAS. naltersatively, venfieatiop meybe praypdsd ase ponder

204Rp verifies the signatur n the request, .check.its  |oc epository
for the WM@FHBW‘PE}C%‘&%&@‘B&@?'E]QPE'&]P%T ?{fg?’égagf‘?&‘e&ihﬁg’% response
concer ni ISnsdnliiféfehhQPtolnpdWhe 3kt Madde 280 f&rf ep 8024,
transact%}%ﬁé%m%@p%%dm canﬁs ari skt manager 216 to determne if
rel yi ng sigfaheeein sidpe8019, hardwari satirity motlile230 ectums thextignedequestraleng yith

request. If it is, then, in -18 MAR 2( WO 01/18721 PCTI USO0/ 21663 step
8028, t raeepyOf theTelymig WSIOMEG S COPBICAUE: get er mi nes the partici pant responsible

for respondi e WsREie 30 send 9 4R skined wadRbS redicsindyuslyiiiger 106
@i .e., the pé?tgﬁekggg\%’t %?Hgﬁ/\hi ch subscri bi nff custonmer 106 is a custoner).

In the pusemet cetificgié to relyimspasticipant 104. i ssuing partici pant 102.

"Transacti on c¢oor di or 202, p then cr es or 5

subscri bi ng ﬁ&Bﬁ@?i’Wéog%Oﬁﬁw%éﬁﬁﬁ'ggﬁ%%éE’?lggc?i)saéﬁﬁjﬁgﬁ%%ﬁrst i ci pant 102
al ong WidytoideSdiiase Q84 td inaRé Sure tHat thd eetjudsthieasniined by hatexisfing fustoredryi ng

cust omer and subscri bing custoner are both_  custgnmers,_of the sane

pailfi ci fefure progessingrthe reaucste fustep SOky ransactionrosedipatet H s HOER R BY by t he

participant. .In.step 8028 i @ Ralen 1 kghdcust onmer
dat abasgr"?f%gﬂnF%hfr@ﬁténg%&héﬁ’%%%%@?'hg@re est \Xe/aéﬁgtfg ed by an entity
aut hor i Za@ébxﬁﬁhngﬁﬁﬁefd&afe@ﬁuﬁﬁ_t trarisactivhdgg BORA, In stepp8igctransactisoaodidiattor
<1 gnat ur8Petaes SNk Ry e i bilng e 0% AlimerEEHERE fae S 1. |
si gnat ur®: p. In
step 803 MolaPMeTolaltol IR6@Ss Ioih&éaRlsy&teh | perforiiaice. f or
t he reqﬁé‘s’?ﬂ%c{nﬁ%gﬁ%hg?l ng f@ﬁagg%ﬁgggu%gﬁat?vel y, bi Iyl [ np'eO!at a may be
exppact ed fr @wstep 802Qrdnsaction coordinatop 302uy venifiesf the relying customer’s signature

on the request using the relying customer’s certificate (sent with the request), the relying

participant’s certificate, and the root public key (both of which may be stored in hardware

security module 218gp). Transaction coordinator 202gp then generates an OCSP request
containing the relying customer’s certificate, signs it, and sends it to its local OCSP
25 responder 2045, Alternatively, if the transaction coordinator and OCSP responder are co-
" located, a signature on the request may not be necessary.

In step 8022, OCSP responder 204, verifies the signature on the request, check its
local repository‘ for the status of the relying customer’s certificate, and sends a response
concerning that status back to transaction coordinator 202g,.

30 ' In step 8024, transaction coordinator 202;; calls a risk manager 216gp to determine if

relying customer 108 is financially authorized to make the warranty request. Ifit is, then, in
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15 line process to increase systemefficiency. In step 8034, transactiaon
coordi nator 2021, verifies transaction coordi nator 2021p's si gnat Gr éiAfn 2004
t he request using transaction coordinator 202Rp's certificate (sent with

t he requesiyo ¢iadkit he root public key (which nay be storedpcrrusdoaniessar e
security nodul e 2181P). Transaction coordi nator 202w t hen generates a

si gned R £ or y Ng_pariici : ' coor di nat or
certifica sgggq@%(%wgf O(%rgﬁla@gbyicﬁﬁt “ent Klihg%gﬁ lcﬁ)ﬁh {s{éggﬁg%%eg{e’rt ransacti on
coor di natrespordingicOwvarra®y reqiésts gontdrlingtsubssibingeustasmer PRI 2!, theparticipant of

transaction Ic')q% 212x. In ste&@§3038, transacti on coordi nator 202R stores
rel evant wihieh subscribing eustoser 1 B@ isacysioger). dnghq presegt example. dajs onrdy is jspuiggep

8040, transacti C iﬂ? (o] rifl ' he request
and thenpé‘iﬁa’é“ﬁ?&— ?Pé%% S R’tcg{’@ég)rr es oéﬂérggreé‘g%%%e%}g%onder 204R
cheoks i kabschbial chamas 108] sghsit,dal sémdsittotibaingtpaititipant 1024¥hg Yith its own
participant's transaction coordi nator certificate and sends a response

concer ni aeftifinate. Hishould be pefed thap ifitheyrelving restorees and suhfcabing gugiomey arabath i on

Coor i nabporses of e emd PAREia0 b el RRRREa¥ Fifal Bo rEBSRS Rl by, g

parti ci p@ftpattidipant.ores the raw 30 response in raw transaction |og 2121P
for non-repudiati on purposes. In step 8044, transaction_ coordinator 202w

then gener at eln sep §§28ptransaction:coprdinaten202pcherks custemerdatabase 2 prioanakeng t he
-19,9 MAR 2004 WO 01/ 18721 P A .§“p i Di -
ce?ltoi fi c%‘f“égmgfh& n Sqoq]eft?\g%sﬁs%gnse gr%? ?ﬁ{l&ghﬁl?ﬁg o@gﬁ%%eﬁgé%gﬁgéﬁﬁ 5%34? P

Yal ong Wi frinshétfonQoBrdigitéd J026 atotes thé fav traisavtinydata (L.el te “whparsaltrequest,
¢oordi nator and QCSP responder_are. co-located, _as_signature on the request
may not HEngEecndaccompanyme certificaie) ingaw ansaction legedt e Insice 802nsact i on

" equest o etk sBofator 00, 38nd Rt i Bl B3 ERADH L Betlipg 1B PT "

si gnat ur208gn Alteenativelyebillingydaremay be estracteddipon the, rawitcansaction lapley areéfiir ns t he
Si gned response to, transaction.coordinator ﬁngP. l.n steg. 80§§
t r dAsact iETPrRTSS 1 Reesr syyonstliciency. Ip step $07% frapsastien oqrilingior P ne whet her

or not  t\Rriffes frbisattiolédofdihator 202, 35 Bighatufdl JHhé HYLOHREIng Glnsadctios E&iaBARA
ri sk manager 2161P returns a 10 signed nessage to transaction coordi nator

2021P i rifi2gds certifiodte (sant with therequesty, anddhe wpobpublickey éwhich maytbgst@ed in

transact, on coordi.nator, .2 R ores.the sjane esponse | raw
{1 ansaci e S0tz g, Teptshtidn ook a2 p B Rt e cenas a
si gned r@OASPdquba for the Selging PhrticERAAT Sliradhetionkddflimitor @Raifitd dridsedddt

determne if issuing participant 102 has enough '
20 root entity 110.

In step 8036, transaction coordinator 202 of root entity 110 stores the raw request in

-

) raw transaction log 212,. In step 8038, transaction coordinator 202 stores relevant billing
data for the request in billing data log 208;. In step 8040, transaction coordinator 202,
verifies the signature on the request and then sends the request to OCSP responder 204,

25 OCSP responder 204 checks its local repository to determine the status of relying
participant’s transaction coordinator certificate and sends a response concerning that status
back to transaction coordinator 202;. Transaction coordinator 202 then sends a signed
response back to transaction coordinator 202;,.

In step 8042, transaction coordinator 202, of issuing participant 102 stores the raw

30 response in raw transaction log 212, for non-repudiation purposes. In step 8044, transaction

coordinator 202, then generates an OCSP request from the request it received containing the
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15 collateral to issue the warranty. In step 8056, transaction coordi nator
2028 interacts with risk nmanager 2168 to deternmine if issuing pardigARaI04
102 is adequately collateralized and, if so, decreases issuing participant

102' s col | gloanakzhevel by an anmount appropriate for the wareos$os 24663 Ng
I ssued and returns a response to issuing participant 102. In step 8058,

L ansac SRR oAt AT bk foold SRAAS GBI RO 2

Si gnat urg €S a warra nse, an ansac

coor di nahhg YAk itsdvan@rtifidatd) Altémablely, if thatrinsattionSdoofiifiélandi@E@SBact i on
coor di nat or 202Rp of1 rel t;i ng participant 104 stores the raw_ response in

raw t r ansespondsnatesg- as fignatyrgon Lest g nptbenesessary} filse,dpthggwo

transaction ,coordi.ngtor 202 erjfies trans i.on.c h nat 1p's
51 oriat ur e prEe L HsRtaching Fhoniialor i EAY SR dishot AR S Bhoset 6 e
cert_r,ificgﬁngmiﬂsﬁdi@esr_esponse), and the root public key (which rmay be
stored in hardware security nodul e 218szic'§ Transacti on coordi nator 202

then creates I st¢n$48, OCSP responderi204 e verihies the signatyrepathe regpestitgeerates a

transacti on cootdi nato certificate and sepnds it to RO ity 110.-In

St op. BOCTFPYTR TSRS 16 B FHERALR SiE0 BeBiss 1o Piliptton Bpller i YaSER, | aw

request gous, #nsadtibn dodRfmisdr 202,!calls AdieMandgr 3160 AR Anink VAR ERE bF A to

coordi nat or 2028 stores relevant billi ngI ata in billing | o% 208R- I n step
fin i

8068, t riasusscwarmnty: i sehsaribipg cagiomer, 6. fInstepi8§80.giskmaangger 2] A retons a/AR 2001

WO .01/18221 PCT/ CIS00/ 24663 { he..requ o Hansact ion coordi nat 028 then
sedfs t%gqegdﬂ%sﬁgeﬁggﬂsgc Of %’gﬁtgﬁ%@ir“’ ]fgllfgt.mg %%%rrae\gaﬁgaﬁ egho%éfh checks
Y ts | ocaksue@PBPittP 852, Bakiattdndooediniter 302 sisredtheshited tipant inpavtificate

and sends a response back to transaction coordi nator 2028. Transaction
coor di ndransagtignfog Bk sends a signed response to transaction coordi nator

202 5 In ste r | lyAgt | .11 ci pant
104 stores t ﬁg%?eg%oslr"es pg%gﬁe)h gg? aﬂ%?loqrzg%" %nggn gé%@#@%&%%ﬁ%dr

non- r epudodihaor 702 pHRRS entitn 130 epddmiine iftissaimpaattiodpant H0Z Hisreabagh 202Rp
checks with transactjon coordinator 2028 of .root E_ntitz 110 to ensure that
t hd3i ssifeHatephIq issieshe varaty s [p steR PR, taptactignusogrdingioy Qpdnteragts,pith 25Ky, In

step 80 j i . i W
p ?ﬂanag&gﬂl%gg& HQBARCTFHsT gl&;{g&ﬁu 0P[Seqildfely EMAGAHRA anl N E4

transaction-1 2128. I n ste " transacti on coordi nator 2028 stores
r el evantdebiehseis igyuiigtparticipabt 102'swpllategal 1888y an ameusppBOPHatetiorthe acrianty

202Rp. ofbeHE SR APLFRRES PP A0 BOHBBPATREUF I her | Ssui ng part ci pant 102
has suffici gakiepBobaitRhadctib® chsraitior P2 Y Rér R itdansaction coordinator 202;’s
20 signature, creates a warranty response, and returns it to transaction coordinator 202, along
with its certificate.

) : In step 8060, transaction coordinator 202, of relying participant 104 stores the raw
response in raw transaction log 212, for non-repudiation purposes. In step 862, transaction
coordinator 2025, verifies transaction coordinator 202;;’s signature on the response using

25 transaction coordinator 2025’ certificate (sent with the response), and the root public key
(which may be stored in hardware security module 218g,). Transaction coordinator 202,
then creates a sigﬂed OCSP request for the issuing participant’s transaction coordinator
certificate and sends it to root entity 110.

In step 8064, transaction coordinator 202, of root entity 110 stores the raw request in

30 raw transaction log 212;, In step 8066, transactioﬁ coordinator 202, stores relevant billing
data in billing log 208;. In step 8068, transaction coordinator 202 verifies the signature on
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In step 8080, transaction coordinator 202Rp stores the raw response WZM?
"raw 15 transaction |log 212Rp for non-repudi ati on purposes. In step*8 ) ‘
transaction coordi nator 202Rp creates a warranty response fromthe
responses received fromtransaction coordinator 2021p, sipgqsyd d sends
it to rel yWO@¥3t oner 108 al ong with transacti on coordi nator “g’%“z“%' S
certificate. In step 8084, relying custoner 108 verifjes the res ogﬁg usi ng
the root tHeubduest. Krynsa@ict wostinator 202 thensendsdberenpest HOELPESB ZesPOnqeT <Dép:

8086, relying custoner 108, sends .a request ..t r ' -gli. nat or
202Rp foﬂ)aspgtﬁ@&é@‘?f&mséhﬁ‘!ﬂ?ﬁ%\ lrﬂ?ﬁ%"y ogg?ﬁp#??ge o&;hég%witt has
been revokeds el Bhledfls BARFonsk ALkSE Hah@Rri6RSHHiRAOPROZ0 Mimsuetidnf | s t he

si gnat ur & e reques sends a request to its local OCSP responder
204Rp t 0.&dp8ia0r ROZR! theresening signest respemse ©8rapsavsion caprdawdtar 3f2reoor di nat or

certificate has not been revoked.,In 0, | | 204
sends a resposden @%F%“*@Eﬂ?éé’f’rdﬂ'@t?’?? g"a%?%gwgé’ %gt%é? a(r‘;{gﬁ%r £t§%g g%q%fvn ste Ep

8092, -transacti o L& Ribr$8A48o@ution GBrposés dHSRp $002, i t S
Certificéels@o"t%d%t?é%léagg |oh cgg%%%%t or 2028. In (sﬁ;meﬁo 8094, transaﬁtion

coor di najpssaddARosalindtor202 hehesksomish transactiontdeerdinaterc(i2s ahrpotontithddRdo i  n
its local OCSP responder 204R to determn he .st at nsaction

coor di naewsure that the FSWARPAHEPaRid2S i‘;‘fhﬁ*fﬁtl"@éff%w ‘2"2@8% s

certificate. [r i loBRERor2928 stoh® thd W REESt inrewtempartion

recei ved fron%nlsg%g%srs%g%gﬁgg 2%48 ?g transactign_ coor di na‘ta,ﬂr 8582 In
st efy 809fhg 21DANERAEP R0T6¢ mansactivatcoordpaor 203y slaresselevant billipgdatam WS 108 rom

" Mransaction coordinator 2028 to r.elyi cCust oner Braftl relyin
¢ust oner 28%8 I!S%Eﬁﬁ@»éﬁ?“%?&ﬂ%woééfﬂ?%ﬁ?&“&%usbas ersioé?lﬁéeggggst%gﬁer 1%%.“” n g )

pr ef ef reg SRR 5L of RAGe pArANPARNIDIRoRRRIN AbkEr Blingpariigest 192dmsci 1y,
consi stency, 1ISo atton, -and durabi | i ty to transactions coordinated by the

t r ansact pufficientaoildicrd toissucthowaoaty. neans that all actions required to
conplete a transacjion succeed or.. all,~hail. WIS afde Atk ihFawD

i ndi vi si bl e utfie éds&omsa%qog{dé%ag%r2#2%4%01'{3%1??fgfte a 10 transaction is
exefut edy, thaicines 812, For intrepilliRtionqruimsts. Itstdpl 89821 wansaction coendinatey to t he

state preceding Tnitration of the transaction. ldf | ation ans ip]g{toreach
t r ansact 2@y, ceatena WaendeIppnsesrer the IESROSESITREE fg‘aPW° QLW

concur r e?bﬂa%’ 'Pig%{tﬁagld' dehds TR ie 1o 168 hRAL Svith tr8sdtion cberdamedri on are

per manen transacti comm tted. "The conbination of atomcity,
consi st _eg%'sbglqlﬁaafepn, and durability are sonetines referred te as ACID
properties. In step 8084, relying customer 108 verifies the response using the root public key
20 stored in hardware security module 230. In step 8086, relying customer 108 sends a request
to transaction coordinator 202, for transaction coordinator 202g;’s certificate to see if it has
! been revoked.
In step 8088, transaction coordinator 202y verifies the signature on the request and
sends a request to its local OCSP responder 2045, to ensure that relying customer 108's
| 25 transaction coordinator certificate has not been revoked. In step 8090, local OCSP responder
2045, sends a response to this request to transaction coordinator 202g,. In step 8092,
transaction coordinator 202, sends an DCSP request for its certificate to transaction
coordinator 2025,
In step 8094, transaction coordinator 202, veriﬁf:s the signature on the request and

30 checks with its local OCSP responder 204y, to determine the status of transaction coordinator
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15 Transaction coordinators 202 preferably provide ACID properties in a
di stributed conputing environnent by incorporating a transaction g MA 4
processi ng nonitor or conmponent transaction nonitor. Suitable transacBi@rq

processi ngwoaiviserts nmay i ncl ude BEA TUXEDO from BEA Syst epsrrukoiz4663VEMQ
from M crosoft, Top End from NCR Corporation, and Encina from|BM

Transar c.,ui.t abl. onent. transacti nitors I ncl ude Orbix 20 OIM
{rom 1 o209 hRBtfefiGo PrRlio EARIREL: 26 TREN ol e refiopi Restl i ot

combi nat ijgéxl OICSH resfontlér 108, eP@irdhdivhedofdinatori203gsact i on coordi nator may be
conbined to forma transacti on having the ACl chroperties. Preferably, one

or nore pre- deften8896,trnsastion consdinater 2%y farwardsdhe wwapanse feceived fooress
flows depicted in Figs, Bz7- Thus, far ex lye, . t teps occurri bet ween
the'r equdenssion facetiion 20dp 201G ctpre? T 38 sieby o B g etemids 108 m

t r ansact isprsha ubkibwibddmdnt fRPRbsdrbing ddtomepngé.er red enbodi ment, transaction
coordi nator conponents interact w tgn the transaction processing nonitor

vi a a transacin apreferoadessehodiméritigagh yranstictidneoordinator2Q prowidepatemicity,
architecture wherehy.the inpl nfed transactian processin nitor may be
repl aced °ﬁi‘ﬁ‘%ﬁ°ﬂ°§rf5§¥?%‘}’ﬁ&@'@?ﬁﬁﬁé@&'ﬁ“&%ﬁﬁ%&%@ﬁ%ﬁﬂﬁ‘ﬁ‘&%ﬂg“‘%& aries rmy
be wri tt @fordifhadsC Adnicit Aeasd el tiBhORENFIE CBRPIdOL trhraclidPiRtéddvor
regardl ess of the particular brand of transaction processing nonitor used.

-22 1 9 miAfiRde tibsationdy 21 indiviviklevoit 2f wetk. Koersistincy meanpthatafler ot ed

tr action processin nitars .has .certain features that relate to its
suilani | FRgsplign s s¥ehikel Beskren is BRip &isoech 4bTe Sateoptitises S HEDr csent
Asyst em pE@édiﬁ@(ﬁ:!iﬁHti%n of thehRasddtian s Relation nitaf atedth !ﬁlah%ﬁo@fsﬁmdﬁ*_écbtédl%sl to
ﬁ)r ovide: (1) a high-perfornmance nessage-passi n]gwengl ne (2) distributed

t r ansact Pihar mansagiions that may exsguiaconguregntlyn Dyrahilbityyaeaps that the efgessiofepeh e in a

distribu [ | - cenuni t,. - C . .

tr anspar SRLPYIPGRE errileftitel e SRRGRRL BRoRTRGS, PRI MR ciey

i nt er f acéonsislenoyjiistdatitny adddieabilityGarpvEorheinisAefEHSER aOACTD padpeaties. r egar dl ess
of the hardware hosting _program ( nam ¢ wor kl oad bal anci_ng_t hat

autldmat i cal | yl'gasastan e%orﬂwawﬁamdgggeﬁg&mmwe AR wepgticning disbpsAs and
ensures é&ﬂﬁuﬁgggg‘gﬁé&@m kaéowﬁng%a&.éacﬁbﬁgﬁcgggﬁﬁgmoﬂﬂmrregr gt 10

al l ows distri applications to work toge I N~ an async nous,
connect i manisactonmastifoanSuisabde trdnsbctjpni ppodessizemonilensasaytiaslede BEATEYIXEDO

context, _co , .and ti a d ende uting. t hat, enabl es
£ r ans act FORSHA Skt Jut Qi Moot o £ o st Eotmotionesid |

utili zedefcida éth IBR ThnsR6.08@abId & B! tham@dctiBA nicHidory ﬁ%ﬁhﬁ:ﬁﬁ@ﬁﬁﬁd on
failures, network failures, and node failures in which tthe server manager

r e@0ar t SOTNEfrémilonaiTegphpelegies Inc. and BEA WebLogic from BEA Systems, Inc.

Any combination of steps to be coordinated by a transaction coordinator may be

combined to form a transaction having the ACID properties. Preferably, one or more

pre-defined transactions are provided for each of the process flows depicted in Figs. 5-7.

Thus, for example, the steps occﬁrring between the request and response depicted in Fig. 5
25 may be combined to form a transaction having ACID properties.

In a preferred embodiment, transaction coordinator compdnents interact with the
transaction processing monitor via a transaction processing library. To facilitate a flexible
architecture whereby the implemented transaction processing monitor may be replaced with
an alternate transaction processing monitor, libraries may be written to access transaction-

30 processing-monitor functionality regardless of the particular brand of transaction processing

monitor used.
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_ 15 and recovers the failed programby rolling back the transactiog éhﬁt V\?[ﬁ
I n progress. MSMQ transaction processing nonitors from M crosoft ar AR
designed to provide: (1) full COM conponent support (2) access froma
range of pﬁ?ﬂﬁﬂ%”g | anguages (e.g. Visual C++, Visual Jigudodracsbve APl s
(open, close, receive, send, and | ocate) providing advanced nessage

30°Tout 1 ng.t ofesh oifhe sheedatd Fanieitobhb s op GRS et ShORERRL or ) (5)
the abil }die teudSirabilty i ilotordiion if & GARRERSPESRAbY SORE PieSer jitém.

activities, such a abase ‘updates (6) the ability to conmt or abort
oper at i ORsr aainple) MUXEDO emnsactiensprocesp memgpmsareldesigned teprovide: ddai ng
transactions (7) built-in nessage enc ti,on, .inteqrity, and sigpature
suppor - high-retiprEaliee MCSTABS AT REINS iP) Gist Dbisd SRpRaPtion PSRN ATICN e <
shouyl d create ' el AaTeTalNTN i _M&Mis
typi%c al | ‘%nkscﬁngggl?é%stbgsﬁg{a%r% aggéﬁggﬁtﬁﬁﬁgsev’&ndomm?\ﬁ%%ﬁev%ﬁ St a%dar d
Edi tion grofsséxaranSpatémijorempplicaiens (3) an spplicBinctodransactiokmianager intexf@e | f
support c .lre_ than twenty-fjyv, lepts,. cost-based raqutin or .t he MSMQ
Connect ozllaveng dexedoperigwmte ?E%ﬁ%@bigw‘m%‘ ﬁeﬁﬁ‘ﬁgﬁl‘% ﬁ}e }Eg@”aéﬁ bestRg e
Edition 4, Wikl aﬂcli}%t | Maﬁp ' ' r mance
grsalﬂ'l n{ji)ggl? A tag%gési not tﬁﬁatu gMéM%é ﬁd%&%}é Li fé[l

nessage-%rg gine, | ave necessary features o 4AR
2004, \WQdpidsof dpplidatidnd imachaesbatthty an snatly vtilizaddSptansadiontqueying thit
therefore may _not be sujtable for use,in the present system, | Encina is
aval abl dlowssistruind aprlicaionsin oHkasiaFdn ap 2eYsRrABoS: SPRSEREPIESTEINOM gi ¢ al

YEqui pm%a@%ﬁn—ipﬁt{% ilche KPS Pme ARk WhRSOWontehBMhERfmk B diy @)aaat i on 5
processing nonirtors ate designed to provide: (1) interoperability to allow
t he develeppmdznt ronting dhat endblestteadsactionssa be prosepsed oo thg datp gan bamogins t hat

I ntegrate_a w, de_varigety of systens (2 oncurent use of. Ltiple

XA- conpl ‘?%FFFI‘%‘P%\IE)%?QéE) %‘Waég%ﬁ?"e’ 8”&?1%63& call ﬁiaﬁﬁéess d %rg%?neo ,W#a‘?l#lrgér’es ,

| nf Or M X, D5k PMAEE ahl hodIfRilaRs I WHICR théAeARP hiad@der edbtapts dlgy RlTed p@cesst er f ace
and provide mainfrane LU6.2 interoperability, including sync-level 0, 1,

and52 sendireyersithe fadled prograne By rollingjback dhe treisastionghat wasdn progress- mai nf r ane

(3) perform relj.abil ity ' : t '
ppl | cat  on VaMEfrebRrtdTigpsink FLGRHOH MR B deBindl A3F0GHEC)
mechani s (COMashipenéntGuppac(2 atcasicirorg aantgerof prograhining lafiguape (eqaMisunl
servers to increase performance and to elimnate single pgints of failure
(6) i nheEtt.absunttit) B) fine ARLHoBF clope.frereivey sihdy aad lngpt Viding yangefloni ng
both clie I bf LRSI T I doH. es of
parti ci dg%%%ge?@@gﬁ%b\éﬁ%fgtggﬁgﬁﬂ%g)ﬁgﬁé}ﬁ f onalg’géecgﬁ?ig?s Strj?g%%a%%ﬂg}rrlg‘g I ncl udi ng
20 routing to deliver messages, and on-time, in-order message delivery (5) the ability to be

included within transactions that contain other activities, such as database updates (6) the
y ability to commit or abort operations with other resources to preserve data integrity during
transactions (7) built-in message encryption, integrity, and signature support and (8)
administrators the ability to spécify which MSMQ events should create an audit record in the
25 Windows NT Security Log.
MSMQ is typically included as a feature of both MS Windows NT Server, Standa:d
Edition 4.0 anc "1S Windows NT Server, and Bnterprise Edition 4.0. If support fr wiore
than twenty-five clients, cost-based routing, or th¢ MSMQ Connector is needed, MSMQ is
preferably run on NT Server and Enterprise Edition 4.0. It should be noted that although

30 MSMQ is a high-performance message-passing engine, it does not have necessary features of

23-



_automat ed aut horization checking and facilities to allow the conftru tigﬂ
of audit trail records (8) enterprise-wide scalability in order u cﬁsjﬁﬁﬂo B
| arge nunmbers of users and | arge amounts of data and (9) a centralized
adm ni st rayiofibpgi ity to permt effective management. TarTAShoRessasact i on
processing nonitors are designed to provide: (1) robust 20 m ddl eware (2)

distributed t ti t 3 | ient/ | nt. | 4
ol | abl 68 NSO AREFEmBPL AR R o sCE BARRRTor bR B RERR 0

transact;h)ggb ueuing (7) application parallelization (8) two-phase conmmt
processi ITg (ng') automatic recovery (10) rressag;_— sensitive routing (11)

nul ti pl e dat alBMeERimis availaMedrops Tfansascpn Sany bardvwereplpdormsincladipg Sm, and
12) Int t Li cati bi | i d Ll abili | f d
Gbbali mofEM, Dl EnsRset Gom - Hooit bArkER s PindtS, 1ot Efchnd GaralloR] CTI0C
tO provi g:?)c@ssmg%&lﬂoﬁ'é’aﬁfdeﬁﬁﬁdrtb bYovid¥ () GiftEroperability facillothb devlephdritivs

aut Rori zation, © session secUrity, nessage security, non-repudiation, and
audi t i ngdistributedprantation groeessong applicationhthat integrase a Wide vasisbofisastems (2es PKI X

aut henti cati on based op. KI defi ne root entity 110, Oiher
aut hent i SQRCHBRNLHSE ﬁgwpnge iﬁ‘r‘cogﬂ’llwtc‘g?% O ISeGE "{aﬂ%geﬁsr' g%%‘n% Qs?glteé m may

be supp ' tbuf 8n KO pnYX A BSpIRtation AReftand
coor di ng{n?r?&’ﬁgﬁ&g&%g%q \9\%?01/1 21 PCT/ USOQ 24663 Ig%a'preferred

enbodi mepriovide whdirfrre U6 rintesoperabilityducluding sye-leviel 0.4 .candr2 sergeesapithout
signatures., Authentication may,take a at .t he sessiaon,} . message
| eVl | oFeqpizing addition; WWP@@%WH’#%&?),W E éré]g)aé) k@ﬁ%‘%‘%&gﬁr ot ocol
‘rgr ovi destraﬁ,§§aio<arbr N&hg aglich@dHsi(@Pin ficieriNRII BB BhepRase@paimipr ot o0col

0

nsists of two ‘phases” server-side 5 aut.he_nticatipn_and opti onal
cl i ent - sindehaaistthéS) titortatio fnad Aalgheing and replication of 2pR)isAHE S VATS WOMCTERR] s as a

server whep it receives requests f.rom.a. : Welg
coor di neBfommaE 30 4 CGriralh g o B P e Bierifls SOR BlechdARIOGH b

t r ansact R IGRSIIITCE aledéby dtlodingbdil Plichtsardaevers 1o iverfyatht iientitiesadridon. A
server 90 receives a request froma client 95 (step 9002),.and.sends its
ut il5i ty privilegeés efpaicipantsia adransagtiop {Dadditignaljsecyrify &%bﬂ@%% inclyding,: 10 95
generates_a public key. I i s LilGw 5 dtre LedikeXil aRdrgends
it to se‘W‘é‘P&@ga@?%#@ﬁ%@?%%&gt%%mé%g%, se?\?/‘rer 90 tjggts&?‘tgqskpri vate key
t 0 recov@) ehtbprivelidesdabipiling iif ordyr to clippont 295 nuarbdrsanfmisers and krgesamouwngs f t o

client 95 by returning a ssage. aut hent.i cat ed wi the public key
recei vedfidetarandd@) & £e ‘.zer%ilﬂy_%’ﬁﬂ%ﬁ‘ﬂ“ tg%fi‘ﬁ' tf’s?egﬁ'éfe_ Bt 840t Nent i cat ed
with keys deﬂ,ﬁéggda{&,%gﬁ@?rsédsﬁﬂg hﬂ)ﬁﬁ&%%lie?&s%% kS prePide: P rSowstr e socket

| ayer server-si ation allows client” 95 to know with whomit
20 middleware (2) distributed transaction management (3) client/server interaction (4) reliable

file transfer (5) dynamic workload balancing (6) recoverable transaction queuning (7)

\ application parallelization (8) two-phase commit processing (9) automatic recovery (10)

| rﬁessage-sensitive routing (11) multiple database support (Microsoft SQL Server, Oracle, and
Sybase) and (12) Internet application scalability and availability.

25 In a preferred embodiment, each transaction coordinator in the present system is
adapted to provide a plurality of security services including: authentication, authorization,
session security, message security, non-repudiation, and auditing.

In a preferred embodiment, the transaction coordinator uses PKIX authentication
based on a PKI defined by root entity 110. Other authentication mechanisms for services

36 outside the present system may be supported as determined by the entity operating the

transaction coordinator.
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IS conmuni cating. Server-side authentication is preferably required for all
sessions over which network transactions take place. In order to1 9 MAR 20(
aut henti cate server 90, client 95 nust possess the public key certificate
of the rooWa@vis¥Xli cate authority in server 90's utility perisdoagse
chain. 20 Fig. 10 depicts optional client-side authentication. In step

10002, server ﬁg&%@ . k . ' 95 hent i cat es
itself to ser \1/'2?”‘ 9 y eszbé’%?ﬁ%dt’% %g%gﬁgﬁtﬂé%s?eﬁ’w\a\% H‘lﬂ’*ggl rlb? F@ea%uéﬁﬂg and
_retur ni ngighitaresi gmthedntdutioh anayaakenplade at tie spesion level Oie aRkddpt 1631, 9r bbh. t he

server (step 0004&@ ec rs, socket layer client-side authentication ensures
that client 99 %P gmbgdimant, the securgrspeket layeramotopokprowidessessioe level

acconpanyjy vat t ' ef arrced embodi nent, .. secure
socket |§%§“§ it The: ée‘”%é‘?%’%ﬁt‘?’%éﬂdg%"%f% Stk %P Pﬁ%ﬁes-i TSIy ed | f

rel i ng authenticatian ang optoadl cligmwide abfienticagioh. AQRver ®insi@ion@oordindbd D Y
signed requests :fromg!,-nts 95. Transaction coordi nators 202w, 202Rp,
and 202R* a S5E¥CE Baien {txecel es requerts fropy qustomes prangitherfiransaction cowdinatorcat e

aut hori ty 4.2 .t | \ J L art i f chain in.order to deternine
that 30 ﬁdi%ﬁtchgggﬁ%eﬁgis“%’s\% iadaquggﬁhégé‘#%?@g“ CobrdisBare 501 Wo 01118721
PCT1US00124668g! hdepiqis sfresrisidt uientiation! A seivel DO récefes @fedu@MTrom h 2AkANY
parti ci 5@5{% 1%@ngm{ elxl,ng Jparticipant 104 authenticate thenselves to
their c t7B7003); and sendy Bsutiliy certificate t,tha clieny fstem 9004 Yo stgp POOG, cliengant 104
maygpal s | ; ' ; ' t hepsel v to

TR ot (RAtales aUBHONS i iy LB b B ARTRRA S ety 1
Yest abl i btepl 900U ste 9BDE; béreat J0Tses its pdtatelteyat kdvdwerze pablss RiRenOfy t he
parti ci p?.nt I%\gll th ich it | smcorTuni cating, .the transaction CQO.I‘C?E nat or
for that™ ¥t ¥dARenteRres iEselfita ghient On by seuming n message ayhenticstsd vythethe

MBS Sage publd kdyeRAUISTAR theAlRft. [ ML dEn(AB 10 Widry el A acthOicaKNAR | cat i o
at the session level in lieu of requiring nmessage leve QUL RSNt T Cati on. As
not ed, Xeysdenived fpinghe bligntagenerated peldltkeyn coor di nat ors 202a., 202U, and

20 may 10g0ccur either at the sessipon.leyel or, at the nmessage' |evel, or
bolh. In conPraY sockey laYer srvey g APentication o cligm 05 whapente Bhemoui de
aut hent-iscovhinmhiédting ) Sefvos Sidg Buth@idati bl is prdlbrh Bl Yquitldd6} APsedlibnd GEyest s sent
to transaction coordi nator 202Rp. However, as previously nentioned, a

par t i ci PAieh netyork tespsactions take plagey i Ingrden s athanticate spven 2] elicitioSmuss i de

aut hent bedhdsof Aoy SERELAL of f¥Gbor itk audbrby ineRATBHS Wifiy™ 0K/ 1 OV

)

di agra e
certificate chain.
20 w Fig. 10 depicts optional client-side authentication. In step 10002, server 90 sends a
challenge to client 95. Client 95 authenticates itself to server 90 by signing the challenge
) ) with its private key and returning the signed challenge, with its public key certificate, to the
- server (step 10004).

Secure socket layer client-side authentication ensures that client 95 possesses a valid
25 utility certificate and the accompanying private key. As noted, in a preferred embodiment,
secure socket layer client-side authentication is optional but is employed if relying and
issuing participants 104 ard 102 do not require digitally signed requests from clients 95.
Transaction coordinators 202y, 202, and 202; must possess the public key certificate of the

root certificate authority in the client’s utility certificate chain in order to determine that

30 client 95 holds a valid root certificate.
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aut hentication process. As will be described, this process operat g8t MAR 20
" authenticate nmessages (responses or requests) sent to transaction

coordi nators 202 by applying a digital signature to data contained in the
nmessage. In step 1102, an authentication nodul e 408 cal | sppaffde@i@essecurity
nmodul e 218V@8VMI2\erify the signature on a recei ved message using the
sender's public key certificate typically sent wth,the sacge .l n step
1104, aut hent irr@jreferredonibbdimens at thelsessinareNbIBUNERIFHLEA™ fd At TelgRE ¢ o

check that the sender possesses.a vali t i i Q0Pwnd
val i dat i payticippes 14 ﬁH@Fn@a@éﬁ?q‘quﬁitué hgﬁrgﬁl%?ﬁlgggiﬁlﬁ r%suv%%dr{iﬂgﬁrtoot ''s

certificate 10 i S Rhtire cl@nidr elientofo aultentieme themselyraiton, such as
t he send®tY gﬁa‘?‘f’%‘ﬁa@g%‘ rtlfica{ee, are sent wWith.the 25 Eﬁ%ﬁa%. O‘fher
PO t i ONSqatisabiith cooRlimtormP0NE 202y a2y atthe tims 3 sessipissated or 8adt omer
dat abase 214, such as the root's certifi itlit @6mnAinidaanE | that | on
moddl e 4dient 95 kssnok ap pythorzsd Customer ?{)é‘SBﬁﬁgﬁngﬂéﬁpﬁ;gﬁﬁé tinme and %eri fy
that none of the ceptifi hrit ShdyQeintifate eedkession befarerprocessinga pi r ed.
Al parFf‘Wf)té%’tcgsgdr’l téﬂofgfﬁlgﬁgaiﬁ'?gpllo dg?g preferably prqvided with

synchr onjeiet.| PRticipatits ey alsdfequile cRstomer cliep-sidgauentisatan 8824663 In
step 1108, authentication nodul.e 41108 Clﬁ.{claﬁ OCSP responder 204 to check that
the cer level indien of requiring msssagedevel antheniicalioti e ™ + han t hose stored in

hardware secur ist XteHDagl“lle?lﬁgah%n beRded thfkacteR Bodrdinaloss202)e202xgand 202z may
aut henticatioﬁ‘ Br ovides a stronger |evel of authentjcation than session 5

_autgent i gadur effher 3eHS isessioalévebat atdhe message leyely o5 path.y InGontrast {EAR e 5, OCSP
‘checks are not perforped on utility,ke : hddevetdyigienty nor a
derver wPlStoTneraake RIGEEaR "Fﬂl‘&‘eﬁéﬂtpﬁ%yﬂ?? %‘éﬁ?ng%%ng% gga?m%“% éan _SeSL yf:aéélt i fi cat e

has b CeN b Hih l%ﬁ@ecide&s kd irSHBactitnl ddokdindtey202g4. eHowever,ed poewiewslect ed so t hat

anyone in®poSsession of the token on which the ke(}/ i‘s’i[dfs?'t i)retd. 2n

masquer agenfisnddhe partitipantinzaychlsesreguire el ying cystorasrs 10 RVICHENERRRT® hand, which
are used to 10 grovi e _Nessage aut hentication, are protected so that nerely
possessi Aghenticaion g ESHIP Y& fi ci ent to gain access to the key and
mas%uer ade as ché.:‘fl AUt ShpoiRebleskRlow diagramribiistratingla preferaecdiBAISABR ust onrer
aut’Hori zation

eck nodul e 418 (see_Fig,.5) checks t :
r equest oauthéntixatien process; ésaﬁllﬁsﬂP%@e@’gh\sé%‘éﬁeVe%eﬁaz?s tgé‘g\a}iég%é?{:‘g? i S poses

of deter Egg nin ﬁaut hori.z te{{,ﬁﬂ»tfaﬁa@a%ﬁbﬁQH&ﬁhﬁfd@QOﬂlﬁsﬂiﬂplﬂngaﬁ@m sighanm teed
ﬂ?é’g ent |

from 15 (PEIRRAPETS IS cation or nessage |evel authentication.
Pr ef er abliya con@inedaf thamiddsagezat i on check nodul e 418 perforns an

authori zation Irf th;(): l1(1(;3 s a:? )ézgtilgrﬁ%clatqgn Engﬁufélstl?)g cAlls hardware security module 218 to

20 verify the signature on a received message using the sender’s public key certificate typically
sent with the message. In step 1104, authentication module 408 calls hardware security
) module 206 to check that the sender possesses a valid root warranty certificate by validating
the sender’s certificate chain, beginning with the root’s certificate in the sender’s chain.
such as the sender’s public key certificate, are sent with the

ously stored in HSM 206 and/or customer

Portions of the sender’s chain,
25 message. Other portions of the chain may be previ

database 214, such as the root’s certificate.
In step 1106, authentication module 408 calls a time source 11 to obtain the current

time and verify that none of the certificates comprising the sender’s chain have expired. All

participants and root entity 110 are preferably provided with synchronized time sources.
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authenticated identity or distinguished nane fromits presented utility or
warranty certificate, and comparing this against a list of authorli 3eMAR 20(
users in custoner database 214. In a preferred enbodinment, the custoner

_authori zati83 g‘?’g{;k may be based on a part of the distingpcshado2@snane,
such as an‘y Ui th a disti ngui shed nane subordinate to the financi al

institution's certificate authority's disti | shed (n e be
based on the lustep HOG; %‘%thﬂ’giﬁ@ts‘?‘i’éﬂ"é‘ﬁ% ,0@6 hrgfpompii@&gﬁfﬁlkcth%gggs are
aut hori zed,. st.oner . |- ' LA Fard B Bdile 218,

aut hori zﬁﬂ’g?%{eéﬂléré%smét&q%#é p %g\}gﬁfﬁ@%igaml e, ciu?e"rrrifx;t)y have t he

capabi | i fvelrdt Bdeh@¥ookeddeny services at the user 25 level, or to allow or
deny services based on finer criteria, such %’:}s th 8%}m)unt of collateral a

user has. in Mepage ewthenticationuprokidat 2 SangrisIg¥eliof AU ANLIEP S99 oy ovi de
session segur. t I.n : §§|,e)m, tohRd kG akd rovi de
threée | e%ﬁesnufi?t}/oé‘egf%%n g‘é@%&?ét@(’é&ggﬁlftggﬁ i allﬁi ty, (’:Igt@lgpicﬁ'?éel%ri tgc,)tpand
sessi on ?éﬂﬂilﬁl@a bf atilif keyE)thdérefobnaitherd ¢lienbnonasenet wolh featrodigingdhel fr om
transactlon coordinators 202 are_encrypted usi n% ?SL =27 é?& 1AR WO

01/ 18721aMimmm3-fm§§&g'éﬂ®émhaﬁ%ﬁt’rﬂrfet'ﬂ@ pH addition, pUpE keys are

pr ef er abl rovi ded .t hr ol | Ekey iHk@rddadan

si gnat urﬁé’eﬁwgeégefj\/% ﬁag%&éﬁg?ﬁéggkge&?gc%ﬁ???q’g{ﬂlﬁlgnt Pcation and data
i Nt egrit Yasdie@is a4 the agMetizédasset. YWatranty keys; ow theotbarthandivwhdch aremsedioough t he
use of protected private keys, which are used.for 5%%5?‘&‘-’}% gessa gs. 5 As
notldd abprowide diegsaga putbratitation.<se progcieA sp (hat BiEERlY gas JoxEP ?'-'1@" t hr ough

~Mthe use Sggégggggﬁgxn%c{@&sﬁgﬁﬁd%gﬁéﬁg@mae'hssﬂi_gea{iﬁbﬁiﬁdxséwi ng the signature

process. 'geésts  pro Ingerprint” of the data such that if
any bit of tha agrefeadd embadiientyoustbmenhuttwrizatii ¢heele moduleidd §&sesFigd) wi | |

result and the recipient of the data,w.l|l not abl e t.0 i fy e
si gnat urehecksgo ks spredhe requestan Af FFTHRGS a'ﬁﬁ?ﬁ%cgg'ﬁf ‘évf%atlgeg’%%b\%ﬂed at the

5essi on L exeles [Perdirinind ShthoR PAIBHNINE Nduestér s {BRptidy ryRcdetenmimeddtath nat or
preferab‘i’y conplies wth confidentiality rules .specified by root entity

1105 | n sssieleeslranthentitaivnroe messaga ddvel authentieationn Psefsralya 88$9Me02 recor ds

all data needed to gnsur n-repudi at i,0n. Qf: I . ' kN | 0gs
and ens.peorzAon Hebyied ReHER o iaRizatiof diEk by st gl warsh |
parti ci pafientiffte Pl dktinEaYhdaRntfEdn t9 presanediutility onwhomantyickrtifieatd, ces
it perfornms tor relying customer 108. Thus, for eac(P erv'lge erfo meg,

t r ansactandreompedngithisagainspe Jisypfgythogaed ussrsdp cogemer aéé’ﬁffné 4. arpé?{?ﬁ?
custo neremll?o%inqgr}t, t%le %gst{)r%tepéd?ﬁorﬁja{ion check may be based on a part of the distinguished

20 name, such as any user with a distinguished name subordinate to the financial institution’s

certificate authority’s distinguished name, or it can be based on the entire di;tinguished

) name, such that only specific users are authorized.

Customer authorization check module 418 may perform authorization checks at
multiple levels. For example, it may have the capability to allow or deny services at the user

25 level, or to allow or deny services based on finer criteria, such as the amount of col_lateral a

user has.

In a preferred embodiment, transaction coordinators 202 provide session security
using a secure socket layer (SSL). SSL typically provide three levels of session security:
confidentiality, data integrity, and session authentication. Preferably, all communications to

30 and from transaction coordinators 202 are encrypted using SSL.
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data necessary to ensure that none of the parties involved in perfp;gn% M
the service can repudiate having provided the service. 20 In a prefe d
enbodi ment, digitally signed nessages provide the basis for this
non-repudi &a¥OON187286 noted, for exanple, in the context of PREF/USAN2EEsi On
service described above, transaction coordinators 202 nmaintain a |log of
all recei ved npReaageschifty in ﬂ%ré&ﬂ%ﬁhﬂ i@Bre@é%ﬁlﬂ?%?@vidé?f BfRER MeVuse of
transacti on coordi hators 202 |I'og nmesSsages exactly as recerved and do not
par se, nodigital signatusdso Digital signatasesiprovidetwiodevels ofonéssaget seaurity hantlientication n 25
whi ch the re received. Mdificati.on of r.eceived. nessages,renders. the
mossage SndiBiainieEnS: gt e P R o U S AR Gk oS
unsui t abl.g.fekd BRRE SR WRld A BRSSShine thiksaedd! €f erred enbodi nent, each
recei ved }%gssagg 'S tiEyr#é sta(r%geeﬁéas pggr%tmgof tﬁge non-repudi ati on servi ce.
Respbnses ar e Aswtad atowe, digitdl signstams prederablp pohaddkdatpmtdgrityrtalowgh the useof ai n
point in tine. Preferably, the tine of ,the authorization check is a signed
Bt but & ash oressage digest et i eeneraied duripg the StEnARre BRResSa Miseier digestiy 212.
28 1 9 WRiA00G MO 01870 dRETLISHNVPARA otha sighed itk gdligment,
transactionlcoorg?gn tor 202 ngo 0gs 1i n orrratiorsli%Por au |(t§lt|nﬁg£€tjrposes.
Secur i t y diffictent “Yiogerpnat) viil resudtchnd checretipiett gfdbeddta atill aot ecdble tagerifis thet he
system such as a suspi ci ous nunmber of requests from non-custoners or a
suspi ci of8mAMHber of | nval i d signatures. Security audit |ogs may al so
assj@t when apkeyrefQrs MBcAfindi CinBidentAREAY BRovRHEASY (HERKssRM 1B OERELA A

_before it is reported and its associated certificate is revoked. The
Ysecur i t y camaiunicatiens. e transdctiombbordipetotpreferatdy demplicsi with ¢dnfidentindy rulesis

occurred usi a comprom sed key. An audit trail is maintained for purposes
of di spu?%ec?’fnéeg&ydf’?tcr%‘,“ghnhﬁfrepudi ation, and billings. In a preferred
enbodi ment, a4 prfcifeldicibod ARSI dadh Rinsh@ibh POURIINAGERRF8ErE Al dith nddieaends
or receives and logs the entire nessage. Messages may be |ogged in "raw'

format. tognsuiemanirgpydjationtod atperfamngst seonicedn degsi aad easurasipe ntegrty ofithosessage

mosage 18R BR R, PARE paftipalt Riffrkboably fooHRERRN BB ehlaBlic I . T

a pr ef er sediceyippetforiistfor lebatg Aistonidr 108.C Thits, futtedelesdriiaé ptrfigned] tramacticiannot
be falsified (added / deleted / altered) w.thout being detected._ In
addi t i on¢oordington 202e, pofonly prowides 8 respansede ralygg customesHigbut alse setaims allat | it

pref er abjy, 8% SRRABAS bf the pHie CRAVIGES ird &&Yﬁ&gtﬁ ' format
readabl e %@/ a %&Sﬁso utei on. %llﬂ; ?rgy 'ge a ]leloolsel?u'sf co ge%‘tﬁ’“ y or a
part of tepadinwdasiagiproideithe demigeor functionality that runs as a separate
NG el NapS | e Rt bbalmda? Aoy B 2565560 prbviTE e SR 5" 2
non-repudiation. As noted, for ex_ample, in the context of the validation service described

b above, transaction coordinators 202 maintain a log of all received messages for
non-repudiation purposes. Preferably, transaction coordinators 202 log messages exactly as
received and do not parse, modify, or store messages in any format other than the format in

25 which they were received. Modification of received messages renders the message’s digital
signature unverifiable and thus makes the message unsuitable for non-repudiation purposes.
In a preferred embodiment, each received message is time stamped as part of the
non-repudiation service. Responses are associated with authorization checks performed at a
certain point in time. Preferably, the time of the authorization check is a signed attribute in

30 the response and is captured in raw transaction log 212.
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system The |ogs may contain other data related to the transport ja d%e
session. As an 20 exanple this may include, sender / recipient | Qd s%ﬂﬂ’a
the URL of the post, SMIP header etc. Transport services conmponent 306
(shown in GigerdPreferably conprises a secure conmuni cat¢mOsIORAEEIONENt
that establishes a secure socket |ayer session between transaction

coordinator 202 and the entity with which it |s | catd :

preferred eméﬂfﬁﬁgﬂeﬁfg’ Enémnéa%ﬁﬂﬁﬂ?ﬁd@&tof 8&9%%&%% H%%‘F‘*‘{a*?ﬁs
sessi on %H&i'agggmgaééso Recuiity SRRCIokORy BB QYA to deiRexpotemtiahatiatiod dadist the

coor di nator cts as a server 90, the secure conmunications conponent
provi des sg@éemesuch asleswpiviius numbehafiTequestsifiom nondcustomerg el asispisiqusmumbzey
session authentjication, In contrast, en_transaction coordinat 202 acts
2 a ol i Shinveld sigrius o Srant B IR ey Ao asbRBBRLA koY wrmemistdeRs ¢ o,
aut hent i gat,| nhsed Beford £ repbric HdGisiaddcRRA @Rl is202 i s
al sr(}epre?’g%aa %/ %Iég%lﬁgl&bwégfor est abl ilspﬁlp(tr,]g session security by
gener at i peyoked: €Elsd serurite yudintbgs enagyipnefetahly beaysed tordetdrmiing itrensapliens wi t h t he
79 _J MAR 2004 WO 01/18721 PCT/ US00/ 24663 server's public key, to the

t r ansact PeRMTIEESFIE FLOBP €with which it wants to conmmunicate.
Subsequent Cogfﬁ%{ | N RaREiNREE deVior Bidpitt RSoRkien, ORI RidEAtion, &Rd t hat
session key. Fig. Hﬁgﬂlls a conposi%%lhﬁ?ock/fmla%\{v di agrg?ﬁ t hat depicts a

pr ef er r edilkngsodn apreferedd enitmdirbers sx rarisagtionaioerdinatorflpgs pyerysmesshga hat ik t h

conmponents of transaction coordi nators 2. As  sho L. fu Q. Ln step
o080 s Fedaesieonyes malpRhe Byt Mkseiesy Sessnest mal B Mhstdin rfp el 3 20
11204, tr %@gﬂfa{ﬂeli%é’ hreRacti e RERtor3REy BRhl MRMFesbddR ifitd Qe @bhstittent partest
Pnanager . Preferably, request manager 304 ensures that all

secur i t yanddtatedtinfaschemsuchahas theesntios messagmcan hegesansiudiekiaagoaniethite t he

d. 10 | t 2 s
Componenbiesus B€ Rt 1 apvaLe o el BT S FRAa g MR OOHRD

the dat acdnpeibd Rfkificd (BaRATHEleRATalieRUywahdwnbempdeteatedi In adilitiohs ifwt ed above,

all requests and responses are preferably Iogged as recej V??' Ir%.izte 1208,
recifest transaction @onlinpterdpes amessage i W faEmaly & Prsferably "Fi?ﬁfé € Gapabifipylg [ eg.

In step 1210, 4 f reque. ' a Rakeldo0es not
need to c‘fﬂ%'egéhes’ia&vn%ga, f%?oe%ﬁog@ ﬁ%%ggge%e%g?? ngﬁ‘?) Fust{oghgﬁosﬁfﬁhor i gat i on
check mogbipedadility b pdieof the tramdactiorddokdihatorfanttidniatitt that rims astaegepaie, | f

request manager 304 determ.nes that a sig?atur I S _requi r{ad re%ﬁst
and perhaps lower priority / background process.” It may also run on an entirely scparate

" system. The logs may contain other data related to the transport and the session. Asan
20 example this may include, sender / recipient IP address, the URL of the post, SMTP header
etc. _

\ Transport services component 306 (shown in Fig. 3) preferably comprises a secure
commiinications corﬂponent that establishes a secure socket layer session between transaction
coordinator 202 and the entity with which it is communicating. In a preferred embodiment,

25 the secure communication component performs session authentication, as described above.
Thus, when transaction coordinator 202 acts as a server 90, the secure communications
component provides s=rver-side session authentication and may request client-sic szssion
authentication. In contrast, when transaction coordinator 202 acts as a client 95, the secure
communications component is responsible for authenticating server 90.

30 As a client, transaction coordinator 202 is also preferably responsible for establishing

session security by generating a session key and sending the key, which is encrypted with the
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~ manager 304 calls custoner authentication nodule 408. In step 1214,
customer authentication nodul e 408 verifies the signature on thel résRiagis
and validates the certificate 20 chain by calling signing conponent 324.
Pr ef er abl WVO%EBQEPQ conponent 324 provi des nessage securi PECTAISA/SASEPOrt s
the session and nessage authentication services. Signing conmponent 324

i nterfaces wth__hardware securit du] e 218, whi al |

crypt ogrmr@ﬁuﬂihﬁﬁ?bﬁ%ﬂ‘ HaB§ac 'E)xo‘%&lé‘f’ fﬁWV‘gl\gqe]%ﬁiPlll@%{gﬁi gital

si gnaturg t dnt cdiEmiigietidrd beivisen@hd twoRIRER atd anosyptabwith gritng
corrponenfm{é@hﬁ%{r’jtgﬁ‘ g?%slg%ni %terfaceé Wi th hardware security nodule 218 to

per f or m saabibn ey pt ographi ¢ functions involved in the signature verification
process. In step. 1216, cust r. .authenticatiqn . 0 t tatus
bt *Che. cust onbie: 12 sompnis Waryfiow dgteant o, BiR e et deafbibEnd Aane
[ eSRONASL 208, Kleari ols(abRiaRa it UmpdHRAK of GaRONGT boofdifaton 0029w | bed

n ,

above. 3HHIstep custoner authentication nodule 110 calls customner
aut hor i Zgfowerin Fhe dR, inrmepul202 AiBquest is re¢rivasihyt tinsportsepdessaemponest3p; dat e

:D?JT is bgg 0&;921 8@8‘(’: %ﬁﬁ %ﬁﬁggéé@%hgﬂ%ﬁw %’is ZWE%%%? %brgggegs%égagg ¢ irr%d[{e sure
the req Uﬁ%ﬁ«%@@%ﬁ%g@%@ﬁ@ﬁrﬁﬂk@ M bt R1A4 Rhdtions are feafotmtd on

servi ce. , a response regarding authorization is returned to
request m@@g@rm&eégwb&ommeM§mpm8$m provi ded services continues as

descri bed above. Preferred security, r.equirenents o i cations
betlfleen transMQIb]r?%c@ﬂ\“’(ﬂW&?@FE%ﬁcpgﬂgg'f" . onv?ﬁninggyoetﬁﬁ%\@eg?&gu t%)ltlrrers,

YOCSP res - 320'p8ihe ACthé Ghta dike\aippon nvih répudistiohendescr i bed.
e.?fr:’é%ugégﬂrlﬁn% 320'p8 répaediaaipp

These pre rements "are described in the context of an exanple in
whi ch 1 eduditigg. Asstaebabovealisequestsand respansss erepseteply; lagegdasmeeatyrdnt 104,

10 When transactio oordi pat or 2 of .rel.y | Ceb recei ves a
request from® s &oﬁgﬁﬂi‘fé{]ma}geigéﬁ?nﬁ%é%c%%g% coﬁdﬁgto egztgﬁg" |

aut hent i gates: teehAQUESE reqibstfidhage? 304 deterrhivips that thy reguegtidoenatmead to
nmessages sent to transaction coordinator 202, E by rﬁl [ f‘g'ls}b?%rrer 108. In
addist | orbe sigredsreqnest mapagsr 30heallscusioprpaphigrizatigniches Fé‘r‘{}]‘?%@ frer 108
to provi qe sec .@gg&%e{c | ayer client-side session authentication. 15

Pr ef er affigEnt's Py 6Acoor di nat or 202Rp provi des aut hentication of all
messages it %410, ¥ edgyiet anugérdiPdrdefedBines tha d dighatore 1s requirsd.aequnst

coordi nator 202 rovi des secur.e .sock I er - 3] essi on
aut hent imm&%ﬁ%@%séﬁim@%"s’éﬁt@ﬁ“F@wé@P‘éﬁl? g@%gﬂ\/ﬁ%"{%‘\éﬁé’l %?Fﬁg““?

authentication module 408 verifies the signature on the request and validates the certificate

20 chain by calling signing component 324.
Preferably, signing component 324 provides message security and supports the
) session and message authentication services. Signing component 324 interfaces with
| hardware security module 218, which performs all eryptographic functions. Root 110
preferably specifies the digital signature method that will be used to sign all transactions.
25 Signing component 324 preferably intérfaces with hardware security module 218 to perform
all cryptographic functions involved in the signature verification process.

In step 1216, customer authentication module 408 checks the status of the customer’s
warranty certificate by sending a request té OCSP responder 204 via certificate status check
component 414, as described above.

30 In step 1218, customer authentication module 110 calls customer authorization check

module 418 with the customer’s warranty certificate. In step 1220, customer authorization
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L4

custoner 108. In a preferred enbodi nment, transaction coordi nator 12 Z%R 004
performnms authorization 20 checks to determne if relying custoner 1l ig
an existing custonmer of relying participant 104. Transaction coordi nator
202., may woapesf orm aut hori zati on checks to determ ne ifgcT/UsSobzidsd
custoner 108 is authorized to receive the type or |level of service being

request ed Pr ef er abl | t 108 _,has entry in_egustomner

ot abas e ek ot 18 cheoks GulloRle GHSIAER14 S g e PGS} et YR 4

Pr ef er abkystorhidt! authideized ol sbiah theG8questel 8aick§ Iedep Y22, 8 Pespbideirfgvdinfed name
as it exists inits warranty certificate and may also be identified by its
di st i ngupythemizationis rewmed te x¢qiesf managers30dand progessing offsysgemerovidedesemviees ock et
| ayer client-sid se%si 0 aut hentication is enployed. This aspect of the
transactf?fﬁm%gdargaeﬂc 59 8RN e integrated with COTS access control /

aut Bori zat onpre&%ag&ﬁmgt fegairaha{t@fdrae:mbe&hﬁmicaﬁ&dsadaﬁveeasﬂaﬁmﬁbﬁt ween
relying custonmer 108 and 30 transaction coordi nator 202Rp are encrypted in
accor danesrdinatorsapd thef folawingrantitiess custoaers) CSP eesponders, apd 0Ger tangaction

server -si de,.ayt hent,i cat, on is rrequired..-31 9 MAR 2004 WO 01/18721

POT! UsoCoRURoRR S ng P e Resteels et ietareibropp et St ARG M orer 108
and tr angedxt 8fan S@RIpE MalEEL ROARE cdidingt 108 sabrhits & FRed to RIBhepAkEpant
transacti on coordi nator 202Rp verifies all signed nessages received,

val i dat et he certificate chain, and ensures that the certificates wthin
tr.an i on. coor di ngh%r 202RP
&Y

LI T " Dty SERiEer doB i R T4 OB PR

Nenbodi MeiYelyidg GBS 108, tRaSidtion 2b6ind o2 BI2,RaiteARGIA RORGIGE USizAltRR

service for relying customer 108. Transaction coordi nator 202Rp typically
| ogs al are typisathy eequired an plh gresengeespnbior transagition spqrdinatar 202 bydelyingm any r oot

e ot | o Fos. A6 H8n VlBhorchRPRANENK 203, hABRARE L pf ARG | 051

rel yi ng tp prdvideispeuit sddkét laggrcliaht-sideggdsn suthaiticagsnii ces from rel yi ng
cust ormrer 108 ar}d | | acknow edgpents_received fromrelyi ntg cust orrer. 108
i nd? cating t Reeteraglyefragsagtion,cqo ZenPrgyifies aythentication-of alkraesspgesibm

d . . P . . i
R e N R S A S NI

transaction coordrnator 202Rp | ogs a requests

cust onesod@slafarsemedside sessipurapteeticatito oded iany bessioa isgsdblishetiSwiddrealyihgt r at or
can detect potential attacks against the systemand determ ne if requests
for sef ﬁ?%re received after a key conprom se occurred. Auditing of

requests may i pRféed embodiment, transaction coordinator 202 performs authorization
20 . checks to determine if relying customer 108 is an existing customer of relying participant
104. Transaction coordinator 202, may also perform authorization checks to determine if
relying customer 108 is authorized to receive the type or level of service being requested.
Preferably, relying customer 108 has an entry in customer database 214, that lists the
services to which it is entitled. Preferably, relying customer 108 is identified by a
25 distingilished name as it exists in its warranty certificate and may also be identified by its
distinguished name as it exists in its utility certificate if secure socket layer client-side session
‘authentication is employed. This aspect of the transaction coordinator may be integrated
with COTS access control / authorization packages.
In a preferred embodiment, transmissions between relying customer 108 and
.30 transaction coordinator 202, are encrypted in accordance with specifications specified by

root entity 100 and server-side authentication is required.
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used to support any billing disputes that may arise. In a preferred MAR 2004
enbodi nent, transaction coordi nators 202,8, 202RP, ahd 202R comruni cate
respectively with OCSP responders 2041P, 204Rp, and 2048 only, i.e., OCSP
20 respon é%lgm&gre within their financial institutionpCTasogeusest a
response froman P responder 204 at another financial institution,

communi cations nust preferably go through. .the other,{J.n ' :
institution' sTypigallyamneswgecHS 6‘?3‘?55’5‘?“’32'8?1_3”?3 8?%?'39 VM a(%g%h%lec’gBr(l)nder s
204up, 204Rp, and.204R t hd eRirihdy AfankitRiof Rbbidinatdr20m MNekiGies albey are
recei vi n§° W@Wﬁgg%”&wdh&r%%{s ePbgfgg%%r%’l nators 202w, 202Rp, and 202R 25
know t he dodentibiediredeifdenilidates theasrtifivareithainegndzansurce dhat thersgrtifisalebsp
response. Pr efera%l i{' co- | ocat ed trans(gﬁtl on COO{%dI natgrs ZQ&REsiggggmp, and
2028 and williifthe chainhersrot beay reyokedo In addition, FausaghioR, FqaanaL A0 FETS 0 o i ng
messages froma, |l oga e ] t any explicit authentication. In this
case, nemeﬁ%‘gessléﬁﬂﬂﬁékos'%@%gﬁaﬁéa%%ﬂggi henti cation nor signed requests are
required. HOV"ﬁYﬁfmefé%EﬁBmdeidms&ﬁdﬂEbord'ﬁdﬁPZO%m(PYQO‘?BS@ nenyrepydiation | y

sign all responses 30 and transacti on coordi nat 02w,, 202RR 028
may typi savicy faraekyng custgmer 10% shenssdon W°"§B@8’E%§’Wﬁa§lﬁ%‘fﬁeﬁlrﬁ$ﬂé§ne PKI
OCSP specification. .-32 P4AR SRig thefuded bthér ansact i on
coor di nam;?%ngégms@&%@gﬁ%ﬂ%ﬁ%@%ﬁ@&%ﬁﬁg204, E,. 204Rp, . and
204R ar e Siborests| FEaheGtiGNebordinmor 2026 as well as comprivents ofi other partieipaRis and hey
are communi cating, authentication b@i en,.t he copponent s io%}%gﬁlg%rably
r el r edroot Al@.hBreferahly,relyingrparticipad ﬁ?a%éeqé‘f:?tﬁ SEEVIGER FOIESINE |evel or
‘t he nmessage | evel,. [ cat ) i f e0%indicaniig thee

85 S alg)h aﬂégﬁ%éﬁgyl%c@én%eegwéd%ﬂ RS $ig chstBine icatifig

message F session level, as well, |t should be
r ecogni z gghetphat a fckgutsa order togooteétiaels frompepudiatianodaims feama it2 OUSIOMEFSn ot

typically performauthorization checks on p w204Rp, and
204R si nce ousr:prfe@wéﬁﬂ@@%&fﬁf‘%&ﬁﬁ@fﬁﬁg&é3@%"3@&%@"5%%3 ly request

services _from i ® irdhdiah 321 Ricca@aigly, amyste028. Because
OCSP resﬁgﬁﬁgsr%sr&’gg%%%gg%?g%gggbl; CO.—l%g?tPEd With thei r. respective

t rapsact homimsaioticantetec ppEBriak atacksnigeinsidhe systam pad deferming FIRQUESTS fak) ¢
typically have to be, pravided for co ' i : herpsise the
t Wo conpm%wﬁeée‘i%‘f?ﬁéﬁﬁ’éﬂﬁewqwrﬂmg ‘0 Eéﬁé%ﬁ% %&ﬁ%&«{sﬂ?ﬁ%{t i's
conpl ete gemhiaAsci al 15 institution, protection

np Lgedépgwe y%@lﬂh%ﬂ%sgﬁfes iy p

can prefeéra rovi de rough policy as o ed
P Ina pre?erred embodiment, t?ansfction cgordinatoespg&m 2})8”, and 202,

communicate respectively with OCSP responders 2045, 2045, and 204, only, i.e., OCSP

20 responders that are within their financial institution. To request a response from an OCSP
responder 204 at another financial institution, communications must preferably go through

) the other financial institution’s transaction coordinator 202.
Preferably, OCSP responders 204p, 204gp, and 204, know the identity of the entity

from which they are receiving a request and transaction coordinators 202p, 202zp, and 202,

25 know the identity of the entity from which they are receiving an OCSP response. Preferably,
co-located transaction coordinators 202y, 202gp, and 202, and OCSP responders 204,,, 204y,
and 204, know that they are receiving messages from a local process without any explicit
authentication. In this case, neither secure socket layer authentication nor signed requests are
required. However, OCSP responders 204, 204gp, and 204, may typically sign all responses

30 and transaction coordinators 202, 202;, and 202, may typically accept signed responses in

accordance with the Internet PKI OCSP specification.
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I npl ementati on of security nechanisns. However, if these conponent am m
co-located, the transm ssions are preferably protected agai nst net’
attacks that could conpronise the confidentiality or the integrity of the
transm SSi\QB%ln weferably, SSL is used to provide this preCEUSIGNGE6LO0 | n a
preferred enbodi nent, each OCSP responder 204 is co-located with its

respective transaction coqrdin r 2 an ' inAat 202
t her ef ore nedd trgBEaction @?I‘%@ﬁ%&@@w@?& a?—%%é:i\’?%?a W&?’g@géﬁg 2? m’%%”n’ay
ST 9N 1 eSPONRAS akfngh 8OMcad ahl carBPASCirAR Li@igasaly Witledhom thepareent ity 110.

I n cases ‘ responses are signed, they are preferably |ogged with
the 25 singhaticatdgpiuthdnticatimietwieen theomponents 1ypreferably gauikgten t he response

is directly related_to the servjce i ng_.provi de i f transaction
coor di naf elﬁﬁzﬁmgf’feél!ﬁ??é?@ob%ﬂh‘fiﬁgﬁe ?‘%@g’bﬁ?’ chgh%glg%%ffegﬁl.
aut Bent i ‘§%L fﬁﬂﬁ&%ﬁ“ nSes'iS PRESTALLY @f the fie¥iage levehand i b¢ sahosession s

no

typrcall 0gge or non-repudi ati on purposes. This is because the OCSP
check i slevdledsfveled to determ ne whether or not to process’the incom ng

request, not as part of 3Q prpcessing the regue | t f. ' rmation
relating to tihshqwidberesrgyza fgﬂtﬁ’@n?a@ﬁ%‘éqor?@gmﬁ?éo&’sgﬁw ’taé“ﬁjrag%"‘:*;\‘Jikpnxfl or
non- r epudi at Aol : eI CSP r PO B, 204)¢.3ind Q0KFsind3 9 MAR
2094 WO V?L%’gg CT L@%i@é%s response; are typi cal?ﬁponl y | ogged when

rel yi ng Q@sp iresppidiirs 20, 284xaland 2046d0 mry typieallysieaunast serviees fimm fRBSACUPR | { | cat e
i n question and the P mt Is part of the process for providing a-
serfi ce,COQ!'be.ﬁ,lm@l?ngsi RFp scribing customer's certificate during a

wal i dati on T qguest. besp rdspardereros i fiafetabip coTocatedriftetheie despediivei nent |
there are no requirenents to |l og OCSP responses._ for secu_ribybaudi i ng

pur pos estrdesaion eoGidGRters 20 trdnsmission sesprityoneghapismsdodiet (rpreaky gave to be

transaction coordinators.202. |n additj L€ k& §s to log

CCoP 1 oqevitsd Ry eRBRIRBY terumbudicth htiuss (€1 ShArRl L LATRELD

audi tin B%?ﬁch%ay&eném &A% Reohpletely andetithatanro 6Romefimmtiabudi t it sel f .
Y,

10 Prefera ransaction coordinators authenticate all r«%quests from
ot H&r t riastitatien, protedivorcan nrefasatly by prayided thiongh policy a30PBRSHi® hed eit her by

secure socket |ayer client-siyde. authentication or by a financial
i nst i tut‘F@EerB%ﬁ%?lo&ﬂf?s%mﬁg’%@gﬁggét i on coordinator to require  sjgnatures
on all requesligwéved if teketonponasta atei roh co-bwattidythe arapsmissions 3¢ preferably
enbodi nent, a first transaction coordi nator .that recei = Jrom
15 a. ‘socumickl aEaRIROTORE SE1SS Rt R PRDP RS e ShERGPIOTy Sp BRIHER Y §
determi st thf]; tr!ixﬁ'ﬁlissions. Preferably, SSL is used to provide this protection.

20 In a preferred embodiment, each OCSP responder 204 is co-located with its

respective transaction coordinator 202 and transaction coordinator 202 therefore need not
sign OCSP requests. However, OCSP responder 204 may sign responses if required by
specifications specified by root entity 110.
In cases where OCSP responses are signed, they are preferably logged with the

25 signature of the responder intact, in particular when the response is directly related to the
service being provided. However, if transaction coordinator 202 has requested an OCSP
response as part of an authentication check on a requést for service, the OCSP response is
typicélly not logged for non-repudiation purposes. This is because the OCSP check is
performeél to determine whether or not to process the incoming request, not as part of

30 processing the request itself. Only information relating to the processing of the request is

necessary to retain for non-repudiation purposes. In a preferred embodiment, local OCSP
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requesting transaction coordinator is authorized to nmake the req,ugs}EE TE‘]@
aut hori zation check is facilitated by providing all authori zed-t ®a n
coordi nators 2021p, 202Rp, and 202R with an entry in the custoner database
of the transaction coordinator fromwhich they desire to pgtmktumesvi ce. |f
transacti OO B¥B/Hi nat or 202 from whom services are be g 20 requested
requires a signature, the requestor may preferahly be identified. by its

di st i ngwesphnses aredppically only losged whemrelying parficigagt /! °>élé§ glﬁ? Jssuire P"’l?‘ifglpﬁﬁ& ,

identificati.gn fromijts ufj. ] I cidp : l¥oW8ingy M tted
ont y 1 t 102,618 ceBigele i aistioh i BEOCSY ok isTaR AR AL it ptotifing
Pref er alLppicet é.%[\ SKEck g ANSsubSrivintcustiner sgenifichierdaring @Fakidetion requesidor on
coordi nator 25 202Rp are encrypted and server-side session authentication
i s requithatdertificggar ti ci pant may require that all requests sent to its
transacti on goordi.nator from .o r | | fgned. In
il of this apﬁé‘?fﬁdgﬁ“b%‘i‘lm?%y&‘%]’g&ﬂ% ,E@Qg@gélﬂéems @gg%g{dl‘)‘?’tarsg?ngﬁ Bt el de
sessi on @é&dgﬁﬂmiﬁ@ pifRPoscEbeagcdCSP réspartencatato mn seqiicstatvices 2021p,  202Rp,
and 202§ sidn all Tesponses being sent to other transacti i;oordi nat or s.
RSk rousis

- 34 7 9tiMdacaddodrliohtorsfiy In addiien shere e SOSPEHITFREBISIO and

2028 provi de a. non-repudi at i.0 | ] ks TRERRAE tramiactio

coor di n&FW%‘e‘;B%WS qcoé)ﬁwﬁlf%%?\éﬁgp%ﬂn?gg%gﬁ%gg&?#at| ng to a relclquest
for seryh&Qidalir 0¥ eshriof fMicitdeHr transaction coordinators. Preferably, all
requests for services received by transaction coordinatorg 2021P .202 5 and

| 208B will be Preficrably, fransactinsi aoprdinasers gutbenticateiallreguests fram gihey ransagtion
adm ni strator to detect . | al. | i@d al so
enabl es SPHImalPLy: eﬂ?‘%&fﬁ%‘f’%ﬁ a éirnﬁ_1%@33?@3%?%33#?%ﬁkggﬁgir@%%l@fger vi ces

Ver e T egemuattafibi 6F byba Kahcid igstionion eonfiguring dt trafsagtion noprdinatos tprsquige nmay
al so be used to support any billing di sput gs that nmay arise. Preferred
ar chi t esigoatutes on s geauests from ather tEansactiop GAOTEEBIYF nat or are now di scussed in

greater det ayga R S%ge%réglg%ﬁh{g% t,taa fitPRARG R oI AbBAIGE MR aREqiest REMY

I npl ement ed ware code although other software products
neys be ysesbndsrafiertion besdinete perforims anduthprizationtcheektogletesmine ifthsar t i ci pant

my wite and inplenment its own additional .service e

Doyt 1 i PRANPERRRIPB GRS 1 olrzEn ks g el At uholtifon |

certil! GRLR iShhitRed by $18 hith6ized @RLAOR codaM@ton RO, DOy, smilvi Ces
e offe

t hat may red wg the Tour-corner nodel, In a_preferred, odi nent ,
a cust 0262, with amentey tthe bustornertdakabese of thestsansaation qogplivaten from which they

desire to obtain service. If transaction coordinator 202 from whom services are being

20 requested requires a signature, the requestor may preferably be identified by its distinguished
name as it exists in its warranty certificate. If not, identification from its utility certificate
) should preferably be permitted only if secure socket layer client-side authentication is
required.
Preferably, transmissions between relying customer 108 and transaction coordinator
25 202y are encrypted and server-side session authentication is required.
A partiéipant may require that all requests sent to its transaction coordinator from
other transaction coordinators be signed. In lieu of this, a participant may require secure
socket layer client-side session authentication. Préferably, transaction coordinators 202y,

202pp, and 202; sign all responses being sent to other transaction coordinators.
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to facilitate the interface between transaction coordi nator 202 and
customers or other transaction coordinators. The software devel Qﬁlrger% kbﬁ
is preferably integrated with transport services conponent 306. e MAR 2004
sof tware devel opnent kit is preferably adapted to intercept all hyper-text
transfer protocol requests destined for an application's original_web
server at a \jabfegihly trmsactian nesrdimtors2§Z,n30%pend A82x Arovide ponIapYdialien

devel opnent kit ref erabl y, det er m nes e r th '
o oned BaBker. ohe ieses kaadian oo intas 20000 M2 GLHPrARGHE b,

kit al sq_aufhent | PdRtos ckeindforgertificates with the
hel p of C{ﬂglﬁ u%?tefoggégggﬁt?%?gﬂn%gﬁog?%tgggrA prlefgrre::l erltrbodi ment of og&(ﬂpsuch

SDK is descr ifefrably, allpequiste dorldervie r@teimed by transsatiomppsiriisaorotPZpe > No.
09/ 657,604, filed on. even date herewith,.entitl|ed. Sys or
Facs | i t anil 3§2nwilbbeloggedsior |aB‘1%§n$ BUIPESESt }S&é‘?@?ﬁ%fﬁ%ﬁ chrﬁfé‘?g&qh%ﬁl’ gg‘?\?f ces,

whi ch 1 ¢ Feglg%f?a&awsgfe%ﬂ-gfy B3 ahE hROAes (REDRRA Admisppiatdrhe détemitit i of

the featd provi sof tware devel oprent kit, its usage may

pr ef er akyelie ferqearicedvdre rateived aAermseycbmpramisactiunid c AGAHNE of 57USHEr at i on.
-35 MAR 2004 WO 01/18721 PCT/EL)J 0/ 24663 rtain.nodi fications and

addi t i omagy #lspra ys6A & FUPPORABY 5 S ASPYeS BYUPPET®n order for the software

- devel opmrent g&feﬁ%)d BRnHSES a ed ekt 81 b biaRBaGH QBrdipgbeisaberdisclssed in
M crosoft T™M server may preferably be used as the database for storing

bi | I i ng greédedraetallr ef erably, transaction coordi nator 202 is adapted to
. interact with the server via 5 dat.abase lihrary.. t .
Vi nteraction \ﬁOETFPOPﬁ%tSé’gFP@PS P BROTUGAET 85 ipﬁeggrjk]&ﬁﬁﬁna@adg\gﬁ%ﬁlﬁ?& ivity
'f the L ADRATLHORRAGE SRR LOfw le YR IRy HeusemeddsaribbAATAA, Traifioron,
| br

dat abaseé. arres may be witten for other servers thereby permtting the
r epl acemetis @fdena MrticipantiaySakiteandimpldpyenhitbewe pddjHona) §EX16H ‘P‘ib‘iﬁs i mpact i ng

1 ti di 1 202. .Pr ef ) e ! :
o e hanaaranat mty rsteapuReif oh HasY st AR fhr e Matiftohie Sakley
Pracess E{%&k(sgﬁl ) deSEHHdGDBVE nddthérepitds Yhat fraly e e flerrdplizsheifolresorari on

essential to reporting, data anal ysis, decision support, and data nodeling
(2) on-dislkl.st orage architecture (3) a Miultiphase Query Optim zer (4) .auto

statistics t grbggsa %rge&e%%o%%ﬁ/t & ?%t&ﬁl&%oﬁkgﬁ%@eﬁﬁﬁeﬁﬁ&ﬁﬁhsédﬁs@ fgBl-k&n and

to increase clency active backup to provide high

per f or NRNEL;IRAE RSnRakke BetWetbhtriisactioal coordeztdr 208rand pestamewswabtheyst ens (6)
merge replication to allow users to work i rkdepen&en 1yy th?ra‘ 1%)rrbi ne their
wor k | atrensactin epsirfinators. pFhegioftpradeyslopmsht i s prete@piiptesii oV e sol ve mer ge

transport services component 306. The software development kit is preferably adapted to
intercept all hyper-text transfer protocol requests destined for an application's original web
server at a web site maintained by felying customer 108. The software developrnent_ kit
preferably determines whether the message needs to be .signed based on a defined set of rules.
The customer software development kit also authenticates signatures and public key

25 certificates with the'l help of hardware security module 230. A preferred e_rnbodimeqt of one
such SDK is described in copending United States patent application serial No. 09/657,604,
filed on even date herewith, entitled System and Method for Facilitating Access By Sellers to
Certificate-Related and Other Services, which is hereby incorporated by reference.

Depending upon the breadth of the features provided by the software development Kit,

its usage may preferably be expanded to other areas of transaction coordinator operation.
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conflicts (8) ability to publish data on the Wb (9) a data transfgrnaégﬁﬁ
service to sinplify. the process of inporting and transforning%éa a b
mul ti pl e, heterogeneous sources (10) 20 ability to check physical and

| ogi cal da‘bﬁg?ﬁﬁzponsi stency (11) dynam c row | evel | ocki pgTa{seirr4683 query
optim zer that manages statistics gathering and guaranteeing an efficient

plan (13) an infra-query parallel execution.of a single 0SS
nul ti pl eCprtain megifications nal ‘ft’(S’PFCrlg‘X@EQ,r}YE'tC sreﬂ'rllg%flg ?"E‘S‘f’?’ﬂ%‘ér y are

ted_i o | cobRdi time (14
XUt e ARl Bineh ! b gk Wi 18 uifkabin Setindtorponse {12 (14)

redesi gn ocessor to better support the | arge databases and 25
conpl ex quer i aMicessofi™ SQIeeiver may prafrebly be uaedasthe datahase for stasing bikingne

Anal ytical Processing applicatjons 5) sort. speed. (.1 |tiRke triggers
per t abl datanBrefirabdyt 2 F%?Tth‘”lzb% b‘)gaélf‘gtei& P]ﬁ?‘:&‘% ' cﬂ‘?rlger%‘lfry ‘f% optinize

nmempry allgcat i.on an y@aqg,@ A With theREREYmBP HeasidRiking KBy APar al | el
baggup aﬁﬁa%ag%h@ngpﬁ@? 0 rggpg?gguti lities scarlng?at. devipég( speeds (19)
smart r epgmpiie Chnh@givity ifthé trmsaviorpendidinatandeyelapentis dpnaindd VATheloneed f or
30 manual tuning and (20) run-ting checks of critical structures. -36 1 9
MAR 200 augitdoy, databese Bbraricsmay MW&%‘&&%@FWF“A%@E%&FM&%“& capt ur ed
and stored, to all . ' E{.‘;@ hthdHabbase withoud tiap trapsktdomat or to
gener at e’%@?‘f‘ﬂ&"ﬁ%ﬁ’%‘?‘?&@%@% perBYr%;lsactai on bvgsi s. To thlgs end, in a

pr ef er r eghopdiRael 202t , each and every incom ng and out goi ng nessage

 3ud8ecsi ve 1 cBfemir Migsal S sgtneiprhedet e et o iy 0o o
recei vedg %{1 +n§[1§ﬂ gﬁ%,ﬁing?gﬁyﬁ%{ ProfShRB %@ﬁA?z Befvides tb effibn#y hnaly#sponses

recei ved. res ity of "all the necessary data to generate
i NVoi cescamipleinfetation essantial cnrepagting, date ariabysis; decision suppar askdatdor di nat or

202 ds billing data i t 1 aki fashion i ci pant
Ty obt AAGAIRBAPI G5k soreEr AR Gha TR Qo CRIMER RIS T, PRIC° 1
data rel &iks knbbie uRAfehFbitBfitzef £0i3 iidatea iifonhitivednlith iengselquary | n

addition to providing data i'n the database, data may al so. be .proyided in
EX@EL TM efficiencis(53 attive backup tppedvide bigh perioramanehenlt Vé‘t‘: R MmRAGhy

Server ("TYMSYNC') TM by ,.Datum | | , LR, th

coor di naqrbﬁ)pegalﬁnﬁ%sygtpg%}gﬂ{@ﬂgg g‘%%%‘%‘&#@ﬁ/%\}ﬁl%sﬁgaog ?lla?g&tsiylgghr oni zat i on
package ¢dpain@haitworR laérTR) Builtsh phierifsnised cdAfiictirésohitiog tGysobmmEeNav st ar
satellite constellation with absol ute ﬁg?c)g{ cy to_.the.nearest m.crﬁ econd

rel at i vecanglicts (B abihity,/erpuhlishriata omihs, e trapsfoTmatieR SR IR IMBRTY e d
States Naval Obsc%g{,rg&.g and Raistolilf it Y mRRipH ARleRlbehbuB XOGENIDF ©

wor kst at ERE ansm ssl oR contro _ :
20 ability to check physical and logical database consistency (11) dynamic row-level locking

(17) a guery optimizer that manages statistics gathering and guaranteeing an efficient plan

} (13) an intra-query parallel execution of a single query across multiple processors to improve

~ performance; steps in a single query are executed in parallel thereby delivering an optimum
response time (14) a redesigned query processor to better support the large databases and
25 complex queries found in decision support, data warehousing, and Online Analytical

Processing applications (15) sort speed (16) multiple triggers per table and direct recursion of
triggers (17) dynamic memory to optimize memory allocation and usage and dynamic
memory management (18) parallel backup and the ability to restore utilities scale at device
speeds (19) smart read-ahead logic to improve performance and to eliminate the need for

30 manual tuning and (20) run-time checks of critical structures.
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, protocol over internet protocol) and LAN (local area network) netwogkﬁ%R 200
Preferably, time is distributed within the network using the Network Ting
Protocol. TYMSYNC may be 20 configured to continuously synchronize a
conput er W@Bﬁ_\gﬁl clock to the Universal Tine CoordinatopcT/USan/i466es when
requests a sponses are generated and when nessages are received and

sent are preferably stored for, non-repudi ation and .auditi es. In a

pref erred eanr@fQMY,,adaﬂqat%%%ﬁPEtHﬁ%@Hg StRFg t°t"ﬁ3‘ﬁ'§§%ﬂ%¥ﬁ%¥)§?@ ?zﬁg‘t %r 202

are conduct e, 0481 SRGHb SRR BRAPRoickl &f £patiaisackibe bass Tethioaicotin | ayer
or ®sync

encryptiB“'f‘P%ﬂ?@r?gor ronous conmuni cations is used. Secure socket
layers ayp gremq eibodich @8 Hacnarhevesy inbbaingiand outgringrmessagegenerated by

i npl enentations and provide security and gri vacy ov‘(isr. eldega%s%nisqwﬂetvmrks
such as trisattionsonwlinat@einiteentintds S"P‘Efgé? UG F Ve SR S 2SR PP Ta ependent

t hereby all ow n otncol s e LAl RESIn% trafedodnd d1Ipm
Secdre s@&?@éﬁesllg‘ijﬁ‘ﬁ% f%%eﬂ%%égﬁ? Jll%]ﬁr% @‘g’lsgst Y, gagt aglisdnt%%r%int y, and

aut hent i gat QL boived, | ThiShstfes wodilabilityrafiall thanecassary data to genstriginvoicgs ens
typically ensure confidentiality by encrypting all data being passed
bet ween 4 per taosaction bagis.ng entities. Wien a secure socket -37 1 9 MAR 2004

WO 01/18721 Pﬁégga%ggr%agggc%oh %X&‘El{n?i&? be thcbids Biling Ba1d ifla S@kirdRFedYentral St

conmuni cat e, ona protocol version.an se.l ect encryption
al gori t hgBhiokr PArfEpRAY mayaibui lecoris by seitingrtheiy pwn mutmsg@rmnmﬁ%\h@m&y

| engths are specified by root entity 110. cure socket. | .
~_typiocal | datereievent taahfapar%@mgmftoyi thec IZP%EI?‘H% -O@ﬁgﬁv‘ﬁﬁ?‘%ﬁ&”’%&?f a
nessage ﬁ#ﬁfwﬁgﬁﬁtgg% y@té%lgl-% glgéyreémvg&g ih EXQ¥IeMspfeadshees.] that someone has

t anper e S sockets | ayers al so support. server and

client authengogtfeared embgdiment, TymeServy Netwerkikiss, Seauen (AXMEXNCATEPY he

server before data is exchanged by the higher-]| evel .G atr :

Aut hent | Patumdgc, 1§ W@%@Vgﬁmﬁ%@%‘?ﬁ ﬁs?ﬁlgm&scgﬁg’?’h%ﬂﬁgi ta SglNgCE]gt ures
and 10 Pupll Sy B¥oufiSlioh'iaBRiag hat i 8 FOKEIRIGIOBI Positibing Systemn

el ectront ¢ CO nicatron session is first established.,In a Qpr ferer
enbadi meNhystaatellite eorstetiationwith absdilyie aenuracy t@ QFMSW‘%E@&& iy to

sendi ng nessageslﬁ.\é}elégtpge- &L#st(t:#énter ﬁ%t}}ésl.ihﬁ dZNHEs N&vat SbServhtyhyVFThis

messagesths i rotocol over an SSLv3 connection
(HTTPS) . b B @i beapied to syhchdtize Woksdivns anTCBAP dranatissidngoptrek er abl y

adapted to support the follow ng two nodes of c ni cation: JIP over
Secur e SmolcebkoveajrdemetqBpiogyl) m&@A&MwsagWo%%umrgﬁtfrgﬁgablyl_,r[mﬁ)e is
distributed within the network using the Network Time Protocol. TYMSYNC may be

20 configured to continuously synchronize a computer system's clock to the Universal Time
Coordinator. The times when requests and responses are generated and when messages are
) received and sent are preferably stored for non-repudiation and auditing purposes.
| In a preferred embodiment, all communications with transaction coordinator 202 are
conducted over secure connections. Preferably, the secure socket layer encryption scheme
25 for synchronous communications is used. Secure socket layers are used in a fashion
compatible with commercial/web server implementations and provide security and privacy
over electronic networks such as the Intemet. Secure socket layers are application
independent, thereby allowing protocols to be layered transparently on top of them.
Secure socket layers provide confidentiality, data integrity, and authentication for all )

30 network communications. Secure socket layers typically ensure confidentiality by encrypting

all data being passed between the communicating entities. When a secure socket
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_HTTPS). HITPS is a hypertext transfer protocol that incorporates secure _
sockets | ayer between Web servers and Web browsers in-order to tty @ndfadr 26040
pages securely. Use of 20 HITP keep alive is recormended. S/M Mt v2 - For

asynchr onoygp e¢@igini cation using SMIP. In a preferred enbop¢igsdorz46esh
transaction coordinator acts as an HTTPS server during comunications with

h lyi | i K
transact (18T RMET ShsnE 95 e sehie S0 Pt i piceldy ey PRISE LD 7 Potnetl AR pide
all SSL  RcCpRipfibs algbQhnisO PréfeRBRN hétdlorsérllored eh@Tidital & thASRhAKe PN Y

server authentication.  In a preferred embodi nent, each transaction
coor di natlengtlseaye specifisd byweotegtity Hié). i ver ed vi a ot her transport protocol s

e.g., |IIOP rove roo nt.i 110. ,l.n.addi.tion articjpants. m
o oment o h PRl Soidkebieyers Also S cpite oorR Sy 1B s BEYSt §f ERBintonce
of i or £9pdoe RS SR RSP 3 AR
2UW I 0%?%%%21 P%s%%%%&??éggﬁ lleérflylz’;mgrrg"%%%gﬁ ?aerlmodi r?glrﬁg I,%e Val i ce?fte":ls\{;’l'i ﬁ/lll OCSP

respondethemessaged for certificate status check service 312. However,

access to OCSP responder 204 .may be achi eved,.using libraries. . Thus, b
Writing new | SEFEF SORKes layErealee SupRar Scnierand el AUthengcAIan BeBPiAtE Nt o

Pref er ablyer f¥oifkelyS SRQ AGBEN QT #E5&VE Hafste ARA 1 dichaigld by Thd Mghirlibayt usi ng
a 5 certifiCate revocation list. OCSP responder 204 may nove nost of the
pr ocessi applicatiol. vauthentizatiorcismiréferablyt providechibraugh thensemfdigithsigodtates ad ues,
verjfies ngd rev s certificates, a elimnate the need to.downl oad
potttht § apvlitey GEREER S it o BaThinaf b b7 SleF et sBR G Rior Heugn

~ Yfunct i ongl ki Babhidhedbe di vi ded anong different conponents which nay be
providéd w th separate signi ng keys. For exanple, the function of issuing

certificates napined embpdimanteath Bansadiioncoqinatords capshieraf aeceptingl and

conponent s ,far _perform t hes uncti.on he Lded W th separate
ot ng. Teagiee mdiSigeSbtrifh TRl biigk Sy S SRME Pretpeth B e 1< “used
as a si geinigunicAHROALHe HTTI plotécdaves afi SSLV3 bonnzoted GITEPS) ¢h ethebvirds,

hi gh-spéed device for signing an verifying signatures. The hardware

seddr i t yeash ransactien ¢apsdinator is prcigmblyadepied rusupnent theiiollgwingdtwormedes of ovi des
crypt Ogr?o?ﬂhﬁ:rjt?ﬁfoﬁl ces to authenticated entities. A suitable hardware
security nodul'e I's manufactured by NG pher. In a preferred enbodi ment, .
transacti on cATTPF cedrGecaté Bocketa Lagey $SSIwa) + Ribt synthropowscassmuniextions (iSe.dur i ng
Its nor erating.tinmes, which may be twenty-four hours d seven days
a week. %ﬁtﬁgw éﬁ“ﬁ%&?‘%‘%@a‘l“?‘dﬁ?‘?’?@?‘eﬁéﬁﬁﬂ@ @?gﬁ‘?@,g’e‘é det ai | ed

T equi I eNRileen Web servers and Web browsers in order to transfer Web pages securely. Use of

20 HTTP keep alive is recommended.

- SMIME v2 - For asynchronous communication using SMTP.

In a preferred embodiment, each transaction coordinétor acts as an HTTPS server
during communications with the relying customer and as an HTTPS client when it makes a
request to a transaction coordinator at another financial institution. In either mode, all SSLL

25 communication for credential status checking may employ only server authentication.

In a preferred embodiment, each transaction coordinator may accept méssages
delivered via other. transport protocols (e.g., IIOP) approved by root entity 110. In addition,
participants may implement other transport protocols locally by arrangement. In the absence
of prior agreement, however, only HTTPS support should be assumed.
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. 20 analysis of systemavailability should be conducted. Because dijfferent
participants may have different requirenents, many different. tybés MAR 2004
failures may occur. As is known, many different hardware and software
vendors offgyoilgflierent options for high-availability systromsusocoldesssver,

t hese options nmay or nmay not be avail able for the hardware and software
that is chosen by.a given.fin hal It | r of
known potenti a éfe(ﬂﬁgre@ 1me&€§€ah{:%tsm ?ggfstg’gP d@%@éﬁ@%ﬁ?ﬁ&@%
coor di naggick sEQiceS1 2 Blofevdr Rc8'We OCIPREponder 20damBe hieved ufiag libraries.
Preferably, a multiple redundant hot-swap power supply automatically swaps
to a redThasby witingmewlibsaricsnest OCEP Irespondesvgndass may gelmplama@fii on

coordi nat or pref.erabl ovid i gh_avai tabij || ing for
automatic fai m@‘?}%‘ﬁn‘?‘ﬁ%&&?‘fﬂ%ﬁ?&{% ‘ﬁﬁscggﬂﬁg{r?%g%sr ﬁ&l‘ﬁ&)’?‘hgg ef erably 30
COMMY i SegerAfisht fevbEnidhdst CRERREporidér ROY may hive mdzedf the pRlewingigvélvedser ver
in the event of a network operating system (NOS) hang. -39 1 9 MAR 20 W

WO 01/ 18tlcertfivatiSagliqrity G omipenent shat dsstu¢so Merifinsy aidravakes sgrifctesmad abl y

conprises, nultiple redyndant, hqt - di sk..dr.ive nd di
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al so ConpbicMifctfondRENGhey B tiGHéPaRoADd TR d&nFma rihiélpmay B8 prsiadéd net wor k
ure.

interface cards (NICs) i'n the event of NIC fail]ur In_the event of cooling
syst em fwith separate signibg keysn For example,dbe finstion of issuingeestificatesypay bedundant

hot - swap cool i,ng systens conpri.sin ot _swa bl ecr .ch are
ot PRttt BBy Bhtihrated SmpdtRR R SRR AL huldidn, WM

© Aconpri Sese [Bvided Shthiseniite Seafb Reys. Management I nterface to detect hardware
and software failures. The Intelligent Platform Managenent Interface is an

open speci f i dataipsefewrd embesdimgnt, & hardwargisesuriydaodule is u5¢dARAMBMBE | ons f or

devi ce managengn n r f on.  t 4 tion
or of or abTPEIGER. Chs paguhs sholfin BB pRTHRNY AL HE] Bitice 1P ERARSAR,

pr ef er ableyif@ngeigageatts e Thohardwaelstagitg nsbdale is egfically asystekedigardwareand cache
menory. I n_the event of application crashes, trans_a,ctilgn C rl()jaifrﬁator 202
pr df er alsleyicgdhat provides CRPIQESIPIN; SFEWSES taguihsAticatsd sTftes Sufabie harfware

appl i catj.on: : ' ' or may 15 also run redundant copies
of an apgﬁﬁﬁtﬁﬁlgﬁi%ﬁw&%b@%gn ac?ilpgglt'pr ocess nonitor may transfer :
t ransact i ons lha préferredelubaiimentctrmisastionGaordinaton) is elways availablel tatprodeasy

features may require that the applicati,on t e coded,in a specific way
whi ch Ry RS JURBE S BORRAL CEera (oS vaich Bk B BEenty fock he dRP Seten. oot
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20 analysis of system-availability should be conducted. Because different participants may have

(€

different requirements, many different types of failures may occur. As is known, many
different hardware and software vendors offer different options for high-availability systems.
However, these options may or may not be available for the hardware and software that is
chosen by a given financial institution.

25 ~ There are a number of known potential hardware failures that may affect a msacﬁ on
coordinator. For example, the power supply to the server may fail. Preferably, a multiple
redundant hbt—swap power supply automatically swaps to a redundant power supriv. If the
server fails or crashes, the transaction coordinator preferably provides for high availability
clustering for automatic fail over. In addition, the transaction coordinator preferably

30 comprises a self re-start capability for automatically rebooting the server in the event of a

network operating system (NOS) hang.
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20 standby machine that is supported by the network. Directory services,
including mddleware |ike CORBA, nmy al so be used to:re-directj gnMAﬂemngj
transaction requests to the new nachine. |In addition to the hardware an
the softm%@ggjzyabi lity products, a nonitoring infrastrQnussoRe63
preferably used to nonitor the applications and the network. In a preferred

nbodi t, ft | 1.Or t ich | L )oql _ 25
o tor  appl | B¢ PaRGeen saigpY oo Bt iyt pie leapiidifiol e

admi ni St Gaj Qb bddEdisIeX SR confroliRb hertlé 8wk Falureibecrashes) EThearansamtiont or i ng
system (such as that nade by NetView) may also be used (o _allow

adni ni st eedrdinator alsavomprses pmetwk isetface e providerupport for reshwndant petwyprk

3 coorat Heed ol ; .
P Dot i shs Q1SS inbe e oL I e, JofHog 87k BECuolind syl Bftyre. the |
ven (rjet g—g{.%gﬁ&locomnﬁlﬁr #ﬁhﬁﬁabfl)pﬁseg addiladR hoP§Wipiddolifig sydtemis cdaipeisitgdsot

pr ovi ase-nmonitoring tools that detect deadl ocks and ot her
dat abas e swippableaadundararis Whiklhaedndividually reaprablpCThe Sagsastiggpopdinator

di stribution approach for the fransactio oordin [ be
defined alsapreigrably compHses A ch\%ﬁ“altsﬁ? Wn%ﬁ{‘ﬁe?ef%‘?evﬂfagﬁgos&?%ﬁ g%‘?g}r#%ut e to
particip bileAss! Gle Iffiélﬁ%sdt Db o MiaghiBhtdaterficdis apepémr med via
Web- downl o0& romroot entity 110. The Web-down| oad mechani sm may provi de
for sel egpdcifieationmwhishdimplifies and steadardines communieations for dsvicpmanagegiest.r by
enbodi ment, the _transaction, coordi nator nma

i nt¥gr at thesveRtof memery Fﬁﬁ“ﬁ‘ﬁ&'&??‘&ﬂ%gg@g’{%‘zﬁ%ﬁ% ﬁg%%@%%é&ﬁ P@@ﬂd eher

Yl egacy Sge‘-]f.%ﬂﬁc ﬁng%érh&&ﬁﬁﬁ%fedﬂly a BRAASR drfor dBeckinpaandrbireqingrsgstemct i on
¢oordi nator architecturé and functionality described above, or may instead
choose t menwey amhqaohememonf- t he transaction coordinator and add their own
I npl enment ati ops.to those conpaonents. .T - his
preferably coﬂ'ftpﬁﬁY%Ofﬁp‘ﬁﬁfr??ﬁ (fmﬁthﬁsé “\?ggafﬁ‘g“?ée}%?’g?f%%’g’%fo %g%éi ci pants.
The downjgad.dBaGiactssifp Rioalieadioresne etpplicitione dht tthsaetiortenondinatdr opyi ons:
(1) a download ‘transaction coordi nator executable option (2) a fr%rtce code
or I5i naralecsnm‘redm@ammﬁ%ﬁpplmmmﬁmﬁ‘%mﬁgﬁs(“?P§t8 08 FRSiEbde of
transactjon_coordi pat opL. L bt | RARsehA RBhiYe
acconmod mb"é‘? ?Q‘l%%&n S E’g’ %hg%)llstéemta%ﬂﬁt}gtel%ﬁélfgmﬁ ansact i%::l. ggor di nat or
in its efMaihekyplichion tol doded jpr Dspedific veqyt whih riayralssi Helpeaddrrss pprlicRieRs.  The
second option preferably acconmmopdates partici pants that choose to plug
conponenemshss. t he transaction coordi nator described above into their own

i mpl ement at i Oftt ' Qm%.]e?éim TRERARABrAMsaQids A Steferadp) iraRferfedrto a

different pla o‘r"ln-g#ﬁ?ﬁe thi rdgopt ion preferably accommpdat es financi al

i NSH0i t ut stamdbytrhachinepthatfissupported byitheyetivark] Diireetory saavicess shdingfniddieyvare
like CORBA, may also be used to re-direct any new transaction requests to the new machine.

Iﬁ addition to the hardware and the software availability products, a monitoring

infrastructure is preferably used to monitor the applications and the network.
In a preferred embodiment, a software monitoring tool (such as Trivoli) is used to
25 - monitor applications. This tool is preferably configured to page the administrator in the
event of application failure. A network monitoring system (such as that made by NetView)
may also be used to allow administrators to monitor the network |
Preferably, custom written application daémons are used to simulate transactions. If
these transactions fail, system administrators may be informed. Also, database vendor tools
30 may be used for database monitoring. Most databases provide database-monitoring tools that

detect deadlocks and other databases problems.
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. 20 use certain pieces of inplenmentation of the transaction coordi ngtgr
descri bed above. Preferably, the downl oad nechani sm al | ows financiaB MAR 2
institutions to not only downl oad the executable, but also the source code.
Because t hwodemsizpaded executable may be used on its ownPERAISONRGEDUr Ce
code may be used to devel op other custom applications, root entity 110

preferably prQqvj. &s?a ]g%ll | ' hp&sd e
trusted 25 pa?‘tdﬁ%ﬁgm\jﬁd%[v}%bg%g% ?og(rfm y én%ﬁﬁhﬁ‘gﬁ)&ﬁ agﬁjtéé%ﬁ) ori zééﬁgé‘? (t)ﬁil}se

t he trangacfuh&ibnGTwHEt fodt extity 1 F) edshesdol distribite so paticiphite vApplidatiomn

aut hentication/authorization process. Root entity 110 may prﬁf g_éabl y track
whi ch padistribufiemmey sxnigally be peefprmed iz Webdomminad ffam ot ept@ty 11 ndBet i on

coordi na . This wa ' . L.AE : S] he

t ransact WM&@?%@A&%’%‘?‘%@‘&?@@@%@%%?é‘é’%??%ﬁ?é‘?'%r e g#ﬁ%l’ use% cgcén iny

gi vgn 30 ti nepy fneferredembydikat, dRytransativh csordinhior iRy iberndapied t)suppatge a fee
fromthe financial -41 1 9 MAR 201 WO 01/18721 PCT/US00/ 24663 i nstitutions
for the uegmtioncdth existisgepemtional systemssuchas ClGHIMBAand; qther legacy gystems.

transacti on oor.di [ Eroai o QE%? PRE

transaction c%%ﬁﬂ?ﬁ’g?%]r%ﬁfs’&asaap egﬁ‘{]o etr%%% a E%D{dgﬁag{’:%anﬁ%ﬁg{éégg gr ow ng
user ba?ﬁn&ﬁdﬁﬁ?dmfab_@ﬁ;\ br may fnstead blesdsél fouse dainponent dfths tregsattion
fulfilling the scal ability requirements for an application is to forecast

the pot mm;canatgz@dtﬂ#d itheix o implementations tg thogeepmpanentsn Thp BYsbedawrlepdii t h a
ai 3011 iR BN EpfRaic S AR ol ARFe SERBRI B BIO JIMTE, g

~ lYat a  gidewhléddRechBiiemtprefomibhi provideson idlistthteardoanivad bptibns: ¢1)iaslowmidael abl y a
di stributed one and, therefore, supports scalability. Iﬂ?gddition, t he

| 0ad- cafEARsacfiop cogmmatar sXecHEAbISRPIIOR )cwaf‘-‘ercosi%wﬂan#éf‘)é PEnEURn |  ned on
a_chosen, (dgiehaRiHRBh afif ¢4)/aBurcd Bbde diHalalHbh Ebrhinatdp Elsde@oBRbECt

- appropriate har re to support the anticipated nunber of transactions.
Preferably, tTe firstroptioaptefernbly accoiimedatss pastivipadGIkatrchepssitdase ther e adapt ed

t liabiy handl to 1000. | dat i.on t ti i __As noted

nbdbe.  draobecpR cRardiiRor oy s etirety Rt QP sioviles SR e Sterdt Pilbimd ") ¢

15 si gnafpdlsesonddptibR pref&ably hecbniodatd aficipantsiRit&hbése o pliiWoaiposisnts Bf pl ace
e

to ensure that t secure socket layer client-side certificates have not
been r evhkiahsaficafeopriihagor described abenedntogheik ewn implementations. | Bus dowrleagdeen

ced. f ol instltuti _
br oadcaEeaEEE gl prfiits aboRl R Biferor pRIORS: e Blra 4BI0h prdably
parti Ci RREYmModdtEs RiFatial Metitatiassthat2t for hbaviyr At develspmend andlchvakoonlypi cal | y

trusts sonme set of certificates that are stored on W
20 use certain pieces of implementation of the transaction coordinator described above.

Preferably, the download mechanism allows financial institutions to not only
) download the executable, but also the source code. Because the downloaded executable may
be used on its own and the source code may be used to develop other custom applications,
root entity 110 preferably provides download access only to those institutions that are trusted
25 partners with root entity 110 and hence are authorized to use the transaction coordinator.
Preferably, this is achieved via an authentication/authorization process.
Root entity 110 may preferably track which participants download particular
components of the transaction coordinator. This way root entity 110 may detprmine the
versions of the transaction coordinator and/or its components that are being used at any given

30 time. Root entity 110 may use this information to (1).charge a fee from the financial
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its hardware security nodule. No OCSP checks are perforned on thes.,e
certificates. If a revoked certificate exists on a hardware securilgyMAR 20
nodule, it will not be detected during on-line processing. Preferably,
financi al woseingret i ons are notified if a certificate storedrwssmsssmr dwar e
security nodul e has been revoked so that they can renove the certificate
fromthe. 25.har r ' mod T ctihon coordinators... when
acting aglsﬁtflpmfg% ?}P ﬁ’gﬁ) |%:&a o %Oélrgvtgs gn %%R?f%%‘#{ﬂ‘év (%la{ﬁee TSRO cat | ng.
But thi scdoidifistor foPhfaitlidnvnéd puipseear ant ees that the server has a certificate
that was issued by a certificate authority that the transaction coordi nator
trusts. Ther ePrefesably, thectransaationegendinatag it adepted énbe saplable torageammedate Re ser ver

itself. 1n a preferred enqbodioen he 30 trapsactiQn coordi or..checks
er ver 5 EgumeliseLif SEng o EaRl palfai dRAINER (i SGRERITERE o7 T e
seryer’ Sscﬁﬁﬁﬂi%kgﬁ}énenmwE]fﬁalﬁ:hﬂ&?isft@ﬁﬁ&ast&hé btehteal oPo Rl i BieiRer Kiked
server -42 | 1/18721 PCT/'US00/ 24663 MAR 20N intercepting requests, the
degr adatIngenerél, preappbicatiomowith a distributey arehiterturecfaeilitates highar stalatility i s

i cal | . d..Typicall h ' di nat.or _d
have: auciniieArbRES Bt fstesor ey o Ehpone OB e ipdk ol S0y
syst em gigknfife! THeMrahS4Bi0h SbérdinMct ardARBSEre idprfcralllPd HistRRed brelindal |y i n

order to identify such potential attacks. Typical lt{’ requests that do not
pass a dherefors, suppous s¢alapility c [n additien, the lead-¢apacitcef the transahderkcaprdinator is

1B e @by B fised S feios SR el midtint. S BB EE R Btk e
it r ansac bpedphste hatdhatan suppdi Bk Qﬁﬁﬁ?atwnlfmlfei bfwahdactionk) PréfefaBlyaitley, the

firewal | conmponent nmintains |ogs of incoming requests. The transaction

coor di n#tapsactien gnosdinataniapd QR weppnden) Areadaptad tarelinbly handls wp de Q0% | on

mechani $ ldaﬁlh%%&aeﬁ&%%%%?n&té’pi cally watch incomng traffic or scan audit
| ogs | ooKing ToOr suspiccious activity, and take appropriate actions if

necessary. T8 nbtedrbevd, OTSECcheckl 4re typically abperfoinyedon ntilitynrtifivgtess Of
non-repudi ati on purposes, 15 Oten, however, the systemw || not include
f Ukict | ofignatyres ges not required pn requests, thers IS merdanigmdin d ensuge that the ppor t

non- 1 ePUglal dodi AP CERRSidER Y eRchits ARG B NSRED pwismtggfgﬁgg{r% nd all

t he supporting data. In other enbodi nents, automated non- on tools
may be swoket layey ceificste hathbeemgevoked, finansiahinstiteions dre irdommesif et Ebardreqrd nent ,

transaction ,coordi nator s .an OC%P r esponder s I . .
a broadcast message ang the &ecte usersal%remo'vcd i%TrB tl?é/ participant’s customer

database.

20 Each transaction coordinator typically trusts some set of certificates that are stored on
its hardware security module. No OCSP checks are performed on these certificates. Ifa
revoked certificate exists on a hardware security module, it will not be detected during
on-line processing. Preferably, financial institutions are notified if a certificate stored on a
hardware security module has been revoked so that they can remove the certificate from the

25 hardware security module.

Transaction coordinators, when acting as clients, authenticate servers with whom they
are communicating, But this check typically only guarantees that the server has a certificate
that was issued by a certificate authority that the transaction coordinator trusts. There are no
checks regarding the identity or status of the server itself. In-a preferred embodiment, the

30 transaction coordinator checks servers against a list of trusted servers and performs OCSP

checks of the server’s certificate. However, since there is little to be gained by a server
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20 normal Internet tinme out values for certificate status check rfaguwﬂﬁqs
For other services, the tine out value may be set as appropriate' Fo hgﬂﬂ‘i
service. In a preferred enbodi nent, tineout values are configurable in the
transacti Qpo gppRe nator. The fol I owi ng di scussion outli nepcausonsickd e

har dware and software inplenentation for a transaction coordinator. 25 The

mai n server used for the transaction coordinat.nor kar d

Net ser véfltemqaﬁmﬁe@?%g}%ﬂ?g?ﬁ%"%?ﬁ% Ofacy ﬁeéuﬁxgg{%)\\/fmn ﬁ%s%%wgé‘l%e?ggs: 4

P2- 450 JWAT) 'nggmd_‘i 2-76SMB RAM 40 - 60 GB HD with Raid :.'gray,
al DLT

UPS, an extern A 40E DLT 4000 tape drive for tape backup.
Preferably, afypieadly;thé trassavtionkostingosdags aothave autgmatedipsosessgs fore f ol | owi ng

specificatiaons: P2400 processors,. 128 .MB RAM ,and,6 - 30 . 19
WAR. 200 sciscin pateia abesie BN Be SR ALY 19 SRR gL s
preferahl v pl rd}e'rq ﬁ#‘néh Stehttd latthdksCcan be supported on servers
based o?#e*/f)@?%g) t énggdv%\gﬁ 4. B/ 3000, Sun Sol aris, and Hewl ett _ Packard
HP- UX. | npl ermypically arequestsphat e mabpass d semire socket\ayen clientsidesythentieationg nay be
done in C/ Ct+ as wel | A W ndows .Server . w Servi ce Pack. used
as the obegkare pgt lggsftder!? an £ g“s%f?%f‘éﬁl”“@b“&?ﬁé PEE? ‘ﬁ’éi‘* %Z’)ﬁt}"gs)%d for
source ¢ Y/ Cafe Professional Edition 3.0 from Symantec (Java
Ver si on a%?%f?: s&%%&ﬁécga for devel opnment. SSL/J SDK from RSA Security
Systens may g apseferrébembseiimers, the thansactieryeqordinporistpretatted by afizewall.a| so
required by XETI' 10 For signature verification. ngC r's hardware
__sed@rity f?%GMYeWB@?ﬁ%‘B ) eﬁb?‘am&‘wggﬂ?fggccf'?%‘ﬁf%%%ggri bi ng custoners,
'Dat akey smar incards, HBY cRRdineeHlis froeilibyideOWHR autontpalidetsondaeaiayi ded
with a toolkit that provides an interface to cryptographi¢ functions and
for ASNniecRaismsi Thest pracedses arpiseby svatchdneoming trafior ssaarqudit logs leoking fpe ysed

for this purpose.. 15 For. diqgital, tinpme lng, Datum s TYMSYNC or ot her
trusted sP’rH‘r‘iéo‘g‘tﬂ?Pwy’rf'ﬂg apﬁrggg?te'gﬁtl%%%%- ver may be used for the
dat abases deggginaBshcAbRVSOIdRAGEpIEErallR Mairftainsldys formonaepsdiation fuepassed f or
t he devel opnent of portable C C++ devel opnent. _ Codet nt e%gii tiﬁ/ y, be used
giderfide

t olper f @ftenchoteevienitbesyston wbratdnglede finctiaps (o asishs MpAP FRSM IS |y, the
size of n%pe%sa(;? {Espplt nbi-rBRARAIN P FhYGSER nBhblf Salchedihtdughithd Pet RSfRdMENT A

all the supporting data. In other embodiments, automated non-repudiation tools may be used

to assist the user in this process.
In a preferred embodiment, transaction coordinators and OCSP' responders employ

20 normal Internet time out values for certificate status check requests. For other services, the

* time out value may be set as appropriate for the service. In a preferred embodiment, timeout
) values are configurable in the Uansaétion coordinator.
The following discussion outlines a possible hardware and software implementation
for a transaction coordinator.

25 The main server used for the transaction coordinator may be a Hewlett Packard
Netserver LH4. Preferably, the server has the following specifications: 4 P2-450 MHZ
precessors, 512-768MB RAM, 40 - 60 GB HD with Raid 5 Asray, UPS, and an external DLT
40E DLT 4000 tape drive for tape backup. Preferably, at least five workstations are used
each having the following specifications: P2400MHz processors, 128 MB RAM, and 6GB

30 HD.
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20 in the performance of a public key infrastructure system Messages
submitted between entities are therefore preferably analyzed td §spMARRR(SE
the size of the data that is transmtted. The analysis nay be done on the
basis of t Lficate fields defined in RFC2459 al ong | fic

r oot exten{s%ji%o(%}s?.§ he exact data |lengths of the certificat e&f@?@?&\?ﬁi ch

have a fixed |ength, are 25 preferahly taken into acgount during the
estimation. HEW® S?°‘f‘ﬁ’e‘?°é"%?”é°‘r1‘éﬁ’§¢%’?'é‘?@§‘£’8?‘m nt ?fbﬂ‘ﬁ'e'ﬁ&’ﬂ%b‘?/ari es.

For t NeSgudobfibd'Sh setydrt Bl lon Mottt Wilod'RTS.7900G; SBh SbRERIN HEHEN®:
| ar ger rather an smaller). so, estimates of overall nessage size

pr ef er abPackiarcHPHUEX t heplemestatidois peéferablytdons imhsV Aihosveyeri sbme codingagey Bt | ows
five different extensigns, the size is preferably calculated on an
assunpt i dpedRSYCHps PElle extensions are being sent with the 30 request. 1
9 R 2004 WO, [ | .ol nt nessage
(eg/]t%i mat ed) &i"i‘é‘*ﬁﬁ?ﬁ%ﬁ#ﬁ@%@?@gﬁ dhay i]l%i‘féi’g&)hﬁ?é é’i’%rﬁ'é‘?ééﬂsg :

enbodi meMficrosdft ¥isoalrSourceBafe. 6.0 May bé esedddrdouasidonmdl IViswed CagProfessional
nmessages_passed from subscribing customer 106 to relying custoner 108 is

2610 bytRdition 30 fram Symaatee {ava Yersionchaynaxlesuseddordevelopment SSL/LEPK 1146
bytes, t IS LGl pant | L& ' . 110,
155" byt 20m RSN SARARASIEhP iy b8 uhd 76 debineisBE R SERHpIMedtily B bkor
header, réguitedttg<XETNeJKD{.al estimated nessage size of messages passed from
relying custoner 1 08 to,_relying participant 104 is 2022 bytes. The

\ rreégage typi d#r Pl,ane'afﬁpwg'@gﬂ?wcgr@qu é@%rér‘gwscu% eeshuls Mgy phuseduF9Er i bi ng

- ycust oner.; 4 £ . n | | ' r tpl G |

Gort 111 Cpafiits frirh SEbEiBig ABERUDEARY ikl Crd SRy RORDA. PréteRBl, ciesP
nunber , rdspontiersaretphevidedivith agogikit that ippawidessnnsteefacelid 2ripyegraphic fimctiehy i ng

participant's signature, 128 tes,.th el.yin i 's certificate,

%6 byteed ol d Comrmenisation th agpstpyrbenboieRoritls SREk iuibe e 168 o 2o

of rressqﬁg?u%ged fromrelying participant 104 to issuing participant 102
es.

s 1601 by The nmessage typically conprises a request concernin 15 the
subScri bi ng Fosdigital time stampirg, Datum’s T YIMISY NExriother taisted timsesoutos may be

certificatge, .5 a_nessaqge tension, 210 bytes, the.r entity's
o gnat ubeed; sy M SOF Senfbr 0 AR e it B e nect Wor iR ety S B ValRt 1) cac e,
128 byt @fm Mefro'Wbikis Athylt sk € fd @Y developmBiPstipopble @/CHH devélopmes ti f i cat e,
1146 bytes, and an HITP header tes. The total _estimted nessage size

62 b
of nmess&gdelniegsitemay be mdstgmeﬁ'gnma?dei%eﬁesé#ytchmg tpyerifyrode portakilityar t i ci pant
104 is 2086 q‘ﬁﬁﬁl E‘&:H?é gﬁa&t)ﬁ% fsaéals%/e.d%gﬁpéehscﬁﬁ rnt RS R Sn qrd! N9
ubBEHI B | e h

either the s I g custoner’ s cer I ca e.1ssurng particlrpant's
20 in the performance of a public key infrastructure system. Messages submitted between

entities are therefore preferably analyzed to estimate the size of the data that is transmitted.
The analysis may be done on the basis of the certificate fields defined in RFC2459 along
with specific root extensions.
| The exact data lengths of the certificate fields, which have a fixed length, are

25 preferably taken into account during the estimation. However, there are many fields for
which the length varies. For these fields, a liberal estimate on the size is preferably made
(i.e., larger rather than smaller). Also, estimates of overall message size preferably include
the sizes for all extensions, i.e., if a message allows five different extensions, the size is
preferably calculated on an assumption that all five extensions are being sent with the

30 request.



certificate, 456 bytes, a nessage extension, 294 bytes, the issuigp 2004
participant's certificate, 1146 bytes, the root entity's signatu ,N¥%%
bytes, and an HITP header, 62 bytes. The total estinated nessage size of
nmessages pweagdshromrel ying participant 104 to 25 relyi rgossdedsmss 108 is
2213 bytes. The nessage typically conprises a response concerning the
subscri bi ng cypst . rfgef | ' ' LGl ' ‘e

certi i care, B BBt B direidhBals bolf 20 YRR RSt bR sBm it
the relyid@pleRidel einbadiimest. t AS¢Hongt in g, 1G0IhE titaladstinated 2fesbape8ie ofhe rel ying
participant’s transaction coordinator certificate, 1146 bytes, the root

entity' smessgaespassed Siom subserihing eustoragrtlOg tpreliing eusternen i08ns 2048 bitesat e s 30

certificate, 128.bytes. and. an HIIP he r =45 1 »2004 10 15
20 o5 somameeaRbishl: Een TRt oA B 1SS PO e il artolRBRET T o
of di ffegificatd ikl HySosieentitt P, 128 bies, tiadikfingpdravipant ¥Rignatury, 128bgtes, ze of
message bei ng passed between the entities is between 2K and 3K. Once the
t r ansact ansraniB[ TRvhedder 6Bdwiesproj ected, this information is preferably used

to estinmte the twork load. Certific | Z No t ensi ons Root
Speci fic inst ctPP’gFF%’ tqd B %ﬁ?{%?%@ﬁﬁ% i;roTbrg@nrgtc!"fsl géctréaé t‘_\/e_r si on
| nt eger 4refypid pirtidibdriq04 & J020 BgRE. Thehrbdagetypicallyebmblises b esduebtdonel fierit
Par anet er s i ned by 32Signature algorithm paranmeters are usual |y NULL but
since  concerning the subscribing customer’s certiticate and one concerning the issuing participant’s -

10 certificate, each 55 bytes, a message extension, 210 bytes, a version number, 4 bytes, the
relying participant’s name, 132 bytes, the relying participant’s signature, 128 bytes, the
relying customer’s certificate, 1146 bytes, and an HTTP header, 62 bytes.

The total estimated message size of messages passed from relying participant 104 to
issuing participant 102 is 1601 bytes. The message typically comprises a request concerning
15 the subscribing customer’s certificate or the issuing participant’s certificate, 55 bytes, a
message extension, 210 bytes, the root entity’s signature on the relying participant’s
transaction coordinator certificate, 128 bytes, the relying participant’s transaction coordinator
certificate, 1146 bytes, and an HTTP header, 62 bytes. .
The total estimated message size of messages passed from issuing participant 102 to
20 relying participant 104 is 2086 bytes. The message typically comprises a response
concerning either the subscribing customer’s certificate or the issuing participant’s
certificate, 456 bytes, a message extension, 294 bytes, the issuing participant’s certificate,
1146 bytes, the root entity’s signature, 128 bytes, and an HTTP header, 62 bytes.
The total estimated message size of messages passed from relying participant 104 to
25 relying customer 108 is 2213 bytes. The message typically comprises a response concerning
the subscribing customer’s certificate or the issuing participant’s certificate, 55 bytés, a
message extension, 210 bytes, the response from the relying participant’s transaction
coordinator, 127 bytes, the relying participant’s transaction coordinator certificate, 1146
bytes, the root entity’s signature on the relying participant transaction coordinator’s

30 certificate, 128 bytes, and an HTTP header 62 bytes.
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Al gorithnparaneters are allowed, 32 bytes have been assigned fol"mdst fk@a
I ssuer Nanel32This is a higher estimate -- approxi matedfor 4 na MAR 804 s
defined as sequence of Relative Distinguished Nane validity ( notBefore
utcTi re Uf @ gfRgrigeneral Ti me General i zedT-nne32 not Af t erpdT/uS00/RH663

UTCTi i me32 gencral line CreneralizedTi me32 subj ect Nanmel32This is a higher

timate - tedfor 4 def, t
i st ngui shod TRHES S SEERIBF PRV AIar S TP E HBVCD] ot
I dentifi %Eﬁ” ﬁ@mk%ém?%fﬁ%agy A58 BbitRechl tBOERitREITHUWeRT 2K andr e

usual |y ce algorithnparaneters are allowed, 32 bytes have been

assi gned 3KorOnde theclﬁaxﬁam valihe hasbedrop2iecrd, this mﬁqrmatrwsmfmgmszd@@s
_Ceri~flfc { t "& ze(inPSi ~e Gal eul Comren~tsr -=-t-

subj cct PestimaRéy ngfvrorks HadNG 28 }

5
Certificate Size - No Extensions or Root Specific instructions
TosCertificate {
Version Integer 4
10 Serial Number 4
) Integer
signature {
Algorithm Object dentifier 11
Parameters Defined by 32 Signature algorithm porameters are usually NULL but since
15 Algerithm : parameters are allowed, 32 bytes have been assigned Jor it
}
issuer Name 132 This is a higher estimate -- approximated for 4 names. Name
is dzfined as sequence of Relative Distinguished Name
validity { )
notBefore {
20 utcTime UTCTime _ 32
generalTime  GeneralizedTime | 32
}
notAfier {
: utcTime UTCTime 32
25  pgeneralYime  GeneralizedTime | 32
)
)
subject Name 132 This is a higher estimale - approximated for 4 names. Nome
is defined sequence of Relative Distinguished Names
subjectPublicKeyinfo {
30 atgorithm {
Algorithm Object Identifier It
Parameters Defined by 32 Signature algorithm parameters are usually NULL but since
algorithm paramelers are alfowed, 32 bytes have been assigned for it
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I ssueruni quel D BIT STRINGL32This is higher estimate. Usually iflssuer is
defined, issuerUniquel D should not be used subjcctUniquelD BIT {9 MAR 2004
STRI NG132Thi s is higher estimate. Usually ifSubject is defined.

subj ect Uni gi@biasghoul d not be used extensions extnl D Obj ecpcrruseorzasss

I dentifierOCertificate is being estimted w thout any extensions. exrnlD

woul d t ake— E—-aice :
i . ;':- ‘ . o t hm
{ algorit > .k egg;byﬁ_- A.L gLt hm }ﬁ.
\ I’O SI gner to signer. Vihen
si gned by—sot—the——size—wi—he 2561 whentstgred—by—the—+oot—TFota-085-
Certificqte Exfl@m?\'bbﬁﬁcy-mWNHG Root | n$t®Bucti ons and Extensions ~ -- 4 -fte
Certifcafle- Bxtcrtswnslrootrntsiy 5Peget fig¢,lnstntctionsssze. Siu Caicvlgtion
Contiitettsts—5 FAM-VHSt—rot—epntat - 1 i i =+ .t
, X ntain|Sebj c“i‘ﬁ“ Biuc | DBIFSFRG nt | W2a St it eromlral il &@eht in
certificate Extension subject Al tNanep is $Eppvaredtiroidnothe pped | 47Consi st s a
nunbger of GenefgldRERs - " etsT@RE | Y| Vb | | { 7ais is higher estimate. Usually if Subject is defined,
subjectUniguelD should not be used
extensions {
extnlD Object Identifier 0 Certificate is being estimated without ary extensions. extnID
would take 11 bytes.
7 \’ critical BOOLEAN 0 BOOLEAN would take 4 bytes
! extnValue OCTET STRING 0 Will depend upon the extension
10 ]
}
signaturcAlgorithm {
algorithm Object Identifier 11
parameters Defined by 32
15 Algorithm
}
Signature Value BIT STRING 128 This may vary from signer to signer. When signed by rooi,
the size will be 256 when signed by the root
)
Totat 085
20
3
Certificate Extension - with Root Instructions and Extensions
25 Must not contain Issuer Unigue ID -132
Must not centala Subject Urique ID -132
Contain a Subject DN 0 Already present in certificate
Extension subjectAliNames is supported as e-mail 47 Consists fa number of GeneralNames — root entity will
support only rfc822 ~ email address — estimated at 32 byies
+ 11 bytes for extnID and 4 bytes for critical flag
Extension KeyUsage should appear in all Centificates 17 2 bytes for the bit string + 15 for extension parameters
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AIA
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m«mwg@dw‘émp«gﬁd RM
Dextension prahe@its  €X1t €Nsi on par anet 4

2

.\Jubobl Hyer—tmformatTon
[ Auheripi KedD phepld be PEB™ ¢ o5 for e
with Root Instructions & H

49
kUensi

Kt ensi

GO byras v ‘Q@EI&%%&Q&M’L + 20
Gi;.egrﬂ%q:ecoﬂum]p}z@ 12335

extension paramelers

Must not contain Name Constraint

0

o

Must not contain Policy Constraint

0

0

.AlA must be used for OCSP and RM

%0

64 bytes for general name + 11 bytes for OID + 15 for
extension parameters

Extension - Subscriber Information

55

20 bytes for warranty account + 20 bytes for

device id + 15 bytes for extension parameters

Total

193

OCSP Request - with Root Instructions & Extensions

Request { The Request structure repeals for each requestina
particular OCSP request.
ReqCent {
CenlD {
HastAlgorithm {
Algorithm  OID 1

Parameters  Defined by
Algorithm

Estimated as O since no parameters passed on the

implemeniation.

064
rs
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-QOCS -, }-~CkU0~11, y1Q(nrl ?~tS- ~ s*tii TbsRequest { Version Intege :
Requcst or Nanme Nanel32 Request {The Request structure repeats for atHIAR 2004
request in a particular OCSP request. RegCert { CcnlD { 1-lastAl gorithm
Al gorithm q,@gilmﬁgf anmeters Defined byOFsrimated as O sinceppgrRedAREL €rS

passed on the Al gorlthm npl errent ation- -48 1 9 MAR 200 10 15 20 25 30 WO
01/ 18721 B¢ Q{24663 St NI T e e 2 L gues { -
t Issucr
Ext ensi orrs’f _‘
IssucrNameHash 20
IssuerKeyHash 20
SerialNumber e
| I B B |
5 Total (Without Extensions) 19
RequestExtensions {
Nonce {
[0, 14] 1}
Nonce Value 24 No requirements have been imposed on Nonce Value.
Estimated at 24 bytes
}\, 10 )
| ‘ServiceLocator {
IssuerName N %7
AfA 32
OID n
15 y )
Total (With Extensions) 401

"OCSP Response - with Root Instructions & Extensions

20
)
ResponseType oD 1
- Response 32
25 ) ‘
BasicOCSPResponse {
B ThsResponseData {
Version ir.isgm- ) T 4 T
) ResponderID Name 132
30 Prouced AT GeneralizedTime 32
)
Responses { Repeated for each response
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® Val ue.

Nonce { O D1 Nonce Val ue24No requirenents have been inposed on glon e ‘
Fsrimated at 24 byres Scrvicelocator { |ssucrNanct132 Al ABA &ﬁiﬁlff]ﬂ’t
Total (Wth Extensions)401 OCSP Response - with Root Instructions &

Ext ensi ons G:SPRe ~oaseOQ nont' Size Cal cul ati on Common , Berassbozieen
RcsponscSt‘é’f:’d's,l {” espoeseBytes { ResponseType O DII Response32

Basi cOCSPRes onse

Pr ouc c dAligEsrEtha
MAR 2004f. VAD. G E5721 3
algorithm oID 22
parametets Defined by Algorithm 0
5 }
issucrNameHash 20
jssuerKeyHash 20
serialNumber 3
}
10 CertStatus : 8
! ThisUpdate Y]
NextUpdate 0 Not 10 be used in root entity Responses
}
SignaturcAlgorithm {
15 Algorithm {
algosithm 1
Parameters 0
}
} 0
20 SignatureValue 128
}
Total (Without Extensions) 456
ResponsecExtensions {
) Nonce {
25 oD 1
Nonce Value 24
}
CRLEntryExtension {
Reason o n
30 ReasonCd Enum 4
HoldInstructionCd OID n
Holdlnstruction oD 11
InvalidityDate GeneralizedTime 32
Centificatelssuer oID 1 -
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»algorithm QLD Size' |ess Defined by Algorithm} issuerNmdiash 4 g AR 2008

rssuei KeyHash ial Number 10 Ccrt. Status } ThisUpdate NcxtUpdate 1
turcAlgorithm Signa Algorithm{ P } SignaturcValue Total (Wt hout Extens
ResponseExtW@8v@g2Nonce { O D Nonce Value 24 30 } C RLENt r pERUSIBI4663 {

11

10

15

20

25

30

Reason A b ReasonCd Enum I loI dI nsuuct i onCd O_D NoI dl nsuuct ion O D 128 456

CertificatelssuerName
}
CRLReason {
Reason oD n
ReasonCd Enum 4
Time GeneralizedTime 32
)
Total (With Extensions) 750

Valid request and response times for OCSP transactions and warranty transactions
and confirmation times for all transactions are preferably specified by root entity 110. The
following section describes preferred performance targets for the transaction coordinator.
The response times noted refer specifically to the system response time. Preferably, lapsed
timeframes in which manual processes are completed (noting the need for verification and
requesting it, filing claims, etc.) are also established.

Preferably, the validation request and response time (i.e., OCSP) is ten seconds or
less for all response time transactions within the root control infrastructure. Validation
outside the root infrastructure (from customer to customer or customer to root) preferably
does not exceed sixty seconds. The total round-trip time preferably does not exceed seventy
seconds. Preferably the response time includes latency on the Intemet. The end-to-end
response time preferably includes the longest validation path (i.e. subscribing customer to
relying customer to relying participant to issuing participant to root entity).

An illustrative performance requirement may be as follows: No more than 6 seconds
between the post of a certificate status check to a relying participant’s transaction coordinator
and receipt of a response and no more than 3 seconds to turn around a response to a
certificate status check where the data for the response is locally available in a case where
caching is in eficct, proct of fres‘hness (i.e., includiug staius of participant certificates in
messages transmitted by the participant) is in effecﬂ a certificate chain of two certificates is
being validated, the transaction is a four-comer transaction, and the system entities are

connected to a 10 Mbps LAN (rather than the Internet).
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11 11 it InvalidityDate GeneralizedTime 32 Certificateissuer OLD 11 -50 20
20 32 algorithm 11 PCT/ USO0/ 24663 tzC.alcir ion Nof fo be used in'rHaR 2005
enl rry Responses kA AR 2004] WD 01/18721 PCT/LTS00/ 24663 ! OCSPRcspoz S

nSi zc Cal vay@opmréommeriu Certificatel ssuerName Nanel32 } GREefRa52863
Reason O DIl RcasonCd Enumd Tine GeneratiizedTinc32 } Total (Wth

Ex ' 7504410 Val | t . ' for. ransactions
and var ranty Pt e b it HRER SeitnE Tepostlons. Hrelerbli Meshs o e
pref er abl yffmiaednkactidnddo ﬁ&t@kc&atahtey%u R wikldidy s&ﬁiﬂg%mna%?fa'bﬂﬁ%ﬁ%%&l bes

preferred performance targets for the transaction coor di nat or.
response ti mesIheoespensetime foryesponsetginptification o€ lost; sompronsisgh os imvalidre.

Preferably..lapsed . tineframes Jji.n i ch.manyal ocesses_are conpl et ed
(ot + ng el BresieabiTind B4ES S AliRe KineactdfR! EiitRbir Bt ormita rangaation i,
etc.3 ar ecrkpcee@sheddurshed. Preferably, the validation request and response

time (i.e., OCSP) is ten seconds or less for all response tinme
transact i ons Whelrevocation ofwsrtificates alsp praférably inajudes ofliny/ahnciationsn

Preferably, these offline transactions do not exceed one hour.
The transaction coordinator also preferably provides confirmation of transactions,
Online transaction requests preferably receive status confirmation, including incomplete
10 request or response, within seventy seconds. The transaction coordinator also preferably
N provides a method of storing for retrieval incomplete transaction requests or responses, a
receipt of request status, an incomplete request response, and transaction queuing for
incomplete transaction.
The transaction coordinator also preferably comprises transaction recovery
15 requirements. Appropriate system resource atlocation preferably allows for transaction
roll-back. |
The transaction coordinator also preferably provides system fail-over requirements.
In a preferred embodiment, the transaction coordinator is provided with system redundancy,
system/hot back-up, and redundancy within the public Internet.
20 During the devclopmént of the transaction coordinator, a performance baseline in the
| development environment is preferably established. This base-line information is used to
A improve the performance of the application components on the development machine itself.
However, to achieve a preferred target performance, appropriate production hardware
capable of supporting the anticipated number of transactions and a network with appropriate
25 band-width are typically put in place.
The following sections discuss preferred tuning strategies for higher performance of
the transaction coordinator.
It may be possible to reduce the size of messages being passed between entities by
climinating some or all of the certificates sent with each message. Typically the recipient of

30 a message knows the identity of the sender (i.e., his distinguished name as it appears in his
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outside the root infrastructure (fromcustoner to custonmer or custoner to
root) preferably does not exceed sixty seconds. The total round-frd Rsin i
preferably does not exceed seventy 20 seconds. Preferably the res dn@@?t?@e
i ncl udes Iﬁ}enéﬁ on the Internet. The end-to-end responsepdipRoBa&her ably
i ncl udes t @M lfést val i dation path (i.e. subscribing custoner to relying
custoner to relying participant to .issuing. partic|papt tq root entity). An
i||ustrawwenysqertiﬁgomhe@dhvé@9¢qsé%hﬁf%sﬁ atjen p 35%’:3’0%6"%%“{] han 6

seconds between_ the post ,of LG status check to a relying
partici pﬁﬂﬁhgatﬁ%fﬁgg&aivgkbgeo%%iq%{%Pbﬁg)?%%ind receipt of a response and no
more than 3 sexmPishebios ferfofmed apet of theaimmtieation proaess miay be elimirsteifisheheck

where the data for the response is |locally gvail abcL_ in g case V\gﬁ%re
cachi ng iestomerfatabase is designed toyreflect revoled certiicates and,if authgpizatiogehpcksare pant
certjficates i nessages._ Ly ansnj : iC IS effect, a
certd fi cRERO giaﬁa’B‘th r%glrsﬁ?iﬁgchtgéggmpéna E%T;ﬁgﬁégﬂ)@g{%%?dﬁte&t ransaction
i.s a foupipRrsSedinam@saction, and the systementities are 30 connected to a
10 Mops LAN %rat her than the Internet). -51 R 20f04' WO Q1/18721

PCTI USOQ' 2466 a prefareedrembogliment dessribecsahioumhe transaction qogenates; Sqteseaw

transactions. .Prefera th | td an
el ght - nolFEFIRTAT R YNGR e dft o foBfle PRI NBAT oF o i EEMRR O, |
for resp selsO Am@hiatiiv@l?,tnm\:ei, thiofiincticronipy babiloddedio anroffilinelprocessithdti cat es
preferably includes offline transactions. Prefergsllé, tgrese of fline
_ tr alsact imonitoks thesramdransaction datgheseisat extrapkirelexgns bilfing datg dromy theidatasigred o) oo
“preferably,i Hclgdes offline transactions. Preferably, these offline

t?ransacﬂ%thg #8PKEt exceed one hour. The transaction coordinator also
preferably progilgesing @ transaition Roatlinatox apd OSPrespondr dlimdnatesithe aced ton
requests preferably receive st%ﬁs confi rgget i on, includi I nc |ete 10
request gien ped pesify sequgsts andh tasgstab el secWe SAEKet layprcqnpegtions Prgigen i nat or
al so pr eécﬁﬁn&%}{mpr ovides a nethod of storing for retrieval inconplete
transacton requests or responses, a _receipt of request status, an
i ncnpl et e r etsing securs surketdayexbetween figancial dnstiguions Aud dering commwprations
transaction. The transacti.on coordi pator, al sa. preter |
tr ansactWﬁhf_?‘ﬁéﬁvﬁrﬁ%ltﬁmf’@g'u‘?lf@%'ﬁ? ¢ "ﬂf)%ﬁ’odg i eSl%ny%?ié}r{ﬁqrﬁg%%%Sg%%'
al | ocati BBWQ{I%I @éﬁﬁl}%’siéﬁédqﬁﬁuefs@rpr&ﬁ@d@ﬁi@héﬁ%fgre&@k‘kcd&ﬁqk_.Eaﬁth:aitfoﬁnmaﬁ-iayon

a

coor di nat or so preferably provides systemfail-over_requirenents.
preferably assess the risks involved with trading off security for performance.

Caching OCSP responses typically improves the turnaround time by reducing the
20 time it takes to send and receive an OCSP request to the root entity. In a preferred
embodiment, verification of OCSP responses is performed as the data is put into the cache as
| opposed to performing verification as part of the on-line transaction processing.
In a preferred embodiment, a transaction coordinator may cache validity responscs
and use the cached responses to validate credentials. The period for which a response may be
25 cached is preferably set as a policy matter by root entity 110. This period may preferably be
within the 4 to 5 minute range. _
If a trz asaction coordins*ar implements the ability to used cached responses it is
preferably adapted to log their use for billing and audit as well as non-repudiation purposes.
The logged information preferably indicates that a cached response was used to validate a

30 credential rather than a freshly acquired response.
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In a preferred enbodi ment, the transaction coordinator is provided W‘Mﬁﬁ B
syst em r edundancy, systeni hot back-up, and redundancy within the Qu e 200
Internet. 20 During the devel opnent of the transaction coordinator, a

_ perfor mnc?@gﬁﬁlﬁpe in the devel opnent environnment is pretenkbe/¥ces .
establi shed. This base-line information is used to inprove the performance

of the applicaflioqn. conponents, on the devel opnent hine itself. However,
Lo achi ove. a i PUgth GHRR SHRGEatiopt el paRb Loorhp Y PR Et B gt b F L B o
capabl e QhustiRRG thdldd rdBoRR! IACchAldpty, Mt I BRIerRi dnitdaiméit) iSacitd a net wor k
Wi th appropriate 25 band-wdth are typi call;:lﬂgu_t n place. The follow ng
secti ons dbosdinaers preférablyadt andnisa g fieshlytacgyiired validithiegpanse pr explicimeuesdfo t he
transacti on coordi nator. It maqv) bgg{)ossi ble to reduce the size of nessages
bei ng 'pastsea fiseh vesponse sather than 3,cached 165pQRSE-i ng some or all of the
certificates ' - i T alrkspohecheaq 18E Qs @F the30 a
messgge knowsslﬁﬁg)rl entﬁ?gﬁéﬁgﬁgg&cﬁ%;er (i .re#),o hi s distingui shed name as
it appearrsspondéttscertiftatd A IRDRAtIVEY, Dlolibdnae i Tcosh Balest 3BGtrapsaction vy

tificat d h t i || tificati th th
noeded © depldiniar macaomsiamll e T LA seriiieis B Sehfbhy BProRcp'©
checks PapAERRS @adiPlebphite [ ERHh Rfibh 6MOME HOGRIer Thlisdbiof| | M nat ed i

the custoner signed to reflect revoked certificates and if
aut hor i zabbrinatdrecks are 5 perforned agai nst a user's distingui shed nane

A R T A e e s A

~ Xransact it@ﬂsﬂg&? GREnbRER PALSRS tehRniialsedin dS6RRKkishel Y Store a subset of
the data tor bi fl ng purposes. Alternatively, however, this function may

be of f|l oaded fwomler tofrovide erchitenterskflexibilityl thertmnbaction ceordinator is prefesallyi on

dat abase and,extracis relevant billing data fr t he I n the
dat abas e PoRgd fodpare;thap qehargware B%HP% &C%%f%gﬁ:)w ma(ﬁgg @1’6{2@2 ggsh er

el i m nat &g]akis and B 1dtOPackivd HRLUK)Y @hid allows puiigantnd chévse shetbdwa hardecus e
socket | ayer connections between these conponents. 15 Using secure socket

| ayt¥ beplatformifromutheilist of the sunported platfames. disstsige prsfrsahly perforgned to e oot

entity 110 icall. | S; ol ' t
ressaye. i rRactn Ebordlih i ptedfd GHSOHD o Bl B ¥ siged PRGBS
secur i t y endbA€fuchaésting bpproprisre ardpass ie typitajlyaspded. t he ri sks invol ved with

trading off security for_ performance. . .
J Tests arcyprcferab y pe ormeg to ensure that the transaction coordinator may be

installed and uninstalled on a clean Windows NT Machine.
20 ' If the transaction coordinator is extended to support other operating systems, tests are
preferably performed to ensure that the executable derived from the same source code can be
) installed on all of the supported operating systems. Appropriate hardware w1th appropriate
operating systems may be required to perform these tests.
Preferably, the transaction coordinator interfaces with other third party vendors”

25 software tools. The interfaces to these software tools are preferably tested on the
development site during development and system test phase. In addition, elaborate testing is
typically done at the customer site to ensure that the transaction coordinator interface with
these tools is stable. This may be done during cuStomcr/functionaiity testing, described
below.

30 The functionality of the transaction coordinator is preferably tested during

development and system test phases. During these tests, appropriate tools are used to ensure
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.Cachi,ng OCSP responses typically inproves the turnaround tinme by reducj rh%
,the 20 tine it takes to send and receive an OCSP réquest to t he 9r ¥AR 20
entity. In a preferred enbodinent, verification of OCSP responses is
performed as the data is put into the cache as opposed to performng
verification as part of the on-line transaction processing..In a preferred
embodi R0 .11 3¢ HoARSRE! hANebaed aatdscdmjeasant wngthey PFSEEhesS and use
t he cached responses to validate credential.s. Th 8r od for which a

r €S pons ghigey ciseomds tastibin Sencrignalitepkihg Hansachuen COTYMNSH cy matter by root
entity 110. This, period. mpy. pr Wididitoy. tHrefedablyy tésting mdanertange.
If a tr2-i sactf é%%?fl!‘gfﬁ/’ﬁ&‘%{‘ﬁ%g&%"tgg‘n"t"s the ability to use%&gched

(.. SPONSES, i bai Gata Y ©fRfeR Yecuehaptreh dre pofig to reitheruJestic@pesie PIEFINd audi t
a diati

s wel | “8% non-repudl ati on purposes. The | ogged intor .gn preferably
i Ndj cat greatedad eﬂh&ﬁﬁ#ﬁéﬂteﬁﬁbpméfWﬁEe%§§H‘etpb‘gﬂ‘éﬁ?yd‘§%'83t%§8gcr edenti al

rather than a fresh)y acquir.egd .r.e =53, MR MO GithihBsf2tkmPIDNI dd8G0/ 24663

For high val é’e“‘??séﬁ@é@féig“r@fiegmé ?go(r%?ﬁ%f)a e?graar?é?gﬁgnpy pr gf_er he use of a

fresh reg@%@%@ stahalREtocs R Anfiof afoh epbtene 3pbme descabed itieangnging Lnitgd pfaFe r ed
nt,

enbodi m& ransaction coordi nators preferabl et . an Heshly
acqui r egrovadibmtl pyteneapplicationsaid - i694’2t3?f3é§n.&[4§$ 0%/ 8‘ge age ger?‘? g}s’rafn:"g g%ons e

rat her than a, cached respo ) oxdifinRivh, Ttaneactieni pi ent
of ar e?p@ﬁ%@loé‘té‘&{&mf‘tﬂ& 5{@%&3 %64&?% ﬁlé&ﬁﬁg?g?)ggbetfﬁs? (_:elrti ficate.

Al 1P N2 Kelidatof Mol ia FAS1Scd M efinitaomil Tegsston CopdinatefrisaREFBRNS:

co

- di nator nay automatical |y include the status of its.certifigase (as
Ysi gned kwhidhhis hexby jncovgossied bY referengsn A 2 qufggegioﬂs%o%ﬂméﬁti ?Eﬁﬁ thanbdcGioh

cust oner or._to anot hF j

0 e er a relying

Mo r el Heitpal 8pecifiailifeachdtdneaitiog secti on
di scuss&eerdEefqr shP 5, thig ”?e? %%g&a"é{} ?tg ﬁ&%or di nat giractl Pr.ef er abl

. . the
t T anSacl) Qi kRRTadkda 2id rbotes a16 valill XML mhssagasaadefipaip g ROTHELEPIPPn. | n
order to provide architectural flexibility,. t VLRI XSOOR@Edagkor i S
pr ef er aldefnitiporlpgsiandrepestsclltiREne Essﬁfcéqsd@%lrléa%\ﬁéé P%[r%ﬁ%e. g. Mcrosoft
W ndows ,NT 4. 0/ %OOEOUeS%Jn Solaris and Hewl ett Packard HP-UX). This allows
pakt i ci PRIFERONSE "LHI0EE™ t heir own hardware 15 platfor rrl?f rog%l: he | .éEEP of "t he
supported pl a4 e ENEmathesmbodirenrthé sysidsn yay énsteaf bEIMPETRLHE AT t he
transaction coordinator is installed.smo aeiyiOfitettgive uppor t ed,
pl at f or wentriggnodshthst @o@@eherfl&g?( ?rﬁﬁsa ﬁb?ﬂ%%??‘mé tgg%)r@dwa# e i'?i typically
required. . Test abl PCRPEpoR®Ss hdaptedso peovideatignifieantyap@i&ct i on
coor di nﬁf'@f)g%%tg{en%}&r%gta l'ed and uér?i nstal | ed on C'Igaf;n\’é'ui\a?%@ NT
Machi ne gupctionality than normally provided by a typical OCSP responder. In partl )

enhanced OCSP responder is adapted to provide the following additional functionality:

20
. Encrypted communication using SSL.
. Logging of raw transactions for both requests and responses.
| . Providihg of certificate chains with responses.
. Verification of signatures on requests prefer!ably using an HSM.
25 : . Valid_atidn of certificate chains accompanying requests (parts of _which
may be stored in a local database or on an HSM).
. Creation of new requests based on:
; A value in a service locator request extension of 2 received
request. ‘
30 . An authority information-access extension in th¢ certificate

accompanying a response.
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20 If the transaction coordinator is extended to support other opef 3{4&?92083}
systens, tests are preferably performed to ensure that the executa
derived fromthe sanme source code can be installed on all of the supported
operating s stﬁn,&. Appropriate hardware with appropriate WRRAM§@bhiE;Systens
may be reqli LA performthese tests. Preferably, the transaction
coordinator interfaces with other third party vendors' 25 software tools.
The interfaces {o Subgemsion of piaegssingen|aseauest yitib raspanses anedeteived R these

devel opnment site dyrin evel apnent . and ‘ Lidr@N,
el aborate testing® fn%v‘gi%‘ﬁ‘ %)fe%eﬁg’ ?”ﬁdggﬂ%gﬁnggﬁgi %g ?Jc?géd;\ls Péegttg'hat
the transacti on, c@ghgiriih o rdspéies, Men\Wpprdpristbese tools is stable. This may

‘be done during custoner/Tunctionality testing, described below 30 The
functi onal i ty This altamativeserstsliment proxides ovdit partions of ths esrifigae stalus gbeclur i ng

devel opnment _ and _system.t es hases. f,i N e ' Late tools

ar e Sused seryicg yathopt Prgﬂldmﬁi’?gﬁ%a,glﬁ?’h%&gﬂg%(%Wﬁzce%U ?ﬁ%’m"@v?% l(tgg{r? t code is

exerci s eﬂ?ﬁ%‘g{ﬁﬁgﬁ E{f CAherdafivéerabadiReht. 1h afldifios dhik eBérnmaive eniriémentuniymer s
|

test the Ity of the transaction coordinator. Security is a
critical cqisewendof ldckingt radesaitedilishofhe prsirad eens aftlais alterpative enghadimentils done
to ensure that data is transferred securely fromone point to another.
Test casﬂ@"lﬂeébﬁ ‘erably 5 created to exhaustively test the security
aspect of theppui igeniks thel tRinsRHoh YoWdTBr thid alfemane cigbgitimentc Athedsdssaget | on
for messages transmtted wthin system 200 and a certificate status

_ promoocol fides imFigi bharesnmapsizeshinbofollowingt8blei bed in cop ending United

" YStates rovisional pat-ert—appHecatton—sertat—No—66+23%81S5—f1ted-omeven
dat e herwi t|irheeSibidribieg Clstamears(SO) sendSeigned dete.dhe sgnatire; haSE adthe P Check
(CSC) Prpt oqQlertifRbics (dndwptioddlHGSSD) tonhd Rel¢ingCGlistiaten (ROBssagi ng Pr ot oc(
Def i ni t | prr—taRe-—Transaettonr—Coordrmator—Requi T ENENtS whichy 1.5 Ner eny
i ncor por g2 ed The R@Wenifissdhe signature ondhedate senk by g Sesnd validatys aﬁ&éct i on
coor di nak or |senifiwatechainiand tescaeptespnPCIR earest sontainingdhe SEsewtificateaienial (each
transactf on | muadesli Thik dita éceaplosha HSM fortsigpatatd. val i d XML nessages as
def i ned prAr—tHPe—messagrng—protocot —defi T tT.017,. 1 005 a reports T.IT-TOrfed
nessages|, 3 arjdtieOGHR tequest fpsibe §ES V&Fﬁ%‘%ﬂ@?ﬁ_’e@s’g&@ Is fentiin u?"g%‘f}g’qfﬁe t g
request s | rj Participant (RRXOUSP Basrwaider(QR) along vahsthe RGrs gertificats shpipe The

i mpl enent ed |aatifeceiTBiRate cheintmiist bapassed withtthejwessagmt enpl oy transaction
coor di napor§—262—Tim s artermari ve  enbod) nNe [0 d OCSP
responder4d e53&%0%?&6@99’@5’?ﬁ@ﬁﬁ%‘%ﬁﬁﬁ’wﬁqgﬂguﬁgﬁwggﬁ. t han
nor mal 1 y| pr ¢\Raspendsy vertfiey ghesignatimeon theisgwigband yalidajes &fﬁ gertiigates
enhanced OC$Rrhaies pdhwificationsif pptfernadds sefbvareic Theentire Phain(ingludiagithe onal
funct i onfal i tyoot) must be passed with the message in order for verification of the
signature/certificate chain to be performed. No checks are performed to ensure that
the RC’s certificate has not been revoked.

b5 5 | The RP OCSP Responder creates a new request, containing the single request
received from the RC, and signs it using its HSM. Signed requests between financial
institutions are not required. Instead, the root entity (ROOT) may require SSL
client-side authentication in which case the verification/validation/customer look up
is based on the certificates associated with the SSL connection.

6 | The RP OCSP Responder sends the signed OCSP request to the appropriate Issuing
Participant’s OCSP Responder based on the value in the Service Locator request
extension of the received request.

7 | The IP OCSP Responder logs the request in its OCSP log. The IP OCSP Responder
verifies the signature on the request and validates the RP OR’s certificate chain. All
verification if performed in software. The entire chain (including the root) must be
passed with the message in order for verification of the signature/certificate chain to
be performed.

-56-



~ Encrypted conmuni cation using SSL. Logging of raw transactions fo éﬁm
requests and responses. Providing of certificate chains with resi) \ 200%
Verification of signatures on requests preferably using an I-1SM 25

Val i dati on ypdofrdd fi cat e chai ns acconpanyi ng requests (paptwuséosgéxh nay
be stored in a | ocal dat abase or on an HSM. Creation of new requests

based on: A \lﬁ| e |n B S-O—\fEn- |nr\o+nr rnnnnr\i- avi-anclion of o a2 |
~ o TCC oo oT \.,/\L CTIST Ut Ol 1 La\.rbl V\.,ﬂ'l

request. | $0 | Ahe #RIOTCSH Rc;(spomfeor:m:; mnO@SBme@doamannglthememilmumwﬁ caje
acconpanyfi ng %é@@ﬂﬁ’&esp&ﬁie)’s%ﬁﬁ%@énd&&@ﬁ ﬁﬁi@ﬂsHS‘M US00/ 24663

H H +
SUSpenSI R h anCCdSII o—& |U ucat UIILII ICDE orsesS—are ICL,CI VUU UTI ese

ot her newy ﬁha[lé@GS@cRapbmier then sendalthiel request to the/RORYTOOCSE Regppruies basedo
requests.| Foop@ictiulliprivy inf@Huioa accessdxtension(in tercentifieate Hesowiand with did ve
enbodi merft pi &e&&i‘thurda,qem&eﬁe@in sth§4cemé I[P OOSPRe&haides wallefdfa S

service witho oﬂ{ g the RP @és?i@kﬂaﬁd&ey\be?ﬁﬁ&t&&%rﬂ SO,

ervi ce \ ifY
LD L R AR e
the pros |and E‘b:ﬁl%“ n?%?r}r@n 8%’%8?% ! &Eegs O ow Filg.

14 depict|s t 13@?%act|on flows for this alternative enbodl rrent The

nmessage L : I 15 |l The
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certificate ,WQW%HGS@%H'%&Q%T@HRQ § ¢ agtheatioat ﬂ ch

certificate beast the vetifietion/validationdustomer B)@ktuptls)baswéomgm qegih C@Fﬁ'@nat ure. |3The
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5 12 | The ROOT OCSP Responder then returns the response to the IP OCSP Responder.

13 | The IP OCSP Responder logs the response in its OCSP log. The IP OCSP Responder
verifies the signature on the request and validates the Root’s OCSP Responder
certificate chain. It should be noted, however, that there may not be enough
information maintained in the logs to support non-repudiation. The entire certificate
chain must be passed with the message.

14 | The IP OCSP Responder then checks its local database to determine the status of the
SC’s certificate. The IP OCSP Responder generates a response and signs it using its
HSM.

\ 15 | The IP OCSP Responder sends the signed response to the RP OCSP Responder.

16 | The RP OCSP Responder Iogs the OCSP response in the OCSP log. The RP OCSP
Responder verifies the signature on the response and validates the IP’s OCSP
Responder certificate chain. The entire certificate chain must be passed with the

message.

10 17 | The RP OCSP Responder creates an OCSP request containing the serial number of
the IP OCSP Responder’s certificate and signs it using its HSM.

18 | The RP OCSP Responder then sends the request to the ROOT OCSP Responder
based on the authority information access extension in the certificate associated with
the signature on the response received in step 14.
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Responder verifies the signature on the request and validates theg REAS 2004

“certificate chain.

Al verification if performed is software.
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aut henti ¢at i ome&medjwmﬂa%a&m%lé“%% P request s, th| s sten Ry
be necess$ar uest inits OCSP |
The oo | SR DR R SR B el RO e v ]
theﬂ | P OLSB | The RC uses its HSM to verify the signature on the response and validate the RP’s

OCSP Responder certificate chain. The certificate chain may be passed with the
message, or parts of the chain may reside on the HSM.

26

The RC creates an OCSP request containing the IP’s certificate serial number. This
data is sent to the HSM for signature.

27

The OCSP request for the IP’s certificate, signed by the RC, is sent to the Relying
Participant (RP) OCSP Responder (OR) along with the RC’s certificate chain. The
entire certificate chain needs to be passed with the message.

10

28

The RP OCSP Responder logs the request in its OCSP log. The RP OCSP
Responder verifies the signature on the request and validates the RC’s certificate
chain. All verification if performed in software. The entire chain (including the
root) must be passed with the message in order for verification of the
signature/certificate chain to be performed. No checks are performed to ensure that
the RC’s certificate has not been revoked.

29

The RP OCSP Responder creates a new request, containing the single request
received from the RC, and signs it using its HSM. Signed requests between financial
institutions are not required. Instead, the ROOT may require SSL client-side
authentication in which case the verification/validation/customer look up is based on
the certificates associated with the SSL connection.

30

The RP OCSP Responder sends the signed OCSP request to the ROOT OCSP
Responder based on the value in the Service Locator request extension of the
received request.

The entire
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Responder's certificate chain. Signed requests between financi al 16 MAR 20
institutions are not required. Instead, the ROOT may reqw re SSL
client-side authentication in which case the

verificati ation/customer | ook up is based on the
i Ab12 | p is bas Cmgﬁhks%bﬁﬁkfs
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signatur_@401m@m@@masma&1u mdaéspmsbheuwcsmmmm certifjcate
chain. The PREiJoBd&SVeES §Rls 6h he$ds e%asﬁﬁhafusttﬁekb@m@tm’e 1f7The

RP COCSP|Res 3%@ te%mmhﬁﬁﬂ 1R Ghéte B tnB?bééi{ nurber| of
"*)tOrC]:gPl Ee:ﬁrﬁ) gg!ﬁrmﬁn H}intﬁgﬂ{ggtf 83 gillIaﬁI-IZIE%Fﬂ‘éképl.l-]ééespon erﬁgased on

t he aut lpori ailrhﬂljlf%ﬂaﬁﬁfd;m §§ gfcion in the certificate assaciatled

with the signature on the response received in step 14. -57 s MAR 2094 10
WO 01/ 18721 MY OSSP pRayaentie ThalcRpERJIVOBRRasd disddvantaggswhinecompered tniest
in its @SFadsagiondoordR kdePd&edpahateivey The pios and benssif thisaltereative t he

request egibddividint grtsemntdiccd i the abRbddB&P Responder's certificate chain. The
entire cer_tificate chain nmust be passed with

10 Pros . Cons

Takes away some of the complexity of Two OCSP Responder are required: one
implementing the transaction coordinator as | that re-signs responses, one that forwards
an initial phase by reducing functlonahty signed responses without re-signing.
« .. ‘{and pushing code changes to the
15", .. | manufacturer of the OCSP responder.

Allows the basic secunty infrastructure to No authorization checks are performed.
be put in place and tested. Signatures are verified by the OCSP
) Responder but there are no checks
) : performed to determine whether or not the
' ' request is from an authorized customer.

There are no OCSP checks performed to
determine if a requestor’s certificate has
been revoked.

All certificates in a requestor’s/responder’s
chain must be sent with the request/
response in order for the OCSP Responder
to verify the signatures. This significantly
increases the size of the messages.
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specified by root entity 110. An exemplary set of requirements is described below.

10

Technical Reguirements

In a preferred embodlment, each OCSP

Certificate Status Protocol (OCSP).
In a preferred embodiment, when an OCSP responder 204 receives an OCSP request,

15

responder 204 operates pursuant to the Online

it validates the requestor’s certificate, authenticates the requestor, and veriftes that the
requestor is a contracted system user with the participant that received the request by

performing a local status check on the requestor’s certificate. Authentication of the requestor

may be accomplished using the signed OCSP request, in the case of an inter-institution

request, or through secure socket layers client authentication, in the case of a customer

request. In addition, secure socket layers may be required to ensure the confidentiality of all

20

requests.

In a preferred emBodiment, each OCSP

responder 204 selects peer servers when

making inter-institution requests based on a locator extension of the requested service and a
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Responder based on the value in the Service Locator request extension of
the received request. -58 MAR 20 10 15 WO 01/18721 PCT/ US00/ 24663l C@lw 2008
ROOT OCSP Responder |ogs the request in its OCSP | og. The ROOT OCSP
Responder \&8”#47 5 the signature on the request and val i daessbresB® OR s
certificat®OeHNM A Al verification is perfornmed in software. The entire
chain (including the root) mnust_be ssed with the nessa i N. Qr. or
veri fi caldcahtable. {than dtegwam@b@famepgﬁeaf'&w&f’ﬂ may ‘Bé’%%é’?‘?%o‘?yﬁé .“g’%‘i‘ﬁe ROOT
OCSP Responder checks itﬁ(&{]ﬁéfﬁll gig{lﬁbase to determine the status of the RP
OCSP Resgg?ﬁi‘é‘?"agceé%?rtomcf’ “XRen 1t generates a response and signs it
using its HSMy akhgreRedbodimen:, BespOGSBresphrder 284 maysachiescertifinptes subjeet t he
RP OCSP Respondetr. 34The RP OCSP Responder |ogs the response in its OCSP

| 0g. ThetdinlescpRifimbyodeentie}i®i es the signature on the response and

val i dat es e et eyt S G A QESP L bbfdt 204 Uaifles it islspitheiniionnot od

that’ there ma ormat1on Intained in the |l ogs to support

non- r epuglj ﬁ&dg@gﬂhavx%e@ﬁéﬁeﬂqw%rahmm eespomlencentifidate: eF grastsethstutiont he
nmessage. I's OCSP proxy centric nodel has advant g%gsgg.nd %i sadva teages
when conp@SPdequestss the sponfiesPIdbRrlIRGPETICRET A & CAPNIE SIS " The

pros and cons aof this.alternatiyv W%E : Wi kt@Rstot.N the table
bel ow. PFSBUSH %ﬁ@g%l’éﬁ‘r‘r’@a@ﬂ e conp e?ﬁ@g%f Two C%P Responder are
required: oneg] {ipefRaRA einbadinieat, eactnOESPiresponde suppoats the fallowing regposses
responses, one that forwards an”i niti_alteé)@ eb dreduc.igg “ »
funidt | ontevokedi"digecd,? erdGmkpewiy”t W@ flieptd %Fﬁsﬂé? CHIFEeY %iﬁ&o%egde changes
Yto the manuf acturer of %ngl%ﬁiﬂ&%ggg&da&}ﬁ%&Q@ﬂﬁ%ﬁgﬁt@@spri ty
g checks

i nf r ast r FEPYPETS of1zat1 on are performed. be put in place and
t est ed. Sigp@iddF SEumEShyahitlderificate, bheon@asRifkatyiotbeseriiicats ehaieobthat no

checks

certificate was revoked prior to time t. As such, the client OCSP responder does not possess
sufficient evidence to transfer liability for documents that have been digitally signed after
15 time t using the private key corresponding to the checked certificate to the server OCSP
responder. |
If 2 client OCSP responder receives a “good” response regarding a particular
certificate, produced at a time t, then the client OCSP responder assumes that that certificate
and every other certificate in its certificate chain was in good standing at time t. As such, the
20 client OCSP responder has sﬁfficient evidence to transfer liability for documents that have
been digitally signed prior to time t to the server OCSP responder. -
If the client OCSP respondef receives an “unknown” response regarding a particular
certificate produced at time t, then the client OCSP responder assumes that that certificate, or
a certificate in the certificate chain of that certificate, is not known to be in good standing.
25 As such, the client OCSP responder does not possess sufficient evidence to transfer liability
for documents that have been digitally signed using the private key corresponding to the
. checked certificate to the server OCSP responder.
Security Requirements '
In a preferred embodiment, each OCSP responder 204 stores its private keysin a

30 hardware security module that meets requirements established by root entity 110.
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. perforned to determ ne whether or not the request is froman authorized
customer. There are no OCSP checks performed to deternmine if a redlddARr08%
certificate has been revoked. Al certificates in a requestor's/responder’'s
chain nustyBq,88@f W th the request/ response in order foPCERISI@EEHB
Responder to veritfy the signatures. This significantly increases the size

of the- nessages. -59 R.2004 8721 fQhseThe RC

nmust send indlmmﬁegégﬁ@%“{’ﬁa‘f @&%rqsp?&dzﬁ %g%%?ﬁgggisgﬁstat%rses

cannot be. r equest g el difs R ARFs BRI 1R, kid OUSP rexpestes0 be processed by
Fes

di f f er ent® ondlers. Not enough information is maintained in the |ogs
for non-r epudijrpy préferied epbsdiment, eaclsORSP respender Rk hascthe abibitigie OPATE: Mt i on

about the requestor is retained for. bil)ing.purpes :

certifi chﬁﬁ@go&haﬁemm upRs IA’} ’@g?fﬁﬁ%‘ggﬂtﬁé%e@%{ ?qglng & g@%%%%nt or
to fulfi]l, qt ' ' . | Haite6sEE AtewASabl e core
conﬁonen{egt.eg?ﬁ?o@%\‘%grﬁéég%rn%g}v‘g{)%lgig::ation does not require
Responder to pyptefieret binbodieitint, ieacttOCSR nespomsiea R04 mainteinsetaitad lagseflburi ty

requi rements for OCSP responder 204, are preferab spnecl i by root
ot 1y T5enedmaussapl zsposen Aexeeriions oraTirs 20 Al e PSR B R

configuration actions.
In a preferred embodiment, each OCSP responder: 204 uses strong authentication,

i)

10 such as secure socket layers client authentication, to authenticate entities for all
) administrative transactions.

In a preferred embodiment, each OCSP responder 204 meets minimum security
requirements established by root entity 1 10. In addition, the institution that maintains the
OCSP responder may specify additional OCSP responder security rules.

15 * In a preferred embodiment, each OCSP responder 204 is configured to be highly
available and deployable in a replicated mode. In addition, each OCSP Responder preferably
respoh’ds to all requests in Jess than one second. -

OCSP responders are not typically required to perform checks on utility certificates.
They may, however, be configured to allow a requestor unauthenticated access to the status

20 of a utility certificate. '

In a preferred embodiment, an OCSP responder may be required to serve as an
authenticated interface to an institution’s repository. Implementation details of this preferred
embodiment may be left to the entity that maintains the OCSP responder.

In a preferred embodiment,. each OCSP Responder comprises additional interfaces to

25 support additional functionality. In particular, each OCSP responder preferably comprises an
additional interface to make information available to support a participant’s customer-service
requirements. In addition, each OCSP responder preferably comprises an institution-defined
standard interface for exporting system and event logs. Each OCSP responder may also
comprise an interface for export of information for billing applications. Billing data may be

30 exported in any format including logs but preferably enables the réquestor to determine the

type and volume of the request.
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10 Technical Re uirenents In a preferred enbodi ment, each OCSP responder
204 operates pursuant to the Online Certificate St at us Protocol ﬁR.ZﬂUfﬁ
a preferred enmbodi nent, when an OCSP responder 204 receives an OCSP
request, o omakydates the requestor's certificate, authengdggatmriédie
requestor, and verifies that t he 15 requestor is a contracted system user
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enbodi nmen each OCSP responder 204 verifies that inter-institution
I espons eparticipanthmap tlmngnlerd apyertificate avtheritiasdor theip orspestive snstpmersaand.  For
ests, the OCSP responder of the relying
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parti ci p%fﬂf‘dféﬁ%ﬁwg?'&cﬁf) ‘V‘H?Se?célftaﬁ?st he response from e.g., issuing
~parti ci pant meb%ﬁﬁxﬁ%ﬁ&feﬁbﬁgpﬂohdé%é KlghésEFMﬁﬁéﬁfust o 16vePed er T ed
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"t evokedpatticipasitsd As sueh, PemiItwewwlpﬂntsa?rfcfcrﬁbhtremhrwxmﬂwrswmnges a
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certifi qahmpamsttbe;bwm thefstamtcﬂ'csﬂmcﬁte@t)féthatpanmm lxpte@en'aisemlﬁmkeﬂt prior
to time the client OCSP responder does not possess. sufficient

evil ae nc éntladtps ém@t @ne wdatﬁ\rql mfcyparra?lpm tﬁfyﬁt@r desexibed iy eonsading dnited Atatgs
signed gftof, tmasehal"ﬁb %‘ﬁs@rﬁ%ﬂ ﬁoﬁb eg%wnm checked

certificate t t e server responder responder
r ecei veMethbd foyProvidimg dlestifiaati garRe ] atagl emd[mlndr IScl:vllws, wh1ch is hereby incorporated
by reference.
Ina preferre'd embodiment, each participant collectively implements and maintains a
" 20 ' “hardware and software configuration baseline that identifies the operating environment of the
hardware and software components of each participant. - As such, the configuration baseline
} serves as a configuration reference which facilitates the daily operation and management of
the system. The baseline facilitates the integration of configuration changes made by one or
more participants on a system-wide level. In addition, the baseline facilitates system-wide
25 service recovery in the event of hardware or software failures of one or more certification
authorities.
In a preferred embodiment, a master copy of the configuration baseline for the
present system is maintained by root entity 110. Typically, the master copy is kept by an
- officer of root entity 110, such as the Vice President of Operations.

30 In a preferred embodiment, root entity 110 keeps a true and accurate record of root

entity 110's hardware and software configuration. At least three copies of the root
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certificate, produced at atime t, then the client OCSP responder fésw
that that certificate and every other certificate in its certificlate a?ﬂ
was in good standing at tine t. As such, the 20 client OCSP responder has

- suffici ent“gyj,pﬁme to transfer liability for docunents theti/bsmée4dedeen
digitally signed prior totime t to the server OCSP responder. |f the

client OCSP, responder_receiyes an . unknown' re I ng: I cul ar
certifi caerifisaiipnauthprty’s 'F%g'{r?u ql"ﬁgcc‘frfa%m%%uér e pgﬁtj%gngégzﬁies t hat
that cerjf] 66 1 (1) Sah&sdnte pHySicAlabéatioh f tiR: robideRtifidatibinat
certificgt‘éefoﬁg(ﬁlﬁo@eﬁrll%\?n&t{% (b)e I n goo Hs??andi ng. 25 As such, the client
OCSP r espathdtity tiaeby alidwing sperstional thangestiatbeacs they Qccup; £2)aat 21SPQRBE | ty

for d hat, h been digitally si - ; !
Cor r oo orarign puoK e RWBERda-RtEp R Herpe RS Altny i lndidiueleg
Secuyi ty @S&iﬁ%ﬁ-g@g@% Lo it 165 RToh SALEBBOGHIBE NL0's Inkip SXESRChies poomizr 204

stores itsS priv eys In a 30 hardware security nodul e that neets
requi r emgnhér oagieabfihwmme andsofomtre cynfigumtiongnaybeprayifedtodgvelone 1/ 18721

PCT/ USi i O 24G53 In a pref etgrgd errbodtrrept .eilg@ OCSP responder 204 uses

separ at e cREificationauthorifies at the dispretiaR OLEPL e 10- ¢\ ont “secure socket

| ayers, and C?FP%?&R%@O%&HQ&@%% &Rl SR Daft it MRitiainea frile tXERcuatponder
abi y e on

204 has the [0 oper at I nstitution-hardened platform
conf i gur aédoed6f thé\hardwatei andtsofwateanorgardtion efitsnertificgtion pytherity architsctgst o

latformthat is approyed fo e within_an instit.ution, i . a
_ Br ellr r e Faellsuel %%&"‘%&Bﬁp"@%’ B?B?ﬁfré?mfﬁ’fnr%m"ﬂ&r#%]ln%s% %3'{1’ al : eg lP?)azgls)ﬁof al
)N signeg.re :gmémel e IBORAGT in B! foRowiBp thredfocationst (19 astheaate physical

an

adm ni stratrv configuration actions. In a preferred enl‘gagdi ment, each
OCSP r es pevatien of the levebae ttifinatjom antherityitherehyoallowing opsratipngl changes e beo ket

| ayers client authenticatj,o t o_aut hent i ‘
adni ni st Feperded ap they ogeyn; @Agpa Feﬁuﬁealﬁ?ae g .roﬁngsg:fegthnggg*st#%ﬁﬁ)’c LﬂéancﬁlbtiCIJtE:lSeIE‘“ﬂroe%eponder
204 nmeet g EinRk BN RuRRERY bitin a'cOfitibl tntatnesnd (3) athndfibite losatorewith the 110. 1 n

addition, ‘the institution that nmaintains the P_responder specify
addls i ondveDaRRertifinationiaytherity ' backup apdegchiyesreror B}%ﬁ’é‘ﬂ%a’*%ﬂg%e&? nt,

each OCSP responde 4 jS. f GbP ¥RV Rirbalngna . depl oyabl e
inar epPP‘a]&{pg‘B %%?%%i #o?&%??f:%%%@ﬁscﬁ% Res porIm!er .rpr ef ePZbI y responds
to all request§apridrRdenibodimanslesetongarticipants also maintain a true and accurate

record of the hardware and software configuration of their certification authority architecture.

Each level two participant prepares, retains, and maintains at least three copies of its
20 configuration document in the follo%ning three locations: (1) at the same physical location as
the level two certification authority thereby allowing operational changes to be recorded as
they occur; (2) at a secure location outside the physical location of the level two certification
authority but in a controlled container; and (3) atan off-site location with the level two -
certification authority’s back up and archive records. In addition, each level two participant
25 preferably provides a copy of its configuration baseline to its sponsoring level one
certification authority.
Forms may be provided to facilitate documentation of hardware and software
configurations. In a preferred embodiment, the hardware and software configurations of root
entity 110's and each participant’s certification authority directory, OCSP responder, and

30 Internet firewall are also documented.



OCSP responders are not typically required to perform checks on ut1i bi W\R 20(
certificates. They may, however, be configured to allow a requesto

unaut henticated access to the status 20 of a utility certificate. In a
preferred gupedisrant, an OCSP responder may be required toPEwUS/24663N
authenticated interface to an institution's repository. |nplenentation

details of thiis preferred dj . , . s Ly that

mai nt ai ns t he IW%‘E%‘{)%‘H%G?&Q%}%? %Euet?{eim g% ]Jg %%ﬁ%ér%\gzr)#%lg cﬁ?} OCsP
Responder. s AaRhiGEaibeinehdiid sysitiPiidiclegel ! This 2éspenyiiting is ayjsitdllyateidgated
functionall tgq}él n particular, each OCSP responder preferably conprises an
addi t i onab an officef atmwot entipn k0, isnehrsithe Vine Pacaidentof @parationsp Fafh cegtilicate

participant's_ customner-service equi re | i”%q, P

r esponde rRUBOEEPTE %8%?‘?‘?&teé’h“gﬁsqqeﬁp%’%%%%gﬁ%%& st r?gig@ i nterface
for exporld Bﬂsfiﬁiﬁ} o naielaifitRth deQitbte réRed oSt AcqivhdGathofey s Alrvaroamt | se
an i nterfra(?e for "export of information for billing applications. Billing
dat a may sbftwad@oafigamtied i n any format including |ogs but preferably

enabl es the requestor jo determpe.t. e_an L uest. -62
TS VAR 2001 VA G SETE ?Hg °F‘ﬁ£‘iara%u”gtf%‘?‘%“§g‘&§g h erptficae

partici p%ﬁﬁﬁﬁéﬂ% 10Rde S P Rsibhilg the eonfighalion badlihe ofach sibotdinne

partici pants ecguse they are issued digital certificates directly by root

entity 1tedificstoooaudhordyy, the certificate chain of each participant begins

at root entity 110.. Each J evel . one JDart. ci i . is 110
0o Wri oM hefa d nerraif uteiifient, SOShefkioh ERARE phSt dIf SfOE cARMihY 110
a furthegsptaf @)hee inGhahge hiie belrefifel teydikaarefinabeystense addi ti onal

participants, called Tevel -two participants. Each. |evel-t participant is
pr ef er abrsquiremenrtd (2) a epn§gurationehange must ke oommended |bY&‘Fe°=‘;5%$€%“8Ppant Wit h

which it j i ated. L evel - | Gi : &
cor 111 caPRoRRT TR Re sl O A P pirkdth oA L PO IR plb SRR e
syst _e(rjn stg pfbﬁ@ﬁ#ﬂ:éﬂms@tsm?is?@VRefka&lhm ﬁflr(ejiqnaicm'sdﬁ ?x_ampquf{tbefmoabl y )

r e e ni es ornt o rus r vel | ar cl.pants. .AS. SyYcn, -
eVt vioni A SsaiqF SRapRest @PeRAbIecll e PR O shercgrtrelibs SpBRAQT I e
| evel ong RAELIGIPRRE or LG Blvo LABFRRAId AutHRRIR; 34 Bbtce BF SéhfigatafionRhanRi

sponsoring l'evel ‘one participants to obtai'n tthe status of certificates of
ot her pantischepginersto avymffetted panies(bpalcondiguralisn chaniga anusttake intp aegesinbind | evel

two participants js further descri.bed i,n copendi ng,Unije f Al s ent
appl i cat Fdevagegqniigurgtion § sn ,‘erg}yﬁ@g?wg&ﬂf St%b%&é 6 tb|°§ Syst em
and  Met hod, Qrcoﬁﬁgﬁhféﬁm&aﬁ‘gé fnuft HeabiBedin) RURG b thealabest the thnge and Why ch

i s hereby 1hcorporate . ) . .
20 period of each previous configuration. Each certificate authority typically archives

S

configuration changes with other archived materials such as backup tapes.

In a preferred embodiment, the configuration baseline is implemented in conjunction
with the root entity’s system security policy and is an audited component of each certification
authority.

25 While the invention has been described in conjunction with specific embodiments, it
is evident that numerous alternatives, modifications, and variations will be apparent to those

skilled in the art in light of the foregoing description.
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by reference. In a preferred enbodi ment, each participant collecki ﬁeMAR 2004
.inmplenents and nmaintains a 20 " hardware and softwarie configuratio
baseline that identifies the operating environnment-of the hardware and

sof tware conmponents of each participant. As such; the configuration
baseline serves as a configuration reference which facilitates the daily
operati oa.laq]q‘g. managenent of the system The baseline facilitates the

i ntegratT™om of configuration changes made by one or nore participants on a
system wi de | gtehsaction padessingrsystetheobpoeingne facilitates systemw de 25
service recovery jn the event of hardware or software failures of one or
nore certifi chloB8®S cqmP ties. In a preferred enbodi nent, a naster copy
of the confi -at | ine for the present systemis maintained by root
entity 110. %%?zdﬁg%?ﬁﬂet’ master copy is kept by an officer of root
entity 110, sdsipniagcthpordnte President of Operations. 30 In a preferred

enbodi nent, root entity 110 keeps. a true.and accurate reco t . a
entity 110' s #Magieneolamyagyy §\%Y‘§e’ W%ﬁ#eaﬁt%ﬁgﬁ%g( SFrevg%f B{jlaﬁp;eyerﬁéggpi es of
the root -63 9 MAR-Z0Licd0il/ 18721 | C " 1US00/ 24663 certification _ :
authority's ntrguration baseline are preferably retained by root entity
110 at the foidneudtiog prévessing momitardoscongbiningtopersionsedthe Kompengnts Bikat on” of
the root certification authorit therebﬁ al | owi ng operational chariges to

be recorded d€3st ARSSEHAET IO Qup)Or oS ARGAGHIS, | 505t on out si de the physi cal
location of t HahidcGds HRin24h§fopt Nied oF atorhicity; otvsintrcggisblation
cont ai ner; ar% g?%falal?&g#ag%dfgﬁsgﬁ?ggat i g{?pvm' th root eﬁ’?i ty 110's backup and
archi ve recoradd duraBilitgr copies of this hardware and software configuration
may be provided to |l evel one certification authorities at the discretion
of root entity 110. In a preferred enbodi nent, each | evel one participant
mai ntai ns a ty ye,aleM6d Wrabfductifg eérdfiodte slatisivhecksaiver aneestoimiowmeteyork
configuration of its certification authority architecture. ai? Elgch | evel
one par tcomippising apleastona plegtronie petverk, at leagtions subssHbMg HERMGE 22Ut three

copies of, jts confi at.i on. | he. | foabtlcSpinh Ginll R REst

| ocat i oﬁ@?“@f}lgtg?"e{’%gfeggr?ée ﬁ)%@%g%%ﬁq} %qugggglﬁ?)% O?JIP rélgglglpevel one °
certifi Gakirdyl, st Mebl ¥oinpesindiheatdpewiing oper ati onal changes to be
recorded as they occur; (2) at a secure |ocation outside the physical

| ocation of the level one certification authority but.in a controlled
container, and (3 e 19Nl duBsdriMngl Sust @) s Gubscribin
certificatio E%aut %lsosr{nlg%'%s a%t%%égﬁ?géragﬂ? ve rgcord”s. SI n addition, eagh
| evel one parti cicp@sinepseidigditytofrecigmiddo thecwmart cird;iand thosmargeardt i on
baseline to root entity 11Q. In a preferred enbodi ment, | evel o s
participants al soZRRETAHTE W‘@’W"ﬁé“‘gmﬂ'&l%’d ¢ pignatire along with 52 sublibing

customer’s certificate and the issuing participant's certificate;

()  sending the signed data, the subscribing customer’s certificate, and the issuing
participant’s certificate to said at Jeast one relying customer; said at least one
relﬁng customer verifying the signature on the signed data and creatipg an
online certificate status protocol (OCSP) request containing the subscribing
customer’s certificate and the issuing participant’s certificate; and the OCSP
request containing the subscribing customer’s certificate and the issuing
participant’s certificate being sent to a hardware security module for signature;
and the hardware secﬁrity module returning a signature and the relying

customer’s certificate;
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. record of the hardware and software configuration.of their certification
Cauthority architecture. Each level two participant ‘prepares, ret&ihsMARNE0
mai ntains at |east three copies of its 20 configuration docunment in the
following three locations: (1) at the same physical |location as the |evel
two certification authority thereby allow ng operational changes to be
recorded as . (fley QAEHE ihd GLSRkequoSeoniiptaLIT DU IdeMES apfyhs cal
| ocation of t level Two certification authority but in.a controlled
contai ner: and (3)isaingaredipanistcertifisates tohe FplyMEHIEIGRRL P W0
certification authorify's back u n i até-Teindddi ti on, each
| evel two partici pcé’ﬂf‘}‘ orpf’@flglyvé@]ltse%}}g@gg@s{&g&gggfggg its configuration
baseline to its sponsoring |level one certification authority. Forns may be
provided to facilitate docunentation of hardware and softwar.e
configurations. | nhargyisg pmbﬂlaeﬁmmsﬁ@m,copﬂnﬁ%%w&f@gﬁr?BSth’fe{,&/?g?%ase
configurations of root entjty, 110's, an LGy A5 Gefdmhdrl cati on
authority di rectort9,maé.‘ﬁ§ ertb%%}éﬁfg}‘l?“gﬁgmggg%rfgé%’ggﬂl@?le%va | are al so
docunented. 1 9 MARr2Q6roMELSHY the fethedtCAid 1S00/ 24663 In a preferred
enbodi ment, root entity 110 has primary responsibility for configuration
managenent on a systemw de level. This responsibility is typically
del egated to an officer, of root entity .. 4 LheraW ©mskEtim dhent  of
Operations. Each 6@?’(?%91’%8?@“1’3@[%%?1}5 g,t%%l?“gf)ﬁd#’g%?f}ég%%“ ses a techni cal
operations staff ﬁ’ﬁio%a%?m%&ﬂioﬁﬂ@g aid soring Gllirpsdatmisi abillinglog;dndihg nt ai ni ng
~..an accurate record of the certification authori'E‘R/'_.fyghatrdw@&ﬁl AMstosfAvar
Jconfiguration. |n relypregfacticipantisiitsaeaction coordinatar yerifing hg ¢y Ig “F TS |
basel i ne of each certjficat.e I i: U ¥ceR Hicate, whidthe
configuration baset&H GS?hEasgﬁ}i&s%g‘?égm%?%meggrti ication authority. 10 In
a preferred enbodiyRyent Witk e deptideaeiqunt, ahdnge nust conply with the
followwng criteria: (1) a configuration change nust be required to address
a defined system requirenent; (2) a configuration change nust be
recommended by the, cert.iflcatian. - i 10 e 8@ pablio Rey, dbidf of, wi(iE) aze
configuration chaﬁa%r?l%n%hé&tg{ (%?ta%?ééltrl]g %%?grrmp?ust bza approved by an
of f .icer, such as gdied M itchdPdwsiedentritpmodple; and ons in the case of the root
15 entity, and a senior nmanager accountable for the integrity of the
certification authority, in the case of a |evel one or level tw
certification aut r}ﬁ%i—%ﬁhg%}%ﬁc 6 abictf ooBlin@bi geneehiaggaOCIRISqEY gi ven
to any affected pafrties,; configuration change wst%gﬁ%. [ n%to account
rel evant confi gur ajoneimiagdrgelying dustonerisepdiicateh§igaedh A 10&dt “°% andar ds
setting bodies; d (6) a Iguration change nust be recorded by setting
out the date of tH‘é"%’ﬁ%ﬁFé&r&g?gwfﬂ?@der’ ad :

) the OCSP responder verifying the relying customer's signature on the request,
checking its local repository, and sending a response back to the relying

participant’s transaction coordinator; and
the relying participant’s OCSP responder generating a request for the
subscribing customer’s certificate, signing it and sending it to the issuing

participant along with the relying participant’s certificate;

(d) receiving said request for the subscribing customers certificate by the issuing

participant's transaction coordinator; and
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20 period of each previous configuration. Each certificate authority
"typically archives configuration changes with othei archived nate'[igalwgrR 201
" such as backup tapes. In a preferred enbodinent, the configuration baseline

is inplenmented in conjunction wth the root entity's systemsecurity

policy and is an audited conponent of each certification authority. 25

While the inventi 0as; i ' cliéh EsvRdidator chatkirgtits coptenief i ¢

enbodi nents, it ?tgeg%?%lgﬁ)'?ﬁ{c at p?lhr?rgr;ous al ternatives, nodifications, and

variations w || beiaqtpes enhakesurdaseistiig subssaibing qustomgr SR HESAY IS ¢ he

foregoi ng description. 1 9 MAR 2Q04 d ai e, % A transaction processing
syst em conpri si ng:TeaussbByPHP eEHYBALIRTEISEEPY | i ng conponent:  a si gni ng
conponent; at |east one of. a warranty service, a certificate status check
service, or a paynent guarantee service;, and a transaction processing

moni tor for conbi Rheissoipepatticinat’ sfransactierorgesdingtos stapag e ray dLesacypa

serviee into one or. npre;transactipng; the one or nobre transactions having

the properties of datdimfeits gV E@ﬁ%‘?t?@ﬂ%ﬁn isolation and durability. 2. A

secure nmethod for conducting certificate status checks over an el ectronic

network conprising at |east one electronic network, at | eaz‘tﬁ otzée

subscri bi ng cust ongé issaing pearipaotietransadtionregotiisatengeringhillng dafa hthe ssui ng

participant, at |east one reh%{li q participant, and at |east one root, said

met hod conpri si ng reeestingicbilling %%)an?b) issuing a smart card to said at

| east one subscribing custoner; said-subscribing custonmer sending data to
~ be signed to the smart card; and the smart card generati .Si gnature and
\Erhet urni ng the signhe imm'ngIpan@ipmt’htmﬁéc@rb@w@B?tﬁgve@rﬂ’é’tgdﬂ‘gﬁ)gn%erti ficate

nd the issuing participant's certificate;, | i aat@the he
subscri bi ng custorPé‘Fﬁl‘épg'%rSttTan’afﬁf’%f’o ﬁﬁlatoﬁé"ss?@ghggghlﬁgealr%?‘?ég%nt % )
certificate to sairglﬁ%}gm%mggqrﬁgjcﬁbﬁgo@uﬁiaumsrcer&ﬁadatb, athighds sentoyith
relying custoner veritying the signature on_the signed data.and @%{.{lg an

online certificat ehstagues, prdsherwsit pdEIFy, VEifEE #10 p AR IsHyng %aerﬁ{:

subscri bi ng transaction coordinator’s hardware security module; and

the issuing partiéipant’s transaction coordinator generz_iting a signed OCSP
request for the relying participant’s certificate and sending it to the root’s

transaction coordinator;

»

()  receiving said request for the relying participant’s certificate by the root’s
) transaction coordinator, said root’s transaction coordinator storing the raw

transaction data in its raw transaction log and storing billing data in its billing

log; and

+he root’s transaction coordinator verifying the signature on the request and

sending the request to its OCSP responder; and

the root’s OCSP responder checking its Jocal repository and sending a

response back to root’s transaction coordinator; and
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.custoner's certificate and the issuing participant's certificate; caﬁjdmé#ezn%
OCSP.  request containing the subscribing custonmer's”certificate aA t g
issuing participant's certificate being sent to a hardware security nodul e
for signature; and the hardware security nodule returning a signature and
the relying custoner's certificate; -66 1 9 MAR 200 (c) sending the OCSP
request containi ”@sw&’éﬁé}ﬁ&&i&ic@&mr@m&@a sigrled fesporiss suisaigissuing
participant's certifrcates to the relying participant's transaction
coordi nator, al ongartitiphnitsteansadtipnegordingtainer' s certificate; and the relying
participant's transaction coordi nator checking a custoner database to nake
sure that the request was signed by an existing relying custoner before

processing the reguast, tﬁ@?&gé&i’se 1§ kel {8himAsiGpRantransictian saatlinater, the
coor di nat or oring raw transact i on data into a raw transaction |og and

storing billing dg&dng parcicipaht’s mapshasipn caprdinatas starme\the EpspRRSEIE fPant s
transacti on coordinator verifying the relying ¢ omer's signature on the
service request u%‘ifﬁg"tt%’elogé‘?gﬂ"i‘?%eﬁ‘ﬂﬁi‘tmmsog%sé%ﬁfi cate, which was sent
with the service request, and the relying participant's certificate and the

root public key, both of which are stored in its hardware rity nodul e;
and the relying ptaa-ﬁgsnmqmticﬁpm’ammtimncwybn%rphﬁﬁrmat’@sr?@szreﬁbe%{%“ocsp
request containing the relying custongr'.s gcertdfi. [Welay ifcateand
sending it to a @@nﬂ%%ﬂqea%éé%ﬁw%‘s%gﬁ&&?% 3ﬁ%${chg&g%§sﬁt%?%ggg%ler veri
fying the relyi ”%i%ﬁ%ﬂn@ﬁd SningAbURisaling paticipantasOCSP etrpordanglangs | ocal

__repository, and sendi g’ a response back to the relying participant's

““transaction coor divitaitsownamedifidate; ped yi ng partici pant's OCSP responder
generating a request for the subscribing customer's certificate, signing
it and sending it to the issuing participant along with the relying
participant's cergitisaRloPari@Dant’s CUSH REpodiverirng tite signaturhentebscri bi ng
custoners certificate by the issuing particgi p%nt' s .t rﬁlnsact id?& onse to
coordi nator: and refiest, genaatn2@1espense, signing it, and returning the sighed 1e5p

said issuing participant’s transaction coordinator; and

the issuing participant’s transaction coordinator verifying the OCSP
responder’s signature, resigning the response, and returning it to the relying

participant’s transaction coordinator along with its own certificate;

(g)  receiving a response by the relying participant’s transaction coordinator, the

) relying participant’s transaction coordinator storing the raw response data in

its raw transaction log for non-repudiation purposes; and

the relying participant’s transaction coordinator verifying the signature on the
response using the issuing participant transaction coordinator’s certificate and

the root public key, which is stored in its hardware security module; and

the relying participant’s transaction coordinator generating an OCSP request

for the issuing participant’s certificate and sending it to the root’s transaction

coordinator;
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dat gbase to make sure an existing subscribing custoner signed the
request before processing the request; and the issuing participant's
transaction coordi nator storing the raw transaction data into its raw
transaction log; and the issuing participant's transaction coordinator
storing bill 'gﬁg dad.givima feifest BEMeSH sl trambdctiod cbdriingtor.dle reftc FHEATHLI ng
participant'S“transaction coordinator verjfyin th? relg&p% %ﬁy&$§4@ant's
transaction coor dtomdinatos storigg fegpw f@ﬂ#‘efttﬁ]étar‘%‘gé%‘f BYSAGETR G R e T Telyi ng
participant's transact.i on cook.di or.s, gertificate, which is sent with
the request, and ?WgnﬁﬁﬁgaﬁdﬁﬁfhH@%&?aﬁﬂﬁch is stored in the issuing
participant's transaction coordinator's hardware security nodul e; and the
i ssuing participant's transaction coordinator generatin Si 2 SP
request for the reybotds transadtionsaerdingtes vemfym Fé‘gﬁ‘% res%h%?ﬁ%%?gto t he
root's transaction coordinator; receiving said request for the relying
participant's certificate by the root's transaction coordinator, said ~
root's transacti of,.GooFdiriRh@onTboidimerishalingihe requastsadtsQESRIESROMIEi-t s raw
transaction | og ang storing billing data in its billing 1og; and the
root's transacti ommdoordi nator verifying the signature on the request and
sending the request to its OCSP responder; and the root's OCSP responder
checking its local repository and sending a response back to root's
transaction coor djjagb&ts OBRY resp8nder ShddRiRg Bzt Jeppsijory Bed pBKNGa t r ansact i on

__coordinator sending a signed response to said |.ssuin participant's

" Mransaction coord'rasmnspbad’e@éhﬁlﬂ‘?ﬁsifﬁ’ésaﬁé@‘p‘i?ﬁgbn%@r’?ﬁ% i Ssui ng
participant's transaction coordinator, the issuing participant's
transaction coordi nator storing the response its raw transaction |log for
non-repudi ati on pifeResEStraRbeticheoidimtirsgnding the c¢spande tg the ®haRgt i on
coordi nator generating an OCSP request fromthe request it received
cont ai ni ng the supaBeiPBRYHIrAFAHEREPOLIAE: | f i cat e,

_the |issuing participant's transaction coordi nator checking its cqsgo 208%
e ce

() receiving the response by the relying participant’s transaction coordinator, the
relying participant’s transaction coordinator storing the response in its raw

transaction log for non-repudiation purposes; and

the relying participant’s transaction coordinator generating a signed OCSP

request for the issuing participant’s certificate and sending it to the root’s

} : transaction coordinator;

G) receiving the request by the root’s transaction coor@inator, the root’s

" transaction coordinator storing the raw request data in its raw transaction log; |

and

the root’s transaction coordinator storing the relevant billing data in its billing

log; and
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.signi.ng it, and sending it to the issuing participant's OCSP responder
.along wthits own certificate; and the issuing participant's PMAR 2004
responder verifying the signature on the request, generating a ré&sponse,

signing it, and returning the signed response to said issuing
participant's transaction coordinator; and the issuing participant's
transaction coor di fiatest’stednsidtion @obrdena€CSErifyiresthe sibantuse e Hieaegrest and
resigning the response, and returning it to the relying participant's
transaction coor di seading tMMgeWQﬁSOE§Pc§%ﬁ°E®FWﬁ cate; receiving a
response by the relying participant's transaction coordinator, the relying
participant's transaction coordinator storing the raw response data in its
raw transaction | ofe k&t sTOOSP eRyshdt chdtkingigdses repasitorylaed sedmgg
participant's transaction coordi nator verifying the signature on the
response using t heresmmisé bapkparthe wppaenseptinerdipHoB 38 di nat or ' s
certificate and the root public key, which is stored in its hardware
security nmodule; and the relying participant's transaction coordi nator
generating an OCSRyk gst#@ttansdclion bhérdinafor set@limed signedmaporse tetheirtlyos e and
sending it to the root's transaction coordinator; -69 1 9 MAR 2004 (h) (i)
(j) receiving a remuésparitls transactigncoerdingi@fisact i on coordi nator, the root's
transaction coordinator storing the raw request data in its raw .
transaction log and storing the billing data inits billing log; and the
root's tr ans_a@(?i Or}egé?ﬁhgi&mgﬁonwb& ftigirelging partiigings trapsastion beordogtasssaithe
_root's transaction coordinator_sending the request. to its OCSP responder;.
““Yand the root's OCSPlyingqasicipant SHEBRACHEN FRAmaos Floring &g FEeRSE MY S B ng a

¥ esponse back to ttFeilf%c loég%fo%ggﬁ_? d%ﬁoﬁﬁ%@%&aﬁ , and the root's

transacti on coordi respo to'the relying participant's
transaction coordi nator; receiving the response by the relying

participant's transaction coordinator, the relyin ar.ti ci :
transacti on coor ditheredying participgni hzansadipgfear “?#?rt @ﬂ?’é\?&“‘o’ &h RESP fesponse
| from the responses received from the issuing participant’s transaction
coordinator, signing it, and sending it to relying customer along with the

relying participant’s certificate;

)] " receiving the response by the relying customer; the relying customer verifying

the response using the root’s public key certificate stored in its hardware

. security module; and

the relying customer sending a request for the relying participant’s certificate

in order to determine if the certificate has been revqked;

(m) receiving the request by the relying participant’s transaction coordinator, the
relying participant’s transaction coordinator verifying the signature on the
request and sending a request to its local OCSP responder to ensure that the

relying customer’s certificate has not been revoked; and
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‘transaction | og for non-repudi ation purposes; and the relying barti cipant's
. transacti-on coordinator -generating a signed OCSP request for the 4 S$AR 790k

participant's certificate and sending it to the root's transaction

coordi nator; receiving the request by the root's transaction coordi nator,
the root's transaction coordinator storing the raw request data.,in its raw
transaction | og; aherdyieg paticipents lenelRESB responsier poding 2 E"PBﬁ‘WsﬁbaTI‘h@ the
relevant billing data in its billing,. |og: .and - MAR 20Qk" (1) (m) the
root's transacti oﬁe]é’H{ngfftr‘Fé?@?s@ré‘flfagy?ﬂﬁg?rﬂl@agoir’gangture on the request and
sending the request to its OCSP responder; and the root's OCSP responder
checking its local repository and sending a response back to the root's
transaction coor dithatelying participhat’s toansactioanreaprsiratorendins rAEHEER? Yendi ng a

signed response to the relying participant's,tra i ; i nat or;
recei ving the respeldig A3t ??é‘gﬁ Q%)‘?r‘iﬁl‘i@teﬁgﬁ'tciI8?tp%tﬁ?n%§8foﬁlacg)§ racg%lﬁgﬁ '
coordinator, said relying participant's transaction coordi nator storing
the response in its raw transaction |log for non-repudiation purposes; and

the relying payti ekqeiving thetrequestdnt the roattsdrasastion cogrdaia: thagods ocsp
response fromthe responses received.fromithe issuj ti Gi .
transacti on coor di2RSACHPD C%‘?IGW?WQVF‘?&% eglgﬂgﬁuﬁgo %Q?%q%r%getldf}?ﬁg%g{lj% oner
along with the rel ROoPAGESH REPInRr ECddtérhiifethe statiadithe relyindie response
by the relying custoner; the relying custoner ven the response using the
root's public key pagicipaht’satrtifisateirasd in its hardware security nodul e; and
the relying custoner sending a request for the relying participant's
certificate in order to determine if the certificate has been revoked;

recei ving the requesioPy trhit@ctid dbordinidF forivhidand the réspamsactdivn fe@oitd nat or,
the relying participant's transaction coordinator verifying the signature
S

on the request ahatabORSPrgsnenderdodhs relng paticipan]s tranggst %o ensure
t hat the
(o) receivihg the response by the relying participant’s transaction coordinator and
the relying participant’s transaction coordinator forwarding the response to the
relying customer;
(r) receiving the response by the relying customer, the relying customer providing
acknowledgment to the subscribing customer.
3. A system for providing one or more services via a network, comprising:

a root entity, the root entity operating a root entity certiﬁcaf[ion authority, the root
' entity maintaining a root entity configuration baseline for the root entity
certification authority, the root entity configuration baseline comprising the

operating environment of the root entity certification authority;
at least one level-one participant, the level-one participant operating 2 level-one

certification authority, the level-one participant maintaining a configuration baseline

for the level-one certification authority, the configuration baseline for the level-one
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.relyi.ng custonmer's certificate has not been revoked;, and MAR 2004 (n) the
relying participant's | ocal OCSP responder sending & response baleg M?\Rt LY
relying participant's transaction coordinator; and the relying
participant's transaction coordi nator sending a request on the relying
participant's certificate to the root's transaction coordi nator; receiving
the request DbyefifiRaticiodtBority @omprising thecperaing@hoifonhdnt of thetlewl-otie ansact i on
coordi nator verifying the signature on the request and checking wth its

| ocal OCSP re$ atfon ALY ni ne the status of the rel ying participant's
certificate; and the root's transaction coordi nator forwardi ng the response
received fromits |ocal OCSP responder to the relying participant's
transaction cepoeshtdaé Rivel-fw) pArecipant] the 16REtwe patitipentopetdiag ndtvdlngo
participant's transaction coordinator and the relying participant's
transaction coutificatinautiosithahielictel-tiocarieeipish swintaingea condigyiahgn Serslisger ;
(p) receiving,t esnans . 1N a : | st qmer
brovi ding. ackian KA eliaf shBtty e h @ Rion bB IS0 HEoRITBTE
provi di.ng onec&fifigaion agtHovitEesmprisingithd obvatikg edfphieat oilthe fevebbio entity,

the root entity operating a root entity certification authority, the root
entity mai nt atentifieptignagdioni®htity configurati on baseline for the root entity
certification authority, the root entity configuration baseline conprising
the operating environnent of the root entity certification authority; at

| east ong |e\f131|1e:?@%np@ﬂdl&iﬁi Pavtiereih i dodfigliratioe bpatihé 6f @ehtentityts ati ng a
_level-one certification authority, the |evel-one participant maintaining a
- confi gurmﬁfr@tlﬁasﬂhpﬁﬁf13F‘E9Pr4q4é’lllaeﬁ?ﬁp= one certification authority, the
¢tonfiguration baseline for the level-one. -72 1 9 VAR 200k, certification
authority conprising the operating environment of the |evel-one

certifi cati ormisudykem dficlaint 3, lveeesdin anepy ef/eich entity[saohfigination basehee isevel - t wo
participant operatjng a level-two certification authority, the |evel-two
par ti ci FantaredyLhafaeheai®onf i gurati on baseline- for the |evel -two
certification authority, the configuration baseline for the |evel-two

6. The system of claim 3, further comprising a configuration manager, the configuration
manager being an officer of the root entity, the configuration manager further having primary

responsibility for configuration management within the system.

7. The system of claim 3, wherein each certification authority comprises a technical
operations staff, the technical operations staff having primary responsibility for maintaining

R record of an entity certification authority’s configuration.

8. The system of claim 3, wherein the configuration baseline i_'o_r each entity’s

certification authority is maintained at the same physical location of the _entitjr’s certification

authority.

9. The system of ¢claim 3, wherein the configuration baseline for each entity’s
certification authority is maintained at a secure location outside the physical location of the

entity’s certification authority.

-73-



.certification authority conprising the operating environnent of tpg 2004
.level-two certification authority. 4. The system of claim 3, wher é&i NﬁRhe
configuration baseline of each entity's certification authority is
recorded on a form 5. The systemof claim3, wherein a copy of each
entity's configuration baseline is naintained by the root entity. The
system gf Cl §hdkgterh bf $16K 3 OOREREINThE Gorifi g eitibh asehing for eaetneéy’s t he
configuration nenager being an officer of the root entity, the
conf i gueeatificatiomantweity fsumaintainc avameffite laeatipn. r esponsibility for
configuration managenent within the system 7. The system of claim 3,
wherein each certification authority conprises a technical operations
staff, jhe tA0NIEA oPABRPS! ISR Abigdh®y IH8gopf uTRtion baselerafiabichlitys f or
mai ntai ni'ng "record of an entity certification authority's configuration.
The sysgetfiaitionlaaitorid; amkmﬂeimagdiéssmﬁmgldﬁﬁilfe@??nbaseI ine for each entity's
certification authority is maintained at the sane physical |ocation of the
entity's certification authority. The systemof claim3, wherein the
confi guyAti O?héos?}ét%kﬁ BECILIR] 3,8 e Rhiakfcisd ng isfiotified offa ehshetd thy i s
mai nt ai néd at a’secure |ocation outside the physical l|ocation of the
ent i t y' onfigtiatibh bagelion obiart ¢ndity’s gertificationutimoyy.10. The system of cl ai m 3,
wherein the configuration baseline for each entity's. certification
authority is maintained at an offsite location. 11. The system of claim 3,
wher ei € hanﬁ%@ﬂ Sl &R, iveekélh iaQRakR36 g wnlfmatioebaselipe ef arcentity’si cat i on
_authority are de to address a systemrequirenent, 12. The 8 stemof claim
\3, whereitifiationfhthotitydakssinty aceouns configation charge-AREia AR P onf i gur ati on
basel i ne of an n(ﬁ.i ty's certification authority. 13. The system of claim 3,
wher ei rgoaﬂa%ﬁi%& 8%t he configuration baseline of an entity's
certification authority takes into account configuration change criteria
i nposed by governnent bodies. 14. The system of cl.aim 3,. wherein. a_change
to the ldonf i Thersystesyofisdaim 3, neheesin g ghapgetp fheconpigyrafion ?%?FP%W@%%‘P?& t akes
into account ..conf.i [Qn. i 1.8 ARG isinaBsPb WstasRidd-ng
bodi es.ce'fg%aﬂogﬁqlgﬁr{y?%egg?t%@? | néggﬂ%ggﬁtﬁiccat e%é%tlusp%chec}g service via
a net V\Q@{ﬁng%a{eg_si ng a plurality of entities including at |east one root
entity, at | east one issuing participant, and at

15. A system for providing a certificate status check service via a network comprising a
plurality of entities including at least one root entity, at least one issuing participant, and at

least one relying participant, each entity comprising:
a transaction coordinator;

an online certificate status protocol responder, the online ce{tiﬁcate status protocol

- responder checking status of a ‘éertiﬁcate, the online certificate status protocql |
responder receiving online certificate status requests from the transaction coordinator,
the online certificate status protocol responder sending online certificate status

responses to the transaction coordinator; and

at least one hardware security module.
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~least one relying participant, each entity conprising: a transaction
coordi nator; an online certificate status protocol responder, th¢ QDFMAR@UWE,
certificate status protocol responder checking status of a certificate,
the online certificate status protocol responder receiving online
certificate status requests fromthe transaction coordinator, the online
certifigate ?ﬁﬁ&ﬁ&rprpél@ﬁ@lirﬁ&P@ﬂd&rorﬂi@dd':rn'@cma satvs pragoedl respandersendss
responses to the transaction coordinator; and at |east o.%. htarg:,j\wa{iﬁe
secur i t yrevolled resporid regaglingvrelxghed astifiqate terevekaddrsPopsh LA & INE! &n t he

online certificate status pro ol hasthekf YOREd pASIRNS €
regar di ?F@tlﬁc%%é’éﬂéﬂrtg%?téil?g&ﬁ%@?#ﬁégg%\?g’%%n@%zn%e i ndi cat i gg that the
certi fieﬁa%&llaﬂf g certificate in a certificate chain of the certificate,
has be revoked prior to a particular time. 17. The system of claim 16,

wherein the issuing . participant does not accept liability for docunents
that have been signed. after the parti.cular ti bEhoR alebViRdtRli SYr

cor r espbhdi nghe ﬁyé‘gefrhgf‘gﬂ&Lﬁeavr}Eﬁ?? Fl}el%sggnej_paﬁ‘fg_i ilﬂhgbésk’yst gmegf clarm 15,

wher e nd&cﬁ&eﬁ@hhﬁ%a@@ﬁ&énfs‘iéﬁﬂ afet it pertietlRi feehsing apoivderkes eoutespoadiggod
response regarding a checked certificate, the good response indicating that
the ceptthé tleeked cartifieatery ot her certificate in the certificate chain of

the certificate is in good standing at a particular.tinme. 19. The system
of claim 18, wherein the issuing participant accepts liability for

docu k= e é;@téﬁa beasins1 9 Rakrdd ttefonliae téitifipae batwipertotal nesporden gerds
._private key corresponding to the checked certificat.e.. 2t0'o Tt’ﬁhgystem of
\g | ai m Ibgoodhespminse tegarding 4 sheckes qertificaln, dhegord resPpRSSIBYGT meadher sends
n unknowp_response regar di . 1§ DKHaIPatE RSAGOEE
i ndi catqeﬁgﬁ%%‘f%fy %tg?rtciepﬁg:aa é??%%é%tlg%&f‘fl}a?r{;gtg in the cer ;gla ficate chain

of the Sqﬁ{dgﬁg‘_gtgq;agﬁc,ﬂ@tﬁ@é_ known to be in good standing at a particular
time. 21. The system of claim20, wherein the issuing participant does not
accept liability for ~docunents that have been signed prior to the

par t1 CUlr UIE, MSEIGE daif |4 Hiferdifihe iSRiHxGRRAAT NG SodeptsliabilionReked

certifivcate. system’o Im 15, erein the online certificate
st at US cRinesRthdt e PObetarsighed peisr toi the paticulat Emk 85188 pOTi¥atRAEYwar e security .
5 ' ' .

modul e. -7 )
corresponding to the checked certificate.

20.  The system of claim 15, wherein the online certificate status protocol responder sends
an unknown response regarding a certificate, the unknown response indicating that the

certificate, or a certificate in the certificate chain of the certificate, is not known to be in gqod
) standing at a particular time.

-

21.  The system of claim 20, wherein the issuing participant does not accept liability for
-documents that héve been signed prior to the particular time using a priyate key |

corresponding to the checked certificate.

22.  The system of claim 15, wherein the online certificate status protocol responder stores

its private keys in a hardware security module.
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1 9 MAR 200, 23. The systemof claim15, wherein the online certificate

' stat'us protocol responder meets a set of mnimum security requirén®endsR 200
est abl i shed by the root entity. 24. In a systemconprising a first

partici pant, a second participant, a first customer, and a second
custoner, the first custoner being a custonmer of the first participant, the
second Jgust syRRHTSF chifUS, ARBreinOhe biltnesRaiivdtentatis priopsuol resparcler areetd y
bei ng provided wth a digi ta[ certificate and an associated private key, a
met hod faoset wbinimdammspoarityeequirtingats establigbed by Hig:roehenie first cust omer
signing data with its private key; b) the first custoner transmtting the
signed data to the second custoner; c) the second custoner generating a

val i dat i,gn 'il?ggfsiémt:% Lifi8g b Ifik$ baktidplafi)B kecon@ Phitticipatif b dirstiustoher,smdand
custoner transmtting Fhe val idation request tor the first custoner's

- certifi gadond custotries, thefizhduspamaribeingarmustontes oSthe findl psdicinast.JhntecPBd war di ng
the validation request to t firs rticipant:..f r.ti:ci.pant

L ansm EBIABRoEEB ST EL FR 5o RERT BTy Ban L behgprt R whe dighRr
partici ' i Cob 4 fdrvangdlinkta degifidate commpisiee to the
second gg’?ﬁgﬁgwd%ﬁ%ﬁ%%?gq%%ﬁgﬁgn 54, whertgi n the second custoner
uses a hardware security nodule to sign the validation request. 26. The
met hod of _cl aim 24, vvh.er,ei[%1 acﬂh{garti i)t()ant stores data relating to the
val i dat Bbthe freifysiomef §enimg {21, %11?’?‘83&? 5> MAP 200 27. The nethod of claim
24, wherein each participant stores data relating to the validation

.request for billing. 28. The nethod of claim24, wherein each participant
\checks &) thedirstmstoder tbngeitting thesipned daa torthesagand eNstImeT: r equest was
feceived froman authorized entity before processing the request. 29. The
met hod of claim24, wherein each participant uses an online certificate
status  phekespl chfishengierding gaakdaion reqirsifat ihddirstanstorgrestrtifisate; | n a
system conprising a first participant, a second participant, a first
custoner, and a second custoner, the first custoner being a customer of
the first Jparticipant 0 : [ ler’ i cond
par 1 ci Phie regrid BB or RGN vt R i e e o
associ ajPfle Bédondlpartic@dant;a method for providing a warranty service ‘
conprising: . ' : -

e) the second participant forwarding the validation request to the first participant;

f) the first participant transmitting a response to the validation request to the second

participant; and
g) the second participant transmitting the response to the second customer.

25. The method of claim 24, wherein the second customer uses a hardware security module

to sign the validation request.

26. The method of claim 24, wherein each participant stores data relating to the validation

request for non-repudiation.
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a) the first custoner signing data with its private key; b) the first
customer transmtting the signed data and its certificate to the JeloMaR 200
custoner; the second customer generating a warranty request for the first
cust omer' s certificate; d) the second custoner transrritti ng the vvarranty

request t e sec art ant e second ICI ant f t he

harT anty 2o quEstetie Sha 44 pAgHIr s Baieipan st oige ootk PRI UE PRGN

determ n'r&ﬂue%fﬂﬁﬂn not to issue a warranty; the first participant

transmttihg the determination to the second participant; and h) the second

participant transmtting the det erm nation to t he second customer. -77 9
MAR 20f The t haod, of wher.ei n e .second custo uses .a

har dwar e%éea}? megf%ﬂf%“rl ‘t" ergtngqqctfﬂgtlg@?r;t Fﬁ}‘sraecd‘é@ﬂerﬁ @EESFH% VEBBhod of

claim 30 I I anty

r equest ¥hg¥\ﬁ%g%h?gpu3%%‘%§%ﬁéﬂc %Sﬂr?reaitqagg%?ed%g?}t’nk r,et_ljv}\,ﬂgrggflﬁich '
partici psmuesst ores data relating to the warranty request for billing. 34.

The nethod of claim 30 wherein each participant checks a custoner database

to veri that a request was received froman authorized entity before
processi 5g) T%HE&BH%?EMII§§4 drﬁbréin%x&tfﬂl& Rk AADrfink € dﬁ@ﬁ’tt‘:'stai‘us a first
participant, a second particl pant Irs cust omer, a second

cust onerprotdee! fespatiectogenerete thevalgladorciegtestrer of the f| rst participant,

t he second customer being a custonmer of the second participant, each entity
being provided wth a digital certificate and an associated private key, a

~rethod fqy \Iﬁh'syﬁém%nﬁn&%gfa'ﬂrétﬁﬁhﬁl £ AREdcH uf'?ﬁanft @ﬁx%?&f%&ﬂné‘ruﬁd)ﬁer
)generatl ng an validation request cont arning the second participant's

certifi catamd duptonters, the vt dusterserdreing 2 euatoser of ﬂtwgirsmrwtapardahﬁ serondquest

Com o o BRSPSy LR Sub b TR BRLRP

parti ci Rapificitectlnfab&riated Hivald 1@y SLmeihdd B frbeiiR@M whrkafly 8riickng t he
val i dation request containing the second participant's certificate to the

root entcomprising8 MAR 200, the root entity transmitting a response to the
val i dation request to the second participant;

a) the first customer signing data with its private key;
b) the first customer transmitting the signed data and its certificate to the second customer;
c) the second customer generating a warranty request for the first custctmer’s certificate;
) d) the second customer transmitting the warranty request to the second pat'ticipant;
e) the second participant forwarding tht: warranty request to the ﬁrst participant;
f) the first participant determining whether or not to issue a warranty;
g) the first participant transmitting the determination to the second participant; and

h) the second participant transmitting the determination to the second customer.
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~and _f) the second participant transmtti ng' the response to the sqcgn
custoner. 36. The nmethod of claim 35 wherein the seéond parti ci paﬁt ngég 2aUI!:l
online certificate status protocol responder to generate the validation

request .

31. The method of claim 30, wherein the second customer uses a hardware security module

to sign the warranty request.

32, The method of claim 30, wherein each participant stores data relating to the warranty

request for noni-repudiation. .

33. The method of claim 30, wherein each participant stores data relating to the warranty

request for billing.

34. The method of claim, 30 wherein each participant checks a customer database to verify

9 that a request was received from an authorized entity before processing the request.

35. In a system comprising a root entity, a first participant, a second participant, a first
customer, and a second customer, the first customer being a customer of the first participant,
the second customer being a customer of the second participant, each entity being provided

with a digital certificate and an associated private key, a method for validating a certificate

comprising:

a) the second customer generating an validation request containing the second participant’s

certificate;

) b) the second customer transmitting the validation request containing the second

participant’s certificate to the second participant;

c) the second participant generating a validation request for the second participant’s

certificate;

d) the second participant transmitting the validation request containing the second

participant’s certificate to the root entity;
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i MAR 200

e) the root entity transmitting a response to the validation request to the second participant;

and

f) the second participant transmitting the response to the second customer.

36. The method of claim 35 wherein the second participant uses an online certificate status

protocol responder to generate the validation request.
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