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aut hentication system a nobile termnal, and an authentication method. 2.
Description of the | at.e nventional |y, there is an authentication
system that 15 aut hgﬁpggaggéégh‘%ﬁi 2 RM%IAPEQJFAWOW%M ng a password
confi gured WTHI s"aiET £d 6t itn £HBRBEHITHN AT c B4 P theRGeF @I SKpt ot ey

aut henti cati on sis_t em agai nst a password transmtted fromthe nobile

t e m nadiT e PEEPReRPRARFO T te APPLACARLPRS 1P - R2PO1s 35484R. filed

aut hentd £ aiovempsyshem idwt; 2D eadhbent i SoHten teS bR OwidcH Ree 1 ABsLPSFaphed by
a canera that is provided for photographi ng an authentication subject at
each | Jt&fi§ioh Bh&rdeX6PREnti cation is performed. However, with the
conventional authentication systemusing a password, there is a concern
that a nobile term nal or_password may 25 be abused if a third party steals
the mobile terninal or pa%ﬁﬂ?@?c@gﬁ%lwqﬂ?g%nvent i onal

auy henti catiicQ@ s¥Stré Isverisndered to have a |l ow | evel of security. In
addition, with the conventional authentication systemwhere a canera is
provi ded at &d¥h Pr&EERtohNVAREEORAHATSSc 4Ci B8R Fthritisiatd@n system, a

mobile terminal, and an authentication method.
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2. Description of the Related Art
Conventionally, there is an authentication system that
15 authenticates a mobile terminal user by checking a password configured
with numerals or characters that are pre-registered in the
authentication system against a password transmitted from the mobile
terminal to the authentication system.

In addition, there is an authentication system that

20 authenticates using an image photographed by a camera that is provided
for photographing an authentication subject at each location where
authentication is performed.

However, with the conventional authentication system using a
password, there is a concern that a mobile terminal or password may

25 be abused if a third party steals the mobile terminal or password.
Accordingly, the conventional authentication system is considered to
have a low level of security.

In addition, with the conventional authentication system where
a camera is provided at each location where authentication is performed,

30 authentication may be performed only at the specific location where
a camera is provided.

Therefore, an authentication system that has a high level of
security, and can authenticate using an image irrespective of the
location of the authentication subject, is desired.

35
BRIEF SUMMARY OF THE INVENTION
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30 authentication may be performed only at the specific |location where a
canera is provided. Therefore, an authentication systemthat has a high

| evel of security, and can authenticate using an inmage irrespective of the
| ocation of the authentication subject, is desired. 35 BRI EF SUMVARY OF THE

| NVENTI ON ohject, of th resent invention.is to provide an

aut henti cat i o%?syégéjeenétt h&E hgrslga Pt ey VSPte8RUr fE y tandTONtde an

aut hent acthen uscatgian symge | thags pest iavaigh tllewelloodt isecurdAiyaukhantiagat i on
system acgordi ng_to an aspect. of the_prese 5 invention cqonprises a

regi st e?ufrr%%%{élcg]?to% albseln%iat%, lmﬁghlgfg?ggcgbﬁ? e°-€e§l%t%’rc lgg‘gi ster imge
of a nobile teEnrutdlentdieatianconmen eatbpdingrita ah adpdct whiie peeekves a
nmoyi ng i mage of the user transrn'i;tﬁ,&ied f.romth€ nobi l e term naln‘;0 and an
authent HEEER BhOPr ST SRF ThittIMiPEn1R80R Rt MM e (LB Ly tOREEK NG

t he novppg-#Qgisageed earigisdelny inageomfiniacamobileont&ahingl t wa@ai;Nshy t he
register image stored in the register. inage storage.unit. Such an

aut hont PRERPRFOTATE GONERE L U &t BPEPhEGEoavaraR BONRE Yiagt 6t the user
pre-regtsarsedttegi i | rhge mbbihe raddnlimatigr nhnal awerauthenaddiakiien, the
comuni cation control unjt{ recei veiligajfn%éitq?%gggge 15 of . the user

t ransni PFEASTF ORY (e troBit &l 3dhe e cbeckiranths Be¥deeng
unot autfegéittieasddiey tser chmalieciting ¢hetrdl ungtidRaastetes vodikyet-he
comruni ¢cation contro] unit agai nst the regi ster inmage stored in the

regi st el MPABGRTSTST ot i (KCUASTRT, dUAPE STRFRIGNH i cati on system can
det erni ne corgeéhlan 20tnbet hedtivn BEtERNe tiRetel s béRTiRRIGees fogdishAg t he
novi ng i mage of the user transmtted froamthe nobile termnal, Accordingly,
the aut AERFEE HNDRTEYESSHT HALATFa1 LT JRage Ry the mohiys ForminRl NegT -
prevent ThhgddDbide, tdieTehmhuhi Ot s RGngRIeEn DY reddiived Baidying image
Furthernmore, the comruni cation control unit receives a noving inage 25

t Adnsmi PEedt?® oHSaTe HHBREBLEESGI oM Athg ahike tREMADEhentTheR | She

syst em ga¥nhaHtheatisdipeodskbing miitr@g@lérrtrieﬁt@%tiw@ugértﬂiecheéﬁiﬁ@h@f t he
aut henti cati on subject. BRI.EF DESCRI PTI ON OF THE SEVERAL VI EWs OF THE

DRAW NGBozdng| ipage irecgigedcRy ditgy cormPriGatier iqRpimed uBhfidAainstodhst an

aut hent i-ggt k@A SYRLEE SESHUHI RO the gegkedi MRade ftdhRyPrgent invention;
FIG 2 is aflowdiagramillustrating a registration _processing procedure
of a registerAErhgesiétorthnhgutbenhlienbinn S¥ALeBICAHECHPERERE CRTNeRkdNt i on;

Flbg 3 khednblbodt HA9ry® LsbEstd alin)hezBedt BENIdGR] itAR moving image of
the user transmitted from the mobile terminal. Accordingly, the
authentication system has a very high level of security, and may
prevent the mobile terminal from being abused by a third party.
Furthermore, the communication control unit receives a moving image

25 transmitted from the mobile terminal. As aresult, the authentication
system may authenticate using the image irrespective of the location

of the authentication subject.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS
30 FIG. 1 is a block diagram illustrating the configuration of an
authentication system according to an embodiment of the present
invention;
FIG. 2 is a flow diagram illustrating a registration processing
procedure of a register image according to an embodiment of the present
35 invention;

FIG. 3 is a flow diagram illustrating an authentication



2 processi ng procedure according to an enbodi nent of the present
invention; and FIG 4 is a sequential diagramdescribing the authentication
processi ng according to an enbodi nrent of the present invention. 5 DETAILED
DESCRI PTI ON OF THE | NVENTI ON An enbodi nent of the present invention is
described with reference to the draw ngs. As sho in FIG 1, an

fut hent P et PEAPER D rceta Rl BB & SHline0,0h Rip; Present
comuni tateronidr); reetdvor k 200 , an aut hentication server 300 , a network 210
, and a servgg(%ll._The nobi | e tggginal 10Q communpi cates with the

aut henti cati o %ervvé® 308°8ReRHEAL SHAGTad HeFPE1PHRI i 1 tbsRkiRREAPR ON
net wor kp28ék s fen g b ddind @o &h bRBodDehE dEIHNPrekAtCRRPELEESN A

term nal side 15 processing unit 110, an input unit 120, an inmge
acauisition unit 130, a voice acquisition unit 140, a nenory unit 150, a

communi cati on contr ol peOATLED bESCRI®TZON! O Mt URvENRYEN . The term nal side
processing unjt 110 ngrises a.term nal side Gﬁgistration processingaunit

0 ( ( :
111 and a tert® nﬁﬁ“bggﬂlg bt RENtPCatR TP Frlo bR S Hg Uhi 15 19escrieedoBikR 20

t er m nafefldferi®y e thd Arawiagel.e Asaspemsonal Frandy, RhoRRItHESeEREiBRHS ) .
per sonal digital assistant (PDA), or |aptop personal conputer. The inmage
acqui si TYSHUNT t CIBRFFEeS FolPl S neyeniitadui 1% éh mahitle Icommypagataeng

myi Ng h&BgsrieRobheadalithent 68t 1ah sbRQeds0, AN twdR%e2 86 Uhaid kRBvEPI t
130 al so functions as a register inmage 25 acquisition unit that acquires a

registe?l}nage of the user for registration in the authentication server

300. The i magehaGtSid iteiminbl 160 @maminies telewieNi fitk iBIRnehH chiR§oHSEr
during authentication by the authentication _server 300. The image

acqui si EPBYETIRO0 aBEhEl X R dL L 65l the Aiabd Leneeny aakiiongne Herjek 300of t he
user aspg JiRMIrSifrridRde fhe Wit illleMefhid£0190r 8bmPRi s hhee Mgt St 85 akMage
in the authentication server 300. The image acquisition unit 130 acquires a
mbvi ng Pﬁ%‘@%s_%*n%ﬂl&tlfccl}%é_é Jéﬁbldb}l%lbflzé’ut%ﬁfnﬁsatqq'@%%_lﬁ@elmlﬂ:ém: _
exanpl ey {,5ech TRIGuASHEL S LRk UUG, 130t NS 1RV RO dIRRR 1@htShaAt i C

i mage of the user"s face. 35 During authentication, the iInmage acquisition

uni t 130°¢bRet Midd 100 adfdid d1PRARY UM MBI Afei Heigeinadf side DFocessIAL e
the mobihee 3110 (@hiPridls1R0 Ahdd1e s3HENEEY1 SAUA1ABNS BLYEEs SO At 111

connected. Then the inmage acquisition unit 130 continues to Input the
acqui r e8nd ealtanmiBatoGiAg ¢ eatied PEPAEHAING uid tadi RentTheatmobile

PreCcess8gniiht 1hb2may b,k bikaRp1EN& hERESN AL Adha b Hy s tdQ pBRYL S
personal digital assistant (PDA), or laptop personal computer.

The image acquisition unit 130 is a moving image acquisition
unit that acquires a moving image of the mobile terminal 100 user.
The image acquisition unit 130 also functions as a register image

25 acquisition unit that acquires a register image of the user for
registration in the authentication server 300.

The image acquisition unit 130 acquires the moving image of the
user during authentication by the authentication server 300. The
image acquisitionunit 130 also acquires a static image or moving image

30 of the user as a register image at the time of registration of the
register image in the authentication server 300. The image
acquisition unit 130 acquires a moving image or static image capable
of authenticating the user. For example, the image acquisition unit
130 acquires a moving image or static image of the user's face.

35 During authentication, the image acquisitionunit 130 continues

to acquire real-time moving images of the user, while the mobile



5 the acquired static inage or noving imge of the user to the term na

side registration processing unit 111 at the tinme of registration of the
regi ster image. For exanple, a digital canmera enploying a charge coupled
device (CCD) may be used as the i mge ach|S|t|on unlt 130. The term na

si de proce55| g 1 erf vari.ous t rocessin in the

vobi 1 o TR 1R %‘Q%Q 12ty shEPRE 30 Rrdisengacred: | Bhen

processiig image 1312qu510101$ pnmteasnng:drﬁlmhlesg too ﬂbﬁdlﬁntlh@atabQﬁlbddt he

aut henti c %lon server, 300, Mre s I%\‘? % @%f/ termnal sid

aut hent ¢4t oW Sr BOL48 g TS 11 05 § Nion en'a(j‘é‘thﬁm:%ﬁa%‘m

| nput t qdrddex’ﬁid!ﬁumﬂﬁgeZam&litmh Utthé¢ ih3dGe acdfud si®ianndial 3¢ hbaputde
ggtlon con uni t. 160 can transpit through the nobile

PG e ?V“’z’tfb IMRHE PeMAVARP YIRS Qb WM ISEA: FOFhS 58E8LRaY uni t

112 i npsli@e tregisitgaal on awerd i g ani t el IMavi fige itTR@eot O ddi teRFTBRI §AL 1 ON
control unit 160. During authentic t|on the real-tinme noving i ge of the

user i stRhFEOLEFSS0ITRIF hé Fref e 5iegBigit Ak RANeTE SRR YL & ABatget 112

by the ddo@gR: RSt (00D Y Mdy b30usehi 4¢ e imaBE! fcd@fd tiddn 48Qtangpt he
aut henti cation server, 300 are connected. Accordingly, the term nal side

aut hent i cat i o*$predddehgShftPAATCTHNG s {40 B?F/%?’%msal’{d‘rllﬁﬁﬁt types

noyi Ng oAMpEeSckeihbeik aRaumbsatd @BrR@Ahlolointh Wéfin Withe terdbmimli! e
termnal 100 and the authentication server 300 are connected. At this tinge,

the ter PHRPUSPEBTAGEREAR IREAGESHLBPONESS g RAFHOTMEPERERAT Y relating

i denti ftsatitaBndatatien byhendisathbheiti bEonBBRE¥r WUD. M&fe spébepitlg1y,
term nal side authentication proceSS| ng unit 112 inputs the identification

dat a, IW%&EFWFBﬁltS&d@?@@?W FHNPRIXLIHNG Pkt 362 GORVeF tSgevieg t he
comuni £a4dON RO Als YAbLt 8. £ddie diéenmhbkcatiis fedsh MY tha zanyidaba
that identifies the user. The identification data nay be, for exanple, the
t &b ephod SivisgeFnat HReCOHIPIN kA tdan fartieh ungt hoQ &8p FIRnHit QDF@HQKM th
charact gfs OmoBYTEN alcHmmdniERe 1 bR MhRAlvoskde JoRJi Sty | OPe RRAGLSSI BYquni t
111 perfornms processing relating to the registration of the register Inmage
in the @uthepitHtiaProfeseinegrurgigo 11jpterepedine eagngl anwearded ARPMSi de
regi strahd oORoRiAGESHaBE WY ttﬂellc&ﬂﬁﬁ’ﬁéagtltd?xe Sl | IROE P60 MOBPIng MTRYE,
which is the register inmage inputted fromthe i rrage acquisition unit 130,
into a argrentitaiiiathe Wonwaalchine MM dMmagei ot 168e UEes 1t5r aRpHtted

thpoughef hg dRRIHhEnG 0 ERHYE GAtheRt NEANPRSK p%%@esyi‘ﬁ L& % 13b 5} 4%e image
registration processi ng unit 111 inputs the signal converted from the
)

regi st e@cg%@?et%%l t Heigorhithi cHbidh it r BPbLAPt tegminpHe 1@0 miandl thee
regi strabiRdh PLocesH RSkt 384 laAc QiR tbRe &LALI&id € tHNe FRY¥hDHalMRE
acqw red fromthe i mage acquisition unit 130 in accordarnce 10 with the
user's ®peeavitsrntapa l@‘h%@@ﬁsﬁhéglqﬁlﬂﬁt1%P?n12@ue%¢°t%@etrtr@d fipput

term nalnsife, {891 SldRl @8 Pﬁ@c@&ﬁhﬂﬁdgﬂﬂonlééneﬁgﬂ' Gt L | deAkl trati on
data of the user fromthe menory unit 150. Then, the termnal side

r égi st raePble prededasiing0Qnd the qq?é\%lpﬁélpﬂe‘iﬂlﬁqn:é@poﬁFQjé?PanBﬁtaédl tion
to the conver{edni@ot$he!l thEPEErMnd P siRe AAHBHYICRAL8R ﬁPc‘IEééQl&H‘hBﬂGO

In addition, the termnal side registration processing unit 111 stores the
regi stetl? nﬁ‘gélirrﬁﬁjt%d@dltﬂlféﬁ\a{%@nl A g the UFeR fReR tiBD MemoreuRdhor y
unit 15950 Thepqt *eﬁett%&mlﬁah SidifaliBlbRt{ ¢ Qh BEOEESSIAG Uk 11kl 1y eggl res
the register image fromthe nmenory unit 150, converts the Inmage In

si gnal , t’aﬁd@@ﬁhfﬁ@?:*rl?ﬁed%‘i@nén 3aslitHeonc barkine 8hgnah copnerspd fram IB@ if

”@@essaﬁb{vﬁwhuﬁé &N 1HE case OfomidBNsNidnt | RGnkhe 1M eghster 1bﬁageThZhe
termnal side regi stratl on processing unit 111 and termnal sid

aut hent iéant bhiprbias dai@ man belangpdahtethatelenicHiias thlﬁ’eﬂléﬁé‘r eThehe
term nal 3ghoee{ EG S4d AltA By Gb%es§b£‘ge>l‘é?dﬂlellt1:hé%l?e§)h§ﬁenhﬂﬁﬁef'd%tfle
aut henti cation processing unit be provided In fferent

t er mi namgbilahsempbnak L690ni pal alwewnépumfagulreéswlfche charartarsspde
aut hent { gatiopsprocessing unit 112. Accordingly, the term nal side

regi stration processing unit 111 nmay be provided in any conputer system
oBher than th’éh@mbﬁir@lm@f rdifig re@dstzetipRebyeeesIng turih ddil Pegdorms

Pr 0CesSpagouBind hADRGE! 5 ROCEsEhat oR ROLHRNGR Mtk LHEUSE! the

operation I nput hroug The input tnit 120. The termnal de processing
unit 110 converts voice, which is inputted fromthe voice acqw sition unit
140 , into a signal that the communication control unit 160 can transmt

t hrough the nobile 35 communi cati on negwork 200. The term nal side
processing unit 110 inputs the signal converted fromthe voice to the
conmmruni cation control



5 unit 160. The term nal side processing unit 110 stores the voice
acquired fromthe voice acquisition unit 140 in the nenory unit 150 if
required . The term nal side processing unit 110 outputs the noving i mage 5
or static image inputted fromthe inmage acquisition unit 130 to the display

unit 170., The term nal side cessjng unit tpu a,notification from
the. aut RSP LA Bor v SR Bt Motee Aper 3120t {kT chip e CPRBAEREASERBM ¢ ho
CoNMUNI L& i o plrouas*slﬁﬁ(hnﬁmltt h]&:dh\ﬁérlit&ythélstta]tﬁ.@ ;u'ﬁage taf fibf@ahgsi de
processjng unit 110, oﬁg{é |nstruct|ons %ﬁ” t he user, i.e. requesting

i nput  of M4 2 VBB ot S‘f‘-’ 1page 1pRuttRd drom WP imege P*?@‘H?Frélon
comuni g@d £ B c,0Aht8l a UsH dnadBEha@MiHB| Edtinash Mt onheoadEHENIH GAlic@NCSRT Ver
300 or the server 211 via the nobile comuni cation network 200. The

cormuni EERP IR e dMTOSIIRURRE MAYLF5 COBMHBLERT P MR WREKNEAP i CdtG SRTHERIEr 300

for congé eabliefrathen @riodeassal e tcoNt i aputsithel®yrid 1086 éstddersmvi ng
I mge acquired by the inage acgw sition unit 130 to the authentication

server 509 TeINELETSHRAIS T HNS COMMNITARADT CR TN EBAE 190 -uhie tegminal

transmi & sad hee §i gt itdibrosessnMgr et by 1t AeqhekakNahe Sd e idUtikagki at i on
20 processing unit 112 fromthe noving inege acquired bﬁ%&,he I mage

acqui si PP BH AAMRISRFI DG g Authe ﬁf“PSﬁﬁcﬂﬁlsﬁ-ééPnt‘ﬁ% LRGccragdascer e

| pput t egi thetkd BEY tAldRIT AN Shpdki thd6QgwYcHd e dicmupdl shde
aut henti cati on processing unit 112 while the nobile termnal 100 and the

aut hent i cat i oht s&tiertissy iPe EoFRbakBide ¥6BAFRERTIOR RIS SEIMILHPESL i on

control wﬂlécqlﬁ(}ef‘soaﬁé Nl thiFithaRsAi datderr @ uskFer @Y ictRE hdmas, ahapal s,
while the nobile termnal 100 and the authentication server 300 are

connect &80 - Athathi §hej FREMinfdn 6L0e RIIGT T FdLen PEREPRILINA PRLL KLl hdRPHESI mage

signal are {qpitieddid dnN@atanTRINIAALIOR EONMHO oot td80-dyi i tlﬁlagbnal
si de authentication 30 processing unit 112. Therefore, transmts th

i dBnt | f FedtheoropRBRl At BRRIcONGHOL 10 He LRBYi Iy afAdEE0R; ding temmiral |St1d?s

possi bl ge§0L+ Fhei SRR MgNGh1 400 it QtbraBsiid rldg sFBY addmy: uLt’Eeﬁeal
time as a result of 'the conbination of the image acquisition unit 130, the

t er m nafremder a3 magehaagniat t b pinddeddf fg Ghet mangry ang tt hao e SFRAMtESt i on
control yUpht n16Q iqd Re8i BEFa RSP rockBEi APRIHG 1 81 M1 rER0tR@Segister

image from the memory unit 150, converts the image into a signal, and

20 inputs the signal to the communication control unit 160 if necessary,
such as in the case of retransmitting the register image.

The terminal side registration processing unit 111 and terminal
side authentication processing unit 112 operate independently.
Therefore, the terminal side registration processing unit 111 and

25 terminal side authentication processing unit 112 may be provided in
different mobile terminals. The mobile terminal 100 includes at least
the terminal side authentication processing unit 112. Accordingly,
the terminal side registration processing unit 111 may be provided
in any computer system other than the mobile terminal 100.

30 Moreover, the terminal side processing unit 110 performs
processing in accordance with the user's operation input through the
input unit 120. The terminal side processing unit 110 converts voice,
which is inputted from the voice acquisition unit 140, into a signal
that the communication control unit 160 can transmit through the mobile

35 communication network 200. The terminal side processing unit 110

inputs the signal converted from the voice to the communication control



6 the capacity to function as a "video- phone" . In addition, with a
nobile termnal such as the nobile termnal 100, the inage acquisition unit
130 acquires the noving i mage of the user. Then the comuni cation contr ol
unit 160 transmts the noving image acquired 5 by the imge acquisition
unit 13 aut.he n mohi l e term nal 100
and thega%ﬁh%afl c;k%hl%o% srgl?@er §8 %0%%%%1(3%? dcpltl' Oefg(tj%lp S5t hiéendBiFe
term nahc@@&a@ﬁnwceheevmd"lamma.antmonfumm the autthenhewaty amiterse; 300
t hat per{gorer}ns the aut henti cati on using the noving i mage of the user
transm tted®IPEhTA0 the nobile termnal 100. Accor di ngly, the nobile
term nal 100 'D]sertermunprlesm prioceeabing Im/ltaltlbldsuitmﬂﬂi Yhe ey itPimage
term nal 100 user. recejpve t hentication usin e jirrespective
of 51 he. B5et 4 GEREPoN D IHE AN LR, FORSE AR LTAR FBE IhEr 801 he

r eglh st edispBge ﬁlSlﬁCHlDf emud)ytetrhﬂ.natrafgedefgmceésmg umitt 130 batphies aI

aut hentication serv cifica nuni_cati on contro

it 1605 AR T ot e P EnSRER et £ Pl oD B P s e AL b de
regi strahion ps onmtf@? léﬂga‘dm Jth‘éhfcbﬁmmlneatsda@n s&frttﬂdmgmlgcqubr edob%héhe ]
i mage acqui Sition, unj At this tine,.identification data together wt
20 (e SESRIRY oRihoL PRy ot FobRal Ehd Bitss Sed i OGR! SUEPRES

caot r ol 1t;u§tfu&6ﬂoﬂi)s’ thea t ehal nalersi de. ¢ £QirelgiabtONgPriagRES| AY Unita 1dF.
Accor di ngl t he co catian ntrol ni t 160 transmts the
Nont 1t Ponf s oo fess Thaitt, W T ety ettt tdEe s oal i this
nmanner, by reghést eomi@ntibatidentohiteali anidatBed ogetheiivdtdy thetRSthe

regi ster ipmge.in t he authentlcatlon server 300 , makes it is difficult for
a third3p&Pe tfﬁaﬁ%%nt IFETYSE | 80P erth ndPe108PT Y% galily. ViR ddifi t MeR1lehe

communi eakinGRi68P16®| nertivbrk6XRdo.andhet Somifindeh€eoAC Ponted1byude vebce
ac %w sition unit 140 to the authentication server 300 and the server 211.

e spEEPPPELPI§O thR FRAMIICAHIOR S6T¥BRt QY AN (CordicafdAPts a signal

that is converhed:dimiie:dtalo BahtBoéHrAr0¢E6Stithdiiitls A0, mdvB1Y tihagkoi ce
acquired by the voice acquisition unit 140. In addition, the comunication

cont r ol 2GAPETEEHY e ipade Rearise 5P HLEARONTe thE autdepthcakiPhE8EVEEL i on

server 300 .orvdhespeeyeicZily, The caiMAtadl bARIMRRLIAUN ML 60 X2BnshRYES 2
35 notification of recei pt to the term nal side processing unit 110. The

i nput uhPe $2gnadcéPes dReCPAPETLEL obY t Hee usermptal Heldputdepticaginpnal

109. TherbBBYEiHG tni201h3 ¢2BALIBAOMoRS¢ABPinAgGel RRHLI YAt BY WhEr 1m'e:1$é
exanpl e, the input unit 120 may be a plurality of buttons or keys .

i nput uﬁPﬂu}%tiLﬂBd’crbltt hélc @h’tréﬁﬂsaliqhiﬂttlé@ttlﬁpou‘"g?ﬁlt%“@s@?vb?ﬁrlﬂipigéﬁ to

t he t er gi-pal n§i €hee P tPeesShmieh 1ttt ti dnl Bon ERS1 &¥AMPL 60 l5_{ the tsafimel egls the
regi ster image fromthe i mages acquired by the inmage acquisition unit |30 ,
and i npat§hpitigathen Phegesgare Wad 113 h s 1tlﬁettiehf98¥’1bﬁ| g alnif §nfhe
cont ent $nhkenRHitHRG tikEQYER tda-vesersgpessdi eBnhBctbg. t eneBalifgle, the
rﬁg stration processing unit 111. The voice ac?fw sition unit 140 acquires
voi €eMBRNEfAat {8 R rconrofhdngdi &60 seeR WHao i cukrangnbt | Hiu e alhd ime
acqui r eghovehee imaddestighansal wHide PtrseswpIdeuntdrdiifhl THBOVAUMLEE the
acquisition unit 140 may be, for exanple, a mcrophone. The voice
acqui si fushenhication seryst HWays Cr?é‘@@§§&?y Al Ress tHaeppiland ifdcgtdqer 100

recei vegalthe 1jdht@Ri GAONHE | v idte im@ge, s{goin t 8fe alhpebtégatbornaer ver
300. 15 In the case that the nobile term nal 100 is a cellular phone, a

voi ce oGPPIHNEARELPE PR HediHiftal 68U RS Mgl eside Autdeniicatdon
cagmuni %%bb@@s&ﬁatdrﬁt Wbl Ao fdtel NESak@ffss the MRS fitRki bR ¢ LTt he
communi cation control unit 160 is out putted to the voice output unit by the
t er mi nafdgiigéopr seesBe NBOYHIY UMRFe AigBAkatively, the 20 user may input the
operation contgnts t 9+t he vRheg18AQUI Sbti AhdiNhbpi4@ eMRigEL 115G €@ Of
the input unit 120. Tn this case, the voice acquisition unit 140 feeds the
oper at | 6/ &t Bt shiengievirgmiffgasth FRed t hbneelsi ral T8l thrdke§BPng

uni t 11%om%£€ﬂyﬁyofwhfe inQgelLEQSi ¥ AL QWSuh YRES3 ®f thdf PEPRENGN: sk@e 25
exanpl e, th msm)rtxj unit 150 Stores the register image acquired by the
A

i age a@q{Hflﬁlt'Fbﬁa Ph 1BDoCcosRdddackuiFed 13, t RRAvotRR &ATMEARIFBALIARA t

140, and.derddepificasiontdadendt hHeaLSCEne THEL FEEDE ¥riRhh 1198 0MAYU she,
for exanple, nmenory. In addition, the nmenory unit 150 stores the register

i mage and voice as digital data.



30 The display unit 170 displays various types of information. For exanple
the display unit 170 displays the inage acquired by the image acquisition

unit 130, the notification received by the comrunication control unit 160

fromthe authentication server 300 or the server 211 and instructions for

the user, r erm roce55| ng.unit 110. The display unif 170
may beet oérgéggng 50 ,93 |lr?nf i35m rgﬁ‘giesot orpqqr}ﬁu dhﬁT féigﬁltlé sp‘\‘”aV‘ unit.
8  Thea rbbi ke c dmmminaat |mcmeamorthe20ﬂamrmn tesmBn&£D MU, catieonimagd for
communi cat i.on het ween tﬂﬁo ile term nal 100, and t he aut hentication server
300 , tHEEE FPM Lt chlé‘rlﬁmeﬁa‘f e MRYInGLHRAgS, Of Ehe usex.hdhgppthe
comuni &admuri oaativer koR@0ol neh 1ilelss a tliaﬁemitattlﬁ)él oy agnﬁgena@e{@hféwe
202. T\r;wlg%se station 201 .conmmuni caijes vvitE the nmobile termnal 100 via a

r adi o eTHBAEG AT O 8P L ANt @ xdch ARG e U Boon b tdih §6E¥ET V320 a

si gnal Jrine theemenghangermdihiconnesis s adftes 6NBUN GRlRTWIrt Bobhgre
aut henti cati an servaj{Sa 300 via tE\g signal line. |t should be noted that the
LEEOFE ‘corr

exchand® WS bhs, bllEJet h&eEUtRdht i L9 dRe¥er FRFEB® vi a

ot her naimks.cabionTebbh et Hithiet @l Lati fetadiier?8001 that pRWSHkst igd can
transmt the noving image transmtted fromthe nobile termnal 100 to the

aut hent3E&ted9t O USHBI the JiNEindvdimgge PRethepiser damnsrithefofrem®t wor k

200 is endefoMane eapmbhgl ofodisi ABcArdVgBP, InePheBeie M¥ErHICG0DI G8&1Y,
t he nobil e comruni cati on network 200 transmts the noving imge in real

tinme. I'TOPREVeRdr 485 IMSnDEi f LG BAFES: i e H‘@%Pkt%m’—ftq’]aﬁgﬁ #S€¥ he
noVi Ng hd¥peecw{/Bi i HerdGceRtiaal s 48] aietinye ThLesPRU & LORTRHY GaL1 08
netvvork 200 has a transm ssion speed that acconplishes 20 transm ssion of
t he novi9fAt¥Rfye within an acceptable delay tinme. The nobile communication

network 200 nBye BBmmhALcLKENP BntRoEiund 16® WrhhBinDEs tthRer vt WK1 Q4
packet swi tchin pe network. However, it is preferable that the m)%lle

cobPmuni %%fi‘ijfﬁ?chgl' Lmase aedyhelkiqneunit é%ptf(?n?% apyhenbECakt e ERIVERe
server 2. | ModeSSIASIE Il yhr oid E8RnMALL LI BENEEES ubd ! 1D YPghsRItdhe
mobi | e term nal The sefver 211 connects to the authentication server
300 vi atheigealoEkabims bepe ¢vTle by HioFeapingl coirumegastsatperh for
comuni catian HE! WeER LR %%H.erchéorgéésﬁ%&giilrﬁbe%@%am&ieaabyoehée%&{&ée 300.

The server 211 provides services to t | ermnal 1007 via
aut hent de@ti oty veitIFP.- Ah tdilsetinpr ddenghf jcahton datagfogatdhempithe

tepm nalpd 00 php Iok kHeNtbE S JPa?eP%r@ ThB&Et£64 Tt d%H o hHEBB‘cg&IR' on

server 300 can use serviceS provi he server 211 on t e 35
t er mi na¢ono 1l FoyiteX&RpbE) tltlﬁet%léﬁwl 2‘1@%?@9#%{@%&%@1‘/|%@§eﬁ§|1n§eunihg

goods t Py pUGH. Y¥d i ySNeRR B&met‘fcagtlonS Soheko? ldn £t Sfbdort‘}‘éh‘éﬁﬁtéewé ces
relating to hone security or build security that determ nes whether or

not a p@%@ﬁ%caeﬁll%\/\éét@&%t@@rrwls thegaEister Hnagg Bélgﬁgl add thiks/
unl ockspd hig. house pégpé%éﬂxﬂﬁ the Hfer8fMeatidh aaqae%bﬁemsrambﬁnkh&at' on

of the mobile termnal 100 user to the authentication sérver )
exanpl eregisteie image irhbhe apgheatyent2an seryer Al seakee ds I-fbﬂlfélwilh‘g

goods, fhe Sefyefa %ila]rtfye%e%é fHEhgob1 £&T{ SnMhaN 1he 1458GaRyChases
goods. Tn the case that the server 211 provides 10 servicesS refating to

home securi tyIBraW¢Jeﬁfng theceenniyniqaid oyeeQrErel unigqled ttransrtidst teat i on
when the, Ysen ¢ EE& thPtﬁQtv%rlctehe?éciuﬂfiLt%%n%nft bybl«l PHe - u%tﬂeﬂrt%ét%ﬁds ,

t he server 211 request for the authentication o e user to the
aut hent $@@Y¢J€)r$0§eﬁv@rﬂ8®§em@ﬁ Ak heMere fanesi filsaddgui ¥kl qoﬁmﬂslééééﬁﬂance

wWaph t h@c[)]ﬁ'f_sx_ecgl nd&t 4 68 trE*ﬁ%mﬂ%"‘&“%tﬂgﬁﬁ&' Hat %V@én\;’éﬂéé E%ﬁfﬂ&h&ft I on

systemthat authenticates the user O0f the nobile term na 100
aut hent $t@e i bRosesoERg 3901§et1é|0m rfé@nwtélehéfome nfquireduiser bhet Meiadbil e

fM_e[hm' na dQ0s{ s1dH & Sl - 1d NEaAULRENT kBAT LORmEE V8¢ 1 otD Con@PBH N uf 2L €S
160 receives notification transmitted from the authentication server
300 or the server 211. The communication control unit 160 inputs a
35 notification of receipt to the terminal side processing unit 110.

The input unit 120 accepts the input from the user of the mobile



20 the nobile termnal 100 via the nobile conmuni cati on network 200. The
aut hentication server 300 al so communi cates with the server 211 via the
network 210. As shown in FIG 1, the authentication server 300 conprises a
conmuni cati on control unit 310 , a server side processing unit 320, an

aut hentj cat i on, (herei nafter.,. referre yt henti catjon
DB") 3307TaH4 dJII ng iﬁ%d?’??%% Wiy 469 dRi £2B2B! e aflar?é%ep%%g ARBUENPY nput
unit 36the 'ﬁhers eH'oae exaingee priveesspuig udit t1 R2Mag aua)a IpS.QlS:aa_J.%?rdHBbuﬁ tées

trat d d t t t
o1 aces<PhdCi 1 385 MG URtRLAL R B tE P S e PG SR TRRE e age

uni t th@éeﬁ@p@k@t&&ntﬁlﬁtlﬁ@@eﬁn@halrﬁi@ Proddiss iPuh et heon n@dr 4Q8mpse!r t hat
has been pre-re tered,. The authentication DB 330 connects the

i dent i f FRATSHT FELECKEt e NP &iedt Mapfeferm fhes iNRESS 3R IR PYTHRS, t he
i denti f igadé rqihialsa tobnt el #1380, N@ya hepusedi @%of fige l&eﬁpuftounihmo Then

aut henti cation DB 330. The authentication DB 330 stores the 3

i dent i f Fe@t 1PN HARRL bf L3 hel HRErS e tcfféltreé‘g’flsst]@P‘HtﬁﬁSetFFaﬁg% thedusesm t he

nobi | e pperdfedn 1. thEhe edwtinant keaéi peg L 230 oif PrezebBendOunit 111.
identification data and the register i ((;]e of the user inputted fromthe

server side reyf AHEE BRIRH RN HGitint 40 geauirhRe the Nedcrcat ithe PBS330 may

store ofRer vbnter ABLi98:it foweunsed1ior iaptPenthe ahbQii PEPCES S Oro Stabe
conmuni catl on control unit 310 communicates with the nobile term nal 100

via t hetAEBIPRL cHHifMTOSESSANAISE k1 D00, ThReVebatnAREES idHoBoNpisl 140 t

310 conpggtse! ordhemipyiles hemitAghhdi¥), t @hBedPEEN AdBId il unit 140
transm ssion/reception. The conmuni cation control unit 310 receives the

novi ng iLREget ALYMaNS BeCesEarN s RER o MobdAet heThbRil el Gk mecedvesobhe a

the mbhh@h&ﬂf‘l‘é’é‘&ﬁﬁ{ @A nBCEMO nagfd)- £ Mo e @Githbheh Xt i ddi%er 300.
aut hentication, the comunication control unit 310 continues to receive

r88l-ti kB thvcAge Hhafe tieghabile teravpelelPd dond (9rd lvdisin Bhore manapl%o
whi |l e tBgrput haRtkcal Cﬁ}o'iﬁrd\é%r 204 at e el i maaliJaP gy et

connected. At this tine, 15 the conmmuni cation control unit 310 recel ves t he
i dent i f FeEmRRRCREEen 6PNERRL Wdit 160 addnttilds case héhAiAies impigeted §ram. The

comuni €A1 O @MdA 1 JNEbn 8101 I iIPU 5 6bNEs T GREGIMALATRY A% VERTR Bl¥put
identification data of the user to the server side authentication

pr ocessPRLuRy t tizp terpgnpe Sd8ADFPERE T U ¢t d10uniAl BImatdyeilves thhe
r%' st e[;sLPBEE, Ofy ﬁlﬁetHé%pifeg%ho%ﬂ %ﬁ@!em% %ermea&s é@ddmgladmlqoﬁnwta the

ile communication networ More specifical ly, the tomunication
cont rol 14Aiky Ipdceectivend 0é Fhy)iidpat npdgd 20.gndp sthtlrsaﬁéﬁﬂ tde vedaet he

mobi | e geamgﬂlaﬁ%n%emé %eagtﬂ%lbbe%wan sc%rn\e%tgeﬂ&aiteﬁoﬁm@ﬁser

regi ster rnage. his time, the comunication control” unit 310 receilves
the i dedntei thei wrmmeal sfideh @rosessindadeliti b ¢ o t he regi ster imge

signal. The COpmUN AL} QR ;€056 Oéto‘i@s varfoh SPUsd BE [SESENLDidfI FhEr

image and identificati'on data of the user to the server side registration
pP8cessPHgMDhet BPa memexye gRiinl @t $resD thentregistar t ingae #ogmimedndHit s

t he not r ¢ 0
The ot PP B badl: A N4 €156] Tolen alili-8alPLi bk Bo it A3k 130

communi Battoht@omndithgnidentdfigatinn datacef sthie lﬁ@ue@cesﬂimglamrw gndt The
conmmuni F‘(@b'x‘& By CORt rely Wy éxfmn:i%o fLR6 Pi?ne(‘{tnsahﬁ?ctigﬂnef?ﬁ%%rﬁ’éﬂrtﬁ‘utrﬁ% Hepi I e

term nal 100 1 n 35 accor ce W|t hstructions fromthe server side
aut hent BEaresntipe oeesss /Ry uilage3apd yeice as digital data.

30 The display unit 170 displays various types of information. For
example, the display unit 170 displays the image acquired by the image
acquisition unit 130, the notification received by the communication
control unit 160 from the authentication server 300 or the server 211,
and instructions for the user from the terminal processing unit 110.

35 The display unit 170 may be, for example, a thin film transistor liquid

crystal display unit.



The comruni cation control unit 310 communicates with the server 211 via the
nobi | e conmuni cation network 210. The conmuni cation control unit receives
the authentication request of the nobile term nal 100 user fromthe server
211. The conmmuni cation control unit 5 310 i nputs the received the

aut henti cati reggei (t:g the.cs rver s g#s(&entl caal on rocessi ng, uni t
322. The co on CORTHo P g‘i PEOYLART % | 8%“?18?10? 19he
server dih :El'dae nommﬁnmaatnmfbettzhenseheemozilel Searpuatied 000 4 the
comruni ¢ t| o r{g]rg uni t 0 b¥ t he serv&r 1SI de_au hent|%§t| on roceSS| ng
uni t 32321 P EPTEPHS W0 EBE ST HY Unitd 13 AP b & FEFMENhr i 8s ]P?/‘tb‘és of
processimgIcn i hehadobanki airiudl caeivanaelfdrkiPodedeludes B bddwesegtven side
aut hentj cati on roc(ﬁ_éall%eg %nlt ,ﬁiZ performs rocessing relating to the

aut hent +Eh3"GhaBt &% rO6t tHE RE5eI %t?EJr A1 eppmuRteales Faithstie

aut hentrh@@ii@nt@ﬁmﬁﬂslngouma d22aliso aRals. aUTHEeNbasAat 04t DEPCLSE! AFa uni t
that authenticates the user checkl ngqthe m)V| ng i mage recejved bggt he

comuni EEERFPITo M Yol axfhi §° i dlde-i mhhe skehangen

aut hentésatd s BB, 3384 cUﬂﬂ\u%Qb&QésShﬂﬁx %th&mﬁﬂé‘aﬁhdatﬂ%hoé?@ﬁ%f@o%”{ria 322
is inputted the noving image signal and jdentification data of the user by

the 20 P¥miHiRCdt tdRCcontt R PS1BOted A Lhenerehands 02 MA¥ absP-tine

nMoyi Ng bhérBEshidctidipuld athel @uithenseedeioni slervdst Nt haat beReP! REBFSHNY, uni t
322 by the conmmuni cation control unit 310) while the authentication server

300 and the ngHt IPREYS SRIMUIYE IO BRAWLTEJ20GhéSsar PeEWSFethat can

aut hent { €@ 4@ PIRC @RYIRG iiRhe S2PartMAILS firbf £Re NROY NG |t@%ﬂﬁn§!L9§]@b3
inputted fromthe conmuni cation control unit 310 into npvi nghl mages.

additi of® the SBFDERtiFIRLeMt FRNTSTat?Bn pribc@ERPRg WRHIYS 32 §ee§'l‘8h’e%ethe

aut hent & sahen B 339 nfedfwdhe 20@dens idf he dlrber d@bpavi Bt Led fg @Mt itteo -
comuni cation control unit 310. The server side authentication proceSS| ng

uhPt 322haBGuIT ed!QMfe MPLFUEREPLITat iHOP AR HhCPRBURAGASHON NfrgeoTk

associ ap g Wrhhshhie d dafd iddeat§otmagtaihr eentiheigdt.hentd et J&B-$$0. The
server side authentication processing unit 322 checks the register image
acqui r ebherepp i he GRARBALCEIHLBhRBBWRPHK 498 hsenERd teéohhe eyl revitRge nage.
The seryeknghde; RUiRRD €A1 8N d@lQﬁ?S%hH@ unthe 32311 80 eBRGIEH ildee Bon
identification data received by the conmunication control unit 310 agai nst
the i deReitiiegd i P Hatacqui taRF§0hs thenaubReR cibipdn BBCPAPliTpes| f
the nOVipEnisHRGS 164 eenkhfov 885 Sitdgé WBGh 1 A% é@éeb%ﬁ%‘l\éeéelay time.
identification data matches the Stored identification data in

aut hent TB&t oY 108 330MMRd S AHO L R GEYOEKdE OQutiht Pe at £68 ﬁrx(?é‘és]ﬁ ngaunl t
322 det@&%ﬁqst tB@Rttcm l%efyﬁfa e wobk | %rteé”FB%h(eJtooshitEhﬁn%

him herself . If either the 1mage or the identification data does no

mat ch, PR&EMOIe seHo¥evEitde atithent§ caPréf gfralck’si tgaini t the2 dealethenes

t hat th@oh\%ﬁr i 0dnt hee tistxhi s bensel frne | %ﬁﬂﬁﬁ@@ﬁtc@fﬁg ??é% by
not only checking the noving inmage against the register image, t also
cRécki npetwerikdentification data, it is possible to 10 perform nore
accurate aut hepbi cati,@R whihi Lhe SEMEF 3 e PRIl d Gald A4 PIALEsHLAY unit
322, and security levels may be enhanced. The server side authentication

pr ocessﬁﬁgthi&h‘t159220€10‘€qléﬁ5 mabitertenpiphd, 180st B¢ SeHEQE 3+ bmAAMReabsi ng

i mage at o ar ceTd @ Heh t TLRF 1 olPs ERGR !?Gosﬁé(ecrhesh@%w%‘it}@%b' Chd AR twork
processing unit 322 checks the static inmage acquired fromthe noving inage
agai nst 2tA@nagideset CPWﬁeélcﬂl?’héaﬁ’ﬁ\ﬁ%gc?%b‘élqartd@@n‘?%@?ff EoernSerEerobi | e
tgpm nab110Qnastﬁéoa@€haﬂﬁml&hme§s 3bbe regd sEekverRga 1 hAdeides
authentication DB 330, then the server side authentication processing unit
322 acqferddee0tst é;thiet moRgéef teRt At egP8t 6113 nhlge S0t A h§oRmage.

Then the$&/MeHK 0Bl de 13UL PRBY FAEEEN JHIY @B BFe ¥ £ tR22nEHEELS d AR ARYI NY
i mge to be aut henticated against the static image acquired fromthe noving

i mage oft Ohehpeiy d1dant Wabed ambadaio h bR/ hersesdr bErthe e tdamekeatapnon
ProcessiRg Wiy 3R £ JBY SHEGK cbRe prViiibd P& %@é&h@ﬂv &at %He

agai nst the noving 1mage of the register image.” I n addition, when t

MoV ng Medgd corteEPisRdr 10hige FOTI IRXIMRYR  oft NheSYEEPTs 2f1écd°r@ﬁéd§érver
si de auihent; call @R Processhey dgibds 3%%rraﬁf§r9raﬁ 3haRe £R6RBEANL.ON PRet he

i ndi vidual parts of the face fromthe i mage. The server side authentication
processing 30 unit 322 checks the inmages by determ ning whet her the

recogni zed shapes of the parts match or not. It is also preferable that the
server side authentication processing ¢wnit 322 acquire a plurality of
static imges fromthe noving i mage. Next, the server side authentication
processing unit 322 checks the acquired plurality of static inmages



35 against the register inmages, respectively. Through this, the accuracy of
checks perforned at the server side authentication 13 processing unit 322
may be enhanced. Accordingly, the server side authentication processing
unit 322 may performa nore accurate authentication. In addition, the
server side au ntication processing unit 322 nmay .acquire a pre-defined
ixed MFbEPLof 1EatFE BEPYAUBS PROTLORE Foditg Trddo MEU RESRSG (A%t he
rfegi st esuirageg hfecfjdxethmrﬂeataget_eﬁ:mmtdgl@mh@ﬂ?]a\@eﬁﬁthetaaﬂglerrﬁ%lrglibg i’vll ity
of static_inmages and t register images i.s higher than _a threshold val ue,
the serdbtO¥PHet ARG POt /BT FORSR B it 10508 ANGARGIE SRAODFR user
has beeiné deblisfl e asuhiglihgrself , and if the percentage is below 10 the
threshold value, it determ nes that the user has not been identified as

hi ? hersel f. TRE RFRCHi 1h) ¥p@uearFebhe) yethanfdsatdan &f yhecaediinke unit

322 autfephiaatiesovhfdet ko tRBIdechenipak 150069080 60t ¥ dP8xample, .
aut hentication server 300. At this point, the server side 15 authentication

processtigtiifi 2822 AGtth&RG SHTIL L g BRIRY HEGF nBeTHageswhen sied lio | e
term nagod89,camecisriort Be 1CaERIE S84 | QAtRRRLHatUtd wiOnaRfcbegidis

transm ssion of the noving inmage. The server side authentication processing
unit 32RURFLEESES HPRREat ed hdl 6ASEhdsttar ERfg seaVEn | dhs drovddies the

si@rtinge20ie@Rdird 100k 54T f8enyibt s34Rrithe oxt Adingik nQEEhQ'lt%zt_rﬁrta}Q@ uni t
e

340 stores the starting conditions_for_startln%:authen?igatlon.
starti ngeEBRAI 11 bieqursEeAuthRn biCatAPnCaRe B e Bsgreviahpstep @ntier t he

startingng9pdhbiig8 8§04 a0 Y@L hg34Pn Hife SGIYELs Sitdee AEMRNE I LA ifikes
processing unit 322 acquires the starting conditions 25 fromthe starting
condi ti®n 5eab&FdE urfiar 34bhe apadthenfdidtciaes Dhselihen vRE€Tacdd r ddhe

starting, eABAItLI NSt o 0§ e B¥8FPEBO W@ nSledf i 1ot £ORE bhOR sSTRIRYS &) 11 340

stores a cycle for starting authentication as the starting condition. The
cytl e nagch&Edanqeedi EyctBeouseahdodeyEPB- In this case, the server 30

si de aut hent i £l QR nBHR$EASE B ddtvier33E0 3G ra%%hteﬂglil%}iﬁirﬁnas%sttféﬁl BL&E LI Ng

condition fromthe starting condition storage unit e server side

aut hent feERe R GrEResBEAFAINPE tiEomabile seguinal 400e Therautheptifatiomer

350. Thee 38LVefo S e e fMiNED WHANRNPIRACERE NG dNide PR nRASY @éﬁﬁlbﬁ‘afycl e
for starting authentication by using the tine 35 acquired fromthe tiner

350. The0@eishimghersel hefhecat irentiaatdes seran B092comuniantesewith
agbh.enj[ tﬁé‘tnlo% l%rﬁﬂ?a&é%ﬁ@ vri%aﬁn;'eﬁo%ille .c%%uﬁ!ﬁh@i&fx n%@@oﬁcgfotd N91he
conditions . The tiner supplies the tinme to the server side

aut hent aghihé¢nhigabices sieryeynd 0 3PBo Themunicates widhdineorersten 2déd vhat 340

al 50 Stpfgs, A, e 025 ABIRAT UhMBreOnd! thanaliphodl ALdi fih WEver 300

aut henticati on. this case , the server side authentication processi ng
unit 32comppiseed chmmenbeatien consrelnmpithélfuttherriveatsisle asorchesingrti ng

gioggi Lhﬁﬁéﬁ[?@% % P‘%ﬁ S @Hd g GG thagégéa&?eMr{%f%‘l&, ]EQ%@ch\%ﬁ %8r%§r
processi ng unit starts authentication en the

e¥ént oleurkentipateienibe,) BRE. st astaniginbedndiithont terpgainingi t3340, a
timer 350, and an input unit 360. The server side processing unit

320 comprises a server side registration processing unit 321 and a

server side authentication processing unit 322.

The authentication DB 330 is a register image storage unit that

30 stores the register image of the mobile terminal 100 user that has
been pre-registered. The authentication DB 330 connects the
identification data with the register image and stores them both.

Thus, the identification data of the user may be used as the key for

the authentication DB 330. The authentication DB 330 stores the

35 identification data of the user and the register image transmitted

from the mobile terminal 100. The authentication DB 330 stores the

10



10 stores the starting conditions that the authentication is perforned
again ( if the checked results of the noving i mage agai nst the register
imge and the identification data do not identify the user as hiniherself.
In this case, if the checked results do not identify the user as

hi m hers hen .t he server e aut henti.cati on_15 processing unit 322
starts Jrcierg{ftérfecrﬁ pﬁﬁ b Er TR 8 e 1HOR M (TSt PBRT ETomi t
322 perfimy @Erﬁz&raslicﬁ@&@gﬁaﬂzralﬂlbﬂ PISIOG sHAG WVE 130 11, MRIgS ahhabntﬁcaewh ved

by the conmmuni cation cont uni Q .at the re-authentication.

starti ngP cdili PFHnS LT oY %l%“é%'a}it&;?“stt& e peeds &PTs ab‘ﬁ@le&itilﬁﬁt&%nthe
event fpfo(séggi[nglg 20 authentication. The server side authentication
processing unit 322 accegts the authentication request, and_ authenticates

ba%ed on the TR&GEEMUINEGRLEQD FRPETOL fRided %%Pog‘lnblgl%’éﬁ% iiitRathemobile

processidgnidit 323 ageeptihd hpobetsedormidrthent i fiwdsyk f boH t herggr ver
211. The server side 25 authentication processi ngbunlt 322 starts the

aut hent FREREBHAHGN R tEAMIRLE a? 1 IFABRGES tanfhe AP ik Fegmipal 100

aut hent { G abd o Ft MeES rrfd 138 fteras@hi%laﬂ;krééﬁﬁ tidn I ea@ieV @dm¥ink B8t 1on
communi cation control unit 310. The server side authentication processing
uni t 3290RFEYL dHEdpt3d & KECREHBEstRe droviing dmaRenef cEre dF e dreneBithpdt
upht 36Pron Rl MW 13CebRihaBAQ0AELLRME rdHAlle ééﬂﬁnﬁﬂe&tq%rﬁéﬂsoﬂi 2bbe

aut henti cati on server 300 . The |nRut unit 360 may be able to accept

oper at ofore sResdficaply i dpeing futhepdiayice, tfb@rC@&Iﬁ%Jr%atJé”bPGﬂﬁFPi-y of
but t onSyn keyB10ANEot EHEBNORRS . rdb8iVdIP¥baliDt im86hoviRd! Sihdge | BRYhals
contents inputted throug:h t he oEerator S operations to the server “side

aut hent tEaRsBht B frsse ddiengobhie Bommingd, 18Qanphélethe spdhendicaspans t he
request gf pye AHILBLECALE AdHIA el BErmIRAT 1WY hrd&brdedt@atli r £€ 11i VISR,
receiving 15 a request froma third party. If the user is identified as
hilBl her §k¢ fCOMMBER Qa1 e FORET]L d@%u@l%@nﬁ‘éfalt‘(% tbﬁoé@%%ﬁ@‘mﬁlto@géta

remi NSof ALl Led | i g@ftf&pltbetﬂ@ﬁlmrﬂﬁb ﬁﬁage g% fd¥e, OfhET: Jﬂﬁm'lcaftlBHe
user is not 1 ent| hi nl hersel t t hen e server sid

aut hent ceatfoh yidcds9i Hyputid ﬁhswqw%@pglwelmﬁmnﬂclaieirﬁrsrf@@nfcmn uni t
310 to diggoppegie 'R e tARPLL Bvd 741 ¥R lautB@n thbat 1bS 5&5@%&&% unit

aut hentication server 300 may transmt a notification based on th

aut hentBédation result to the nobile termnal 100. In such a case, the
sgpver side Uikl rFLCFo% S is tion
bgged on thealglh?hentl cgtcfagr%g)ge(g% t an ?E%lt(irtéﬁélﬁ%%l recg%?gsnf%l&haé
conmuni eft tlem wsn Mﬁngmnttgdofr%rtwm’pnée termipalyd€p viaithenmobidg as

hi mt herésmuniﬁgel&henéewﬁ e m&%e@ﬂe%q@l%amgoce&@ r&nwyntlc%%_%on
creates an authentication conplete notification | f the user 1Is not

i dent i f cedtaslhimifthat8glefceivesnthszegédpier igiade alanwkh Lransbht prdEEsBi ng
uni t 322,600 £ AAhALMAE FhbANl SARREAYSHaBObA [deidel0Pe o] S die hiase
that it 1's I'npossible to authenticate since the register |mage connect ed
wizbh t heegdeherf mage on Pdattén@oégnmt thei somnuni¢at en mantinedt juai tD81830,
the 20 SELuey §'<é PP‘E‘EE!EE 8n PRREESSE NEndNhibe?22nC AR B30l to the
notification to ect t at t e image is not registered or

notifi caegmatprmgmglgw us Ghet eommayl istadrionTeen kel upisided amplh@mtth@atl on
process e n [ 1??&:‘ 0 nfirm
t hat thggrgr%\s;?%& £ 1%@%&5 el'ng a’?1 Fi aﬁéﬁl%fﬁé%%&{r%ta Blglehg%t ent |€:oatt?l%n
server Be@veraysdé%mnétcgtmctpyomwm Wiho82} he Theercommuriigardosel f
1%5@“%2%&12?0@‘6’:&% 1310610 tgEsE: st rté’{ésrﬂéttﬁicaft%ht '%%rmt "?n g nal

ingly, the authentication server 300 has a very high level of
securi t yerandam}Opr toehlne thebiisbitlermiaat AQ0 . 10bef hoki bitaigiaib foad thye a

third f , i r t
third paePlop terfld 906 42 MipBLEOAR b Ak S b EEEa10

passwor #yi thaesedrves $ide IEraaassdndi @nat &3@GnplTae Bymaunk¢atiqmraoptrol

Mor eove h n r i i

ranon CPASFrE TR AR Y cAENEERoidn St ERE dio 1 EeFRIRED 1APAR | 1
s&dver 3@Comdpnget Wamhi dassrusthgns hEremagee | $¢l§‘$®7éc$l% afthentigaddionon of
the authenticathgn,gypl 5. 16
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Accordingly, it is not necessary to provide cameras at each | ocation where
the authentication subject exists. It should be noted that the

aut henti cati on server 300 may include a display unit. In this case, the
server side 5 authentication processing unit 322 outputs the converted

novi ng i mage r ut hent| t,ion _processing
unit 322 al sollthgeu{zgﬁ?ghf%éé%/%ry?é{lgg?%ﬁg %]gqqﬁlgllrmggnf? hY He ﬁ&?ﬁeﬁ%%% on
DB 330 Zrnt¢madth@lmgblmetcoﬂﬁunxq&ﬂrﬁnnnaﬂdekezanthemhecabmmﬁnseav2©n300
checks t he ving. 10_image agajnst_the re ter image ed u on t he
di spl ay® ?ﬁﬁ{mi ﬁﬁ%%oﬁsFS?X?s %bﬁt?”Fﬁ?nFégﬁf%gnoFegﬂgsghégksIF%r% hl€ he
| nput Uretmi3l 10@xisert freom mhetsetvielr 36D, i ﬂ‘nutc&mtrdiﬁurcﬁtlithcdﬁtﬁdleuﬁh@CkS
utte th erator .,to.the se ver, si authentlc tion processing unit
w1 Hapice % 2rgetkeq i aBkiaRy Soaltiat BRGNP EAS Ehe Mervoride The
nDbI|e aﬁmﬂanﬁncammbntbraugbsim@1nﬁpu32|n|tmﬁﬁeomﬁhﬁlcawuﬁnl@@h&r&@OuhﬂﬂutS
t he ques# Qns input b %h ,oper at Eo the serve e authentlcatlon
bt ocesst Hy taanemass & Hat 1ELPREN o et RENER AT on THERHS Mg taam Fap2
inputs tihe gpiesid ons 19 idpmtd@acesntiné cainnhieantibal comito BURitTheo by
connunlcatlon contr.ol un| 310 transmts the questions to the nobile

t er mi naFMA 0T Ve &S SULERRELGAERN t PLRGHHIOR d0ddsPRG - unit 322 may

auphenti cat e e weirert Bedé 8RS ngouh e IPEPLreBems efat Atk tipBEtbE
nmobile term nal 100. 25 The server side re |strat|on rocessing unit 321

per f or RRTRTERELY it r Brat FHgr e iRt 108giseEVaTi dR00f TPePPeLR s¥EFh| bR of

the usegerJée siefe/efuthed€itagisn Fp?ttdo’a’ssﬂh@Cﬁﬁﬁt Ng2 2 Hdrfd4hsl précessing
regi stration processing unit that lo%lsters t he register inmge received by

t he conhehttHt9 &R mershenhicakien Neuser Wén’élil%gloibéﬁe%e@ﬁ%lo%e

SI gnal ghet hgefesh St £1dé Mgecraditt itda ilbenprbeeating dahar of 3xhe useraqre
Enuted to the server side registration processing unit 321 by the

ni BAtPOME YR BRPECSIHI THE1S e thdt spukherbicatef i Bﬁepﬁ%ﬁ9§SsP$g

unl t 32dnh&810Me] trhel M6V Eh@NMagel rébei ¢oDbgt Bfie ioBRE@NKE BAYE 68 EINt@H1t BRit
communi cation control unit 310 into the 35 re%lster i mge. The server side

regi st r alP FIPtedEengeaht teBAMagsnfitered the P&eﬁ‘t‘F?‘F%‘é’cqf\‘fr’?—Qﬂ’apg WAPh the
regi st efné "BGS; NG iHeORAEhdALicAPEM ighddedsanghant t caid oy PBpddQea THES .
the server side registration processing unit 321 registers the reglster

i mage ofOYhRd udBAgen SiFBAhueREntideRtisAcpBlaB0datRe Ofertiier WiQfe bY the
regi strabjfin PELCESS 'cBHtHB!Lturfi%hﬁ@qlﬂu&ﬁﬁgaa&r%ﬁttﬂc%th%getﬂé e@hibeigBvi ng
i mage when the register image transmitted fromthe nobile termnal 100 is
t he noviRgingdgadeThednpéted rieEhgisprviedgrkde antbanpieretan RFOGAFE1RG1
stores phecstadjcy gﬂaQﬁeaCGHm&@ﬂlééﬁﬂhih%oﬁQ&bmg 1fBge 41 th@nhile the
aut hentication DB as the register inmmage. The server side registration
pr ocessPHEhERT CTHOHEPIIEFUIFR al‘@ EheMePailet {eatinglad PR 3FmGEBNLESA: he
moving i nmege fpd sahQke glmhﬁhéxh&@éﬁmﬂ%f&@éémmﬁ@@zzl Corflchld eRe the
server side registration proce55|n% unit 321 may store the noving inage

t P&nsni POBHNG AfiadensigRly AnPREReR AT OE‘O@I%§°F‘{“UP§C@F11‘?IH§°§GF%ﬁ%ﬂkta@il n DB

330 AL 1ﬁbb5m5{rﬁlﬁ Mﬁ?éé't hefyl | £8d1 S ety QP ildedBRhent idation
notification relaiin o the registration of the nobile termnal 100. In

such a phgees$heg sE‘WEr 33Rdeanaghesr dheorryihsdddsaigonniDB 3P0 cFent Ege
notifi C%&éﬂﬂlfféé‘%i&gdhga f@dt%%%f&t LRE MfhundBHESoh ledn®rbi&nit 310.
communi cation confrol unit 310. For exanple, the server side registiration
processThg gairveB2Bidecaudhentiegfsor aProneeoid ctRib034dt AFABATEBNthRen

the regh§hheitPBal ol heafgglaahertﬂena,g@glssteqonmdﬁgeedasér&@lé@éa/ewlﬁh dene
regi stration processing unit 321 may confirmthe r ﬁﬁftratlon i mge before

st ori ngifenthtigathen Kawe E5eM ddeprI BNt gatinns DB rhet$rvaagsdter

i mage i §utRARPEEREIA BrockBaing Siniti 324 BRebRI IR ed 1RAS iﬁa@@%c&'u@%éd or
if the register image is not received 25 correctly, the server side

regi st r ALPWntRe credeMgaatiion3pB 33 ¢RﬁlQﬁF3F§etﬁ@nV?%EﬁﬂlmPWHﬂs image.

aut hent ipfat s op OB 33k MheA¥ebatibf SRS s Tk 89555 Al d HHYREESHENY
unit 321 nay create a notification pronpting the user to retransmt the

r 8§i st eddepagéicetian Mata iregeilyrdr by cete M@ icagiep eeontiie urdd AL
server %g%l‘_% nbROLISd Iidein® eREAE £SS | dik 4/ Rhu2da b @hwesu Shéler AN bgat i on
processing unit 322 operate independently. Therefore, the server side

regi stration processing unit 321 and server side authentication processing
unit 322 may be provided in different authentication servers. In addition,
the authentication server 300 35 may be2 provided within the nobile

comuni cati on network 200. In the authentication system1, the

aut henti cation server 300 includes the



18 conmunication control unit 310, the server side processing unit 320,
the authentication DB 330 ) a starting condition storage unit 340 , tiner
350, and the input unit 360, however, these units may be provided

separately, in a plurality of servers instead of a single server. 5 Next,

ing b the mobile terni 100 the authentication ;
300 1 < Whicr ThARe BPAng IRRRBATHANAE LS HASPEeF niie phbk SU& FPpPGbaur o

of t he irdegitstfacaitimgedbyadingtchey the JHoress Sideatiftieadiber daval i:5ide

regi stration processi nEg ggrft&r med by the nobile term nal 100 and an

aut hent3UERENGH C&A-PBPE P8 - 19t e SPIVPE P IteoR R ERETHGL G Osy QLSS 1Mb

aut hentirGat 3on get¥enimdd.thkr Begi Gsad tdE thRembBité Nddrmfinda 1681 & ratd on
processing is g}gscri bed. The nobile term nal 100 acquires the register

i mage ( imppeeseheci AEGHTRPT the iMpggLmthniidertdfigation Sotacdres es
the regici @fatiohBgeheANthd ortwirmisiake aheRefeObSEIGH ipRoREERFSURDL WS 15
111 accepts the register imge inputted fromthe inmage acquisition unit 130
( S411 deterpgnesy it dhetyrey Ao hEhgivses Wﬂ?ﬁlfsell%o akqFhissnanees mage

of the direinaidRdy, MPhSt ion1¥LH Ry FdAby $h e mh 88 Akt AhdPFOGESE Y
unit 111. 'Ighé-\L igp% unit ?(71:0 di s}tg?;ys th‘é i%ageéofa%aﬁe user. e term nal

si de r égicga-abisneproceskigqautbe 1danbifinatdion dataeskags pesehbleitpl ay
Wyt 17 s UGldr0  tdhendistle t Qudtehdecapibne wegh St efe | NBGSver The yisSET
then sel ects the register inage wth view ng the i mage di splayed upon the
di spl aPWantipgtigRd RIRRASE NG tWiithe33hputndnSecezdty TReVEAEnimad ke de
regi st redHfHeder.ocessing unit 111 then acquires the static inmage or the
moving image inputted fromthe 25 image acquisition unit 130 in accordance
with the user™€ §6EVEL dHde r&ﬁﬁhﬁéﬁl{q@rgtéeghpf%e*ﬁw Uhdits 3220acqpiresy ni nal

side r eﬁiﬁ%kﬁﬁn?@@ RI Q€885&NGhaddl Frdd kndliéeind HRage Ut B%Et%@nsﬁﬁﬁiﬂé’@ge in
the memory unit 150 ( S412 ) .- The term nal side registration processing
uh? t 11@%{5@& SeErNerr ég@%t@ithqwé’a%%lt BF@@%?@@%@%@@? GhP@F&SUle
toget hes ¥ {1 hA§E GRGhi PBS Fref {HiEmbvEhg 1Ra§8RLL Akt e %fé&fr ingge, to
the display unit 170 (S413). The user ma%/ return to step 11 to

acqui sitf shetvvingyinage tragais§ar£ran thadokdde Wraminalolehdsgetered

regi st gf; dBfe QNG BedthE L4 St inadd3in B NRXiNede¥RBL! Sat g5411 nal

100 secures the conmunication path with the authentication server 300, and
connectBgIBAX®) sepyeE $hde apaTiicatipn prosegsGiwHt ORE seanimeeal i on

comt r ol s 4y LGASEORDEH! nd TddiG t3W ARAGE G5 1R ﬁSHﬁ? Myd. S#Rdn)the The

comuni cation control unit 160 connects to the base station 201 via radio

wave. Nes@ven Réde awrhentacpbhor PFOCEFSEND UNIEB sdbAheeks the mdwing image

aut henttlc?%tei &Mthenticated against the static image acquired from the moving
image of the register image.

In addition, the server side authentication processing unit 322

25 may check the moving image to be authenticated against the moving image

of the register image. In addition, when the moving image or register

image is the image of the user’'s face, the server side authentication

processing unit 322 performs shape recognition on the individual parts

of the face from the image. The server side authentication processing

30 unit 322 checks the images by determining whether the recognized shapes

of the parts match or not. It is also preferable that the server side

authentication processing unit 322 acquire a plurality of static

images from the moving image. Next, the server side authentication

processing unit 322 checks the acquired plurality of static images

35 against the register images, respectively. Through this, the

accuracy of checks performed at the server side authentication

13



5 server 300 via the base station 201 and exchange 202. For exanple, the
communi cation control unit 160 connects to the authentication server 300

t hrough dial -up access. Next, the communication control unit 160 transmts
a conmuni cation start request to the authentication server 300 ( $S422 )

10 The i,catjon,c r nit 160 receiyves the accepiance of the
request transmrtte rom t au i o 0. e t of
FEOTRELER, WATFERR Ry R FobBReRi o EmilRedfo. thicssrten i
t he r equerhenitdcatiesppreeessinbe wefiteci22 hady t per€ormuni eaidedRaGhdrdte
request it?} a ceg;ed ( S4i3 ) 4 Jf. the %glﬁm‘runi cation .control unit 160 can
not reCHENHELLCBNt andB PP Pbquéle, FETUY m@y et AP RReRE1¢RE G (
S422 ) p&‘lﬁﬁ:l 18(r)setin§nﬁmi1t nzﬁmayranm_ iied iaogsréxdﬁgjé{)e@qﬂﬁﬁéd rN@&He_rf ;aheslfgygl idﬁ
termnag ransmits the regi ster inmage . : re specifically, the
& m namegRaeE O i Rekd 16 1 THeR £ R ASTLATY CEBrAT AL h A #ge. Thuh ch
i s i npuheegelrtemabe @O namgeabativeehi the Wdduik¥d plara1atei @nadtdtial can
be transm tted éhﬁrou&h t_hﬂ(a: nobi | e cqommupi cation network 200. The
communiTEGeSn 2B ntHD - edhFE et siagem i B9 thaonti threshodd datueofthene
user ac@tvieed sfiaenattiteMei®d tidiigrote8shifgaeiei ¢ i3 e tkkRihesi sheF tHEge
si gnal convertﬁd by the term nal ,side registration gr ocessing unit 111 (
S431 ) Usersngs peepytdantd fdgtAmPria rersehint ABR ifnthe PEHCRRERYG S haow
regi st rie OMmESYIRE | PALES] | fikCadtermandst ahEtnaiRs &56r r RAE SR iKden
processing ($432). The nobile termnal 100 may retrsnsfer the register
i mage vﬁ‘?@%lti fiednagohiméRerselt he registration conpletion notification in

step (S432). @0bbgxh wite, aunehesivaatldide S6tNERt St&@\IEProbeabing unit
processing is described. To begin with, the authentication server 300

secur es’%f CHHRRANCARGT PR wikh PABTHRLIEPEMERR i AAP FOBNechAd torht s (
S510 ) autM¥e isReaohi Cabtyer t IBHOCONMAY Cahian gOME O twai t sdEPereceiues the
comuni cation start request transmtted fromthe nobile term nal 100 35 (

SE11 ) authed tdGRidRPc BREPERSEHRE r'dtiuni42 Fhsatdrasepnusingmthe CBRYHIP pat h
Wi th t hgndgebivrerd eiid hdbi1Q0 tRAchieaNNQ0oLS cohhahes 6 the 8mmurtéfPisnce of
the request to the mobile _termnal 100 (L S512 ) . In step ( S512 ) , if the
conmuni KRG 3Pditt 3L8gaRdt PeatRF t HebiSsdOone Pl RBP MOVLRE HRA® 11i ned as

bei ng i nprop&fhACEEsPer IsHBC UTRHUMAIa?A 0RO Fledtiiny 3401 fRY POt fdaNsM T
t he acceptance of the request, and reject 5 e comruni cation start

t
r equestauisRticatesRasRhOPCHe §Ha5EI V@ COB00 tiegp StaTed He thegrkagtindmge
t3@NsSM AR il £ HLa gBRIdG BgoM Mtle 408r-€ B QondYRfiensPesiddeahliy. 34de
communi cation control "unit 310 receives the register i mag_e and
i dent i 9GS Rfat BT MG ANt Fo5 98 FOFtang0 AERANRAFAtDON (SEE9 . The
server e ihRPicehtath 8As PEOE &R nyNhlit Bt LOMERG SrkNBreesl§l Sfetd@mae
recei ved b¥ the communi cation control unit 310 with the Identification data
and t hedP stBPes Ao SPRALMenEFRERIDNUPBLIFHE-S52Fe mexaery, SidRe
aut hentd pafd it SR8 pBfe s BN Wnlit 89L dRFiYekathO &I Mgt 8oR@tt{bgatt i on
to the nobile 15 termnal 100 and term nates registration processing of the
regi st Framahe JEINg eendielrn stopgge tmd tadd he APl i tdeakes Bagedmy
confirmt had efiglised SRgetPREOEEnGIOI&s it in the authentication DB 330.
When the register inmage is inappropriate, the authentication server 300 nmay
transmit a ndtdd P¥ampef. p\'ﬂ%’;ﬁqaﬁélﬂét eandht on éﬁoéﬁggmlﬂh’é_Wgﬁ§P§¢Si¢rage
or s natydiLatdon vfita%ly RhtABnREELPI SR CEs Ofhd NG d1RGInY QonldTRIEn . ThEnOF der
of step (S410) and step éSé#s)ﬁﬁ may be reversed. In stéps (S420) and (S510),
t he nobFyele Bayi bala foger PE FIAALRGAPcat iHANIA4AST edBiestSTTRNeVer ,
the autheql | LAt 1BYBh %QQc%siJﬁ‘% & ANSIP A _éd@_i%%ﬂbcé‘&bi’@ 8k athe
request. Next, FIG 3 illustrates the authentication processi n% procedure
by di vi¥fiarf inecpretbian Agomnthe steEr kP aforgiddorttinimdccart b 49rocBaRi ng
per f or ngd-Ry- Ui‘@e%ﬂ&t&%%%@ﬁ'pﬁé&s@l@xgaﬁnﬁyt359rﬁl§@hbaﬁi§§£ ‘oo 1M
aut henti cation processing %erfor med by 30 the authentication server 300. To
begi n viEem thiee timeri $20- siT@e BRTYRALS R PYADHP BLEREION NEPCEESENPLERL T At
first, $e obiiest ehdRRl el P8r SEGH 8N d BeESILE G 8) Bidy Whkheihe
aut hentication server 300, and connects (S610). Mre specifically) the
mdi | e 2edwirRd foomcdiifectimes (390 -aut HBAt iSSFViedh SHgeputbentieation

processing unit 322 starts the authentication when the time reaches

14



35 transmts a comruni cation start request (S612), and receives the
acceptance of the request (S613). The steps (S611) through (S613) 21 are
substantially identical to the steps ( S421 ) through ( S423 ) shown in
FIG 2. Next , the nobi | e term nal 100 acquires a noving inmage ( S620 )

More spge CIfIC e S|I|onu t 130 acquires the user's 5
novi ng Fmaﬁgc C%/%éch etrar}atg‘ﬁ‘(? sy g bﬁet]t“l?lrn?% Fuppdées dihfehineat i on
processtmgthmidervkd sAidet lauShEnﬂEcath@n dhisgdenys iy tuni?03dpspl ays the nmoving
i The term si de aut henticatio ssing unit 112

mage of the yse roce
Iout guts a msﬁfg@tlarﬂ:tlf’ﬁcf’fjﬂ th%n TS U8 ?ﬁ?t?’lﬁs WHHIFES ABgEVERTL he

di spl ayasinite $t@rtIhgncémei tibriFer ¥tewbimddheoahithBRtibLLI®Y] NGl FRYS
di spl ayed upon the dlﬁs%gé uni.t 170. Next , the nobile term nal 100

t r Ansm 358 h&NRRATNE - heRd 156 ACRIRTOASSSE NI 338RqIHIDS. ther e

speci f i &@ddy £foirhetd£f Mg atheShdenanit NetigrAhs bhPRaE$he TdHu it ibh2eFQpvert s
the noving i mage 15 inputted fromthe |mage acquisition unit 130, Into a

si gnal that SE%ﬁtb%gt Faﬁg?ﬁ:i-?'édsFHFBQ‘@huPFr R0 e ThePmiRIE a8 BYehesibe k

200. Theu G L3O HreRRlissehgUihlit 1892 t fedrtd adHdnt ilc@tiBR when the
aut henti cation server 300 the identification data of the user acquired from

t he men®¥§PUMICHES0 FRTaGAATPHR- tidhe HEaditdngl cordiktonmborgdentigaétcdtert ed

byp 20 theotes MnaaktshdengUdiniticali Qﬂa@rtﬁf@%%ltﬂgn%b&tﬂéf? 1§bsgf&r§§&0 )
and step (. S630 are always perfornmed while the nobile termnal 100 and

t he autd&mth cafi SBegkpd I Wits ehiihedt@uing imagpagaipsisthe Keghsbere

term nalndQ0 agquithes iduhtEaledtich Mmmiddad MRee qfdehtagfysecrhe apk,cogL i nues
to transmt it to the authentication 25 server 300 in real tinme. Then the

nobi | e RERMRSEEC DO FBRCERYBsCEshoti ither Fhackedt Feswliihda neit LdantdEyl t

from t hen@uihent i gat iam/serkel r300H3640he Mu1ResPEE b C%uaﬁenweaﬂszeh' e
term nal 100 receives the authentication conplete notification when the

uder i sPTerReRs ¥ eduBst 3G22hetiddis hren HehenticakioRe afiieen$eEeRY ofider ver
300 . Andcidier fmbid t;gfaemmlgo%rﬁctntazrwep%ﬂf%ﬁ@n%Qtau\@htahtiestlon

aut hentication server 300 while the user is identified as hinfherselt” by
t he aut Behr9 ¢ BAVERY Varagoohabnig Feceined Matde cemaprieatdon sopsrol

i denti fiede ag) idd %%S%Lef—a@fhéﬂ‘@léé'ff&pt | gRbl Qeaﬁﬁwg%rco?r{aqmohhgteyabée

term nal 100 35 receives an authentication di sapproved notification.
mobi | e eRtFi k) MTO FEOXA Sdenveered Bperablamtanihe Avest §@|rv§fca3@®ngThe

239 nohit ﬁeﬂ@_{é’g{l@ 100 registers the register inmage upon receiving a
notification to the effect that the register image is not registered or a

notification Promsrvey $hie ayéhengicaien drocesmingciiit RdAtaceantenther ver
300.

authentication request, and authentica.tes based on the request. For
example, the server side authentication processing unit 322 accepts
the request for authentication from the server 211. The server side
25 authentication processing unit 322 starts the authentication when the
communication control unit 310 inputs the authentication request from

the server 211 that is received by the communication control unit 310.

The server side authentication processing unit 322 also accepts

the request for the authentication from the input unit 360. The input

30 unit 360 accepts input from the operator of the authentication server
300. The input unit 360 may be able to accept operator’'s input. The

input unit 360 may be, for example, a plurality of buttons, keys, and
microphones. The input unit 360 inputs the input contents inputted
through the operator’s operations to the server side authentication

35 processing unit 322. For example, the operator inputs the request

for authentication to the input unit 360 if required or when receiving

15



5 Next, the authentication server side authentication processing is

described. To begin with, the authentication server 300 secures the

comuni cation path with the nobile term nal 100, and connects (S710). More

specifically, the authentication server 300 receives a comruni cation start

request ( S?ll n1ts an acceptance of 10 the request (S712).

The steps % %PfoTgf Pgrggbstantlally I dentical to steps (S511) and

(S512) shown ifm tIEleG.lsér Jl‘sbxtlentlf'ljaetatﬂshhmmynei"$@llf sehear tB3dGdreesi ¥eget he
he communj cation control unit. 310 contlnues to

noving i 'éb (ﬂé
Tover oIS GO, PrO YRR LI ATBLE aias TEEALRE| catherteaibie Shet RObLLB: 15
transm téetifaomdache (mbt]h@ dened MAndl0@fWhhteudde BItANtigeakl @Ncgesyer

300 and {he nobil 100 are connected, Next, the authentication
So8 o b AT HBEMRG GoraE s B LR b Vi BRIGAPELES S LEaRes ol
unit 3ldnagaidisd thkecbagini€itismagdnitronednif 31e tauihesdirsdd ¢roRBrRa0.
The authentlcatlonﬁﬁgrver 300 al so checks 20 the identification data

recei veBORY G FETEIRALM Tt | 66 WUt FdMeufite auBherbisatiqmeerven3d0 Rayi on

dat a acﬂﬂaﬁ:ﬁﬁhﬁ r&Mdtier ijatient bagkiodn DEnd 38utHditiddia cauteent kCabi fhe
server 300 then transnmits the notification of the authentication result to

t he mobPPRitetamdnatoh0ds dnssugh)a capsy ctheySEIVeEaFide amtbsntheatiiar s

i dent i f peseass mdn hatisel f322 t kgeatbbenthe at hOn SRIMAon309akkansBht S+RE
aut henti cati on conplete notification, And the authentication server 300

cont i nUBSTR EIFREA™ wi ¥¢FUHe ndfi | elRRYHS nafhq ooneEifheatir %80 dEheifi ed

as hi nm benm@hfcat{h t Benetber vnamrd,3id. t heows ixdnpirot idenhifl ivdasis
hi m herself , the 30 authentication server 300 transm.ts an_authentication

di sappr d9euthbied i aat ivm/hergethe dheRenthcabfbresepdde FodFhepsacation

di sconngpbsed $ 0y LA NP} b@eb@émaﬁﬁhuﬁﬁ?@ntiéa@iﬁxf‘@ﬂﬁ\?!}éﬁé Rta#ApaLiBR, mMade
because the register inmage _connected with the identification data does not

exPst i AftHee MRS o2t dAepBLlEled athdim/hergathenthemiting segvesr side300
transm fgtRenOiédt £t | PrdcRsthfgef hect t3t theatesi sder auﬁfmﬁthéae%n

0l S e ambroved hot SELEaTL N O™ "Hhd "Sase Sinde {£91S" Shpossible to
authenticate since the register image connected with the
identification data does not exist in the authentication DB 330, the

20 server side authentication processing unit 322 creates a notification
to the effect that the image is not registered or a notification
prompting the user to register. The server side authentication
processing unit 322 may create a notification prompting the user to
confirm that the moving image is being transmitted.

25 Thus, the authentication server 300 may determine correctly
whether or not the user is him/herself by using the moving image of
the user transmitted from the mobile terminal 100. Accordingly, the
authentication server 300 has a very high level of security, and may
prevent the mobile terminal 100 from being abused by a third party.

30 Therefore, the authentication server 300 may prevent a third party
from being authenticated as the user him/herself when the password
is used, as in the conventional example, by a third party. Moreover,
the communication control unit 310 receives the moving image
transmitted from the mobile terminal 100. Therefore, the

35 authentication server 300 may authenticate wusing the image

irrespective of the 1location of the authentication subject.

- 16



The order of steps ( S610 ) and step ( S620 ) may be reversed. In steps
(S610) and (S710), the nobile termnal 100 transmts the comrunication
start request, however, the communication start request nay be transmtted
by the authentication server 300. 5 Next, the aut hentr catr on processing
that is erf(g rreﬁ &t hentr cation server | e conne&t ed wth the
mobi | e %‘ A a9 1Ho 1ﬁe‘% HEGSRATH ‘}OePEPEﬁQE %“‘ﬁaé ak e3¢ ppgation; pe
case i nwhdiie htiideautnn tei detrimnnalubj@0tusrsstde service for selling goods
provi ded by t erver, 211 is ecr bed as exa 10 To begin wth,
the nobile tefﬁi %&‘Puiéob?rfh %ﬁﬂ%ﬁ?%ﬁ@?épp Fefuest gp@ Ea)

aut hent i gatlu@r sar veisg@_ayvmaﬂlusr ng Irhetsalsvi 6aspr,ovided dyribe sefyger 211
(S801). The authentijcation server 300 transmts the acceptance of the

r eauest aphheadd il ¢ RIRCIFHILI Wit t GF SPHEPUtS ERetCIr VTt A MRBing
term nainmdQ@ (15802he isrpohntiti.s (ThEesarRidre $£681 Rale nEI} advh 1 b8

aut hentication server 300 are_connected. The nobile termnal 100 starts the
t r ansni BEPERSSFLhe Prbli Ad2i AE§e WEPYHe Hodi Fegiatrirndmagsy agrnired

aut hent feahl OPh&eEhSPPisaeieannsst 8d o SBQB)the Fﬁ&ﬁgﬁb@f ,uh @ MObphg
termnal 100 contrnuestotransmt t he novi ng ggg t he nobil e
Qrehesks

t er mi naPPEEGtRF v the éﬁk%'i%%?Fbﬂnsére\?é’reIB edthey mapeng
agbhent i galgie0Agaenker t Be0r @yt Hesti Grd §8 dhaiMm A Pea miid %hfee&ﬂbgﬁhyC@H%Gt S

to the authentication server 300. The authentication server _

aut hent 845t @BeG&teF LROUtEHENE Fesvdishgfi FRgecheckRetiEenghetRpvERPWAEN

connect gd 10 3llte, MYt €, R8T PAputOlnde 6804hpdry HiRP ASBPMH s bF Ehe user

is identified as hinmlherself, then the authentication server 300 remains

connect EBECHE S hel PBBIELEY erty nathe00 CP&FAERE oftifer WA, SEFVéiep $18804 )
i f thgusRhndScdelohdeptbbiead i35 hiviher self, th@,rltte%eﬁ_t&xh@ﬂiﬂ cath@n

server 300 perforns the re-authentication. The authentication server 300
udés 30°0PKRE At MAYhe VG A ST Bt a ke euserTr efethediqinbhe terminal
re-aut heghl ¢atdoAyH Strf@rlrgt!d@%r(1§8%50) -TH8I SnpatbEERESSe b hEnph Lt tRE
condition storage unit 340 stores the starting conditions for performng
re- aut hBHEISdE™h WhBRUthe Rfieck®G r 2RAEZLOF t @ nolieg SREYETagafhde the
regi st eéu‘t@%@ﬁtf@@tigﬁnt 'pfr'&?ééé){‘nélat @ndQ Nofzj denti ket hg d4SRIT 355256
himfherself, and as a result, the Server side authentication processing
unit 328udihentsi et AQRhRROFEaSiMY Baddd38R %—ﬁéu;*rtsaﬂlien@u?ﬂtlo@@néptFbﬁs I n
sbep ( =Bfmunicafibfe dbif¥rdf Ldshtified agply ﬁhfzatﬂo*ﬁerb& €raol
aut henti cation server 300 remains connected to t Il'e term na 180 .
t he ot hepifadd 0 itrangpitssghs questioms b@ethﬁsmﬁ@tllredé'rﬁlimilé@ll&_ﬁ@-
hi nf her ggldf , Slhe, AUt Nendd cali PRe REE ¥R 1300 Prsranests fapmthg avbrn59
term nal 100 (S806). The server 211 transmts the contents of t e goods to
only theuriisintel ¢akai Pl usdDIusBE BPSPRE segertaidehasiasdelrn gerr¢eieddas
hi m her gelof, hd hgoByhRentdsALD sgpver 300, thus begins the service. 10
In the neantine, the nobile termnal 100 transmts the noving i nage of the
u2Er to the alibReRErYaLi GH.0cemATLsITRLiThe pFogesEhpdcundit i3gd SeTtfagasuni t
340 stopes-bhe;fYCe £19m arﬁn@&e@%feea&rsﬁ\tdp@hasrégr%st%la%%agg SOt i on.
Therefore, the seérver side authentication processing unit cquires the
cycl e a¥ses.t helke aserNgredtidia | badisomtinn sprecesyinonunit od2dt okage unit
340, an I e r e i Nl L3kl on
process?ﬁggggi‘"ﬂ?%ﬁé %ﬁ%ﬁ%ﬁ%gl Ilﬁ{lgfatr}f%oaﬁtﬁgﬂfsﬁ%t ?’:%% \r\!%g%g:c g ti rrgIe
r eaches rereivgd|ky dhet ﬂ@mgmaxcratwg)rt@ﬁatrobmnlrmalamrhéheu uthentis@ation 3 0
0 3per T 0pEs3 341t MY G 8hkeMoPAreoEBG1 LbE: lge ahd EhdTRUBAY1E IBLLLGD el
user received e tinmer reaches the cycle of the starting condition
(S807) . ofnthe gpsgr SB@7 inpputtediire theeperver duitle regdsisahion rmrcmsrsmgt hen
aut hent i [ SeLVeh 3 n t e bi | On
The. of ner hand. o rey ("aghgoRt 16ATBEREERL Snl Lol fie BT s
hi m her FePfistraghonareuassdmd BRit g2 lsepneerB9dhserionat afethetiagitsteat i on
(| S808 )imagkh iHpfRteaSd98m thd fodnitildS@kiba IMRRELLT Ge1@S 3oyl lP\%'E)SEUhe z
t hen the aut henti cati on server 300 renains connected to the nobile term nal
160. Onregdsgeneimpgnd, The stepyqrssuige regispsatser Prograsimemrnifti édlas

hi nf her $ghhectBepnd %Mi'ﬁ@étﬁ@hi Q8ta with the register image and stores
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30 server 300 disconnects fromthe nobile term nal 100 (S809). Thereafter,
the server 211 makes a request for the authentication of the user to the
aut henti cati on server 300 when the user of the nobile term nal 100

pur chases goods. The authentication server 300 accepts the authentication
request, . fromthe server, 35 211. , the authentication server 300 starts
the aut HEM FRa%RAY BFSR HeEdn Dgﬁétoaut ik %g‘?is&’f"?&?ﬂ@re 50819t REeR cat es
usi ng thedassingeahiti 321 gy ing ergaghe ofed it disemagecef ek Wier thetxequest
- fromthe server 211 iﬁ ag\%ﬁpt ed ( S810 ) . The authentication server 300
may st FYHRHERAT O PEnS®Hen the user attenpts to purchase goods , by
storing the smartdeigetordidei @8gibotablohgifdderidiay shatt 2vhgaqhheadiser 5
pur chases goods as a starting,condition storagﬁteq unit 340. In addition, the

aut hent ¥ 't OHMEER FEHOMRE MY 18Y AMA9S I MIh L Re SS9 ERRetnadfe thaRs M biFethases

goods byrdmkineg ridba 18P €k 2indha O 1001ﬁ.sﬁllthléeﬂbir§ﬁgi ﬂﬂav\%@.r VeheR0Pht NPtvER
aut henti cation request through the input unit 360 en the user purchases

goods. ¥4 Regi8pratign prycessing HRihskrl FLorRRbe Mted igsimnan aeuetred

then t heraw RN oahig0image Ves 130 Ai@MBhREcELISE BB BIP alshenaopif estgr mi nal
100 . On the other hand, 1n step ( S810 ) , if the user is not i1dentified

as hi mHe3%%! f Theneriste SddenerdiTiiatdPnseFess Sty peitol 4k may acquire

r e aut h@rﬁliLﬁ:%tliiQ? bf Bt dc imhBest®fon tB8lhoving iinalfRean§&tdre itHeRtifi ed
15 as him herself, the authentication server 30% remai ns connected to the
nobi | e % AUkEENES0atERN DFe3 39 hed N Lo sthp sesyer)sidg regéstsetion not
i dent i fhesbass AMe vddlthobi 206, UEeke tHE iR EhE8E | OFaSR(M&ea3®Pom the
di sconnects the nobile termnal 100 (S812). Thus , the authentication

server BYRLDaTIEal d00ea8i ¥& 29 ihcthpAYRentdgatdrnt RB 33@r while
connected to AdherHmdit find erdAddutiihticAsi8n! 88pLEr. 36Hemayt Pemtdkat | HN

server 300 may authenticate at any tinme. Accordingly, the authentication
séPver BOBLIEGACSHY FRARGHRY for thh&egierration pfhEha Bppide tasmingd HoPy in
step ( £804udnWWeBasbe PROI &&rd&F MRl st2BRE6hS p28cksifg unit 321

authentication server 300, but also in subsequent steps such as steps
(S807) aFrPissrPtiffcatdrsr eelavhd iterthengedsgirakionang Anpytasit to

hi m her gigd f cHRAM CANRAT IRt rbieuadthenhi CaldOn,QRIMe!, Bhd UBYvRFE¥EH a
third party from perform ng subsequent operations such as 30 purchasing

goods aBe@ly el oo PP A} StdaloriegteRe di FRGASHTAT QD ceARREE TN,
The aut hepi+£alt Qh SREN @he3 Wy B4 bRESH tﬁé&%g‘ﬂg%8?‘&%&9%‘4&"%8%%??%%@? I's

desired such as when the user purchases goods. "Accordi ngly, |
aut hent Teat feRveer vede 30EY1FEratsloioPogeESEBIoBnat n3el f BaY sCeBE 5T Thae to

over -t hes COUNLEE 5 5iflildad@: bERLLECL BN fhg tihe 1 OPh Sl HdHIYa 108 bE shyays 26

transmtting the noving image while connected to the authentication server
300. That é#lirsejciiﬂ@. iif fbe FREEe ymage Jtsn_énﬂbbml@ri@@m ﬁéﬁt_lm i peeform
any OPerali ofor ahEs! £l dt bilenUldient G kog) SE6Y nadd0 dWdi Peceived

aut hentication or the 5 re-authentication by the authéntication server 300
| £5shouterpechl edhehaerver stikss regdesrat{gsagrcessdngsaniy 32lhmay not .
aut hent L £afd %é‘ﬂn‘é@% 'QOtrR@rJu%@Eutﬁéai‘%ﬁ'% 3Gt ! %P&\Yexo,“f‘t&)e Doyeyer, it
may be possible to performre-authentication several tines. The present

i nvent i 8hd¢ sragistratienl proeersiIy abwite-3YesBay bereabwodi retifigationat

vari Ouspfagﬂ){ir?@tthgrlfs&r £o Q%%ijahgﬁlit the register image, or a notification
rejecting the register image.

30 The server side registration processingunit 321 and server side
authentication processing unit 322 operate independently. Therefore,
the server side registration processing unit 321 and server side
authentication processing unit 322 may be provided in different
authentication servers. In addition, the authentication server 300

35 may be provided within the mobile communication network 200. In the

authentication system 1, the authentication server 300 includes the
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27 What is clainmed is: 1. An authentication systemconprising: a register
| mge storage unit, which stores a pre-registered register inmage of a
nobile term nal user; 5 a conmunication control unit, which receives a
novi ng i mage of the user transmtted fromthe nobile termnal; and an

aut henti catiqn _pr.ocessi ng unit, | ch. aut henticates the user by checking
t he moAY lPQc‘é‘?’i’/'é’gO]oﬁlmtlﬁex\ﬂ mitGi SV Sh SdSRt PEPCRIT N hYBihsI2Q he

regi st alhd a@geest A DS 330, l£gt 8t €Ind 58881 616K 386rdfe URLE 34D, tHifer
aut hentj cation systemof Caiml, wherein the conunication control unit

recei vew 4 h@Nib ey 10RRGe URAE| 306R o NG RT 1+ FhEse HPALFeME¥Er B rRrovided. The

aut hentdegairiade 19y stiaMaob1Gkal ¢, o Bidts tihgteadl skeh &mgfe dHRAGe unit
connects and stores identification data for identifying the user with the
regi ster i nadEXthPRBAAMINGIOVeESht e 1abile eferwinal hd ORpwndg theage

and 20 4fi¢drdarbaithionaldedfredatzo al ddwerAiBent irRd.i On PI OGS YU Uiid
aut henti cates by checking the noving i nage against the register inage and
t he red&%idd HaddRni PFeaes oY ArLCeGHTRseL tihe raghster daaasnbadtvidined in

the regird Brob8BPEn§LiAkBLL tEPnina?B 14e: réﬁ%ﬁl&tﬁ%ﬂtﬁf@%%@g&%ﬂ&e@ ai m

1, further conprising a starting condition storage uni stores the
starti iy c5h8i MABHsL e ofexhipat ngoﬁut%t fradudhenhfepbiont Iseryerhentdeat i on

ot o B R B R e O N S
1, wherein tH® daHENWLER: | ShepEermirahgsids regdcépasianr pyoesssing is
aut hentq&atil g 2ngn 8 Hoke ki S a8 260 a 08ui Pés ﬁﬁg%@g@gtég%ﬂl‘%?e ($afy. The
aut hentication systemof Caim1, wherein, in the case that 2

More specifically, the image acquisition unit 130 acquires the
register image, and the terminal side registration processing unit

15 111 accepts the register image inputted from the image acquisition
unit 130 (S411). For example, the image acquisition unit 130 acquires
the image of the user, and inputs it to the terminal side registration
processing unit 111. The display unit 170 displays the image of the
user. The terminal side registration processing unit 111 outputs a

20 message to the display unit 170 instructing the user to decide on the
register image. The user then selects the register image with viewing
the image displayed upon the display unit 170, and inputs it to the
input unit 120. The terminal side registration processing unit 111
then acquires the static image or the moving image inputted from the

25 image acquisition unit 130 in accordance with the user’s operation
inputted through the input unit 120.

The terminal side registration processing unit 111 stores the
acquired register image in the memory unit 150 (S412). The terminal
side registration processing unit 111 outputs the register image

30 stored in the memory unit 150 together with instructions for the user
to confirm the register image, to the display unit 170 (S413). The
user may return to step S411 to acquisition the register image again,
if the user wants to change the register image confirmed in the step
(s413).

35 Next, the mobile terminal 100 secures the communication path

with the authentication server 300, and connects (5S420). More
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a checked result of the noving i mage agai nst the register inmge does not
identify the user as himherself , the authentication processing unit
perfornms re-authentication by using the noving i mage being received by the
comuni cation control unit and performng 5 re-authentication. 7. The
aut hent | cat.ifcxlr}:as_L)ﬁTst em of. Cl aim wherein the authentication processing

d 60

P Yat i i e £ 1 he SroS PR Hafe 3P VP Loy tie 1

unit acquires a
comuni catrieart scoatthd authent ot thesksvebes@r qeipeq. stmid eonmagecdi@gai nst
the register i rrage § The iut he&t‘i ation systemof Caim1, further

conpr i STHYZR I ¥oF S PR GOMRETES R 5 §aERiISTaTHRP AP I B SRELS Wae -1 Ip%t er

i Mage reaei setndn dae onorbHRr6at WeNt CDSU Idednnidditls ite the heghehelciyBge 15
storage unit, wgerei n_the comunication control_ unit receives the register

i mige tTENGH 08 VRO MASFoBITREIPRr 27 hand §%XChARIQ A Yent FOARL $¥FMRIBL em of

G ai m S;nahein@iuhii cdt ibhe coaRFbNi 6alt 016 ¢ WHnlcténith tBeehueRehPEcA4£Oh St er
I mage transmtted fromthe nobile termnal and identification data for

i dent i fSAEET MO U LEroughqdifs-rRAFCFSSR9 on processing unit connects the
identificati q_ré;,g,a,t a et hcbmuﬁggéﬁi&ﬁ ié&g@cdlecgin\igd @gosaitgaﬁgﬁmgli cation
control 25 unit, and stores these in the register inmage storage unit. 10. A
nobi | e $FFHHA2EOE FRFhFeayesdvin dhendigerenignadiionoreiye® 30Rh{ 2422k qui r es

a1V Nehd rEgenafiddia obkibherber hiel 1815 &Feccaids3Qnd GeBBHRLRELI OB Gt r ol
unit, which transmts the noving image acquired by the novi ng | mage
acqui si¥¢BHini trepsPhEtedt HEem cBRe oRupenédrathPRrh saivsent PeAt es The

user. ldecdpeadmbide tRENMrBghef €abMrblpon¥Ber@l Hehe FYBNEAL | Pl
control 35 unjt transmts the noving i mage while connected to the
aut hent?‘é‘ﬁ?‘?rb]rf’%fyﬂﬁneﬁaQ@ request is accepted (S423). 1If the communication

control unit 160 can not receive the acceptance of the request, it
15 may return to the step (S422) and retransmit the communication start
request.
Next, the mobile terminal 100 transmits the register image
(S430). More specifically, the terminal side authentication
processing unit 111 converts the image, which is inputted from the
20 image acquisition unit 130, into a signal that can be transmitted
through the mobile communication network 200. The communication
controlunit 160 transmits the identification data of the user acquired
from the memory unit 150 in addition to the register image signal
converted by the terminal side registration processingunit 111 (S431).
25 Finally, the communication control unit 160 receives the registration
completion notification and terminates the registration processing
(S432). The mobile terminal 100 may retransfer the register image
when it can not receive the registration completion notification in
step (S432).
30 Next, the authentication server side\registration processing
is described. To begin with, the authentication server 300 secures
a communication path with the mobile terminal 100, and connects (S510).
More specifically, the communication control unit 310 receives the
communication start request transmitted from the mobile terminal 100
35 (S511). The communication control unit 310 secures the communication

path with the mobile terminal 100 and connects, transmits the

20



12. The nobile termnal of Caim10, further conprising a register inage
acquisition unit ( which acquires a register inage of the user to be
regi stered in the authentication system wherein 5 the conmuni cation
control unit transmts the register imge acquired by the register inmage

acqui sition.unit t he_aut hentication.s m_ 13. Al tlcatlon

et hod 2oCRRSAPEEf TS FARArT g thy FERYIE: Fdtmriag 200 et ¢ Racsten

aut hent(issakgs af miie lconmanticaali onsetard regviess fr&gec mbbe 180k heidLr m nal
user tr smtt d froma term na,l and checki ng the received noving inmge

agai nst 1R gedeEmingg 6108 HIRRARST: 2CFFRS uLbP W‘t"rﬁ‘écé’ﬁtlﬁérﬁqrttﬂq]on

syst emunahti ghoshay asot h&aﬁémmteth@gacsd@mcbeefsmé ddRee tof ahferdife 14 .
The authenticatigon nethod of Claim13 , wherein the authentication system

recei vede ﬁé’mf?ﬂ\‘?llﬁat?ﬁﬁgﬁt%?l’ée‘é‘b‘?ﬁ%ct ed to the nobile termnal. 20 15.

The aut henti siitQn tiet kedhehtEhakibd 3sevher e300 ié?lﬁtéf@nﬁﬂ&aféﬁbﬁéistem
connects and stores identification data for identifying the user with the

regi st éM3dagkrarFl tithe AfPRatith B9Bilen tEeEPas tln@ nbSPAY) i mad¥ornd t he

25 i denfpgddigalda@nydat @ie aBdmhhifidat et eatien Sifﬁtterrkﬁd)'t herkh gakes:Hy
checki ng the novi ng |ma$e agai nst the register |rragt_(m d the received
i dent | fHeGASItER dBRgeagRd nkderHd igadion Aakat tranen do&ram Boe mebifse

auw hentdegatingn, Mebhedsei) O aine L3rvebesehd: rddiss t3dthent bié&é@&ﬁ@{%ﬁm

stores a starting condition for starting authentication;
aut hent3iZZaePBRESS (R BRI HERYT dRPES TeesddedrbY ﬁéeﬁ%ﬁ‘“éﬂllcatlon ContrOl

unit 310 with the identification data and then stores them in the
authentication DB 330 (S522). Finally, the authentication server 300
transmits the registration complete notification to the mobile

15 terminal 100 and terminates registration processing of the register
image (S523). In step (S522), the authentication server 300 may
confirm the register image before stores it in the authentication DB
330. When the register image is inappropriate, the authentication
server 300 may transmit a notification prompting retransmission of

20 the register image or s notification rejecting an acceptance of the
register image.

The order of step (S410) and step (5420) may be reversed. In
steps (S420) and (S510), the mobile terminal 100 transmits the
communication start request, however, the authentication server 300

25 may transmit the communication start request.

Next, FIG. 3 illustrates the authentication processing
procedure by dividing the processing into a terminal side
authentication processing performed by the mobile terminal 100 and
an authentication server side authentication processing performed by

30 the authentication server 300. To begin with, the terminal side
authentication processing is described. At first, the mobile
terminal 100 secures the communication path with the authentication
server 300, and connects (S610). More specifically, the mobile
terminal 100 connects to the authentication server 300 (S611),

35 transmits a communication start request (S612), and receives the

acceptance of the request (S613). The steps (S611) through (S613)
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starting condition. 35 17. The authentication nethod of C aim 13, wherein:

30 the authentication system accepts a request for authentication; and

the authentication system authenticates based on the accepted request. 5 18
The aut hentication met hod of Claim 13 , Wherein the authentication system

perforns re he n | ecei ving i when

r e- aut Ként ¢ %rﬁp f%%r]% %é&ai »?1(95 Eal e%é:éggz}qg%‘%%‘n?ggapt) HroWhe
novi ng inTeye ag:al nst the register inmage does not identify the 10 user as
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1spl ys the moving image of the user. The terminal side
authentication processing unit 112 outputs a message instructing the
user to confirm the moving image to the display unit 170. Then the

10 user views and confirms the moving image displayed upon the display
unit 170.

Next, the mobile terminal 100 transmits the moving image to the
authentication server 300 (S630). More specifically, the terminal
side authentication processing unit 112 converts the moving image

15 inputted from the image acquisition unit 130, into a signal that can
be transmitted through the mobile communication network 200. The
communication control unit 160 then transmits to the authentication
server 300 the identification data of the user acquired from the memory
unit 150 in addition to the signal of the moving image converted by

20 the terminal side authentication processing unit 112.

Step (S620) and step (S630) are always performed while the mobile
terminal 100 and the authentication server 300 are connected. In
other words, the mobile terminal 100 acquires the real-time moving
image of the user, and continues to transmit it to the authentication

25 server 300 in real time.

Then the mobile terminal 100 receives a notification of the
authentication result from the authentication server 300 (S640).
More specifically, the mobile terminal 100 receives the
authentication complete notification when the user is identified as

30 the user him/herself by the authentication server 300. And the mobile
terminal 100 continues to connect with the authentication server 300
while the user is identified as him/herself by the authentication
server 300. On the other hand, if the user is not identified as
him/herself by the authentication server 300, the mobile terminal 100

35 receives an authentication disapproved notification. The mobile

terminal 100 is disconnected by the authentication server 300. The
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25 (S740). More specifically, when the user is identified as him/herself,

the authentication server 300 transmits an authentication complete
notification. And the authentication server 300 continues to connect
with the mobile terminal 100 if the user is identified as him/herself.
On the other hand, if the user is not identified as him/herself, the
30 authentication server 300 transmits an authentication disapproved
notification. And the authentication server 300 then disconnects from
the mobile terminal 100. If authentication cannot be made because
the register image connected with the identification data does not
exist in the authentication DB 330, then the authentication server
35 300 transmits a notification to the effect that the register image

is not registered or a notification prompting the user to register.
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provided by the server 211 is described as an example.,

10 To begin with, the mobile terminal 100 transmits a communication
start request to the authentication server 300 when using the service
provided by the server 211 (S801). The authentication server 300
transmits the acceptance of the request in response to the
communication start request from the mobile terminal 100 (S802).

15 Through this, the mobile terminal 100 and the authentication server
300 are connected. The mobile terminal 100 starts the transmission
of the moving image when the mobile terminal 100 and the authentication
server 300 are connected (S803). Hereafter, the mobile terminal 100
continues to transmit the moving image while the mobile terminal 100

20 and the authentication server 300 are connected.

The authentication server 300 authenticates when the mobile
terminal connects to the authentication server 300. The
authentication server 300 authenticates using the real-time moving
image of the user received when connected to the mobile terminal 100

25 (S804). In step (S804), if the user is identified as him/herself,
then the authentication server 300 remains connected to the mobile
terminal 100. On the other hand, in step (S804), if the user is not
identified as him/herself, then the authentication server 300
performs the re-authentication. The authentication server 300 uses

30 the real-time moving image of the user received when re-authentication
is performed (S805). This is because the starting condition storage
unit 340 stores the starting conditions for performing
re-authentication when the checked results of the moving image against
the register image and identification data do not identify the user

35 as him/herself, and as a result, the server side authentication

processing unit 322 starts re-authentication based on the starting
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mobile terminal 100 (S806).

The server 211 transmits the contents of the goods to only the
mobile terminal 100 used by the user who has been identified as
him/herself by the authentication server 300, thus begins the service.
In the meantime, the mobile terminal 100 transmits the moving
image of the user to the authentication server 300.

The starting condition storage unit 340 stores the cycle for
starting authentication as the starting condition. Therefore, the
server side authentication processing unit 322 acquires the cycle as
the starting condition from the starting condition storage unit 340,
and acquires time from the timer 350. The server side authentication
processing unit 322 automatically starts authentication when the time
reaches the cycle of the starting condition. The authentication
server 300 performs authentication by using the real-time moving image
of the user received when the timer reaches the cycle of the starting
condition (8807).

In step (S8807), if the user is identified as him/herself, then
authentication server 300 remains connected to the mobile terminal
100. On the other hand, in step (S807), if the user is not identified
as him/herself, then the authentication server 300 performs
re-authentication (S$808). In step (S808), if the user is identified
as him/herself, then the authentication server 300 remains connected
to the mobile terminal 100. On the other hand, in step (5808), if
the user is not identified as him/herself, then the authentication
server 300 disconnects from the mobile terminal 100 (S809).

Thereafter, the server 211 makes a request for the
authentication of the user to the authentication server 300 when the
user of the mobile terminal 100 purchases goods. The authentication
server 300 accepts the authentication request from the server
211. Next, the authentication server 300 starts the authentication

of the user. The authentication server 300 authenticates using the
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10" d=CN\BMEMBARntication server 300 may start authentication when the user
purchases goods by making the operator of the authentication server
300 input an authentication request through the input unit 360 when
the user purchases goods.
10 In step (S810), if the user is identified as him/herself, then
the authentication server 300 remains connected to the mobile terminal
100. On the other hand, in step (S810), if the user is not identified
as him/herself, then the authentication server 300 performs
re-authentication (S811). In step (S811), if the user is identified
15 as him/herself, the authentication server 300 remains connected to
the mobile terminal 100. On the other hand, in step (S811), if the
user is not identified as the authorized user, the authentication
server 300 disconnects the mobile terminal 100 (S812).
Thus, the authentication server 300 continues to receive
20 the moving image of the user while connected to the mobile
terminal 100. As a result, the authentication server 300 may
authenticate at any time. Accordingly, the authentication
server 300 may confirm whether the user is him/herself or not,
not only in step (S804) when the mobile terminal 100 connects
25 to the authentication server 300, but also in subsequent steps
such as steps (S807) and (S810).
Therefore, even when the user is identified as him/herself
upon connection, the authentication server 311 may prevent a
third party from performing subsequent operations such as
30 purchasing goods as a result of a third party stealing the image
during connection. The authentication server 300 may
authenticate whenever authentication is desired such as when
the user purchases goods. Accordingly, with the
authentication server 300, it is possible to obtain effects
35 similar to over-the-counter selling.

Furthermore, the mobile terminal 100 is always
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y&%OA#& 0- 1%0%%u%98§%§}n control unit, which receives a moving image of

the user transmitted from the mobile terminal; and

an authentication processingunit, which authenticates the user
by checking the moving image received by the communication control
unit against the register image stored in said register image storage

10 unit.

2. The authentication system of Claim 1, wherein the communication
control unit receives the moving image while connected to the mobile
terminal.
15
3. The authentication system of Claim 1, wherein:
the register image storage unit connects and stores
identification data for identifying the user with the register image;
the communication control unit receives the moving image and
20 the identification data; and
the authentication processing unit authenticates by checking
the moving image against the register image and the received
identification data against the identification data stored in the
register image storage unit.
25
4. The authentication system of Claim 1, further comprising a starting
condition storage unit, which stores the starting conditions for
starting authentication; wherein
the authentication processing unit authenticates based on the

30 starting conditions stored in the starting condition storage unit.

5. The authentication system of Claim 1, wherein the authentication
processing unit accepts a request for authentication, and
authenticates based on the accepted request.

35

6. The authentication system of Claim 1, wherein, in the case that
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received by the communication control wunit and performing

5 re-authentication.

7. The authentication system of Claim 1, wherein the authentication
processing unit acquires a static image from the moving image received
by the communication control unit, and checks the acquired static image

10 against the register image.

8. The authentication system of Claim 1, further comprising a
registration processing unit, which registers the register image
received by the communication control unit in the register image

15 storage unit, wherein
the communication control unit receives the register image

transmitted from the mobile terminal.

9. The authentication system of Claim 8, wherein:

20 the communication control unit receives the register image
transmitted from the mobile terminal and identification data for
identifying the user; and

the registration processing unit connects the identification
data with the register image received by said communication control

25 unit, and stores these in the register image storage unit.

10. A mobile terminal comprising:
a moving image acquisition unit, which acquires a moving image

of the mobile terminal user; and
30 a communication control unit, which transmits the moving image
acquired by the moving image acquisition unit to the authentication

system, which authenticates the user.
11. The mobile terminal of Claim 10, wherein the communication control

35 unit transmits the moving image while connected to the authentication

system.
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system.

13. An authentication method, comprising:

10 receiving, by an authentication system that authenticates a
mobile terminal user, a moving image of the mobile terminal user
transmitted from a terminal; and

checking the received moving image against a register image to
authenticate the user by the authentication system, which stores the

15 pre-registered register image of the user.

14. The authentication method of Claim 13, wherein the authentication

system receives the moving image while connected to the mobile

terminal.
20
15. The authentication method of Claim 13, wherein:
the authentication system connects and stores identification
data for identifying the user with the register image;
the authentication system receives the moving image and the
25 identification data; and
the authentication system authenticates by checking the moving
image against the register image, and the received identification data
against the stored identification data.
30 16. The authentication method of Claim 13, wherein:
the authentication system stores a starting condition for
starting authentication; and
the authentication system authenticates based on the stored
starting condition.
35

17. The authentication method of Claim 13, wherein:
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the authentication system accepts a request for authentication;
and

the authentication system authenticates based on the accepted

request.

18. The authentication method of Claim 13, wherein the authentication
system performs re-authentication by using the received moving image
when re-authentication is performed, in a case where a checked result

of the moving image against the register image does not identify the

user as him/herself.

19. The authentication method of Claim 13, wherein the authentication
system acquires a static image from the received moving image, and

checks the acquired static image against the register image.

20. The authentication method of Claim 13, wherein:

the authentication system receives the register image
transmitted from the mobile terminal; and

the authentication system stores the received register image

in the authentication system.
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