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CROSS REFERENCE TO RELATED APPLICATIONS This application is based upon and
claims the benefit of priority 5 from the prior Japanese Patent
Applications No. P2001-357875, filed on November 22, 2001; the entire
contents of which are incorporated herein by reference. OF THE INVENTION 10
1. Field of the Invention The present invention relates to an
authentication system, a mobile terminal, and an authentication method. 2.
Description of the Related Art Conventionally, there is an authentication
system that 15 authenticates a mobile terminal user by checking a password
configured with numerals or characters that are pre-registered in the
authentication system against a password transmitted from the mobile
terminal to the authentication system. In addition, there is an
authentication system that 20 authenticates using an image photographed by
a camera that is provided for photographing an authentication subject at
each location where authentication is performed. However, with the
conventional authentication system using a password, there is a concern
that a mobile terminal or password may 25 be abused if a third party steals
the mobile terminal or password. Accordingly, the conventional
authentication system is considered to have a low level of security. In
addition, with the conventional authentication system where a camera is
provided at each location where authentication is performed, 



30 authentication may be performed only at the specific location where a
camera is provided. Therefore, an authentication system that has a high
level of security, and can authenticate using an image irrespective of the
location of the authentication subject, is desired. 35 BRIEF SUMMARY OF THE
INVENTION    An object of the present invention is to provide an
authentication system that has a high level of security, and can
authenticate using an image irrespective of the location. An authentication
system according to an aspect of the present 5 invention comprises a
register image storage unit, which stores a pre-registered register image
of a mobile terminal user; a communication control unit, which receives a
moving image of the user transmitted from the mobile terminal; and an
authentication processing unit, which authenticates the user by checking
the moving 10 image received by the communication control unit against the
register image stored in the register image storage unit. Such an
authentication system, the register image storage unit stores the
pre-registered register image of the mobile terminal user. In addition, the
communication control unit receives a moving image 15 of the user
transmitted from the mobile terminal. Then the authentication processing
unit authenticates the user by checking the moving image received by the
communication control unit against the register image stored in the
register image storage unit. As a result , the authentication system can
determine correctly 20 whether or not the user is him/herself by using the
moving image of the user transmitted from the mobile terminal. Accordingly,
the authentication system has a very high level of security, and may
prevent the mobile terminal from being abused by a third party.
Furthermore, the communication control unit receives a moving image 25
transmitted from the mobile terminal. As a result, the authentication
system may authenticate using the image irrespective of the location of the
authentication subject. BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE
DRAWINGS 30 FIG. 1 is a block diagram illustrating the configuration of an
authentication system according to an embodiment of the present invention;
FIG. 2 is a flow diagram illustrating a registration processing procedure
of a register image according to an embodiment of the present 35 invention;
FIG. 3 is a flow diagram illustrating an authentication 



2   processing procedure according to an embodiment of the present
invention; and FIG. 4 is a sequential diagram describing the authentication
processing according to an embodiment of the present invention. 5 DETAILED
DESCRIPTION OF THE INVENTION An embodiment of the present invention is
described with reference to the drawings. As shown in FIG. 1, an
authentication system 1 comprises a mobile terminal 100, a mobile
communication 10 network 200 , an authentication server 300 , a network 210
, and a server 211. The mobile terminal 100 communicates with the
authentication server 300 or the server 211 via the mobile communication
network 200. As shown in FIG. 1) the mobile terminal 100 comprises a
terminal side 15 processing unit 110, an input unit 120, an image
acquisition unit 130, a voice acquisition unit 140, a memory unit 150, a
communication control unit 160 , and a display unit 170 . The terminal side
processing unit 110 comprises a terminal side registration processing unit
111 and a terminal side authentication processing unit 112. The mobile 20
terminal 100 may be , for example , a personal handy phone system ( PHS ) ,
personal digital assistant (PDA), or laptop personal computer. The image
acquisition unit 130 is a moving image acquisition unit that acquires a
moving image of the mobile terminal 100 user. The image acquisition unit
130 also functions as a register image 25 acquisition unit that acquires a
register image of the user for registration in the authentication server
300. The image acquisition unit 130 acquires the moving image of the user
during authentication by the authentication server 300. The image
acquisition unit 130 also acquires a static image or moving image 30 of the
user as a register image at the time of registration of the register image
in the authentication server 300. The image acquisition unit 130 acquires a
moving image or static image capable of authenticating the user. For
example, the image acquisition unit 130 acquires a moving image or static
image of the user's face. 35 During authentication, the image acquisition
unit 130 continues to acquire real-time moving images of the user, while
the mobile 3   terminal 100 and the authentication server 300 are
connected. Then the image acquisition unit 130 continues to input the
acquired real-time moving images to the terminal side authentication
processing unit 112 . In addition, the image acquisition unit 130 inputs 



5 the acquired static image or moving image of the user to the terminal
side registration processing unit 111 at the time of registration of the
register image. For example, a digital camera employing a charge coupled
device (CCD) may be used as the image acquisition unit 130. The terminal
side processing unit 110 performs various types 10 of processing in the
mobile terminal 100. To begin with, the terminal side authentication
processing unit 112 performs processing relating to authentication by the
authentication server 300. More specifically, the terminal side
authentication processing unit 112 converts a moving image, which is
inputted from the image acquisition unit 130, into 15 a signal that the
communication control unit 160 can transmit through the mobile
communication network 200. The terminal side authentication processing unit
112 inputs the signal converted from the moving image to the communication
control unit 160. During authentication, the real-time moving image of the
user is inputted 20 to the terminal side authentication processing unit 112
by the image acquisition unit 130, while the mobile terminal 100 and the
authentication server 300 are connected. Accordingly, the terminal side
authentication processing unit 112 continues to convert and input the
moving images to the communication control unit 160, while the 25 mobile
terminal 100 and the authentication server 300 are connected. At this time,
the terminal side authentication processing unit l12 acquires
identification data for the user from the memory unit 150 . Then the
terminal side authentication processing unit 112 inputs the identification
data, in addition to the signal converted from the 30 moving image, to the
communication control unit 160. The identification data may be any data
that identifies the user. The identification data may be, for example, the
telephone number of the mobile terminal 100, or a user ID configured with
characters or numerals. 35 The terminal side registration processing unit
111 performs processing relating to the registration of the register image
in the 4   authentication server 300. More specifically, the terminal side
registration processing unit 111 converts the static image or moving image,
which is the register image inputted from the image acquisition unit 130,
into a signal that the communication control unit 160 can 5 transmit
through the mobile communication network 200. The terminal side
registration processing unit 111 inputs the signal converted from the
register image to the communication control unit 160. The terminal side
registration processing unit 111 acquires the static image or moving image
acquired from the image acquisition unit 130 in accordance 10 with the
user's operation input through the input unit 120. At this time, the
terminal side registration processing unit 111 acquires the identification
data of the user from the memory unit 150. Then, the terminal side
registration processing unit 111 inputs the identification data in addition
to the converted register image 15 to the communication control unit 160.
In addition, the terminal side registration processing unit 111 stores the
register image inputted from the image acquisition unit 130 in the memory
unit 150. Then the terminal side registration processing unit 111 acquires
the register image from the memory unit 150, converts the image into a
signal, and 20 inputs the signal to the communication control unit 160 if
necessary, such as in the case of retransmitting the register image. The
terminal side registration processing unit 111 and terminal side
authentication processing unit 112 operate independently. Therefore, the
terminal side registration processing unit 111 and 25 terminal side
authentication processing unit 112 may be provided in different mobile
terminals . The mobile terminal 100 includes at least the terminal side
authentication processing unit 112. Accordingly, the terminal side
registration processing unit 111 may be provided in any computer system
other than the mobile terminal 100. 30 Moreover, the terminal side
processing unit 110 performs processing in accordance with the user's
operation input through the input unit l20. The terminal side processing
unit 110 converts voice, which is inputted from the voice acquisition unit
140 , into a signal that the communication control unit 160 can transmit
through the mobile 35 communication network 200. The terminal side
processing unit 110 inputs the signal converted from the voice to the
communication control 



5   unit 160. The terminal side processing unit 110 stores the voice
acquired from the voice acquisition unit 140 in the memory unit 150 if
required . The terminal side processing unit 110 outputs the moving image 5
or static image inputted from the image acquisition unit 130 to the display
unit 170. The terminal side processing unit 110 outputs a notification from
the authentication server 300 or the server 211, which is inputted from the
communication control unit 160, to the display unit 170. The terminal side
processing unit 110 outputs 10 instructions for the user, i.e. requesting
input of data or confirmation of data, to the display unit 170. The
communication control unit 160 communicates with the authentication server
300 or the server 211 via the mobile communication network 200. The
communication control unit 160 15 connects to the authentication server 300
for communication. The communication control unit 160 transmits the moving
image acquired by the image acquisition unit 130 to the authentication
server 300 . More specifically, the communication control unit 160
transmits the signal that is converted by the terminal side authentication
20 processing unit 112 from the moving image acquired by the image
acquisition unit 130. During authentication, real-time moving images are
inputted the communication control unit 160 by the terminal side
authentication processing unit 112 , while the mobile terminal 100 and the
authentication server 300 are connected. Accordingly) the 25 communication
control unit 160 continues to transmit the real-time moving image signals,
while the mobile terminal 100 and the authentication server 300 are
connected. At this time, identification data together with the moving image
signal are inputted to the communication control unit 160 by the terminal
side authentication 30 processing unit 112. Therefore, transmits the
identification data in addition to the moving image signal. Thus, it is
possible for the mobile terminal 100 to transmit the moving image in real
time as a result of the combination of the image acquisition unit 130, the
terminal side 35 authentication processing unit 112, and the communication
control unit 160 . In other words , the mobile terminal 100 has 



6   the capacity to function as a "video- phone" . In addition, with a
mobile terminal such as the mobile terminal 100, the image acquisition unit
130 acquires the moving image of the user. Then the communication control
unit 160 transmits the moving image acquired 5 by the image acquisition
unit 130 to the authentication server 300, while the mobile terminal 100
and the authentication server 300 are connected. Therefore, the mobile
terminal 100 may receive authentication from the authentication server 300
that performs the authentication using the moving image of the user
transmitted from 10 the mobile terminal 100. Accordingly, the mobile
terminal 100 user may prevent its abuse by a third party. The mobile
terminal 100 user may receive authentication using the image irrespective
of the user' s location. The communication control unit 160 transmits the
register image 15 acquired by the image acquisition unit 130 to the
authentication server 300. More specifically, the communication control
unit 160 transmits the signal that has been converted by the terminal side
registration processing unit 111 from the register image acquired by the
image acquisition unit l30. At this time, identification data together with
20 the signal of the register image are inputted to the communication
control unit 160 by the terminal side registration processing unit 111.
Accordingly, the communication control unit 160 transmits the
identification data together with the register image signal. In this
manner, by registering the identification data together with the 25
register image in the authentication server 300 , makes it is difficult for
a third party to use the mobile terminal 100 illegally. In addition, the
communication control unit 160 transmits the voice acquired by the voice
acquisition unit 140 to the authentication server 300 and the server 211.
More specifically, the communication 30 control unit 160 transmits a signal
that is converted by the terminal side processing unit 110, from the voice
acquired by the voice acquisition unit 140. In addition, the communication
control unit 160 receives notification transmitted from the authentication
server 300 or the server 211. The communication control unit 160 inputs a
35 notification of receipt to the terminal side processing unit 110. The
input unit 120 accepts the input from the user of the mobile 7   terminal
100. The input unit 120 is capable of accepting input by the user. For
example, the input unit 120 may be a plurality of buttons or keys . The
input unit 120 inputs the contents inputted through the user operation to
the terminal side processing unit L10. For example, 5 the user selects the
register image from the images acquired by the image acquisition unit l30 ,
and inputs it to the input unit 120 . Then the input unit 120 inputs the
contents inputted through the user operation to the terminal side
registration processing unit 111. The voice acquisition unit 140 acquires
the voice of the user. 10 The voice acquisition unit 140 inputs the
acquired voice to the terminal side processing unit 110. The voice
acquisition unit 140 may be, for example, a microphone. The voice
acquisition unit 140 is not always necessary since the mobile terminal 100
receives the authentication using the image, from the authentication server
300. 15 In the case that the mobile terminal 100 is a cellular phone, a
voice output unit is provided that outputs the voice received by the
communication control unit 160. In this case, the voice inputted from the
communication control unit 160 is outputted to the voice output unit by the
terminal side processing unit 110. Alternatively, the 20 user may input the
operation contents to the voice acquisition unit 140 by voice, instead of
the input unit 120. In this case, the voice acquisition unit 140 feeds the
operation contents input from the user into the terminal side processing
unit 110. The memory unit 150 stores various types of information. For 25
example, the memory unit 150 stores the register image acquired by the
image acquisition unit 130, voice acquired by the voice acquisition unit
l40, and the identification data of the user. The memory unit 150 may be,
for example, memory. In addition, the memory unit 150 stores the register
image and voice as digital data. 



30 The display unit 170 displays various types of information. For example
, the display unit 170 displays the image acquired by the image acquisition
unit 130, the notification received by the communication control unit 160
from the authentication server 300 or the server 211, and instructions for
the user from the terminal processing unit 110. 3 5 The display unit 170
may be , f or example , a thin film transistor liquid crystal display unit.
8   The mobile communication network 200 provides a communication path for
communication between the mobile terminal 100 and the authentication server
300 , the server 211, and a terminal . As shown in FIG . 1, the mobile
communication network 200 includes a base station 5 201 and an exchange
202. The base station 201 communicates with the mobile terminal 100 via a
radio wave. The base station 201 and exchanger 202 are connected via a
signal line. The exchange 202 connects to, and communicates with the
authentication server 300 via the signal line. It should be noted that the
exchange 202 may also 10 be connected to the authentication server 300 via
other networks. The mobile communication network 200 is a network that can
transmit the moving image transmitted from the mobile terminal 100 to the
authentication server 300. In other words, the mobile communication network
200 is a network capable of using a "video 15 phone". More specifically,
the mobile communication network 200 transmits the moving image in real
time. In other words, the mobile communication network 200 transmits the
moving image within an acceptable delay time. The mobile communication
network 200 has a transmission speed that accomplishes 20 transmission of
the moving image within an acceptable delay time. The mobile communication
network 200 may be, for example, a circuit switching type network or a
packet switching type network. However, it is preferable that the mobile
communication network 200 be the circuit switching type 25 network. The
server 211 is a server that provides various services to the user of the
mobile terminal 100. The server 211 connects to the authentication server
300 via the network 210 . The network 210 provides a communication path for
communication between the server 30 211 and the authentication server 300.
The server 211 provides services to the mobile terminal 100 via the
authentication server 300. In other words, only the user of the mobile
terminal 100 who is identified as being him/herself by the authentication
server 300 can use services provided by the server 211 on the 35 mobile
terminal 100. For example) the server 211 provides services for selling
goods through on-line shopping. The 9   server 211 also provides services
relating to home security or building security that determines whether or
not a person is allowed to enter his/her house or a building, and locks/
unlocks the house or building. 5 The server 211 requests the authentication
of the mobile terminal 100 user to the authentication server 300. For
example, in the case that the server 211 provides services for selling
goods, the server 211 requests authentication when the user purchases
goods. In the case that the server 211 provides 10 services relating to
home security or building security, the server 211 requests authentication
when the user wishes to enter their house or a building . In other words ,
the server 211 makes a request for the authentication of the user to the
authentication server 300 when authentication is required in 15 accordance
with the user's action. The authentication server 300 is an authentication
system that authenticates the user of the mobile terminal 100. The
authentication server 300 determines whether or not the user of the mobile
terminal 100 is him/herself . The authentication server 300 communicates
with 



20 the mobile terminal 100 via the mobile communication network 200. The
authentication server 300 also communicates with the server 211 via the
network 210. As shown in FIG. 1, the authentication server 300 comprises a
communication control unit 310 , a server side processing unit 320, an
authentication database (hereinafter, referred to as 25 "authentication
DB") 330, a starting condition storage unit 340, a timer 350, and an input
unit 360. The server side processing unit 320 comprises a server side
registration processing unit 321 and a server side authentication
processing unit 322. The authentication DV 330 is a register image storage
unit that 30 stores the register image of the mobile terminal 100 user that
has been pre-registered. The authentication DB 330 connects the
identification data with the register image and stores them both. Thus, the
identification data of the user may be used as the key for the
authentication DB 330. The authentication DB 330 stores the 35
identification data of the user and the register image transmitted from the
mobile terminal 100. The authentication DB 330 stores the 10
identification data and the register image of the user inputted from the
server side registration processing unit 321. The authentication DB 330 may
store other information to be used for authentication processing. 5 The
communication control unit 310 communicates with the mobile terminal 100
via the mobile communication network 200. The communication control unit
310 connects to the mobile terminal 100 to perform information
transmission/reception. The communication control unit 310 receives the
moving image of the user transmitted 10 from the mobile terminal 100 via
the mobile communication network 200. More specifically, during
authentication, the communication control unit 310 continues to receive
real-time moving image signals transmitted from the mobile terminal 100,
while the authentication server 300 and the mobile terminal 100 are
connected. At this time, 15 the communication control unit 310 receives the
identification data of the user in addition to the moving image signal. The
communication control unit 310 inputs the received moving image and
identification data of the user to the server side authentication
processing unit 322. 20 The communication control unit 310 receives the
register image of the user transmitted from the mobile terminal 100 via the
mobile communication network 200. More specifically, the communication
control unit 310 receives the register image signals transmitted from the
mobile terminal 100 when the authentication server registers the 25
register image. At this time, the communication control unit 310 receives
the identification data of the user in addition to the register image
signal. The communication control unit 310 inputs the received register
image and identification data of the user to the server side registration
processing unit 321. The communication 30 control unit 310 also transmits
the notification for the mobile terminal 100 to the mobile terminal 100.
The notification for the mobile terminal 100 is inputted to the
communication control unit 310 by the server side processing unit 320. The
communication control unit 310 disconnects the connection with the mobile
terminal 100 in 35 accordance with instructions from the server side
authentication processing unit 322. 11 



The communication control unit 310 communicates with the server 211 via the
mobile communication network 210. The communication control unit receives
the authentication request of the mobile terminal 100 user from the server
211. The communication control unit 5 310 inputs the received the
authentication request to the server side authentication processing unit
322. The communication control unit 310 transmits a notification to the
server 211. The notification for the server 211 is inputted to the
communication control unit 310 by the server side authentication processing
unit 322. 10 The server side processing unit 320 performs various types of
processing in the authentication server 300. To begin with, the server side
authentication processing unit 322 performs processing relating to the
authentication of the user of the mobile terminal 100. The server side
authentication processing unit 322 is an 15 authentication processing unit
that authenticates the user by checking the moving image received by the
communication control unit 310 against the register image stored in the
authentication DB 330. The server side authentication processing unit 322
is inputted the moving image signal and identification data of the user by
the 20 communication control unit 310. During authentication, the real-time
moving image is inputted to the server side authentication processing unit
322 by the communication control unit 310) while the authentication server
300 and the mobile terminal 100 are connected. The server side
authentication processing unit 322 converts the 25 moving image signals
inputted from the communication control unit 310 into moving images. In
addition, the server side authentication processing unit 322 searches the
authentication DB 330 for the identification data inputted from the
communication control unit 310. The server side authentication processing
unit 322 acquires the 30 identification data and the register image
associated with the identification data from the authentication DB 330. The
server side authentication processing unit 322 checks the register image
acquired from the authentication DB 330 against the converted moving image.
The server side authentication processing unit 322 also checks the 35
identification data received by the communication control unit 310 against
the identification data acquired from the authentication DB 12   330. If
the moving image matches the register image, and the received
identification data matches the stored identification data in the
authentication DB 330, then the server side authentication processing unit
322 determines that the user of the mobile terminal 100 is the 5 user
him/herself . If either the image or the identification data does not
match, then the server side authentication processing unit 322 determines
that the user is not the user him/herself . In this manner, accordingly, by
not only checking the moving image against the register image, but also
checking the identification data, it is possible to 10 perform more
accurate authentication with the server side authentication processing unit
322, and security levels may be enhanced. The server side authentication
processing unit 322 acquires, for example, a static image from the moving
image at a certain timing. 15 Then the server side authentication
processing unit 322 checks the static image acquired from the moving image
against the register image. If the moving image transmitted from the mobile
terminal 100 is stored without change as the register image in the
authentication DB 330, then the server side authentication processing unit
322 acquires a 20 static image from the register image of the moving image.
Then the server side authentication provessing unit 322 checks the moving
image to be authenticated against the static image acquired from the moving
image of the register image. In addition, the server side authentication
processing unit 322 25 may check the moving image to be authenticated
against the moving image of the register image. In addition, when the
moving image or register image is the image of the user's face, the server
side authentication processing unit 322 performs shape recognition on the
individual parts of the face from the image. The server side authentication
processing 30 unit 322 checks the images by determining whether the
recognized shapes of the parts match or not. It is also preferable that the
server side authentication processing unit 322 acquire a plurality of
static images from the moving image. Next, the server side authentication
processing unit 322 checks the acquired plurality of static images 



35 against the register images, respectively. Through this, the accuracy of
checks performed at the server side authentication 13   processing unit 322
may be enhanced. Accordingly, the server side authentication processing
unit 322 may perform a more accurate authentication. In addition, the
server side authentication processing unit 322 may acquire a pre-defined
fixed number of static 5 images from the moving image to check against the
register image. If the percentage of matches between the acquired plurality
of static images and the register images is higher than a threshold value,
the server side authentication processing unit 322 determines that the user
has been identified as him/herself , and if the percentage is below 10 the
threshold value, it determines that the user has not been identified as
him/herself. To begin with) the server side authentication processing unit
322 authenticates when the mobile terminal 100 connects to the
authentication server 300. At this point, the server side 15 authentication
processing unit 322 authenticates using the moving image when the mobile
terminal 100 connects to the communication control unit 310 and begins
transmission of the moving image. The server side authentication processing
unit 322 also authenticates based on the starting conditions stored in the
starting 20 condition storage unit 340. The starting condition storage unit
340 stores the starting conditions for starting authentication. The
starting conditions for starting authentication are pre-registered in the
starting condition storage unit 340. The server side authentication
processing unit 322 acquires the starting conditions 25 from the starting
condition storage unit 340 , and authenticates based on the acquired
starting conditions. For example, the starting condition storage unit 340
stores a cycle for starting authentication as the starting condition. The
cycle may be a fixed cycle or random cycle. In this case, the server 30
side authentication processing unit 322 acquires the cycle as the starting
condition from the starting condition storage unit 340. The server side
authentication processing unit 322 also acquires the time from the timer
350. The server side authentication processing unit 322 measures the cycle
for starting authentication by using the time 35 acquired from the timer
350. The server side authentication processing unit 322 starts the
authentication when the time reaches 14   the cycle of the starting
conditions . The timer 350 supplies the time to the server side
authentication processing unit 322. The starting condition storage unit 340
also stores an event as the starting condition for starting the
authentication. In this 5 case , the server side authentication processing
unit 322 acquires the event for starting the authentication as the starting
condition from the starting condition storage unit 340. Then the server
side authentication processing unit 322 starts authentication when the
event occurs. For example, the starting condition storage unit 340 



10 stores the starting conditions that the authentication is performed
again ( if the checked results of the moving image against the register
image and the identification data do not identify the user as him/herself.
In this case, if the checked results do not identify the user as
him/herself, then the server side authentication 15 processing unit 322
starts re-authentication. The server side authentication processing unit
322 performs re-authentication by using the moving image that is received
by the communication control unit 310 at the re-authentication. The
starting condition storage unit 340 may store the user's operation as the
event for starting 20 authentication. The server side authentication
processing unit 322 accepts the authentication request, and authenticates
based on the request. For example, the server side authentication
processing unit 322 accepts the request for authentication from the server
211. The server side 25 authentication processing unit 322 starts the
authentication when the communication control unit 310 inputs the
authentication request from the server 211 that is received by the
communication control unit 310. The server side authentication processing
unit 322 also accepts the request for the authentication from the input
unit 360. The input 30 unit 360 accepts input from the operator of the
authentication server 300 . The input unit 360 may be able to accept
operator' s input . The input unit 360 may be, for example, a plurality of
buttons, keys, and microphones. The input unit 360 inputs the input
contents inputted through the operator's operations to the server side
authentication 35 processing unit 322. For example, the operator inputs the
request for authentication to the input unit 360 if required or when
receiving 15   a request from a third party. If the user is identified as
him/herself, then the server side authentication processing unit 322
remains connected to the mobile terminal 100. On the other hand, if the
user is not identified as 5 him/herself , then the server side
authentication processing unit 322 instructs the communication control unit
310 to disconnect from the mobile terminal 100. At this time, the
authentication server 300 may transmit a notification based on the
authentication result to the mobile terminal 100. In such a case, the
server side authentication 10 processing unit 322 creates the notification
based on the authentication result and inputs the notification to the
communication control unit 310. For example, if the user is identified as
him/herself, then the server side authentication processing unit 322
creates an authentication complete notification. 15 If the user is not
identified as him/herself, then the server side authentication processing
unit 322 creates an authentication disapproved notification. In the case
that it is impossible to authenticate since the register image connected
with the identification data does not exist in the authentication DB 330,
the 20 server side authentication processing unit 322 creates a
notification to the effect that the image is not registered or a
notification prompting the user to register. The server side authentication
processing unit 322 may create a notification prompting the user to confirm
that the moving image is being transmitted. 25 Thus, the authentication
server 300 may determine correctly whether or not the user is him/herself
by using the moving image of the user transmitted from the mobile terminal
100. Accordingly, the authentication server 300 has a very high level of
security, and may prevent the mobile terminal 100 from being abused by a
third party. 30 Therefore, the authentication server 300 may prevent a
third party from being authenticated as the user him/herself when the
password is used, as in the conventional example, by a third party.
Moreover, the communication control unit 310 receives the moving image
transmitted from the mobile terminal 100. Therefore, the 35 authentication
server 300 may authenticate using the image irrespective of the location of
the authentication subject. 16  



Accordingly, it is not necessary to provide cameras at each location where
the authentication subject exists. It should be noted that the
authentication server 300 may include a display unit. In this case, the
server side 5 authentication processing unit 322 outputs the converted
moving image to the display unit. The server side authentication processing
unit 322 also outputs the register image acquired from the authentication
DB 330 to the display unit. The operator of the authentication server 300
checks the moving 10 image against the register image displayed upon the
display unit . The operator inputs the results of the checks through the
input unit 360. Next, the input unit 360 inputs the results of the checks
inputted by the operator to the server side authentication processing unit
322. Alternatively, the 15 operator may input questions to the user of the
mobile terminal 100 through the input unit 360. The input unit 360 inputs
the questions input by the operator to the server side authentication
processing unit 322. The server side authentication processing unit 322
inputs the questions to the 20 communication control unit 310. The
communication control unit 310 transmits the questions to the mobile
terminal 100. The server side authentication processing unit 322 may
authenticate by using the responses to the questions received from the
mobile terminal 100. 25 The server side registration processing unit 321
performs processing relating to the registration of the register image of
the user. The server side registration processing unit 321 is a
registration processing unit that registers the register image received by
the communication control unit 310 in the authentication 30 DB 330. The
signal of the register image and the identification data of the user are
inputted to the server side registration processing unit 321 by the
communication control unit 310. The server side registration processing
unit 321 converts the signal of the register image inputted from the
communication control unit 310 into the 35 register image. The server side
registration processing unit 321 connects the identification data with the
register image and stores 17   them in the authentication DB 330 . Thus ,
the server side registration processing unit 321 registers the register
image of the user in the authentication DB 330. The server side
registration processing unit 321 acquires a 5 static image from the moving
image when the register image transmitted from the mobile terminal 100 is
the moving image. Then the server side registration processing unit 321
stores the static image acquired from the moving image in the
authentication DB 330 as the register image. The server side registration
processing unit 321 may acquire 10 a plurality of static images from the
moving image and store them in the authentication DB 330. In addition, the
server side registration processing unit 321 may store the moving image
transmitted from the mobile terminal 100 as it is in the authentication DB
330. At this time, the authentication server 300 may transmit a 15
notification relating to the registration of the mobile terminal 100. In
such a case, the server side registration processing unit 321 creates
notification relating to the registration and inputs it to the
communication control unit 310. For example, the server side registration
processing unit 321 creates a registration complete 20 notification when
the registration of the register image is completed. The server side
registration processing unit 321 may confirm the registration image before
storing it in the authentication DB 330. At this time , if the register
image is inappropriate , that is , if the register image is not clear, or
if the register image is not received 25 correctly, the server side
registration processing unit 321 may not store the image in the
authentication DB 330. Moreover, the server side registration processing
unit 321 may create a notification prompting the user to retransmit the
register image, or a notification rejecting the register image. 30 The
server side registration processing unit 321 and server side authentication
processing unit 322 operate independently. Therefore, the server side
registration processing unit 321 and server side authentication processing
unit 322 may be provided in different authentication servers. In addition,
the authentication server 300 35 may be provided within the mobile
communication network 200. In the authentication system 1, the
authentication server 300 includes the 



18   communication control unit 310, the server side processing unit 320,
the authentication DB 330 ) a starting condition storage unit 340 , timer
350, and the input unit 360, however, these units may be provided
separately, in a plurality of servers instead of a single server. 5 Next,
processing between the mobile terminal 100 and the authentication server
300 is described. FIG. 2 illustrates the registration processing procedure
of the register image by dividing the processing into a terminal side
registration processing performed by the mobile terminal 100 and an
authentication server side 10 registration processing performed by the
authentication server 300. To begin with, the terminal side registration
processing is described. The mobile terminal 100 acquires the register
image (S410). More specifically, the image acquisition unit 130 acquires
the register image, and the terminal side registration processing unit 15
111 accepts the register image inputted from the image acquisition unit 130
( S411 ) . For example, the image acquisition unit 130 acquires the image
of the user, and inputs it to the terminal side registration processing
unit 111. The display unit 170 displays the image of the user. The terminal
side registration processing unit 111 outputs a 20 message to the display
unit 170 instructing the user to decide on the register image . The user
then selects the register image with viewing the image displayed upon the
display unit 170, and inputs it to the input unit 120. The terminal side
registration processing unit 111 then acquires the static image or the
moving image inputted from the 25 image acquisition unit 130 in accordance
with the user's operation inputted through the input unit 120. The terminal
side registration processing unit 111 stores the acquired register image in
the memory unit 150 ( S412 ) . The terminal side registration processing
unit 111 outputs the register image 30 stored in the memory unit 150
together with instructions for the user to confirm the register image, to
the display unit 170 (S413). The user may return to step S411 to
acquisition the register image again, if the user wants to change the
register image confirmed in the step (S413). 35 Next) the mobile terminal
100 secures the communication path with the authentication server 300, and
connects (S420). More 19   specifically, to begin with, the communication
control unit 160 connects to the authentication server 300 ( S421 ) . The
communication control unit 160 connects to the base station 201 via radio
wave. Next, the communication control unit 160 connects to the
authentication 



5 server 300 via the base station 201 and exchange 202. For example, the
communication control unit 160 connects to the authentication server 300
through dial-up access. Next, the communication control unit 160 transmits
a communication start request to the authentication server 300 ( S422 ) .
10 The communication control unit 160 receives the acceptance of the
request transmitted from the authentication server 300. The acceptance of
the request is a response to the effect that the communication start
request is accepted ( S423 ) . If the communication control unit 160 can
not receive the acceptance of the request, it 15 may return to the step (
S422 ) and retransmit the communication start request. Next, the mobile
terminal 100 transmits the register image (S430). More specifically, the
terminal side authentication processing unit 111 converts the image, which
is inputted from the 20 image acquisition unit 130, into a signal that can
be transmitted through the mobile communication network 200. The
communication control unit 160 transmits the identification data of the
user acquired from the memory unit 150 in addition to the register image
signal converted by the terminal side registration processing unit 111 (
S431 ) . 25 Finally, the communication control unit 160 receives the
registration completion notification and terminates the registration
processing (S432). The mobile terminal 100 may retrsnsfer the register
image when it can not receive the registration completion notification in
step (S432). 30 Next, the authentication server side\registration
processing is described. To begin with, the authentication server 300
secures a communication path with the mobile terminal 100 , and connects (
S510 ) . More specifically, the communication control unit 310 receives the
communication start request transmitted from the mobile terminal 100 35 (
S511 ) . The communication control unit 310 secures the communication path
with the mobile terminal 100 and connects, transmits the 20   acceptance of
the request to the mobile terminal 100 ( S512 ) . In step ( S512 ) , if the
communication start request from the mobile terminal 100 is determined as
being improper access , the communication control unit 310 may not transmit
the acceptance of the request, and reject 5 the communication start
request. Next, the authentication server 300 registers the register image
transmitted from the mobile terminal 100 (S520). More specifically, the
communication control unit 310 receives the register image and
identification data transmitted from the mobile 10 terminal 100 (S521). The
server side registration processing unit 322 connects the register image
received by the communication control unit 310 with the identification data
and then stores them in the authentication DB 330 (S522). Finally, the
authentication server 300 transmits the registration complete notification
to the mobile 15 terminal 100 and terminates registration processing of the
register image (S523). In step (S522), the authentication server 300 may
confirm the register image before stores it in the authentication DB 330.
When the register image is inappropriate, the authentication server 300 may
transmit a notification prompting retransmission of 20 the register image
or s notification rejecting an acceptance of the register image. The order
of step (S410) and step (S420) may be reversed. In steps (S420) and (S510),
the mobile terminal 100 transmits the communication start request, however,
the authentication server 300 25 may transmit the communication start
request. Next, FIG. 3 illustrates the authentication processing procedure
by dividing the processing into a terminal side authentication processing
performed by the mobile terminal 100 and an authentication server side
authentication processing performed by 30 the authentication server 300. To
begin with, the terminal side authentication processing is described. At
first, the mobile terminal 100 secures the communication path with the
authentication server 300, and connects (S610). More specifically) the
mobile terminal 100 connects to the authentication server 300 (S611), 



35 transmits a communication start request (S612), and receives the
acceptance of the request (S613). The steps (S611) through (S613) 21   are
substantially identical to the steps ( S421 ) through ( S423 ) shown in
FIG. 2. Next , the mobile terminal 100 acquires a moving image ( S620 ) .
More specifically, the image acquisition unit 130 acquires the user's 5
moving image of the user, and inputs it to the terminal side authentication
processing unit 112. At this time, the display unit 170 displays the moving
image of the user. The terminal side authentication processing unit 112
outputs a message instructing the user to confirm the moving image to the
display unit 170. Then the 10 user views and confirms the moving image
displayed upon the display unit 170. Next , the mobile terminal 100
transmits the moving image to the authentication server 300 (S630). More
specifically, the terminal side authentication processing unit 112 converts
the moving image 15 inputted from the image acquisition unit 130, into a
signal that can be transmitted through the mobile communication network
200. The communication control unit 160 then transmits to the
authentication server 300 the identification data of the user acquired from
the memory unit 150 in addition to the signal of the moving image converted
by 20 the terminal side authentication processing unit 112. Step ( S620 )
and step ( S630 ) are always performed while the mobile terminal 100 and
the authentication server 300 are connected. In other words, the mobile
terminal 100 acquires the real-time moving image of the user, and continues
to transmit it to the authentication 25 server 300 in real time. Then the
mobile terminal 100 receives a notification of the authentication result
from the authentication server 300 (S640). More specifically, the mobile
terminal 100 receives the authentication complete notification when the
user is identified as 30 the user him/herself by the authentication server
300 . And the mobile terminal 100 continues to connect with the
authentication server 300 while the user is identified as him/herself by
the authentication server 300. On the other hand, if the user is not
identified as him/herself by the authentication server 300 , the mobile
terminal 100 35 receives an authentication disapproved notification. The
mobile terminal 100 is disconnected by the authentication server 300. The
22   mobile terminal 100 registers the register image upon receiving a
notification to the effect that the register image is not registered or a
notification prompting the user to register from the authentication server
300. 



5 Next, the authentication server side authentication processing is
described. To begin with, the authentication server 300 secures the
communication path with the mobile terminal 100, and connects (S710). More
specifically, the authentication server 300 receives a communication start
request ( S711 ) , and transmits an acceptance of 10 the request (S712).
The steps (S711) and (S712) are substantially identical to steps (S511) and
(S512) shown in FIG. 2. Next , the authentication server 300 receives the
moving image ( S720 ) . The communication control unit 310 continues to
receive the real-time moving images and identification data of the user 15
transmitted from the mobile terminal 100 while the authentication server
300 and the mobile terminal 100 are connected. Next, the authentication
server 300 checks the moving image received by the communication control
unit 310 against the register image stored in the authentication DB 330.
The authentication server 300 also checks 20 the identification data
received by the communication control unit 310 against the identification
data acquired from the authentication DB 330. Then the authentication
server 300 then transmits the notification of the authentication result to
the mobile terminal 100 25 ( S740 ) . More specifically, when the user is
identified as him/herself , the authentication server 300 transmits an
authentication complete notification. And the authentication server 300
continues to connect with the mobile terminal 100 if the user is identified
as him/herself . On the other hand, if the user is not identified as
him/herself , the 30 authentication server 300 transmits an authentication
disapproved notification. And the authentication server 300 then
disconnects from the mobile terminal 100. If authentication cannot be made
because the register image connected with the identification data does not
exist in the authentication DB 330, then the authentication server 35 300
transmits a notification to the effect that the register image is not
registered or a notification prompting the user to register. 23   



The order of steps ( S610 ) and step ( S620 ) may be reversed. In steps
(S610) and (S710), the mobile terminal 100 transmits the communication
start request, however, the communication start request may be transmitted
by the authentication server 300. 5 Next, the authentication processing
that is performed by the authentication server 300 while connected with the
mobile terminal 100 is described with reference to FIG. 4. In FIG. 4, the
case in which the mobile terminal 100 uses the service for selling goods
provided by the server 211 is described as an example. 10 To begin with,
the mobile terminal 100 transmits a communication start request to the
authentication server 300 when using the service provided by the server 211
(S801). The authentication server 300 transmits the acceptance of the
request in response to the communication start request from the mobile
terminal 100 (S802). 15 Through this ( the mobile terminal 100 and the
authentication server 300 are connected. The mobile terminal 100 starts the
transmission of the moving image when the mobile terminal 100 and the
authentication server 300 are connected (S803) . Hereafter, the mobile
terminal 100 continues to transmit the moving image while the mobile
terminal 100 20 and the authentication server 300 are connected. The
authentication server 300 authenticates when the mobile terminal connects
to the authentication server 300. The authentication server 300
authenticates using the real-time moving image of the user received when
connected to the mobile terminal 100 25 (S804). In step (S804), if the user
is identified as him/herself, then the authentication server 300 remains
connected to the mobile terminal 100 . On the other hand, in step ( S804 )
, if the user is not identified as him/herself, then the authentication
server 300 performs the re-authentication. The authentication server 300
uses 30 the real-time moving image of the user received when
re-authentication is performed ( S805 ) . This is because the starting
condition storage unit 340 stores the starting conditions for performing
re-authentication when the checked results of the moving image against the
register image and identification data do not identify the user 35 as
him/herself, and as a result, the server side authentication processing
unit 322 starts re-authentication based on the starting 24   conditions. In
step ( S805 ) , if the user is identified as him/herself , then the
authentication server 300 remains connected to the mobile terminal 100 . On
the other hand, in step ( S805 ) , if the user is not identified 5 as
him/herself, the authentication server 300 disconnects from the mobile
terminal 100 (S806). The server 211 transmits the contents of the goods to
only the mobile terminal 100 used by the user who has been identified as
him/herself by the authentication server 300, thus begins the service. 10
In the meantime, the mobile terminal 100 transmits the moving image of the
user to the authentication server 300. The starting condition storage unit
340 stores the cycle for starting authentication as the starting condition.
Therefore, the server side authentication processing unit 322 acquires the
cycle as 15 the starting condition from the starting condition storage unit
340, and acquires time from the timer 350. The server side authentication
processing unit 322 automatically starts authentication when the time
reaches the cycle of the starting condition. The authentication server 3 0
0 performs authentication by using the real - time moving image 20 of the
user received when the timer reaches the cycle of the starting condition
(S807). In step ( S807 ) , if the user is identified as him/herself , then
authentication server 300 remains connected to the mobile terminal 100 . On
the other hand, in step ( S807 ) , if the user is not identified 25 as
him/herself, then the authentication server 300 performs re-authentication
( S808 ) . In step ( S808 ) , if the user is identified as him/herself ,
then the authentication server 300 remains connected to the mobile terminal
100. On the other hand, in step (S808), if the user is not identified as
him/herself, then the authentication 



30 server 300 disconnects from the mobile terminal 100 (S809). Thereafter,
the server 211 makes a request for the authentication of the user to the
authentication server 300 when the user of the mobile terminal 100
purchases goods. The authentication server 300 accepts the authentication
request from the server 35 211. Next, the authentication server 300 starts
the authentication of the user. The authentication server 300 authenticates
using the 25   real-time moving image of the user received when the request
from the server 211 is accepted ( S810 ) . The authentication server 300
may start authentication when the user attempts to purchase goods , by
storing the starting condition that authentication starts when the user 5
purchases goods as a starting condition storage unit 340. In addition, the
authentication server 300 may start authentication when the user purchases
goods by making the operator of the authentication server 300 input an
authentication request through the input unit 360 when the user purchases
goods. 10 In step ( S810 ) , if the user is identified as him/herself ,
then the authentication server 300 remains connected to the mobile terminal
100 . On the other hand, in step ( S810 ) , if the user is not identified
as him/herself, then the authentication server 300 performs
re-authentication ( S811 ) . In step ( S811 ) , if the user is identified
15 as him/herself, the authentication server 300 remains connected to the
mobile terminal 100. On the other hand, in step (S811), if the user is not
identified as the authorized user, the authentication server 300
disconnects the mobile terminal 100 (S812). Thus , the authentication
server 300 continues to receive 20 the moving image of the user while
connected to the mobile terminal 100 . As a result , the authentication
server 300 may authenticate at any time. Accordingly, the authentication
server 300 may confirm whether the user is him/herself or not not only in
step ( S804 ) when the mobile terminal 100 connects 25 to the
authentication server 300, but also in subsequent steps such as steps
(S807) and (S810). Therefore, even when the user is identified as
him/herself upon connection, the authentication server 311 may prevent a
third party from performing subsequent operations such as 30 purchasing
goods as a result of a third party stealing the image during connection.
The authentication server 300 may authenticate whenever authentication is
desired such as when the user purchases goods. Accordingly, with the
authentication server 300, it is possible to obtain effects 35 similar to
over-the-counter selling. Furthermore, the mobile terminal 100 is always 26
transmitting the moving image while connected to the authentication server
300. Therefore, it is not necessary for the mobile terminal 100 to perform
any operation requested by the authentication server 300 during
authentication or the 5 re-authentication by the authentication server 300.
It should be noted that in steps (S805), (S808), and (S811), the
authentication server 300 performs re-authentication only once) however, it
may be possible to perform re-authentication several times. The present
invention is not limited to the 10 above- described embodiment, and that
various modifications are possible. 



27   What is claimed is: 1. An authentication system comprising: a register
image storage unit, which stores a pre-registered register image of a
mobile terminal user; 5 a communication control unit, which receives a
moving image of the user transmitted from the mobile terminal; and an
authentication processing unit, which authenticates the user by checking
the moving image received by the communication control unit against the
register image stored in said register image storage 10 unit. 2. The
authentication system of Claim 1, wherein the communication control unit
receives the moving image while connected to the mobile terminal. 15 3. The
authentication system of Claim 1, wherein: the register image storage unit
connects and stores identification data for identifying the user with the
register image; the communication control unit receives the moving image
and 20 the identification data; and the authentication processing unit
authenticates by checking the moving image against the register image and
the received identification data against the identification data stored in
the register image storage unit. 25 4 . The authentication system of Claim
1, further comprising a starting condition storage unit, which stores the
starting conditions for starting authentication; wherein the authentication
processing unit authenticates based on the 30 starting conditions stored in
the starting condition storage unit. 5 . The authentication system of Claim
1, wherein the authentication processing unit accepts a request for
authentication) and authenticates based on the accepted request. 35 6. The
authentication system of Claim 1, wherein, in the case that 28  



a checked result of the moving image against the register image does not
identify the user as him/herself , the authentication processing unit
performs re-authentication by using the moving image being received by the
communication control unit and performing 5 re-authentication. 7. The
authentication system of Claim 1, wherein the authentication processing
unit acquires a static image from the moving image received by the
communication control unit, and checks the acquired static image 10 against
the register image. 8. The authentication system of Claim 1, further
comprising a registration processing unit, which registers the register
image received by the communication control unit in the register image 15
storage unit, wherein the communication control unit receives the register
image transmitted from the mobile terminal. 9. The authentication system of
Claim 8, wherein: 20 the communication control unit receives the register
image transmitted from the mobile terminal and identification data for
identifying the user; and the registration processing unit connects the
identification data with the register image received by said communication
control 25 unit, and stores these in the register image storage unit. 10. A
mobile terminal comprising: a moving image acquisition unit, which acquires
a moving image of the mobile terminal user; and 30 a communication control
unit, which transmits the moving image acquired by the moving image
acquisition unit to the authentication system, which authenticates the
user. 11. The mobile terminal of Claim 10 , wherein the communication
control 35 unit transmits the moving image while connected to the
authentication system. 29  



12. The mobile terminal of Claim 10, further comprising a register image
acquisition unit ( which acquires a register image of the user to be
registered in the authentication system; wherein 5 the communication
control unit transmits the register image acquired by the register image
acquisition unit to the authentication system. 13. An authentication
method, comprising: 10 receiving, by an authentication system that
authenticates a mobile terminal user, a moving image of the mobile terminal
user transmitted from a terminal; and checking the received moving image
against a register image to authenticate the user by the authentication
system, which stores the 15 pre-registered register image of the user. 14 .
The authentication method of Claim 13 , wherein the authentication system
receives the moving image while connected to the mobile terminal. 20 15.
The authentication method of Claim 13, wherein: the authentication system
connects and stores identification data for identifying the user with the
register image; the authentication system receives the moving image and the
25 identification data; and the authentication system authenticates by
checking the moving image against the register image, and the received
identification data against the stored identification data. 30 16. The
authentication method of Claim 13, wherein: the authentication system
stores a starting condition for starting authentication; and the
authentication system authenticates based on the stored 



starting condition. 35 17. The authentication method of Claim 13, wherein:
30   the authentication system accepts a request for authentication; and
the authentication system authenticates based on the accepted request. 5 18
. The authentication method of Claim 13 , wherein the authentication system
performs re-authentication by using the received moving image when
re-authentication is performed, in a case where a checked result of the
moving image against the register image does not identify the 10 user as
him/herself. 19. The authentication method of Claim 13, wherein the
authentication system acquires a static image from the received moving
image, and checks the acquired static image against the register image. 15
20. The authentication method of Claim 13, wherein: the authentication
system receives the register image transmitted from the mobile terminal;
and the authentication system stores the received register image 20 in the
authentication system. 31 
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