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mat chi ng nmanagenent process 5 and systemfor the
aut hori sed supply of a pharnmaceutical substance to an
i ndi vidual. Background Art The concept of iris
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the management computer responding to the request to return a message to

the capture apparatus at a first instant in time, the message containing a unique code,
and where receipt of the message containing the code at the capture apparatus causes
initiation of the capture process;

the management computer, after returning the message, receiving a
captured biometric representative of the person from the capture apparatus coded with
the code, at a second instant in time; and

the management computer operating, when the second instant is less than
a predetermined time later than the first instant, to decode the captured biometric and
initiate a matching process to find a match for the decoded captured biometric against
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record of the person which includes at |east a
substance the person is prescyibed, a 5 quantity in
whi ch the substance is to be supplied and a date at
whi ch the substance is to be supplied; determning
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qu antreﬂmﬁvmgca datstamp end vsigg ithe identifidatian codd torraitigve a stored data
1e86Ar & g rpé?s% At @hich Qnglﬁ@égl # lggsttahﬁlbﬁéﬁ% ﬁfécﬁer&ﬁl Iszlg—‘rescnbed, a

person. arnaceutlca subst ance HE L%I’]G, .
‘IlUé‘@BtYaPElé’(l}‘Ph sHadEIE is 1o beasypp I%iﬂde%@?tﬁ At Wél gtance is to

bd dppliddie aut hor| sed person to whom a substance may

oe, UBRLL e TBLLRRLCLSL 5105 SoBEL! P EPAERR 08 mce

wuersupplpﬂdaamd)cot her apy program The patient may be
“2' Nget B hsl*é%%{e%%ﬁl%da{h@@ﬁﬁ%?ﬂ%%%%}b&ce% UAhro8titRd WRntity and

educe narm assoc
@p@rémgnglf@n@ﬁpn 40 dornTheregendctoi wnglatsy @@eﬂyﬁplfra@f thaspbgience to the
}g&g@{ ating a tenplate inmge of the decoded captur ed
onetric for matching against store cords. 20 T
st or ekhep PBFBIACFRIcAL §8 gsd%ncﬁa?lab’nb? et adage, ABEC BEety! TRethadone

QDAIAM@ dbﬁ;@enoap}ﬁh@ reethe Bke GIIHeQiutHo@ﬁBdl Pﬁl@oﬁ)fo tvheml aefubstance may
0 the ri N

I
b ettt e s oAb o s B S tacpb gl ) bafiofizd substance
wseddndscordgndeuwitin erphannd)cmlﬂmrapyppudgremnt Theggtientf may be using the
éd%gﬂa}{ dé]“ff'i" a tﬂrh%é%Q ”@&ﬁﬂdé} 559%%%8 éh% & St Lt%socmted with a
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tored usin m suc
@@eameommw@ua&iﬁ@ngpltemlé@l@r ds maybe uni quely keyed to
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groups of 1nd1v1duals 1nclud1ng, but not limited to patients, doctors, clinicians,

¢ system from

prescribers, and systems administrators.

The biometric records may be stored in a database in the management's
computer cache. |

The data records may be logically separate from the biometric records.

The data records may be physically separate from the biometric records.

The date stamp may be retrieved from the management computer's internal
clock.
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The stored data records may include, but not be
limted to, any one or nore of a patient database, a

w@e@gorisher dat abase, a drug regi ster databasePCHATU2@4/000150

supplier database. The patient database may include
patient details, an assessnent record and 5
prescription details associated with the patient

. details. For instance, the patient and prescription
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Each of the databases may be linked so that, for example, for any patient, the
prescriber or supplier records which have common fields may be easily retrieved for
reference.
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further include the step of enrolling a person into a
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recei ve the substance. In such an exanple, the step

of enrolling the person may include: a managenent

conputer receiving a request,4from capture apparatus

5 waiting to commence a bionetric capture process
representative of the person to initiate the capture

pr oc &% méthed Mandaeis Mcledethetiep of espllit Nperta intvea program so
equest to.return ssage t capture,apparat

GEYEPELR if Fbied fBE FREe fle s lulEE S SR RBIE the step

afrencpleng hepersoambyvihelude:r ecei pt of t he nessage

cont ai ni ng B t tu
10 initi gt f%%g%%ﬁgﬁe@ognp?%rg&p&gfggg:&tﬁﬁ% %ﬁgggﬁg&% apparatis
vailipattercompenge p igmaivgcaRte Suagss Tergen(ativg of the person to
@aRkdhe daptiicqi¥Bldsk,C representative of the person from

the capture apparatus coded with. the _code t

oeond’ | s mRb ] S e ehdinee e Eatest Ruspfhm a message to
thp eagtuiengppavdienatt 41 Erss eiostemd in tisteatite messhgs sordthiaing dl bnigue code,
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ecode the ‘captured bicometric,- denerating an
ingiation of twtdaplureprgeessepr esent at i ve of the person; and

storing Q) ' ;
o ) BOHAE G LSRN, Ohet RaLBE SO BARR s cprrd

emetricgenreprrdivte 9idhe peseniam ﬁ@awa@ﬁ@éﬂéﬁ gith the code,
&ia0eBdnd igsthit€n tidth; managenent conputer may performa
fraud chetgk to ensure the €erson i sS.not, a

| .
enr ol | od B THRSEyE ERPPRiat PHG e S0 PR eteE R s s less than
bpredetmiaed tihe laentge tenfirsciosipat, &r davaye thercaptefedrbivméieic;

captured ]j LC: 4 Nt ' i r.aer

o st or e SnAayf b idopl ety A BRALLEI GhFp b ol

25 Sini | stdring @ Hometrigogcordyof thel pefeon'seapfereg Ripmetric with the
jad@nd dafivh Begd he prescriber who is prescribing the

subst ance and identifying the supplier o suppljes )

the JUKStiansieripg 4 hiomeap 5RO T Ui, @5{83@? %aﬁl'?%de%épmemc the
phgeRehstompilier Sbepedbrmi deriudfehiedlgid E8ufy &8 petdofis AdYyalready
inqg%ﬁs &S% ﬁteps of : a managenent conputer receiving

g BLYC ST 8 capture apparatus 30 waiting to

conméhoing decodet the @aprad dipnetcies she epampemesntt icompufer may
EARFRLERE rc'a?l%(‘edt Bomled infif %1 Eﬁ}ghﬁé’}mtéﬁlﬁla@riﬁ%?&&’to tsRfe a record
managenent conputer responding to the request to

olcthe persen'neapiirgéd biamettihe capture apparatus at a first

I NSt Ainilafly! thEBnethS nldP MR 6O Riepl 0T 10t Hy B ItER! BreS§@HRr who is
&{gg ' élleé:fgﬁ;sﬁl?sgérgztﬁ 6§{i g{eg}gf}en%éggﬁpﬁloe?tvv%'onslugglietsqﬁe (s:l%%gance to the

person. The supplier may be a pharmacist.

The step of identifying the prescriber may include the steps of:

a management computer receiving a request, from capture apparatus
waiting to commence a biometric capture process representative of the prescriber to
initiate the capture process;

the management computer responding to the request to return a message to
the capture apparatus at a first instant in time, the message containing a unique code,
and where receipt of the message containing the code at the capture apparatus causes
initiation of the capture process;
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representative of the person fromthe capture

apparatus coded with the code, at a second instant in
time; and the managenent conpyuter operating, when the
second instant is less than 5 a predeternmined tine

|ater than the first instant, to decode the captured

bi onmet ri ¢heamehnagethéitatemputemt aftdr nptypnimge s tnesédged receiving a
mat ch, £.0r the decoded c ure [ ri [ .
B P Bnslrst e PESPREG P 80T T e B bbiRhars coded with
theleode, £ cwrowhinsdeintepe;esént ati ve of the prescriber
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message @omPaRZAMRY! tdeepinteregeivinge 2 ciegbest.e frapp appftIes apparatus
WAHRS S0 dofiridRE! PBifethibRaf@R! PFRedN ﬂ??e%éﬁtaﬁ%e of the supplier to

mapagenent conputer, after returning the nessage,
initats the ARPYEIC REQESSHr ed bi ometric representative of the

pegs on f Pd@éﬁntaﬁ@eidiﬁﬁt tHiEpIRgeshlmgte ﬂgﬁemﬁdsﬂto rfeti@n a message to
ode,, at a seco Lnstant . i.n.ting; and 20 the. . .

e Sa PRt L NT BB ey e P RAST aerining s paigpe code,
sl Whse rédegn ofdhe nedstge contaming theecodatak thet ¢epiure lapparatus causes
ifn.it{aﬁBn%Pﬁfe%g tu E{1]I_(,1(()gj(%<§x)de the captured bionetric and

I ni

Pare a natc ng process to find a match for the .
decoded daptmrnagemrinsempetengaliers retuming: dhe pnessegey jrgceiving a

EBRREHBIoAREE RptQLAth8YEoPhe ipdRBhH ifdnt Bld APtEOdBparatus coded with
representativ f tgfﬁlpg;g’i%ﬁl ier when a match 1's found.

o)
58 cpdp, 3t & ReaRY instank nvention is a conputerised
i denti ty theaiahaggheniBoRgeBE operaitpl ewhch alie §dtond instant is less than
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quantity _ e substance 1s to be supplie
apalienyeheyn matgh infouad t he substance is to be suppli ed;

a COMAUkEEeddhJhsPFEE dhé OinvE@iRl NE & EREMB&isedf (d¥Mity matching
OB BB A A L0 COITEPCE o LSRR Lo o a
audieorised perdom eoampisitigo i S
a data depository for storing records which include, for each peréon, at least the
substance a person is prescribed, the quantity in which the substance is to be supplied
and the date at which the substance is to be supplied;
a computer programmed to:
receive a request, from capture apparatus waiting to commence a
biometric capture process, to initiate the capture process to identify a person who is
requesting the supply of a substance;
respond to the request to return a message to the capture apparatus at a
first instant in time, the message containing a unique code, and where receipt of the
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the capture process; after returning the nessage,
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periods. A further advantage of at | east
80%&?%0%6%(}18 of the invention is that the 30 =
i ndi v dughersadveniage of s dedst onetemboditegnd ainihe tingention is that the

inﬂ%&‘da@’@ 31Jran§fo|&ﬁédl %’fﬁm&ﬁ& z%ia’cats aﬂd)ﬂieclﬁlﬂdeuaPﬁ Fiﬁflé‘ﬂtedataﬁls logically

furt er a v a east one e n
$EROLRH: ert qggrlan’rtag% o% at least one embo 1me1r1’cmi~ tﬁe 1nvent1on is that the

1dent1ﬁcat1on of an individual is completed via an anonymous procedure. No

information other than the captured biometric is required to perform a search of all
enrolled persons.
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all enrolled persons. 35 WD 2004/072870

PCT/ AU2004/ 000150 7 Brief Description of Draw ngs An

exanpl e of the systemw || noy be described with

reference to the acconpanying draw ngs; in which:

Fig. 1 is a schematic diagramof a systemused to

B’ﬁe@éscﬁb&orsompfam@ﬁs a b5 phar maceuti cal substance to

a patjent; dFl Iowc r

step e&g{nip nt® s‘ggk%ys ]E} (%esékyt ance?&elﬁgc? to the

MedmphgringdramyigsgirGuhichhe | nvent| on Fig. 1illustrates

a sy SRARES U S st ly of

10 I\/E%E (131%'1)811 ty(“stol%rﬂélaa{18 Ao f?% gé[nsuree thgm e %@g Ppy ot 8
ml@@tsubfﬁ@cﬁr’f@sg@ﬁl%wf@ose at the prescribed

ti me. Figheissyidve BhakDéhowiss tdetepd A phtiéd sR&SaBMHppBNof a substance.

client conmputer 115 which is progranmed to receive

and transmt nessages through a firewall 1 12 ' and

BaﬁModdferCaﬂma@utmlsé]imeﬂtm client software 108. The

soft es. .o t P f 0

Wor k\;ﬁ ﬁ,ls{rgt% %%’%glpt \?@r egid}ggé mglt}%n t°h% Bﬁﬁlﬁfiﬁsea ﬁlpply of

Methedane tomatlcamné td esutsthetibi right pﬁeenpaetatb@ me@cnbed dose at the

ﬁ{ghc%%ﬁqlm@' Cfhel gg@ieﬁﬁ €60 InGRRS! A Iﬁseﬁé&%n tR)npaign@ QBﬁ‘;Bﬁter 115

eyes he Aut entlcatlon server acce E ?
Which is Brogeamamedyia BRCIVS aagt Eansgihmessagh thioygh @) f@Wﬁl 112 and over
feiThieeeudifiBtheflieAt solfivasE 1EH. Mhhe doltevaed 168 Mesigied inwae C 115. The

O A e e T
sucbhi atS| the PahisensecBYEET38Q whicif incheles hespecialglensast tegrbiotograph the
g}n%cgg(g r/kﬁlglfeﬂgga}tilo%l defe249h atcge%ﬁ {Hesing Qmﬁ?é{%g@gfghqgsare) sent from

i catlon qn%a nst bi onet
theoelisnt ispftivers LR Hiora® sepiingh the, clientnsofigvage AW seies that the
Irﬁ‘ 8 QeI b E sEiFRBR YAl For f&eﬁ%&%ﬁ?%@@hﬁ%ﬁ@a@@ S&ter 140. In

stores a patlené data ase a prescri 8
1om, dhe sagperdd conipmy thedgiage é‘}te%r&f/a’lﬁé s iyfrough the iris
mbgﬁﬂbn @ﬁioaksaﬁ)@ viEGificativgl aghenst bi@getris lﬂbcdr@: ﬁbfkﬁ in its cache 145

FRicoaRmn o freud iy e AR AR g PPN Snd
pres cThquemnd:d Patibhse Bavereddh stares erpatientcdaighese 4 60,napeescriber
?i&g?%g ??ﬁ%ﬁd b l?ﬁ%%reg?st@%ﬁa%g&r 19 e%é édtfeﬁ{ 1AL 'f@@ fnclude three

IS N r1s the sane nu resides 1n

PUhcreeRrdsetien detadls @S yan aspessmpet ragard d Ao ae%meéw@@p\ﬂ@taﬂs 175.

140. the patiend drd élsohgnbxb@étalwfo@ BRI fatichtSRBluages) , 30
a create date a prescription "issue date

field e Eiaﬂ i© g@é the date at which the
 a Customer Identification Number field (this number is the same number that

resides in the customers record within the Authentication Server 140. It is
linked to their biometric templates),

. a ‘create date field’

« a prescription ‘issue date field” which indicates the date at which the
prescription was prescribed. This field is important as the duration period of
some controlled substances is determined by the date on which they were
prescribed;

« aprescription registration number
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prescribed; 35 a prescription registration nunber WO
2004/ 072870 PCT/ AU2004/ 000150 8 a " prescribed drug

field , to record one or rmregsubst ances prescribed to

the particular patient; a "strength & or quantity

field of each substance prescribed to the particul ar

pati entpressribeda divfy feldgrioyreodrdtansatmmente fubstagcesypriesdribed to the

I |st Z%E&ﬁ Q,gjt and if necessary the tines, at which

scrltbed dru rray be sugpl ied to th X
paPt |ac@rralagtba?@/0é mantity “Tdigok eashl Spoptares D@émhegﬁa the particular
whi ¢ dﬂéﬂ! cates the dat es on whi ch the prescribed

drug been d es pti.on durati

{1 e @ TeAraRy shoehes nehe vaiddind HERRIH i pib iy fig times.
10 pr as;dnc}b'élé edehupres@itied degamey bd ipplidad tethe partesizo palisent;

to t hec [ n, th

fiéld Afﬁégu;@ sbgeséséﬁltkéj ‘ﬁr @cg); é&% gﬂlgﬁ)sés ﬁee aa%eeszp%mg@tﬁh thenper escribed
a ne\/\drpgﬂia%bﬁenlsspplﬁdeaméd to a prescriber for

partigi gﬁgérgiﬁoﬁrﬂﬁﬁﬁ)n'\ﬁélha%ﬂﬂ %&ﬁ%@fﬁe deie -ﬂ"%hmh supply of the

prescri abase 180 1 ncl ude He i’?\“‘ ress
1 ol dpregribe fhelrpe ds d¢ jgese: &6t S rcopramgn .t%éb? t entry in the

Nunbefre(jueﬁb}doﬁﬁgunﬁelﬁqmp@r is the same nunber that
resides in the custoners record within the

Aut hentication Server 140. It is 20 linked to their
bi oneflre ass¢ssmphtateesrdf B0 i ereated anhctme \whegve patient is referred to a

Bl b B RN bl SC 0 T her

prescribes a prescription. The patient 165, assessnent
170 aﬂ%ﬁgﬁﬁgéﬂd&ﬂﬁ% 1gPincrEey:ds are |inked for each

25 patjent. re ter database 190 i ncl udes
the folPBRiR ag‘?ré%tg“ gf&ﬁ%\meﬁ? €6f met hadone
r ecﬁ'@lﬁ@bd mert fenf Iﬁé@loﬁnldumﬁ&f ESIS glﬁistﬂtm_ftl&ﬂ ﬁpltheeSarﬁé nubtber that
met hadone r.e into_stock:.,. ai .quant
ot halfoRes bR Faomisthaf Wity e, AN HIAM, Sbve 40, 1t 55
per soliskedotowthein tiembidoemplwe Huppicimdtabgest Where the prescriber is
phar “Pe‘ﬁﬁrredfohﬁe%éx\%gﬁm&{ escription reference nunber

ac

of e person t t’hadone
» and a ‘create date field’ for when the prescriber prescribes a prescription.

The patient 165, assessment 170 and prescription 175 records are linked for each

patient.

The drug register database 190 includes the following fields:

« quantity of methadone received;

. the name and address of the supplier of the methadone received into stock;

. daily quantity of methadone supplied;

« the name and address of the persons to whom methadone was supplied by the
pharmacy;

. the original prescription reference number of each person to whom methadone
was supplied;

« the name of the prescriber;

« the balance of methadone in stock after each transaction;



was supplied; 35 the nane of the prescriber; the
bal ance of nethadone in stock after each transacti on;
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the person making the entry. In this exanple, sonme of

the conponents of the system 100, nanely the PC 115,
software 108, 110 and the Iri% recognition canera 120

are installed on the client 5 network 105, which

could be a pharmacy or a clinic and the prem ses of a

pr es dh¢ ldentity Of ey parsmposieng thesghttyhe syst em 100, nanel y

the Authentication Server 140, its cache 145 and the
records server 150 with its associ ated databases, %a

i nst dn Has exrmpleswmen the semppnentsnf thessie {0¢mamely the PC 115,

sofiveiRd 108} \IVP(D l%m&otﬁe e fé&’:&éﬂuﬁcﬁg adirtlera012(h @.re installed on the client

BRSBTS B cuRErmt S50 b s Ribip o « prserve

athich oompatentsnoft the dyspandd, namalypid HuthenticationeServep 140, its cache

P@ én%nﬁé rec;gli]c?s e?@&rl%oj\ggh t1‘c§ Ve\llgs%%gatédo a%bals@sa% el qufléﬁ Gn a server

ents fhenselves
mﬁwomﬁla”rSrmmytefﬁwmtth%clmpthOdfl t hadone. Fig. 2

illustrates a flow chart which indicates the steps

undert aken from a 15 patient approache .

Met hatl 8ﬁée§%r€st8rt:ﬁg arrgf-féiss/glemcﬁ % e he 5”{‘3 145 i iagrggsed by

ﬁlﬁi&lﬁiaﬂﬁﬁ ®r Iﬁpeldt(ﬁf@ Wh@qﬂlt\]fb @hd ii\ﬁh@&fatlslm to gﬁp&meﬁﬁ(%upﬁﬁrtrﬁmhadone
as' a ache res ri ber. the

% Igagg? b #leocrag\ﬁéao E%&Enusggé @r‘?ﬁﬁtcap HE Hagg of apatient who

wiesdntethembadvesatt iteghargect fof ﬂE$uppiy of lrreath@t)had one

Pr091aM 5 #h8Rated 8 oW oty fith | lﬁdiéatgs%le sldo Binadrliken £dfh when o

prescr ber rocee to enr

mt@gt: rapptqaéhps| 8 M@H@@éﬁ P@ﬁcﬂsl"efaeﬁ'@pr 3955t & 2whem the prescribed
At 861leSi8 HifPRAKAN0(the paBerlOfEPNPY0.SOARBAR pAtient has approached the

rescription c foduced 215.. The rescrl
PSer SO CAt B D Seaesnbo ok Au EHEReT FyeGAghe pationt
fuatiffiee rfoy tid meileidoae paegrium, Beeps2ppl il€dhe atib@t qualifies, then the
gﬁ%ééﬂb%gi)raaéeg ’cI ekol #f gt;]e F.%(ga pr?s%nfa)tfécg}sﬂ Bﬁl?(i%ﬁr(')lbe? feferral to
praauthnmsadsperrmpqu eaj do@m)adoethaﬂne pmselsmqrpcambﬁ pragiuged 215. The

pi @%%‘. fleiddle dRAN LAkl BRicdf St e Ritaddly RAY | Rlfucncy of

a tradltlona manner
@meetom swaRléeddn thalpAvicniae aatigser Hitbe pgegaWS@ﬁ ﬂ&‘ ms%calber are

ﬁ&ﬂﬂorﬁétn@allyp ERBIdd, @tlteb on I‘5 frhamhapatiiffis ?éq"uﬁ@d kS Bilte Wﬁx@@cnptlon
oca

b 2oL AL Mo B3h o Sidfghl obb i35 §RSHER 1 esitions

siemerof enrolling the patient involves creating a

reco rlg 19 alsh ﬁps@%ﬁé & thigeg ah rhglt}%?fs&? %g?ﬁa)trast%gﬁ Sn ]a6 3ard3&?opy of a

of the recor an enro

presaipdion rﬁromanq@herrmﬂmwedjwam(s@ thaaateﬁnt s thecal doctor).

Aut h r )
ot aleli?glhéi sbc?g)ege% ﬁﬁse@% bﬂneﬁicﬁﬁy 2abhled s@eﬁﬁl (pttﬂéﬂnche step of

ent’!s as
FPHing fop %ﬂi@n@aﬁﬂm area%g %%O@rﬂaféﬁ%aatmf & i gationt database 160
aPide piord k& ver EI0adSo0dredting ddddnr6iftens radatdaidahie bidfktric database

H]Se OP {h%ngltltlhler?tlc% 153 IS'e?ve(r)be heAtp s%pI E% pargs%ntpﬁon details 175 together
with the patient's assessment form 170 are captured and are entered into the appropriate

records of the patient's database 160. The biometric details of the patient are then
captured, step 240.
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captured, step 240. 35 WD 2004/072870
PCT/ AU2004/ 000150 10 Enrolling the Patient Step (a).

wab@4obisent software 108 is | aunched and capt uPEFAUR®4/000150

Private ID software 110 to take control of the canera
120 so as to record an inmage of the patients right
and left irises. 5 Step (b). 1dhe client software 108
sends a nessage to the client conputer 105 for a
nmessage aut hentication code (MAC). The client 105
Er&snmadﬁel’a:nehhe request and issues a MAC. The client

sof t el e (é %?éesoﬁvgaere M{‘b% %nﬁ}lﬁ%iﬁedpﬁﬂdt @ﬁéﬁ%ﬂep the Private ID

sof t warte es capture o
Sfftmparg £)0 tOTt@k@ scenttdh of Perass 2B @T@G@c@drﬁeﬂﬁla&@gf the patients

L8R R@ideikedroves their 10 head so that they can see
b‘%}?h offﬁﬁleier eyes in the mrr%(%m the centre of th

cameorSien fRiadt e ientipasbupe d 05 SoRs BIESTHEE dp Jnesaliqns computer 105
ﬁ?)ﬂh(rﬂgssigé abfhdnfieiiesm) cdde gMAdE TiendienThes repomisao HROrequest and

R0 auRC] 1o eppSofiae TR ospiv s DR gty D sotoware

Eldpdommeencas smtmre&fdfepktlgnwahs video images of the
pat | \;ﬁgér;g (c yg% usk W@fa@%@l& %,[ @{360% \éfat B0 Fﬁeg;fatﬁhﬂ &8%es their

sof t i nspec or suf
lpadlsotthatahely ican seecbmh oitthein ezeqsga be mlgﬁr Hothe; qgatie of thyy camera

&a&%%‘%ﬁsﬁ{lﬂﬂe dﬁ?@fmﬁﬁt@m 1o emaasatb I@flﬁs}t@y Yrohi 8 88ns. The
have be the s

P AL Ser GrmPEtTol SRERAS ﬂ’i‘é‘ir}grfﬁ’g eealam%m
SeSSiSlé]p (d% CH@]PI@@&IH A’Ufﬁvareu&;mbdtptuﬂes awesiesof digital video images

SEERMR Rt e TR R Y FE R dieBE SRy 198 inspect the

weeges is)spffdien quhldysamﬂuwccmtmtm eofwise higheonfidernze for a successful
Sib@Rabutcd gP@ BRLS &N kat itk Hlt%%eg NeFel Pech® §|51?erdt tﬁ@ esoftware 108

process aV|ng I mages e lris capture ep
preyidepndecdbapk gieaal tor méorpy @@b&@ igToge cepiur e gesaian s complete this

ﬁ@bﬁy‘ G¢i8ed SABIAEQRDNALIIS tahs%hsiﬁ@tbf}eﬁhaé%e&nﬂﬁt bd f&@ptured within the
&1 tel D OH re 110 e &h@ turﬁw ﬁ

allgtivg e BB b ety 0t Bt ok o P EHARC BEAeY po error

sigimadr Ohs gatitdtevadd theneve mthd @sodebeohavingrimazss efithe iris

i n%%gd using the previously issued MAC and assenbl es a

age for transmssion to the client conputer 105.
Thi s Stem®n Gréeoenpiturethathe peatessy oL ficating s insgade tenji@es for the

%d%ﬂt bEdins. T*Pﬁ %i RIAD éb@ttu}a&’é" 1367 MRFyptédOnd %ﬁ%hfé@snﬁa@% using an

ssage  and s it tor validity using

SRPETIAR &Y PIOEHRI BRI FHFad SRAIFESSEHBLNMeiTTed 1gygp codes the
N(ﬂh}bﬁssed aﬁlaﬁb lefﬂgsﬁléglﬁ‘eﬁbﬁﬂy Hesied IMAIOY b lakdeynbidres Kﬁéisage for

ity A ctEh <PRpulsD R TR e g PR Bf Sent software
08 lar, to create the iriscodes.

Step (f). The authentication server 140 receives the message and checks it for
validity using MAC, that is to ensure it has been received while the MAC is still valid.
The message then has its integrity checked using a checksum, and is decompressed and

decrypted. It is then passed through a Daugman Algorithm, or similar, to create the
iriscodes.

Step (g). The iriscodes are then sent to the authentication server cache 145 to
ensure that the records do not already exist (Fraud Check). Providing the records do not
already exist, the IrisCode templates and unique customer identification record (and
optional portrait image) are entered into the database 148 and the cache 145 is updated.
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Step (g). The iriscodes are then sent to the
aut henticati on server cache 145 to ensure that the

wo e@ans7@o not al ready exist (Fraud Check). PpOm/Au200¢/000150

the records do not 35 already exist, the IrisCode

tenpl ates and uni que custoner identification record

(and optional portrait image)jare entered into the

dat abase 148 and the cache 145 is updated. WO

2004/ 072870 PCT/ AU2004/ 000150 11 The Aut henticati on
ﬂ&fﬁ&lheﬂﬁl&ttleﬂ Seres 140 ahsurdrethanthe weiqheieoRIer identification number

i lfl u r_enter nt dat aba

ST IR B TS g R e M b 2RO Bt rcord
}rﬁéaordatabaﬁﬂGOn dat abase 160. 5 Bionetric Capture for

supply of Methadone At sone | ater date, the patient
approaches a pharnmacy to request the supply of the
f'.f..a.l.h'z"u.n:-'-‘ﬁ ahsupply offfidethagg Cent is reqUI red to be

i gentAtf dogsk ]?éi&ér'drates tHeep‘é@%ﬂﬂ & p%hoﬁétﬁa pﬁﬁlﬁ?@?d& réqihebtéthe supply of
ei red, .ste

ic C
e et s rine g Bt te PR b ey, 8 pegpition and
{rggeedn tct ]Imv@ théifbiohtetineipained step 230f f erent . The
recogy e - 0
it nanps @ {0 ERUSCHH BRI RETAR 5 RBled PbUByer sep (o) in this
qgalmmcal is didbwends iThe trecogpitigneirissa etemplateSTh@ Sent to the
ﬁ*ﬂﬁ&‘ﬁ@&thﬁ%éﬁ& ﬁfb"\\(fﬁfch]a@tgm'b?st {or fatch it §$&Hﬁ§t atlloreE('i}@s in its secure

uter 105 which interprets ereSLit. |
saske 188 TR a%thant&aﬁ%rs@y%l‘warqw a yepglf t dag plienf gomputer 105
Whih eflterpBid théeesptOdEH%e RbEPSs a %b@paﬁé:blﬁ failti@, that result is logged

Ci st hec t f enc at nent
PR SR e T HE MO bl A BRRIEREY o7 g troatment
Belg [:lld) de@rmifieevipatthe dtug is prersﬁnbetbm beafuppheds Thbt patienf isanformed
?Iﬁt ts found, step 260, the result indicates that
e patl ent has been identified and the

aut hdfitd matdhois fand.estep 20P; Beeteselhdndieptey it thappriéent has been
fd%ﬁt?ﬂiééi st ﬁlese{u@ﬁénhgzﬁfbn @P\%r rr%%ﬁ%th%@eiebﬁltr@ﬁﬁﬁsﬂebm data step

&[@) ‘%atl on 1 { he t| ent ?ﬂ’@ho“ sed tﬁ
gtyis {e eﬁ?‘é?éﬁ“igoaé’@ 16315 ]3?80f DRYeRApathysed to receive
thépredchibed E@"}ﬂ@@f sietitddenk Step 1295 atherghiafiMadistchedlisr tha giubntity and

Stomtoab el e Rao i bR IR e whul BRe ispuld the
ciniciphomate de digsipeed imitd) qol atdoatag dispessing platfotmrthisewill then be
Hs%ﬁdcotcﬁsé}%?géj%s 1€ a0 BhiES MRERH e of ¢ %%%@q%e BR prescribed

require prescrlbe supp

PRI veidl ebédacamnpvéfarra%g@dp ?(bua@gondyl& ke ther Biermation on the
erés&rﬁﬁloﬁ5 'pn@gﬁ}splptdfocﬁe Hg[,elss vRBldedOin_ thee detigl Sugpy field” of the
ded q @ drug supply field of the patients
Pg Je%%@ %Yt the date and time stanp does not match
t he pdfeakerdaet am.Ttldﬁt sihinp dHEO,not hﬁatflp hias pessesptionhéetkits 270, the
que Q
ﬁml%%ng&gt (k,hegﬁé/ theeﬁ%ﬂl%%%g omtatmén? ffjela % ﬁ,ﬁé&ﬁlﬁ% %ew{ﬁg drug is

besu
presasihed do be stlnplsddathe patiénd 1Spmf¢rem1 Qféhlaldla‘@ IIBE patientaletnils 165

%gﬁ&gdﬁcpreﬁ%éﬂtﬁ%céu%né’&‘ét% hepce, step 270. It will

ppreci ated by persons skilled in the art that
numsr ous vari ations

It will be appreciated by persons skilled in the art that numerous variations

and/or modifications may be made to the invention as shown in the specific
embodiments without departing from the spirit or scope of the invention as broadly
described. The present embodiments are, therefore, to be considered in all respects as
illustrative and not restrictive.
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35 described. The present enbodi nents are, therefore,
to be considered in all respects as illustrative and
not restrictive. WO 2004/ 072820 PCT/ AU2004/ 000150 12
CLAIMS: 1. A conputerised identity matchi ng managenent
process for the supply of a pharnmaceutical substance
€bABvSaut hori sed person, the process conprising the
Bt 0% AompuldiROd iictiild RS HartBinbit HBAHS Yot e ifply of a
supply of “the substarce, conpri si 5 the steps of: a
rhafaaEntieal subvignrede an ahprsederop.diaprcess ogmrisEgthe geps of:
appar@i#Fyingal fdrfthh fRo SOANIBAEIAg IDEGIPR} bi heCapltafi®, comprising
1£rocessfrepresentat|ve of the personto initiate the
8P¥BF &% process: the managenent conputer responding to
t he requesimanagendnir congputerssagieingo a fQuedte froaptcaptere apparatus
u fir i nst ' i I, a
FBRREh e biBbubhE! btk TahbR e SSEARRE IO fho person o
insgaihe cepinteaitntess; t he code at the capture apparatus

causes i Haﬁ&éeﬁ[&n%oﬁ;%lﬁeﬂ%%ﬁﬁxgﬁB AR quest RFreturn a message to
managenent conputer, after .returning the nessage,

the CaPYIhEpPaTatesph v ey Mstankdt fme, Sent senigiaimgra prigue code,
R $héte rEéedD dfMBe eRPEAEE Ronfafai @ thescode de thantdpure bppirBs causes
cgd , a% a second instant in time; and the nmanagenent
@'Hﬁﬂ?@ G SBPWES B9Sthen t he second instant is |ess

than a phedetmpemestd competet,abfer rétaminghahd imessage, receiving a

A0 ORI, GRS YT L gy o i
hecodreat ¢ agrond inptant orimes andagai nst  stored bionetric

records apdnf.Qaf&idik %b’lﬁgﬁt@r bpeRtidd vARhiItRO s&BHE instant is less than
representative 0. per son

of the when tchis, . .
3 Birdaterpied it H@eréﬂ@a@@ fyblapipianin &0 Ge7og (i gaptired biometric and
ingtennd b inhgetih® proeesiaotihd £inaicBVior thesde@b@sll chptied bt against
des at. t ..a _sulst ance

f the person i ch .incl | e he
Jeret o BEtE Botits g 7R o i RRaiin odF yEPHeSentalfe of the
sarkst whenea matchas femduppl i ed and a date at which the
subst - iedi. : Wal: r
the dorevie: b e SHRRLinE Dhe SRy 0RO LOAR EhD S Stored dte
fegord of e Rsuim WBiFh iapludest atalepwitac pubstange the perpaiyis prescribed, a

GURBLYinRGhitR eheSihBShRRGE td Be SpPlibd 88T e dt GUARthé YubdfiEce is to
g information to forma record to update the

ecor di
é‘h?ﬂﬁpse‘gf the substance to the person. 30
determining whether the date stamp matches the date at which the substance is

to be supplied, and
if a match is determined, supplying the substance in the prescribed quantity and
recording information to form a record to update the supply of the substance to the

person.

2. The process according to claim 1, where the biometric records are securely
stored within the management computers cache.

3. The process according to claim 1 or 2, where the stored data records are
logically separate from the biometric records.
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2. The process according to claim1l1, where the
bi onetric records are securely stored within the

worewageEsent conputers cache. 3. The process aceOr/diu2g4/000150

toclaim1 or 2, where the stored data records are 35

| ogically separate fromthe biometric records. WO

2004/ 072870 PCT/ AU2004/ 0001503 13 4. The process

according to any one of the preceding clains, where

the stored data records are physically separate from

4. he Hihemeteescacoenbngi®. an§.ontloé ther preessiingadlaivnsd vhgretthe atpyed data
rgéb‘?dé)gretplﬂﬁ Pﬁlg&%ﬂbﬁﬂa ﬁérﬁ'tﬂ@mofﬁ@ﬁfcere&d}gs matching 5

process i generating a tenplate i mage of the
decoded captured bionetric for matching against

st or gthehirOdERs Eté‘;&)rc[lﬁg@é g8y ofs oflthe é&@ﬁ%sclaﬁﬁoﬁ@biwhb @natching

claim>5, ere estore blome r I I ncl
e S Groter SoAB: pbfie SEpich g I fac for
redatcling heaiptat@edbioiteaidgdeghids.i ri s, and 10 the
identification code. 7. The process according to claim

6, where the stored bionetric records further include

@ porfihegirocdssragrordifig thelapne 5s viherelthe gtorathbiopreiierpsords include a
e e%ﬁ)lttéhl B,Ye Mfe Rt it 9?0%&%% 8oFlefiplie oMMt iris, and
the staored records I nclude a patient database
thﬁtﬁe&tlﬁﬁaé’s‘)@rqogér dat abase. 9. The process according to

cl al m 8, where the stored data records further include

i ster ba e a d su ase
To. "8 B eEtartlierBram B WRyoE et PRREdanofdy forther
1nHadﬂBpoﬂumnhmgebﬁﬁkmdmng the step of enrolling a
person into a programso that the person is authorised
to receive the substance. 25 11. The process
&ccorldiemgoesss a¢carding &) angrree fitheproeeding ploins, sheratge sipged data
1RE5:30 ThelddaGl 8BS dafbIR RAG HRBIcribePhife.r €Cei ving a
request, fromcapture apparatus waiting to conmence a
bi onmetric capture process representative of the person
9.0 iThelpradess hdt@rdiaptoulinPs,odess thedtborbd datarepginfatther include a

di to.th tt t
G e R R B R T o nctant 10 ey

t he nessage containing a unique code, and where

{gCceifle fhcdshg é@@iﬁg% alg}pgﬁcﬁbf‘ﬂlg %réc@&in%cb@nm@t fu%@r including the
capture appara us cause initration the capture
Peoekauollinge nrasvageivenproetpe that themessonrispuheiseg te receive the
dBsaage, receiving a captured 35 bionetric

representative of the person fromthe capture

apparatus coded with the code, at a second instant in
11.me;The process according to claim 10, where the step of enrolling the person

includes:

a management computer receiving a request, from capture apparatus
waiting to commence a biometric capture process representative of the person to
initiate the capture process;

the management computer responding to the request to return a message to
the capture apparatus at a first instant in time, the message containing a unique code,
and where receipt of the message containing the code at the capture apparatus causes
initiation of the capture process;

the management computer, after returning a message, receiving a captured
biometric representative of the person from the capture apparatus coded with the code,
at a second instant in time;
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instant, to decode the captured bionetric; generating

an identification code representative of the person;

and storing a bionetric record of the person's

captured bionetric with the 5 identification code.

12. The process according to claim 11, wherein prior

t 0 stori rthe snahhgement compaeoopbratafg, wWhen dlgpsacord instant is less than

: : { ' ; .
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SHPELEPSet ric into an enrol nent tenplate in

order to store a bionetric record of the person's
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élrﬁﬂfé thE PedsOF ist 38 afggléa‘rzli hidifed o e stenpr ocess. 20 15.

e process accor to any one “of the preceding
cl ai ms, where the substance 1is a controlled

53 bSt"ﬂ_[@ﬁroc%s@;aoE&ﬁ\i/\r%" @cataﬁn qqc?ragmfuz,ormeﬁehp nglviﬁg debs&ied the
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BEE bihufoif B e P Rt e g captirel Bbimetric into

o esoimbitnigmiphate s bsdearntc ator2s biometrics revgrd b thet pgrsonds captured

@ioﬁ}%&ﬁgerrent conmput er receiving a request, from
capture apparatus waiting to comrence a bionetric

capture process representative of the prescriber to

Qi tiple ﬁﬁ'&%sé: aaﬁ%&{iﬁl(%p”c@cﬁﬁis .onbNEf TRO2GeERIMe CPIRY! &Fhere the

respondi to the request to return a nessage t 0., )

Pn@éetéla%meq? dimg pafeteringd ageqriing: to thet tine fPWlfqdn‘%F f diometric
@eodesyt ai ni ng a uni que code, and where receipt

of the nessage containing the code at the capture

apparatus causes initiation of the capture process;

the rEeapenesstacondipgtieany ahe ef tireepracadinggclbine, mhssahe substance

&%ﬁﬁhﬁ%ﬁ&i§ﬂ>%ﬁ&§ured bi onetric representative of the
P Phe ¢

erson from capture apparatus coded with 35 the
code, at a second instant in tinme;, and WO 2004/ 072870

BT/ AROPA0R0EBS dinkSto any one of the preceding claims, where the method

further includes the step of identifying a prescriber who is prescribing the substance
comprising the steps of:

a management computer receiving a request, from capture apparatus
waiting to commence a biometric capture process representative of the prescriber to
initiate the capture process;

the management computer responding to the request to return a message to
the capture apparatus at a first instant in time, the message containing a unique code,
and where receipt of the message containing the code at the capture apparatus causes
initiation of the capture process;

the management computer, after returning the message, receiving a
captured biometric representative of the person from the capture apparatus coded with

the code, at a second instant in time; and
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t he managenent conputer operating, when the second
instant is less than a predetermned tine |ater than

WO h@407283¢ i nstant, to decode the captured bi oP€r/AUZ004/000150

and initiate a matching process to find a match for

the decoded captured bionetric against stored

bi onetric records and to retrngeve an identification

code representative of the 5 prescriber when a match

is found. 17. The process according to any one of the
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t he secoribe masdgentent conhBEer respmding tp tledeteestrioretin a meessage to
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sl wherp apcerlmé)fdbe mréwg@ &pn@rre@g theocwéfs et EheapiiAg tapparatus causes

ﬁit&"tﬁﬂo?ﬂfé"@%bﬁﬁ&pxh@é‘s@* ds and to retrieve an
identification code re resent a é&I ve of .the

when a nd Hn?“?gfj@ﬁlﬁdc guiey  alierc sripming |ﬂ§‘°edn$g%‘=’r?t j1egeiving a

mphﬁrbd B@m&@@g@maﬁaﬁwbmt@moﬁ Heona theheaphise dpsarns yoded with
substa ce to an aut horised person,

ce
th%?$§?h§ecogg faél Hletﬂ}gg’l ry for storing data records
whi ch i ndheidepagenrent aohpyer epmatlra, wWheadhe sached instant is less than
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ance 1S
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ﬁ@r‘@ﬁ WiSheRIcOBERATRE 1O retrRGE1 ACidenti Behi6H tcodé r@Fesentative of the

ure ap waiting to commence a bionetric
?’:‘Q {lgr‘@heﬁ‘r%?@@gls foyndni tiate the capture process to
identify a person who is requesting the supply of a
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the substance a person is prescribed, the quantity in which the substance is to be

._._)

supplied and the date at which the substance is to be supplied;
a management computer programmed to:
receive a request, from capture apparatus waiting to commence a
biometric capture process, to initiate the capture process to identify a person who is
requesting the supply of a substance;
respond to the request to return a message to the capture apparatus at a
first instant in time, the message containing a unique code, and where receipt of the
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bionmetric fromthe capture apparatus coded with the
code, at a second instant in tinme;, and 5 when the
second instant is less than ajgredetermned tinme |ater
than the first instant, to decode the captured
bi ometric; an authentication server to performa
nEsoige tgnpince §s dodefat nhle aaptafecapphatust dadsesdi@itation of the capture
gpogg#red bi onetri c agai nst stored bionetric records
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pharmacetisabistbatanes pihas asmetchds ifonndhghedeereer fughersietrisving a date
's‘traﬁlpl 230, ﬁﬁlllé YheSRBAI R Boh (08 1 SethbRBE rﬂe?soh%%%’r@& -da#Orecord to

he system according to claim18 or claim 19, where

Eﬁ"@ £ ohehis s dafeortanp imatches f%glﬁ @rakfaﬁtawg}ebo@? {SPpsfangeds to be

pipypica 2drldyif & epactaiselefeiin ddh i dbtigmiie pefsoh's G € dMh r€ddrd relating

%{@esltlorled Vé/itFi n the.,mana e{ﬁns(pt cgrg’p#t rs cache. 21.
SYRUEf BRspYiThes 17 e ahed aperBibio e RSPl 2o,

where the stored data records include a patient

fat abpge Andn %lcgcfrrﬁnﬁlgai{o b%ig? 382DASR: thé 5dé1?a2 recof s?é(r%g ng the data

according to. e the stored data recor
flepasHery 4rakazicadly sepagete froreie dianetiareserdse and a
suppl i er database. 23. The system according to any one

clajnms 18 to 22, further _conprisjng.a 0 privac .
Bt e Lh7 Birieng0nEe i R 18 AT ficessg dRlrregpits stored in
tite datsnddpobit@y aapphysecallgppgiat di®m the biometric records which are stored
within the management computers cache.

21.  The system according to any one of claims 18 to 20, where the stored data
records include a patient database and a prescriber database.

22.  The system according to claim 21, where the stored data records further include
a drug register database and a supplier database.

23.  The system according to any one of claims 18 to 22, further comprising a
privacy protection layer between the management computer and at least the capture
apparatus.



