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TION 

Title: APPARATUS AND METHOD FOR SIGNALING 
AND INTEGRITY KEYS 

ENHANCED SECURITY CONTEXT FOR SESSION ENCRYP- 

(57) Abstract: Disclosed is a method for establishing an en- 
40o 	hanced security context between a remote station and a serving 

network. In the method, the remote station forwards a first mes-
sage to the serving network, wherein the first message includes an 
information element signaling that the remote station supports an 
enhanced security context. The remote station generates at least 
one session key, in accordance with the enhanced security con- 

.-- 410 text, using the information element. The remote station receives, 
in response to the first message, a second message having an indi-
cation that the serving network supports the enhanced security 
context. The remote station, in response to the second message, 
has wireless communications protected by the at least one session 
key. 
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THE REMOTE STATION FORWARDING A FIRST MESSAGE 

TO THE SERVING NETWORK, WHEREIN THE FIRST 
MESSAGE INCLUDES AN INFORMATION ELEMENT 

SIGNALING THAT THE REMOTE STATION SUPPORTS AN 
ENHANCED SECURITY CONTEXT 

THE REMOTE STATION GENERATING AT LEAST ONE 
SESSION KEY, IN ACCORDANCE WITH THE ENHANCED 

SECURITY CONTEXT, USING THE INFORMATION 
ELEMENT 

THE REMOTE STATION RECEIVING, IN RESPONSE TO 
THE FIRST MESSAGE, A SECOND MESSAGE HAVING AN 
INDICATION THAT THE SERVING NETWORK SUPPORTS 

THE ENHANCED SECURITY CONTEXT 
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THE REMOTE STATION, IN RESPONSE TO THE SECOND 
MESSAGE, HAVING WIRELESS COMMUNICATIONS 
PROTECTED BY THE AT LEAST ONE SESSION KEY 
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