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between a base or network station and a mobile station.
This authentication is required at the base station to
uniquely identify a particular user replying on an

15 acknowledgement channel as having been the one paged.
Since users are spread geographically in the servicing
area of the base station, acknowledgment by a user
terminal to pages sent by the base station may not occur
in the same logical sequence, hence the requirement for

20 authentication.

BACKGROUND OF THE INVENTION

A communication system is formed, at a minimum, of
a transmitter and a receiver interconnected by a
25 communication channel. The communication system is
operable at least to transmit communication signals,
having an informational content, generated at, or applied
to, the transmitter. The communication signals are
transmitted to the receiver upon the communication
30 channel. The receiver is operable to receive the
transmitted, communication signal and to recreate the

informational content of the communication signal.
A radio communication system is a communication
system in which the communication channel is formed of one
35 or more frequency bands of the electromagnetic frequency
spectrum. A transmitter operable in a radio communication
system generates a communication signal of characteristics
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A cellular communication system is a type of radio
communication system. When the infrastructure,
15 hereinafter referred to as the network, of the cellular
communication system is installed in a geographical area,
a subscriber to the cellular system is generally able to
communicate telephonically in the system when positioned
at any location in the geographical area encompassed by
20 the system.

' Cellular communication networks have been instalied
throughout significant portions of at least many of the
world's population centers. Large numbers of subscribers
to cellular communication systems formed of such cellular

25 networks are able to communicate telephonically when

positioned in areas encompassed by such cellular networks.

However, in some areas, terrestrial-cellular

communication networks might not be installed or might not

be commercially viable. For terrestrial-cellular

30 communication networks which have already been installed,

some may have been constructed pursuant to various

different standards. A user terminal operable in one of

the cellular communication systems may not be operable in
others of the cellular communication systems.

35 Therefore, even in an area in which a cellular

communication network has been installed, a user might not

be able to communicate by way of the cellular
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user between the user terminal and the satellite-based
transceiver. By effectuating additional communication
links between the satellite-based transceiver and a ground

15 station, the user of the user terminal shall be able to
communicate telephonically with another party by way of
the ground station and the satellite-based transceiver.

In both satellite and terrestrial cellular
communication systems, when a call is to be placed to a

20 user terminal, a network station in a satellite-based
system, or a base station in a terrestrial-cellular base
system, transmits a paging signal to the user terminal.
The paging signal includes the equipment identifier (EIN)
of the user terminal and a random reference number.

25 Upon receipt of the paging signal, the user texminal
sends to the base/network station a response signal base
upon the random reference number. In a similar manner,
the base/network station forms the same response signal
and compares it to the user terminal response signal.

30 These signals must substantially correlate in order for
the base/network station to wuniquely identify or
authenticate the user terminal. Similarly, in Dboth
satellite and terrestrial cellular communication systems,
when a user terminal is originating a call, an access

35 request signal is sent to the base/network station from
the user terminal. Typically the access request signal
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nunber manners which attempt to minimize the bandwidth required
to communicate between the base/network station and the
user terminal, the available bandwidth for communication
between the base/network station and the user terminal on
15 the forward as well as the reverse channels is often
limited.

When the paging data oxr the access request data being
transmitted exceeds the available limited bandwidth, the-
limited bandwidth may prevent adequate  paging

20 communication or access request communication between the
user terminal and the base/network station, thereby
hindering proper communication.

Another problem encountered with the access request
signal occurs as discussed above, the access request

25 signal transmitted by the wuser terminal to the
base/network station when originating a call typically
includes a call establishment cause, the dial number
information, and a random reference number. The number
of bits of information used for the random reference

30 number varies from two to five bits.

Typically five bits are used for random reference for
the calls that occur most frequently or are of high
priority, such as originating calls or emergency calls.
Five bits are used to reduce the probability that two

35 phones have an identical random reference number. In
contrast two bits are typically used for the types of call
which occur least frequently.
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15 The present 1nventlon overcomes the above identified

problems as well as other shortcomings and deficiencies
of existing technologies by providing an apparatus and a
method for deriving a random reference number for use in
a authentication response signal from portions of a paging

20 or access request signal and by optimizing the bandwidth
requirement on the channel.

In an embodiment of the present invention, there is
no requirement that the random reference number be sent
as an additional set of bits of the paging signal or of

25 the access request signal. '

Transmission of paging signals and access request
signals from which are derived response signals to
authenticate a user terminal and network station are
minimized.

30 - A paging signal is transmitted by a network station
to page a user terminal to initiate an incoming call.
When the user terminal receives the paging signal, a
random reference number is derived from a portion of the
paging signal. A response signal which is responsive to

35 the random reference number is then transmitted back to
the network station.
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an incomng call. which is responsive to the random reference number and is
then transmitted back to the user terminal.
When the user terminal receives the response signal,

15 a comparison is made with an expected response signal, and
if a certain degree of correlation exists between the
response signal and the expected signal, authentication
is determined, and communication continues.

BRIEF DESCRIPTION OF THE DRAWINGS

20 A more complete understanding of the method and
apparatus of the present invention may be had by reference
to the fbllowing' Detailed Description when taken in
conjunction with the accompanying Drawings wherein:

FIGURE 1 is a block diagram illustrating a satellite-

25 cellular communication system which embodies the circuitry

and method of an embodiment of the present invention;

FIGURE 2 is a diagram illustrating information
contained in a paging signal utilized during operation of
an embodiment of the present invention;

30 FIGURE 3 is a diagram illustrating information
contained in an access request signal utilized during
operating of an embodiment of the present invention;

FIGURE 4 is a diagram illustrating in greater detail
portions of the communication system shown in Figure 1;

35 FIGURE 5 is a flow diagram illustrating the method

gsteps of a first method of operation of an embodiment of

the present invention; and
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of the nethod and of the present invention. It should be noted at the

10 outset that, while the communication system 10 is
illustrated to be a satellite-cellular communication
system, it is contemplated that the present invention can
analogously be embodied in other communications systems
such as a terrestrial-cellular, or other radiotelephonic

15 communication system. For instance, as one skilled in the
art shall appreciate, by appropriate substitution of
terrestrial-based base stations for certain of the
satellite-based transceivers of a satellite-cellular
communication system, a terrestrial-cellular communication

20 system can instead be formed.

' The communication system 10 includes a land Earth
station 12 which is coupled, here represented by line 14,
to a wireline telephonic network. The land Earth station
12 includes transceiver circuitry for transceiving

25 communication signals, inter alia, with a satellite-based
transceiver 16.

The satellite-based transceiver 16 is operable to
transceive communication signals not only with the land
Earth station 12 but also with other land-based devices,

30 such as transceiver circuitry of a network control center
18. The transceiver 16 is primarily operable as a relay
to relay signals generated at the land Earth station 12
to the network control center 18 and vice-versa. The
transceiver is preferably able to receive signals on any

35 frequency channel and relay the signal on another

frequency channel.
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transceiving elements to permit concurrent communication
10 between large numbers of communication stations.

Communication pursuant to a satellite-cellular
communication system, such as the system 10 shown in
Figure 1, permits a user of a user terminal, such as user
terminal 24, to communicate telephonically when positioned

15 at any location throughout large areas of the world.

As long as the user of the user terminal 24 is
positioned to permit transmission and reception of
communication signals with a satellite-based transceiver,
such as one of the transceivers 16 and 22, the user is

20 able to communicate telephonically with a user of another
user terminal or to a telephonic device of a conventional,
wireline network.

Because of the almost-worldwide scope permitted of
a satellite-cellular communication system, the user of the

25 user terminal 24 need not be concerned with the
compatibility of the user terminal with a local, cellular
system. The user is further capable of communicating
telephonically in an area which does not otherwise have
an installed cellular, or wireline, telephonic network.

30 For instance, when the land Earth station 12 (i.e.,
a telephone device coupled thereto) initiates a call to
the user terminal 24, an indication of the initiation is
provided to the network control center 18 by way of the
transceiver 16. The network control center generates

35 control signals, including paging signals, which are
provided to the terminal 24 by way of the transceiver 22.
Once call set-up is successfully completed, voice channels
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The supervisory and control signals transmitted to the
user terminal includes a paging signal to alert the user
terminal of the incoming call. After receiving a request
15 from the LES, the network control center initiates the
transmission of the paging signal which is transmitted to
the transceiver 22 and, in turn to the user terminal 24.
The network control center 18 includes transceiver
circuitry as similarly shown in FIG. 4, and includes a
20 transmitter 414, receiver 412, each of which are coupled
to a controller 416. The controller 416 is operable to
form and cause transmission of the paging signal by the
transmitter 414 to the transceiver 22.
Once the paging signal generated by the network
25 control center 18 is received by transceiver 22,
transceiver 22 transmits the paging signal to the user
terminal 24.
If the user terminal 24 detects the paging signal
transmitted thereto, the terminal 24 generates and
30 transmits a response signal back to the transceiver 22.
Transceiver 22 then transmits the response signal to the
network control center 18 to be received by the receiver
thereof.
The controller of network control center 18,
35 determines whether the received signal compares with an
expected response signal. If so, the user terminal 24 is



- 8- The transceiver circuitry of the network control

cénter 18, in turn, is able to transceive conmuni cati on signals with
ot her satellite-based transceivers, such as the transceiver 22. The
transceiver 22, simlar to the 5 transceiver 16, 1is able to

transcei ve Leation signals with | and-based tr

I ncl udi ng, f@ﬁ@%&ﬂh& exanpl e, a user termnal 24. The transcelve#ﬁ%$}cuitry
of devices 12, 16, 18 and 22 each include a plurality of transcei vi ng
el ements to permt concurrent conmunication_10 bet ween | arge nunbers of
communi cation stations. Comuni ¢&Pion pursuant to a

satel lite-cellul a%uthent%SQ@ﬁ”Qr?d"“téfh%” it S?.’hcé&#& %o tJl%.xSBE%trﬁﬁ‘h&Q shown
in Figure 1 permTs a user of a USér-termnal, such as USEr
terminal 24, to cédfmBRrBateedcfepPRithiEBI®.y when positioned 15 at any

| ocation throughout |acgridaedy, Ofwhehe 0ERNl is originatAng OfbmMSubés
user of the user GGLH0ah 24 [ Seer rerRPSLE DCthiq RAML LEANSHL ST O and
reception of conftuni Cat'i on signal's Wth” a satellite- Qasea

transcei ver, 3 ans (RECSSS opedwest heigprahs whilehr dsietxanpmittedheqisehei s

20  able to comprahsaéevd:el2naanl, Cahl surt &l BneSEECWSr@RAInteo1 centerSer
termnal or to a H%I ephoni ¢ device of a conventional, wreline

net wor k. ‘Because of the al nost-worl dwi.de scope permtted of
a satellite-cellul ar cdfmbhe cretwerk eanirelt gentgerldfdetretss the goeess

termnal 24 neegegilebt HRynOREaHERTteM itherbb®, networkO8BMrdY lceh¥epf
t he user ter,m nal .1?”] a Iq,_cal cellul ar &/ The user is,further
a

: . __System
capabl e of 3 nTuni tq%rbera €8 3% E%ﬁ%%ﬁl%%l F@igﬁl?l aftioﬁr éﬁaﬁlﬁﬁnﬁﬁs%ﬁfésbﬁ%

ot herwi se have  tranggejiveral?22d celranaeeiver wizZe| chen ttansimigisc the

network. 30 _ resE@hsEnﬁﬁﬂQE,tm hier deedmEasimstation 12 (i.e.,
a tel ephone device cou&ked t he

reto) initjates a call to t he user
terminal 24, an indicatron 91" tcﬁé"f%‘ﬁf‘?i%{'i grregmines wth&tgsfd%lbe L
network control cedgeplleomnangs witht ap expectedr perspensersipnal . TAE Aet wor k
control centjgr geRgleat §5e85 ternidall 024 SiigNakhEthentiCddtdlidgapagivhe skanal s,

whi ch are provi ded to the term nal 3{}2 by way £ t he trez}r'}a%%i‘_:\czlertgz.
Once call set-up oF 1 PakdBg| ?§°‘30Hfﬁeelfe , Wﬁ'f‘\é\g C%ann:'esfsp

continue.

Referring now to FIG. 2, there is depicted a block

diagram 200 an example of information contained in a

20  paging signal as utilized by the present invention. As:

discussed above, the paging signal is transmitted during

operation of the communication system 10 to page a user
terminal.

The paging signal illustrated in diagram 200 includes

25 a user terminal identifier code 210. The identifier code

is of a value which uniquely identifies a user terminal,

such as the user terminal 24 shown in FIG. 1. The

identifier 210 may be formed of a temporary mobile

- subscriber identity (TMSI) value or an international

30 mobile subscriber identity (IMSI) value as defined in an

ASEAN (the association of southeastern Asian nations)

Cellular Satellite (ACES) system. However, it is

contemplated to be within the scope of this invention that

other types of identifiers could be used herein. When a

35 user terminal receives a paging signal, the value of the

identifier 210 identifies the user terminal which is being

paged.
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between the land Earth station and the user termnal are defined to
permt two-way comuni cation between the |and Earth station and the
user termnal, by way of the transceiver 22. 5 The gener al
operation of SysiAME0 Will now be descri bed. When apcplib97i0s136 0 be
pl aced to a user termnal, supervisory and control signals nmust first
be sent to the user termnal. Such signals are transmtted, for
exanple, to informthe user termnal of the iggom ng 10 call and to cause
the user termnal to be tuned to transcéi ve conmuni cation signals

fursuanhtg tsucglhcall The pac gsgggflalsprms%&ateanixﬁQilasgzgamalzsc further

ransm e (0] e . user a, a pa S

the user t er nifRRluges; t?é’di"ﬁgoﬁ’l #J eli?feer 9%13%?\/?%% adérrgcf %&’15
fromthe LES, the ndicra)kbiosi wmlchearercwnwantapeeltm nature.t r ThenpPagiem

of the paging signalg; aihqﬁtﬁéﬁr&“ﬁelt&&% tfqa bltstmtwrﬁrap@r\éeﬁtzzlaéw,

in turn to the user t rmna

g con roI cgnt r 18
i ncl udes transdei verfor othex; purpesgs q& §aﬁ‘|dP5‘r F§ §ﬁ%’9ﬁe MBS, ¥ lgﬁd i
i ncl udes a 20 t r amenphber wislusedced \aametaRe the lrespopkechional .cdgphet

to a controller 416.;,IHE568N4 Q'h"eegaélﬁg' SighAr ?19&"91'.i‘£’11sm1tt:edc Wmaadbsgélse

transm ssion of the paging slgna smtter 414 t

transcei ver 22. or network fatie ﬁagll?f‘bt}%qrgné? cﬁrﬁgﬂtby“f%lﬁgt fiBF «
25 control cent efandbih réferemecivadde hgeded &nsferwethe 3 oper response

transceiver 22 ftrans é%sa t t}%rpqmengrggggahség LtOEUSAr is derilvBlNePeh €de

I f the user term nal I ng S)| gha
ldentlfler 210 of the paging signal.

~ An algorithm known to both the base or network
station and the user terminal is established to derive the
random reference number from the identifier 210. For
15 example, if the identifier is a seven bit number, the
algorithm may be to take the 1, 4, 6 and 7 bits and
transmits these values back to the base or network
station. Another example, would include taking a select
number of bits from the identifier number and generating
20 a random reference number using these bits in a
predetermined function, thereby computing a CRC and
transmitting the generated parity bits.

The base or network station, using the same algorithm
as the proper user terminal, derives the expected random

25 reference value and compares the expected random reference
value that with the random reference number transmitted
from the user terminal. If the two substantially compare,
authentication is achieved and communication continues.
This will be described in more detail below in reference

30 to FIG. 5.

Referring now to FIG. 3, there is depicted a block
diagram 300 illustrating an example of information
contained in an access request signal as utilized by the
present invention in an ACeS system. As discussed above,

35 when a user terminal is originating a call, the access
request signal is transmitted from a user terminal to a
base or network station.



transmtted thereto, the term nal 24 generates and 30 transmts a

résponse signal back™to the transceiver 22. - Transceiver 22 then
transmts the response signal to the network control center 18 to be
recei ved by the receiver t her eof . The controller of

net wor k cont er 18, 35 det erm nes whet her the recg Lanal
conpares Wt a#b%us expected response signal. If so, thgéilu,ggpﬁ%lggm nal
24 is WD 97/ 37508

PCT/ US97/ 05130 -10- aut henti cat ed
and the call placement to user termnal 24 "2~ js permitted to continue.
Simlarly, when a call 4,S Qri.gi ' fronp re ).nal. 24, user
termnal 24 initiates t#haen%%cgégﬁlé%%sg g%g%falclc}élssgr?‘%%%glsé] %’i%‘zfﬁalm %E’ioch

is transnmitted to iffludes cal}l gpet@blishment gapse; nfermation R0 nandysiial
control center infdfpation 312. Alfhdlgh RIWMhbwaONLE Ol s e dmphi&ited

detects the access,,. re I gna 4 m tt thereto,.. net
control center 10 thatléfhgeeﬁgggééesrsea eﬁes%% sa:l scloglglggl ??%? %?%ln% \é%ré(;r?nﬁlack
transceiver $2. fIrantfarnpgtionzastfinlliarhsmhoyn gneFIG. 2. response

signal to the user termpsiicaddy call establiBBmesercdf¥dl t¥ordthe idat 8B Nes
whet her the received S i

Signal . 1f so. 15 0° pRRd 58 TPEPHITAl ROV ot Trid IR PRl |
originating fromsuyderas tasy emexgengy cakl perfhiexeddret bhe numbexymfi ids
Referring now to F-ésedvedhebf thifeRiticedepeR8OGkon the number of call

10 establishments being utilized. For example if there are
up to 16 types of call establishment, 4 bits would be
sufficient. Other call types are known to those skilled
in the art.

The dial information 312 is typically compressed

15 digital bits of information representing the dial number
of the called party. A random reference number, which,
in the past, was used by the base or network station to
generate the response signal, is not included in the call
access signal nor transmitted at another time by the user

20 terminal. Rather, in the present invention the random
reference number needed by the base or network station to
form the proper response signal to be transmitted to the
user terminal is derived from the dial information 312 of
the call access signal.

25 As gimilarly described with the paging signal above,
an algorithm known to both the user terminal and the base
or network station is established to derive the random
reference number from the dial information. For example,
if dial information comprises 24 binary bits, the

30 algorithm may be to take the 11, 14, 16 and 21 bits and
transmit these values back to the user terminal. Another
example, would include taking a select number of bits from
the dial information and generating a random reference
number using these bits in a predetermined function.

35 The user terminal, using the same algorithm as the
base or network station, derives the expected random

reference value and compares the expected random reference



di agram 200 an exanple of information contained in a 20 pagi ng signal as

utilized by the present invention. As di scussed above, the paging
signal is transmtted during operation of the communication system 10
to page a user terninal. The paging signal illustrated in
di agram 200 |@ 'g%?%ﬁs a user termnal identifier code 3aruse7idsaso
identifier c Is of a value which uniquely identifies a user

term nal, such as the user termnal 24 shown in FIG 1. The
|dent|f|er 210 may be forned of a tenporary nglle subscri ber
identity (TMSI) value or an international 30 nmobi | e subscriber identity

(IMSl) value as def\}a{i‘g% E}r&n with thésﬁéﬂd(:ﬁhﬁeﬁéﬁémeatnme&f tyaukheaseear n
Asi an nations)

Satellite stem we
i's cont enpl atf&®® o BE wikafe e Fﬁ? Hlvent | Igg %ﬁ%‘ el
other types of i denhibddtamntiadldyd dempased rm:tehantlwamoa 3% acm:s@red eand nal

recei ves a paging jé]oqﬂﬁkﬁlgg\ggoﬁaé&?tﬂ;ué;'e This will€Nbé fdedcrdld danhbiees

the user term na

belrn WO 97/ 37508
PCT/ US97/ 05130 detail bel°wTHE ﬁ%iﬁ?é%é%gﬁﬂﬂplq | Bstrated in di agram 200
further i ncl udes ®ederyibigt i 2tohdI€.cykl | thexglundamhpwoode more

(CRO) bits, which
further |ncludes fl éE%?%@ﬁ?%}%&mﬁﬁ iﬁk%ggéﬂﬁhjggg§;2?géfgktﬁn 4ﬁ§; QBEh gzes
; Bh p ﬁ§§"ﬁ§@8 t

A random r ef erence
the response si gnalsmﬂamiy shown iimc|BEE&Rd Iin the depichedi gmlmumcatlon

It[]sgf]{“l E)Le?hle% the B89 on 410 HcIHHWOLKrSEAVRNE12 RHAY trhfshited a3gnt
both of which are coupled to a controller 416 which
controls the operation of receiver 412 and transmitter
414.

With reference to communication station 410 as user

15 terminal 24, when a call is being placed to user terminal
24, receiver 412 is operable to receive a signal 418, such
as a paging signal transmitted to the user terminal 24
from network control center 18. Once received, the signal
is demodulated, decoded, and descrambled, as necessary.

20 A random reference number is then derived from a portion
of the paging signal.

Responsive to the value of the random reference
number, the controller 416 causes the transmitter 414 to
transmit a response signal, and as described above, when

25 the response signal is received by the network control
center 18, it is compared to an expected response for
authentication. )

When user terminal 24 is originating a call,
controller 416 causes the transmitter 414 to transmit a

30 call access request signal. And as described above, the
call access signal is received by the network control
center 18. A response signal is then sent back to user
terminal 24 for authentication.

Referring now to FIG. 5, there is shown a flow

35 diagram 510 depicting a method of an embodiment of the
present invention utilizing a paging signal from a network
control center in a communication system as similarly



random r ef erence val ue needed to formthe proper response 10 signal for

the proper user termnal is derived fromthe i dentifier 210 of the
pagi ng signal . An al gorithm known to both the base or network
station and the user termnal is established to derive t he random
reference nu mthe identifier 210. For exa

i dentifier |‘g3§9%{§%n bit nunber, the al gorl thm nayn?&{%’{ms&e the 1,
4, 6 and 7 bits and transmts these values back to the base or
networ k station. Another exanple, would include taking a sel ect
number of bits fromthe identifier number ah#i-generating 20 a random

reference nunber __usin b|t re er d ction,
t héreby conputi ng shoWRC 4 O;%S trg ?r?‘_tt??lgl?%léc%enéejr e@ cg’f % bits.
The base or net\/\oplagstnstlmna}&Jr@ trnansmitted gor Thigm, as lla@mamqurbper

user termnal, delge¥esibhoIWEREELE] éaagi@anaﬁauoﬁ eiernemee a\éal:eewﬁeelher
conpares the expeg ,thed random ref er.e the random

i 1 an 1 hat Vtvl

ref erence number SR stanal 53y been 5?8? Y% ndit. 1%t 'S vid°
substantially combe’ra@ch is takerhepiilowingn d@la;mrlevbbloalnd Hanmei ce¢ i on
conti nues. rbpeatcwll | be described in rmre detail below in reference

30 to FIG 5. eferri ng now here is.de cteda
bl ock 0F agr am 385 71 FRRaEMIPRRLSa e pRgs BC oS deraiargpiotk 51
contained i n an ache$sarpagiowt sigyadl has been| recelived t e yes brpnebens

invention in an ACGResY L1 ik %f@ua"'&&dtﬁémﬁndor%refe%ﬁ& Anlimbdr is
termnal is rlglgatln a_call, the acc ess q%sqt signal 1Is
transmitted Prom eFd¥F; EF AN 2 PRFien © thebB@%l?ﬁ Mfrk station.
WO 97/ 37508 Thereafter, and as indicated WRCH1U8B7%086,130 response
signal is formed which is responsive to the random
reference number. Once the response signal is formed, the
response signal is transmitted as indicated by block 520.

15 As indicated by block 524, an expected response

signal is derived from the original paging signal.
Thereafter, as indicated by decision block 522, a

determination is made as to whether the response signal

has Dbeen received. If not, the no branch is taken

20 allowing decision block 522 to be repeated.

1f a determination is made as to whether the response
signal has been received, the yes branch is taken to
decision block 526, and a determination is made as to
whether the received response signal compares with the

25 expected response signal. If not, the no branch is taken
and communication is not allowed to continue. If the
received response signal is determined to compare with the
expected response signal, the yes branch is taken to block
528, and communication is permitted to continue.

30 Block 530 encompasses blocks 514, 516, 518 and 520,
and depicts those method steps performed at the user
terminal 24, while the blocks outside of block 530 occur
at the network control center 18.

Referring now to FIG. 6, there is shown a flow

35 diagram 610 depicting a method of an embodiment of the
present invention utilizing an access request signal
transmitted by a user terminal in a communication system



S12- The access request signal illustrated in diagram 300
i-ncl udes call establishnent cause information 310 and di al

i nformati on 312. Al though not shown, it is contenplated that the
access request signal could also include CRC and 5 flag information as
simlarly shoyydipa7isG 2. Typically call establipturgssrosiaese

I nformati on 310 IS usedt0|dent|fythetype of call being

ori gi nat ed, such as an energency call. Therefore the nunber of bits
reserved for this will depend upon the nunber,of call 10 establishments
being utilized. For exanple if there are up to 16 types of call

establ i shment, 4 bigg Mh\':.da?@y shownsuﬁf Febent. OfiefstCalds tipbicated kyown
to those skil I ed alggk%w a? ﬁsso rtesquoeft sT1§H§1d£§' tiﬁ&ﬁi@éé@n 3&%& S

typically conpresse di gi rmation representing
di al nunber ofst hpdigated byrdgcigiomiinek e ‘F\‘Eﬁi‘ﬁ@fﬂaWCHS
in the past, was usanEyafsthbmmernettnyora{ec@s%t lz@&;u"e@t s:.gnagel’lﬁrsatbiedrhe

response signal, is not I ude? Access a%nal
transnitted at°anot ﬁ@Feﬂ' Ee‘ﬁ ér m’t etﬁﬁnn 3 ?"ﬁ'é"g
present invention ttiec:ambmrblock 61deter bacrepratrd. needed by the base or

network station to . 1f  BclemPhAPIn BSRLAS EatSitdRAklet9sbén t BESSIT d1laed
to the user termnal is derived f omth q’&gl i nformation,3

the call access sigh3ft 3% access reﬂ§e§ nﬂ'%’?%y Bleaeﬁnef‘ﬁe?he%bea@’??g
si gnal above, bzanalh giey itekenkimbilock 6b6 andhe usedom arefiexgnce neunkes
base or jget wokk abatiod floed Fursied Jro taer b&@ebberé&uné@fn signal.
ref erence nunber fromthe dial inforrmation. For exanple, di al

i nformati on conprises 24 binary bits, the 30 al gorithm may be to take

the 11, 14, 16 and 21 bi Thexeafter, and ramndnilicatast dGyvhlock @dck at vesprnasser
terminal . Another s:.gnafxai@l eorned! ckumll uge tz@épaasavéelwt tRETOEn @m

bits from the diial in tion ﬁneratln aran ferenc
number using these EFFEI?W%"B%GE erqahcﬁ’eg ?u’ﬁ%ﬁqé’% §%gna LOoThE Ugterf
term nal, usid§ thersapensg gignahnisstransmitted mw@caﬁeﬂv\mkbb@@h i AP -
derives the expect ed rang@mindicate8f &ensfoMal B84 ANAnC WM @ d hfe iR ed
random r ef erence
signal is derived at the user terminal from the access
request signal. ‘
Thereafter, as indicated by decision block 622, a
20 determination is made as to whether the response signal
has been received. If not, the no branch is taken
allowing decision block 622 to be repeated.
If a determination is made as to whether the response
signal has been received, the yes branch is taken to
25 decision block 626, and a determination is made as to
whether the received response signal compares with the
expected response signal. If not, the no branch is taken
and communication is not allowed to continue. If the
received response signal is determined to compare with the
30 expected response signal, the yes branch is taken to block
628, and communication is permittéd to continue.
Block 630 encompasses blocks 614, 616, 618 and 620
and depicts the method steps performed by the network
control center 18, while the blocks outside of block 630
35 occur at the user terminal 24.
An essential difference of the methods depicted in
FIGS. 5 and 6 in relation to known communication methods,
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-13- value that with the random reference nunber transmtted

from the base or netwrk stating. If the two

substantially conpare, authentication is achieved and comuni cati on
continues. Thi i be described in nore 5 detail bel ow ence to
FIG 6. WO%'"WSMQeferri ng nowto FIG 4, there is shown ach’@éé‘é&s%o

detail ed di agram of a comuni cation station 410, such as net wor k
control center 18 or user termnal 24 as are simlarly showm in FIG
1. As depicted, comrunication 10 stati om1®210 includes a receiver 412 and
a transmtter 414, th_of which_are coupled to a cantroller 416

whi ch Cont r s 5 SBr TP ForBEendR Rben fad A e Spriing
414. Wetth thef aueheatigatdanuneepensm signalsh ifloks sebsr wish
termnal 24, when t&ecglabiﬁé Y0 Bragré dcrdésCieli@ESt Ndlgnal, ratfer it
receiver 412 is operable t eceive a signal, 418, such as a pagi ng
signal transnitted® %efﬁé’easé¥°‘f‘e?l?‘ﬁ%eals als-" ¢ om network control

center 18. OhAce recei vddtrhohghsagpaleferred egbddiwent acédthdemetibdd and

descranmbl ed, as negRSSANs &2 theApreBEAR LATEREIGE MuEhSed SiThgRrdeeived
froma portion ) %he Eagl ngysrlhgg%a ; espojsi ve .to the

val ue of the randdfr efiftgompanyl Wwings -8Rf oReRYT cdfseEPhe
transmtter 414 toregoing Retsxiledabesspipisionsi ghavilladhe agdeesmddetiat
above, \Qgen_ 25 utﬂ&eihegw i aBel lilgitf&‘éQ:'oVEHe]P&\i)@&ilﬁ@dWi'écqg_ﬁEB?!
center 18 ify 15 GPILCabntl S RSHED AN EnbGhencs, ndiiF12t 8L O
and substitutions without departing from the spirit of the
invention as set forth and defined by the following

claims.



When user termnal 24 is orm controll er 416 causes

tsthe transmtter 414 to tran cal | access request signal. And as
descri bed above, the # is received by the network
control center 18. A respbnse s t hen sent back to user

termnal 24 f%ggét,gagnt i cation. Ref erring now to pdraissHesisher e
Is shown a flow di agram 510 depicting a nethod of an enbodi nent of

t he present invention utilizing a paging signal froma network
control center in a communication systemas sinilarly WO 97/ 37508
PCT/ US97/ 05130 -14- shown in FIG

1. First, as indi cated by bl ock 512, a paging signal is transmtted.

Then, as indicat ed bl ock 514, a determination is nmade as
t o whet her a&lsn&l‘g?@hél P%as been received. If not, the no 5
branch is taken al | odi.ng Adwetlodrformidssiivingsa randem referensgexpiue

I'f a determ nation 43 Jr%nﬁ:tnlt::aﬁlgﬁcé§§9&n bhDFind k. least tah&tlretp&aame

si gnal has been received,, the

br a
the random refer enc“é’“?ﬂ)’r?&é’ratllg @tatlaﬁr ia%/"%d R ﬁﬁ’ﬁ°é‘%lgorrat‘*"c?n %?m“t“ﬁlé'cﬁgéf’ﬂg
si gnal . stegriea,t eaidanethed i ertipodsdaigbyhbl 8t&PS1SL: a response

signal is formed which is re%EQHEhY@tiﬁ’gtEe ﬁa@l‘i‘@m51gnal rﬁi&ﬁ eeﬁ@ puwBer .
Once the response sigpal is forned, . aﬁlgna
in

transmitted as indi@H& b?]'°'f31“ifb‘l?a§’2@n BStat"mn &° Rat 88°89dbl 52R4824,
an expect ed responssommunicatiignaktasider i aedléasima eoxrian ol thegpaging
signal . signal including identity information identifying the
second radio communication station; and

deriving at the second radio communication
station the random reference value responsive to the
values of the identity information forming a portion of
the paging signal transmitted during said step of

transmitting.

2. The method as recited in claim 1, further
comprising the steps of:

generating a response signal at the second radio
communication station, the response signal of values
responsive to the random reference value derived during
said step of deriving the random reference value; and

transmitting the response signal from the second
radio communication station to the first radio
communication station.

3. The method as recited in claim 2, further
comprising the steps of:

comparing the values of the response signal
received at the first radio communication station with
calculated expected values; and

permitting continued communication between the
first radioc communication station and the second radio
communication station if the calculated expected values
substantially correlate to the values of the response
signal.



Thereafter, as |nd|cated.by—deersron’br”—E'SZZ a determ nation is

made as to whet her the res ons has been received. I f not,
the no branch is taken 20 “‘“‘tmm&! i on bl ock 522 to be repeated.
If a determ nation is nad €r % he response si gnal has been
recei ved, anch is taken to deci sion block 5
detern1nat|oﬁw¥§ﬁ%g@e as to whet her the received respégzﬁggﬁﬁﬁﬂl
conpares with the 25 expected response signal. If not, the no branch is
t aken and comruni cation is not allowed to continue. If the

- received response signal is determined to codBare with the expect ed

response signal, the yes bra c

s tak
comunication is permtted t #ﬂ %ogoas reClte%ﬁ%ﬂﬂéiiﬁﬂ éncﬁhﬁﬁgg%s
bl ocks 514, 516, 518 and 520, the paglagdsxbmllctgmmm redboik sllopsncoded

perfornmed at the U%& nal and! ¥h&r8&h 2he ﬂ@éﬁ@i%?“iﬂ@d@ﬁ%%leﬂt§bd3m9$dpé@0k
530 occur §L§e network control center . Referring now
there i

to FIG 86, AS®R-a f1ow 35 di agram 610 depicting a method of an
enbodi ment of the present invention utilizing an access request

si gnal transmitted by §. Usle WERbAMs b EATRINIGA 05, S .

WO 97/ 37508 © s /U89%70g ¥t L.
-15- as similarly shovﬁp?l?tﬁpG?fJ?erqfngtth%ﬁ¥aP98Wc%§§R¥q§Fe value

bl ock 612, access hHegledes silgnatepsof rextsracittied. alhlkrast a porasohndf cehed

by deC|5|on bl ock Qbéntgtgeigfg}ﬁgﬁldﬁ1ff%m the p asi drfgwhet her the
access request signal has been 5 recei ved. IT not, ~t e no branch is

taken al | owi ng deci sion block 614 to be repeated.
6. The method as recited in claim 5, wherein:

the random reference value is equal to the value
of the extracted portions of the identity information.

7. The method as recited in claim 5, wherein:

the random reference value comprises a function
of the value of the extracted portions of the identity
information.

8. A method for deriving a random reference
value in a communication system having at least a first
radio communication station and a second <radio
communication station, said method comprising the steps
of:

. transmitting an access signal from the first
radio communication station to the &gsecond radio
communication station, at least a portion of the access
signal including dial number information identifying the
dial number of a party being called; and

deriving at the sgsecond radio communication
station the random reference value responsive to the
values of the dial number information forming a portion
of the access signal transmitted during said step of
transmitting.

9. The method as recited in claim 8, further
comprising the steps of:



If a determnation is rrambl ock 614 t hat an access
rrequest signal has been r m mﬁm‘(ﬂé‘m branch is taken to bl ock
616 and a random referencam " derived froma portion of the
access request signal. L M"Th&reafter, and as indicated by bl ock
618, a respo&ggwm signal is formed which is responsive tperiudengsesedom
reference nu ce the response signal is forned, the 15 response
signal is transmitted as indicated by block 620. As i ndi cated by

bl ock 624, an expected response si gnal bs derived at the user
termnal fromthe access request 5|gnaF Thereafter, as

I ndi cat ed by deci sion bl ock Pl 95915&{ gathoN dtStH8d§ec'i§1dt @adi
whet her the response signal Sgger&hl @ %een recsg vg% g,

branch is taken CO““‘&‘PP-SﬂFh‘@“o%‘%ﬂ%’r% bP6cESBRONED %’eg'?ae}pg’:?t"éﬂg valles
| f a determ nati on pespatiavas too theerhndonheefesgureseralue degilyedl dhgindeen

received, the yes bg(?qrg:@teg Bek&é'r%ﬁu?q‘i the %ﬁh&hogeﬁé%@aﬁalwdaad

determ nation is ma er. the received EOI’]SG S|

conpares with the expeEragEnidLiggseh %l’ber?é’f’ns?fs’rﬁﬂa ﬁ8mn'i)heo%§ﬁ8ﬁd| s
t aken and conFadiiccat commsi cettical | oseak tan conbi nuhe  firsthe radio
recei ved response s&%n 15¢98 eg{.:r‘]=l to conpare with the 30 expect ed
response signal, the yes branc en to bl ock 628, and
comunication is permtted to cont| nue. Bl ock 630 enconpasses
bl ocks 614, 616, 618 and 62010. Thenktle@ GisS rebétadtiwccitiop® ,pEuiroheed

by the network " ?%ngp(}[{glgll EﬁQtSE?&%of’m' | e the bl ocks outside of block

630 35 occur user term An essenti al dlfferfnce
of the methods depicted in ComPapieg theyyplgesy 9| 5P oAeEBORABWT 19na
comruni cati on nmet hogeceived at the first radio communication station with

calculated expected values; and

permitting continued communication between the
first radio communication station and the second radio
communication station if the calculated expected values
substantially correlate to the values of the response
signal.

11. The method as recited in claim 8, wherein:

the access signal comprises a digitally-encoded
signal and wherein the dial number information is embodied
therein.

12. The method as recited in claim 11, wherein:

the step of deriving the random reference value
includes the step of extracting at least a portion of the
dial number information from the access signal.

13. The method as recited in claim 12, wherein:
the random reference value is equal to the value
of the extracted portions of the dial number information.

14. The method as recited in claim 12, wherein:
the random reference value comprises a function
of the value of the extracted portions of the dial number

information.
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-16- Is that the LMM@'U‘!&WHUMWH used in the formng
of the authentication re i s not sent with t he pagi ng

signal or the access request signal, rather it is derived fromthese
Zi gnals. 5 w%mmsoé"though a preferred embodi ment of the npé,ﬂg&,ﬁ{&go
pparatus of "thHe present invention has been illustrated I'n e
acconpanying Drawings and described in the f oregoi ng Detail ed
Description, it will be understood that the invention is not limted
to the embodi ment disclosed, 10 but is caPibl e of numerous

rearrangenents, nodificatio a0q ti ' Wt hout , de 1.n
fromthe spirit of the r?L%‘l'nv'gﬁ'tai on é’s%ﬂsg%t %gﬂ‘ﬁ&éﬁdc@g t:ﬂn%ﬂ ‘E@é%%lerg

fol | owi ng cl ai ns. the accegs gAappdogomprises a digitally-encoded
PCT/ US97/ 05130 signal and wherein the dial numbek7-informatid¥lAdomprided MED
| S 1. A pethod r..deri ving r om r rence, val u in a
comuni cati on systaémE%%f?/(?rflg\I ar | g’efls%hg ??? s‘fg&?%%qp(?%ft%‘oglscgﬁﬁﬁﬁ?gat i on
stati on and a second radi o conmuni cati on st at i on, sai d nmet _hod
conprising the steps of: 16. A method £a3S @elrl viflgaa P2ghdén Si&feteddeO M
the first r adi canmuni.cat i o statio t% t he seé:ond rgdio

value in a communication system between & base station and

a mobile station, said method comprising the steps of:

transmitting a paging signal from the base
station to the mobile station, at least a portion of the
paging signal including identity information identifying
the mobile station;

deriving at the mobile station the
authentication reference value resgponsive to the wvaluesg
of the identity information forming a portion of the
paging signal transmitted during said step of
transmitting; and

generating a respongse signal at the wmobile
station, the response signal of values responsive to the
random reference value derived during said step of
deriving the authentication reference value.

17. The method as recited in claim 16, wherein:

the paging signal comprises a digitally-encoded
signal and wherein the identity information is embodied
therein.

18. An apparatus for deriving a random
reference value in a communication system having at least
a first radio communication station and a second radio
communication station, said apparatus Comprising:

means for transmitting a paging signal from the
first radio communication station to the second radio
communication station, at least a portion of said paging
signal including identity information identifying the
second radio communication station; and



conmmuni cation station, Ieast of the paging si gna

iTncl udi ng identity i nf or m\““\\‘\ﬂ‘“ﬂ‘\“\m t he second radio

comuni cation station; * deriving at the second radio
conmuni cati on station*the randon1reference val ue responsive to the

val ues of thevﬁi;,z;, y information formng a portion of PETVEsSHASI300
signal trans uring said step of transmtting.

2. The nethod as recited in claim1, further conprising the steps of:
generating a response signal at the second ragio comuni cati on
station, the response signal of val ues feésponsive to the random

reference val ue derived duringeans at Eﬁédséécﬁ'ﬁ Qﬁdﬂéré&ﬁnﬁﬁkﬁ‘hbﬁ@@é‘&mn
ref erence val ue; and trapnsmttin response Si, from

e

t he second r adP8 ARGHAETG éanlo‘FPndﬂ‘bFFSﬁrg’E‘EF Vlat]rb‘e FegRqnsi dF% the
communi cati on stati ®8lues of said identity. ifflermetbom. as recited in claim
2, further conprising the steps of: conparing the

val ues of the response S|gna recei ved at. the, first

communi cation station with- AR 3EBRERFUR efPEx EE{'%H’Q/a?uEéngﬁ'ﬂdreference
permtting continuedatoamini aatommiibtawiem tdystem haviingsatr ddast a flrst

conmmuni cation stati Qg gd té‘bﬁmﬁﬁﬁ%ql[)ﬁdl %tat:. CoLgpg!ni %at | U
t he cal cul ated expecte val u Subst antiall y correlate ta va ues
of the response comgpgﬁgytlon statlon, said apparatus comprlslng

means for transmitting an access signal from the
first radio communication station to the second radio
communication station, at least a portion of said access
signal including dial number information identifying the
dial number of a party being called; and

means at the second radio communication station
for deriving said random reference value responsive to the
values of said dial number information.
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-18- 4. The method as recited in claiml1, wherein:

the paging signal conprises a digitally-encoded si gnal and wherein
the identity information is enbodied t herein. 5.
The nethod as wgohhfgsi N claim4, wherein: t BRriseHeseio
deriving the random reference value i ncludes the step of extracting
at |east a portion of the identity |?fznfat|on fromthe paging

si gnal . 6. The nethod as ed in claim5, wherein:

- the randomreference value is equal to the val ue of the extracted
portions of the identity information. 7. The nethod as
recited in claimb5, wherein: t he random ref erence val ue
conprises a function of the value of the extracted portions of the
identity i nformation. 8. A nethod for deriving a
random r ef erence val ue in a communi cation system having at |east a
first radio communication station and a second radio

comuni cation station, said nethod conpr|S|ng the steps of :
transmtting an access signal fromthe t radi o conmuni cation
station to the second radio phi cation station, at |east a

portion of the access si gnal i ng di al nunber inf@mation
identifying the di al nunber Yeubei ng cal
deriving at the second radio co o stati random
reference val ue responsive to the, al ues o~ nunber
information formng a portion —=-"
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of the access signal transmtted during said step of transmtting.

9." The nmethod as recited in claim8, further conprising the steps of:
WD 97/ 37508 PCT/ US97/ 05130

-19- generating a response signal at the second radio
communi cati on giga3®¥es t he response signal having val ues mflﬁﬂﬂﬁﬁj ve
to the randomreference val ue derived during said step of deriving

t he random reference val ue; and 2 /4 transmtting the response
signal fromthe second radi o conmuni cation station to the first
radi o conmmuni cation station. 10. The net hod as
recited in claim9, further conprising the steps of:

conparing the val ues of the rzelg)onse si gnal 2 recei ueek’aztOQhe f 24t
radi o communi cat i - '
permtting continued ¢ &ation
communi cation station-- eco
t he cal cul ated expect ed val ues

etweenélyé figst radio
radi o communi cat i onFEALS on i
substantially corre¢late to the val uds

of the response STgmar
FIG.2
3i0 : 312 300
Pt - P —
ESTAgkﬁgmNT DIAL INFORMATION
FIG.3
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11. The nethod as recited in claim8, wherein:

sfgnal conprises a digitally-encoded Si
nunber information is enbodi ed t her ei n.
met hod as recited in claim11l, wherein:
deriving the rggdowshef erence val ue

at least a portion of the di al
signal . 13. The net ho

oS

t he access

gnal and wherein the dia
12. The
the step of

i ncl udes the steppg&ﬂggﬁﬁﬁgging

information fromt access

4ecited in claim 12, wherein:

- +Jnn:\ V-

ue

the random reference value is equa
portions of the dial nunber inform
as recited in claim112, wherein:

pt SEDMD. PAGING
SIGNAL

of the extracted
14. The net hod
| — sﬁ'ue random r ef erence

val ue conprises a function of thel value of the extracted portions of
the dial nunber _ i nfformat’ i - — 4 — - — W97/ 37508
PCT/ US97/ 05130 | 4 514 '- 20- 15.
The nethod as recited in dl ai m8,t wher S ?H@ access
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16. A nmethod for deriving a randomreference val ue in a conmuni cation

system bet ween a base station and a nobile station, said nethod
conprising the steps of: transmtting a paging signal from
t he base station to the nobile station, at |east a portion of the
pagi ng si gnal giglyégsng identity information identifying PCT/USY/05100i | e
station; deri vi ng at t he nobi | e station t he
authentlcation ref erence val ue responsi ve go/tde val ues of the
identity information form ng a pordti pagi ng signal
transmtted during sai d step sﬁNDAccssstransrg'ging; and

generating a response signal at t REQUEST SIGNAL ™ ST'&t i on, the response
signal of val ues respon3|ve to thc rarrdom r ef erence val ue derived
during said step of hut henti cation reference val ue.

17. The nethod as recited in cIaun1I6" reln: t he pagi ng
signal conprises a digitaly-encjoded 'gnal and wher ei 9he identity

. 18/ An

apparatus for deriving | aNQ andopf SIGNAL erfnce valug"in a

communi cati on system havi ng a i st radi & communi cation
station and a second radio on gtation, said apparatus
conpri si ng: mean's for i an a paging signal fromthe
first radi o conmunication statioh to tRY dyradio conmuni cati on
station, at |least a portion of said pag HSES ¢ Signal including identity

information identifying the , S€ TANN&-Te N0 ponnuniggbion station; and
RANDOM | ! 6
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| 7y b
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; RESPONSE .
, LB ) e20
l y /\/
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-21- nmeans at the second radi o comruni cation station

for deriving said randomreference val ue responsive to the val ues of
said identity information. 19. An apparatus for dgshng a
random r ef erence val ue i n a communi cat I on st a

syst em havi ng af§
first r adi OPGC'BTTUHI cati ¥ ?iy CANZATRNd  r adi o

comuni cat | Qi RhAHGAL i@hﬂcﬁﬁﬁﬁrﬁ&:ﬁsrﬁﬂ%@ i PATENT COOPERATION TREAT (¢

trp.nsmt a5 H-S{—+-a - o—eehtiRteatt+on—
station 61)W§@9€H'&"F gion 51 ¢ onrfuni dé\t)lmmndtl’vhﬂﬁﬁond‘{“ml'%;a/s{ a VHOr¥7f37A08
of said hccaodQ 7/38 signal including {dda nber i.nfar | on dye&; | be'ﬂ )

t he di al _nunber_ of a party bei cal E’“’“’{h 1 ualallh B! ober K716, Cradl
t he secohd. radi onmuni ¢ on- st ,q“ ol dea ﬁlﬂ.
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{57) Abstract

A method and associated apparatus for deriving a random reference value from a paging signal transmitted between a network station
and a uscr terminal of a radiotelephonic communication system, such as a satellite-cellular communication system. When communication
is to be initiated, a paging signal is transmitted by a network station to a user terminal. When the user terminal detects the paging signal,
a random reference value is derived from a portion of the paging signal, and response signal, responsive to the random reference value
is generated and transmiited to the network station. When the network station receives the response signal, it compares it to an expected
response value to authenticate the user terminal,




