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Commruni cati on Apparatus and Radi o Commuyni cati on Method 5 Technical Field
This invention relates to a radi o conmuni cati on apparatus and a radio
comuni cati on nethod for devices such as a cellular phone. In particular,
the invention relates to a cellular phone which perforns data
confidentiality and integrity processing. 10 Background Art Fig. 24 shows a
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radio communication method for devices such as a cellular phone. In

particular, the invention relates to a cellular phone which performs data
confidentiality and integrity‘-processing.
10
Background Art
Fig. 24 shows a conventional cellular phone 500.
A terminal IF (interface} unit 510, a radio communication control
unit 520 and a radio communication unit 530 are provided to the
15 conventional cellular phone 500. The terminal IF unit 510 performs
interface mth a user of the cellular phone 500. The radio communication
control unit 520 performs communication control of the whole cellular
phone, data conversion and data processing based on protocol. The radio
communication unit 530 modulates and demodulates data to enable radio
20 communication. The radio communication unit 530 supports the physical
layer (layer 1), which is the lowermost layer of seven layers defined by OSI
(Open Systems Interconnection). A confidentiality processing unit 540 is
provided to the radio communication unit 530. The confidentiality
processing unit 540 encrypts or decrypts data of the physical layer to be

25 processed by the radio communication unit 530. As the data sent/received



25 processed by the radio conmunication unit 530. As the data séunie/200dei ved
8 June 2004 2 by an antenna 541 is encrypted by providing the
confidentiality processing unit 540, avretappers are prevented from
obtaining any significant information unless the ecryption codes are
broken. The conventional cellular phone 500 has the confidentiality 5
processing unit 540 within the radi o communi cation unit 530. Accordingly,
the data to be. processed by the confidentiality processing unit 540 is
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the present invention is to obtain the radi o conmmunication apparatus and
t he discriminate data between user data and control data. Data sent/received

by the cellular phone includes various kinds of data such as user data or

10  signaling data, and it is required to perform data confidentiality processing
based on the data kinds, or to ensure data integrity depending on the
significance of the data. As shown in the conventional architecture, since
the confidentiality processing unit 540 is provided to the layer 1, the data
cannot be performed the confidentiality processing nor the integrity

15 processing based on the data kind because it is impossible to discriminate
the data kinds at the layer 1.

A preferred embodiment of the present invention aims to obtain a
radio communication apparatus and a radio communication method
performing confidentiality processing and the integrity processing of data

20 based on the data kind.

Further, another objective of the preferred embodiment of the
present invention is to obtain the radio communication apparatus and the
radio communication method performing the data confidentiality processing
and the data integrity processing at a higher layer equal to or greater than

25 layer 2 (data link layer) of the seven layer of the OSI.



radi o communi cation nmethod performng the data confidentiaglity p ssi ng
and the data integrity processing at a higher |ayer equal aé{gug\'e éﬁ)@gter
than 25 layer 2 (data link |ayer) of the seven |ayer of the CSI. 8 June
2004 3 Further, another objective of the preferred enbodi ment of the
present invention is to obtain the raddo comunication apparatus and the
radi o communi cation nmethod sel ectively performng both of or either of the
confidentiality processing of data and the integrity processing 5 based on
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enbodi nent of t present 1nvention 1s to radi o conmuni cation
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di scr sm ngdetod o eiME AR anspar ent and non-transparent data through a
certain layer or a sub-layer. D sclosure of the Invention A radio

comuni cat i on ARRAEAL YHAREL ShiRgtte QNehaSBRGEHRH ?%Q&i?ﬂéﬁle/%}t Ty
conprises: a term nal |nterfac€1 unit for I nputting data;
present invention is to obtain the radio communication apparatus and
the radio communication method performing data
confidentiality /integrity processing for each channel in case the radio
10 communication apparatus has multiple channels.

Further, another objective of the preferred embodiment of the
present invention is to obtain the radio communication apparatus and
the radio communication method which selectively performs either
confidentiality or integrity processing on the data by discriminating

15 between transparent and non-transparent data through a certain layer or

a sub-layer.

Disclosure of the Invention
A radio communication apparatus according to one aspect of the
20 invention comprises:

a terminal interface unit for inputting data;

a radio communication control unit for inputting the data input by
the terminal interface unit, for processing the data based on protocol,
and outputting the data;

25 a confidentiality/integrity processing unit for inputting a control

signal and data from the radio communication control unit, performing at



a radi o conmuni cation control unit for inputting the data dJ nput t he
termnal interface unit, for processing the data based on gp{jglp c%?oé} and
outputting the data; 25 a confidentiality/ integrity processing unit for
inputting a control signal and data fromthe radi o comunication control
unit, perfornming at 8 June 2004 4 |east one of encryption of the data as
confidentiality processing and generation of a message authentication code
for detecting tanpered data as integrity processing on the dat aI i nput, ang
out put t i NGgakh AR eEYPeRIEDrt thd Eithads o SRR ﬁg' P@%ﬁfi gl T; an
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termnal interface (tynit_basgd on the COﬂ_tI’g;lﬁISDI gnal h%)o I nput. The

confi dentprickbydd ttRErhib S5ReRsaidadionEdn®el Lipitmngconfidentiality
processing on the data input and outputs the data which has been perforned
confidenti al i ty rédiecastithicatibheunrdop inﬁﬁfﬁﬂ'%",' ERHLAYHE] dnd end

termnal interface unit outputs transparent data and non-" transparent data.

The radi aheaf@iandEutMosOd PAdiaidmhfibMeatibAeditfolthaftsparent  data from
the termnal interface unit, makes the confidentiality/ integrity

The confidentiality/integrity processing unit inputs the control

signal from the radio commumnication control unit and selectively inputs
the data from the terminal interface unit based on the control signal

10 input.

The  confidentiality/integrity = processing wunit  performs
confidentiality processing on the data input and outputs the data which
has been performed confidentiality processing to the radio
communication unit.

15 The terminal interface unit outputs transparent data and non-
transparent data.

The radio communication control unit inputs the non-transparent
data from the terminal interface unit, makes the confidentiality/integrity
processing unit process the non-transparent data based on protocol.

20 The radio communication control unit controls the transparent
data to be transferred from the terminal interface unit to the
confidentiality /integrity processing unit to perform the confidentiality
processing.

The confidentiality/integrity processing unit is connected to the

25 radio communication control unit with parallel interface, so as to input

and output the non-transparent data,



processing unit process the non-transparent data based on 8orot océ) 20 The
radi o comuni cation control unit controls the transparent o d4f f O%e
transferred fromthe termnal interface unit to the confidentiality/
integrity processing unit to performthe confidentiality processing. The
confidentiality/ integrity processing @nit is connected to the 25 radio
communi cation control unit with parallel interface, so as to input and

out put the non-transparent data, 8 June 2004 5 wherein the confidentiality/
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I nclude: a confidentiality processing unit 1nc I ng an encrypting unit for
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message aut hentication code 10 appending unit for appending a message
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processing unit may then include nmultiple encrypting units. The
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a confidentiality processing unit including an encrypting unit for
encrypting the data input; and

an integrity processing unit having a message authentication code

10  appending unit for appending a message authentication code to the data
input.

The confidentiality/integrity processing unit may then include
multiple encrypting units.

The confidentiality/integrity processing unit may then include

15 multiple message authentication code appending units.

The confidentiality processing unit and the integrity processing
unit can form one module which inputs the control signal and the data
from the radio communication control unit, and the module performs at
least one of the confidentiality processing and the integrity processing on

20 the data input based on the control signal input.
A radio communication apparatus according to a second aspect of

the invention comprises:

a radio communication unit for receiving and demodulating data;



The confidentiality processing unit and the integrity pro in pnit can
form one nodul e which inputs the control signal and the dgg%nferg%w‘tj'he

radi o communi cation control unit, and the nodule perforns at |east one of
the confidentiality processing and the integrity processing on 20 the data
i nput based on the control signal inpu®. A radio conmunication apparatus
according to a second aspect of the invention conprises: a radio

comuni cation unit for receiving and denodul ating data; 8 June 2004 6 a
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' nput. processing of decrypting the data and integrity processing of detecting
tampered data, and outputting the data processed to the radio
commnication control unit;

10 a terminal interface unit for inputting the data processed from the
radio communication control unit and outputting the data.

The confidentiality/integrity processing unit inputs the control
signal from the radio communication control unit and selectively inputs
the data from the radio communication unit based on the control signal

15 input.

The confidentiality/integrity processing wunit performs the
confidentiality processing on the data input and outputs the data
processed to the terminal interface unit.

The radio communication unit outputs transparent data and non-

20 transparent data.

The radio communication control unit inputs the non-transparent
data from the radio communication unit and makes the
confidentiality /integrity processing unit process the non-transparent

data based on protocol.



The confidentiality/ integrity processing unit perfornms t

confidentiality processing on the data i nput and outputs {kﬁgu@zft%oo‘i
processed to the termnal interface unit. The radi o comuni cation unit

out puts transparent data and non- 20 transparent data. The radio

communi cation control unit inputs the fon-transparent data fromthe radio
communi cation unit and nakes the <confidentiality/ integrity processing
unit process the non-transparent data based on protocol. 8 June 2004 7 The
radi o comuni c t t h re data to
transferred fraf’ﬁfﬁgﬁ?d; O%Iélgir}r{r%%lﬁggt#%éﬁafm @ﬁ‘ﬁg‘% g}ﬁ“ |tléaerﬁ?r?ad‘erlt y/
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conmuni ¢ nt,r.ol n|t with a aralle.l i nterface ast0|n and
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processing unit. is connected to the termnal interface unit with a seri al

i nterfacd $§°R"E0 out put the 10 transparent data to the term nal

i nterface unit,_ ,and cannect e o t he radi o comuni cation unit vvlth a serial
i nterPace so adHo® Pﬁﬁg’ﬁnﬁﬁ@% HAGRIIG: PRPCERHRE R hecnnestsdcintifi cat i on

unit. 8 Jurgi 2004 8
1o communication control unit with a parallel interface so as to input

and output the non-transparent data, and
wherein the confidentiality/integrity processing unit is connected
to the terminal interface unit with a serial interface so as to output the
10  transparent data to the terminal interface unit, and connected to the
radio communication unit with a serial interface so as to input the

transparent data from the radio communication unit.



The confidentiality/ integrity processing unit for the se d_as may
include: a confidentiality processing unit having a decrygflr}?‘i‘&eu%?@&f or

decrypting the data input; and 5 an integrity processing unit having an
integrity verification unit for verifying an integrity of the data input
usi ng a nessage authentication code pended to the data input. The
confidentiality processing unit may then include nmultiple decrypting
units. 10 The integrity processing unit may then include multiple integrity
verification unj gQQf' i_al. [ 4N .t and
the integrity gp%igggﬁégﬂﬁﬁﬁggéggﬁgﬁgfn1oﬁggﬁgégﬁg:%%ﬁ@ﬁq%%§§9§%% gkcontrol
signal a fromthe radio conmunication control unit, and wherein
t he noduﬁ%?&qggg%%gon the control signal input, perforns at |east one of

processes of b BASALkIR! MbLRLotaIE el L e e Y
June 2004150 PRELER AR B8 on Bppar at us my be- & cel Lul ar phone. | The
radio 5comTuni ng% iir?&g?’ﬁgaﬂr%%gsssig%yur?ﬁ favriggia% fr&t%tgiﬂ 4 er?irﬁcation unit for
verifying an integrity of the data input using a message authentication
code appended to the data input.
The confidentiality processing unit may then include multiple
decrypting units.
10 The integrity processing unit may then include multiple integrity

verification units.



sendi ng/ receiving data to/froma nobile station. The radip staté(g(? can be
either of a base transceiver station and a 5 radio netwo ter

June 2004 11 Brief Explanation of the Drawings Fig. 1 shows a confi guratl on
of a nobile conmunication system Fig. 2 shows a configuration of a radio
network controller (RNC) 120. 5 Fig. 8 shows a configuration of a nobile
station (MS) 100 according to the first enbodinent. Fig. 4 shows a
configuration of a confidentiality/ integrity processing unit 40 according

nteority 10 HROCHMendily Jrocliing, ot s alq icd, BRbeeRRE 7 'Y
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Cont 1 gu Q?as&ﬁ' eﬁ%@ﬁ{rgi g?emﬂolh“e SPTTR o e TgonE 8 m%cégg%%a?
g(r)rtr;];ldgur . hows a confi %)[1 0 f a COI’]%?dentl ality/ integrity
20 pr Bcodbentpiideuaig, Brseronns ikt BrdRemon Renressing nit o

the data input.

The confidentiality processing unit and the integrity processing

unit can employ the same encryption algorithm.



Fig. 11 shows a configuration of a confidentiality/ integég 4 gﬂgﬁgssing 8
June 2004 12 unit 40 according to the second enbodi nent. |g.nf Ws an
exanpl e of encrypting/ decrypting systenms. Fig. 13 shows a configuration of
a confidentiality/integrity processing unit 40 according to the second
enbodinment. 5 Fig. 14 is an iIIustratﬂgn shown in ARI B STD-T63 33. 102, 3G
Security; Security Architecture, Section 6.3. Fig. 15 is an illustration
shown in ARI B STD T63 33. 102, 3G Secuity; Security Architecture, Figure
16b. Fig. 16 iFharadiblsshfrainientishepdratdRnBaybe-a 68lhdRr s 10
Security; Security Architecture, Figure 16. Fig. 17 shows a configuration
of an encrypt il redin eosimpeyicationeapyandtng magube Zlyadiopsatih dpt hin a
encrypting/ dec ting 421. Fig. 18 sh n.installing formof the
confidenfgﬁfﬂ?§zxﬁﬁpﬁﬁgi atB(%PE%?FHﬁgﬁgﬁﬁaQ@n'15 Fig. 19 shows a case in
whi ch t he confy fal 4 I j i it 145 44 ted by
sof t war e. Figfmg%P%%%Vg&%#ﬁ%gﬁgg%iég?%fB?%F??ﬁgg%#%%%Pé%fgnggyé§HE£ an
appl i éat iradipnhegvark exatiglled, i n a radi o comuni cation control unit 20. Fig.
21 shows a concrete exanple of data 92, 93 in case of RLC non- 20

transparent node. Fig. 22 shows a concrete exanple of voice data as one
exanpl e of



transparent data 95, 96. Fig. 23 shows a concrete exanple 03 unEﬁg%{icted
digital data as one exanple of transparent data 95, 96. 5% BPS. shows a
conventional cellular phone 500. 8 June 2004 13 Preferred Enbodi nent of
Carrying Qut the Invention Enbodinment 1. Fig. 1 shows a general
configuration of a nobile comunicatidd 5 systemaccording to this

enbodi nent. A nobile station (MS) is one exanple of the radi o communi cation
apparatus according to the invention. The nobile station (MS) 100 is, for

exanpl e, ,@%%f@%ﬁiag{aﬁqqﬁﬁ??ég}er nobil e station (MS) 100 is connected to a

base tra 188Dy radio. The base transceiver station
10 (BTS) 110 is connected to a radio network controller (RNC) 120. The
radio networ EFigohtshowep corligrration; of 2 srlals eemmpuainstiesy SYStEmd net wor k
controller (RNC) 120. The radio network controller (RNC) 120 is al so
connect ed t o &igoleshewsoakcqr@igurbdion afich fradicheetwork ecirdtbliar RWCher
radi o network controller (RNC) 120 via the core network (CN) 130. One or 15
bot h of tim®,base transceiver station (BTS) 110 and the radi o network
controller (RNC) 120 can be referred to as a radio station. Fig. 2 shows a
confi Gur ati on Kig. 8lvhoswsre aunlfigurrationmefia cadlibe statyet EISHd OOhavsordingi 9. 1.
In particular,_ the figure shows the internal configuration of the radio
net wor k @gﬁ?xp(ﬁqsg,en% elg. 20 A BTS | F unit 121 connects the base

transcei ver Stlﬁé.i oR (gl:[&)vslle? " configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
Fig. 5 shows a configuration of a confidentiality/integrity
10  processing unit 40 according to the first embodiment.
Fig. 6 shows a configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
Fig. 7 shows a configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
15 Fig. 8 shows a configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
Fig. 9 shows a configuration of a mobile station (MS) 100 according
to the second embodiment.
Fig. 10 shows a configuration of a confidentiality/integrity
20 processing unit 40 according to the second embodiment.
Fig. 11 shows a configuration of a confidentiality/integrity

processing



A handover control unit 122 controls handover in case the nobif kinget2a804on
(M5) 100 noves between the base transceiver stations (BTS) 110. A signal
control unit 123 for MS perforns radi gzcomruni cati on control and data
confidentiality/ integrity processing while comunicating 25 with the
nmobil e station (M5) 100. The follow ng confidentiality/ integrity 8 June
2004 14 processing of the nobile station (M5) 100 is perforned
corresponding to the confidentiality/integrity processing of the signal

control 1lntt4%)2%cc6)9d1tnr'\é§co thNaS”%PXQO?{[%}’ cil:?rp typt ed by the nobile station (M)

100 i s deCrypte signa 't 123 for M5. In reverse, the
data encrypted e nal 5 co MS IS decrypt ed in the
nobi |l e station (ﬁs;lg 5'8‘”% e’é%‘flﬁ’ f%‘é‘t%ﬁﬂgi‘g%‘:%%ﬁ&gat the nobi | e
station (M5) 1 e urethe ity of. data is t he signal
control unit 1% 81?’ SR ré gﬁ?ﬂe Rt hént |°8§1ﬁ| ‘%ﬁ&f‘%&?ﬁ’é’ﬁﬂed by
the signal control 123 f.or t.he |ntegr|ty of data is
checked Wof:ﬁ%s%lﬁtql€4ét ’ff{']nglt}gw)%liﬁﬁcor‘\‘%”%? ddRERtconf i dential ity
proceSS| ng or the data integpit rocessing, |s rforrre at the second

| ayer ®of the séi&n f%y’ér@t HF’X'F‘EOHI é?‘@?"nz lPd B i8¢ @2,3K | F
unit 124 interfaces with the core network (CN) 130. A RNC IF un|t 125

i nt er f ace2EHIEHN; FRGAART AFAHICSt WS WSEROB&nBrol ler (RNC) 120. A signal
control unit 126 for CN perfornms control with a core 15 network (CN) 130.

A signal contrdligubPts MﬁuﬂéﬁaRRI@ Fonrp A RIBRTIHTOR 33 18R03Getequilds o

network controller (RNC) 120. A control unit 128 controls the whole radio
net wor k cTARNBY [AsehitrNore 1 Pgura 16R.t ch 129 switches control signals and

packet data based on the control performance of the control unit
Fig. 16 is an illustration shown in ARIB STD-T63 33.102,3G

10  Security; Security Architecture, Figure 16.
Fig. 17 shows a configuration of an encrypting module 51 (or a
decrypting module 71} employed within a encrypting/decrypting 421.
Fig. 18 shows an installing form of the confidentiality/integrity
processing unit 40. |
15 Fig. 19 shows a case in which the confidentiality/integrity
processing unit 40 is implemented by software.
Fig. 20 shows a mechanism for calling cipher program 47 by an
application program executed in a radio communication control unit 20.
Fig. 21 shows a concrete example of data 92, 93 in case of RLC non-
20 transparent mode.
Fig. 22 shows a concrete example of voice data as one example of
transparent data 95, 96.
| Fig. 23 shows a concrete example of unrestricted digital data as one
example of transparent data 95, 96.

25 Fig. 24 shows a conventional cellular phone 500.



128 anong the radio station (BTS) 110, the radi o network cont r&ojrer200BRNC)
20 120 and the core network (CN) 130. Nanely, the swtch 129 sw tches not
only the packet data, but all data kings such as speech data, and further
the switch 129 also switches the control signals. Fig. 3 shows a
configuration of the nobile station (M5) 100. The nobile station (M) 100
includes a termnal IF unit 10, a radio 25 communication control unit 20,
a radi o comuni cation unit 30 and a 8 June 2004 15
confidentiality/integrity processing unit 40. A canera 1, a video 2, B/ T
(Blue Tooth) 3, an LCD 4, a KEY 5, an LED 6, a USIM (Universal Subscri ber
and.an HSJ (Head Set Jack) O

| dentity ul e) wf... 2. RECEI 8.. a 9

are conne%gef?%E{%%oqnél}eﬁ ﬁgﬁqwlﬂﬁi%tl .6LﬂY§§l8°8evi ces of the canera 1 5
t hr ough 3Qe H§J 0 E?rfornlinterface processing with a user (a person) or a
devi ce t & BLGBARBE ed, and the devices i nput or output information which

can be recogni zed Qy fhe user (person). or the device to be connected. The
termnal IF unizfﬁg'la ?{r’}BWﬁd%sgeé“ﬁ%ﬁ{j&P IgRTafAn of 12 fIPPLEG GPMmIIFAIon, dat a

format. converter 12, a termnal |LF control unit 13, and a 10 speech
encod?ngﬁwﬁgﬁﬁéFﬁﬂnﬂﬁgﬁo s SREOABR%MR | F unit 11 for each rodul e
interfaces with each_of the devices of the canera 1 through the HSJ 0. The
data format corydprelile statin M) dstone gxemplecidhs Adie cosemuBicatian devi ces
of the canera 1 through the HSJ O to/fromthe data formats processed

i nsi de t APRASBIUCaEE to NBy ingentiqmre Tlee mekile sratian{Ms) 108 is, for
controls 15 the operation of the termnal |IF unit 10. The speech encodi ng/
decodi ng €¥gmplela esliidere phepeechheimebkils stafiom HIS) i1QPuis egnnapteditc @ into

speech code. .
base transceiver station (BTS) 110 by radio. The base transceiver station

10 (BTS) 110 is connected to a radio network controller (RNC) 120. The radio
network controller (RNC) 120 is connected to another radio network
controller (RNC) 120. The radio network controller (RNC) 120 is also
connected to a core network (CN) 130, and further connected to another
radio network controller (RNC) 120 via the core network (CN} 130. One or

15 both of the base transceiver station (BTS) 110 and the radio network
controller (RNC) 120 can be referred to as a radio station.

Fig. 2 shows a configuration of the same mobile communication
system as shown in Fig. 1. In particular, the figure shows the internal
configuration of the radio network controller (RNC} 120.

20 A BTS IF unit 121 connects the base transceiver station (BTS) 110.
A handover control unit 122 controls handover in case the mobile station
(MS) 100 moves between the base transceiver stations (BTS) 110.

| A signal control unit 123 for MS performs radio communication
control and data confidentiality/integrity processing while communicating

25 with the mobile station (MS) 100. The following confidentiality/integrity



Further, the speech encodi ng/ decoding unit 14 decodes the endbilew Zi0gnal s
to output the speech electric signals to the RECEIVER 8. The radio

comuni cation control unit 20 control 94t he whole nobile 20 station (M5)
100. The radi o comuni cation control unit 20 is provided with a hardware
circuit including a CPU, a ROM a RAM a firmvare, and the like, or
software nodul e. The radi o conmuni cation control unit 20 processes data
between the termnal IF unit 10 and the radi o communication unit 30. The

radio co i ' J I 2 I a hased on rul e defi ned
byt he. ot Bioaesaing U A8 HhbBle Wiidlor MaSERVEH befBlfcd it Fhaltid T 1852° 1 6
conmmuni cat | rol. unit 20 process data of |ayer. 2 qr per vel s of
| ayer, byéd%%&%%@?}i%ﬁe atg %%Og:ﬁ%%lflﬁg&(s)pmcg}%’eﬂle &ﬁ?‘}guf'ﬁelggt T e radio
comuni cat,i on,control unit .20 n_di.scrim nat at a, ki nd, .because the
radi o coﬁlﬁﬁﬁ‘leéyat %ﬁe&cmﬁdz%ﬁﬁe i’ﬁoﬁ%égﬁo&ﬁvﬁﬂﬁggtlﬁ Qﬂcq’%ﬁ‘?élrb&%ﬁ? upper .
5 Accordingly, the radio l.cation control unit 20 can.judge, if certain
dat a shou?lgnixl ﬁ‘?‘ﬂr)ké? Bn{tfﬂefigﬁ%enh BFYeE Y phs Rty ?{&%Ptﬁ%‘{ H?ﬁ sl y
processin ased gn d kipd. It is inpossjble to discrimnate the
data ki n‘g’rg{atﬂ’éltl L@gfﬂﬁi?‘}@da geEyRed, i the i@ob‘?ﬁ)éé%*ﬂ%} V) 1QRgerhhet her
the data shoul d he perforned tge confidentiality S’E'ffceSSi ng or the

i nt egri t yYMHIENSCBHRRSGOHS aPRfaded din the makiecstation (YR 1& te $nsHsstaed wit h
a channel, encodi régaéur_lit 310, a baseband nodul ati ng/ denodul ating unit 320,

a radio Biesrityas dagads shedkndehy thasignpheorghuait BhttaiM§- Jni tevens,

I ncl udes _encoding units and decoding units for respective channels. The
encodi ng the authentication code appended by the signal control unit 123 for MS to

ensure the integrity of data is checked by the mobile station (MS) 100. The
10  data confidentiality processing or the data integrity processing is performed
at the second layer of the seven layers, that is, layer 2 (data link layer). A
CN IF unit 124 interfaces with the core network (CN) 130.
A RNC IF unit 125 interfaces with another radio network controller
(RNC) 120. A signal control unit 126 for CN performs control with a core
15 mnetwork (CN) 130. A signal control unit 127 for RNC performs control with
another radio network controller {(RNC) 120. A control unit 128 controls the
whole radio network controller (RNC) 120. A switch 129 switches control
signals and packet data based on the control performance of the control unit
128 among the radio station (BTS} 110, the radio network controller (RNC)
20 120 and the core network (CN) 130. Namely, the switch 129 switches not
only the packet data, but all data kinds such as speech data, and further the
switch 129 also switches the control signals.
| Fig. 3 shows a configuration of the mobile station (MS) 100.
The mobile station (MS) 100 includes a terminal IF unit 10, a radio

25 communication control unit 20, a radio communication unit 30 and a



15 unit includes an error detection encoding unit 311, an err&Juner20édti on
encodi ng unit 312, and a physical format converter 313. Further, the
decodi ng unit includes a physical formgt converter 314, an error correction
decodi ng unit 315, and an error detection unit 316. The baseband
nodul ati ng/ denodul ati ng (MODEM unit 320 nodul at es and denodul ates 20 the
band. The baseband nodul ati ng/ denodul ating unit 320 includes a baseband
nodul ator 321 and a baseband denodul ator 322. The radio unit 330 converts

L1 D25 a0 AP B SRR O O b 5L St B
donn ConBR e, 25 PR EORREIEE L Lo AR O Be eSS StBantal | 40 1S
Communi cARFBHDEMate G RBEERRR B0 ik, e gl den i ' °
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processing. Further, the confidentialjty/ integrity processjng unit 40
i nput s daleriagotope senpesteds And the devises ingut gp artont yaiosmation) whigh a5 t he
processing data of the confidentiality processing and/or data 92 10 of an
ar bi t r ar Fanaherecognized b Benserelpsrsorgfor| thpsdevips torke poweeaiedng data of
the integrity processing fromthe radi o comruni cation control unit 20. The
confidenti al i t yhe heaginal iFpusdled§) macludes aonpdpiodhsuniieltoloriershtiality
module, a data format converter 12, a terminal IF control unit 13, and a
10 speech encoding/decoding unit 14. The module IF unit 11 for each module
interfaces with each of the devices of the camera 1 through the HSJ 0. The
data format converter 12 converts the data formats processed by the devices
of the camera 1 through the HSJ O to/from the data formats processed
inside the mobile station (MS) 100. The terminal IF control unit 13 controls
15 the operation of the terminal IF unit 10. The speech encoding/decoding
unit 14 encodes speech electric signals input by the MIC 9 into speech code.
Further, the speech encoding/decoding unit 14 decodes the encoded signals
to output the speech electric signals to the RECEIVER 8.
The radio communication control unit 20 controls the whole mobile
20 station (MS) 100. The radio communication control unit 20 is provided with
a hardware circuit including a CPU, a ROM, a RAM, a firmware, and the like,
or software module. The radio communication control unit 20 processes
data between the terminal IF unit 10 and the radio communication unit 30.

The radio communication control unit 20 converts data based on rules

25 defined by the standard or the protocol. In particular, the radio



processing and/or the integrity processing of the data 92 basddume 2004

I nput control signal 91 to output to the radi o communi cation control wunit
20. The 15 control signal 91 includesiparameters such as a key, an initial
val ue, selection between the confidentiality processing and the integrity
processing. Fig. 4 shows a configuration of the confidentiality/ integrity
processing unit 40. The confidentiality/ integrity processing unit 40
includes an IF unit 20 410 and a nodul e 411. The nodul e 411 perforns the

o SR ST A BB e
conf i dentyL ol n&;ag@@ﬁé@@}saag acﬂsuhgtg MR BBl dpESEEeT bY

the contr Re&=con cesSiTig nea
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The. cont a8 ?%%1?4@}%5? B eI, PRTRE ey S ot T cageer
S o ASRArURERE et yor P (omrgt uat decedbigedt et ¢
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the software resource. Hereinafter, a “nodule” refers to the ones

i npl ementR¥Qcessipg Hase onsihadate Iémdsokttlmm@%ﬁub}e o Aissyinisast fhtgathe bot h

tools. 1Q Here, concrete exanples of the confidentiality processing and the
kind at the layer 1, and therefore it is impossible to judge whether the dafa

should be performed the confidentiality processing or the integrity
10  processing.

The radio communication unit 30 is provided with a channel
encoding unit 310, a baseband modulating/demodulating unit 320, a radio
unit 330, and an antenna 34. The channel encoding unit 310 includes
encoding units and decoding units for respective channels. The encoding

15 unit includes an error detection encoding unit 311, an error correction
encoding unit 312, and a physical format converter 313. Further, the
decoding unit includes a physical format converter 314, an error correction
decoding unit 315, and an error detection unit 316. The baseband
modulating/demodulating (MODEM) unit 320 modulates and demodulates

20 the band. The baseband modulating/demodulating unit 320 includes a
baseband modulator 321 and a baseband demodulator 322. The radio unit
330 converts the baseband signals into transmission spectrum, or reverse
the conversion. The radio unit 330 includes an up-converter 331 and a
down-converter 332,

25 The confidentiality/integrity processing unit 40 is connected to the



integrity processing used for the cellular phone will be expl & Jurd.2064g. 14
Is a figure shown in ARIB STD-T63 33.102,3G Security; Security
Architecture, Section 6.3. Fig. 15 isig figure shown in ARIB STD T63
33.102, 3G Security; 15 Security Architecture, Figure 16b. Fig. 16 is a
figure shown, in ARIB STD-T63 33.102, 3G Security; Security Architecture,
Figure 16. Fig. 14 shows an encrypting nethod on the radio line. Signs
shown in Fig. 14 mean the foll ow ng 20 CK: cipher key (encryption key)
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the radio . communication control wunit 20 for the data
confidentiality/integrity processing. Further, the confidentiality/integrity
processing unit 40 inputs data 92 of an arbitrary layer of 2 or upper levels of
layer as the processing data of the confidentiality processing and/or data 92
10  of an arbitrary layer of 2 or upper levels of layer as the processing data of
the integrity processing from the radio communication control unit 20. The
confidentiality /integrity processing unit 40 performs the confidentiality
processing and/or the integrity processing of the data 92 based on the input
control signal 91 to output to the radio communication control unit 20. The
15 control signal 91 includes parameters such as a key, an initial value,
selection between the confidentiality processing and the integrity processing.
Fig. 4 shows a configuration of the confidentiality/integrity
processing unit 40,
The confidentiality/integrity processing unit 40 includes an IF unit
20 410 and a module 411. The module 411 performs the confidentiality
processing and the integrity processing within the same circuit or using the
same algorithm. The selection between the confidentiality processing and
the integrity processing is determined by the control signal 91.
Here, the confidentiality processing means encrypting or decrypting

25 the data. Further, the integrity processing means detecting data tampering



such as user data and signal information before encryption 10 8CDURPOCGA
nunmer al val ue data showi ng the accunul at ed nunber of transm ssion/
reception, increnented by 1 at each segsion. BEARER bit for identifying

| ogi cal channel DIRECTION: bit for discrimnating the direction of

transm ssion of ciphertext 15 LENGTH: bit | ength of MESSAGE or ci phertext
data As shown in Fig. 15, encryption/ decryption of the data is perforned
based on a random nunber sequence generated by the function f8 for data

Cont§ e bbbl 8 SEIGEarfood (MR B OB R PERST AL I e Sa0e
function &lgra&ﬁéggk%rﬁ@%@procesm ng K integrity key (nessage.

aut henti cat’i ng y) nuneral value data showi ng the accunul ated
e O L SR SERALISERD L e e SE 0 e SRR SR 2
D1 RECTI O BT b T PR GETHG ChUGT o0t Bl R o1 Rl SoFBl OFeesH
For i Mt oguPipr(MHcelbe ACREREN: 2t SBAYEOIR Elfpih oy IRbRGEr)
XMAG I eﬁ(r%ggsts?gg g%%ist%%em%gérpt; rgrioggstsih(l)é] cgr? %% Ige%orin?éde 3rriat g/mgle module
411. In case of Fig. 4, it is possible to reduce the hardware resource and the
software resource. Hereinafter, a “module” refers to the ones implemented
either by hardware or software only, or by combining the both tools.
10 Here, concrete examples of the confidentiality processing and the
integrity processing used for the cellular phone will be explained.
Fig. 14 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Section 6.3.
Fig. 15 is a figure shown in ARIB STD-T63 33.102,3G Security;
15  Security Architecture, Figure 16b.
Fig. 16 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Figure 16.
Fig. 14 shows an encrypting method on the radio line. Signs shown
in Fig. 14 mean the following:
20 CK: cipher key (encryption key)
F8: function for data confidentiality processing
IK: integrity key (message authentication key)
F9: function for data integrity processing

Cellular phone carriers implement authentication using functions f1

25 through 5. The 128-bit encryption keys called CK and IK generated



(message aut hentication code conputed by the receiver) As shoWune 280¢. 16,
the integrity of the data can be checked by conparing two nessage

aut hentication codes at the receiver dpde. 10 In the follow ng, the
operation will be explained. To perform ciphered conmuni cati on between the
termnal and the network within the radi o network, authentication process
is required, in which one partner confirnms the other is a proper partner,
or both partners mnutually confirmthe other is proper before sendi ng/

receivin f ag\%g}éttﬁié"ﬁﬁﬂle&a%ﬁ Séféb%:a&@%%%‘ﬁ{a?ﬁg ed Q8%Fifgﬁghgﬁ f%?"dtagak'” ng a

series o ntication proce erm na e network use

aut hent | R PRer prb SRl el png st SiEhoh Jor hcRBhecy bl 106

bits and @gmsssage aut hentication key 20 (integrity key, IK) at both the
term nal ar}d t he network. The two keys can be shared exclusively by the

termnal and t t wor k whi ch haye been t ual ayt henticated,. and the
two keys are uzﬁgg' ri\%l %ﬁ?‘ﬁs taﬁ’ee?mme&ggf%l zﬁ%r 1%§§‘Eri @éﬁ PERdw. The
two keys var foE. e]%h comt'ggr}j ation session, and further, there are no
patt erhs &l DENGERE IO Hen, the keys are discarded when the

comuni cation ig over, 8 June 2004 21 The nechani sm (protocol) required for
t hi s aut henti cafgi &PW@§£§%COQ§Q%§%WZMFGWVH, as the functions of
fl to f5 are not _st,agldardi zed, qperators decide these functions

i ndependent | y. FfeCighen kR &nqryptian &&¥) aut hent i cati on processing is

mai ntained by MESSAGE: plaintext data which a sender wants to send to a receiver
such as user data and signal information before encryption
10 ' COUNT-C: numeral value data showing the accumulated number of
transmission/reception, incremented by 1 at each session.
BEARER: bit for identifying logical channel
DIRECTION: bit for discriminating the direction of transmission of
ciphertext
15 LENGTH: bit length of MESSAGE or ciphertext data
As shown in Fig. 15, encryption/decryption of the data is performed
based on a random number sequence generated by the function f8 for data
confidentiality processing.
Fig. 16 shows a method for generating message authentication code.
20  Signs shown in Fig. 16 mean the following:
f9: function for data integrity processing
IK: integrity key (message authenticating key)
COUNT-I: numeral value data showing the accumulated number of
transmission/reception, incremented by 1 at each session

25 MESSAGE: plaintext data which a sender wants to send to a receiver



5 the data confidentiality and integrity processing techni ques Juhee0D#r st ,
data confidentiality technique is applied to encrypt the user data and the
signal information including speech tRansferred on the radio network, and
for preventing wiretapping. To inplenent this data confidentiality
processing, a function called data confidentiality function 10
(hereinafter, referred to as f8) is enployed. In the case of comuni cating
data whi ch has undergone confidentiality processing as shown in Fig. 15,

t he send - aut henti cati on

prochs. e"JI'PU('J;HIE Szlrl,gg&gd?% o‘?ng%%ﬁm%g%n@%%éﬁgﬁg%g by inputting a bit
| ength ( LENGT : ; .a_f- . don/.decryption, an up/down
i nE (DI( RECTI Q\Iﬁ ﬁ%éﬁ?o%ﬁ?lté?‘g‘?%éﬂ%{‘ﬁg tﬁgéai”}c/e%{élﬁﬁr?’%e AP Y er (BEARER)

to f8. Here, t down, 1 i nk ans _those,distinguishing bits which
i ndi cates the %ﬁgﬁ%m g%‘il%oﬁndwrg‘% Il'gﬁn%lfa%%ﬁl g?fe?atcg& SHat a bet ween a terninal

and a base statiQp.. Further, the,oynter is data show t he nunber of 20
accumul at ed tibr%geélf ORI/ f‘“é&‘?#ﬁ‘i‘gma‘at 893% fé’écﬁ“%%ﬁ&' ndMSSSRES vi ng
t he at a fi.xed valye is add to the counter. The counter is used for
preveRt i r?dltg‘ﬁnti‘??fé%lﬂcﬁﬂ?(‘?ﬂmﬂur qu{yo&éee“??&lq%ﬁ)e ci phertext data that has been
sent previousl t_further, the Iog?ic channel [dentifier means q bit for
i dentifying a ISS‘B&X al DAL pBISSSRES n eRYeREWh. code Gfphe e BHat a i s

generated by XORi ng the random nunber 8 June 2004 22 sequence generated
above ang“%%éa%%@é%é‘?%mprﬁ%%mﬁﬁt%bbéh%ﬁ%qegl‘fﬁrbd and sent to the.

receiver. _— . .
As shown in Fig. 16, the integrity of the data can be checked by

comparing two message authentication codes at the receiver side.
10 ' In the following, the operation will be explained.

To performn ciphered communication between the terminal and the
network within the radio network, authentication process is required, in
which one partner confirms the other is a proper partner, or both partners
mutually confirm the other is proper before sending/receiving data between

15  the two partners.

As shown in Fig. 14, during a series of authentication processes,
both the terminal and the network use five functions named functions {1
through 5. In parallel with the authentication process, the function
generates a cipher key (CK) of 128 bits and a message authentication key

20 (integrity key, IK) at both the terminal and the network.

The two keys can be shared exclusively by the terminal and the
network which have been mutually authenticated, and the two keys are used
within the two functions {8 and f9 described below. The two keys vary for
each communication session, and further, there are no patterns among keys

25 generated. Then, the keys are discarded when the communication is over.



The paraneters except CK are sent fromthe sender to the receidsme 2008 hout
encryption. It is unnecessary to send CK because the sane 5 paraneter is
generated at the receiver side at autlentication process. Even if the
paranmeters other than CK are obtained by the third party, the security of
the original nessage can be kept, as the random nunber sequence required
to decrypt the ciphertext data cannot be generated as |ong as CK renai ns
secret. 10 At the receiver side, the random nunber sequence is generated

using the I ecelpedl RAKAIREG!S: A8 Fedlted (AT L8 AL ISR BRIALESY. the

random nunber sequence 1Is e cl phertext | Ve

decrypt 1 9b8abR08 ! IBALIIeS8o8R: (IR AIELIPH o) Sets bl Ol 058

(output fe Fehi one o utrrzing €’ bl ock

ci pher degﬂe'}ggor@&ek ﬁh%géﬁégﬁ?ég%%ps%gggﬁﬁgaeven if bit errors occur due

to the noi'se generated on ths, the decode processing
can prevent ther r this reason, this node is
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radio network, and for preventing wiretapping. To implement this data
confidentiality processing, a function called data confidentiality function
10  (hereinafter, referred to as f8) is employed.

In the case of communicating data which has undergone
confidentiality processing as shown in Fig. 15, the sender uses the
encryption key (CK) generated at authentication process. Further, a random
number sequence is generated by inputting a bit length (LENGTH) of the

15 target data for encryption/decryption, an up/down link (DIRECTION), a
counter (COUNT-C), a logic channel identifier (BEARER) to 8.

Here, the up/down link means those distinguishing bits which
indicates the transmission direction of ciphertext data between a terminal
and a base station. Further, the counter is data showing the number of

20  accumulated times of sending/receiving data. At each sending/receiving the

~ data, a fixed value is added to the counter. The counter is used for

preventing an attack which tries to send the ciphertext data that has been

sent previously. Yet further, the logic channel identifier means a bit for
identifying a logical channel performing encryption.

25 Ciphertext data is generated by XORing the random number



The sane encryption algorithmas f8 is enployed in the core pa@rJunef2009.
First, on authentication, the nessage authentication key (1K) is derived
fromthe function f4 for generating the nmessage authentication key, and

t he nessage aut hentication key is transferred to f9. As shown in Fig. 5 16,
a nmessage aut hentication code (MAGC-I or XMAC-1) is generated by inputting
the data (MESSAGE), the up/down |ink Bl RECTION), the counter (COUNT-C),

t he random nunber (FRESH) generated for each user as well as the nessage

aut henti ' ; ecel y using
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the para r i.ped by the third party, the confidentiality of the
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generated as long as CK remains secret.

10 At the receiver side, the random number sequence is generated
using the received parameters and CK which has been already obtained, the
random number sequence is XORed with the ciphertext data received to
decrypt into the original message.

This method is a variation of OFB (output feedback) mode, which is

15 one of the modes utilizing the block cipher defined by ISO/IEC10116. In
OFB mode, even if bit errors occur due to the noise generated on the
transmission paths, the decode processing can prevent the bit errors from
increasing. For this reason, this mode is often adopted for radio voice
communication.

20 The second technique for keeping the security of data is data
integrity technique, which detects tampering in the signal information by
appending a message authentication code (message authentication code) to
the signal information on the radio communication line. This is also called
message authentication technique. To implement this data integrity

25  techmnique, a function for data integrity (hereinafter, referred to as 9) is used.



8 June 2004 24 nodul e has the function to encrypt the input pl8alunee004dat a
(data to be encrypted) into the ciphertext data (encrypted data) and

out put the ciphertext data, and the f@nction to decrypt the ciphertext
data into the plain text data and output the plaintext data. Assum ng the
enbodinment is 5 conpliant to the 3GPP specification, the above

COUNT/ BERARER/ DI RECTI ON/ CK/ LENGTH correspond to the control signal 91
shown in Fig. 3 as concrete exanples. Further, as for concrete exanples of
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g t&q e message authentzcatlon key.

These parameters are also sent to the receiver by using an area of
10  data format which is not encrypted by the sender. Even if the parameters
are obtained by the third party, the confidentiality of the data can be kept as
long as the message authentication key (IK) is kept secret, which is the same
as the case of data confidentiality.
The sender sends the data with appending this message
15 authentication code (MAC-I} appended to the receiver. The receiver,
similarly, computes the message authentication code (XMAC-I) by using 0.
It can be confirmed there is no tampering by comparing MAC-I and XMAC-I
to find them identical.
Here, the following shows some examples of subsequent process in
20 case of tamper detection:
(1) Request the retransmission of the data and check if the received message
authentication code is proper or not.
(2) Disconnect the connection in case of consecutive tamper detection.
According to 3GPP specification (for more information, access

25  http://www.3gpp.org/About_3GPP/3gpp.htm), the encryption/decryption



part of 1 Cct or 2 Cct fromthe all data unit (RLCPDU). 25 Fi @ Junesioods
anot her exanple of the confidentiality/ integrity processing unit 40. 8
June 2004 25 As featured in Fig. 5, aZ2donfidentiality processing unit 420
and an integrity processing unit 430 are provided separately. Inside the
confidentiality processing unit 420, an encrypting/decrypting unit 421 is
provided. Inside the integrity processing unit 430, a nessage

aut hentication 5 code appending/integrity verification unit 431 is

ded. : ti i by o4 h . . h
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Further, as for concrete examples of the data 92 and 93 shown in
Fig. 3, for example, “MACSDU” or “RLCPDU (datapart)” corresponds as
10 shown in Fig. 21. Here, “RLCSDU (datapart)” is a part of RLCPDU, from
which the upper 1 Oct or 2 Octs (1 byte or 2 bytes) is deleted (the part of
“DATA FOR CIPHERING” shown in Fig. 21). “MACSDU” or “RLCPDU
(datapart)’ is an example of MESSAGE shown in Fig. 15. Yet further,
MACSDU denotes Media Access Control Service Data Unit. RLCPDU
15 denotes Radio Link Control Protocol Data Unit. Each message within the
message flow is structured from RLCPDU at the layer 3 after deleting RLC
header.
Although RLCPDU has 1-Oct or 2-Oct part which is not subjected to
confidentiality processing, all of the RLCPDU is input to the
20 confidentiality/integrity processing unit 40 and the unit opt not to perform
confidentiality /integrity processing on the 1-Oct or 2-Oct part. This is in
order to reduce the load of the radio communication control unit 20 wherein
the load is generated by shifting 1 Oct or 2 Oct for removing the excluded
part of 1 Oct or 2 Oct from the all data unit (RLCPDU).
25 Fig. 5 shows another example of the confidentiality/integrity

processing unit 40.



code appending unit 432 and an integrity verification unit 433 &me 300dvi ded
separately. A case shown in Fig. 6 is a configuration in which the
encryption and the decryption are peptorned by different functions or
appendi ng the nessage authentication code and verifying the integrity are
performed by 25 different functions. It is possible to respectively perform
encrypting, 8 June 2004 26 decrypting, appending the nessage authentication
code, verifying the integrity, and further the data confidentiality
processing or t ' Lt Vi . PEOCESSI . Loyl L an I rformed in
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by the 15 engr pting unit 1, and the facsinile data can be encrypted by the
encrypti f§e defyPsionrare psplormed. asing fary ddegiealomodydea dhenmasspee
channel s can be decrypted sinultaneously. |t is not necessary to. have the
same nunifBrheRtication fode Apperglingjinggerity vesiicayion; wait Ak shaps a case

decrypting units 423, the i
in which appending the message authentication code and verifying the

10  integrity are performed using an identical module. A case shown in Fig. 5 is
a configuration in which the encryption and the decryption are performed by
the same function or appending the message authentication code and
verifying the integrity are performed by the same function. Compared with
Fig. 6, it is possible to reduce the hardware resource and the software

15 resource within the case of Fig. 5.

Fig. 6 shows another example of the confidentiality/integrity
processing unit 40.

As featured in Fig. 6, inside the confidentiality processing unit 420,
an encrypting unit 422 and a decrypting unit 423 are provided separately.

20  Further, inside the integrity processing unit 430, a message authentication
code appending unit 432 and an integrity verification unit 433 are provided
separately. A case shown in Fig. 6 is a configuration in which the encryption
and the decryption are performed by different functions or appending the
message authentication code and verifying the integrity are performed by

25 different functions. It is possible to respectively perform encrypting,



nmessage aut henticati on code appending units 432, and the intedrdung 2004
verification units 433. The nunber of each units can be determ ned
according to the nunber of channels togbe processed sinultaneously by the
nobil e station (M5) 100. In another way, the above units do not correspond
to each channel, but when a certain channel needs to process a | arge anount
of data at a high speed, it is possible to nake two encrypting units
process 25 the | arge anount of data assi gned to the channel. Nanely, the
nunber of 2 u y g E; 42 t he
decrypt|ngQE#&@%%Z%&émﬁauﬁges§hq%£3u en |ca ﬁg%g%%dg&%%pg% |ng uﬁ?? 432,
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units 431. 15 In_Fi , the encréptl ng/ decrypting unit 421 and the
message WUt HeR: i Ed Sk %abowapﬂ@n enbEie, dapitinle yeesspge autbentieatiory31

shown in Fig.
code appending units 432 and multiple integrity verification units 433 are

provided in the integrity processing unit 430. While the mobile station
10 (MS) 100 is operating, there may be a case in which data in multiple
channels should be processed at the same time. For example, when two
kinds of data such as speech data and facsimile data are simultaneously
transferred, data of at least two channels should be simultaneously
processed. In such a case, the speech data can be encrypted by the
15 encrypting unit 1, and the facsimile data can be encrypted by the encrypting
unit 2. Further, in case of decryption, data on multiple channels can be
decrypted simultaneously. It is not necessary to have the same number (n
in case of Fig. 7) of the encrypting units 422, the decrypting units 423, the
message authentication code appending units 432, and the integrity
20  verification units 433. The number of each units can be determined
according to the number of channels to be processed simultaneously by the
mobile station (MS) 100. In another way, the above units do not correspond
to each channel, but when a certain channel needs to process a large amount
of data at a high speed, it is possible to make two encrypting units process

25 the large amount of data assigned to the channel. Namely, the number of



5 are respectively made multiple. In case of Fig. 8, when the 8hoeyfdson
and the decryption are perforned using the sane function, nmultiple
encrypting/ decrypting units 421 are provided corresponding to nultiple 20
channels. Simlarly, when the nessage authentication code appendi ng and

the integrity verification are perforned using the sane function, nmultiple
nmessage aut hentication code appending/ integrity verification units 431 are
provi ded corresponding to multiple channels. Conpared with the case shown

provi ded_corr espondi ng to e chan | :
R b T R o o S R R e T
8, th £l tialg 1 ' ' ' 0 Lngl .both th
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th fi ti f .t bi | tati V5) . 100 Diff t f th
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termnal IF unit 10 and the _confidentiality/ integrit rocessi ng unit 40.
And further datgrther, gnaximum number of tl';(e messafge au epntication cgde _

appending units 432 and the maximum number of the integrity verification
units 433 can be different.

10 Fig. 8 shows the case in which the confidentiality processing unit
420 is provided with multiple encrypting/decrypting units 421. Further, as
shown in the figure, the integrity processing unit 430 is provided with
multiple message authentication code appending/integrity verification units
431.

15 fn Fig. 8, the encrypting/decrypting unit 421 and the message
authentication code appending/integrity verification unit 431 shown in Fig,
S are respectively made multiple. In case of Fig. 8, when the encryption and
the decryption are performed using the same function, multiple
encrypting/decrypting units 421 are provided corresponding to multiple

20 channels. Similarly, when the message authentication code appending and
the integrity verification are performed using the same function, multiple
message authentication code appending/integrity verification units 431 are
provided corresponding to multiple channels. Compared with the case
shown in Fig. 7, the configuration of Fig. 8 can reduce the hardware

25 resource and the software resource.



15 input/output between the radi o comunication unit 30 and t8June 2004
confidentiality/ integrity processing unit 40. In Fig. 9, non-transparent
data 97 is non-transparent data suchogs packet data. Further, transparent
data 95, 96 are transparent data such as speech data, unrestricted digital
data. Transparent data neans the data is not changed throughout input to
output 20 in any |ayers or sub-layers of the OSI reference | ayers. Wereas,
the non- transparent data neans the data requires sone data processing such

Cub-ayers of - Thenes sape A ool 8OV coh ERRRINTMEISARE o 1 o
(Pr ot ocol PiEesBE P o e Bork aniRERsHER ) eZodiunlia2h 8RC oo
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can e {EreppEc s ARESE it bt ofne SonfiENEIRY poErdesdkihg on
o the ot T8 naRd. The ndRSEFIRep BFRRTSSRE ARl (970 oxampichacket daia

whi ch requir SO rocessing on the data of layer 1 output fromthe
radi o cogﬁﬂﬂ-@%&@@gﬁ‘ﬁﬂ%_ IROCRRHPE o IR alitY e InElMEes o riithiTe @&aﬁ%‘?ez of
transparent data 95 and 96 in Fig. 9 are speech data and unrestricte
di gi cal Jendide t)ﬁipei%f‘e“éma@l%‘y%@paﬁ@ﬁoﬁhe BH6EHbU Rrecassing saibhdBReen
layer 1 and layer 2. These transparent data divided by transports bl ock
uni t equdihet Bragesprdl the ethemespupe perdorned diorthe e@%o dearAM3nication
transport bl ock unit corresponds

control unit 20.

l10 Embodiment 2.
Fig. 9 shows another configuration of the mobile station (MS} 100.
Different from the configuration of Fig. 3, in Fig. 9, data is
input/output between the terminal IF wunit 10 and the
confidentiality /integrity processing unit 40. And further, data is also
15 input/output between the radic communication unit 30 and the
confidentiality /integrity processing unit 40. In Fig. 9, non-transparent data
97 is non-transparent data such as packet data. Further, transparent data
95, 96 are transparent data such as speech data, unrestricted digital data.
Transparent data means the data is not changed throughout input to output
20 in any layers or sub-layers of the OSI reference layers. Whereas, the non-
transparent data means the data requires some data processing such as data
format conversion through input to output in some layers or sub-layers of
the OSI reference layers. For example, at an RLC (Radio Link Control) sub-
layer of the layer 2, when SDU (Service Data Unit) and PDU (Protocol Data

25  Unit) of data are different, the data is non-transparent data. When SDU



to the confidentiality processing unit. As data kinds such as S&hmed@tdat a
are circuit-switched data which 15 remains transparent in the RLC
sub-layers, by inplementing ARIB defimed MI (Mobile Termnal) - TA

(Term nal Adaptor) I/F (Figs. 22, 23) as the serial interface for this
transport nodel, it becones possible to perform confidentiality processing
on the MA-TA I/F serial formats wi thout any conversion. 20 Further, a
concrete exanple of the non-transparent data 97 is, as described above,

K i R A Y S AR o
el SR BT e SR B B oA
e oo e S Gl R PO LV ed L R

he. cont (B LIITP L AEh BETRGBE DR EDE e O TSt 3 FIRBL PRIRIUEY bt veen
5 the_termnal  IF unit 10 and the radi o conmunication unit 30. The

conf i @entthsITadie commayRicafion waksiy-n@Pushe oiergbaadbie penttsansnarent

Integrity, processing on the transparent data, |If the transparent data

i ncl udes GaiRAS, fpT exapide Racketedata whicle TeaHIPEYERAINTOGESHIRE O5silRR), t he
radi o communi cation control unit 20 makes the transparent data which does
not 10 rclffpd layps kontpwciemattia sadie cevusiRigation Yipd0-to t he

confidentiality/integrity processing unit 40, but input to the radio
As mentioned above, the concrete examples of transparent data 95

and 96 in Fig. 9 are speech data and unrestricted digital data, each divided

10 by transport block unit defined between layer 1 and layer 2. These
transparent data divided by transports block unit equal to MACPDU {and
MACSDU), and therefore each data of the transport block unit corresponds
to the confidentiality processing unit.

As data kinds such as speech data are circuit-switched data which

15 remains transparent in the RLC sub-layers, by implementing ARIB defined
MT (Mobile Terminal) — TA (Terminal Adaptor) I/F (Figs. 22, 23} as the serial
interface for this transport model, it becomes possible to perform
confidentiality processing on the MA-TA I/F serial formats without any
conversion,

20 Further, a concrete example of the non-transparent data 97 is, as
described above, packet data or data for signaling, however, each data is
divided into units (Transport Block) defined between the layers 1 and 2.

The confidentiality/integrity processing unit 40 shown in Fig. 9

performs the confidentiality processing and the integrity processing



communi cation control unit 20. O it is possible to make the t& Amefdént
data which does not require the confidentiality processing input to the
confidentiality/integrity processing gpit 40, but not performthe 15
confidentiality processing on the transparent data using the control signal
fromthe radi o comuni cation control unit 20. Fig. 10 shows a configuration
of the confidentiality/integrity processing unit 40. Different fromthe
configuration shown in Fig. 5, Fig. 10 newly 20 includes a confidentiality

rocessi i 1..460. e i Lal i nr. i nit,;460 includes an
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inBut daf%n%g%gﬁgﬁﬁFlt6”P%%ﬂragpg n?@ﬁwﬁﬁ?%at?%nthﬁit&§ﬁeasgPH% tﬁéﬁsparent
data 96. On.t.he..ot.her._ han t he 25 decr. [ng unit 463 inputs the
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ranapar ot cantiegtaiprotestinRan e Ahendretinifitadnpntlouty it BEfress; ng

nit 460 are perfo d based on the control signal 99 fromth | E unit
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Accordingly, the confidentiality processing unit 460 perforns_the
conf i dentGeRAAePtali/dRiSerity RIaseIPins WHE ”éﬁﬁlp%mo;i BRAPTR S INtERERT t he

radio conmunication control unit 20. In Fig. 10, the data 92 is
i nput / outRyaeessiag 9F thee tigasprrat dafeer fathe paregudatagnaydesoda® hand,

the transparent data 95 and 96 are input/output to/fromthe )
conf i dentWhicht ydoes mnot require the confidentiality processing, the radio

communication control unit 20 makes the transparent data which does not
10 require the confidentiality = processing not input to the
confidentiality /integrity processing unit 40, but input to the radio
communication control unit 20. Or it is possible to make the transparent
data which does not require the confidentiality processing input to the
confidentiality /integrity processing unit 40, but not perform the
15 confidentiality processing on the transparent data using the control signal
from the radio communication control unit 20.
Fig. 10 shows a configuration of the confidentiality/integrity
processing unit 40.
Different from the configuration shown in Fig. 5, Fig. 10 newly
20 includes a confidentiality processing unit 460. The confidentiality
processing unit 460 includes an encrypting unit 462 and a decrypting unit
463. The encrypting unit 462 inputs the transparent data 95 from the
terminal IF unit 10, encrypts the input data to output to the radio
communication unit 30 as the transparent data 96. On the other hand, the

25 decrypting unit 463 inputs the transparent data 96 from the radio



10 processing unit 460 through the serial interface. As expl ai$hduhcatiide,
Fig. 10 shows a case in which two systens of input/output interface, that
is, the parallel interface and the s@nial interface are provided in the
confidentiality/integrity processing unit 40. Fig. 11 shows a configuration
in which the confidentiality processing 15 unit 460 is added to the
confidentiality/ integrity processing unit 40 shown in Fig. 7. It is
effective to have the configuration shown in Fig. 11 when the encrypting
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11, the
transparent data 95 and 96 are input/output to/from the confidentiality

10 processing unit 460 through the serial interface. As explained above, Fig.
10 shows a case in which two systems of input/output interface, that is, the
parallel interface and the serial interface are provided in the
confidentiality/integrity processing unit 40.

Fig. 11 shows a configuration in which the confidentiality processing

15 unit 460 is added to the confidentiality/integrity processing unit 40 shown
in Fig. 7. It is effective to have the configuration shown in Fig. 11 when the
encrypting unit or the decrypting unit generates key streams to be XORed
with the serial data as shown in Fig. 12.

As shown in Fig. 11, the transparent data 95 and 96 are input/output

20 from/to the confidentiality processing unit 460 through the serial interface,
and further, the serial data which is input/output through the serial
interface includes multiplexed data of multiple channels. For example,
when data of channel 2 is input as serial data after data of channel 1 is input,
the encrypting unit 1 corresponding to the channel 1 generates a key stream

25 to output to a multiplexer 481, the encrypting unit 2 corresponding to the



delay of the serial data is caused only by the operation of tl8eJus@R004r cuit
483, which enabl es the high speed processing. 10 Fig. 13 shows anot her
configuration in which the confidentighkity processing unit 420 and the
confidentiality processing unit 460 of Fig. 10 are conbined into one
confidentiality processing unit 470. The confidentiality processing unit
470 processes both of the data 92 i nput/output through the parall el
interface and the data 95, 96 15 input/output through the serial
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conbi nati on of the hardware and the softvvare For
delay of the serial data is caused only by the operation of the XOR circuit

483, which enables the high speed processing.
10 Fig. 13 shows another configuration in which the confidentiality
processing unit 420 and the confidentiality processing unit 460 of Fig. 10
are combined into one confidentiality processing unit 470,
The confidentiality processing unit 470 processes both of the data 92
input/output through the parallel interface and the data 95, 96
15 input/output through the serial interface. The confidentiality processing
unit 420 and the confidentiality processing unit 460 are united into the
confidentiality processing unit 470, so that the hardware resource can be
reduced. The confidentiality processing unit 470 switches the process for
the transparent data and the process for the non-transparent data based on
20 the control signal 99, namely, the control signal 99 output from the radio
communication control unit 20.
The above confidentiality/integrity processing unit 40 can be
configured by the hardware. For example, the configuration can be
implemented by FPGA or custom LSI. Further, the confidentiality/integrity

25 processing unit 40 can be implemented by the software program. In case



exanple, the confidentiality/integrity processing unit 40 can Soline 2004

I npl emented by DSP (Digital Signal Processor) and mcro program or

firmvare program executed by the DSP. 3Berei nafter, a concrete exanple wll
be explained with reference to 10 Figs. 17 through 20. Fig. 17 shows a
configuration of the encryption nodule 51 (or decryption nodule 71) used
for the encryption/ decrypting unit 421. The encryption nodul e 51 includes
a key schedul er 511 and a data random zing unit 512. The key schedul er 511

i nput s ormek@mnfﬁamau%»zu%gﬁﬁatﬁ%cesﬁﬁgeﬂﬂad HeYs Ripfinddiequey Bxd Kn. The

data random zing unit 2 genéerates a random nunber using a funcCtion F and
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non-linear data transformation. In the encryption no e 51, various block
ci pher algrd Lo 20 enpl oyed such as: (1) DES (Data Encryption
Standard); (2) M STY, Ich is the block cipher algorithmdisclosed in the
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implemented by DSP (Digital Signal Processor) and micro program or
firmware program executed by the DSP.
Hereinafter, a concrete example will be explained with reference to
10  Figs. 17 through 20.
Fig. 17 shows a configuration of the encryption module 51 (or
decryption module 71) used for the encryption/decrypting unit 421.
The encryption module 51 includes a key scheduler 511 and a data
randomizing unit 512. The key scheduler 511 inputs one key K and
15 generates n extended keys ExtK1l through ExtKn. The data randomizing
unit 512 generates a random number using a function F and an XOR
circuit. The function F inputs the extended key and performs non-linear
data transformation.
In the encryption module 51, various block cipher algorithm can be
20 employed such as:
(1) DES (Data Encryption Standard);
(2) MISTY, which is the block cipher algorithm disclosed in the International
Publication No. WO97 /9705 (US Serial No. 08/83640);
(3) KASUMI, which is the 64-bit block cipher technique based on the above

25 block cipher algorithm MISTY and is determined to be employed as



pat ent application No. 2000-64614 (filed on March 9, 2000). 5 SuneaH0s

t hese bl ock ci pher algorithnms such as DES, M STY, KASUM, and Canellia can
be enpl oyed in the decryption nodule B8 Fig. 18 shows the inplenentation
formof the confidentiality/integrity processing unit 40. Fig. 18 shows a
case in which the confidentiality/integrity 10 processing unit 40 is

I npl emented inside FPGA, IC or LSI. Nanely, the confidentiality/integrity
processing unit 40 can be inplenented by the hardware. Further, the
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print circuit board, which shown™1In the figure. Fig.
in which the confidentiality/integrity 15 processing unit 40 is
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Fig. 18 shows a case in which the confidentiality/integrity

10 processing unit 40 is implemented inside FPGA, IC or LSI. Namely, the
confidentiality /integrity processing unit 40 can be implemented by the
hardware. Further, the confidentiality/integrity processing unit 40 can be
also implemented by a print circuit board, which is not shown in the figure.

Fig. 19 shows a case in which the confidentiality/integrity

15  processing unit 40 is implemented by the software.

The confidentiality /integrity processing unit 40 can be implemented
by a cipher program 47. The cipher program 47 is stored in a ROM {Read
Only Memory) 42 (an example of storage). The cipher program 47 can be
stored in a RAM (Random Access Memory) or another storage such as a

20 flexible disk or a fixed disk. Further, the cipher program 47 can be
downloaded from a server computer. The cipher program 47 is functioned
as a subroutine. The cipher program 47 is called for subroutine execution
from an application program 46 stored in the RAM 45 as a subroutine call.
In another way, the cipher program 47 can be activated by generation of an

25 interrupt received at an interrupt control unit 43. A memory 55 can be a



are prograns executed by the CPU 41. Fig. 20 shows nechani sm fSolune&@004ng
the ci pher program 47 by the application program 46 which is operated on
the radi o communi cation 5 control unids 20. The application program 46
calls the cipher program 47 using paraneters of a key K, an initial value
IV, plaintext data M and ci phertext data C. The cipher program 47 inputs
the key K, the initial value IV, and the plaintext data Mand returns the
ci phertext data C. If the cipher 10 program 47 and the decryption program
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software._ The above explanation referring to Figs. 18 19, and.20.applies
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an el 8ct rEMUCIIE é8s. The systemcan be installed in all kinds of

el ectronic devjces, for .exanple, a rsonal . conputer, facsim./|e pachine, a
cel lular phone-n€ ARRYEALER yRFogram a‘f%.q s thferiRhen Prestame fife USIng n
particular, the feature of the_ enbodi nent can be acconplished effectively

when t he REEESSTS photh XAV Ki praniiialntrdng Vs riaipspitdalndde ppgt eghetiext he

I npl enmentation of 8 June 2004 . L.
data C. The cipher program 47 inputs the key K, the initial value IV, and

the plaintext data M and returns the ciphertext data C. If the cipher
10  program 47 and the decryption program are the same, the cipher program
47 is called using parameters of the key K, the initial value IV, the ciphertext
data C, and the plaintext data M.
Further, the cipher program 47 can be implemented by a digital
signal processor and a program read and executed by the digital signal
15 processor, though which is not shown in the figure. Namely, the cipher
program 47 can be implemented by combination of the hardware and the
software.
The above explanation referring to Figs. 18, 19, and 20 applies to the
encryption, however, the decryption can be implemented in the same way.
20 The encryption system or the decryption system can be installed to
an electronic devices. The system can be installed in all kinds of electronic
devices, for example, a personal computer, facsimile machine, a cellular
phone, a video camera, a digital camera, or a TV camera. In particular, the
feature of the embodiment can be accomplished effectively when the data

25 from multiple channels is encrypted/decrypted. Or the implementation of



36 the enbodi nent can be effective in case where data is recei8émhesft00dandom
fromnmultiple users and decrypted, or data for nultiple users is generated
at random and respectively encrypted3den real tinme. Nanely, the

encryption/ decryption of the above enbodi ment can be extrenely effective 5
when the nunber of apparatuses for encryption/ decryption is small

conpared with the nunber of data kinds to be encrypted/ decrypted. For
exanpl e, the encryption/ decryption of the above enbodi nent is highly

effecti V%@"&ﬂb@ﬁﬂh&gﬁjgéﬂ e 8ftMRle ﬁloggéﬁt Hhetbitha q?%‘e&éivé&' BR Yo d5aY

client computers or ase station or ine control unit which has to
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unit 40, and the confidentiality  processing unit 460 can_be placed between
t he ter miSisnt cpmpiters or anepsengation or a line control unit which has to collect

10  and distribute data from/to many cellular phones.

In the above example, the radio communication control unit 20 and
the confidentiality/integrity processing unit 40 are connected with the
parallel interface f.hrough the bus, however, the serial interface can be used
for connecting the radio communication control unit 20 and the

15 confidentiality/integrity processing unit 40. Further, in the above
explanation, the terminal IF unit 10 and the confidentiality/integrity
processing unit 40, the 30 and the confidentiality/integrity processing unit
40 are connected with the serial interface, however, tile parallel interface
can be used for processing at a higher speed instead of the serial interface.

20 In case of Figs. 9 and 10, the confidentiality processing unit 460 is
provided inside the confidentiality /integrity processing unit 40, however, the
confidentiality processing unit 460 can be provided independently from the
cénﬁdentiality/ integrity processing unit 40, and the confidentiality
processing unit 460 can be placed between the terminal IF unit 10 and the

25 radio communication unit 30.



25 radi o comunication unit 30. 8 June 2004 37 Industrial Appl8 dueidl0dy As
ment i oned above, this inplenentation enbodi nent- enables confidentiality/
integrity processing in layer 2 or upp@r layers so that 5 confidentiality
processing is not performed in layer 1, therefore nmaking it possible to
determ ne the necessity of confidentiality/integrity processing based on
data kinds. For exanple, only confidentiality processing is performed on
the transparent data, and both the confidentiality processing and the
integrity 10 processing are performed on the non-transparent data. In
anot her way, it becomes possible to select to performor not the

conf i dentpj,al,i Hal@(}ﬁlﬁfc%% and the integrity processing in case of
processi ng the non-transparent data. Further, according to the above

o 1 It d ol g e tinl
i6nt gglr |mt33t pr gg éngsés f}hgnﬁﬁ‘.q%‘% g?é%gr oltlsl/%é dé %ﬁ%@?g@&#@' %%ggg%wdeér%bgﬁ ty/

R e e U M R R
o S OHBBREL bR OSSR o BB, A B g
data; a rp%%is%lg %W‘Hé‘@e%%ﬁﬁé’ r]:h(éopxéée()slsitgjrnj) cggﬁdéggﬁgyilﬂﬁeg‘} %%}Jgesisn éj t by
based on data kinds. |
For example, only confidentiality processing is performed on the
transparent data, and both the confidentiality processing and the integrity
10  processing are performed on the non-transparent data. In another way, it
becomes possible to select to perform or not the confidentiality processing
and the integrity processing in case of processing the non-transparent data.
Further, according to the above embodiment, multiple confidentiality
processing units and multiple integrity processing units are provided inside
15 the confidentiality/integrity processing unit according to the number of
channels or the amount of the data, enabling high speed data processing by

the simultaneous parallel processing.



5 the termnal interface unit, for processing the data based ohJyred2(idol ,
and outputting the data; a confidentiality/integrity processing unit for

i nputting a control signal and data fromthe radi o comuni cati on contr ol
unit, performing at |east one of encryption of the data as confidentiality
processing and 10 generation of a nessage authentication code for detecting
tanpered data as integrity processing on the data input, and outputting
the data processed to the radio comrunication control unit; and a radio
comuni cation unit for inputting, nodulating, and sending the data output
fromthe Claging communi cati on control unit, 15 wherein the confidentiality/
integrity processing unit inputs the control signal fromthe radio

communi cat.i on copddiol comintindditiciehpparatal Yonipiuihg: the data fromthe
termnal interface unit based on the control signal input, wherein the
confidenti al ity terhegal integfaceant fog inguttinpeddtar ns 20 confidentiality
processing on the data input and outputs the data which has been perforned
confidenti al ity padicegsiimyuticatidre coattiod wwutfemingatitiog tivei data idparteby t he
termnal interface unit outputs transparent data and non-transparent data,
wher ebn tthe teagiinalciovenface amio for erocedsing the idapa ttasel eom protaedl, tamhspar ent
data fromthe termnal interface unit, makes the 8 June 2004 39

conf i dentqubityng Haegetay processing unit process the non-transparent data

based on protocol, o ) i . ) .
a confidentiality/integrity processing unit for inputting a control

signal and data from the radio communication control unit, performing at
least one of encryption of the data as confidentiality processing and

10  generation of a message authentication code for detecting tampered data as
integrify processing on the data input, and outputting the data processed to
the radio communication control unit; and

a radio communication unit for inputting, modulating, and sending
the data output from the radio communication control unit,

15 wherein the confidentiality/integrity processing unit inputs the
control signal from the radio communication control unit and selectively
inputs the data from the terminal interface unit based on the control signal
input,

wherein the confidentiality/integrity processing unit performs
20 confidentiality processing on the data input and outputs the data which has
been performed confidentiality proceésing to the radio communication unit,
wherein the terminal interface unit outputs transparent data and
non-transparent data,
wherein the radio communication control unit inputs the non-

25 transparent data from the terminal interface unit, makes the



wherein the radi o communi cation control unit controls the trahdper2l data
to be transferred fromthe termnal interface unit to the 5
confidentiality/integrity processing unit to performthe confidentiality
processing, wherein the confidentiality/integrity processing unit is
connected to the radio communication ¢ontrol unit with parallel interface,
so as to input and output the non-transparent data, and 10 wherein the
confidentiality/integrity processing unit is connected to the term nal
interface unit with serial interface so as to input the transparent data
from the ¢arfidemtialitytintdgeity proickssiagdusanprkess the hoe-traddifeaO@RYAI cation
unit with serial interface so as to output the transparent data to the
radi o conasedcai postovol,t. 15 2. The radi o communi cati on apparatus of claim
1, wherein the confidentiality/ integrity processing unit further

i ncl udes: a corwhem i ahet yagdioocesmirmgnicationi nedmacbingr@in  eoetygds | vge uni t
for encrypting the data input; and 20 an integrity processing unit having
a nessagetranspaent gletace bedeansfppreddirng ting ttefromed ppterdicey uaitnts shee

aut hentication code to the data input. 3. The radi o comunication

appar & uscasfiidengiahity) intaesitys| pro¢rssitds voitf itdeperforint ythe neadfidentiglitpcessi ng
unit includes nultiple encrypting units. 8 June 2004 40 4. The radio
conmmuni c aRIO§ASHEPPar at us of claim 2, wherein the

wherein the confidentiality/integrity processing unit is connected to
the radio communication control unit with parallel interface, so as to input

and output the non-transparent data, and
10 wherein the confidentiality/integrity processing unit is connected to
the terminal interface unit with serial interface so as to input the
transparent data from the terminal interface unit, and connected to the
radio communication unit with serial interface so as to output the

transparent data to the radio communication unit.

15
2. The radio communication apparatus of claim 1, wherein the
confidentiality /integrity processing unit further includes:
a confidentiality processing unit including an encrypting unit for
encrypting the data input; and
20 an integrity processing unit having a message authentication code

appending unit for appending a message authentication code to the data

input.

3. The radio communication apparatus of claim 2, wherein the

25 confidentiality/integrity processing unit includes multiple encrypting units.



confidentiality/ integrity processing unit includes multiple riebse@d04

aut henti cation code appending units. 5 5. The radi o communi cati on appar at us
of claim2, wherein the confidentiality processing unit and the integrity
processing unit formone nodule whichginputs the control signal and the
data fromthe radio conmunication control unit, and the nodul e perforns at
| east one of the 10 confidentiality processing and the integrity processing
on the data input based on the control signal input. 6. A radio

comuni cati on apparatus conprising: a radio comunication unit for

recei ving and denodul ating data; 15 a radi o communi cation control unit for

i nputting data denodul ated by the radio conmunication unit, processing the
data based on pitet orelio comdrwnicptioni rppahatudatd glonesedyherein the
confidentiality/ integrity processing unit for inputting a control signal
and the dendidensialiti/integaity cenpeassivgt i vhitcomdlyesnimuliiplsedmessage 20
control signal input per-form ng at |east one of confidentiality processing
of decrypitiljenteatdor godnarPardiig €gitgr ocessi ng of detecting tanpered data,
and outputting the data processed to the radi o comruni cation control unit;
a terRinal interface unit for inputting the data processed fromthe radio

comruni cq\gji on ntrol_unit and outputting the data, .8 June 2004 41 wherein
the confident i diH% AR cGPPIMNFBEEE s PREAAMS (Hplaim ne el tas gnal

fromthe radi,o co nicati on control. ynit and sel ectivel .
conﬁilden processﬁlg unit and Hle t1111:e:grd'ity process\{ng X.lmt form one

module which inputs the control signal and the data from the radio
commurnication control unit, and the module performs at least one of the
10 confidentiality processing and the integrity processing on the data input

based on the control signal input.

6. A radio communication apparatus comprising:
a radio communication unit for receiving and demodulating data;

15 a radio communication control unit for inputting data demodulated
by the radio communication unit, processing the data based on protocol,
and outputting the data processed;

a confidentiality/integrity processing unit for inputting a control
signal and the data from the radio communication control unit, based on the

20  control signal input performing at least one of confidentiality processing of
decryping the data and integrity processing of detecting tampered data, and
outputting the data processed to the radio communication control unit;

a terminal interface unit for inputting the data processed from the

radio communication control wunit and outputting the data,



inputs the data fromthe radi o communi cation unit based on the $umet2064
signal input, 5 wherein the confidentiality/integrity processing unit
performs the confidentiality. processing on the data input and outputs the
data processed to the termnal interfiace unit, wherein the radio

communi cation unit outputs transparent data and non-transparent data, 10
wherein the data comruni cation control unit inputs the non- transparent
data fromthe radio communication unit and nakes the confidentiality/
integrity processing unit process the non-transparent data based on

protocol, wher eiterelie thadicnGidentinliggin@ariep nbrctessinigt 16A0t fiPhdst Bge 15
transparent data to be transferred fromthe radi o communi cation unit to the
conf i dentdoaltidl ydignake fifoint yther fdis storgrmitiitation pmteslnihiteasdnédielsiielyl i ty
processing, wherein the confidentiality/ integrity processing unit is
connect ednputs tthe dadi fvomotimiradmt comntonicatibnuanit basdd anptheakcbatrol
interface so as to input 20 and output the non-transparent data, and

wher ei n tsygnaanpiitlentiality/ integrity processing unit is connected to the
termnal interface unit with a serial interface so as to output the

t ransparent datveharein thet eonfideaitiality ntegrédyunracessing voingetfodmisothdie radi o
communi cation unit with a serial interface so as to input the transparent
25 data foogfidentialioprpcessimgrine the datainnut and eméprothejdata processed

to the terminal interface unit,
wherein the radio communication unit outputs transparent data and
non-transparent data, -

10 ' wherein the data communication control unit inputs the non-
transparent data from the radio communication unit and makes the
confidentiality /integrity processing unit process the non-transparent data
based on protocol,

wherein the radio communication control unit controls the

15 transparent data to be transferred from the radio communication unit to the
confidentiality /integrity processing unit to perform the confidentiality
processing,

wherein the confidentiality/integrity processing unit is connected to
the radio communication control unit with a parallel interface so as to input

20 and output the non-transparent data, and

wherein the conﬁdehtiality/ integrity processing unit is connected to
the terminal interface unit with a serial interface so as to output the
transparent data to the terminal interface unit, and connected to the radio
communication unit with a serial interface so as to input the transparent

25 data from the radio communication unit.



7. The radi o communication apparatus of claim®6, wherein the 8dJune2004
confidentiality/integrity processing unit includes: a confidentiality
processing unit having a decrypting unit for 5 decrypting the data input;
and an integrity processing unit havifg an integrity verification: unit for
verifying an integrity of the data input using a nessage authentication
code appended to the data input. 10 8. The radi o conmuni cati on apparat us
of claim?7, wherein the <confidentiality processing unit includes multiple
decrypting units. 9. The radi o comuni cati on apparatus of claim?7, wherein
the integrity processing unit includes nultiple integrity verification

S o ol | Tiie 268, COMMALRALAN ARRALALY S CTughd! B Tupbhaneiic! he

confidentiality processing unit an egri processi ng "unr't rmone

modul e m&&tﬁdé}ﬁ}éﬁﬁﬁﬁ%é}ﬂ%ﬁﬁ&ﬁ%@%ﬁ%ﬁﬂ&&dat a fromthe radio

communi cation control unit, "and el n the nodul e, based on the control 20

signal input, periohfiderdtalltfaPro8ir RPHRCES: o%n&‘tgﬁ.gﬁggéi deht i gl t

y
processing unit and the integrity processing uni a I nput. 11.
The ra&li odeqypunpenkidea -algs of claim2, wherein the confidentiality
processing unit and the integrity processing unit enploy the 25 sane

encryption al godn ihtBerily J166cstd0d vhdt havinkheniadRitgOMRMt¢RhL QRitaeRar at us
of claim7, wherein the confidentiality processing unit and the integrity
processi neerifpirig @nphegrithef the data input using a message authentication code

appended to the data input.

i0 8. The radio communication apparatus of claim 7, wherein the

confidentiality processing unit includes multiple decrypting units.

9. The radio communication apparatus of claim 7, wherein the integrity
processing unit includes multiple integrity verification units.
15
10. The radio communication apparatus of claim 7, wherein the
confidentiality processing unit and the integrity processing unit form one
module which inputs the control signal and the data from the radio
communication control unit, and wherein the module, based on the control
20 signal input, performs at least one of précesses of the confidentiality

processing unit and the integrity processing unit on the data input.

11. The radio communication apparatus of claim 2, wherein the
confidentiality processing unit and the integrity processing unit employ the

25 same encryption algorithm.



sanme encryption algorithm 5 13. The radi o conmuni cati on appar%f%ﬁ?%ﬁoﬁﬂ aim
1, wherein the conmunication apparatus is a cellular phone. 14. The radio
comuni cati on apparatus of claim®6, wherein the radio comunication
apparatus is a cellular phone. 10 15. 4he radi o communi cati on apparatus of
claim1l1, wherein the radio communication apparatus is a radio station for
sending/receiving data to/froma nobile station. 15 16. The radio

comuni cati on apparatus of claim@®6, wherein the radio comunication
apparatus,is a fadio station for sending/ receiving dat to/froma nobile
station. 17 Tﬁth?aﬁ% chﬁﬁﬁﬂpgﬁFﬁﬁﬁla 3?%% E# %FHPn?ES?EWﬁ iHet he
radio 20 station. ks _either.of a.bas ransceiyver stat.ion and a radio

networ k caiidsicity fsbOsieuts wiub ARG PR Prar T ng s b eripiaf Hhee
wherein the i i . 8.either of a base transceiver station and a
radi o netmoré%%gﬁﬂi%ﬁigggrf Jjstract The present invention ains to provide
a nobile station (MS) 100 which can performconfidentiality processing and
integrity processing on data layer 2 or upper. A confidentiality/integrity
processi ngg uni t140 }5dioPBMlHEH ;AR ihale | it 1 . adj
connunicag?on contré?hﬁnftﬁgg, angR% r J%g%g%%n%%fga |o%’uﬁpfﬁag.q#ﬁe

confi dent ighhhitAlies #)lé:atlﬂsrig(‘aeééhﬂgr Bﬂbhe.‘lo performs only the
n

confidentiality proces g on

14. The radio communication apparatus of claim 6, wherein the radio

communication apparatus is a cellular phone.

10
15. The radio communication apparatus of claim 1, wherein the radio
communication apparatus is a radio station for sending/receiving data
to/from a mobile station.

15 16. The radio communication apparatus of claim 6, wherein the radio

communication apparatus is a radio station for sending/receiving data

to/from a mobile station,

17. The radio communication apparatus of claim 15, wherein the radio

20 station is either of a base transceiver station and a radio network controller.

18. The radio communication apparatus of claim 16, wherein the radio

station is either of a base transceiver station and a radio network controlier.



transparent data such as speech data transferred between the t&duienzl04 F
unit 10 and the radi o communi cation unit 30. The confidentiality/integrity
processing unit 40 perforns the confidentiality processing or/and the _
integrity processing on non-transparent data transferred to/fromthe radio
comuni cation control unit 20. The confidentiality/integrity unit 40
sel ectively perforns the confidentiality processing or the integrity
processing on the data of |ayer 2 or upper output fromthe radio
conmmuni cation unit 30 based on the data kind.
Abstract
The present invention aims to provide a mobile station (MS)} 100
which can perform confidentiality processing and integrity processing on
data layer 2 or upper. A confidentiality/integrity processing unit 40 is
5 provided among a terminal IF unit 10, a radio communication control unit
20, and a radio communication unit .30. The confidentiality/integrity
processing unit 40 performms only the confidentiality processing on
transparent data such as speech data transferred between the terminal IF
unit 10 and the radio communication unit 30. The confidentiality/integrity
10  processing unit 40 performs the confidentiality processing or/and the
integrity processing on non-transparent data transferred to/from the radio
communication control unit 20. The confidentiality/integrity unit 40
selectively performs the confidentiality processing or the integrity processing

on the data of layer 2 or upper output from the radio communication unit

15 30 based on the data kind.



