A nmet hod and apparatus for providing |ayer-independent secure network
communi cation is provided. According to an enbodi nent of the invention, a
‘transm ssion nediumis provided between a first network node and a second
networ k node. Both the first network node and the second network node
support at |east one conmon comruni cation protocol. A Java output streamis
establ i shed between a first process executing on the first network node and
the transmi ssion medium Al so, a Java i npdf-streamis established between a
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transmission medium is provided between a first network node and a second network
node. Both the first network node and the second network node support at least one
common communication protocol. A Java output stream is established between a first
process executing on the first network node and the transmission medium. Also, a Java
input stream is established between a second process executing on the second multi-
layered node and the fransmission medium. Data to be transmitted from the first process
to the second process is encrypted by the first process and written to the Java output
stream. The data is transmitted to the second network nodc. Then the data is read from
the Java input stream by the second process and decrypted,
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