WO 98/ 26535 :
PCT/ US97/ 21968 CRYPTOGRAPHI CALLY PROTECTED

RAG NG SUBSYSTEM _
BACKGROUND OF THE INVENTICN (1) Field of the Invention

The invention relates to data protection in an insecure environnment.

More specifically, the invention relates to handling nenory resource
exhaustion within a secur e enV|ronnent wi t hout jeopardizing the security
of the datTramsilatien o P Q4360 (2) Related Art
Resour ce exhaustion and partlcularly menory exhaustl'n =St
common problemin conputer systens. The random acces WT HAS BEEN |.
(RAM) from which prograns can be executed is necessafily |RERUASEDbOt h -
by cost and space. External nenory devices such as h aT SR T TVveES;
magneti c tape, and so forth are used to hold prograns and data not
currently being accessed by the processor. Virtual nenory uses these
external menory devices to aneliorate the physical nmenory constraints of
the RAM and create the appearance that adequate space is available in the
RAMto hold all the currently needed code and data. Virtual nenory has a
hi erarchi cal structure based on a page directory, page tables, and page
frames. A page frame contains a block of usable code or data. The size of
the bl ock is determ ned by design considerations. One conmon page

frame size in existing systens is four kilobytes. Thus, the m ninmm size
bl ocks that can be noved in fromexternal nmenory to RAMin such a
systemis a 4K block. The page table holds the base addresses of a number

of page franmes. A page table is the sane size as a page frame_and can
Aqueous Solution and Process for Phosphatizing Metallic

Surfaces

Description

This invention relates to an aqueous, phosphate-containing
solution for producing phosphate coatings on metallic sur-
faces of iron, steel, zinc, zinc alloys, aluminium or alumin-
ium alloys. This invention furthermore relates to a process
for phosphatizing by using an aqueous phosphatizing solution.

From the DE-PS 750 957 there is known a process for improving
the corrosion resistance of metals, in particular of iron and
steel, by treating them in a solution forming phosphate coat-
ings, where the solution contains an accelerator, and where
nitromethane, nitrobenzene, picric acid, a nitroaniline, a
nitrophenoi, a nitrobenzoic acid, a nitroresorcinol, nitro-
urea, a nitrourethane or nitroguanidine is used as accelera-
tor. The optimum concentration for the individual accelera-
tors is different, but in the phosphatizing solutions it is
generally in the range between 0.01 and 0.4 wt-%. For the ac-

celerator nitroguanidine the optimum concentration is said to

be 0.2 wt-%.
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sigilarly be paged out to external menory.
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P&ET/ US97/ 21968 ' The page directory is simlar
to-the page table except that it holds~= 2 = t he base address of a
nunber of page tables. Typically, it is retained in . _ I nt er nal
menory and not paged out. The base address of the page directory

is held in an internal CPU control register. Functioning of paging systens
i s gener al Frofelthe, MFE0S 38d 00 83 there is known a process of |phdss al so

possi Ibl e t@)h‘&fjt@.%ti%q?‘n@ﬁéij[ %ﬁélﬂafc%%quri?; %‘ﬁtﬁ‘@:ﬁfm -sldlzlﬁraces of iron,
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secure envi_ronnment W thin t e a ed, .oyt o exter menory
i s readil yagoﬁ‘pnggmpgé'&t%r é‘g\/%?'fa & gl Fe o%?“cgoe%ﬁa:@t itcgﬁ:lﬁes rs%aazﬁ’ee is
exacer bat ethriomghite ine contacty Wwidhment agueoush sodutd omotconta@diniagd 190p e
concerns egga 2t g, maLpt AN hys2ta | v r [ t : ed a
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desi rabl e celgxagpre 100tPnd@0eg NO3 /1 and/or QedsbAaBt@ geeuganjcf ndm

substi tuti Q%oaﬁém%ﬁhﬁis_c?@ro'li%btré}cklhe‘ife RheJkdThtion has a pH vaAWe daf a
beyond t he nennr¥ capaci f a ge%ure envi r onnent

Q . .
BRI BF SUMVER® EPPYRELFRUERTPORO and a ratio of free Acigd feytet@lsystem
for mai nt aagidgoifntiegr tby 1an00coAki deceilelratyr, an m-nitroben@kneages paged

| S :
envi r onnenPur£oRege; 88a0r, 1 EABYRARININE iay B8 HERY, mhey phoepbate
from a physpetlingsspraducedyinoarerrdascenvitbe thee koowinr proeess have

integrity hts08feRALEd g2 gtored for the outgoing page. In one
enbodinent?B?%FgﬁﬁgEggh?ﬁe ?orn1of t an a one-way hash of the page

using a well-known one-way hash function. The outgoing page is then
encrypted H$tR8ughCi¥PigokaBWhCpkly sét thAE aRerkvRuafRdahdothhhFe AXRA0

as accelerator when phosphatizing metallic surfaces, the
practical use of this accelerator meets with some difficul-
ties, as the phosphatizing results achieved are very fre-
quently unsatisfactory. This is quite obviously due to the
fact that the effect of the accelerator nitroguanidine very
much depends on the inorganic components of the phosphatizing
solution and the concentration of the inorganic components of
the phosphatizing solution, so that the phosphate coatings
produced by using nitroguanidine only have good functional
properties when one succeeds in providing a phosphatizing so-
lution in which the individual components are adjusted to
each other such that when using nitroguanidine as accelera-
tor, phosphate coatings of good, constant quality can be pro-
duced also in a continuous operation. Moreover, the interac-
tion between the nitroguanidine and the remaining components
of the phosphatizing solution cannot be predicted or deter-
mined by theoretical considerations or simple experiments,
but must be determined by extensive experiments on different
phosphatizing systems. The frequently unsatisfactory results



the algorithns that mght be used in one enbodi ment of the invention are
| DEA and DES. The encrypted outgoing page is then exported to the
external storage. By virtue of the encryption and integrity check, the
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PCT/ US97/ 21968 security of the data on the outgoing
page is maintained in the insecure envi ronnent .
BRI EF DESCRI PTI ON OF THE DRAW NGS Figure 1 is a

bl ock di agpfh aflsg dpet &m sheoReoEnWaderrefrlybidisy and the uneven dis-

invention. tripbution of the nitroguBhddi@e; i s a bl ock diagramof an
al ternate enbodi nent of the i nventi on.

Figure 3 is a flowhart of a software installation in one
enbodi nent 16f ishehere€direothe object underlying the Engentiéa itd rdiare am

of software_installed_f len_t . . envi ronnent of
one enbodiﬁgn?agfoP eSPgégggﬁoﬁgr Bﬁ?§Sﬁg¥iz1ng metalllcFﬁﬁﬁggcfﬁ'is a

di agram of wpagh dbnbainsyhpsyeguablidiset pg sfcederator, and whoseemesdi ment
of the invgeRtLh9Ay components are adjustedthugS§h53tﬁ?g %ubﬁ gnhioppart of
a pagi-ng operatlgn I'n-one ._enmbodi ment of the invention after

i nst al | at i phopphasapreatings formed during phosphatiring BESCRLR®LIPN OF THE

| NVENTI ON crystalline, have a low coating weight, provide for a good
lacquer adhesion and ensure a good protection against corro-
sion. It is furthermore the object underlying the invention
to create a process of phosphatizing which uses the phos-
phatizing solution in accordance with the invention, where
the process should operate at temperatures as low as possi~-
ble, may be used for phosphatizing different metallic sur-
faces, and should operate by using simple technical means as
well as safe in operation.

The object underlying the invention is solved by creating an
aqueous, phosphate-containing solution for producing phos-
phate coatings on metallic surfaces of iron, steel, zinc,
zinc alloys, aluminium or aluminium alloys, which contains
0.3 to5g Zn2+/1, and 0.1 to 3 g nitroguanidine/l, where the
‘acid value is 0.03 to 0.3 and the weight ratio of 2n : P205 =
1 :5to1l: 30, and which produces finely crystalline phos-
phate coatings, in which the crystallites have a maximum edge
length < 15 um. It has surprisingly turned out that by means
of the phosphatizing solution in accordance with the inven-
tion very finely crystalline phosphate coatings can be pro-
duced, which effect a good lacquer adhesion and a good pro-
tection against cbrrosion. The crystallites have a laminated,
cuboid or cubic shape and always have a maximum edge length
< 15 um, which in general is even < 10 um. Furthermore, the
phosphatizing solution in accordance with the invention is
very well suited for phosphatizing cavities. The phosphate
coatings deposited on the metallic articles from the inven-



Figuré 1 shows one enbodi nent of the invention in which a

physically secure environnent 1 is coupled to an insecure enV|ronnent 2,
and particularly, an external storage unit 4 by a bus 7. Various ways of
~creating this physical barrier are gen&r& Iy well-known in the art, anong
them tanper-resistant packaging materials, tanper-resistant die coatings,
and tanper-resistant wafer coatings. Qher ways to naintain physical
security are al so being devel oped. Two_such exanpl es are described in co-
pendi ng patdNe ppps igdagseplyting bayes a5 coating wedghsFofRE .5 to
S§N|CCNDUCECB ?gggggpréﬂéréﬁiyabf“@ 50864§2g?ﬁg tsbl €dat the lacquer

PCT/ US97/ 28dbgsion 1s favorably influepeedepWishpRegiRe cOmkeDtoRs S 97
ELECTRONI Cthe anticorrosiveCpiRopetBiesband &he daeduer hAhecaivnidaesf the

I nstant ap Ilca% on. ifi This physically secure
envi r onment *¢X85ft S8 5 5P8§&¥§or 16 coupl ed by a bus 17
to a random access nenory (RAM 14. Bus 17 is electrically

i sol ated f SHEJ.Z' B¥ QHS ' %Srfﬁiebé@%tl& dn wéC@oE@i' Peogf Oﬁfhe deter-

exanpl e, e unit, the secure endi
shown in Fmgaatlen aif §p?|§ﬁ§ﬁlfPa§n h%nh@§e45onnyh%etptn¢tu@n @fidthe

coupl ed top HB§Fﬁ3rlIhﬁc&ha§h ﬁotnel@r&ﬁaéyf9hobgﬁﬁtb%rEk%hO%%ge of
secret infornm , t her. eof % | ocated to appllcatlons

runni ng i n®EH&VELENFE QH%P oﬁﬁeﬁge RUMATE N RRPFP PﬁeoﬁQ EhBogANd YR lenge
real time peinel ofotheesaconfiaggephosphbites Ther aditnvaheel iadhcares y.

Thi | | ] t t f d h

I nt ervent .“%ﬂa( rebRo o5 PEal.rOEn. | SalenESbed B8 chbb Rabee 48" Bhtrtal o
movi ng thePgégnéTherdei@nntbmnse@md|d§texmim@tiomemeth@dd ferethe total
The secure %(9‘“&19{'% ted POL P %%?)l\ﬁltdédj RAGHN f:yi‘

servi ces. T hat_ connection h 1 nt chec engi ne %%ﬁrm a one-
way hash ofatien bzgwngReesﬁbeHD#ﬁePbeéahétéﬁvpnanﬁentMetaﬂ epﬂe 1988,
i nsecure epyge8nNgYot 8. 304is provides an integrity service as expl ai ned

In accordance with the invention it is particularly advanta-
geous when the aqueous, phosphate-containing solution con-
tains 0.3 to 3 g Zn2+/l and 0.1 to 3 g nitroguanidine/1l,
where the acid value is 0.03 to 0.3 and the weight ratio of
Zn : P,Og =1 : 5 to 1 : 30. With this inventive solution,
which due to its zinc content of 0.3 to 3 g/l is suited for
performing the low-zinc phosphatizing, particularly good re-
sults were achieved on the whole.

In accordance with the invention the aqueous solution should
contain 0.5 to 20 g NO3 /1. The inventive nitrate content fa-
vorably influences the maintenance of the optimum coating
weight of 1.5 to 4.5 g/m?. The nitrate is added to the phos-
phatizing solution in the form of alkali nitrates and/or by
means of the cations present in the system, e.g. as zinc ni-
trate, and/or as HNO3. Since the nitrate-free aqueous solu-
tion also provides good phosphatizing results, the known ac-
celerating effect of the nitrate is in all probability of mi-
nor importance in the present case.



bel.ow' If the data is paging out of the secure environnment 1, the one-way
hash value fromthe integrity check engine 13 or sone portion thereof is
stored within the secure environment as an integrity check value (1CV) for

| at er conpari son when that page of data i% “subsequently paged back in. An
encryption/decryption engine 12 encrypts outgoing pages and decrypts

I ncom ng pages at the interface before sending themto the external storage

4 or integrity check engine_ 13, respectiyvely, thereby providing a
- confidenti 3R BFCOFAANCE W Atﬁaﬁaﬁhﬂﬁgﬁﬁ§ﬂoﬁbﬁ€f&Fbr urg-hermagie, IRnPtisiashs
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page. |f tBhgaigss epre®siome page is al l owed to popul ate
secure RAM 14. Because paging in and pagi ng out
general ly involve |atency.and t secyrity services

i ncrease t BB PECOKERANCR %Héhe9eﬁPrGPe£ pspectaef the inyention it is
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[ rly
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space for the physphatizing baths is achieved.

The object underlying the invention is furthermore solved by
creating a process of phosphatizing, where the metallic sur-
faces are cleaned, are subsequently treated with the aqueous,
phosphate-containing phosphatizing solution for a period of 5
seconds to 10 minutes at a temperature of 15 to 70°C, and are
finally rinsed with water. This process can be performed with
simple technical means and is extremely safe in operation.
The phosphate coatings produced by means of this process have
a constantly good quality, which does not even decrease with
an extended operating time of the phosphatizing bath. The
minimum phosphatizing time is shorter in the process in ac-
cordance with the invention than in known low-zinc processes
employing the usual accelerators. Minimum phosphatizing time
is considered to be the time in which the surface is covered
with a phosphate coating for 100 %.

In accordance with the invention it is provided that the
treatment of the metallic surfaces with the phosphatizing so-
lution is effected by spraying, dipping, spray dipping or



linmited. Symmetric encryption is also typically orders of nagnitude faster
than asymmetric encryption. Two such symmetric encryption schenes are

| DEA and DES. O her cryptographically strong encryption algorithns

coul d equal ly be used w t hout departind’fq(ﬁn t he scope and contenpl ati on
of the invention. One-way hash functions are generally well-known in the
art. Two acceptabl e such hash functions are SHA- 1 and MD5, but ot her

hash functions could also be used w thoyt, departing fromthe scope and
cont enpl at X 16T @RPLIRALHAQy These working ‘techniques mpan & veymowide

al ternati v%nﬁnmda'ﬁa@nwfratm !d”ﬁleiliﬂldmzdgﬁ.\dlrﬁﬂ to the process irdgdddenal
services wifhint secur e _envir.onme . .n this _enhodinment, . .
the secure dE@H\ﬂer (Wﬁg’nﬁ: Jinqur}ﬁ}lo&fe:#ne@c&orga&% Iwé’r{'gh&ﬂ‘%s’inﬁ’g?%w i
security tenimeEdgutatd dekpantioculiarm yaradvantiagquuss iwhan tise phias-€hi p
resi des on . s 0 SOE I%ﬁé ] 8 SSQr

and a host 1%&1%%9.?:{#& él?eé%unlt %} e ec?t% :ﬂca;%"la;‘n%ég_ ha e_rgactt%hoe osfeéﬁ}e
envi ronnent: B2@s17 LrenilPhtossteAPbuand. whenhtheophosphatdzing sodu-
processor %@.o@@%e@tfoﬁa%ﬁfﬁi@@?iatso Xl rSAAYE W 1. Wi chymay gbe,
e.g., a personal conputer harddisk. In one enbodi nent, secure processor
WO 98/ 2653%0 1 : 18.

PCT/ US97/ 21968 16 pages in 1K increnents, while
host processor. 26 _pages in_ 4K \ ., i.ncr nts., Because t he
secure RAM P43€E0 & 6'%‘ t{lka)nye[nttilogl 1t 1s often adv M=% to
enpl oy a swhleneafage clieaninigachies megpilddic puafislcmsedrehedireated with an
menory exh | ' I Is - . : € .Si.Ze
nas beon T oued aber, stk Bontelils 3 Ritandlin LancAISY, pORAR" ik
processor S8PPOTASc hheeformatdons ofsairlpsgd, Hdselyr savsteld Lige zdames t he
pages of ppaeephatelBoaktdhgd in external menory 4 as 1K data bl ocks.

The secure environment 20 cContains both an asymretric encryption

engi ne 22 and a symmetric encryption engine 23, coupled to bus 17. As
menti oned ghawdlyhuiti deepravdded tinlacresdansewwtilthn thiee invemtdon that
envi ronment_.and ectrically isolate 17.tromsystem bus .7 .whic

ext ends inFS%Fﬁe%hﬁsE&BF&“@n?PFSﬁ%@R@.Qég%ﬁéﬁPﬁb%EﬁéPhQngai ' eghﬁb

metallic surfaces are aftertreated with a passivating agent.

The passivating agents used may both contain Cr and be free
from Cr.

In the cleaning of the metallic surfaces provided in accor-
dance with the inventive process both mechanical impurities
and adhering fats are removed from the surface to be phos-
phatized. The cleaning of the metallic surfaces belongs to
the known prior art and can advantageously be performed with
an aqueous-alkaline cleaner. Expediently, the metallic sur-
faces are rinsed with water after cleaning. Rinsing the
cleaned or phosphatized metallic surfaces is effected either
with tap water or with deionized water.

The phosphatizing solution in accordance with the invention
is produced in that about 30 to 90 g of a concentrate con-
taining the inorganic components of the phosphatizing solu-
tion as well as water are filled up with water to 1 1. Subse-
quently, the provided amount of nitroguanidine is introduced



be.-the preferred provider of the confidentiality service. The asymetric
engine 22 is used during installation to verify digital signatures and
generally nmake the secure environment nore robust. Installation is
discussed below. It is inportant to redli%Z€ that the secure environnent 1
of Figure 1 and 20 of Figure 2 are interchangeabl e between
t he enbodi nents. In one enbodi nent, the encryption
engi ne performs encryption | . piq?t bytes at a time, and the
integrity dindek theyiphosphatdzine spkuision ip the form of a suspensionsuch

an embodi NRJYt .adIfWaY. IHNE YA diPIEiHe dHeddyf 7 Nfke, and the
I's provided as part of the eng

&%ftlonéﬁp I ne to ensure correct data flow.
Det er ni nat iBIPEHANGRE HanaHmed Auning RhqiphatiZiPg SRR (ANt DUgUSL hee
ability of complefted Gynaiddivlyg |the redrivertiate vl tiike daltrdduamidims, of
t he respecti ve engines. At sone
time, software nust be installed in the secure environnent.
Such "of f tTee astedld "theofdiffiicuditl [dossge @ff dhe muitt oguanidimteecasg rpdvre
manner use i t hign s SRR Vi dyygqgh aady | i YA l,gi t al
si gnature %r?\lydhrlcé;ml%% usq?e?oq'\?leﬁrfy the cgu%l\grﬂ ité%%&%?éx{%lé}g\éﬁ%a%ﬁ
bei ng nitroguanidinestif iaroduged tatcesithmagueons isalutiam i the
Slﬁpportegl ffdi'iih 'o;in a%/\"stt@ldtll]&l@%d sus%ension. In SREHRAABE WFEYE Hhe ﬁﬁgur e 3
shows a flowchgrt of _installati,on qf a cq s . program.in the
secure sysVEREIAN s Fhe sHsRensien, 15 Ftabildzed; widh @ sheet siljsadw 26535
PCT/ US97/ 2¥96G%& suspension contains 100 &d 300 ig aliitztiguamidEsie)1, S10 to
generated f,or an.applicat.i t i nst al . .
gener ati on 3g)a|9 E&e%%c 5%110%%&{1 ugilgl r‘#g I?:?’hee IJre %%d(‘)’%%&ﬁb&t FaPe PRSI KR h
gener at es deldoered by Readsmod pumpse apdl lisc isc@blet idverhd dewintdss key
l ength is reach ' loe g a
€3Chedle i t20eAHICE NEE Woed Mo g&gﬁgh$gﬁgfﬂ has

! Aty
thirty-two bit output redi ster. The prqcess S the register a
number extended per -t TRes SNSPENsdOn d§ prepadiededsudhatatdemsiiaet f or

a full keygif@yatedis suspended in 1 he fAN§ Weddniizdd Watdiey dnd taRED
application, i.e., all cqde S _assqci ated

with one afBfi Bitroguent n%ﬁﬂ'%&%\ggﬁg? EEl"ﬁ’l"é’ thecSame- At The PH valug
shared keysfbet weed padetiing tihathiel phbesphetdzing solatden RM@ESuspen-—
have identigal, §QN48%krol/a8Y WU LndCRItRLhaRTHiNR 10 220 1§ VPt ed

fine distribution. In accordance with the invention, the

sheet silicates [Mgg(Si7.4Alo.6)020(0H)4]Nag. g -+ XH,0 and

[ (Mgs5.4Lip,g)Sig020(0OH3F)4]Nag. g -+ XH20 turned out to be par-

ticulary useful. These are synthesized smectite-type three-

layer silicates. The sheet silicates have no disadvantageous
effect on the formation of the phosphate coatings. Apart from
their actual advantageous effect they also improve the sedi-
mentation of the phosphate sludge and increase its solids
content.

The subject-matter of the invention will subsequently be ex-
plained in detail with reference to embodiments.

The embodiments 1 and 2 were performed by means of the fol-
lowing process steps:



value. However, in addition to the key, an initialization vector (IV)

ef f.ects the encryption result: IVs are comonly used to
provi de cryptographic synchroni zation. Mdifying this IV
i Re nodi fying the key will change the = ° ~ resulting encrypted
val ue. Because this systemis effectively sending nessages
toitself, it can have a secret IV for the encryption engine. Wth a
secret IV and usi ng, for exa the page nunber as an offset, different
encrypted dd a The Bunfaces @ aml'--’e%lf%tq?wlﬁtwgetpﬁra%ekey

coul d sheet wé¥e Q?Ié&rﬁé&dféﬁrs mutt@egeat T80 &c Wiith | AGHEHSEy t he
nmenory required to be key)stora e, but

i mprove the sed@h¥aling Q%ﬁ?Qﬁﬁe$%§;§4ﬂF°uS Soleis didegrrased ime
encryption resiplasticuldre. key and the snmaller the sanple of

data encrypted under one key, the tougher the data is to cryptanal yze.

At functional block 121, a page of information is retrieved fromthe

i nstal | ati dn diTien Busingistg Migl dap watfinywas 2fifedtedefanupl 2dnimytes g. ,
a disk drive (@ ;¥ Pe Ijddg such installation disk or other sources
such as the Internet. At functional block 122, the incom ng page woul d be
hashed and an | CV generated therefrom and stored The system needs to

generate adys ts@b’géqhé‘mye,a@h PRAG VR W lwath HF MU tRSh V&

401
t he |nstalle Aft.er the e |s hashed and
the resulting 1t6F (3 9/1"H:8) Contaitind oS Yirahni G mhosphdbe, fot 2 pem,

entry i s added rtieda gfa@e 5 alilmtes at room temperatpﬁ@a tabl e ent ry wll
contain a page location identifier to allow the page to be
| ocated in external storage and may al so contain a software pointer to the
-7- W3)98/Thes35 phosphatizing was performed by dipping at about

PCT/ US97/ 21968 550c for 3 minutes. | CV corresponding to that page. This
i s discussed bel ow in connection with Figure 4b. This
presunes a previously created page table. Creation of page

tables is ggnerdihal 196! rikedwy wast perFormed/\ri¢ht itdps watler for 0.5
al l ocati ng page.fr are di scussed bel ow.

e
Once a key is 8&H@$§Fe8 aﬁ&oﬁrg?P§§5 FrEne encryption engine, the

engi ne encrypts the previously hashed page at function bl ock 124. The

page that i engeyBhalphdel Yl Lo92achkORrk?ariSaeYARE Sonkedle i nal

The composition of the aqueous solutions used for phosphatiz-
ing and the properties of the phosphate coatings are indi-
cated in Table 1.

In accordance with the embodiments 1 and 2, comparative tests
were made with phosphatizing solutions known per se, which
contained, however, a different accelerator (Comparative
Tests A and B). In addition, a comparative test was made with
a phosphatizing solution which was non-inventive as regards
the ratio Zn : P05, and which contained nitroquanidine as
accelerator (Comparative Test C). In the Comparative Tests A,
B, C the process steps a) to f) were performed. The composi~-
tion of the phosphatizing solutions used for the comparative
tests and the properties of the phosphate coatings are indi-
cated in Table 2.



storage unit 4 at functional block 125. In this way, the page being

i nstall ed does not reside in the secure RAM 14 until paged
in after installation is conpl ete. At decision block 126,
it is determ ned whet her the | ast page “hads” been retrieved

fromthe install disk or other source. If not, the installation

continues by returning to retrieve another page at functional block 120. If
it has retrieved the | ast Eage deci sion bl ock 1&7 re segts an inBIicit
deci si on dERenePRPRBHSORCP ?h%m§9§%%ﬁPF§qﬁl?B 9e¥ ' theofoBPagRgGi t al

Si gnat uresgjyé TéséQeﬁ rEqsndGCSﬂéheaﬁslﬁhaatwmﬂh ﬁhefphﬁéph&ﬁhzbthbo&ZB

h d
engi ne vi huthgn in acdordande WTLH! FobliRREAYEbA U M EE BRKREDIYC,
t he Originaﬁ@rwéil+hfledfphasphatlzlng solutiongegngdexesuttedanad conpared
to the over % %3%”$hé¥§tt§§|ﬁfhﬁ&ggaﬁf? ne ha much bet¥$£'%ﬁnEhat a
%Y% atu f

valid dlgl?% re exrs or t nst lware.
di gi tal sityhanaleprepeypiesl than bhe- §ﬁ99ﬁ8§ﬁt6¥ Fﬁe fﬁﬁh?fﬁQﬂRﬁI%##Y%e

instal | atippsgdi ek gHEAYR! ERat'SbAty ! BY aéiﬁatEhaaihveﬁtaaeaﬁaﬁﬁﬁbté@skey
For verification Burgos es, Eggnne ric eng e all ows
this signageeé apdppractical phospha HEEP?pF@ﬁu 8rendcBasVee-part of an

asynmetric key. In decision block 129, if the signature is
aut hentic, _the i allajion Ls.dee C

functional T B?o%ﬂgﬁéﬁme? %e E?gﬁ ?E? ?ngg%ﬁa { R Peing, Fhe followipg

bl ock process condieionshewheseaitashgulds1nepectaqu1andbatChenkedonal

bl ock 132, vhd Ehg#'eﬁ tfﬂventlon was sulteax£6£n@hoébﬂﬁegslﬁaaesvaelageed

for other Y sys em or user as a policy
matter, noSteelrelqeete werestreaked iB AabexXasipyhatipg a cavity in ac- fqf
'”Sta"at' %Hea wiehSﬂEBcés§y§£é§h a§teﬁpé§,tﬁhiaﬁtﬁbkesaﬁbbﬁéﬁ-WDU|d
be presune i'nstal lation |s Sege %ﬁ athfunﬁtkonah bl ock
130, folloﬂlﬂ@eeeenstbﬂ gnbedigents 1 an DFY e phosphatize

- 8- V6x- 881 26R86ts was effected in the cavity (box) at room tem-

PCT/ US97/ 21968 h
i nvent i on BRBREYEE HERPHE ﬁ?@?ﬁ?ﬁﬁedlﬁlr' TheCngSggggi§§nEﬁOEﬁg Sgue-
directory aﬁsageluetoﬂssusedtﬁersphqsphamazingandCQVpageand the pr0per-

table is agpogi kofnd! bHogRliaPRbAE2hhRNardNenARER AP S FaBld Be paged

out app Icati1on I's not 1 n use. For exanple, upon
verification of the

As regards the coating weight, crystallite edge length and
minimum phosphatizing time, the phosphate coatings of the em-
bodiments 3 and 4 approximately had the same properties as
the phosphate coatings of the embodiments 1 and 2.

In accordance with the embodiments 3 and 4 the Comparative
Tests D and E were made, where the individual process steps
were identical. The phosphatizing solutions used in the Com-
parative Tests D and E are known per se and contain hydroxyl-
amine as accelerator. The composition of the solutions used
for performing the Comparative Tests D and E and the proper-
ties of the phosphate coatings are indicated in Table 4.

A comparison of the embodiments 3 and 4 with the Comparative
Tests D and E reveals that with the invention a very good
phosphatizing of cavities can be achieved, as in accordance



digital signature, the page table could itself be paged out just |ike any
ot her page. The pagi ng out process is discussed further in
connection wth Fi gure_5_bel ow. In
an- al ternate enbodlnent bot h the page d??ectory and the page

tables (for the entire V|rtual menory size) are retained in the secure RAM
Thus, on installation, the pages are nmapped into those page tables (e.g

nore than one apzl i cation may share one page table) before being exported

to externaWi ioeg gompleteen Gl osed PhoSPhater caatdngs @xs on
because onbroahe:eaeedﬁa fRageef ﬁm& FodinaltidneoFe flehS eut .l WhEe 1S,

wh h f t bl t b d
bef or ot he "FEEBEY 150y BT FAARE. THSES AAGHPRoa tatd SBaghe MFaldacy dur -
menory congacei whichagopsenbttdbavie a emn@dementclbbedBphbsphutbhb@dwﬂh

d f
share a s Sgtusth1Bveeyig’ sopiel (R AByiRg VRN 1el vBrdl Rigallvaia-
conpl|cate999§§hgﬁneﬁpm§fCéﬁ@ﬁypthéﬁekéﬁsnpuﬁpﬁmgtea@hoﬁagdash axustgned a

key rat her C | k gahibo y r a h page
tabl e fron?%gﬁgpﬁglh#%ﬁ%rhganteg ?ﬁgtg& c?%%%? atlghh%% o %Egé dnd and

an b t I aPEngneha 1capugtace
y which should ?@qGBﬁ tﬁpﬁ Pé&?ﬁ8ﬁ§l§ﬁ pif &h eﬁééé f

Fi gure 4a bhRovheOphogphaRieing wbilakibaur pieces of software
140, 150, 160, 170 (software is envisioned to include both code and data

pages) have been installed through the secure environnent and stored in the
ext ernal sForagbecking4thki chrmagibn pr§§9hbiEShafdaddstheTDaequ@& alde

four bl ecepeiofiobhvgaeidd0. nlflh 1 1Z0cANE-AELEY BBgRRAL L BohS POkSLCEl | ¥

secure menory n one € e ac Fve

tabl e and dﬁ@certhhetbagenveahﬁgnfbacquen pd eelgn yafluesr werBodeter-
exanpl e, spihy@re 140 has page table 141 and page franes 142 - 144
residing in secure nmenory. Simlarly, software 160 and 170 have page
-9- WD 98/ 26535

PCT/ US97/ 2§R68able 5, the lacquer adhesion and corrosion protection

values are indicated, which were determined for different
sheets (substrates), where the individual substrates in ac-
cordance with Examples 5, 6 and 7 were phosphatized by dip-
ping with inventive solutions, and the substrates in accor-
dance with Comparative Tests F and G were phosphatized by
dipping with known solutions. Dipping the individual sub-
strates was effected in accordance with the aforementioned
process steps a) to f). The composition of the phosphatizing
solutions used for Examples 5, 6 and 7 is indicated in Table
7. There are also indicated the compositions of the known
phosphatizing solutions used for performing the Comparative
Tests F and G. After phosphatizing the substrates by dipping,
an electrodeposition paint, a filler and a finishing paint
were applied. Subsequently, an outdoor weathering test was
made, evaluated after 6 months, a salt-spray test and a test
by flying stones after an alternate climatic test over 12
rounds. In Table 5 the subsurface corrosion of the lacquer
coating, measured in mm, is indicated, which was determined
in the individual tests, where for the flying-stones test the
exfoliation of lacquer is indicated in percent.



tabl es 161, 171 and page frames 162, 172, respectively, active in the
secure -RAM Conversely, software 150 has its page table and all its page
frames paged out to the external storage unit 4.

Figure 4b shows a format of page direcfoly and page table entry

where the page table or page frame corresponding to the entry is present
200 or- not present 201, respectively. The page directory entry
correspondi ng to software 150 in Figure 4a woul d have the not present

form 201 asKuRaRledye tholacqrer RERFRR and IRITIIRIPR EotRetion
ave L he nor e e e o (e b ooy MRtch Wprd plioss
ave the no rese orm : ) ile the bit ind cating e page is
not pr esentpl'l“"gtlr"’eef i%(f?rfq%uf%ﬁ;%ﬁ% @Pstf?li%tjc?a’rf‘%e&&? kg rates vased
bet ween a [Egefdmest i datorddrice vaitth atisofinveret o Berusn@ehet BT+t y
check val ue. __\Mari ' e tions of page location identifiers are well-
known in tﬁ%”%?#iggaéég%i%g?gé%es t hat have been paged out is required
even in an insecure system Possible inplenentations include the portion

of Lhe addigyss e SFFdL NG sttt VU itfned WA P wdli
al'la Ie‘?or e

used as the ‘page location identifier, the nore bits are avail;
sof t war e poi nt &kad inge qleanem 2% jgaueausnFiolwdien) fiared Mistutes tater e

s a trade-of f gpelovesia ddgtiedaydd dn Pdrrikailegen these functi ons.
O her inplenmentations are possible in which | ess than the whole

hash value is used as the I CV. However, such inplenentations reduce the

security pmhyvi Gabseyuentliynt agmistiynge lith terpy water wad @ fRedtXFgY @.9 he

hash val ue is EEEHﬁﬁ%F%tFQﬁg&Pﬁgﬁié?aéu which will fill in the page table
g entrfier.

entry with the page Tocation | ile this may hel p sol ve nenory
exhaustion problens by not requiring separate secure nenory pages be

al | ocated 4G | §4edl, 0Lpgay iphospnadl i w%@ﬂm&%&g '-qu,g {at to
integrity ig bS¥Le¢ed toyé;%gfi e igﬁ?gé éﬁgﬁﬁ?b
show a filowchaP®®6F one enbodi ment of the pagi ng operation
in a secure environnment after installation. At functional

bl ock 50, s id i fied ded. At decisi bl 5
det or m nat R FEERRGUSHE e S3AGHRG YRR RERECHRER Hithe S ESPBLNITPS |

-10- WO 9@4ine38y agent, which contained (Zng)z-, at room tempera-
PC'T/U597/219681:ure for 1 minute, so as to passivate the phosphatized
substrates.

1) Finally, rinsing was performed with fully deionized water
for 1 minute at room temperature.

m) The phosphatized substrates were dried in the oven for 10
minutes at 80°C.

The compositions of the inventive aqueous phosphétizing solu-
tions, which were used for performing Examples 8, 9 and 10,
are indicated in Table 8. The composition of the known phos-
phatizing solution, which was used for carrying out Compara-
tive Test H, is likewise indicated in Table 8. On the sub-
strates phosphatized by spraying, an electrodeposition paint,
a filler and a finishing paint were then applied. The phos-
phatized and painted substrates were then subjected to an
outdoor weathering test for 6 months, a salt-spray test, a



the page is present, a page hit occurs and no further action is required.

I f the page is not present, a page fault occurs. Wen a
page fault occurs, a determ nation is made, at deci sion
block 52, if there is space available ini2 ~ the secure nenory
to which the needed page can be mapped. If no space IS

avai |l able, then a page is selected to page out at functional block 53.
Various selection criteria nmay be enployed such as | east recently used
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needed page is retrieved fromkey and |V storage at functi onal
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(Minimuemplisphatizing/time¢cone deskBlisee t o updht e _or chébgec

the keying material. The period during which one key is retained is the
cryptoperi od. The cryptoperiod may be fixed or under user control. In
ei ther case, when an update is desired/occurs, the systemperforns simlar
to the instahlypnocedure. The page table nust, if paged out, be brought-

into -12-
Comparative Test A | Comparative Test B | Comparative Test C

Zn* 1.4 g/ 1.4 g/ 3.5g/
NiZ* 1.0 g/ 1.0 g/ -
Mn** 1001 1.0 g -
P,Os (total) 12091 12.0gM1 5.5g/l
Acid value 0.07 0.09 0.35
NOs 3.0g/ 3.0g/ 3.0g1
H20; 30 mg/l. - -
NO, - 170 mg/l -
Nitroguanidine - - 2.0 g/l
Na* the amount required for the adjustment of titration data
Coating weight 1.3 g/m’ 2.2 gim? 4.9 g/m’
ﬁ;&g::“ite edge 40 um 10 pm 20 to 25 uym
w;“ phosphatiz- 120 sec 60 sec 60 sec
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re-keyed. Rather than conm ng

the secure RAM before its pages can be
fromthe install disk to be

clained fromthe bus by the integrity Thidk™
page franme is paged in fromthe external storage unit,

decrypted and integrity checked in the nornal

engi ne, each

reencrypted with a new key and IV (either or both of which nay be
plication or page by page basis) and exported back to
external storage. It is unnecessary for the page franes to populate the

gener at ed

way. Then the page frane is

secure RAN

raduritng thi s updat e.

T L he fPregU|ng*

speci fi catian—the invention hiis_beemc\d Exam
ref erence |tzg?*speci fi c enbodi nefpts t her ep_aﬂnl t will however byeggyi dent
that vari qus,modiTications and|changes n De nade [hereto w rnout
departing | 4 i nvent i ad-&@lset forthh
in Mn** the appendedl cl ai ns.1.0lgA specififation andgjaw ngs are,
accordi ngl Eﬁ& - be reg%%eﬂl In an rfrustratiyve an
arestrict 5 —the— : Scope of20i 4 | pventilon
shoul d be |lacidiviaiie only by the @ppended ©log ns. WO 98/ 26985
PCT/ US97/ 63
A NG Wiat—i-s- 20 ey i 3.0/
Nitroguanidine 059/ 094/
Na' the amount required for the adjustment of titration data
Complete, closed phosphate '
coating yes yes
Formation of flash rust no no

Table 4
Comparative Test D Comgarative Test E
Zn* 1.4 g/l 1.9 g/l
N> 1.0 g/l 1.0 g/l
Mn?* 1.0 ofl 1.0 g/l
P,Os (total) 12.0g/1 12.0 g/l
Acid value 0.09 0.08
NOs 3.0g/ 3.091
Hydroxylamine 1.0 g/l 1.0 g/
Na’* the amount required for the adjustment of titration data
Complete, closed phosphate no no
coating -
Formation of flash rust yes yes




1. -

“A et hod of cryptographically protecting a paging

subsystemwi thin a physically secure execution environnent having a

secure processor and a secure meENDry co
_generating an integrity check val ue fof

within the

secure environment;

T

integrity check value for the outgoing page;

encrypting
and

unit out si
2.

the out goi n%
acquer ad

de the

sing the steps of:
out goi ng page

storing the

page resultlng in_an encrypted page;

hesion valyes,

to a storage

secure executlon envi ronment .
The method of claim1 further conprising the steps of:

I nportl ng ND 'Frnm Q QL!\I" Qgﬂ ||nlf
out si de t HSubstratee executi on envi onrrent Examples Comparative Tests
decrypti nd the rncom ng page alcu|%§| an
integrity jche e—Of 059 a 6
conparing tdoqrwaa ?’Vgcfﬂr ? R‘°V u@ SLEE P EITRSIR Hg@@ured unilaterally from
with a prdW®8FRPst ored integrity check val ue correspondlng to the
|ncom ng pag_ei Q fhnrl of claim1 whe Ein
t he encrygtSekipage i s < 1encrypt ¢d :ESI MG a synagtrijc 2.5
encrypti on rjth 4. The mefpodfjor claimm 1
mheran tt@ﬁgggﬂ&dﬁ&#%neﬂefLﬂg 1 1 codprites JholRy S
one way hgQulvapidedesterit goi ng page] andl <1 1 0 <1
- 14- JA .
PCT/ US97/ :%ﬂ%qﬁe@?n coating <1 <1 <1 <1 <1
AlMgSi, unpolished 3 0 0 <1to3 -
AlMgSi, polished 5 <1 0 4 --
Salt-spray test, 1008 h, according to DIN 50021 SS, mm subsurface corrosion
Steel <1 <1 1.5 <1 1

Alternate climatic test over 12 rounds according to VDA 621-415, subsurface corrosion
in mm, measured unilaterally from the scratch, and subsequently flying stones accord-
ing to specification of VW AG, % exfoliation of lacquer, indicated in ()

Steel <105 ]|<1(05 1505} <1(1) 2(2)
Zinc-plated steel 6.5(1.5) | 7 (8.5 7 (5) 5.5 (2) 8 (40)
Galvanized steel 1.5 (0,5) 2(7) 2(2) 1(0.5) | 2.5(15)
Steel with Fe-Zn coating 1(05) | 105 { 1(05) | 1(0.5 | 1(0.5




storing a predeterm ned portion of a hash value of the
outgoing page in a location within the secure execution environnment.

5. The nethod of claim3 further conprising the step of:
retrieving a randomkey for use in the ed@rypting step.
6. The nethod of claim5 wherein every page related to a
- single application is encrypted using a sanme key.
7. The nmet hod of claim5 wherein a different key is generated
for every RARk® ) pagdacquer adhesion values, spxay appdicahdqmd of clai m
5 further conprising the step of: : storing

the key in table 1n the secure renory. 9. e
met hodyof é@s.iqaje wherei-n-thetocat eﬂyILs Examples ; o Comparative Test
~pointer in a field of a page tabl4 en8ry ¢orrespondi g to|the outgoi ng

page. _| Outdoor weathering for 6 mohths, mn SgbsiEfabe Eoreasion, mddstrathsilgterallyom

pr edet er m |ngélsératchi on i S t he whol e hash val ue.

11. A systemfor maintaining security in a paging subsystem

conpri si ng: a bus;

a secure p%%%%a—%w@u%ﬂ-nfal <1

physi cal | y| Ziseplatedesteslr onnent ; <1 1.5 15 anqissecure

storage uni{_outside the secure envirgnnent apd coupred tp

t he sgcurb%{\ﬁmzﬁqri‘?ﬁl byt he bus: anﬁ i 0 0" an |

i nterface |\@tédliwthtHeeZpbyatingal | y s¢cur @ enyire&ment ard <1

coupl ed betA\ﬂﬁ& i qugoh@gd and the sgcurg prpcesgor, theol ntpriace pi ov1 di ng
AlMgSi, polished 0 0 25 5
Salt-spray test, 1008 h, according to DIN 50021 SS, mm subsurface corrosion
Steel <1 <1 <1 <1

Cross-cut test after 240 h, according to DIN 50017 KK and DIN/ISO 2409, rating

Steel
Zinc-plated steel

Galvanized steel
Steel with Fe-Zn layer
AlMgSi, unpolished
AlMgSi, polished

O | jed Jaa 1IN

- e ed e [ fb
-t ed e ed jed |

0-1

Alternate climatic test over 12 rounds according to VDA 621-415, subsurface corrosion in
mm, measured unilaterally from the scratch, and subsequently flying stones according to
the specification of VW AG, % exfoliation of lacquer, indicated in ()

Steel <1(2) 1(5) <1(2) <1
Zinc-plated steel 5 (5.5) 5.5 (9) 6 (14) 5.5 (4)
Galvanized steel 1.5(1) 25(2) | 25(1.5) 1.5(1)
Steel with Fe-Zn coating 1(1) 1(2) 1(1) 1(1)
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security services for data noving
secure

bet ween the insecure environnent and the

envi ronnen

t.

the interface conprises:

12= 17TMe systemof claim 11 wherein

an integrity check

engi ne; and an encryption engine coupled to
the integrity check engine. 13. The system of
claim 12 portion of the secure menory stores a
predeterm ned portion of a one-way hash val ue of an
out goi ng nerat,a‘by‘fﬁe MUEQrT Ty CNeck eNgr Mg TESpOnstve—to—the
export of #{bsgqn ng—page Examples 14comparative Testsn of
claim12 & n the [ntergace flurt hegr 7 COBpri s¢s: G
a random nTQET generitor CO?pI&d To,the OQus [0 genefare an
encrypt i on4Bey 140 45 e shstddhght clai B5a1
further cqmp? sing: 1.0 g/ 1.0 g/l 1.0g1 @ Key 1%@9 > area
storing a {Kgf corresppndi 0 ¢ach page Tas—been
exported f int éégﬂ - - 18091 The syst-em of
claim 12 wmein the Encryptlon engs'mgL I npl emrepts a_
symetric K encrypfron algorijin 7. The
syst em of Mﬁ@ﬁ%@c ; mﬁ(-%ﬂﬂgn-e-ngﬁ:ﬂ&”i st 309 3.0g/

P,Os (total) 13.5 g/ 13.5 g/l 13.5 9/ 12.0g/1 5.5 g/l

Nitroguanidine | 0.5 g/l 0.5 g/l 0.5 g/ -~ 29/

NO, - - - 170 mg/l -

Acid value 0.09 0.09 0.09 0.09 0.356

- Table 8

Substance/ Examples Comparative Test

Value 8 9 10 H

Zn* 0.9 g/l 0.9g/ 0.9 g/l 0.9 g/

Mn* 1.09/1 1.0g/ 1.0 g/l 1.0 g/l

NiZ* 1.0g/1 - - 1.0 o/l

cu® — 5 mg/l -~ -

NOs 3.091 3.04g/ 3.0g/ 3.00f1

P,Os (total) 1190 11 g/ 11g1 11 g/

Nitroguanidine 0.5 g/ 0.5 g/l 0.5 g/l -

NO; - - - 150 mg/l

Acid value 0.07 0.07 0.07 0.07




synnePLLL*gggLXEL%gg~igg;ne 18. The system of
claim17 whereln rface further conpri ses an
asyrme'g ’m ngi ne. 19. The system of
clkaim ﬂ,wmmﬂ ure environmert 18 = _resides on a single

chi p. _ —_—0

98/ 26535 | THIS SHEET HAS BEEN
PCT/ US97/ 21968 20. The sysBEPMEEDCFal 11
further coGpaimeng: an i1 nsect ' i
processor coupled to the bus. 21. A et hod of

I ntroducing a software for use | g enV|ronnent
conpri si nglt heABt agyesns, phosphate-con aining solution §gﬁep PH&

encryption keyphosphate coatlngs on metallic suréadesgotnumonhes$eean

f
SOOI B SO Afioun, aramgptym pECHS RS BN bt

encrypting thecpagainsi 0g3t ke &ngr gpfi ph &ng; Oahdto 3 g nitrogua-
exporting the en e (o] e ak «SHopage QU
Béﬁgpgg%ﬁeﬁb¥95 dnk0ad?dc¥he ek sSbQ03 %o 0. %Tﬁnd the

I n an insecure ] net hod of
clai m 21 furthweigbkpratingofh@nsgeBgOpf= 1 ¢ 5 to 1 : 3° and which

verifying a Vahkﬂdﬁbgbt%En@i?néEYEQailhﬁbSgﬁbsbhatéoEbWQﬁﬁgs in which
invalidating the introductionh if " no valid sig Bre
the crystallites have a maxim 15 pn.

2. The aqueous solution as claimed in claim 1, which con-
tains 0.3 to 3 ¢ Zn2+/l.

3. The aqueous solution as claimed in claims 1 to 2, which
contains 0.5 to 20 g NO3 /1.

4. The aqueous solution as claimed in claims 1 to 3, which
.2
contains 0.01 to 3 g Mn2+/l and/or 0.01 to 3 g Ni +/l
and/or 1 to 100 mg Cu2+/l and/or 10 to 300 mg Coz+/l.

5. The aqueous solution as claimed in claims 1 to 4, which
contains 0.01 to 3 g F /1 and/or 0.05 to 3.5 g/l of at
least one complex fluoride.

6. The aqueous solution as claimed in claim 5, which con-
tains (SiFe)z- or (BF4) as complex fluoride.

7. A process of phosphatizing, where the metallic surfaces
are cleaned, subsequently treated with the aqueous, phos-
phate-containing solution as claimed in claims 1 to 6 for
a period of 5 seconds to 10 minutes at a temperature of
15 to 70°C, and finaliy rinsed with water.

8. The process as claimed in claim 7, where the treatment of

the metallic surfaces with the phosphatizing solution is
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exksts. : 23. The net hod of claim23 wherein the

step of { ifmni ' conpri ses:

mai nt ai Imnmnﬂls!““(lum all hash of the software as the — e
softwares| s i it rdduged - 19 - de LD SHEAT MASCBEEN
overall hash encrypted by a software oridinatoagmgkmg a
public key and an asymmetric algorithm and - -
conparing the first overall hash to the second overall hash.

24. A net hod edfected byy Seraydmdry dd*fPPd-%g§H§é§’i i aRing@r goller

physi cal |y secuppidedtionent and an insecure environnment conprising the
steps of: -17- WO
98/ 26535 _

PCT/ US97/ 2968 The process as claimed in claim 8, whgarerdd Pho¥phaHigs ng

integrity chec I | . age; . .
storing an out go:éﬁggﬁn egr| ﬁﬁs%ﬁhg%%“\%glrl?glp& htaﬁeao&e&@qﬁfg ratio of Zn :
page generati n®28s Fntoki b tﬂtégF|B9-check val ue when the page i s paged
in; and conparing the outgoing integrity check

value with the incom ng integrity check val ue.
10. The process as claimed in claim 8, where the phosphatiz-

ing solution used for dipping has a weight ratio of %Zn :
PO =1 : 5 to 1 : 18.

11. The process as claimed in claims 7 to 10, where after
cleaning the metallic surfaces are treated with an acti-
vator which contains a titanium-containing phosphate.

12. The process as claimed in claims 7 to 11, where after the
rinsing process following the phosphatizing the metallic
surfaces are treated with a passivating agent.

'13. The process as claimed in claim 7, where the nitrogua-
nidine is introduced into the aqueous solution in the
form of a stable, aqueous suspension.

14. The process as claimed in claim 13, where the stable,
aqueous suspension contains a sheet silicate as stabi-
lizer.

15. The process as claimed in claim 14, where the sheet sili-
cates [Mg6(Si7_4Alo_5)02_0(0H)4]Na0.6 - XH,0 and
[(Mgs.4Lig.)Sig020(OH3F)4]1Nag. ¢ - XH,0 are used as stabi-
lizers in an amount of 10 to 30 g/l nitroguanidine sus-
pension.

16. Use of the aqueous, phosphate-containing solution as
claimed in claims 1 to 6 and of the process for phos-
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phatizing as claimed i i
in claims 7 to 15 £
or treating work-

pieces prior to painting.

17. Us i i i
.e as claimed in claim 16 for the treatment of
pieces prior to electro-dipcoating "o
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