DESCRI PTI ON RELAY COVMUNI CATI ON SYSTEM AND FI RST RELAY SERVER
Technical Field [00011 The present invention relates to a

rel ay communi cation systemthat enables client term nals connected to
| ocal area networks (LANs) to make conmuni cation with one anot her
beyond a wi de area network (WAN). Background Art [0002] By
using a virtual private network (VPN), a client term nal can

comuni cate with another client termnal renotely | ocated beyond a

WAN. However, it is difficult fo construct a network
havi ng expandability and fl exi bi Pﬁ%/&fﬁgﬁ A rel ay

communi cat i ORySY 8¢ ' j I ct a
net wor k Iook?{ng as@%@ggﬁ‘iﬁ%@ gg&@’@m&{@?@ﬂ%‘n@@@m{fgﬁe
another in a simlar way to the VPN. This relay comruni cati on system
is superior in expandability and flexibility to the general VPN in

that it i Si o dynam cal ly change a group rel ationship anong
t he LANB,%gﬁgﬁggpgﬁ%é

[0001]
The present invention relates to a relay communication system that
enables client terminals connected to local area networks (LANSs) to make

communication with one another beyond a wide area network (WAN).

Background Axt
[0002]

By using a virtual private network (VPN), a client terminal can
communicate with another client terminal remotely located beyond a WAN.
However, it is difficult for the VPN to construct a network having
expandability and flexibility.

[0003]

A relay communication system disclosed in Patent Document 1 can
construct a network looking as if remote LANs were directly connected to
one another in a similar way to the VPN. This relay communication
system is superior in expandability and flexibility to the general VPN in
that it is possible to dynamically change a group relationship among the
LANSs, and so on.

Prior Art Document

Patent Document



Prior Art Docunent Patent Document [0004] [ Pat ent Docunent
1] Japanese Patent Lai d-Open Publication No. 2008-129991 Sunmary of
the I nvention Problens to be Solved by the Invention [0005] I n
the rel ay communi cation system disclosed in Patent Docunent 1, the
respective relay servers share identification information of the
client termnals connected to the respective LANs, thus enabling
communi cation anong the client termnals. Specifically, association
i nf ormat i dA0B&k ween identification information of the relay servers
and identification information of the client termnals is shared by
t he whol e of théPanbddeyntchtd] FafimgeiRatposkatll ©péoPublieatiel dlp.
servers to relay comuni cati on packets anong the client term nals.
[ 0006] 2008-129993 an object of the present invention to provide a
conmmruni cation nmethod excellent in flexibility and expandability in
t he event of constructing the communication systemin which the
client termnals communi cate with one anot her through the WAN

Summary of the Invention

Problems to be Solved by the Invention

[0005]

In the relay communication system disclosed in Patent Document 1,
the respective relay servers share identification information of the client
terminals connected to the respective LANSs, thus enabling communication
among the client terminals. Specifically, association information between
identification information of the relay servers and identification information
of the client terminals is shared by the whole of the network, thus making it
possible for the relay servers to relay communication packets among the
client terminals.

{0006]

It is an object of the present invention to provide a communication

method excellent in flexibility and expandability in the event of constructing

the communication system in which the client terminals communicate with

one another through the WAN.

Means for Solving the Problems
[0007]
A relay communiecation system according to an aspect of the present

invention is a relay communication system in which a first relay server
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Means for Solving the Problens [0007] A rel ay conmuni cation
system according to an aspect of the present invention is a relay
comuni cation systemin which a first relay server connected to a
first LAN and a second relay server connected to a second LAN are
connected to each other. Each of the first relay server and, the
second relay server includes: a relay server information sharing
unit; a routing group information sharing unit; a routing control
uni t. The aoshagted ¢o adhirsi AfAQY matliaosecshdrélag semict cohnasasd tehaycasl ver
information between the first relay server and the second rel ay
server, tHeANdrayoseested to nhalr odier.onEade bilidierfyysticslay ativen amdf thiemat i on
of the first relay server and the second relay server, and
acti vat i orsereyl sdlapseorr indlodesita webayoferebr arforrh eiom Bhikng anieat ed to
the first relay server and the second relay server. The routing group
i nf or mat i oousingrgrogp imformabianeharimgtumy groving dhorotainion i felay
first routing device that executes routing control for the first LAN
and a secaetveranfirnmptitevsicaithahiteshaces aday seitven fnfonmnhtioh bbbwedrhihe
second LAN, the routing group information including a network address
of the fi rfatst kbl sarveetane theaddoebrelaf séiver, 3o aolthylsdN/erfinf@ination
specifying information that specifies either a relay server or a
client tennhding attivdtidrsinftiendtic:s bf tleuliiso gelde\seter addtheesont]
specifying information that specifies either a relay server or a
client tenelaysdervehinel dcsivhtiensegiondtivadihforg diavi dfeliebpturniiagki vi ng a
start request of routing control, the routing control unit specifies
the first connedtnd toéele fiestarthst severand the setohdgegwesenf r Metrbetihipr st
specifying informati on and the second specifying information, which
ar e i ncl uggdup mbeationtshagingrmip shafeanoating prows b sties wdthk aut i ng
session between the first routing device and the second routing
devi ce badadt onutiiedeelkayhsaameentesnbatingiconirol faxehofies: LAN dda
control for a conmuni cation packet between the first LAN and the
second LANetdudmngtiinghéevicutliatgxsasss ooutiagdontuplofr ke edcondd.AaN, the
instruction to end the routing control, disconnects the routing
sessi on, andtiegdsothenfooutting indnting a hetwdrkea desxant thatfhen LA ket
between the first LAN and the second LAN. Wen a first comunication
packet desteitwerk hddreas d€thd smbhdd.Adddfies spefifyang ifonddties shhel ongi ng
to the second LAN is sent out froma conmunication term nal connected
to the firspecifiédleithbe afrelayt serveit dingcldew eemiedflewhidhoistthe firstidutihg
group information to decide that routing of the first conmunication
packet t o delizesendnecondpesifpagsnfireiatimdttiat apsdifieseither 4 vélay server
communi cati on packet by using the established routing session. [0008]
Pr ef er abl yor aaclpntitedminal of’hichliayhs ecooadsoutiakdivivg. t W ohiresdivivg @y
server and the second relay server are connected to one anot her
t hrough a stadtereques afebwting cowtrd], the rowtig cgntgolantit spdcdfismthiedivst
i ncl udes network addresses of LANs to which the relay servers
connect, andtingfderivatananthiehatorapaniiingedevienfromothdefitise efeddiyeigit i Ng
routing control for LANs to which the relay servers connect. [0009]
information and the second specifying information, which are included in

the routing group information, establishes a routing session between the
first routing device and the second routing device based on the relay server
information, executes routing control for a communication packet between
the first LAN and the second LAN through the routing session, and, upon

receiving an instruction to end the routing control, disconnects the routing



Preferably, the first routing device is a client termnal connected
to the first relay server, and is capable of perform ng conmuni cation
with the second relay server through the first relay server. [0010]
Preferably, the second routing device is the second relay server.
[ oon] Preferably, the first relay server and the second rel ay
server are a sane device, the first routing device is a first client
termnal connected to the first relay server, and the second routing
devi ce i s smssienpmid ehdetite ravgnmg cvakrod dnndetwthhanich&oh ipagket/ Btagen
server. [00121 Preferably, the routing group information
i ncl udes pherfist AN endithabkedonfldeAlst | $hdma fibstclonanuattdtieapacket he
communi cation termnal connected to the first LANis registered, and
in a case ddstined doit a destiimatiimaddess obandBrddsesnibeldigifg tethe second
comuni cati on packet is registered in the permtted term nal
i nf or mat i deANtiheehi ot fromd comgmeendatnpRrmihal coaubited tothd fest AN
conmmuni cati on packet. [00131
the first routing device refers to the routing group information to decide that
routing of the first communication packet to the second LAN is possible, and
transfers the first communication packet by using the established routing
session.
[0008]
Preferably, a plurality of relay servers including the first relay
server and the second relay server are connected to one another through a
wide area network, and the routing group information includes network
addresses of LANs to which the relay servers connect, and information that
specifies routing devices executing routing control for LANs to which the
relay servers connect.
[0009]
Preferably, the first routing device is a client terminal connected to
the first relay server, and is capable of performing communication with the
second relay server through the first relay server.
[0010]
Preferably, the second routing device is the second relay server.
[0011]
Preferably, the first relay server and the second relay server are a

same device, the first routing device is a first client terminal connected to

the first relay server, and the second routing device is a second client
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Preferably, the routing group information includes permtted term nal
information in which an address of the conmmunication term nal
connected to the second LAN is registered and in a case where a
destination address of the first comunicati on packet is registered
in the permtted termnal information, the first routing device

per m t Seah AtHal Behr@fted BEtHE IFh S GGABMRE Cat i On packet. [00141 A
relay comruni cati on system accordi ng to an anot her aspect of the
present [oom2lention is a relay comunication systemin which a first
rel ay server connected to a first LAN and a second rel ay server
connect ed t oFPeefeyeblyridie baNingreowomfewation inglvdag berotitied . The fir st
relay server includes: a relay server information sharing unit; an
acqui si tFBIPAHFPrmationdy fbigh apfddresy ahths cogupkatiabtet gl i nf or mat i on

creati Oy Qci:tfgd %oﬁtﬂgfili's%lf_r?f\{ sserlé\/igt%rédnggc{ rrrlaé[ (i:a%(? W, Qraerai Il nslilaplis tiomshar es relay
server 1nfornation wt he %econd rel ay server, e relay server

i nf or magdu@R: 4dasdsyef the rRGlbMAlinRRAtibAbRNERLIORs@fedliRend I rst relay
server and the second relay server, and activation/registration 5

i nf or mapérantted teemireninfoeationplhe feennethedevie peheitd rdusihe b1 ay server
and the second relay server. The acquisition unit acquires first
speci f ythedirpiriopmputisasian ppeest-f yi ng either a relay server or a client
term nal, ¥W ch is a first routing device executing routing control
for the Qpil_ st LAN based on a network address of the first LAN. The
request uni t pf GBSt ho LAGRSEONE Sk Bk S SLHOL, haLufgEONd speci fying

i nformation specifying eit e%’_ a Tel ay server of ‘a cfient terninal,

whi ch i &rRirke aANchdtRH A RBiAHEN L&Y 6fthblchdmhalbiindtcani ol for the
second LAN based on a network address of the second LAN. The routing
set t i ngednnéaedratthe Becon®BANGE raghbtéredradtie s ca@Uthdrg asiedtinatgni nf or mat i on
based on the first specifying information and the second specifying

i nf or magddaess of the frsutopygunieationmgcket iotemtereshin the peidittgd | nf or mat i on in

whi ch the ne rk address, of the first LAN and the fast routing
devi ce %F@“’ﬁigﬁ%‘i%t’é&%ﬁ ‘Stel'él‘dﬂn%%e}’{éﬁe}’e‘&ﬂ’&s Totse ﬁg‘ﬁ%ﬁ‘s‘i n which the
net wor k qggg . of second LAN and the second routing device are
associ at e vml?i?%mgl ghlbegt her. The second rel ay server includes: a

responspouflit that, in response to a request fromthe request unit,
acquires the second specifying information, and transmts the second
speci fyi ng i Afrdapadrannicotidheysfeint sdeod@igay aganhvider adpacdofede t he first
rel ay server and the second relay server includes: a sharing unit;
and a rPigssTAENVeBHeR Bla KgMavtcomThmicabigr Byidery it whisharfast rebw rout i ng
setting infor matielan. é}go recei vi n(g gﬁt art request of routing
cont r ol SEYHETHGEIHG 2 Mot 2 P FODPRETHY BEVRENTECtegtt® Rout i ng devi ce
and these%&?ﬂEQNraQ%%oklﬂgcth%' &6 DAL 190 fi&il%e]%gg&%@l% Ghid: 09 .

i nformation, establishes a routing session ween e first routi ng
devi ce A debRr $@6oRdicnQubiiRg uiRVACR PRRRE 1A § Reuk&! @Yt server

i nformation, executes routing control for a communication packet

bet weenaitderduiting tsettiAl infarn tidvecresanchitl ARhé igughvdarhe routi ng
session, and, upon receiving an instruction to end the routing

cont r ol InfeymadienAleing wikshageselay sswes indpymaging watbdbe s¢rend out i ng
control for the gon ni cati.on packet between the first LAN and the
second YeAN SeWifet ‘é%ﬁ?ﬁmldﬁ{gflgﬁm%’deklé‘gm@éiﬁ?‘faﬂi’é’a”F Fuafi et i nation
addr ess - an. I, LN AN. i.s..sent out from
o CommiTafleleS SO0 £SO Bl havb o RERR P R RT of
routing device refers to the routing setting information to decide
that routing of the communicati of packet to the second LAN is

possi bl e, and transfers the conmuni cati on packet by using the

est abl i shed routing session.



[ 0015] Preferably, the first relay server further includes: a
list creation unit that searches LANs capable of routing control, and
creates a list of the LANs; and a selection unit that selects the
network address of the first LAN and the network address of the
second LAN by using the list. [0016] Preferably, the first
routing device is a client term nal connected to the first relay
server, and is capable of perform ng comrunication with the second

rel ay ser\vgford¥ o4t 8t tdrnsihaledoReSRAYE the ﬁ@é’t 18y Sdrvehind grdr nal

shares the routing setting information with the first relay server

and the segenifll f@hR¥eiSREY eThe hORELkioRNElif RN iYes ﬁm ?@&Bnﬁigr outing

device is the second relay server. [0018] A first ay ‘server

accor di ng jhfratadtidn s}fé@ffﬁi@[g aaRed 1e‘1’$y Eél%ePBff‘ﬁ @lbnt télﬁﬁﬁ&f WARcH & 2

first relay server use in a relay communication systémin mhlc

the first met fyutses 46¥icE LRRER4 olfin® cbhir®l fdrANe 33¢: EA?@H%&Q I

server connected to a second LAN are connected to each ot

first rel aeteBFY 80dsdR6 bR BistT.AR! AYhE 264 RIst m&ipfég%gmha Q@édx{élg
unit; a routing group information sharing unit; a routing control

uni t. The reRlA%r 681 18 %eédﬂd@fﬁ%@ﬁhﬁ@ 1ﬁﬂﬁ'ﬁia@ﬂm@ehfﬁiﬁre?ﬁmeﬁ &l @Yayerver

information with the second relay server, thé relay server

i nf or mat i QEydeRTr0iING a6 WA WRichNE O ¥RL A PPoRing & ifd Edoufi %]Q

server and the second relay server, and actlvatlon regli strat

i nf or mat i @gughgebhBB! fh@hIB&NA mm%@@ntéjné%l%'ardﬁﬁes@%f%ﬁﬁ%&roﬁﬁr

and the second relay server. The routing group I nformation sharing

unit shar Q%NOU*I‘h@%GﬁHg'Qeﬂtfﬁﬁnﬁ&%&%ﬂ"bfe‘ﬁtﬁnfddﬁ& L P44 oy %es\él:t(fﬁ'

t hat executes routing control for the first LAl a secon rout%ng

devi ce t h@ﬁfo@iﬁ%ibh%s@& ‘éh' the ﬂi@f‘éﬁé&ﬁfﬁﬁfg ikt 360 S @Qﬁd %ﬁé\'seéoﬂe routing

group information including a network address o rst LAN, a

net work adge@sain®intolRasRa0Mb deMMing setting information including
information in which the network address of the first LAN and the first
routing device are associated with each other, and information in which the
network address of the second LAN and the second routing device are
associated with each other. The second relay server includes: a response
unit that, in response to a request from the request unit, acquires the
second specifying information, and transmits the second specifying
information to the first relay server. Each of the first relay server and the
second relay server includes: a sharing unit; and a routing control unit.
The sharing unit shares the routing setting information. Upon receiving a
start request of routing control, the routing control unit specifies the first
routing device and the second routing device based on the routing setting
information, establishes a routing session between the first routing device

and the second routing device based on the relay server information,

executes routing control for a communication packet between the first LAN



first specifying information that specifies either a relay server or
aclient termnal, which is the first routing device, and second
specifying information that specifies either a relay server or a
client termnal, which is the second routing device. Upon receiving a
start request of the routing control, the routing control unit
specifies the first routing device and the second routing device from
the first specifying information and the second specifying

i nformati ofhd Ml Elod EAN%%@(%H thB rbdn @égsfl(ﬁﬂ aﬂ'&?’dﬁc‘n{}] g@%ﬁﬂﬁ ian,

establishes a routing session between the first rou evi Ce and

the secondngQubiing+SeNd ¢ke PARSLE %hti-rﬂ?dfs%lﬁyec&eﬂ%gou{gi!g[goé'egﬁbh %4 _

executes routing cont rol for a comuni cation pac ween t he

LAN and t hg,d360 ReutiAN et Mi-ough éw@ B DR LS QP b éw%n HR08s¢
receiving an instruction to en t%e routing contro?, I sconnects the
routi ng sesgi LiARe 1 i £.0r i ion
packet betmee%ﬁﬁﬁgggfgggfLAN'agg%%hggggggﬁgﬁ%ﬂhaRﬁﬁgﬁ:g |r§fﬁﬁg

conmuni catdegﬂn_easﬁ%fdasi%%tdsme@zﬁ Qhdfesd %@Idngﬁ{é mhg%%&ﬁ?m\r AhehP

address belonging to the second LAN Is sent out froma conmmunication

termnal  cRARRIH 8hotinhiatiohShrhAl) Bﬂﬁ%% ai{HeOﬁEtsitﬂgﬂé,gi%ﬂeﬁﬁrsE efers

to the routing group infornation to deci routing e first

comuni cat,anypaekRk bk @@tﬁ@?&ﬂﬁqgétﬁ%‘ghg iR RIaRoR oA A TeRET o S Lhe

first conmunication packet by usi sta routing session.

[00191  joutingArthd §6mﬁﬁir&é’at§cﬁfdﬂ§d'ke@%% Ldignd 2,435 1d LoRNAL halg aspect

of the present “invention I's used for a relay communication systemin
which the shhdsthd el boRfhiRaucAPACELL 1808 ht bSbpliht Al Second
relay server connected to a second LAN are~connected to eacHh other,
and includgsggiog relay server information sharing unit; an acquisition
unit; a request unit; a routing setting information creation unit; a
sharing unpgisjand a routing control unit. The relay server
information sharing unit shares relay server information with the

second relay sepyglrafibeheSiY rd&Y \é@fve-?* AL A @RdS? Qllﬁg lPhtion unit

activation information of the first relay server and t second rel ay

server, anf;pedd¥Rtd PANGES! §Bfeat§firgﬂtihgf BLABL 1,00 QEaigk 80 SR Nal s
connected to the first relay server a g_t e_secondarelay server. The
acqu i { | GIANE dndf Qelobin hltSthat REELIHIGhetRAL He00 oPRRCH I
either a relay server or a client termnal, ichis afirst routing
devi ce exegldtinad, bk [ -ﬁéﬁﬁ d on a network
addr ess o%&?he@ff&gg Lﬁﬁfﬁ%ﬁgf?%a%§§?322¥$%?§%56 ts the second rel ay
server forpggsond specifying information specifying either of a relay
server or a client termnal, which is a second routing device

executing routi Pgef%%lg,%efﬁyst FORiSEAOREe IANRARGIAThA BRLVRES 1o

address of the second LAN. The routing setting intormation creation

uni t creatigs UG Skt 4 maaaﬂigyfg@réa?@%%ﬁ Bidddodlwith the

speci fying informatlon and the secon pec g I nfornmation,

routing S%E&drﬂﬂle‘lﬁ 05 RBE LRl AG 91‘(%%{7 gél%I',iaQﬁ 1R MALE BerhliB )

network address of” the first LAN and t Irst routing device are

associ at edy '-&%@%ﬁgﬁ%&:}éﬁ%mt@gqi-aa%ﬁ%&mfahé FrdBLel dDge NSt el

address of the secon e second routing device are

associ at ed &jm&%cgelggﬂer. The sharing unit shares the routing
setting in?ornatlon with the second relay server. Upon receiving a
start reqyggi7jof routing control, the routing control unit specifies
the first routing device and the second routing device based on the

routing settingpi (" ! 3 i bhet ween
Lhe 115t r out s EEASHTR 6 heodiRl ARH-BERIG Bl L BB, e

rel ay seryggidinformation, executes routing control for a
communi cat1 on ‘packet between the first LAN and the second LAN through

A first relay server according to still another aspect of the present

7



The rel ay conmmuni cati on system according to an aspect of the present

i nvention establishes the routing sessian between the routing devices
based on the routing group information including the network
addresses of the LANs and the information regarding the client
termnals or the relay servers, which function as the routing
devices. By using the routing session, the routing devices execute
the routing control for the communication packets transmtted from
communi catingentien nd a élrst whgnsatvedftraiselia dvAly Gymirsinig tidhesysth ing
group information, the client termnals or the relay servers can
functi on ashichehedirtt rgay evivee sonasete e fidsrigh i, arid a beswadaslpossi bl e
to flexibly execute the routing control. [0021] In the rel ay

communi catseoversopsineched o arsticomd LaNard femeatideotcach ot ficlittrelay

i nvention, the routing devices establish the routing session based on
t he routi rgreatinchglingiforaiay bawver MfdriytiosishgrinBemin uwl jongingassi:pn,
the routing devices execute the routing control for the comunication
packet s t riafiematfedsHardng anithamd aabitingtcentrohahis. cTheeslagteteat he

LAN. Aroute information is created by specifying the routing devices

whi ch handhéoritetionoeharivg tnit shheed sy snttebinfassadbmxitigtidecogd wor k
addresses of the LANs and the routing devices with each other. [00221
I n such a rebay, sdrher, theadlhpsenfer thiormativhrigelading agivaniodr medrinGtion of
necessary to validate the routing function of the relay comunication
syst em carthbdirsi mihy sewdr ahtl thheetdndereldieservbe aednictigutishirosisbiatiohe
rel ay communi cation systemis changed, and so on, it becones easy to

updat e t henformustin offcbienbtérannabngdnacceddb ibé Virsi felBecaresag@isie t O
manage the routing function using the relay conmuni cati on system

Mor eover, setmnd mlay savenurThatdwingsyst@ninéam ARarshariieuhid¥hbhat can
be used for the routing, and based on the search result, can

desi gnat e rohtnkANoas infhenation iwith hdhgetoutbor@edetiat exbh@es re@in@n of
the routing setting information can be further sinplified. Brief

Descri pti ennbbl fdrehBrfast hgN §O023kcond routidg davide it @xseltesvdittnyi ew

of an entire configuration of a relay comuni cati on system
control for the second LAN, the routing group information including a
network address of the first LAN, a network address of the second LAN,
first specifying information that specifies either a relay server or a client
terminal, which is the first routing device, and second specifying
information that specifies either a relay server or a client terminal, which is
the second routing device. Upon receiving a start request of the routing
contral, the routing control unit specifies the first routing device and the
second routing device from the first specifying information and the second
specifying information, which are included in the routing group information,
establishes a routing session between the first routing device and the second
routing device based on the relay server information, executes routing

control for a communication packet between the first LAN and the second

LAN through the routing session, and, upon receiving an instruction to end
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FIG 2 is a diagramshowing a configuration of a relay server. FIG 3
is a diagramshowi ng a configuration of a client termnal. FIG 4 is
a view showing a flow of registration processing for the relay

servers and the client teimnals. FIG 5 is a view show ng
i nformation created in response to processing of Step S9. FI G
6 is a view show ng information created in response to processing of
Step S10. FIG 7 is a view showng information created in

response tf. %Qﬁﬁ%gbﬂﬁof)fdls%’bﬁﬂeé%%he 1ouf;1n tﬂsg)" %gkl%nﬁ&}lgg%my ng

i nformation creat in response to proces THg OF

FIG 9is Bn ogﬁlﬁﬂgvggﬂﬂnﬁﬁch{lgﬂﬁ)bﬂ%t%egﬁgg’rg th@ﬁf.&%@ﬁlgsa%dtt%e sfef;ond

pr ocessi ng o VI ew

ocees AR LSBT A BB  coan S, 11
construct Jue. el B Qiiress belonging to the second LAN is sent out from a
communication terminal connected to the first LAN, the first routing device
refers to the routing group information to decide that routing of the first
communication packet to the second LAN is possible, and transfers the first
communication packet hy using the established routing session.
[0019]

A first relay server according to still another aspect of the present
invention is used for a relay communication system in which the first relay
server connected to a first LAN and a second relay server connected to a
second LLAN are connected to each other, and includes: a relay sexrver
information shaving unit; an acquisition unit; a request unit; a routing
setting information creation unit; a sharing unit; and a routing control unit.
The relay server information sharing unit shares relay server information
with the second relay server, the relay server information including
activation information of the first relay server and the second relay server,
and activation/registration information of client terminals connected to the
first relay server and the second relay server. The acquisition unit acquires
first specifying information specifying either a relay server or a client
terminal, which is a first routing device executing routing control for the
first LAN based on a network address of the first LAN. The request unit
requests the second relay server for second specifying information specifying

either of a relay server or a client terminal, which is a second routing device

9



FIG 12 is a view showi ng information created up to processing of
Step S20. FIG 13 is a view show ng a {low of processing
regardi ng the construction of the relay group. FIG 14 is a

vi ew showi ng information created up to processing of Step S24.

FIG 15 is a view showing information created up to processing of
Step S28. FIG 16 is a diagram show ng detailed configurations
of the respective LANSs. FIG 17 is a view showing a flow until

a first r%bﬁ'ﬁn?@&@ﬂlﬁg chSrESfoRbhd 8086 d IR1GHad& b athetiveYk ah&ws%f
routing group informatron. FIG 19 is a view showing a flow of

est abl i shiyhg s8cRCBAW.T OMHd REGLERSREANg iffolnatiBnicPedion Gt TRAMLOT @

flow of establishing a third routing
routing setting information based on the first specifying information and the
second specifying information, the routing setting information including
information in which the network address of the first LAN and the first
routing device are associated with each other, and information in which the
network address of the second LAN and the second routing device are
associated with each other. The sharing unit shares the routing setting
information with the second relay server. Upon receiving a start request of
routing control, the routing control unit specifies the first routing device and
the second routing device based on the routing setting information,
establishes a routing session between the first routing device and the second
routing device based on the relay server information, executes routing
control for a communication packet between the first LAN and the second
LAN through the routing session, and upon receiving an instruction to end
the routing control, disconnects the routing session, and ends the routing
control for the communication packet between the first LAN and the second
LAN. When a communication packet destined for a destination address of
an JP address belonging to the second LAN is sent out from a
communication terminal connected to the first LAN, the first routing device
refers to the routing setting information to decide that routing of the
communication packet to the second LLAN is possible, and transfers the

communication packet by using the established routing session.

Effects of the Invention
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sessi on.

FIG 22 i

FIG 21 is a view showi ng a flow of transferri ng a
comuni cati on packet by using the first to third routing sessions.

s a view showing routing group information. FIG 23 is a

view showing a flow of establishing a fourth routing session and
transferring the conmunicati on packet by using the fourth routing

sessi on.

FIG 24 is a view showing a flow of ending routing

processing. FIG 25 is a view showi ng routing group information.

26 is a vin[%zz ]hovvi ng a flow of processing that foll ows a change of

the routi

g group information. FIG 27 is a view showing a

flow of establi sﬁierlglf i fth and %i xth routi rb%l Sessi ons.

ay communication system according to an aspect of the
present invention establishes the routing session between the routing

devices based on the routing group information including the network

of

FI G

addresses of the LANs and the information regarding the client terminals or

the relay sexvers, which function as the routing devices. By using the
routing session, the routing devices execute the routing control for the
communication packets transmitted from communication terminals
connected to the LAN. By using the routing group information, the client
terminals or the relay servers can function as the routing devices, and
accordingly, it becomes possible to flexibly execute the routing control.
[0021]

In the relay communication system according to another aspect of
the present invention, the routing devices establish the routing session
based on the routing setting information. And by using the routing session,
the routing devices execute the routing control for the communication
packets transmitted from comumunication terminals connected to the LAN.
A route information is created by specifying the routing devices which
handle the routing for the LANs and by associating the network addresses
of the LANs and the routing devices with each other.

[0022]

In such a way, the creation of the routing setting information
necessary to validate the routing function of the relay communication
system can be simplified. At the time when the configuration of the relay

communication system is changed, and so on, 1t becomes easy to update the

11



FIG 28 is a view showing a flow of transferring the comunication

packet by using the fifth and sixth routing sessions. FIG 29
Is a flowmhart showing a flow of creating the routi’hg group

i nformati on. FIG 30 is a flowhart showing a flow of ending
the routing processing. FIG 31 is a flowhart show ng

operations of the client termnal that is executing the routing
processing. FIG 32 is a chart showng a flow of network search

225 MnfL et GRS ST SoR0E Sl BB
et wor k. SGATERCH SOMe EEdeL S DR doRsHrtah oot ohi Pentaer mi nal
o R LR LSBT Ol 6 £ Lol i
operati Onsan%f bs}s% ornef!h%ysesalec{hvgersu?ﬁ cgn designate the LAN as the routing target.
Accordingly, the creation of the routing setting information can be further

simplified.

Brief Description of the Drawings
[0023]

FIG. 1 is a schematic view of an entire configuration of a relay
communication system.

FIG. 2 is a diagram showing a configuration of a relay server.

FIG. 3 is a diagram showing a configuration of a client terminal.

FIG. 4 is a view showing a flow of registration processing for the
relay servers and the client terminals.

FIG. 5 is a view showing information created in response to
processing of Step S9.

FIG. 6 is a view showing information created in response to
processing of Step S10.

F1G. 7 is a view showing information created in response to
processing of Step S12.

FIG. 8 is a view showing information created in response to
processing of Step S13.

FIG. 9 is a view showing information created in response to

processing of Step S14.

12



time of receiving a network search command. FIG 39 is a chart
showing a flow of route search processing. FIG 40 is a view show ng
route search information. FIG 41 is a flowhédrt show ng
operations of the client termnal instructed to search a route.

FIG 42 is a flowhart show ng operations of the relay server that
has received the route search command. FIG 43 is a chart showing a
flow of starting routing. FIG 44 is a view show ng routi ng group

i nf or mati on. sach e@howin aflo routing

control for theFégnﬁQlﬁsfﬁé{fel"Y)ﬁh?)‘ﬁ%? PIRESTRSEFER2Y ?5y| ng out the

| nvention [) tlultlon of a relay group.

FIG. 11 1is a view showing information created in response to an
instruction to construct the relay group.

FIG. 12 is a view showing information created up to processing of
Step S20,

FIG. 18 is a view showing a flow of processing regarding the
construction of the relay group.

FIG. 14 is a view showing information created up to processing of
Step S24.

FIG. 15 is a view showing information created up to processing of
Step S28.

FIG. 16 1s a diagram showing detailed configurations of the
respective LANs.

FIG. 17 is a view showing a flow until a first routing session is
established.

FIG. 18 is a view showing routing group information.

FIG. 19 is a view showing a flow of establishing a second routing
session.

FIG. 20 is a view showing a flow of establishing a third routing
session.

FIG. 21 is a view showing a flow of transferring a communication
packet by using the first to third routing sessions.

FIG. 22 is a view showing routing group information.

FIG. 23 is a view showing a flow of establishing a fourth routing

13



<l. Entire configuration of relay comrunication systenp A
description wll be nade bel ow of enbodi nents of the present
invention while referring to the drawings. FIG 1 is a schematic view
showi ng an entire configuration of a relay conmunication system The
relay comuni cation systemis conposed of LANs 1, 2 and 3 and a w de
area network (WAN) 100. The WAN 100 is a wi de area network such as
the Internet. [0025] Cient termnals 11 and 12 and a relay
server 13 wpionsmdadteansferringtherqmmunicationmacket by neingthe fowith
relay server 22 are connected to the LAN 2. Cient termnals 31 and
32 and a rweMiypgsessien. 33 are connected to the LAN 3. A session
initiation protocol (SIP) server 101 is connected to the WAN 100.
[ 0026] THAGe R ane view showing & Agmofendingradmeroeessing.t he LANSs
1 to 3 are personal conputers and the |like. The relay servers 13, 22
and 33 rel ay codHmPéas rorewhehowing ravsing guenp informatiahs respectivel y
connected to two different LANs. The SIP server 101 rel ays
communi cat i on afdbyg 26 hearvedvapheeinga flowl of rhtessimgitbat fdluws = elodngef
the relay servers uses SIP at the tine of comunicating with the
ot her rel &f tbergeiing o/ edornpaisemcol s other than the SIP nay be
used. [00271 <2. Configuration of relay server}
F1G. 27 is a view showing a flow of establishing fifth and sixth
routing sessions.
FIG. 28 1s a view showing a flow of transferring the communication
packet by using the fifth and sixth routing sessions.
FIG. 29 is a flowchart showing a flow of creating the routing group
information.
FIG. 30 1s a flowchart showing a flow of ending the routing
processing,
FIG. 31 is a flowchart showing operations of the client terminal that
is executing the routing processing.
FIG. 32 is a chart showing a flow of network search processing.
FIG. 33 is a view showing network search information.
FIG. 34 is a view showing network search information.
FIG. 35 is a view showing network search information.
FIG. 36 is a table showing network search resulis displayed on a
monitor of the client terminal.
FI1G. 37 1s a flowchart showing operations of the client terminal

instructed to search a network.

FIG. 38 is a flowchart showing operations of the relay sexver at a

14



FIG 2 is a block diagram showi ng a configuration of the relay server
13. The relay server 13 includes an interface unit 131, a centrol
unit 132, and a database storage unit 133. Configurations of the
relay servers 22 and 33 are simlar to that of the relay server 13.

[ 0028] The interface unit 131 perfornms conmunication with the
client termnals 11 and 12 by using private internet protocol (IP)
addresses. . The interface unit 131 perforns_conmmunication with the SIP
server 10TB$ of 3eeeaving g eataork peargdcenynand029] The control
unit 132 manages _a variety of databases stored in the database
storage unit 13FICGTAR igarcapusshostipe aglowaf toutg sejuchayngrssiot. of a
relay group information storage unit 134, a relay server infornmation
storage unit 138G. 40¢s pemrw sBewingroute seaueatinfimetionage unit 136,
and a routing group information storage unit 137. Moreover, the
control unit 13FIfadlas siflowcharcshewigarasrairnseithaclion wradgml ol

unit 112 of the client termnal 11 to be described |ater. [00301 <3
Conf i gur atipsirusteddpisentch arontaal > FIG 3 is a diagram show ng
the configuration of the client termnal 11. The client termnal 11

i ncl udes an i nt é1fadd ivpiflowrhart shovgneoperatiins of the relay speteatthah uni t
113, a nonitor 114, and a database storage unit 115. Note that

conf i gur athasreceived Hee vouteseaxchrapniaped12, 21, 31 and 32 are simlar

to that of the client termnal 11.
1G. 43 is a chart showing a flow of starting routing.

FIG. 44 is a view showing routing group information.
FIG. 45 is a chart showing a flow of routing control for the

communication packet.

Best Modes for Carrying out the Invention
[0024]
<1. Entire configuration of relay communication system>

A description will be made below of embodiments of the present
invention while referring to the drawings. FIG. 1 is a schematic view
showing an entire configuration of a relay communication system. The
relay communication system is composed of LANs 1, 2 and 3 and a wide
area network (WAN) 100. The WAN 100 is a wide area network such as
the Internet.
[0025]

Client terminals 11 and 12 and a relay server 13 are connected to
the LAN 1. A client terminal 21 and a relay server 22 are connected to the

LAN 2. Client terminals 31 and 32 and a relay server 33 are connected to
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[ 00311 The interface unit 111 perforns conmuni cation with the
relay server 13 by using the private | P address. [00321 + The
control unit 112 includes a LAN driver 191, a LAN-side |IP packet
processing unit 192, a WAN-side | P packet processing unit 193, a
routing control unit 194, a routing session processing unit 195, and
a routing session X unit 196. [00331 The LAN driver 191 is a
driver software that controls the interface unit 111. The LAN-side IP
packet prdbedsANG. ud sessop ipitirtders protece R Fevemi K issoreeciedbei ved
fromthe client terminal 12 or the |like, and outputs the

communi catt®erVAXkE: to the routing control unit 194. The routing
control unit 194 decides a routing destination of the conmunication
17 packetlO ed on information stored in the database storage unit
115. Based on the information stored in the database storage unit

115, the routi ndhsesisnbterprselssisdngduaily carg@ctisiodds TANe dttogre
session to relay the conmunication packet, and outputs the routing
sessi on t @ergrnal gomphters g the keunThenehy saversold 2Bqskedbiday X is a
medi a session to be established between the client termnal 11 and a
speci fi ¢ rerayusigatien batwedn Bret clieat tmainalsitespedineln gormestidobe Hauni t
196 outputs the comruni cati on packet to the WAN-side | P packet
processi nglifiesent 1g'gNs. THERaNBR seurer LP1 paleke copruvdsationameny the selay
transmts and receives the comuni cation packet through the routing
sessi on Xservers. Inthisembodiment, each of the relay servers uses SIP at the time

of communicating with the other relay sexrver; however, protocols other than

the SIP may be used.

[0027]

<2. Configuration of relay server}

FIG. 2 is a block diagram showing a configuration of the relay server
13. The relay server 13 includes an interface unit 131, a control unit 132,
and a database storage unit 133. Configurations of the relay servers 22
and 33 are similar to that of the relay server 13.

[0028]

The interface unit 131 performs communication with the client
terminals 11 and 12 by using private internet protocol (IP) addresses. The
interface unit 131 performs communication with the SIP server 101 by
using a global IP address.

[0029]
The control unit 132 manages a variety of databases stored in the

database storage unit 133. The database storage unit 133 is composed of a

relay group information storage unit 134, a relay server information storage

16



[ 0034] The operation unit 113 is a keyboard, a nouse or the

| i ke, and receives an instruction to the client termnal 11. The
nmonitor 114 is a liquid crystal display or the Iike. [00351

The dat abase storage unit 115 is conposed of a relay group

i nformati on storage unit 117, a relay server information storage unit

118, andni® 189l dliRE: ©FRHA1 inAfr&la8Bh LRk ShRkRGS, M { rohdfe [0036]
A description will be nmade bel ow of a flow of processing of the relay
comuni g@ip dfosygicarstahgaumit h3F | @ordgvet, thd doatol et 182 kamconst ructi on

of a relay group to the routing processing. [00371 <4. Construction
of rel a§imyles aprfieprationdo that gf & partrol sRBWLA gt he fcliow temipaloddssi ng f or

regist e{)(ie cr{]%cgigeed 1%1%1‘.

[0030]
<3. Configuration of client terminal>

FIG. 3 is a diagram showing the configuration of the client terminal
11. The client terminal 11 includes an interface unit 111, a control unit
112, an operation unit 113, a monitor 114, and a database storage unit 115.
Note that configurations of the client terminals 12, 21, 31 and 32 are similar
to that of the client terminal 11.
[0031]

The interface unit 111 performs communication with the relay
server 13 by using the private IP address.
[0032]

The control unit 112 includes a LAN driver 191, a LAN-side TP
packet processing unit 192, a WAN-side IP packet processing unit 193, a
routing control unit 194, a routing session processing unit 195, and a
routing session X unit 196.
fo033]

The LAN driver 191 is a driver software that controls the interface
unit 111. The LAN-side IP packet processing unit 192 processes a
communication packet received from the client terminal 12 or the like, and
outputs the communication packet to the routing control unit 194. The

routing control unit 194 decides a routing destination of the communication
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relay servers and the client termnals, which participate in the
relay group. The respective admnistrators of the relay servers 13,
22 and 33 agree and decide to construct a group of the relay
comuni cati on system anong the LANs 1, 2 and 3. [0038] <4.1.

Regi stration of relay servers and client termnals> First, the

admi ni spickbObased ok NEohBkRBY s®esdiarthd dathBYestShg hdents fi cation
informati on and global |IP address of the relay server 13 in the SIP

server Baged(sttbpir@irmation saral mthadatabyse stdreger@speldt, thee admi ni strators
of the relay servers 22 and 33 register identification information
and gl oFPAIFLNE pessipgPaecsedngnit ke dasidgy a seitingrsessoam tgnelagshd n the SIP

oo e SRR LN i RRH kR T hgromine | B ey cosor
each of sJ.hien kelAY198e" ¥RE fukills 833061 a3t %J;Fi%ﬁmeot her. In such a

way, the SIP server 101 becones capable o el ayi ng the conmuni cation
among t bfa¥1Bhayb&ReMENS chyntusinigal hen@l Ohatifit Riaddrasses of the

respective relay servers. [00401 Next, accounts of the
respect tliemt tdrimgm]. t Bremontihsseasien Ernaatt H$ ouivep sheB84minommBSyion
Speci fical | ty the adm nistrator of the relay server 13 creates the
account P3Gt torfhe Hedisige 1§ packet proprssing umitddp. 1Hhe(EAdlsidAP  and creat es
t he account. fror stiheuulzgg glfa t hlg C%Je‘ent. t etilm' nal 12 t(jSt ep 85). The
rel ay sBFverP P EPRERELI? BPRY TR PULT PRI OPRETTEHISIMP "whi ch
i ndi cat gs1.0eldbded L vhuliBek8spY seerver 13, and client term nal
information 61, which indicates details of the
[0034]
The operation unit 113 is a keyboard, a mouse or the like, and
receives an instruction to the client terminal 11. The monitor 114 is a
Hguid crystal display or the like.
[0035]
The database storage unit 115 is composed of a relay group
information storage unit 117, a relay server information storage unit 118,
and a routing group information storage unit 119.
[0036]
A description will be made below of a flow of processing of the relay
communication system shown in FIG. 1, in the order firom construction of a
relay group to the routing processing.
[0037]

<4, Construction of relay group>

FIG. 4 is a chart showing a flow of processing for registering the
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cllent ternlnals 11 and 12 The relay server information 51-1 and the
client termnal information 61 are stored in the relay server

I nformati on storage unit 135 and the client termnal information
storage unit 136, respectively. [00411 In a simlar way, the
adm nistrator of the relay server 22 creates the account for the user
of the client termnal 21 (Step S6). The relay server 22 creates

rel ay server I nformation 51-2, which indicates details of the rel ay

server nd client mnal i nf.or tlo 71,..whi ch indicates

Getarl s ol Se&r’?’érﬁni et t%ﬂ oten bastidDA e e ong o
the relay server gates, t oun for the us he client
erni nal @19(’5%8850 I&HBS%? é?& %%8%%8 il R 8Er e
client ter@}‘%T éSte % server 33 creates rel ai‘
server i nfof 1io 1S 2 hTEh cgn&gpg}qa Ostyﬁi?‘?@l?*@Oélﬁ &rver
33, and Clﬂ@l 2 n% |nformat|on 81, whi ch indicates details of
the client F‘r}T" zﬂnéi 1 and 32. [0043] <4.2. Logon processing of
client ter[ﬁbﬁgls> After the accounts for the users of the
client ter | s have been created, the client termnals log on to

(he [ eSPecll YopL oLl SEYEhs LLeRe, S 18y Sk lLe (et the order
the order descr Iftgrs(g, t%e adnhin[isqcratol* of the relay server 13 registers
identification information and global IP address of the relay server 138 in the
SIP server 101 (Step S1). In a similar way, the respective administrators
of the relay servers 22 and 33 register identification information and global
IP addresses of the relay servers 22 and 33 in the SIP server 101,
respectively (Steps S2, S3).
[0039]
The SIP server 101 manages the identification information and
global IP address of each of the relay servers in association with each other.
In such a way, the SIP server 101 becomes capable of relaying the
communication among the relay sexvers by using the global IP addresses of
the respective relay servers.
[0040]
Next, accounts of the respective client terminals are created (Steps
S4 to S8). Specifically, the administrator of the relay server 13 creates the
account for the user of the client terminal 11 (Step S4), and creates the
account for the user of the client terminal 12 (Step S5). The relay server 13
creates relay server information 51-1, which indicates details of the relay

server 13, and client terminal information 61, which indicates details of the
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First, a description will be nade of the |Iogon (Steps S9 to S11) of
the client termnals 11 and 12. The user of the client termnal 11
inputs the identification information and password of the client
terminal 11, and logs on to the relay server 13 (Step S9). In
response to the logon of the client termnal 11, the relay server
information 51-1 and the client termnal information 61 are updated.
The client terninal 11 receives the relay server information 51-1 as

h | I . 045 FIG 5
AR IR N il i
i t d Th f ti 51-1 i
R b B R ST
o Osrtgl%tglﬁﬁlr}ilﬁﬁ% S A sl

i ndi cate the |gen |f|cat|on information and the nanme of the relay
server 13.F°FRF¢ ]iva ‘*the identification information

rel ay-ser BAi] I@bc net" of the relay server 13 is set. In activation
infornatléﬁ %ﬁ "active" is set, indicating that the relay server

13 has b ti-vated., [ 0047 f
two node tags, V?csﬁ o S0 v N P R

t | t ed. h of .t "d "id"
e weckod G FA G e thl AR e mibe ol il SR i kaly selver 33
talled, t tif t f t f th d
he o e ek 88%93?‘&%5%9?3@35@5 f?ﬁoéﬂ?o%ﬁg%ﬁ&ﬁm Fosdai 1S of el 2
t th | t 1 d
?éfiy' gr ots T 4B Bt B! Bl R 8 L p ety 4GaRS Bt it
I nformati Orllleng'telmmal 21.

[0042]

The administrator of the relay sexrver 33 creates the account for the
user of the client terminal 31 (Step S7), and creates the account for the user
of the client terminal 32 (Step S8). The relay server 33 creates relay server
information 51-3, which indicates details of the relay server 33, and client
terminal information 81, which indicates details of the client terminals 31
and 32.

[0043]
<4.2. Logon processing of client terminals>

After the accounts for the users of the client texminals have been
created, the client terminals log on to the respective relay servers (Steps S9
to S15). Note that the order in which the respective client terminals log on
does not have to be the order described below.

[0044]

First, a description will be made of the logon (Steps 89 to S11) of the
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514-1 indicates the identification information of the relay servers
as |l ogon destinations of the client termnals. [00481 "group”
of each of the node tags in the |lower information 512-1 is bl ank
since the relay group has not been constructed at this point of tine.
The upper node tag of the lower information 512-1 corresponds to the
client El@uftdi@lindldilbid Wi Ghhe vdSr ofitRE clichhRri@RNG i bipedd dv@n i nformati on
"client-11@el ay-server-Labc.net” of the client termnal 11 is set.

| n t he slensfitatfoonnfatmaionsid-phssvideé of the pliéftiteatinglnl 1, afidlopat i on of t he
relay server 13 is set following the |logon of the client termnal 11
[ 0049] o©n to the rqlgp sqryelel3 (SErpedsY ag[ndﬁspton%e uodhehgmmfdhmhqnén 512-1
corresponds ient te "1d", the
|dent|f?cmtmao ’I%ﬂ)&ﬁ%ﬁl?ﬁ?‘} m%f’?l%‘ﬁ?n %@3&%’" 8?V8?m’ila bc. net" of the
client r i s blank since
the cli gﬁ%ﬁ%@rﬁ%élé 1 &ﬁ%is -rllrfgfg 1?&61%8% Bﬁ ﬁ%&@%f %ﬂei}ay In the client
t er m naker®figformbiiON5B1 as b\i\&paﬁzﬁ&oH&glsgonwialtﬁéhe@@sre%@%d to the
client termnals 11 and 12, respectively, are created. In each of the
node taf94sl'div', "id", "name" and "pass" indicate the name of the

di vision where the client termnal is installed, the identification

i nformation 8fGthis acﬂlﬁivé?ho“tl’é%’mf%ajlam{lﬁeldﬁ’é[ﬁhe rekresferdid t he password

thereof sl 8s ect.ive c i nformafi on.ar et at the
e oot athRBERthY Fdtiare R R li e %t BNk agon ST & -

i ndi cat ggndog §lpp¥ lgfo%aamwam edbaldlge Gl @ﬁ% Ll%mspﬂds participate.
Address information 611, expiration peri od i hfornaiion 612 and port

i nf or matowen ifidinatRdise 2l eefdi@ink Phad@nessmdials thancid ent terninal, a
regi stration expiration period thereof, and a port nunber thereof

r espect [0pd6ly, and are set at the t| rre when each of the client
termnalsloson [ 0051] e client termnal information
61, "group" l‘éd’cPﬁe’o‘Flf‘{lﬁ’éU%éel% ai”é ‘rAahKndirate she he rel ay group

h t b t t.ed of the ¢l tt i |
o o el R R PR SRR i e HRBE R PERet Seing "R} Bt o e
"id", t{aenhféerefohfmfgﬁﬁam «m;yoga}%t F@Let‘i B&x@h&&kqge&gﬁl@a' 11is

set. The client term nal l ogs on (Step S

"192. 168st1. Thlactiva ﬂﬁﬂ;ﬁfmﬁadon 5870 “a@re” B&bt, inllidB@gardrtess i nformation
611, the expiration period information 612 and t he port information
613, r esgheviervee|lP has been activated.

[0047]

In the lower information 512-1, two node tags, which correspond to
the client terminals 11 and 12, respectively, are created. In each of the
node tags, “div”, “id” and “name” indicate a name of a division where the
client terminal is installed, the identification information of the client
terminal, and the name thereof. These pieces of information are set at the
time of creating the client terminal information 61. “group” indicates the

relay group in which the client terminals participate. Site information
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[ 0052] The | ower node tag of the client termnal information
61 corresponds to the client termnal 12, in which, as "id", the
identification information of the client terminal 12 is set. The
client termnal 12 has not logged on to the relay server 13 at the
point of time in Step 89, and accordingly, the address infornmation
611 is blank. Mreover, "0" is set in the expiration period

I nformation 612 and the port I nformati on 613. [0053] After the
| ogon ('St 8 f th ent,. t I t he us of the client
terminal PA4 ﬁﬁtﬁ‘é&tﬁﬁ bde%ﬁﬁﬁzeﬂaf*.% P BPRCRE F RN ACPSS ALt he
client ter s.on to.the relay server 13 (Step S10).

[ 0054] Fol‘inégb\nﬁbw?ﬁ@ 1’?%61%‘@’1’(%1 24 ent terminal 12, the rel ay
server [gggat es the relay server information 51-1 and the client
termnal R mation 61 to relay server information 52-1 and client

L TS OB i BT e 1o
o o nat .e'&ﬂxﬂégipvcgr he F\%‘ag’ﬁf%ﬁl ber vt bacp %I%Séleucﬁ%fﬁa&g%vﬁém% t&a¢-ed in
ftzegr Slgn qe‘ill}%zedu at ed]o];f'%)he ﬂ)werqn}' analt:? 05n]_20{ C(t)lrllgspcolnld%r%g t g E: er?tal
terminal 11, in which, as “id”, the identification information
“client-11@relay-server-1.abc.net” of the client terminal 11 is set. In the
site information 514-1, the identification information of the relay server 13
is set following the logon of the client terminal 11.
[0049]

The lower node tag of the lower information 512-1 corresponds to the
client terminal 12, in which, as “id”, the identification information
“client-12@relay-server-l.abe.net” of the client terminal 12 is set. The site
information 514-1 is blank since the client terminal 12 has not logged on.

[0050]

In the client terminal information 61, two node tags, which
correspond to the client terminals 11 and 12, respectively, are created. In
each of the node tags, “div”, “id”, “name” and “pass” indicate the name of the
division where the client terminal is installed, the identification information
of the client terminal, the name thereof and the password thereof,
respectively. These pieces of information are set at the time of creating the
client terminal information 61. “group” indicates the relay group in which

the client terminals participate. Address information 611, expiration

period information 612 and port information 613 indicate the IP address of
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Due to the logon of the client termnal 12, the identification
information of the relay server 13 is set in site information 524-1
in a lower node tag of lower information 522-1. In a | ower node tag
of the client termnal information 62, "192.168.2.22", "1213" and
"5070" are set in address information 621, expiration period
information 622 and site information 623, respectively. [0057]
After the logon of the client termnal 12, the relay server 13

transmts the,re server _information 52-1 to e client termnal 11
(Step 511y RS Rt Bmital 5 reee i Rt o i b etoRng 206 hel d by
L0, o S50 Bkt R o SRR ER Y RETL B
(Step S12) Qf'tage client termnal 21. The user of the client term nal
21 input s EHETHEME O ati on i nformation and password of the client

term nal 2@ 5ﬁnd | ogs on to the relay server 22 (Step S12). Foll ow ng
t he | ogon P he client termnal 21, the relay server 22 updates the

The ol fent t er MR SIS SEmoR Pfamien SEcrrer oL raha PoPSE. 2 a5
s o Vi ow RO NAmE AEUPLE B RO PUD S iAL TPet APEiget Bhappeer
o “upper | RRGIREET GRF Siert 3o uR iR S oG e hiPSEdS B Ceplieple bf
" rel ay- seleRPA. Hupct, fs; 4L Tl HyRE5oEn SyorEs en g e dient ¢
o e e 8, i S 350 S L
“192.168.1.117, “1213” and “5070” are set in the address information 611,
the expiration period information 612 and the port information 613,
respectively.
[0052]
The lower node tag of the client terminal information 61 corresponds
to the client terminal 12, in which, as “id”, the identification information of
the client terminal 12 is set. The client terminal 12 has not logged on to
the relay server 13 at the point of time in Step S9, and accordingly, the
address information 611 is blank. Moreover, “0” is set in the expiration
period information 612 and the port information 613.
[0053]
After the logon (Step S9) of the client terminal 11, the user of the
client terminal 12 inputs the identification information and password of the
client terminal 12, and logs on to the relay server 13 (Step S10).

[0054]

Following the logon of the client terminal 12, the relay server 13
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"“group” of each of the node tags in the |lower information 512-2 and
the client termnal information 71 is blank since the relay group has

not been constructed. [0061] In the node tag of the | ower
information 512-2, the information regarding the client termnal 21
is registered. In "id", identification information

"client-21@el ay-server-2.abc.net” of the client termnal 21 is
regi stered. Follow ng the I ogon of the client termnal 21, the

FEAES T N N
Th, 0 Mo G0N SRR LSl PRI 2t 25

o ot 00 e ST e ST S e o By 121
RO G 42 00 R SR R0 35 SRR el 0059

to 515) of bgﬁ client termnals 31 and 32. The user of the client
term nal 3[9 puts the identification information and password of the

client term nal , »,and l.ogs.on.to. the rela rver 3 Ste 3). In
response to the Eﬁ'clfgg S Bfw‘f‘ﬂ ghgw;w?@%1%¥e§%y ‘S}Werefﬁ W"g‘éf%er
information, 5F3 and. the client r,nal infor i 0 are upgdat ed.
The client® %rWW1%11%%?£&g€Wg§£@| aﬁ}egﬁr‘@at?ﬁfﬁiﬁﬁ{lg &R BEO8 a5
a response it .ep, 513, stores the relay server information 51-3
inarel affig?%?gﬁ‘ﬁ%lﬂ%’tnﬁ%ﬁes‘&@% 2edmit 318. [0064] FIG 8
is a view a@ggf ng information held by the relay server 33 after

pr ocessi né Step 813. The relay server information 51-3 is conposed

of upper, 01 or Lo RL1od, oL Ot LOLSCTRLL O <123 1, e vepe
il o L LR MR SR Y
relay ser Vn%rde%gg%?fov&pe%%gfoq‘cmtgt}/e%t §&1 In a lower node tag of the client
terminal information 62, “192.168.2.22”, “1213” and “5070” are set in
address information 621, expiration period information 622 and site
information 623, respectively.
[0057]
After the logon of the client terminal 12, the relay server 13
transmits the relay server information 52-1 to the client terminal 11 (Step
311). In such a way, the relay server information 51-1 held by the client
terminal 11 is updated to the relay server information 52-1.
[0058]
Next, a description will be made of the logon (Step S12) of the client
terminal 21. The user of the client terminal 21 inputs the identification
information and password of the client terminal 21, and logs on to the relay

server 22 (Step $12). Following the logon of the client terminal 21, the
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[ 0065] "group" of each of the node tags in the | ower

I nformation 512-3 and the client termnal information 81 is blank
since the relay group has not been constructed. [0066] The upper node
tag of the lower information 512-3 corresponds to the client

termnal 31, and as "id", identification information

"client-31@el ay-server-3.abc.ne t" of the client termnal 31 is set.
Due to the log on of the client termnal 31, the identification

i nformation, of the | ay seryver 33 is set_ in site_infornpatign 514-3.
(00671 Telay sprueh ghupdafendhe selds sere IbwRAtOR by AApfiRe shent
corresponds to the.client termnal. 32, in which as "id", the

entt 11 o TP AR At 1 b RS berioph oS ke tas. the ABlay B vero
the client. ftermnal,.32 is set. The site informatjon 514-3 is bl ank
since the Olrwlof]eﬁ]ﬁéﬁélal?ﬁp?fg@‘i%‘geh?ﬁj’@ewt .rei["’é'cﬁgﬁ‘iel upper node
tag of thg &L)é]ent termnal information 81 corresponds to the client

t er m nal 9 n which the identification information of the client

orm nal 31, 2860173 apiew chomuy ipkihialiom Ry ersfoy sz

: 21]: g{ xt : %%ceg %oceﬁs%étgg §r | %%e irglfa?rrsg%ércigfoﬁ']ﬁlzatﬁ)ql% P-%rié
composed of upper information 511-2 and lower information 512-2. In “id”
of the uppex information 511-2, identification information
“relay-server-2@abc.net” of the relay server 22 is registered. In activation
information 513-2, “active” is set, indicating that the relay server 22 has
been activated.
[0060]

“group” of each of the node tags in the lower information 512-2 and
the client terminal information 71 is blank since the relay group has not
been constructed.

[0061]

In the node tag of the lower information 512-2, the information
regarding the client terminal 21 is registered. In “id”, identification
information “client-21@relay-server-2.abc.net” of the client terminal 21 is
registered. Following the logon of the client terminal 21, the identification
information of the relay server 22 is set in site information 514-2.

[0062]
In the client terminal information 71, the node tag corresponds to

the client texrminal 21, and as “id”, the identification information of the

client terminal 21 is set. Following the logon of the client terminal 21,
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[ 0069] The | ower node tag of the client termnal information
81 corresponds to the client termnal 32, in which, as "id", the

I dentification information of the client termnal 32 is set. The
address information 811 is blank since the client termnal 32 has not
| ogged on. Moreover, "0" is set in the expiration period information
812 and the port information 813 [ 00701 After the | ogon (Step
513) of the client term nal the user of the cllent t erm nal

inputs the fion an ssvvo cli

t er mi nal élrgjﬁ ‘fﬂo Wt"’ﬁ‘%t %’Qqﬁeﬂweﬁ 34 “%H‘ia K[Ibg{;]til
Fol |l ow ng the | ogon of cl.ient.te e rela erver

Updat 66§ EPREtiA) RESRIGRATA ATl | b 20§L3ﬁan%arféorbé/1€ﬁﬁsxee§rwwa|

| nformatlgﬁogé to relay server information 52-3 and client term nal
i nf or mat i respectively. The client term nal 32 receives the

T | AR B AR e Py b

o Ler ProSeRSg: o ShSR Shinal B S5 aHS 2L PG NS 2R o
inputs the identification information and password of the client terminal 31,
and logs on to the relay server 33 (Step S13). In response to the logon of
the client terminal 31, the relay server information 51-3 and the client
terminal information 81 are updated. The client terminal 31 receives the
relay server information 51-8 as a response to Step S13, and stores the relay
server information 51-3 in a relay server information storage unit 318.
[0064]

FIG. 8 is a view showing information held by the relay server 33
after processing of Step S13. The relay server information 51-3 is
composed of upper mformation 511-3 and lower information 512-3. Inthe
upper information 511-3, as “id”, identification information
“relay-server-3@ahc.net” of the relay server 33 is registered. In activation
information 513-3, “active” is set, indicating that the relay server 33 has
been activated.

[0068]

“group” of each of the node tags in the lower information 512-3 and
the client terminal information 81 is blank since the relay group has not
been constructed.

[0066]

The upper node tag of the lower information 512-3 coxrresponds to
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In site information 524-3 of a | ower node tag of |ower information
522-3, the identification information of the relay server 33 is set.
Moreover, in a |ower node tag of the client termnal information 82,
"200.1.3.132", "1213" and "5070" are set in address information 821,
expiration period information 822 and site information 823,
respectively. [00741 After the | ogon of the client term nal
32, the relay server 33 transmts the relay server information 52-3

to the client_ term nal (Step S15).., The client term nal 31 updates
the rel ay tz‘%tcl)é’ﬁ‘g %F%Pﬁﬁ%%é’ﬁldsﬂs- S,é AFRiRtGad 1o IBFIPatien: he rel ay

52 3. [ 007 84enss PreleGatien Soabertagt Birgisnt Hrandal pbiseen. | Do fo Fi o
the T ol ay P JUp0n PROM dentaoriell s BH P BHATAAPe "HorRARoR St B mot.
i i st r 460 Ve tactobin U BIOPER ARG  he | dent | 11 cat i on
ol ay 2erJ8P8Hs {0 conet ruct the relay aroup. The relay server 13
i o mat Fon 41 [ReURGE B8 Fas beilaer ieTERbien S Egeotmeponbuto the
Server 13 HebFeHgsLshanchoRs O (RS RO GBIBTRAER  ucted.
gge alr. 2| ﬁgt“gﬁ%%@x%q?%gﬁv}%g—g@ %;plqtfl&d t}%hc%e%%: %&%in&t?é%ﬁ isngelt. ! ’rll‘]iagrsﬁ%t on
information 514-3 is blank since the client terminal 32 has not logged on.
[o068]
The upper node tag of the client terminal information 81
corresponds to the client terminal 31, in which the identification
information of the client terminal 31 is set as “id”. Following the logon of
the client terminal 31, “200.1.2.317, “1213" and “5070” are set in address
information 811, expiration period information 812 and port information
813, respectively.
[0069]
The lower node tag of the client terminal information 81 corresponds
to the client terminal 32, in which, as “id”, the identification information of
the client terminal 32 is set. The address information 811 is blank since
the client terminal 32 has not logged on. Moreover, “0” is set in the
expiration period information 812 and the port information 813.
[0070]
After the logon (Step S13) of the client terminal 31, the user of the

client terminal 32 inputs the identification information and password of the
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[007ffi The relay group information 41 is conposed of upper
information 411 regarding the relay group and | ower information 412
regarding the relay servers which participate in the relay group. In
t he upper information 411, in "id", identification information
"group-a@ el ay-server-Labc.net” of the relay group is set. "lastnod"
and "name" indicate a |latest update tinme of the relay group
information 41 and a nane of the relay group. Mreover, in the

respecti velisht esrn@igial 8%, 4MElogs\Wartoithe Qéwtsbml%BZStwsmﬂent i fication
i nformation of the relay servers 13, 22 and 33 are set. [0079]

Thr ough t Hep®dllP server 101, the relay server 13 requests the relay
server 22 to construct the relay group in which the relay servers 13,

22 and 33 parti Gollgvend SheeREo® bbelidnkGelhindlBoatisd fAlhRke MY 33t hr ough
the SIP server 101, the relay server 13 requests the relay server 33

to construgidatdiettiealeddly SQuPi{fSRRG0R 51+3 2Ad tHe clieMt tERRiddIme of

requesting the construction of the relay group, the relay group

i nfor mat i QAfdAhation 8 BASFElAY 86veP IMfBLmEEbAY2SEANE bBerdZodiEna3. [ 0080]
<4.4. Synthesis of relay server information> Next, through

the SIP saenftemaldh, 83, hesﬁe%hamysemmrcﬁb%t OGR! 32 LR ¥l (Y @ﬁryver 22
for the relay server information 51-2 (Steps S18, S18.1), and

requests tRevdrahtnsRiores2-8dsfOfeshbsd &) S¢pSever information 52-3
(Steps S19, 519.1). The relay server 13 syntheS|zes the rel ay server

informati dpodsl-1, 51-2 and 52-3, and creates relay server information
53. The client term nal information 62 is updated to client term nal

i nformation 63. Fi@. bhe arv@évaxéhﬁﬂfﬁég,efnfmﬁmmhwb;sﬁm1%%;; vy 335, the
relay server information 52-1 an
after processing of Step S14. Fields updated following the logon of the
client terminal 32 are underlined.
[0073]
In site information 524-3 of a lower node tag of lower information
522-3, the identification information of the relay server 33 is set. Moreover,
in a lower node tag of the client terminal information 82, “200.1.3.132",
“1213” and “5070” are set in address information 821, expiration period
information 822 and site information 823, respectively.
[0074]
After the logon of the client terminal 32, the relay server 33
transmits the relay server information 52-3 to the client terminal 31 (Step
S15). The client terminal 31 updates the relay server information 51-3,
which. is stored in the relay server information storage unit 318, to the relay
server information 52-3.

[0075]

<4.3. Creation of relay group information>
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53 are stored. [0081] FIG 12 is a view show ng information
-held by the relay server 13 after processing of Step 519. Fields
updated following the processing of Step 518 are underlined. [0082]
In the relay server information 53, upper information 5314 and | ower
i nformati on 532-1 correspond to the upper information 521-1 and the
| ower information 522-1, which are shown in FIG 6, respectively. In
a simlar way, upper information 531-2 and | ower information 532-2

correspond to tEGURPES aichbel sHRkWiAR aSdw 3f pRiteddifs heWR AT or mati on
512-2, which are shown in FIG 7, respectively. Upper information

531-3 and doawiiictith of fld +<ly Bdp3 darFIes ponehd didliecBiRels ohaamat i on
521-3 and the lower infornation 522-3, which are shown in FIG 9,

respecti velyg.nok@883%. Fol | owi ng the construction of the relay group,
identification information of the relay group is set in "group" of
each of tHeomelde tags of

After the processing of Step S15, the administrator of the relay
sexrver 13 inputs the identification information of the relay sexrvers 13, 22
and 33, and instructs the relay server 13 to construct the relay group. The
relay server 13 newly creates relay group information 41, and stores the
relay group information 41 in the relay group information storage unit 134.
[0077]

F1G. 11 is a view showing information held by the relay server 13
after the construction of the relay group is instructed. The relay server
information 52-1 and the client terminal information 62 are not changed
from those in FIG. 6.

[0078]

The relay group information 41 is composed of upper information
411 regarding the relay group and lower information 412 regarding the
relay servers which participate in the relay group. In the upper
information 411, in “id”, identification information
“sroup-a@relay-server-1.abe.net” of the relay group is set. “lastmod” and
“name” indicate a latest update time of the relay group information 41 and a
name of the relay group. Moreover, in the respective site tags of the lower
information 412, the identification information of the relay servers 13, 22
and 33 are set.

[0079]
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the I ower information 532-1, 532-2 and 532-3 and "group" of each of
the node tags of the client termnal information 63. [00841 By
referring to the client termnal information 63, the relay server 13
confirms that the client termnals 11 and 12 are | ogged on. The relay
group information 41 and the relay server information 53 are
transmtted to the client termnals 11 and 12 (Steps 520, 521).

[ 0085] FIG 13 is a chart showing a fl ow of processi ng during

the ol i ent t or mapdeh Pie SEP36NAE ébﬁb“t;ffl rediFeh h?fgt?u‘ﬁ@ts the 1fﬁﬂ§ough
r ver

or the r diayPcty vurotfrlsf Y raRb E5bu %!ls%ﬁbiie@fie %ffr%l%y 25 il

(Stops. so3 R ?atﬁﬁéepﬁeﬁs%y%iéeveﬁé% i‘%ﬂ?ﬁ%é?&féé%%@”?%?% LFber

: 21]: g; x: : gfnblsgﬁgirﬁ \g s l\gell] ﬂB 1equésts @He %lgja}tsglsvel ré% to CO%XHH& t\fle relay

group (Steps S17, S17.1). At the time of requesting the construction of the
relay group, the relay group information 41 is transmitted to the relay
servers 22 and 33.

[0080]

<4.4. Synthesis of relay server information>

Next, through the SIP sexver 101, the relay server 13 requests the
relay server 22 for the relay server information 51-2 (Steps S18, S18.1), and
requests the relay server 33 for the relay server information 52-3 (Steps S19,
S19.1). The relay server 13 synthesizes the relay server information 52-1,
51-2 and 52-3, and creates relay server information 53. The client terminal
information 62 is updated to client terminal information 63. In the relay
server information storage unit 135, the relay server information 52-1 and
53 are stored.

[0081]

FIG. 12 is a view showing information held by the relay server 13
after processing of Step S19. Fields updated following the processing of
Step 518 are underlined.

[0082]

In the relay server information 53, upper information 531-1 and

lower information 532-1 correspond to the upper information 521-1 and the

lower information 522-1, which are shown in FIG. 6, respectively. Ina
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termnal information 71 is updated to client termnal information 72.
The relay server 22 continues to hold the relay server information
51-2.#[00871 FIG 14 is a view showng information held by
the relay server 22 after processing of Step 823. Fields changed

foll owi ng the processing of Step 523 are underlined. The
identification information of the relay group is newy set in "group”
of the client termnal information 72. [0088] By referring to
the client .termnal infor t|on7 the rel ay rver, 22 conflrmsthat
the clientSt F"ri"??é’i “?Eeﬁ’ @%ﬂnéﬁ 214%{108‘1‘3591’%‘ fmation 41
and the relay ser |nforma,t|on 53 are trans tedtothe client

t erm nal ]{9@7 the uppryggformation 51%\@%13 tglﬁH@)‘ﬁ%quWén@l‘Pl &8 der
101, the ser guests the relay server 13 for the relay
server mf‘gt!“ﬁét&il%ﬁ Bwnfn(lﬁﬁeaslwsctvse}s 1Y Praninfrapgiden §31 Beand| ay
server 22 for t rel.ay rver |nformat|on 51-2 (Steps 826, 526.1).
The rel ay %‘éf?’vé‘F )3@%1%15%23?1 coxtesprRd b g UBReR dformpg pthag] §rangthe,
51-2 and j{2- 3, creates relay server information 53, The client
termnal i ﬁW@?h%PFBﬁhB’? 553 " pehatiare shary éThFIgBQmeﬁH‘PCWﬁbbr mati on 83.
[ 00901 FIG 15 is a view showing information held by the relay
server 33 [9%@ processing of Step 526. Fields changed follow ng the
processi ng of é‘ S26 are underline The identification informtion
of the relay gr aﬁowsn% qpnseructign of thprelay eeetun identificationde tags of

the client, %erm nal tj Efor tion 83.
information of the relay group is set in “group” of each of the node tags of

the Iower information 532-1, 532-2 and 532-3 and “group” of each of the
node tags of the client terminal information 63.
[0084]

By referring to the client terminal information 63, the relay server
13 confirms that the client terminals 11 and 12 are logged on. The relay
group information 41 and the relay server information 53 are transmitted to
the client terminals 11 and 12 (Steps S$20, S21).

[0085]

FIG. 13 1s a chart showing a flow of processing during and after Step
22 in the construction of the relay group. In FIG. 13, the client terminals
11 and 12 are not shown.

[0086]

Through the SIP server 101, the relay server 22 requests the relay
server 13 for the relay server information 52-1 (Steps S22, $S22.1), and
requests the relay server 33 for the relay server information 52-3 (Steps S28,
S23.1). The relay server 22 synthesizes the relay server information 52-1,

51-2 and 52-3, and creates the relay server information 53. The client
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By referring to the client termnal information 83, the relay server
33 confirnms that the client termnals 31 and 32 are | ogged on. The
relay group information 41 and the relay server information 53 are
transmitted to both the client termnals 31 and 32 (Steps S27, 528).
[ 0092] As a result of the processing up to this point, the
relay group is constructed in which the client termnals 11, 12, 21,
31 and 32 and,the relay, servers 13, 22 and 33 participate. The
conput er s {@FPER palormetion e isimdased &9 eliengrieupingd anfovmatiom i2he The
configuration of the relay group, operation states of the individual
conput er s, relavrerTRY 39 reutityiesilathold ihgyralay server anfaymgtionlihf or mat i on
41 and the relay server information 53. [0093] <5. Flow of routing
processi n30@$7]rst enbodi nent) > A description will be made of
routi ng processi na according to a first enbodinent in the rela
e

comuni cati on sYs&eht dhawiew ghevins infounpoon) held by theaelsy setver 22
configuration of LAN> FIG_16 is a diagram show ng detail ed
conf i gur atafeaPresessing afANep 280 Fields clmmpedifelloving Blepproeessing aol | s
not shown._ General termnals are connected to the LANs 1 to 3 as
personal cOApeLeraye tmgerlieedot Thaidentibnatien infpumeation ofitheareday group
is newly set in “group” of the client terminal information 72.
[0088]
By referring to the client terminal information 72, the relay server
22 confirms that the client terminal 21 is logged on. The relay group
information 41 and the relay server information 53 are transmitted to the
client terminal 21 (Step S24).
[0089]
Next, through the SIP server 101, the relay server 33 requests the
relay server 13 for the relay server information 52-1 (Steps 525, 525.1), and
requests the relay server 22 for the relay server information 51-2 (Steps 526,
$26.1). The relay server 33 synthesizes the relay server information 52-1,
51-2 and 52-3, and creates relay server information 53. The client terminal
information 82 is updated to client terminal information 83.
[0090]
FIG. 15 is a view showing information held by the relay server 33
after processing of Step S26. Fields changed following the processing of
Step 526 are underlined. The identification information of the relay group

is newly set in “group” of each of the node tags of the client terminal

information 83.
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[ 0095] The LAN 1 has a configuration in which a LAN 104 and a
LAN 10-2 are connected to each other through a general -purpose router
14. The client termnal 11, the relay server 13 and a general
termnal 15 are connected to the LAN 10-1. The client term nal 12 and
a general termnal 16 are connected to the LAN 10-2. Network
addresses of the LANs 10-1 and 10-2 are "192.168. 1.0/ 24" and
"192.168.2.0/24" (24 at the end is a subnet mask). [00961 A
gener al tﬁhﬁ%ﬂﬁl 23 is connected to the LAN 2, in addition to the
client ter | 21 and the relay server 22. The network address of

the LAN 2 is "192.1Q0.1.0/24". _[0097] . ) The LAN has a
configurati on, %%’W%‘?%H‘gaéoﬁﬁ ﬁte&;ll’ﬂ}nél dRrmation §?e&’@o“ﬁ c}EUK o
each other_t hr h eneral - purpose rquter 34, and the 3Q-1 and
o LAN 30- Bhsontadin et she chenienngens Sl %ﬂreal%gg%% 5@@? 8%
router 35. The.rglay seryver is.connected to the LAN 30-1. The
client torGPHRANEIMSSINA ?fsﬂ relay peLyar fgryation 53 ek teansmpitieddo AN

30-2. The cljent fermnal, 32 and eral. term.nal 37 are connected
to the LAI\‘ri’C@%-t ‘?CMWW”&%&?@@S‘E&%?&?H%S@Z\I\@@O-Z and 30-3 are
"200. 1. 2. gjé4"] and "200.1.3.0/24". [00981 <5.2. Sharing routing group
i nformati H 92

As a result of the processing up to this point, the relay group is
constructed in which the client terminals 11, 12, 21, 31 and 32 and the relay
servers 13, 22 and 33 participate. The computers which participate in the
relay group can confirm the configuration of the relay group, operation
states of the individual computers, and the like, by referring to the relay
group information 41 and the relay server information 53.

[0093]
<5. Flow of routing processing (first embodiment) >

A description will be made of routing processing according to a first
embodiment in the relay communication system shown in FIG. 1.

[0094]
<5.1. Detailed configuration of LAN>

FIG. 16 is a diagram showing detailed configurations of the .LANs 1
to 3. In FIG. 16, the SIP server 101 is not shown. General terminals are
connected to the LANs 1 to 3 as personal computers that do not function as
client terminals.

[0095]
The LAN 1 has a configuration in which a LAN 10-1 and a LAN 10-2

are connected to each other through a general-purpose router 14. The
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A description will be nade of sharing of routing group information
for use in the routing processing according to this enbodi nent.

[ 0099] FIG 17 is referred to. The user of the client term na
11 instructs construction of a first routing group. The client
termnal 11 stores routing group information 91, which is created in
response to the instruction of the user, in the routing group
information storage unit 119, The client termnal 11 transmts the
routing grdiEpttenmdmmhiiorhegelalosarker 12 paj asganpapl tegmimalel® 8%1) | and
issues a notice to the relay server 13 of the construction of the
first routioRgegesdpthehdN éﬁ'ai[y ddevcdient texmnized 42 apd & garsrekierminal ng
group information 91 in the_routin roup i nformation storage unit
137. [ 0100k6 are conneglied to the LAN 10; wq\lﬁ@mﬁ@dﬂﬁ@se%ﬁ ihedl4iNa1g-1
information 91. The routin roup information 9% i s conposed of body
| nf or mat | G102 18 TRA6EA/Tet u 1aRt4tA 083 (24 stthanpdirammesiasn
information 913, and session information 914. 101011 The body
informati dAe®%¥1 is information regarding the routing group
infornati%n 91 itself. "group” indicates identification information
of the reIQQgéhoup. "id", "lastnod", "nanme" and "owner" indicate
identification information, |atest update tine, name and creation
source of the réugdnsgabieaminalnidisaennerted to theléd 2, in additipndo thait i ng
target information 912 is _information regarding a network that serves
as a rout iCngni: tgrgainal 2hauddhe gpisyFervest2het s Retworsradrasswfohe-1 to
912-3. In _each network information, "addr" indicates the network

addr ess ofLANe el R3O0 ELser ves as the routing target. "route?

indicates a client termnal that routes an | P packet fromthe network
set in "addp97]

The LLAN 38 has a configuration, in which a LAN 30-1 and a LAN
30-2 are connected to each other through a general-purpose router 34, and
the LAN 30-1 and a LAN 30-3 are connected to each other through a
general-purpose router 35. The relay sexver 33 is connected to the LAN
80-1. The client terminal 31 and a general terminal 36 ave connected to
the LAN 30-2. The client terminal 32 and a general terminal 37 are
connected to the LAN 30-3. Network addresses of the LANs 30-2 and 30-3
are “200.1.2.0/24” and “200.1.3.0/24”.
[0098]
<b.2. Sharing routing group information>

A description will be made of sharing of routing group information
for use in the routing processing according to this embodiment.
[0099]

FIG. 17 is referred to. The user of the client terminal 11 instructs

construction of a first routing group. The client texminal 11 stores routing
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[01031 In the network information 912-1, the network
address of the LAN 10-2 is set as "addr", and the identification
information of the client termnal 11 is set as "router". |In the
network informati on 912-2, the network address of the LAN 2 is set as
"addr", and the identification infornation of the client term nal 21
is set as "router". In the network informati on 912-3, the network

e, gl A iy S R S
o2, Sl AR el e Sk PR SRt O
Funct | on” GP BRI T By EONRIRP EAEPDA ESyS BUanies S1¢ Ry aaay afrver
Por {10 EEELPR IR 045 58 SH3: iy T G O B o
TAN 1t 0 O3 gt Clohbfastonh | HBe Ehlay SorY el Lyipih DPGPRR Ha Wb ng
cor  osponcP L iR TR AR L o PR aYR PAEER PR AGHpE0 S0 T he

gener al tﬁé%@al s which do not conpose the relay conmmuni cation system

can use t uting function of the relay comunication system
ermtted termnal ormatiqn, "npane"

[ 01051 I ach.of the in

and "addr” i ndi ?&@J?ﬁ%aﬁfm BpasheFovERg pup Hétr%laﬁmﬁi%t To8
term nal capable of using the rauting functiaon.. The permtted .
Lerminal CRRBRaEDBA TpaRaton d108 CamRe Ao j AT T RaRtaB, |
which "192. 168..2,.150".i s t as "addr", Th ermt ter m nal

D ot | JAT G R g b e e PRUSIEiS Ao e h a5 2 SoHeiaR ch
"192. 100. 1.%50" [ iﬁ as "addr". In the permtted term nal

i nfor mat i JHBPRLPD B 5qqr» " 200.1.2.*" is set, which indicates
that all %wﬂe comruni cation term nals connected to the LAN 30-2 can

use the r g function. Note that, though the identification

i nfornati on of e neral termpal. i.s.set jn the pernjtted.terni nal
i nf or mati on 9135%3 Y41 ;?at{%é‘ s iRormation g BRvtBE the FORIRE ¢ he

client termnals.and the rel erver, be ,set_.therejn.
group 1nformat1011991 I%Sfﬁ%{ s‘g‘roup”Smg&ﬂcgteseidengiﬁcatleon in?ormation of

the relay group. “id”, “lastmod”, “name” and “owner” indicate identification
information, latest update time, name and creation source of the routing
group information 91.

[0102]

The routing target information 912 is information regarding a
network that serves as a routing target, and is composed of network
information 912-1 to 912-3. In each network information, “addr” indicates
the network address of the network that serves as the routing target.
“router” indicates a client terminal that routes an IP packet from the
network set in “addx”.

[0103]
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[ 0106] The session information 914 is conposed of point
information 914-1 to 914-3 regarding routing sessions for use in the
routing of the conmuni cation packet. "start" and "end" of each of the
point information indicate a start point and an end point of the
routing session. [01071 Since the point information 914-1 to
914- 3 have been created, three routing sessions are established in
the first routing group. The point information 914-1 corresponds to a

Lt ou 1m0 #3540 0 i A0, LA L SRR BT O R) 11
L1 L O B2 GORLESPARISI: 1 ACER AR AR et ) 20 S,
o S B s G2 ) LSBT FPEASHROTCS
L0 O o D bR A 25 B S e S Ao, L0107
noti e o SRR R bl A R USRS Rt o
Shect L oo gl 12, S8 Yol HRAS Iy LIS 50U WAL O o
SR e e S e A N R

way, the routing group |nfor fi-ent

sa5, Sos. 10l A%y oBp Bt BiiRAl Ay 23R TRt SRR Fnptionted 00

33, and the.¢li -termnals 11, 21 and 31 which function as the
routing dgéﬁgég%%hg%g the routing group information 91. [01091 <5. 3.
Establishqﬁgéﬂof routing session> Next, first to third routing
sessions are established. The client termnal 11 refers to the point

oLt o 9L A0Sk ek e SIS B ol s SR
sessi ons. terminals capable of using the routing function of the relay communication
system, and is composed of permitted terminal information 913-1 to 913-3.
Here, “communication terminals” refer to all of the relay servers, the client
terminals and the general terminals, which are individually connected to
the LANs 1 to 3. For example, in the LAN 1, the client terminals 11 and 12,
the relay server 13, and the general terminals 15 and 16 all correspond to
the communication terminals. Accordingly, even the general terminals
which do not compose the relay communication system can use the routing
function of the relay communication system.
[0105]
In each of the permitted terminal information, “name” and “addy”
indicate the name and IP address of the communication terminal capable of

using the routing function. The permitted terminal information 913-1

corresponds to the general terminal 16, in which “192.168.2.150” is set as
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[01101 In order to establish the first routing session between
the client termnals 11 and 21, the client termnal 11 transmts an
establ i shnment request df the first routing session to the relay
server 13 (Step S34). In response to a response fromthe relay server
13, the client termnal 11 transmts an ACK to the relay server 13
(Step S35). In response to the ACX, the relay server 13 establishes a
nmedi a session between the client termnal 11 and the relay server 13

ot abl | shrat: se The draBistSL FEumoa) i GimABoR DAY SESH BRI HE & ol ay
to b res Egtﬁgéf’ %{‘q‘%ﬁg}nﬁ%@% w0 L TRE Sérhgs Tekihr U anam (s
S35 1). | HPRLShE rﬁ%ﬁ Foiartion S paye b S0 &2 ?siﬁ R o
Ater S oph Egbe%& a5t Sud B SRS RIS BBTGRER T REP LAPLARY
br ocesl ngan o FatPa TEIGED. of e Shes Sielusdeppheaion.
information of the general terminal is set in the permitted terminal
information 913-1 and 913-2, the identification information of the client
terminals and the relay servers may be set therein.
[0106]

The session information 914 is composed of point information 914-1
to 914-3 regarding routing sessions for use in the routing of the
communication packet. “start” and “end” of each of the point information
indicate a start point and an end point of the routing session.

[0107]

Since the point information 914-1 to 914-3 have been created, three
routing sessions are established in the first routing group. The point
information 914-1 corresponds to a first routing session, in which the
identification information of the client terminals 11 and 21 are set in “start”
and “end”. The point information 914-2 corresponds to a second routing
session, in which the identification information of the client terminals 11
and 31 are set1n “start” and “end”. The point information 914-3
corresponds to a third routing session, in which the identification
information of the client terminals 21 and 31 are set in “start” and “end”.
[0108]

FIG. 17 is referred to one more time. The relay server 13 issues a
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The first routing session is conposed based on the three nedia
sessions established in Steps S36, S39 and S42. [01141 FIG 19
is referred to. In asimlar way to the establishnent of the first
routi ng session, the second routing session is established between
the client termnals 11 and 31. A nedia session is established

bet weennth@ o€tHe@bhsti@kioh Bdhe BilstaB Gt ol tAhe SBEMAErnlidalt S eps S43,
S44 and $S45). A nedia session is established between the relay

ser ver sadB3anticB u(cGbe ps tipdoutisdevices. SApeciSdally] tlendlap4&yer A nedi a
session_is established between the client term nal 31 and the relay
server 33tramipibstheroutimrgyoup ipfggmpionPhdo thechaet teeymphl session i s
conposed of .the three nedi a sessions es i shegd. | t eps 845, 848
and ST ds SR aser! B RaShn i S PR e S8 R Tp0lng

i nfor makgoN 19145 3 i i LS. 108 1 eh i;t.sgl f has been
set at the s)tgarrt1 Sloi %%’3% ggltlét}il};ér%c’%%g%f?lng ?e?s?go%% tétgﬁg the third

rout i NgtoSths slid thsniesitAlhi sl dhdSIPWREeR ibEagd RN 86FENed S 21 and
31. [0116] A nmedi a session is established between the client
t er m nalStaks 383dSthandb3i/l.Per hesucd2 w4y, ediclnysessiols, 28 asdt abl i shed

between the relay servers 22 and 33. A nedia session is established
bet ween3¥:Fedéhq disnt teapimakall. 31 aahdl vhihdangipngs theyoudse The third

routing,sessipon iﬁ conposed of . the.three medi a sessions established.
devices share the routing group information 91,

[0109]
<5.3. Establishment of routing session>

Next, first to third routing sessions are established. The client
terminal 11 refers to the point information 914-1 and 914-2, and confirms
that the terminal itself has been set at the start points of the first and
second routing sessions.

[0110]

In order to establish the first routing session between the client
terminals 11 and 21, the client terminal 11 transmits an establishment
request of the first routing session to the relay server 13 (Step $34). In
response to a response from the relay server 13, the client terminal 11
transmits an ACK to the relay sexver 13 (Step $35). In response to the
ACK, the relay server 13 establishes a media session between the client
terminal 11 and the relay server 13 (Step $36).

[0111]

After step S36, the relay server 13 transmits the establishment
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[0117] <5.4. Routing control of communication packet> The
comuni cation termnals set in the permtted termnal information
913-1 to 913-3 can perform comruni cation, in which |IP addresses are
directly designated, with one another through the first to third
routing sessions. [0118] FIG 21 is referred to. The general

t er m nateqhstaetidSiretibbuting sdssibn COthAElag aévenzPiekeh tlesir ned for the
general termnal 23 (Step 561). Wen having received the first
connunléav¢0%ﬂéﬁﬁk%$37ﬁﬂelblﬁ@nﬁpmépmvﬂaﬁpmbeﬁemeﬂwltbythe routing
group infor t|on 91, and deternlnes whether or not it is possible to

route tHEVE sfedﬁﬁﬁﬁﬁWﬁbyi%ﬁn%ﬁ%%ﬁi Croe Yoy releyrserver Based on the
routi ngthtlgﬁg%letﬁl—x tSEﬁL g%lngl f[O(i SSé %%8% I %nt %sggnse tceagkb zgélli 1 det erm nes

whet her Funi CatT on Can be routed. An IP

addr essyeid92,k002 LsthBikheoh nielaga destid B@Gtvb&nth@g@l@ﬁg@veﬁsqto,%eal 23) of
the first communi cati on packet corresponds to the network address of

t he LAN22(8eat S3. t he network information 912-2. An | P address

"192. 168. 2. 150" of the transm ssion source (general termnal 16)
correspbidd to the network address of the LAN 10-2 set in the network
i nformation 2-1. refore, the client termnal 11 determ nes that
the first co‘%#ﬁh‘%’i?ﬁgiggr? Batr &tssPRs piahlshedppteen the client

terminal 21 and the relay server 22 (Steps 540, S41 and S42). The
processing is similar to those of Steps S84 toS36.
[0113]

The first routing session is composed based on the three media
sessions established in Steps 836, S39 and S42.
[0114]

FIG. 19 is referred to. In a similar way to the establishment of the
first routing session, the second routing session is established between the
client terminals 11 and 31. A media session is established between the
client terminal 11 and the relay sexrver 13 (Steps S43, S44 and 845). A
media session is established between the relay servers 13 and 33 (Steps S46.
$46.1, 847, 547.1 and S48). A media session is established between the
client terminal 31 and the relay server 33 (Steps S49, S50 and S51). The
second routing session is composed of the three media sessions established
in Steps S45, S48 and S51.

[0115]

The client terminal 21 refers to the point information 914-3, and
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[01201 Next, the client termnal 11 refers to the routing
perm ssion information 913, and confirmnms whether or not the routing
of the first comrunication packet is permtted. The |IP address of the
transm ssion source (general termnal 16) of the first comrunication
packet is set in the permtted termnal information 913-1, and the IP

addr ess QfrirhBenA85d icR@tda0 &sélgmaaﬁ@h sdt8l eﬂmgﬂ%@m Qf teligind i 1 st

communi cation packet is set in the permtted termnal information
913- 2. ihemefsessn. t kers theathirdtrettihabsid isdetblisicd dstvidatthd he routi ng
of the first comruni cation packet is permtted. Note that the

det er mi pliemk gaymanals 31 gedher or not such routing is possible may al so
be perfﬁ#lrlr&d based on just one of the IP address of the transm ssion
source he first conmunication packet and the | P address of the
destination qf e . . | e he..] tification

i nformation %fm% I%S%’ﬁg%ﬁs’te(sgaéb%%n&erﬁlalieuﬁerﬁtge glget%ti%ﬁ 1%%6%&11 \%/or Kk

i nf or matHeQR81a9 Lérvr 21d A REdiR QbR on i NEQABRLEPRetRIAT the rEllaf client
termnal 11 decides to use the first routing session for the routing
of the sdrierst22aadmiini L akdaneginkie tstallishad bétheed thesdiegOMmuni cati on
packet is sent out by using the first routing session (Steps 562,
562. 1 afrdm862 31 ang thepglayckivends.t dhsithiafl redingsassidngs somppsed | r st
conmuni cgi‘i glirl] acket, which pgshegeen recei ved through the first
rout i ng®'E8 EMER e L gER@ratifler ni nal 23 (Step S63). [0122]

The fi rﬁ)tllg,omruni cation packet is encapsulated at the tinme of being
transferrec} using the first routing session, and accordingly, the
gener al <k @rmduiak Sokbo1dNEhndduigdtichyakd-cate with each other without
bei ng conscious of the route of the network fromthe client term nal
11 to the cl Teatodiennicatadn t2dminklsakt insthe pediyted tdiaigdneral term nal s
16 and 23 can comrunicate with each other through the WAN 100 by

usi ng t Feorpatiga @3-l o GHYP exsesyformEe@ajunication, inl‘vgmh,IPt he gener al

term nal ,16 sends, ou second conmuni cati on cket. destined for the
gener al a‘i‘%??f‘??\%ﬂe dé‘@“%%‘?eét?“g@% W1t$W8@ RSt ‘?‘%ﬁ tﬁ‘? h’isﬁé" second
comruni ﬁﬂ{dlggtigggég%n&orresponds to the network information 912-3,
and the transm Ssion source of the second comuni cati on packet
correspmids) to the network information 912-1. Accordingly, the client
termnal 11 determ nes that the second conmunication packet can be
rout ed. Mor ebUer2l it hedeilrédl @ddTBs seneP0BerniRalliBlendd out Adirelest | nat i on
(general termnal 36) of the second communi cation packet corresponds
t o " 200¢cmpunicatinapacketidpetined for the genarel trimiapl 3hStrmaY.on 913-3, and
the trapsm ssion ‘souré%?oft.the sane CO”E%QO ds.to the permtted

t er mi nal” FPRPEPHALTEN S 1% 1St PRUP RGO R P SR EdPHIHal 11

det er m E'F?eféljg% thter}guiﬁrpé’]éljoﬂlg inqgrniarel%n %@Fﬁ‘[ﬁddetermines whether or

not it is possible to route the first communication packet.
[0119]

First, based on the routing target information 912, the client
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comuni cati on packet is permtted, and sends out the second

communi cati on packet by using the.second routing session (Steps 865,
865.1 and 565.1.1). The client termnal 31 transfers the second
comuni cati on packet to the general termnal 36 (Step S66). [01241
Next, the general term nal 23 sends out a third comunication packet
destined for the general termnal 36 (Step 567). The destination of
the third comruni cati on packet corresponds to the network information

912-3, andethtndlrdrdstessings vaatheeoohot the fifdt eonanmtHticabidkat pagket
corresponds to the network information 912-2. Moreover, the

desti nati ae whtédre ADIPddacssningzaboam qotek ehe gastieRRNE@snéalt he
permtted termnal information 913-3, and the transm ssion source of

the sane cermés)@3st te fhe copmtibidod phslidtabricshadsetbiths Rivork
Therefore, the client termnal 21 determines that it is possible to

route the gddeedswfdht MAN 2cR0TR bhe abiveitrkiatdeaiation sl 52N dsn IRtaddhess
third conmuni cati on packet by using the third routing session (Steps

868, S68. ¥18nd6S68150" bf thd henehiienbn seuth igdne34] fei-anrsai 16 the third
conmmuni cation packet to the general terminal 36 (Step S69). [01251

As descri hetreaponds tolthe Hedwbilogddas bf ik BABDIFHRRGL IPtHdhwerRodi ment
is validated by sharing the routing group information anong the

client tenfforalasiondIoh] CcalhaREUNiEAiRNbItEinRRE 13MRtd18 ined ek thay
using the first to third routing sessions established for the

routing, tfhetedaidundeaain palket @in bbeohRdpackets i s perfornmed based on
the function of the relay comuni cation system Accordingly, the

routing vdpigted in this 43 enbodinent is executed in the
application |ayer, and differs fromthe usual IF routing. [01261
Next, the client terminal 11 refers to the routing permission
information 913, and confirms whether or not the routing of the first
communication packet is permitted. The IP address of the transmission
source (general terminal 16) of the first communication packet is set in the
permitted terminal information 913-1, and the IP address of the destination
(general terminal 23) of the first communication packet is set in the
permitted terminal information 913-2. Therefore, the client terminal 11
determines that the routing of the first communication packet is permitted.
Note that the determination as to whether or not such routing is possible
may also be performed hased on just one of the IP address of the
transmission source of the first communication packet and the IP address of
the destination of the same.
[0121]
Since the identification information of the client terminal 21 is set in

the network information 912-2 and the point information 914-1, the client

terminal 11 decides to use the first routing session for the routing of the
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Moreover, in this enbodinment, in addition to the terns "client
termnal” and "general termnal"”, the term "comunication termnal"
is used on purpose. The "client termnals" are termnals capabl e of
| ogging on to the relay servers, the "general termnals" are

term nals incapable of logging on to the relay servers, and
meanwhi | e, the "comrunication term nals" represent all of the
termnals including the "relay servers", the "client term nals" and
t he "generfalst temmudtstion fhiket) sThet ahs dirsbyorbmiungestidd packet is sent
above-descri bed routing sessions, routing is possible for the

" comuni cait®y dengihalisst rohtink sasston (Bieps 88d, 562.1ha1dl8es1.1).t orik and
are registered in the permtted termnal information w thout being

limted talichetsehiagl Setmasfrgnte et @n@nbhidaeionigiRkst, WHich has Been

| ogged on to the relay servers. [01271 As descri bed above, by
usi ng t he reeaived ghgughihe fief ralthehsdddion] fethHeadeibr L0 M A A (Sep
system of this enbodi nent can allow the client termnals to function
as the row@83)g devices. Hence, the routing control using the relay
conmruni cation system can be executed flexibly. [01281

Mor eover, [by22legi stering the communi cation term nals which can use
the routing function in the routing permssion information 913, the

conmuni cati on pdtkdist tambemiciiadp skt Beei@pblilagéd bt tHhehRfFhRing t
beconmes easy to nanage the conmunication term nals which can use the

routing fupsisferredfusinietieciny roQMiNY Bead, QM daesb i gly 0dROdes6a]l FI ow
of routing control (second enbodi nene> A description wll be

made of rasthighls 06tand 2Pea0EEh Hgni@te wiHcoth ARBPAHIRIL being
Configurations of LANs 1 to 3 are simlar to the configurations shown
in FI G l&onscious of the route of the network from the client terminal 11 to the
client terminal 21. That is to say, the general terminals 16 and 28 can
communicate with each other through the WAN 100 by using the private IP
addresses.
[0123]

Next, the general terminal 16 sends out a second communication
packet destined for the general terminal 36 (Step S64). The destination of
the second communication packet corresponds to the network information
912-3, and the transmission source of the second communication packet
corresponds to the network information 912-1. Accordingly, the client
terminal 11 determines that the second communication packet can be
routed. Moreover, the IP address “200.1.2.150” of the destination (general
terminal 36) of the second communication packet corresponds to “200.1.2.*”
set in the permitted terminal information 913-8, and the transmission

source of the same corresponds fo the permitted terminal information 913-1.

Therefore, the client terminal 11 determines that the routing of the second
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[ 01301 This enbodiment is different fromthe above-descri bed
first enmbodinment in that the relay server 13 functions as the routing
devi ce, and that ending processing for the routing control is
performed. A description will be mainly nade bel ow of points
different fromthe above-described first enbodi ment. [0131]

The r1el gQymB8h¥ShionlckEi8ab&ESithE snQYEARY I IRURJRf or mation 92 in
response to the instruction to construct the second routi ng group.

Not e t haimimbeicLoi paekethidsinkIBe dcohddutial aysspanSrps $&,Isas.1a sim | ar
configuration to that of the control unit 112 of the client term nal
11. [0130d565.1.1). Thp lier®2eringna i teanséhoiliersgeconi @omounicatoryr oup
information 92, In network jnformati on 922-1 of routing target

i nf or maP# t@ﬁ@?g?ﬁ%“ﬁ%?ﬂﬂ?k*%%&?é?@'of the LAN 10-1 is set as
"addr",x Qach the identification information of the relay server 13 is
set as "route?. In network address information 922-2 of the routing

target infornaki @R 222ral thE1iRALIALKIAREL €8S AimbbgicdN 30-3 is set as
"addr", and the identification information of the client term nal 32

i S set ascket dastiead for flElgBdral terminall3n (PRp BBYE eChé essfinaddn 6f or mat i on
923-1 of routing perm ssion information 923, an | P address

" 192. 16&helthig@omgfunichonpapketadortespandn &t theSietveork énformpatioper i t t ed
term nal _infornation 923-2, "ZOO.ﬁ.gf*" indicating all of the
communi ¢4 PAdtar HRRSIMSSIED AttEea Fdhs Bridrempappesgion bpeket et . Poi nt

i nf Or W&E(J)I(I')él gl%é-tg'ﬂ'?éfn %% 'ii 'Oﬁ)rsgagg'gl{ %‘Pz%—é'.oﬁ\go%gé%eﬁ‘% é gés 'Ogglgn to a fourth
routi ng SGSEI on, In Vﬁ'll C]hl{:l e rtaentitrcation I'n OI’I'TB.]tnl on of the rel ay
server 181@8M6ird communication packet corresponds to the permitted terminal

information 913-3, and the transmission source of the same corresponds to

the permitted terminal information 913-2. Therefore, the client terminal

21 determines that it is possible to route the received third communication

packet, and sends out the third communication packet by using the third

routing session (Steps 568, S68.1 and $68.1.1). The client terminal 31

transmits the third communication packet to the general terminal 36 (Step

S69).

[0125]

As described above, the routing function according to this

embodiment is validated by sharing the routing group information among

the client terminals which can communicate with one another. Then, by

using the first to third routing sessions established for the routing, the

routing control for the IP packets is performed based on the function of the

relay communication system. Accordingly, the routing validated in this
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the client termnal 32 are set in "start" and "end". [01341

FIG 23 is referred to below. The routing group information 92 is
transferred to the client termnal 32 through the SIP server 101 and
the relay server 33 (Steps 870, 570.1 and S70.1.1). In such a way,
the relay server 33, and the relay server 13 and the client term nal
32, which serve as the routing devices, share the routing group

I nformation 92. [01351 Based on the routing group information 92, the
fourth rownglisessissxecatelsinaiblei spipéidatiet een, ihediffrayrosetveasdad and
the client termnal 32. A nedia session is established between the
rel ay servPnsufidgand 33 (Steps 871 and 571.1 and Steps 872, 872.1 and
573). A nedia session is established between the client term nal 32
and the rd0m36lserver 33 (Steps S74, 575 and 376). The fourth routing
session is conposed of the two nmedi a sessions established in Steps

373 and 576.

[ OMBGdover, in thibexibodidienygenadaltiduetorsheabrntd “deds out a

fourth comruni cati on packet destined for the general term nal 37
(Step 377)termivaltiesd I'gaierahtedminal®, the term “communication terminal” is

used on purpose. The “client terminals” are terminals capable of logging on

to the relay servers, the “general terminals” are terminals incapable of

logging on to the relay servers, and meanwhile, the “communication

terminals” represent all of the terminals including the “relay servers”, the

“client terminals” and the “general terminals”. This is because, by using

the above-described routing sessions, routing is possible for the

“communication terminals” which are connected to the LLANs 1 to 3 and are

registered in the permitted terminal information without being limited to

the relay servers and the client terminals which are logged on to the relay

S@rvVers.

[0127]

As described above, by using the routing group information 91, the

relay communication system of this embodiment can allow the client

terminals to function as the routing devices. Hence, the routing control

using the relay communication system can be executed flexibly.

[0128]

Moreover, by registering the communication terminals which can

use the routing function in the routing permission information 913, the

communication packets to be routed can be restricted. Therefore, it

becomes easy to manage the communication terminals which can use the
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the fourth comruni cati on packet corresponds to the network
informati on 922-2, and the transm ssion source of the fourth

comuni cati on packet corresponds to the network information 922-1.
Mor eover, the destination of the fourth comrunication packet
corresponds to the permtted termnal information 923-2, and the
transm ssi on source corresponds to the permtted term nal information
923-1. Therefore, the relay server 13 determnes that it is possible
to route t [ j ' t, and transfers the
Four th coma g D R B AL QRS 327 by Ui ng the
fourth royphpg) session (Steps 578, S78.1). The client term nal 32
transfers the fourth conmuni cati on packet to the general termnal 37

(Steps 579g ﬂl?@??%?%ii}vn§ cont¥bt @eéﬂdﬁé’ﬁﬁ'&tﬁﬁe‘ﬁtﬁ G 24, a description

will be made o or ending the routing. In response to an

instruction to endsd.b@tio@UbiiiMe. m\r%g]ie%g ib%ﬁé{?@%&%l&hrhctc&%uég Wl L g, group

information 92, the client term tes the routtng group

i nformati o} PAtimaeh & . it{%%tsr!ﬂ?t?g;\‘? S gt 1L to the relay
server 13 throdg t he ?%ﬁ%%aServé? %%Eéﬁﬁéégﬁghé%§€%F 101 (Steps
580, 580. L dredurdonk ok the end instruction, the relay
server 13 epg?es (ﬁ]]se ro)évlﬁ?ﬁgﬁg'r%p information 92. [01381

When havi g[glgglcei ved a response to the end instruction, the client
term nal transmts a disconnection request of the fourth routing

session to the nekiak$BiNen:33 &fLeR SN ;Bassl-Allelie ghaconnect ion

request, the nedia session between t I én rm na and t he

relay serveny 3 (i en ot RO 001 5 8SitQRs a3 (b ffsg:gﬂggg‘%g%ua}{qﬁ

relay server 33 transmts the “di sconnection reques

routing sessk g . (B 1 o P [N
QUL N0 SSNEL ARG HECE AN SRE 6 NOUIDNERSIP SSNERARE
Sesston bl MERNdiy ! Y OBV Ebid ARteld ddhn LIS b AN A LBUA G,
session is disconneCted. I'n such a way, the routing processing based
on the royyndiHgyp information 92 is ended. [0139] Fol | owi ng
the end of the routing processing, the conmunication between the
general tepfgfral s 15 and 37 becones inpossible. Even lithe general
termnal 15 sends out the fourth comuni cati on packet (Step S83), the
relay server 13 o knat . : i.yed
fourth connunicg§?g% 5%%2%’g?%%g&%ﬁggﬁgpg&%ggggg?&%Eaggéggﬁﬁ hol d
the routi [ ' . % 3
ReBEHRo e BTR B frooh Ao I Fesoh ot/ Mot ket

notifies the general term na

cannot reagl; PSRRI NIAL 188 of LARky sexver 13 has a similar configuration to

that of the control unit 112 of the client terminal 11.

[0132]

FI1G. 22 is a view showing the routing group information 92. In
network information 922-1 of routing target information 922, the network
address of the LAN 10-1 is set as “addr”, and the identification information
of the relay server 13 is set as “router”. In network address information
922-2 of the routing target information 922, the network address of the LAN
30-3 is set as “addr”, and the identification information of the client

terminal 32 1s set as “router”.
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As described above, in this enbodinent, the relay server 13 can
function as the routing device. Mreover, in response to the end
instruction, the fourth routing session is disconnected, and
accordingly, it beconmes easier to nanage the routing function of the
relay comunication system [0141] <7. Flow of routing processing
(third enbodi ment) > A description will be made of routing
processi ng according to a third enbodi nent. Configurations of LANs 1
to 3 are ﬁbf%ﬂar to the configurations shown in FIG 16. In this
enbodi nment’, e configuration of the routing sessions is changed

|11 oung, e g Shed Dol 808 L ALCUTEL 0D pePusSESL PO
ehove oSSRl i AN, PHRLTS oL B B el 11
St s 05" OG EBLRL Ll R SRR A T
e Sl 50 DRSO OUL O SR BT ol 0 91
931 and 10, ;385 ¢l M-f%f ;,(_J:s%i'sotnnﬁ%rng]@tgox? §54 cosr%tes'poLl %%él L fourth routing

session, in which the identification information of the relay server 13 and

the client terminal 32 are set in “start” and “end”.

[0134]

F1G. 23 1s referred to below. The routing group information 92 is

transferred to the client terminal 32 through the SIP server 101 and the

relay server 33 (Steps 870, 870.1 and $70.1.1). In such a way, the relay

server 33, and the relay server 13 and the client terminal 32, which serve as

the routing devices, share the routing group information 92.

[0135]

Based on the routing group information 92, the fourth routing

session is established between the relay server 13 and the client terminal 32.

A media session is established between the relay servers 13 and 33 (Steps

871 and S71.1 and Steps 872, §72.1 and $73). A media session is

established between the client terminal 32 and the relay server 33 (Steps

S74, 875 and 876). The fourth routing session is composed of the two

media sessions established in Steps S73 and S76.

[0136]

Next, the general terminal 15 sends out a fourth communication

packet destined for the general terminal 37 (Step S77). The destination of
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In routing target information 932, the network information 912-1 and
912-3 are not changed. In place of the network information 912-2,
network information 932-1 is set, in which the network address of the
LAN 30-3 is set in "addr" and the identification information of the
client termnal 32 is registered in "router”. [01451 In
routing permssion information 933, "lastnod" is changed in the
permtted termnal information 913-1 and 913-3. In place of the

itted i | i nfor.mat.i 13- 2, it t i | informati
5551 | o b daR et RO Baget cPi BBORS ool i MhRtiP R at | ng
all of th o) ication termnals i he, LAN 30-3. [0146] In session
"t or mat | G7205And (8 et Rs i tnged g fhg Tawh Smminizaton katkid 1 n
I f th i i tion.914-1,. i.at. i nf.ormati 34-1 is set,
Phicn cor roSsSREs o B iprnatiB S2Ba, ViRatrer She e timin

identification.information of the.client termnals 11 and, 32 are
ol st o ot RS Rt PR S loion Pqies sPRed Gdn Rahs SF s tetl BRRIRRbN

regi st er edti
913-3, poi.nt. infor jon 934-2 is set, which correspqnds to a sixth
oo U ng S dBtpR R R0 e R R Bt T SO SPGr R Eion o L ho
client termnal,s,31 and,.32 are registered ip "start! and "end".
[0147] permi ?@;%e%miall ?%?‘Flg’a%%?f-@l‘ﬁﬁf‘?:é%‘ecﬁ‘ﬁlaé’ﬁﬁﬁb% 33? t he
routing gr information 92, the client termnal 31 transnits the
Loutine OBl R 1 R eIy B REUiedibe o EUr L o usEh PR RION The
relay server. 33 transfers the routin roup infoymation 93 as the
ot ve ot TRk aul eraeR (e B e on o b thP cheran
infornmatign are t in."router" of the network, inf jon 9 and
082" The. TBuITR L EpERRe FaRFBrowaE Seesra GieRs oty Ne dfbeont
termnal 11 through SIP server, 101 and the relay .server 13 (Steps
563.1, 58%-1??[11{9&' n@%gf rapsfars _thﬁtﬁ.oqﬁﬁf?wgﬂ?ﬁa%fgﬁpa et ?ﬁi@t@e&ﬁi h
ransferr 0 ie erm na romthe server roug
the rel ayetg‘é‘il%f@nt-‘ggz(%%%{%@)ssa 1.2, and S83.1.2.1). Moreover, the
rel ay ser%ﬁi,QS transmts the routing group information 93 to the
client ter % | 32 (Step 883.2).

With reference to FIG. 24, a description will be made of a flow for
ending the routing. In response to an instruction to end the routing, which
1s based on the routing group information 92, the client terminal 32 deletes
the routing group information 92. Such an end instruction is transmitted
to the relay server 13 through the relay server 33 and the SIP server 101
(Steps $80, 580.1 and S80.1.1.). Based on the end instruction, the relay
server 13 deletes the routing group information 92.

[0138]

When having received a response to the end instruction, the client
terminal 32 transmits a disconnection request of the fourth routing session
to the relay server 33 (Step S81). Based on the disconnection request, the
media session between the client terminal 32 and the relay server 33 in the

fourth routing session is disconnected. The relay server 33 transmits the
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[ 0148] A description will be nade of the disconnection of the
first and third routing sessions, which is based on the update to the
routing group information 93. The client terminal 11 refers to the
routing group information 93, and confirnms that the point information
914-1 <corresponding to the first routing session has been del et ed.
Then, the first routing session is disconnected (Steps 584, S85,
S85.1 and S86). The client terninal 21 refers to the routing group

f 9 h
regi st or ed rob Rl fettiegt PRsaP Ui G “”s‘g%é"‘lagi%%ﬁmﬂaywef Afrd
(L9 SRR Bl SEPRETH R SR, L
h b h f 93 d ly,
the secondiratrrhiolituiesh bR sheth B n P Ehat s
1 and 51 45k Fopirentiooe it pdedubf HeF ok e
d t b 110,
1(:)rer(ran'r nalos ilaand r’r;atgll ssion is stagp ged b en the
it ont t erPrarngbagel o aR e b oS5k Raph 2380 L0T and s02)
A nedia s §359N is established between the relay servers 13 and 33
(St eps 893, %@3 1, S94, 594.1 and 595). A nedia session is

(R SN I o
52, S50 a0, SO0 FOMRORE LA L AON) 00, 65 Ok OA e
et L hagh ﬁgpm%@%s TR e R LT
S101) SRR AR A AR U Ll ™
sessi ons %%}n%)lllﬁi?:g gn Ipra]Lc 48R Ince t]he re?ay server 13 does not hold the routing
group information 92. Therefore, the relay server 13 notifies the general
terminal 15 that the fourth communication packet cannot reach the
destination.
[0140]
As described above, in this embodiment, the relay server 13 can
function as the routing device. Moreover, in response to the end
instruction, the fourth routing session is disconnected, and accordingly, it
becomes easier to manage the routing function of the relay communication
system,
[0141]
<7. Flow of routing processing (third embodiment)>
A description will be made of routing processing according to a third

embodiment. Configurations of LANs 1 to 3 are similar to the

configurations shown in FIG. 16. In this embodiment, the configuration of
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and S104 conpose the sixth routing session. [0152] Wth
reference to FIG 28, a description wll be nade of routing
processing using the fifth and sixth routing sessions. The general
term nal 37 sends out a fifth conmuni cation packet destined for the
general termnal 16 (Step S105). The destination of the fifth
COMUNI Gath O PACKEHs i6 OhLESPRNIR iz Int NEIELIGE Kot Qi) | On 912- 1,
and the transm ssion source of the fifth conmuni cat’ion packet

cor r espfidsationt hedaetipaskwillfconamly 0addRLowlof pWRILE BNRFent t he
destination of the fifth conmunicati on packet corresponds to the
per mi t t &cmtthe abavaldesonbor fest poths@18l dmbadmdentn. | P address "200. 1. 3. 250"
of the rar]sm' ssion source (general termnal 37) corresponds to
"200. 1. 8142lset in the permtted termnal information 933-1.

Therefore, t PlerstCH %nt L eEorgnni?lLtréc%iod%tf%emlsge é(r:]_%[nt 5: trrcliins.exl ?SSi ble to
route the recerved f1Tth conmuni cati on packe{‘, and ttansters the

fifth commi®atdlie hdkRalifieo £1d S0kind Slolh NdbrmlatioR¥susi ng the
fifth routing session (Steps 5106, S106.1 and S106.1.1). The client
term nalo14d] transfers the fifth communi cati on packet to the general
termnal 16 (Step 5107). [0153] Next, the general term nal 36
sends out a EI%xt2? isamiewrsbenitigdhe padketerdwsnionadtifn?s.t Heeldener al
term nal. 37 t ep, S108). The destination of the sixth comunication
packet €GP %&%&%ﬁ FOtinR &Y RENSFRAHY Vr e t8f 95D 1 lathst t he

transm ssjon..sourge of, the.sixth co Lcation packet corresponds to
the netw ra% ?Hﬁl 6Sr(§n’lélflﬁ%dnmg)f§¥ gl?%m ar%%)f)m\%??n hnetaaseg ‘?%Hzcst i on of ltohe sixth
conmmuni 908 Rackel sgorresponds to the permtted term nal
information 933-1, and the transm ssion source of the sane
corresplmndg to 52 the pernmitted termnal information 913-3.
Therefore, the client termnal 31 determnes that it is possible to
rout e the rebeiopdigs sdrgetintoompation 838 Homepeieikdniormaidort $12nsfers t he

sixth co ni cation packc?t to the client ferm nal
and 912-3 are not changed. In place of the network information 912-2,

network information 932-1 is set, in which the network address of the LAN
30-3 is set in “addy” and the identification information of the client
terminal 32 is registered in “router”.

[0145]

In routing permission information 933, “lastmod” is changed in the
permitted terminal information 913-1 and 913-3. In place of the permitted
terminal information 913-2, permitted terminal information 933-1 is
registered, in which“200.1.3.*” is set in “addy”, indicating all of the
communication terminals in the LAN 30-3.

[0146]

In session information 934, the point information 914-2 is not
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32 by using the sixth routing session (Steps 5109 and 5109.1). The
client termnal 32 transfers the sixth comruni cati on packet ,to the
general termnal 37 (Step S110). [0154] As descri bed above,
the relay communi cation system according to this enbodi nent changes
the routing group information 92 to the routing group informtion 93,
t hereby can dynam cally change the configurations of the routing
sessions. [0155] <8. (Operations of client term nal> Here, by

referring dankgedS. Ii2Place oBthe poide hiebinphtion i, pbininadentitiape3ali ons
of the client termnal that functions as the routing device. The

f ol | owi ng idast; ith emrsesp@l dadoappfthadutiagisbesiogla\ imewkeh th3. [ 0156]
<8.1. Start of routing processing> FIG 29 is a flowhart

show ng a iflbntifiefticd arfbtmgtivher tlautlicis termheds i Dand Y Qe rebRtered in
description will be made using the client terminal 11 as an exanple.
[ 0157] “start” and “end”. In place of the point information 913-3, point
information 934-2 is set, which corresponds to a sixth routing session, and
in which the identification information of the client terminals 31 and 32 are
registered 1n “start” and “end”.
[0147]
FIG. 26 is referred to. As a notice of change of the routing group
information 92, the client terminal 31 transmits the routing group
information 93 to the relay server 33 (Step S83). The relay server 33
transfers the routing group information 93 as the notice of change to the
client terminals whose identification information are set in “router” of the
network information 912 and 932. The routing group information 93 is
transmitted to the client terminal 11 through the SIP server 101 and the
relay server 13 (Steps S83.1, S83.1.1 and $83.1.1.1). The routing group
information 93 is transferred to the client terminal 21 from the SIP server
101 through the relay server 22 (Steps $83.1.2, and 583.1.2.1). Moreover,
the relay server 33 transmits the routing group information 93 to the client
terminal 32 (Step $83.2).
[0148]
A description will be made of the disconnection of the first and third
routing sessions, which is based on the update to the routing group
information 93. The client terminal 11 refers to the routing group

information 93, and confirms that the point information 914-1
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The client termnal 11 newy creates the routing group information 91
in response to the instruction to construct the first routing group
(Step 5201). At this point, the network information, the permtted
terminal information and the point infornmation are not set in the
routing group information 91. [0158] In the case where the

net wor K. RAREE &S thdBrse A tBRDdNE: uﬂ%@&ﬂ §di&aldl ofehnf@|t i on of the

client termnal that functions as the routing device are set (Yes in
St ep S202}ingb&Rionad hetdanedEOi@aLsiIsn, $55, agklednd 888)heThodliehtig gr oup
information 91 (Step S203). In the case where the comunication

t er m naterpéraiPl referstto thesoutiheeioop infermation 98i onl josfizes thag Yes in Step

S204) , er ted term nal jinformation ded to the routing
gr oup th]PIE ; ir’TiJ‘FF 78 @t*@%‘s@?ﬁS‘? G[UEBIQFtalge“n?lﬁ“ﬁm?%@-case where the

end of ’?‘ﬁ'&l %1? QQOht%?%gggn {Sn scgrﬁr?e%beeg (étegaf(s §ge§3851206d) the client

term nal's l’egls ere eac rmatlon are set as
t he staggg)poi nt and the end p0| nt, whereby the point information is
created (Step 5207), and is added to the routing group information
91. [01mQai9] In such a way, the routing group information 91
turns into the state shown in FIG 18. In order to issue a notice of
t he const r ucNpirihat the peint infermatipntIlAg igirrw?tatetcﬁéavi@afohwegr oup
information 91 is tran mtted other erver 13 (Step S208).

Thi s pr’d‘ctg‘gé‘?‘ﬁﬁlgcg&?‘fpe REst 8 @éﬁc‘?ﬁm@ye PePBd BHERE17) . [ 0161]

session established between the client terminals 11 and 31 is maintained.
[0150]

FIG. 27 is referred to. In order to establish the fifth routing session
between the client terminals 11 and 32, a media session is established
between the client terminal 11 and the relay server 13 (Steps 890, S91 and
S92). A media session is established between the relay servers 13 and 33
(Steps 593, S93.1, 594, 594.1 and S95). A media session is established
between the client terminals 32 and the relay server 33 (S96, S97 and S98).
The three media sessions established in Steps 592, S95 and S98 compose
the fifth routing session.

[0151]

Next, in order to establish the sixth routing session between the
client terminals 31 and 32, a media session is established between the client
terminal 31 and the relay server 33 (Steps S99, S100 and S101) and a media
session is established between the client terminal 32 and the relay server 33

(8102, S103 and S104). The two media sessions established in Steps S101
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Next, the client termnal 11 transmits a routing comrand t hat
requests for the establishnment of the routing session (Step S209),
and, as a result, the routing session is established (Step 5210).
The processing of Steps S209 and 5210 are repeated based on the
nunber of point information, whereby the first to third routing

sessi ong, A R8P el thD 88 eh JLREnPEQERASI Ng of Step 5209 corresponds to
Steps S31 to 533 (refer to FIG 17) and the like, and the processing

of Steplo8240 corresponds to Steps 534 to S42 (refer to FIG 17) and
the like. The client termnal 11 starts routing using the routing
sessi ons ( St #pthg2derynce tOFER]28<8 dgscripyieh will eonadeand rprtowessi ng> FIG 30
is a flowhart sho 'np operations of the client terminal at the tine
of endi w&cetSﬁ]@gﬁlawﬁ%@ 1 ged sisthiputipg pessiogs. g de LEBY ALY WM be nade of

the Opeg'fagelnﬁg gutuasiiﬁgbmg‘r%ug‘f?:at%(na% e%’degtrfne dcijoi'ﬁlnj[geﬁeerr éenlginal?)z that is
executing the routing processing (second enbodiPrent) based on the

Se_Cond f@@téwgl(gﬂ.oumre deO:B3on of the f_iftl‘!:rjoﬁxﬁﬁuni@e&f_%nlﬁguﬂfet! nstructs the
client termnal 32 to end the routing processing, which is based on

t he r outdrrgpdide tipthenfeow srktihformHzon BI2AC and He: thoishiisibngdoatye | nf or mati on
92 is selected as an end target (Yes in Step 5301), the client
t er m natf thefifhspymuhisatioupidigt qoriserendp fgthametiork ddermdtiont ourt h
routi n99§2efs ih?(%e(gvseg',etge ﬁgs(i):lzn)a\'tioé gfl t?lélﬁfth communication packet

corresponds to the permitted terminal information 913-1, and an IP address

“200.1.8.250” of the transmission source (general terminal 37) corresponds

to “200.1.3.*” set in the permitted terminal information 933-1. Therefore,

the client terminal 32 determines that it is possible to route the received

fifth communication packet, and transfers the fifth communication packet to

the client terminal 11 by using the fifth routing session {(Steps $106, S106.1

and 5106.1.1). The client terminal 11 transfers the fifth communication

packet to the general terminal 16 (Step S107).

[0153]

Next, the general terminal 36 sends out a sixth communication

packet destined for the general terminal 37 (Step $108). The destination of

the sixth communication packet corresponds to the network information

932-1, and the transmission source of the sixth communication packet

corresponds to the network information 912-3. Moreover, the destination

of the sixth communication packet corresponds to the permitted terminal

information 933-1, and the transmission source of the same corresponds to
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The client termnal 32 transmts a deletion command of the routing
group information 92 to the relay server 13 registered in the network
I nformation 922-2 (Step 5303). This processing corresponds to Steps
580 to 580.1.1. (refer to FIG 24). The client term nal 32 del etes
the routing group information 92 (Step S304). Then, the fourth
routing session is disconnected (Step S305). This processing
corresponds to Steps 581 to 582.1 (refer to FIG 24). [01651 <8. 3.
Packet redbkygengriiedtessimadmnformation B3, 3 THesefard | theehant teshinang
operations of the client termnal in a state in which the routing
sessi on hadl determastsahlat sthiecbostdbleeto wute oy tepeived sivtthl cobenamdetioh t he
operations using the client termnal 11 as an exanple. [01661 \Wen
havi ng r eqeaicket] amdergnsfimmniteatikidnconanketcativhep ackeetit tHeasliwhnn drmdibal
anal yzes the comuni cati on packet (Step S401), and

32 by using the sixth routing session (Steps $109 and $109.1). The client

terminal 32 transfers the sixth communication packet to the general

terminal 37 (Step S110).

[0154]

As described above, the relay communication system according to
this embodiment changes the routing group information 92 to the routing
group information 98, thereby can dynamically change the configurations of
the routing sessions.

[0155]
<8. Operations of client terminal>

Hezre, by referring to FIGS. 29 to 31, a description will be made of
operations of the client terminal that functions as the routing device. The
following description is also applied to the relay server 13.

[0156]
<8.1. Start of routing processing>

FIG. 29 is a flowchart showing a flow of starting the routing
processing. Here, the description will be made using the client terminal 11
as an example.

[0157]
The client terminal 11 newly creates the routing group information

91 in response to the instruction to construct the first routing group (Step

S201). At this point, the network information, the permitted terminal
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det ermi nes whether or not the conmunication packet is a routing
packet (Step 5402). If the conmunication packet is not the routing
packet (No in Step 5402), the client termnal 11 perforns nornal
packet receiving processing (Step S403). [0167] If the

comuni cati on packet is the routing packet (Yes in Step 5402), the
client termnal 11 detects the destination |IP address and

transm ssion source | P address of the communi cation packet (Step
5404) . WhaRraf ' biAg g bPLATRE Bubthe Moyl 1 StEP
5405), the é#iéﬁ?ﬂ{%é%?%%?ﬁ?ﬁ%ﬁ%???Fgéggﬁgb?raﬁ%ﬁ%@sﬁgﬁﬁg uré% of the
comuni cat; ke that the conmmuni cation packet cannot reach the
destinatigﬁﬁ?gggp 8456). [0168] Wen hol ding the routing group
informatiqg184] (Yes in Step 5405), the client termnal 11 reads the
routing group information 91 (Step 5407), and confirnms whether or not
t he comuni cati . i e ep 5408).
[01691 . I%ﬂ?ﬁggéﬁigﬂgﬁiggﬁ?ﬁg%é%%#E%%gg?ﬁ%ﬁ papE%%€§%tisfigs
the ol | oWdgifitdi3dn £ABIRALON oA ARGERELAONT LR chibnl 85 B €M ned
t hat the communi cati on packet satisties the routing conditions. The
first condit,t:0n doS td ' I . . i $61 0N
sour ce Iquggggég%g%nﬁﬁé%ggﬁ%ﬁ%ﬁ%@??%%&%égﬁg%gﬁgeingggﬁéég¥ﬁ¥%ﬁ%ﬁy of

the dest rotiBrofRRE GNP ek hiod b Erep SR AT BN] QB hE ' [T
comuni Catéoﬂgﬁgggﬁggng%@g&?)gg%@emugé tHe D uRH RuhEA6h L€ R in

i nformation
Step 5204), the permitted terminal information is added to the routing

group information 91 (Step S205).
[0159]

In the case where the end of the setting has been instructed (Yes in
Step S206), the client terminals registered in each of the network
information are set as the start point and the end point, whereby the point
information is created (Step S207), and is added to the routing group
information 91.

[0160]

In such a way, the routing group information 91 turns into the state
shown in FIG. 18. In order to issue a notice of the construction of the first
routing group, the routing group information 91 is transmitted to the relay
server 13 (Step 5208). This processing corresponds to Step S31 (refer to
FIG. 17).

[0161]
Next, the client terminal 11 transmits a routing command that

requests for the establishment of the routing session (Step S209), and, as a
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| f the communi cation packet satisfies the routing conditions (Yes in
Step 5408), the client termnal 11 selects the routing session to
transfer the comrmuni cati on packet (Step 5409), and sends out the
comuni cati on packet to the selected routing session (Step S410).
Meanwhi l e, in the case where the conmuni cati on packet does not
satisfy the routing conditions (No in Step S408), the client term nal
11 notifies the transm ssion source that the conmunication packet

ool | paeluls BRI B GSL SRR RN (b OREID). | The probBuifPtf | Do

above, conmmurr catl on Sys em accordi ng to

'tgﬁnﬁéf’g gtﬁ?%ﬁ%ﬂétgﬁd%@&g@%ase GRSEE R R IR %%?&%*ﬁ%?%ﬁ%@
regardi ng vtr%ﬁl g‘ﬂffié ﬁg %Eﬁ]lﬁﬁl%ﬂ&tsﬁgng g{e Eggbﬁ%d n heTé]x%Fes%&ﬁge nt

term nal s, Uncti on as I'ng devices, and t

Servers Cojck %Ebéa%& %5&?0&#‘%%‘%%8 §§§f't<9§§ Sf&dto%({r ey a%%ltth”gi 1] °UP

i nf or mati on. cord in S easy o manage t'he routlng

function of {he 1ekax; O@@@é@k%{aﬂo"d&ﬁe\éﬁ amd@%zgjssg%per metheefawget her

or not the'co ni catl route ‘Ased

on the 'Pm}ﬂrﬁs" 75 +hE §ixde *rgs cﬁsweagﬁgafﬂg@ DA ol &@{@%ﬂe of the

routing group |n orma ion an ransm ssi on sou addr ess
and desti he comruni cati on packet. Hence, the
comuni cag?%{ﬁfggesk%lﬁrgg{sﬁég%pe of using the routing function of the
rel ay COﬂT[Hiléﬁatl on system can be managed easily.

<8.2. End of routing processing>

FIG. 30 is a flowchart showing operations of the client terminal at
the time of ending the routing processing. Here, a description will be made
of the operations using, as an example, the client terminal 32 that is
executing the routing processing (second embodiment) based on the second
routing group.

[0163]

First, the user instructs the client terminal 32 to end the routing
processing, which is based on the routing group information 92. Since the
routing group information 92 is selected as an end target (Yes in Step S301),
the client terminal 32 stops the routing processing which uses the fourth
routing session (Step S302).

[0164]

The client terminal 32 transmits a deletion command of the routing
group information 92 to the relay server 13 registered in the network
information 922-2 (Step S308). This processing corresponds to Steps S80 to

S80.1.1. (vefer to FIG. 24). The client terminal 32 deletes the routing group
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[01731 <9. Flow of routing processing (fourth enbodi nene> A
description wll be nade of a flow of routing processing using the
relay communi cation systemshown in FIG 1. [01741 <9.1. Detailed

configuration of LANs> Det ai | ed configurations of LANs are
simlar to those of FIG 16, and accordingly, a description thereof
Is omtted here. Note that, in this enbodinment, a description

thereof is made on the assurrpt ion that, unlike other client
o e Sogh R PR B e PR AR conl 10l
8‘; Oggts‘é‘ﬂ]gdl c%%‘éﬂ%d'fé%p S304)S FHE R oke NN NYeohli W e iSHFh

S82.1 (vefer to FIG. 24).

[0165]

<8.3. Packet receiving processing>

FIG. 31 is a flowchart showing operations of the client terminal in a
state in which the routing session has been established. Here, a
description will be made of the operations using the client terminal 11 as an
example.

[0166]

When having received the communication packet, the client
terminal 11 analyzes the communication packet (Step S401), and
determines whether or not the communication packet is a routing packet
(Step S402). If the communication packet is not the routing packet No in
Step $402), the client terminal 11 performs normal packet receiving
processing (Step S403).

[0167]

If the communication packet is the routing packet (Yes in Step S402),
the client terminal 11 detects the destination IP address and transmission
source IP address of the communication packet (Step 8404). When not
holding the routing group information 91 (No in Step S$405), the client
terminal 11 notifies the transmission souzce of the communication packet
that the communication packet cannot reach the destination (Step S406).

[0168]

When holding the routing group information 91 (Yes in Step 5405),
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net wor k capabl e of routing the conmunication packet using the rel ay
communi cation system The user of the client termnal 11 inputs an
instruction to search the network capable of such routing using the
rel ay communi cation system (Step S131). In response, the client
termnal 11 transmts a network search command to the relay server 13
(Step 5132). [0176] The relay server 13 refers to relay group
information 141, and thereby specifies the relay servers 22 and 33,

et vor k_ser che A ELAN B pphe R LARELRFERMALH P Bl SFon.
Kk . | P
101" (5t epe i3 A ety oP ol B EGBR LRPLRRLE eratBh¥ e,

term nal i i 7 nd transnmts the network search command to
e bl b ChENER @0/ 340800 | ogged on (Step 5133.1.1). [0177]

The cli ent[oagé]m' nal 21 has the routing function, and is capabl e of
performng routing for the LAN 2, and accordingly, transmts the

25 o eat 65 net v ins Sieecie 48 Rk R BB TaNEk Lol B RIBVIRE
cs a1 espansbinsinpn iR RO RS R ARSI RRERD A O e 13
 nf o mt 1 SRR e RS IR AL BRI, S ggnatiion

[ nf or mat i o Ardithe et aC L Situe SR SRR IS 1P SRkt e
the not vor R i2asbURABERARLS, SERTCL: BT TR oP e ithoik b REabRRR """ 1 ©
et wor k. seaeh AP Prat e ery Pl Bt Il GRSl PR Gpa'
| or | Q0 ASARR, Bukicotn QhaleESAPISCALEAMAISa el A SELNELR4 30

the clien ermnal’s at "have the routing

devi L0t Fon. 1912- 1. in." .1 L he networ k add f
the Lan o T epe Belhiiba Bt it o B ot 0 v i

"router" t[B??(ifqdenti fication infornmation of the client termnal 21 is
set. In routing device response information 1912-2, the network

address of the bAMe2oalublE bl L GRIHRN hOTANRE bQMhiflnd BRodR! Y
Step S408), the client terminal 11 selects the routing session to transfer the
communication packet (Step §409), and sends out the communication
packet to the selected routing session (Step S410). Meanwhile, in the case
where the communication packet does not satisfy the routing conditions (No
in Step S408), the client terminal 11 notifies the transmission source that
the communication packet cannot reach the destination (Step S406).

[0171]
As described above, the relay communication system according to
the present invention routes the communication packet among the

communication terminals through the WAN 100 based on the routing group

information regarding the routing sessions required for the routing. The
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the relay server 22 can function as the routing device of the LAN 2.

[ 01801 Next, the relay server 13 transmts the network search
command to the relay server 33 through the SIP server 101 (Steps 5134
and 5134.1). The relay server 33 transfers the network search comand
to the client termnals 31 and 32 (Steps S134.1.1 and S134.1.2). The
client termnals 31 and 32 having the routing function respectively
transmt, to the relay server 33, the network addresses of the LANs

30-2 and 0o CARARLE, Sfnbl R Lo N0 TDGUEE @Y S TR udcprpat s

net work searc on responses ent

o Tt o g T8RS LRSI Y b SEL LRI T 197

to the relay server ng t he

net wor k sei oF alt{?anO[% Jd%%lgfgl% be{; SOX‘AE to rggn:? thne' 1%%%11%91;% ne 101} 012

the identi |ca ion 1n ‘on o Ver

routing d%ﬁbig}f%%%gﬁﬂﬁ&c? Ogrs%lttl on 1922 1 of network search i st

i nformati on WOT K galress of the LAN 30-2 and the
|dent|f|c§ information of the client termnal 31 are set. In
routing device response information 1922-2, the network address of

the LAN 30-3 ang,the d d%@fe‘:]% AL QL né{%ﬂﬁﬁh{:ftg%ggaék%% % iQ be chuted

termnal 32 are se ay server not

9801 0 4D Rl Sl e an e e

I I
15 o S SR b
routlng UnCtI

o ong e EBSHedP addigaf R tert?%@ aégﬁ%s ok Rckon By

LAN Capabll—?exﬂ:];, Eﬁ]eecorr&)l%hh?c%tm[nqcelmlnals capable of using the routing function of
the relay communication system can be managed easily.
[0173]
<9. Flow of routing processing (fourth embodiment)>

A description will be made of a flow of routing processing using the
relay communication system shown in FIG. 1.

[0174]
<9.1. Detailed configuration of LANs>

Detailed configurations of LANs are similax to those of FIG. 16, and
accordingly, a description thereof is omitted heve.

Note that, in this embodiment, a description thereof is made on the
assumption that, unlike other client terminals, the client terminal 12 does
not have the routing control function of the communication packet.

[0175]
<9.2. Flow of processing of network search>

FIG. 32 is a chart showing a flow of search processing for the

58



The relay server 13 synthesizes the received network search
information 191 and 192, thereby creates network search information
193. As a response to the network search command, the network search
information 193 is transmtted to the client termnal 11. [0184]

The client termnal 11 has the routing function, and is capabl e of
routing for the LAN 10-2, and accordingly, updates the network search
information 193 to netmnrk search information 194. Then based on the

t k h f 194,. th I t
et <SRk SRR By co%%ubsn%@fp;aﬁ Stk Fhighys °
FIG 35 |s a view show ng t henetwor nf or In
“owner" of “BoYH 8Pr§§f‘1i%61?1 usguolt Fl '?ﬁni‘ e&ﬁ’ﬁ?%iﬁh:wp ?Tﬁ’f"‘l on of

the client. t 11 h, | f tion 1942
o a |1 St BPEPRECRA i AR ranR e GSpRet stk hing Mo e Lt | ng

in th I tion t de

Lgspoﬁseeicﬁégﬁﬁﬁicﬁglﬂﬁ%ggfnl %&&nﬁ]ﬁﬁp%ﬁeg‘% i Igglt Vllmen t he
t k h d 19 th

net vior k ieaéﬁwitﬁeﬁﬁ%@pa%ﬁewé Bepiat ol A A T SRR

response |[§i%]mat| on 1932-1, the netvvo_rk addr ess of_the LAN 10_—1 for

the rel ay 13 |s capabl e of routing, and the identification

devi co 1 esponse TSRS 15a0tse ALEIAtEs R EHioet HoRdscar oh
rout ng. dopeE %%ﬂ%ﬁ#ﬁéiﬁp P e TR 2P, 35 D GRBRBF L LS.
(e LA 10,2 L alp e iont. LSLTLIGL oM L copsble of ot g,
[01881 server 13 transmits the network search command to the relay server 22
through the SIP server 101 (Steps S133 and S133.1). The relay server 22
refers to the client terminal information 71, and transmits the network
search command to the client terminal 21 that is logged on (Step S133.1.1).
[0177]

The client terminal 21 has the routing function, and is capable of
performing routing for the LAN 2, and accordingly, transmits the network
address of the LAN 2 to the relay server 22. The relay server 22 creates
network search information 191 based on a response of the client terminal
21, and transmits the network search information 191 as a response to the
network search command to the relay server 13.

[0178]

FIG. 33 is a view showing the network search information 191. In

the network search information 191, body information 1911 is information

regarding the network search information 191 itself. In “name”, “IP

routing map” is set, which indicates that the network search information
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FIG 36 is alist of the LANs displayed as a result of the network
search on the nonitor of the client termnal 11 based on the network
search information 194. As shown in FIG 36, the network addresses of
the LANs capable of the routing and the relay servers or the client
termnals, which are capable of the routing control for the
respective LANs, are displayed in association with each other. The
user of the client termnal 11 refers to the 62 |ist showm in FIG
36, and calPldsrihe resgomee kAbls: pefpalrkeecafcht dvenmandj gl im“avheer?,ehay
comuni cati on system [01891 Note that, in the network search
pr ocessi ngdewsfificgianinfonestion kf thrapddyt serotr 28 ingpttdsen neatibngofieatfi on
of the relay communication systemneed to be searched, it is not
necessary the re¢wotlheedrde miofmesiond®li nf ormati on of the client
termnal or the relay server in each piece of the routing device
response ilAt®&@Inati on. [01901 FIG 37 is a flowchart show ng
operations of the client termnal 11 that executes the network
sear ch. ProcessiNugwshioasarch 1isk GufoBTiation €4 panddist of KisppasdsiBdmaihd
8132 (refer to FIG 32). In the case where the client termnal 11 has
been i nst mekyeskrversperd dremlichné tastimlkilstdravh thyesuting Suepio81104) ,
the client termnal 11 transmts the network search conmand to the
rel ay serwentihgd devixewesmdnseheforhagion 1982n1,nal“addr”| thd nggedk addrdased
on the relay server information 53 (refer to FIG 12) (Step 51102).
When havi nd the 84N &ds sett aotHe setarock capdlie whthoroutRE, aaddnresperisihet o
the network search command (Yes in Step 51103), the client term nal
11 updat esdémeficettommioseatiah of tHeorlmmt itemitaB 21 ds tdte frtromtike dediceh
information 194. Then, the list shown in FIG 36 is displayed on the
nmoni t or ofrespomse linfonmattnm Ha-2,1he heswdrloaddikes afthsdtANS2and bhe
information 194 (Step 51104). [01911 FIG 38 is a flowhart
showi ng opéemtificattoroinioimeatiet af/ttwernler sck8et P2Atrdast. r Gt isdtbchhe
net wor k search command When havi ng received the

the relay server 22 can function as the routing device of the LAN 2.

[0180]

Next, the relay server 13 transmits the network search command to
the relay server 33 through the SIP server 101 (Steps 5134 and S134.1).
The relay sexver 33 transfers the network search command to the client
terminals 31 and 32 (Steps S134.1.1 and S134.1.2). The client terminals 31
and 32 having the routing function respectively transmit, to the relay server
33, the network addresses of the LANs 30-2 and 30-3 capable of the routing.
The relay server 33 creates network search information 192 based on
responses of the client terminals 31 and 32, and transmits the network
search information 192 to the relay server 13.

[0181]
FIG. 34 is a view showing the network search information 192. In

“owner” of body information 1921, the identification information of the relay

60



network search command fromthe client termnal 11 (Yes in Step
51151), the relay server 13 refers to the relay group information 141
(Step S1152). In the case where the network search command has not
been transmitted to all of the relay servers registered in the relay
group information 141 (No in Step S1153), the network search command
is transmtted to the relay servers specified in the relay group
information 141 (Step 51154). This processing corresponds to the

processi NGpferIFRIeD 1R, AMingldRide @%ﬂoﬁé&eink'c%(llﬁﬁt{(fne%ﬁ%i of fb G oB2) -

When havi ng received a response to the network search conmand (Yes in
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i nformati on based on the received response e returns

to Step S]iaéébiﬁ&é&ﬁlzﬂlfoxma’ci%{ ?f(') ﬁﬂaéﬁlféglf %el}‘%ﬁ'ﬁraf?& hee B8t W‘iﬁ‘i'?ﬁﬁﬁé.c h

command has been transmtte the relay servers (Yes”in Step

51153), t | A3 S B | Al 1 AR g8t i on
03 (refer T eGSRl B2 b RO LE RS O AR AR S

search Comehaénﬂﬁ&at%gﬁg%f%& bt Ak él&niillt%%?irnag ?Q afl F&?t The

term nal s which are | ogge in Step 51 ) e relay server 13

speci fi es Lhg Ghignss %I?Jtrﬂ-rog.?ln%t habé ‘Iﬂgb ?c&t%r#gogﬁlgﬁoﬁ R ngﬁ%&gﬁlﬁg ent

termnal information 63 ( er to F net wor earc
command i §pLF, ] 19[*3]( lygy server 13 to the specified
client term rﬁ%ﬁ&l S%%SC%?MS x§]Qﬁ?ﬁ|qs9%pr ocessing corresponds to the
rocessin Step S135 (refer to FIG 32). Wen having received a

P Jo9s2]>t €p

response to the network search conmand (Yes in Step 81160), the rel ay
server 13 updat ggq! B8 JNRINOEK (5 88E Glbrbii:e o] t -
recei ved response (Stép 11%1), an fetur%ga?%ggégg§gﬁfgggtg%%?@%i

|0, the caseoiieh® SBRIELIREK) S6 AL M GATRAGAIS BEENSLSANSMdod,! 0

all of the client termnals ich are logged on (

the rel ay Cﬁ%ﬁVF'é'l'niliﬁaI 190888 Aot hR ﬂ?l%tr\wﬁ%g%gg&t@ e,itHI: eﬁgs?i'emiﬁﬁhféﬁe

client termnal as the transm Sssi on sourc networ k searc

command (ep nétlﬂxfé%)smié,Féssal‘féﬁﬁé‘né’@%thfe%t%%ﬁéﬁkﬂ%ﬁgaéﬂlﬁ ¢he! ay

server 13 that has received the network search commuand 1's ended.

[01941 <9.134whhORI Blesk BRLIE BAN ClpaBILGEIR ERN FIG 39 1is a

chart showmng a flow of route searc proceSS|n51 The user of the
client tergigs)l 11 refers to the network search information 194, and
i ssues an instruction on route search of the LANs 10-1 and 30-3 as

targets of the moULERG LPMY P sfnthE8zl e %c@iv'é@%%ﬁvoﬁ%e%@cl??mnd s

a command to issue an‘instruction to search a routing route for

routing f qﬁfo&&%tioﬁwgie%}{p@@mﬂegabﬁJg@aﬁggﬁtﬁm&{rm ﬁf(foiggéﬁbﬂalb&ll

transmts a route sear comrand, € networ resses of

R L
information 193 is transmitted to the client terminal 11.
[0184]

The client terminal 11 has the routing function, and is capable of
routing for the LAN 10-2, and accordingly, updates the network search
information 193 to network search information 194. Then, based on the
network search information 194, the client terminal 11 displays a search

result of the network on a monitor (Step S136).
[0185]
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[ 01951 In response to receiving the route search command, the
relay server 13 newly creates response information to the route
search command. In a simlar way to the transfer of the network
search command, the relay server 13 transmts the route search
command to the relay servers 22 and 33 based on the relay group
information F4d.35Hk bStew dHI&idOMb RetRAk o rEI0MMEAMALLS 194.angm tted from
the relay server 13 to the client termnal 21 through the SIP server
101 and“awrer’radbady iménmetioR 2941StlepdeBiR3io8ibEdmbtiomntth§tBétl. 1) . The
client termnal 21 and the relay server 22 cannot handle the routing
of the [eAREnaA] 15 hd MNawark sprechdishindormation dPd%eie iséphibaal 21 notifies

the relay._server 22 that rout i i s i.mposgible (NO ROQUTE), and
the rel ﬁ%swglgkr %ﬁgd;lesfﬁs %fgg?#ggc?@rlercglq \ak Elfqgél?ﬁ’fée]taﬁat the routing is
i mpossi Pl enuhiPh28svstem. Next, the route search command is
transmtted fron1tﬁe relay server 13 to the client termnals 31 and

32 throfogbsit he SIP server 101 and the relay server 33 (Steps S140,
S140.1, 8240.1.1 and 8140.1.2). [0197] The client termnal 31
cannot hand| ottee deyireiresponde infoemhiddis 1983- is amfor 3340, addedtlataccor di ngl vy,
issues a notice that the routing is inpossible. The client term nal
32 is cHirEee gher esbvethneaol Ffoupafiondd 1 pad 193 e sipthesired i on.
Therefore, ,the client fteranal transmts the identif.ication

! or maPrbiheg e e ar A R TR bt RS B EMGIPRE SEAR 30-3 to ¢ he
rel ay SgdsM&ise $kor Mol 198885012 BATdLE QALRE! QliRe mﬁtlﬁtlhi%rg uting Is
possi bl e.” Moreover, the relay server 33 does not have the routing

funct i ofelayAsréerngsitdpablk Rerduthayaslahy elenBBctlonabosmsRcff yi Ng
information that specifies the client termnal 32, which is capable
of oper ttcimbvyasrvar daeisay poi nt of the LAN 30-3, and transnits the

specifytngFinfornation to the relay server 13. In the specifying
i nf or matd! H, the identification information of the client term nal 32

and the netwgrk.address of the,.LAN.30- re ocj ated with each
G G- Prdae R e S R i B

other. The relay Serv ion to
r eSpoNs otk IOLABL i8Rk IR0t Pod BEHEANE & SEALGIAEQRNd. [0198]

information 194. In routing device response information 1942-1, the
network address of the LAN 10-2 for the elient terminal 11 is capable of
routing, and the identification information of the client terminal 11 are set,
[0188]

FIG. 36 is a list of the L.ANs displayed as a result of the network
search on the monitor of the client terminal 11 based on the network search
information 194. As shown in FIG. 38, the network addresses of the LLANs
capable of the routing and the relay servers or the client terminals, which
are capable of the routing control for the respective LANS, are displayed in

association with each other. The user of the client terminal 11 refers to the
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Next, the relay server 13 transmts the route search conmand to the
client termnal 12 (Step S141). The client term nal 12 does not have
the routing function, and accordingly, notifies the relay server 13
that the routing is inpossible. [0199] The rel ay server 13 has
the routing function, and is capable of routing for the LAN 104.
Therefore, the relay server 13 adds, to the response information to
the route search command, specifying infornation in which the

| dent | 11 CadQobAl NS, 001,08 chiRohEAALS RIAIRL oAk @Qfﬁt}emtt%

address of the ‘aré aSSOCI hen

response HﬂLQ%g&H%%ﬂPhﬁF%%BH seareh command i s ttansnltteq from

the relay serv e cI term nal 11. The client termnal 11
di spl ays, result of the route search, the route search
|nfornat|on created based on the response infornation to the

route search COWQQhﬁtS%I? ?ﬁll&t%lk[s%%g%)slploces ne. HifRe o %&%Fvg%l 95 1

showi ng the route Searc ody infor

[P TOUL i NGO QU in B QRE LM 116n WE e Hatt QiinbdIBcqtor! SRR he

instructi sear I's’set

i dent i f | cq%éfgq;rlb@fs%{]&te on .00t pgce%g 0 se%q; n(ﬂzlntxjﬂgggt%n 15{061&&151011

owner but’l ng i Aform I on

oS R A 8, B8 o rishaTrdedadnte

above- nent | gﬁg g information. Since the network address of
the LAN 1de§ G%Efogﬁla)sﬂe) and the identification information of the
rel ay ser\{% 3 has been set, the network information 1952-1

i ndi cat es the relay server 13 is executi ng the routing control

a
for the LAN 10- Fid Q?i‘s%'ﬂwcﬁ Eétg%g”et ftﬂef@’t’%g‘t*' 3%11-@5121

i ndi cates that the client term na et ng

control f Yhat Q:Qed‘d%& iy &etw%?ﬁ%imh. Processing shown in FIG. 37
corresponds to Steps S131 and S132 (vefer to FIG. 32). In the case where
the client terminal 11 has been instructed to perform the network search
{Yes in Step 81101), the client terminal 11 transmits the network search
command to the relay server 13, to which the client terminal 11 is logged on,

based on the relay server information 53 (refer to FIG. 12) (Step S1102).

When having received network search information 193 as a response to the

network search command (Yes in Step $1103), the client terminal 11

updates the network search information 193 to the network search

information 194. Then, the list shown in FIG. 36 is displayed on the
monitor of the client terminal 11 based on the network search information

194 (Step S1104).

[0191]

FIG. 38 is a flowchart showing operations of the relay server 13 that

has received the network search command. When having received the
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Note that the pieces of network search list information included in
=the network search information 191 to 194 have a simlar
configuration to that of the routing target information 1952. As
menti oned above, the routing target information 1952 indicates that
the routing control for the LANs 10-1 and 30-3 is perfornmed by the
relay server 13 and the client termnal 32 On the other hand,
however, the network search list information is the list of the LANs
capabl e ofnetwerk eeatichgomidemod fronheheclientriermalaiilil dilséip Shept SBEH)] he
routing target information 1952 and the network search |i st

i nf or mat i die 18l ser@R0B] refers to thagebyspoupanfortmavien 141e(StseB1b32)t he
client termnal 11 designates the network address serving as the
target of Inhdhercast wigre dnd networdnegaidsemsmbhngd Hagsiot been traremitted to
route search, thereby can acquire the route search information 195.
Ther ef or e, alivtheval dydssrvers teptstexedtinribe fralaytdronp aifotietivellay (No in
communi cation system it is not necessary to confirmthe rel ay
servers, t3tepd116A}, the meiwatksseanch tévemsdndeswha smittadetotthe relawt | ng
function. [0204] FIG 41 is a flowhart show ng operations of
t he cli entserenmispatifizd in nké¢ relay edotpinferhation ke (Stept$1 15eir cHhisWien
havi ng been instructed to performthe route search (Yes in Step
51201), t heocdsserg cdreraponas td theagloseddingg ubStept $ 188ndfnd $13thewhédrther

not the network address serving as the target of the route search is
to be desilgreafrefdr ¢SEEG. 83220 Wheh havive mesisedharepdive thehwmetwaddr ess
is designated (Yes in Step 51202), the user of the client termnal 11
i nputs t heseasthvamkmadd(¥Fes iy StepS S12H0) 3 he fEhenserwebs tipdatisahe of t he
route search is instructed (Yes in Step S1204), the client term nal
11 cr eat esnediworkitearskanvhmadivmerade i mnvitie cbeditel faspuhice(Gtoe SLO5H),
address is set (Step 51205). In the case where a network address is
further desidyredated {oYetepiFiliSBep S1206), the client term nal 11 adds

t he desi gnated network address to an argunent of the route search
command ( $0@92]S1207). In the case where no network address is further
added (No in Step 51206), the client termnal 11 transmts the route
search command o théeaseelwhyresthrevetwbsk (Gireh ce&h208)d hiHROE] When
havi ng recei ved the response to the route search command (Yes in Step
51209), t Heawdmsted toealimhitie relayxsnfveraieshin Stes faDSD), thardlhe sasse
where the specifying information corresponding to the designated LAN
i s not i nd3uddersitn thheliewspondeal infierncdticen63 (efor tod TGL 120 Stepni nes
that there is no routing route (No in Step 51210). Then, the client
term nal M1I5§3uek thenoise seheoé thenetwaik seandi cahmagdiiaatnod beent i ng
route of the designated LAN could not be found (Step 31211).

Meanwhi | e, tramsmhiitedcasall whidreeclichs tetrhanis trhidh mgllogdeddet EmmBsept hat
there is a routing route (Yes in Step S1210), the client termnal 11
creates t L 158)tthe seluycerieanf 18 spcifies theslieas eatntnatsherhide eioledsed
response, and di spl ays candi dates of the routing route on the nonitor
(St ep 312xd) from the client terminal information 63 (refer to FIG. 12). The network

search command is fransmitted from the relay server 13 to the specified
client terminals (Step S1159). This processing corresponds to the
processing of Step §135 (refer to FIG. 32). When having received a
response to the network search command (Yes in Step S1160), the relay
server 13 updates the network search information based on the received

response (Step S1161), and returns to Step S1158.
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[ 0206] The user of the client term nal 11 selects the routing
route fromthe results of the route search, which are displayed on
the nonitor. In the case where an instruction is issued on the start
of the routing control through the route selected by the user (Yes in
Step 51213), the client termnal 11 transmits the routing start
command to the relay server 13 (Step S1214). A description wll be
made | ater of the start processing for the routing control. [0207]
FIG 42 i9gj %Iomchart showi ng operations of the relay server 13 that
has receive he route search command. When havi ng received the route

sear ch comand (8, Lk SR SRITBhwo LIS LRh WpaENEhod g el er o T the

relay group information e case €re the route

h e .all.
Ceql ot er ed TP A1 BERR QAP ER i igeddly @Ee%?éﬁ% " the
o TR B 4 R BEG
O PO IGERRL N gL 1o 510D LB R

route s ear(ﬁfbpcgﬁ@jd ﬁ%( Eﬁ%ﬂbg g%rg@’)\éﬁ]?o%é%%né %?t}{eel\lﬁi%{ g&{vﬁg b3 Jﬁﬁ%ti lfx@si ng

confirnms the response e°case e spe

i nformati i; j | No in Step S1306), the

operati an'(%?é?%%ﬁ?ee %Oggr%g%#&lég%%ﬁgﬁggﬁ% tep S1303. In the case

where the i@?ifyi ng information is included in the response (Yes in

Step 8130(@, he relay server 13 adds the specifying infornmation to

t he resporgae3iﬂg%rmgjlpensetagcﬁgteoc%g%{g)search command (Step S1307),
turns to ep 0

and the operation re 3. Moreover, in the case where

the relay ‘servefyglshs, Al SolANE S A of e b AN RSLANTLED | Ruthe

route search comman relay server § “8pecit yi ng tion

oL uRePand tftrk REh ALY 1 SELYET0 de hAWIAIE LERMIRS M B! O

to the route searc
and issues an instruction on route search of the LANs 10-1 and 30-3 as

targets of the routing control {Step S137). A route search command is a
command to issue an instruction to search a routing route for routing for the
LAN designated by the user. The client terminal 11 transmits a route
search command, in which the network addresses of the LANs 10-1 and 30-3
are set, to the relay server 13 to which the client terminal 11 are logged on
(Step S138).
[0195]

In response to receiving the route search command, the relay server
13 newly creates response information to the route search command. Ina
similar way to the transfer of the network search command, the relay server
13 transmits the route search command to the relay servers 22 and 33 based
on the relay group information 141. First, the route search command is

transmitted from the relay server 13 to the client terminal 21 through the
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In the case where the route search command has been transmitted to
all of the relay servers (Yes in Step S1303), the relay server 13
refers to the client termnal information 63 (refer to FIG 12) (Step
S1308). [0210] In the case where the route search conmand has
not been transmtted to all of the client term nals (excluding the
transm ssi on source of the route search command) registered in the
client termnal information 63 (No in Step S1309), the transfer

dest i nat i dPlFoservire10bané tbeaeleh seorare2dStepssPrrd, 5186, 1lhané G160, 1. e
client termnal information 63. Then, the relay server 13 transmts
t he rout e Beaclidntdernmimal Aloantdhihespday $dredr £2 ansharhaeké tinatduding & ep
S1310). This processing corresponds to Step S141 (refer to FIG 39).
[0211] the LAINe d8skand) 3613. StiipseiBid the cBast R2randalABAsfiss iemi | ar
to the processing of Steps S1305 to S1307. Then, in the case where

t he rout e méar shveniihat thesobteyg is impssibledNQ BOAITED fantlthe eklagnt
termnals (Yes in Step S1309), the relay server 13 transmts the
response igefvemz nhonfiethechmlail serven @ thaetarhehrontimyes dmbossilie. cl i ent
termnal 11 (Step S1314). [02121 <5.4. Flow of routing start
processi ng9196]

Next, the route search command is transmitted from the relay
server 13 to the client terminals 31 and 32 through the SIP server 101 and
the relay server 33 (Steps S140, S140.1, S240.1.1 and S140.1.2).

[0197]

The client terminal 31 cannot handle the routing of the LANs 10-1
and 30-3, and accordingly, issues a notice that the routing is impossible.
The client terminal 32 is connected to the LAN 30-3, and has the routing
function. Therefore, the client terminal 32 transmits the identification
information of itself and the network address of the LAN 30-3 to the relay
server 33, and issues a notice thereto that the routing is possible.
Moreover, the relay server 33 does not have the routing function. Asa
result, the relay server 33 creates specifying information that specifies the
client terminal 32, which is capable of operating as a routing point of the
LAN 30-3, and transmits the specifying information to the relay server 13.
In the specifying information, the identification information of the client
terminal 32 and the network address of the LAN 30-3 are associated with
each other. The relay server 13 adds the specifying information to
response information 195 to the route search command.

[0198]
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FIG 43 is a chart showing a flow of the start processing for the
routing control using the relay comuni cation system [0213]

The user of the client termnal 11 designates the relay server 13 and
the client termnal 32 as routing points based on the route search
result displayed on the nonitor, and issues the instruction to start
the routing control (Step 5143). To the relay server 13, the client
termnal 11 transmts the routing start command in addition to the

net wor k i nf or matNexs, {i3531sly fnderl BHBrahsinPHheTbA scaSble BSmekhdl 3NHe
S144 correspond to Steps S1213 and S1214 shown in FIG 41. [0214]

Based on tdlient eseiival 1% 08fen B 43) ar The eRSBNErmiig 1edRY e hues tis
creates routing group information 196 fromthe route search

i nf or mat i @Bui9s fuléigon, AHd Yo ALY, hofifsdEd Rl §6vbS 15 @14 48 Setting
information for executing the routing control using the rel ay

conmmuni cato@tingis i:fbssibld, i s stored in the routing group information
storage unit 137. [0215] FIG 44 is a view showi ng the routing
group i nfdomsdli on 196. The routing group information 196 is created

t hrough addi ng routing perm ssion information 1963 and sessi on

i nformation 1964hkqeldiescidstt B3 BRALK o AfY ABLEOR 48Dis dPABRIof72
routing for the LAN 10-1. Therefore, the relay server 13 adds, to the
response information to the route search command, specifying information
in which the identification information of the relay server 13 and the
network address of the LAN 10-1 are associated with each other. Then, the
response information to the route search command is transmitted from the
relay server 13 to the client terminal 11. The client texminal 11 displays,
as a result of the route search, the route search information 195 created
based on the response information to the route search command {Step
5142).

[0200]

FIG. 40 is a view showing the route search information 195. In
body information 1951, “IP routing group 1” assigned by the user at the time
of issuing the instruction of the route search is set in “name”, and the
identification information of the client terminal 11 is set in “owner”.

[0201]

Routing target information 1952 is route information for use in the
routing control for the LANs 10-1 and 30-3. Network information 1952-1
and 1952-2 correspond to the above-mentioned specifying information.

Since the network address of the LAN 10-1 has been set, and the
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The routing perm ssion information 1963 i ndi cat es the comuni cati on
term nal s capable of using the routing function of the relay

communi cation system and is conposed of permitted termninal
information 1963-1 and 1963-2. Here, in addition to the terns "client
termnal!' and "general termnal", the term"comunication termnal™
is used on purpose. The "client term naI s" are termnals capabl e of

| ogging on to the relay servers, the ' general term nal s" are

meanwn | o, EFEREHE A BRUT o B efe 8544 hb)%eiﬁﬁe%ﬁ?f o ek
| ;
the " gonor Bl bR SRR Blbeted el T et h Bl "
the. " conminebREBROBLHRRLS I £ BE Bt R s EnbE A L o 3
bei ng 1 ﬁﬁ%%%}%%h%é%%?gxyﬂg%trev%#%g PRl Bt B P AT ch ar o

| ogged on ol P2171 In each of the
permtted %Jatl%?’g 081180? ﬁﬁ;ﬁ%ﬂ,e’o"“ﬁam" and "adclr" indicate the nanme

and I F ad%é of the comunication termnal or the LAN, which is
capabl e of i'ng the routlng function. In the permtted term nal

B e o L

Lhe commurthE3CPRI S RATCmaARaarado g e Bt SRRy 1o
st ndefet Bl aderedinhfidion Mo T e Shonell b e A o
0 SR A
e SR IR R A BRI

(Siep Sl on g e;sg@faznab EHERE R T
32 so 1 oR TR A RIS ?sﬁff%e%ﬁepa@%%%%ﬁqw? S
?I)ut |h ﬁgpglé]g tslieg)#g&frsﬁa}?/vh? gﬁe]ét%ﬁt &g gﬁ?lig ?]tégfﬁ% i %’%&%’Pﬁ&#t “%‘?het he rel ay
cerver 13 e R SRR o oL o i o 8

term nal ?[826@ set. [0220]

As described above, the user of the client terminal 11 designates the
network address serving as the target of the routing control, and issues the
instruction on the route search, thereby can acquire the route search
information 195. Therefore, when validating the routing function of the
relay communication system, it is not necessary to confirm the relay servers,
the client terminals and the like which have the routing function.

[0204]

FI1G. 41 is a flowchart showing operations of the client terminal 11

instructed to pexform the route search. When having been instructed to
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FIG 44 is referred to one nore tine. The relay server 13 transmts
the routing group information 196 to the client termnal 32 through
the SIP server 101 and the relay server 33 (Steps S145, S145.1,
S145.1.1). In such a way, the relay server 13 and the client term nal
32, which function as the routing devices, share the routing group
information 196. [0221] Next, the routing session is
est abl i shed between the relay server 13 and the client term nal 32.
The rel ay peafarer therquse searchd Yehen Btapn® 130 orheadicoh ta@siaal 11 asks the
confirns that the device itself is set at the start point of the
routing sezssrdacopiiap xhether or not theamatworly addrese sedng nahboiagetof
est abl i shnent request of the routing session to the relay server 33
t hr ough t HaeSpptessarel islpibg @@w@giﬁt@n‘iﬂmahﬂhd casegdpoashet o a
response fromthe relay server 33, the relay server 13 transmits an
ACK t o t henatwloak addraseiis desighateddNes reSepFS 1202 stheifkr pStlepalict47 and
S147.1). In response to the ACK, the relay server 33 establishes a
nmedi a sesdevnitadt Mdsputhéeredtaprk eddesss (3@paB2E3. (Thep WieBihe
Mor eover, a nedia session is established between the relay server 33
and the clstaritoftthe mpnisl seapcl{ StinptrusipddYes irs StemnB1L ES 1the Heing
processing is simlar to Steps S146 to 5148 except that the nedia
sessi on i devwingl| jlshreatenia toube serrskicompumdndingiwhidhethsliBpsed et ok
The routing session is conposed of the two nedia sessions established
in Steps StUigessid 58 Sitep[I1205). J5.the cReeithere aortwotk addiessinfurtiatri on
packet > FIG 45 is a chart showing a flow of the routing
control udlesignatied (VastinfRjes §9806h the thdit tehadndetlvekds theelesimnayed
server 13 and the client term nal 32. [0224]

network address to an argument of the route search command (Step S1207).

In the case where no network address is further added (No in Step S1206),
the client terminal 11 transmits the route search command to the relay
server 13 (Step S1208).
[0205]

When having received the response to the route search command
(Yes in Step S1209), the client terminal 11 confirms the response. In the
case where the specifying information corresponding to the designated LAN
is not included in the response, the client terminal 11 determines that there
is no routing route (No in Step S1210). Then, the client terminal 11 issues
a notice of an error, indicating that a routing route of the designated LAN
could not be found (Step S1211). Meanwhile, in the case where the client
terminal 11 determines that there is a routing route (Yes in Step S1210), the
client terminal 11 creates the route search information 195 based on the
received response, and displays candidates of the routing route on the

monitor (Step S1212).
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The general term nal 15 sends out a conmmuni cati on packet destined for
the general termnal 37 (Step 8152). Based on the routing group
information 196, the relay server 13 deternm nes whether or not it is
possible to route the received conmuni cati on packet. [0225]

First, based on the routing target information 1952, the relay server
13 determ nes whether or not the conmuni cati on packet can be routed.
An | P address "200.1.3.250" of the destination (general termnal 37)
of the coqﬁgggpation packet corresponds to the network address of the
LAN 30-3 set 1'n the network information 1952-2. An | P address

o Eessons o 1 AT TR LG Bk b
i nf i , : I 3 LI
Lo T o158 e TRBESLALE ph0, 48 BRELATH chFafShel 1End (g

1963, “ant an TR e o RS KON R RN e

packet is é%ﬁﬁ%%é%ﬁg db e'@ﬁ@@ﬁﬁ;s;% §15?g)detﬁ5 Icﬂg%tl t%?%zﬁga‘; ral

term nal contuni cati1on cket "corresponds .1.3.x"

set int hetrgﬁgrﬁ}tgttﬁg r&%ﬁ%@@rb Eéﬁﬁ{a(qm%t’Joq:ﬁlne%gfagr;s%rvel\l/pffggé]Sl?E@.I P

addr ess of e transm ssion source (general m nal

. . v X ' h
comun oA B RIRAST P R Sl oL e s 1

deternine§mhg%% the routing of the conmunication packet is permtted.
[ 02271 he relay server 13 sends out the communi cati on packet,
for mhichégggﬂrouting is permtted, by using the routing session
(Steps S1 and 5153.1). The client termnal 32 transfers, to the

I ' 7 4ol | l: Lved. th h
outi ng sessi on (8 4R SE SRR SRRE ALy FER SR SCLRIAMIE oo
he ti ' ansf d, usj th L eSS nd
accor i ngl 7 FREem ar SR PR ALt A AR Rl cach

other wit @%Hl‘clpgdlﬁl&aﬁar(%é ﬁyéte%fSf&tbq),%%%'gpa%/esegger 13 refers to the relay

group information 141 {Step S1302). In the case whezre the route search
command has not been transmitted to all of the relay servers registered in
the relay group information 141 (No in Step S13083), the route search
command is transferred to a relay server specified in the relay group
information 141 (Step S1304). This processing corresponds to processing in
Steps 5139, S139.1 and the like (refer to FIG. 39).
[0208]

When having received the response to the route search command
(Yes in Step S1305), the relay server 13 confirms the response (Step S1306).
In the case where the specifying information is not included in the response
(No in Step S1306), the operation of the relay server 13 returns to Step
S51303. In the case where the specifying information is included in the

response (Yes in Step S1306), the relay server 13 adds the specifying

70



76 the WAN 100. That is to say, the general termnals 15 and 37 can
comuni cate with each other through the WAN 100 by using the private
| P addresses. [0228] As descri bed above, the routing function
according to this enbodi nent is validated by sharing the routing
group information 196 between the relay server 13 and the client

t er m najnf3dativhtEihe GAPoRRNARBLEES:EtoWhE PR REImanfi8Ry DY USI Ng
the routing session established for the routing, the routing control

for theS137phack e dpsrgpenfretumediolfased] 308, t Merdouwncinithacat t he rel ay
comuni cation system Accordingly, the routing validated in this

enbodi nehtreithe wlayegred 18 i ahetogppteifenthe dAN dgpinatedrid thii ffers from the
usual P routing. [0229] _Next, .a description will be nade of a
T ow of Rlrereail apiRg &18&?1%5&‘:1"?14%@&58% P8 IR ucti on to end
the routi g oMbl el (RASES Qitvel B8 tf AULLIG, QN HRLLOSOLTRE i On 196, the
client ter mmﬁla 'pgltihscfeltet es(}tshe % outtcly ng g orﬁp n %%ﬁéal%{oggé 196. Such an
end i NSfgtCeb R chddahansmtted to the relay server 13 through the
relay server 33 and the SIP server 101 (Steps S155, S155.1 and

S155. 1. [bpo9lBased on the end instruction, the relay server 13 del etes

the routing giroup i nformati on 196. [0230] When having received
a response t B thaeayghars thergeteiseprchcomamapd g becatyangmittadh transnits a

oL sconngels S SesL AL e Lou g0, SEshon Lo, Ve Lol server
Pgm"’ieﬁgthkQﬁex&'tiaﬁﬁhafiﬁfo%gﬂén 828R FRE 15RkAY, HBhYEr 33 in the
fo210]
In the case where the route search command has not been
transmitted to all of the client terminals (excluding the transmission source
of the route search command) registered in the client terminal information
63 (No in Step 51309), the transfer destination of the route search command
is specified based on the client terminal information 63. Then, the relay
server 13 transmits the route search command to the specified transfer
destination (Step S1310). This processing corresponds to Step S141 (vefer
to FIG. 39).
[0211]
Processing of Steps 51311, 51312 and S1313 is similar to the
processing of Steps 851305 to S1307. Then, in the ease where the route

search command has been transmitted to all of the client terminals (Yes in

Step $1309), the relay server 13 transmits the response information to the
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session is disconnected. In a simlar way, in the routing session,
the nedi a session between the relay servers 13 and 33 is disconnected
(Steps S157 and 5157.1). In such a way, the routing processing that
is based on the routing group information 196 is ended. [0231]

Foll owi ng the end of the routing processing, the commrunication

bet ween dfi€s@edehalmdnarnalsndR Al 37 (ReFems). i mpossi bl e. Even if
the general termnal 15 sends out a conmunication packet destined for

t he gen®zalb] term nal 37 (Step S158), the relay server 13 cannot
recogni ze the destination of the received communication packet since
t he rel a9-4sElevyef ropging sest proteshidkd t he routing group information 196.

Therefore, t rel a erver 13 notifies the gener termnal 15 that
the comuni cﬁffﬁ-oﬁ' lbéeﬁﬁt hoxie e tPu A Hhe Y dugeviRE PBe [0232]

As descrided AROYSuinkIE, FSLAY-SOMMURLGALQN system of this embodi ment

automaticall'y create e I'ng se g 1nformation in which the
net wor k[adglr ess of the designated LAN and the relay server or the
client termnal, which functions as the routing device, are
associ at ed wrhhusaeohthetdhet telthmnbflodedignhtes tlor @bdyiserveofl3 e routi ng
setting information used as the route information in the routing
usi ng t He dientgipremshimhicentionreptsthasedcanthssowe serrel resdlt Mor eover,
even ifdthg confjguration gf the rel ay Connunipﬁéipn_systen1is
changed BSPRY§EORRE yranyfor, And isgugsdhe ishrachen toiest Seoioes on
cor responpdi ngsd S]%ﬁ?. RN "aé;?é 191 1af %?ﬁ x{t‘%l?%" & nication system
Explanatloﬁ g%’%@ erence kﬁﬂ r§+sl[§f§ i, ,’§:fﬁﬂrll, 21, 21, 31,
32CLI ENfraf &R ﬂ&@'—rml@ng kbt cddmadl in SHGENRALe AERM NN ormation

1952-1 and 1952-2 (Step S144). Steps S143 and S144 correspond to Steps

51213 and S1214 shown in FIG. 41.

[0214]

Based on the received routing start command, the relay server 13

creates routing group information 196 from the route search information

195. The routing group information 196 is routing setting information for

executing the routing control using the relay communication system, and is

stored in the routing group information storage unit 137.

[0215]

FIG. 44 is a view showing the routing group information 196. The
routing group information 196 is created through adding routing permission
information 1963 and session information 1964 to the route search

information 195.

[0216]
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13, 22, 33RELAY SERVER 100 WAN 101 SIP SERVER 131 I NTERFACE UNIT 132

CONTROL UNI'T 115, 133DATABASE STORAGE UNIT 117, 134RELAY GROUP

| NFORVATI ON STORAGE UNI'T 118, 135RELAY SERVER | NFORVATI ON STORAGE

UNIT 119, 137ROUTI NG GROUP | NFORVATI ON STORAGE UNI'T 136 CLI ENT

TERM NAL | NFORVATI ON STORAGE UNI' T

The routing permission information 1963 indicates the

communication terminals capable of using the routing function of the relay
communication system, and is composed of permitted terminal information
1963-1 and 1963-2. Here, in addition to the terms “client terminal” and
“general terminal”, the term “communication terminal” is used on purpose.
The “client terminals” are terminals capable of logging on to the relay
servers, the “general ferminals” are terminals incapable of logging on to the
relay servers, and meanwhile, the “communication terminals” represent all
of the terminals including the “relay servers”, the “client terminals” and the

“general terminals”. This is because, by using the routing function of the

relay communication system, routing is possible for the “communication

terminals” which are connected to the LANs 1 to 3 and are registered in the
permitted terminal information without being limited to the relay servers
and the client terminals which are logged on to the relay servers.

[0217]

In each of the permitted terminal information, “name” and “addx”
indicate the name and IP address of the communication terminal or the
LAN, which is capable of using the routing function. In the permitted
terminal information 1963-1, “192.168.1.*” is set, indicating all of the
communication terminals connected to the LAN 10-1. In the permitted
terminal information 1963-2, “200.1.3.*” is set, indicating all of the
communication terminals connected to the LAN 30-3.

[0218]
Note that, at the time of the start instruction of the routing (Step

S143), the user of the client terminal 11 may designate the client terminals,
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CLAIMS 1. Arelay communication systemin which a first relay server
connected to a first LAN and a second relay server connected to a
second LAN are connected to ®tach other, each of the first relay
server and the second relay server includes: a relay server
information sharing unit configured to share relay server information
between the first relay server and the second relay serve; the relay
server information including activation information of the first

I d. th d I : . . . .
ot vt | o SERSSEAT o T A b B arOe Lk, Fhich Lo RiRtEodd™ o
the first I d,t d , ti
gt oup | nf SPREETBIE SR LR e o PR Ul bt 68 AP e P AR oup
i nf ti it h. i t devj. t hat t . i . trol
For the f AEFmekgR.Ts AR P GorHGE aeris i SOt ng

trol f t he. LAN, th i i nf ti i ncl udi
network adtPRuEitO (HEere AR A eV addr css of the second —
LAN, fi rst[ Qﬁﬂci fying information that specifies either a relay
server O ‘2281 ent terni nal, which is the first routing device, and

2Cl T ent 1 o m ndfe SREER rPPaboB s v e L ST
Fout i ng coREFBHnE Eheeriig fkeerer o Mhechiting eured ametnessittna.
Speci i ng IR PR PEFervar ored B4 FHARdEt L OGISeaeh Ty oGy

| r?f ormat| o3t of Blel csorrlnmunication packet. “start” of the point information
1964-1 indicates a start point of the routing session, in which the
identification information of the relay server 13 is set. “end” indicates an
end point of the routing session, in which the identification information of
the client terminal 32 is set.

[0220]

FIG. 44 is referred to one more time. The relay server 13 transmits
the routing group information 196 to the client terminal 32 through the SIP
server 101 and the relay server 33 (Steps S145, S145.1, S145.1.1). Insuch
a way, the relay server 13 and the client terminal 32, which function as the
routing devices, share the routing group information 196.

[0221]

Next, the routing session is established between the relay server 13
and the client terminal 32. The relay server 13 refers to the point
information 1964-1, and confirms that the device itself is set at the start
point of the routing session.

[0222]
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a routing session between the first routing device and the second
routi ng device based on the rel.ay server information, execute routing
control for a communication packet between the first LAN and the
second LAN through the routing session, and, based on an instruction
to end the routing control, disconnect the routing session, and end
the routing control for the comunication packet between the first
LAN and the second LAN, wherein when a first conmuni cation

packet desti ned Terebayleattnas tomsadty £8 sswblishmeRt asiicassf 4! ongi ng
to the second LAN is sent out froma communi cation term nal connected

to the firnshtingNesdibe thithetelopubiveg 3dahreeH SHESIP svENEOT BiepHd
group information to decide that routing of the first conmunication

packet to $h& seTEN6.LAN InSreppsisdettos: reapsnég 208 Bk SeldySseridiS33, the
comuni cati on packet by using the established routing session. 2. The

rel ay conmubdycairvonlsysimmiss s A6 i &dl@y Barver 33 throughiBe&IP a
plurality of relay servers including the first relay server and the

second r el yvaeromeStapeSTannee S9d 70, oneranehiefo UK Mise area
net wor k, and the routing group information includes network

addr esses ®fvdredtabMéhiashn bedid SdsaionSRitweES tROREIAF kervaRgl 18 kAL i on
that specifies routing devices executing routing control for LANs to

whi ch the (SedRg148) VM Ge60ANEGhedid seddin IL4ANLIRMEAMRERBEA Bk Solgfem
according to claim1 or 2, wherein the first routing device is a

client tergavvial 35 ondeld erittetRendligasiStsm SY4AS S180andB 1) S TRRADI €
of perform ng communication with the second relay server through the

first rel gosakiteyis shmilkeo SedyryS LHMHS £5dicept S tBEMAEHL keidich 10
any one of clains 1 to 3, wherein the second routing device is the
second r eleayaldhéewithout passing through the SIP server 101. The routing
session is composed of the two media sessions established in Steps S148 and
S151.
[0223]
<b.5. Routing control of communication packet>

FIG. 45 is a chart showing a flow of the routing control using the
routing session established between the relay server 13 and the client
terminal 32.

[0224]

The general terminal 15 sends out a communication packet destined
for the general terminal 37 (Step S152). Based on the vouting group
information 196, the relay server 13 determines whether or not it is possible
to route the received communication packet.

[0225]

First, based on the routing target information 1952, the relay server

13 determines whether or not the communication packet can be routed. An
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5. The relay comruni cati on system according to claim1l or 2, wherein
the first relay server and the second relay server are a sane devi ce,
the first routing device is a first client termnal connected to the
first relay server, and t he second routing device is a second
client term nal connected to the first relay server. 6. The relay

communi LRLkAdPssSYS0. 01280 CH R AGitih QLA e8] tofmh P3RS thet O 5,
wherein the routing group information includes permtted term nal

i nf or matdinomynicatioshpacketamragicinés® thé nétverlcoddressiof aid IoAN Be3m nal
connected to the first LANis registered, and in a case where
atr ansFﬁté% thsnesporkdalonmares 932 t Be WPiaddrese G9tIRB4d6P o packet s

regi stered in the ernltted rnln 1é’%nforrmtl t he f%rst routing

devi ce Pﬁ“i“?“?sb TOHEs® SFeret ?Hmr”%? PP T ?%Weﬁ’éft"k% 7. The
relay comiuil Gaid BEN%%%%%P%E%Q&O”E&f@m?aﬁ%g%?z-?f Bk 1 1o 5,

wherein the routing group Information I n es permtte ferninal
i nf or matlie0RlayisBrvef i $ fetaiinABHIRS SheGbcdiRa RN GRS h&Aket &M Nal

connected to the second LAN is registered, and
be routed.
[0226]

Next, the relay server 13 refers to the routing permission,
information 1963, and confirms whether or not the routing of the
communication packet is permitted. The IP address of the destination
{general terminal 37) of the communication packet corresponds to
“200.1.3.*" set in the permitted terminal information 1963-2. Moreover, the
IP address of the transmission source (general terminal 15) of the
communication packet corvesponds to “192.168.1.*” set in the permitted
terminal information 1963-1. Therefore, the relay server 13 determines
that the routing of the communication packet is permitted.

[0227]

The relay server 13 sends out the communication packet, for which
the routing is permitted, by using the routing session (Steps S153 and
S153.1). The client terminal 32 transfers, to the general terminal 37, the
communication packet received through the routing session (Step S154).
The communication packet is encapsulated at the time of being transferred
using the routing session, and accordingly, the general terminal 15 and 37

can communicate with each other without being conscious of the presence of



in a case where a destination address of the first communication
packet is registered in the permtted termnal information, the first
routing device permts routing of thé first conmunication packet. 8. A
rel ay communi cation systemin which a first relay server connected to
a first LAN and a second relay server connected to a second LAN are
connected to each other, the first relay server includes: a
relay server information sharing unit configured to share rel ay

ot or mat | GRCTRAN b ThALS 48 Foh chrpartal Forp o Jeind Pribee oy

server and_the second.rel a rVer, agtl .Qn/registrat.i o

o or mat 1 SRR R e BRnel ad AN Ab Bt vle Bt BB TR
and the second relay server; an acquisition unit configured to
acquire fiarc@l‘e%gﬁﬁ'ci fying i nformation specifying either a relay server
or a cli egh #@rm’ nal, which is a first routing device executing
routing c 12 | for the first LAN based on a network address of the

el ay server foPSdBEBEPERRRI Jho i HERRRRPDAEHELE A g o ther a
ey e oot B e 8 g sccond Cout g oo
i cont RERPEE B EHAEARTEF Ul e e A S HPaY AR YBROBa8ed on the
the rout | HQERVRICRE THPGERRPLBR | RFadrRGerA B ARl R S99 RI ch t ho.
netvorle 2 ieah AN iy iSRG LNE LLsSL Foud nadey] o are
performed based on the function of the relay communication system.
Accordingly, the routing validated in this embodiment is executed in the
application layer, and differs from the usual IP routing.
[0229]
Next, a description will be made of a flow of the end of the routing.
In response to an instruction to end the routing, which is based on the
routing group information 196, the client terminal 32 deletes the routing
group information 196. Such an end instruction is transmitted to the relay
server 13 through the relay server 33 and the SIP server 101 (Steps S155,
S155.1 and S155.1.1). Based on the end instruction, the relay sexver 13
deletes the routing group information 196.
[0230]
When having received a response to the end instruction, the client
terminal 32 transmits a disconnection request of the routing session to the
relay server 33 (Step S156). Based on the disconnection request, the media

session between the client terminal 32 and the relay server 33 in the routing
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net wor k address of the second LAN and the second routing device are
associated wth each other, the second relay server includes:

a response unit configured to, in response to a request fromthe
request unit, acquire the second specifying information, and transmt
the second specifying information to the first relay server, each of
the first relay server and the second relay server includes: a
sharing unit configured to share the routing setting information; and

a routing fesibhab disbhnsRed.] I £irhlar WRPNNHRE SbiAG s8ssidthe helE St
of routing control, specify the first routing device and the second

routing desisgienbageeeothd Ray asklvierd1s ahHidzdgs idﬁﬁc@ﬁﬁ@étb@@steggtm%giam a

routing session between the first routing device and the Secon

routing deyize1bagha@GueR alwigy, kRé ayuises Fﬁfce'sgzﬁ% LR fsWhse @ VATHE Soit@td | NY
control for a conmuni cation packet between the first LAN and the

second LANnbhp eufhmiabRnr 104 isnedeg@ssi on, and, upon receiving an
instruction to end the routing control, disconnect the routing

session, dpdsgnd the routing control for the conmuni cation packet
between the first LAN and the second LAN, wherein when a

communi cat i on p%ﬂ@mﬂ%m 8edlof e RudRgiiiBaddsaly, TSR BficRibd P
address belonging to the second LAN i s sent out froma comruni cation
term nal aeAReeh €l EONdMRAE tdindish]d T\and B¢ Hebdifibs 108 dsDile AERLELIF the
general terminal 15 sends out a communication packet destined for the
general terminal 37 (Step S158), the relay server 13 cannot recognize the
destination of the received communication packet since the relay server 13
does not hold the routing group information 196. Therefore, the relay
server 13 notifies the general terminal 15 that the communication packet
cannot reach the destination.
[0232]

As described above, the relay communication system of this
embodiment automatically creates the routing setting information in which
the network address of the designated LAN and the relay server or the
client terminal, which functions as the routing device, are associated with
each other. Therefore, the creation of the routing setting information used
as the route information in the routing using the relay communication
system can be simplified. Moreover, even if the configuration of the relay
communication system is changed, it is easy to create routing setting
information corresponding to the configuration of the relay communication

system.
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refers to the routing setting information to decide that routing of
t he communi cati on packet to the second LAN.is possible, and.
transfers the communi cati on packet by using the established routing
session. 9. The relay conmunication system according to claim 8,

wherein the first relay server further includes: alist
creation unit configured to search for LANs capable of routing
control, and create a list of the LANs; and a selection unit

conf i gur edxpdasziiecof Referaee\idukenzldr ess of the first LAN and the
networ k address of the second LAN by using the list. 10. The rel ay
communi catlD®38lsyst em according to claim 8 or 9, wherein the
first routing device is a client termnal connected to the first

rel ay serverR, 3ahdNs capabl e of perforni ng comunication with the
second relay server through the first relay server, and t he
client terlli Bd2k18dr 88 t he CIRIBNTJERMINAI. i nformation with the first
relay server and the second relay server. 11. The rel ay

comruni catlidpi6s33t3smEdAc cor driy FRATaAERMENAL: clainms 8 to 10,

18,22,83  RELAY SERVER
100  WAN

101  SIP SERVER

131  INTERFACE UNIT

132  CONTROL UNIT

115, 133 DATABASE STORAGE UNIT

117, 134 RELAY GROUP INFORMATION STORAGE UNIT
118, 136 RELAY SERVER INFORMATION STORAGE UNIT
119, 137 ROUTING GROUP INFORMATION STORAGE UNIT

136  CLIENT TERMINAL INFORMATION STORAGE UNIT

79



wherein the second routing device is the second relay server. 12. ‘A
first relay server for use in a relay comuni eati on systemin which
the first relay server connected to a first LAN and a second rel ay
server connected to a second LAN are connected to each other, the
first relay server conprising: a relay server information
sharing unit configured to share relay server information with the
second relay server, the relay server information including

activati orpﬁMMSnati on of the first relay server and the second rel ay
server, and activation/registration information of client termnals
connected to the first relay server and the second relay server;

a routing group information sharing unit configured to share routing
group i nf okmat i drrahfX poranfunieatiqrosistery inevhick atfhust redapeerves routi ng
control for the first LAN and a second routing device that executes
routing conbpetted e atfhist $AMadd a/ggcondeclap gevvey conuegted bf @ sawmidon

i ncluding a network address of the first LAN, a network address of

t he second-4XNrefcpnsectehée pdsh eidernf or mati on that specifies either a
relay server or a client terminal, which is the first routing device,
and second specefsh afthenfivst welayonrtdrandsthecietied raay kervea indhidgs:
server or a client termnal, which is the second routing device; and
a routing cont r @lrelgi sergethinfomatdon shatipg mnitecoaifigired o staxe trelagquest
of the routing control, specify the first routing device and the
second rouerYRy inEormpdidny betimehn the fast mbew sdryen gng the semnidoelansrvie
second specifying information, which are included in the routing
group i nf dheaelagrerestiabhinsttion insluding asdvation infermetion ofithe firstt
routi ng device and the second routing device based on the rel ay
server i nfielavateirger, ank serisesond welaygeroat and atbvationdvagisimiien i on
packet between the first LAN and the second LAN through the routing
sessi on, antPrmasn ofsdient farpianly coomecteditothe frsnidlashesrveriandghe
control, disconnect the routing session, and end the routing control
for the cosend ey eerveaicket between the first LAN and the second
LAN, wherein _When a first conmuni cation packet destined for a
destinati on addresytiog sieup fgguaties sheringgimtcafigured @ slomne voANnes
sent out froma comunication termnal connected to the first LAN,
the first group irigraeticosvith bditst ronting devioe that apecuiesirnfibngaontzol t o
decide that routing of the first conmuni cation packet to the second
LAN i s poder meef,irsé&ewra@ﬁﬁ evoond hreufing stevise ithathersatitesropbingeonirpl
using the established routing session. 13. A first relay server for
use in a rier the seomd hifdht therrogtizgempup inthimhtion including a network

address of the first LAN, a network address of the second LAN, first
specifying information that specifies either a relay server or a client
terminal, which is the first routing device, and second specifying
information that specifies either a relay server or a client terminal, which is
the second routing device; and

a routing control unit configured to, upon receiving a start request of
routing control, specify the first routing device and the second routing
device from the first specifying information and the second specifying

information, which are included in the routing group information, establish
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the first relay server connected to a first LAN and a second rel ay
server connected to a second LAN are connected to each other, the
first relay server conprising: a relay server information
sharing unit configured to share relay server information with the
second relay server, the relay server information including
activation information of the first relay server and the second rel ay
server, and activation/registration information of client termnals

comec o g AL Pl L AL B PSR BB
REGHE e R e e LA
1t A SRR DS SO 50 RE 508 A1 b0 R onc
epeo! 1! ey aL AP0, S05E, LA T B B BB S
B e R
w109 G0 R PR RS Ny AR PRy Woaamt
R

and the sGARS Ban o diler beip ettt Baby Sret bR Rt biPR 2
e e BT VEBbPS R R AT SR MR
peci £yt Rgert AP ot B ore HSERs et 0t P THER e based
et ween' ¢ HEPTPEEApORBRHT aerRe sohmd b Teaasriale B0¢ fHgsage e Pbdsed
cormuni catT B SHERAY" Berhear wibe i St PURRatPing SetBha LAN ¢ hr ough
the routing session, and, upon receiving an instruction to end the

routing control, disconnect the routing session, and end the routing

O LY L ey SR O cRAGK R3Sl AESRuh %o Lldisl 1,-AN and the

wherein a plurality of relay servers including the first relay server

and the second relay server are connected to one another through a wide
area network, and

the routing group information includes network addresses of LANs
to which the relay servers connect, and information that specifies routing
devices executing routing control for LANs to which the relay servers

connect,

3. The relay communication system according to claim 1 or 2,
wherein the first routing device is a client terminal connected to the

fivst relay server, and is capable of performing communication with the
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when a comruni cati on packet destined for a destination address of an
| P address belonging to the second LAN is sent out froma

communi cation termnal connected to the first LAN, the first routing
device refers to the routing setting information to decide that
routing of the comunication packet to the second LAN i s possi bl e,
and transfers the comuni cati on packet by using the established

routing session.
second relay server through the first relay server.

4, The relay communication system according to any one of claims 1 to

wherein the second routing device is the second relay server.

5. The relay communication system according to claim 1 or 2,

wherein the first relay sexrver and the second relay server are a same
device,

the first routing device is a first client texrminal connected to the first
relay server, and

the second routing device is a second client terminal connected to

the first relay server.

6. The relay communication system according to any one of claims 1 to

wherein the routing group information includes permitted terminal
information, in which an address of the communication terminal connected
to the first LAN is registered, and

in a case where a transmission source address of the first
communication packet is registered in the permitted terminal information,

the first routing device permits routing of the first communication packet.

7. The relay communication system according to any one of claims 1 to
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wherein the routing group information includes permitted terminal
information, in which an address of the communication terminal connected
to the second LAN is registered, and

In a case where a destination address of the first communication
packet is registered in the permitted terminal information, the first routing

device permits routing of the first communication packet.

8. A relay communication system in which a first relay server
connected to a first LAN and a second relay server connected to a second
LAN are connected to each other,

the first relay server includes:

a relay server information sharing unit configured to share relay
server information with the second relay server, the relay server
information including activation information of the first relay server and the
second relay server, and activation/registration information of client
terminals connected to the first relay server and the second relay server;

an acquisition unit configured to acquire first specifying information
specifying either a relay server or a client terminal, which is a first routing
device executing routing control for the first LAN based on a network
address of the first LAN;

a request unit configured to request the second relay server for
second specifying information specifying either a relay server or a client
terminal, which is a second routing device executing routing control for the
second LAN based on a network address of the second LAN; and

a routing setting information creation unit configured to create
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routing setting information based on the first specifying information and the
second specifying information, the routing setting information including
information in which the network address of the first LAN and the first
routing device are associated with each other, and information in which the
network address of the second LLAN and the second routing device are
associated with each other,

the second relay server includes:

a response unit configured to, in response to a request from the
request unit, acquire the second specifying information, and transmit the
second specifying information to the first relay server,

each of the first relay server and the second relay server includes:

a sharing unit configured to share the routing setting information;
and

a routing control unit configured to, upon receiving a start request of
routing control, specify the first routing device and the second routing
device based on the routing setting information, establish a routing session
between the first routing device and the second routing device based on the
relay server information, execute routing control for a communication
packet between the first LAN and the second LAN through the routing
session, and, upon receiving an instruction to end the routing control,
disconnect the routing session, and end the routing control for the
communication packet between the first LAN and the second LAN, wherein

when a communication packet destined for a destination address of
an IP address belonging to the second LAN is sent out from. a

communication terminal connected to the first LAN, the first routing device
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refers to the routing setting information to decide that routing of the
communication packet to the second LAN is possible, and transfers the

communication packet by using the established routing session.

9. The relay communication system according to claim 8,

wherein the first relay server further includes:

a list ereation unit configured to search for LANs capable of routing
control, and create a list of the LANs; and

a selection unit configured to select the network address of the first

LAN and the network address of the second LAN by using the list.

10. The relay communication system according to claim 8 or 9,
wherein the first routing device is a client terminal connected to the
first relay server, and is capable of performing communication with the
second relay server through the first relay server, and
the client terminal shares the routing setting information with the

first relay server and the second relay server.

11. The relay communication system according to any one of claims 8 to
190,

wherein the second routing device is the second relay server.

12. A fivst relay server for use in a relay communication system in which
the first velay server connected to a first LAN and a second relay server

connected to a second LAN are connected to each other, the first relay server
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comprising:

a relay server information sharing unit configured to share relay
server information with the second relay server, the relay server
information including activation information of the first relay server and the
second relay server, and activation/registration infofmation of client
terminals connected to the first relay server and the second relay serve;

a routing group information sharing unit configured to share routing
group information with a first routing device that executes routing control
for the first LAN and a second routing device that executes routing control
for the second LAN, the routing group information including a network
address of the first LAN, a network address of the second LAN, first
specifying information that specifies either a relay server or a client
terminal, which is the first routing device, and second specifying
information that specifies either a relay server or a client terminal, which is
the second routing device; and

a routing control unit configured to, upon receiving a start request of
the routing control, specify the first routing device and the second routing
device from the first specifying information and the second specifying
information, which are included in the routing group information, establish
a routing session between the first routing device and the second routing
device based on the relay server information, execute routing control for a
communication packet between the first LAN and the second LAN through
the routing session, and, upon receiving an instruction to end the routing
control, disconnect the routing session, and end the routing control for the

communication packet between the first LAN and the second LAN, wherein
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when a first communication packet destined for a destination
address of an IP address belonging to the second LAN is sent out from a
communication ferminal connected to the first LAN, the first routing device
refers to the routing group information to decide that routing of the first
communication packet to the second LAN is possible, and transfers the first

communication packet by using the established routing session.

13. A first relay server for use in a relay communication system in which
the first relay server connected to a first LAN and a second relay server
connected to a second LAN are connected to each other, the first relay server
comprising:

a relay server information sharing unit configured to share relay
server information with the second relay server, the relay server
information including activation information of the first relay server and the
second relay server, and activation/registration information of client
terminals connected to the first relay server and the second relay server;

an acquisition unit configured to acquire first specifying information
specifying either a relay server or a client terminal, which is a first routing
device executing routing control for the first LAN based on a network
address of the first LAN;

a request unit configured to request the second relay server for
second specifying information specifying either a relay server or a client
terminal, which is a second routing device executing routing control for the
second LAN based on a network address of the second LAN;

a routing setting information creation unit configured to create
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routing setting information based on the first specifying information and the
second specifying information, the routing setting information including
information in which the network address of the first LAN and the first
routing device are associated with each other, and information in which the
network address of the second LAN and the second routing device are
associated with each other;

a sharing unit configured to share the routing setting information
with the second relay server; and

a routing control unit configured to, upon receiving a start request of
routing control, specify the first routing device and the second routing
device based on the routing setting information, establish a routing session
between the first routing device and the second routing device based on the
relay server information, execute routing control for a communication
packet between the first LAN and the second LAN through the routing
session, and, upon receiving an instruction to end the routing control,
disconnect the routing session, and end the routing control for the
communication packet between the first LAN and the second LAN, wherein

when a communication packet destined for a destination address of
an 1P address belonging to the second LAN is sent out from a
communication terminal connected to the first LAN, the first routing device
refers to the routing setting information to decide that routing of the
communication packet to the second LAN is possible, and transfers the

communication packet by using the established routing session.
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