
DESCRIPTION RELAY COMMUNICATION SYSTEM AND FIRST RELAY SERVER
Technical Field [00011        The present invention relates to a
relay communication system that enables client terminals connected to
local area networks (LANs) to make communication with one another
beyond a wide area network (WAN). Background Art [0002]        By
using a virtual private network (VPN), a client terminal can
communicate with another client terminal remotely located beyond a
WAN. However, it is difficult for the VPN to construct a network
having expandability and flexibility. [00031        A relay
communication system disclosed in Patent Document I can construct a
network looking as if remote LANs were directly connected to one
another in a similar way to the VPN. This relay communication system
is superior in expandability and flexibility to the general VPN in
that it is possible to dynamically change a group relationship among
the LANs, and so on. 



Prior Art Document Patent Document  [0004]         [Patent Document
1] Japanese Patent Laid-Open Publication No. 2008-129991 Summary of
the Invention Problems to be Solved by the Invention [0005]        In
the relay communication system disclosed in Patent Document 1, the
respective relay servers share identification information of the
client terminals connected to the respective LANs, thus enabling
communication among the client terminals. Specifically, association
information between identification information of the relay servers
and identification information of the client terminals is shared by
the whole of the network, thus making it possible for the relay
servers to relay communication packets among the client terminals.
[0006]        It is an object of the present invention to provide a
communication method excellent in flexibility and expandability in
the event of constructing the communication system in which the
client terminals communicate with one another through the WAN. 



Means for Solving the Problems [0007]        A relay communication
system according to an aspect of the present invention is a relay
communication system in which a first relay server  connected to a
first LAN and a second relay server connected to a second LAN are
connected to each other. Each of the first relay server and, the
second relay server includes: a relay server information sharing
unit; a routing group information sharing unit; a routing control
unit. The relay server information sharing unit shares relay server
information between the first relay server and the second relay
server, the relay server information including activation information
of the first relay server and the second relay server, and
activation/registration information of client terminals connected to
the first relay server and the second relay server. The routing group
information sharing unit shares routing group information with a
first routing device that executes routing control for the first LAN
and a second routing device that executes routing control for the
second LAN, the routing group information including a network address
of the first LAN, a network address of the second LAN, first
specifying information that specifies either a relay server or a
client terminal, which is the first routing device, and second
specifying information that specifies either a relay server or a
client terminal, which is the second routing device. Upon receiving a
start request of routing control, the routing control unit specifies
the first routing device and the second routing device from the first
specifying information and the second specifying information, which
are included in the routing group information, establishes a routing
session between the first routing device and the second routing
device based on the relay server information, executes routing
control for a communication packet between the first LAN and the
second LAN through the routing session, and, upon receiving an
instruction to end the routing control, disconnects the routing
session, and ends the routing control for the communication packet
between the first LAN and the second LAN. When a first communication
packet destined for a destination address of an IP address belonging
to the second LAN is sent out from a communication terminal connected
to the first LAN, the first routing device refers to the routing
group information to decide that routing of the first communication
packet to the second LAN is possible, and transfers the first
communication packet by using the established routing session. [0008]
Preferably, a plurality of relay servers including the first relay
server and the second relay server are connected to one another
through a wide area network, and the routing group information
includes network addresses of LANs to which the relay servers
connect, and information that specifies routing devices executing
routing control for LANs to which the relay servers connect. [0009] 



Preferably, the first routing device is a client terminal connected
to the first relay server, and is capable of performing communication
with the second relay server through the first relay server. [0010]
Preferably, the second routing device is the second relay server.
[oon]        Preferably, the first relay server and the second relay
server are a same device, the first routing device is a first client
terminal connected to the first relay server, and the second routing
device is a second client  terminal connected to the first relay
server. [00121        Preferably, the routing group information
includes permitted terminal information in which an address of the
communication terminal connected to the first LAN is registered, and
in a case where a transmission source address of the first
communication packet is registered in the permitted terminal
information, the first routing device permits routing of the first
communication packet. [00131 



Preferably, the routing group information includes permitted terminal
information in which an address of the communication terminal
connected to the second LAN is registered and in a case where a
destination address of the first communication packet is registered
in the permitted terminal information, the first routing device
permits routing of the first communication packet. [00141        A
relay communication system according to an another aspect of the
present invention is a relay communication system in which a first
relay server connected to a first LAN and a second relay server
connected to a second LAN are connected to each other. The first
relay server includes: a relay server information sharing unit; an
acquisition unit; a request unit; and a routing setting information
creation unit. The relay server information sharing unit shares relay
server information with the second relay server, the relay server
information including activation information of the first relay
server and the second relay server, and activation/registration 5
information of client terminals connected to the first relay server
and the second relay server. The acquisition unit acquires first
specifying information specifying either a relay server or a client
terminal, which is a first routing device executing routing control
for the first LAN based on a network address of the first LAN. The
request unit requests the second relay server for second specifying
information specifying either a relay server or a client terminal,
which is a second routing device executing routing control for the
second LAN based on a network address of the second LAN. The routing
setting information creation unit creates routing setting information
based on the first specifying information and the second specifying
information, the routing setting information including information in
which the network address of the first LAN and the fast routing
device are associated with each other, and information in which the
network address of the second LAN and the second routing device are
associated with each other. The second relay server includes: a
response unit that, in response to a request from the request unit,
acquires the second specifying information, and transmits the second
specifying information to the first relay server. Each of the first
relay server and the second relay server includes: a sharing unit;
and a routing control unit. The sharing unit shares the routing
setting information. Upon receiving a start request of routing
control, the routing control unit specifies the first routing device
and the second routing device based on the routing setting
information, establishes a routing session between the first routing
device and the second routing device based on the relay server
information, executes routing control for a communication packet
between the first LAN  and the second LAN through the routing
session, and, upon receiving an instruction to end the routing
control, disconnects the routing session, and ends the routing
control for the communication packet between the first LAN and the
second LAN. When a communication packet destined for a destination
address as an IP address belonging to the second LAN is sent out from
a communication terminal connected to the first LAN, the first
routing device refers to the routing setting information to decide
that routing of the communication packet to the second LAN is
possible, and transfers the communication packet by using the
established routing session. 



[0015]         Preferably, the first relay server further includes: a
list creation unit that searches LANs capable of routing control, and
creates a list of the LANs; and a selection unit that selects the
network address of the first LAN and the network address of the
second LAN by using the list. [0016]         Preferably, the first
routing device is a client terminal connected to the first relay
server, and is capable of performing communication with the second
relay server through the first relay server, and the client terminal
shares the routing setting information with the first relay server
and the second relay server. [0017] Preferably, the second routing
device is the second relay server. [0018] A first relay server
according to still another aspect of the present   invention is a
first relay server for use in a relay communication system in which
the first relay server connected to a first LAN and a second relay
server connected to a second LAN are connected to each other, the
first relay server including: a relay server information sharing
unit; a routing group information sharing unit; and a routing control
unit. The relay server information sharing unit shares relay server
information with the second relay server, the relay server
information including activation information of the first relay
server and the second relay server, and activation/registration
information of client terminals connected to the first relay server
and the second relay server. The routing group information sharing
unit shares routing group information with a first routing device
that executes routing control for the first LAN and a second routing
device that executes routing control for the second LAN, the routing
group information including a network address of the first LAN, a
network address of the second LAN, 



first specifying information that specifies either a relay server or
a client terminal, which is the first routing device, and second
specifying information that specifies either a relay server or a
client terminal, which is the second routing device. Upon receiving a
start request of the routing control, the routing control unit
specifies the first routing device and the second routing device from
the first specifying information and the second specifying
information, which are included in the routing group information,
establishes a routing session between the first routing device and
the second routing device based on the relay server information,
executes routing control for a communication packet between the first
LAN and the second LAN through the routing session, and, upon
receiving an instruction to end  the routing control, disconnects the
routing session, and ends the routing control for the communication
packet between the first LAN and the second LAN. When a first
communication packet destined for a destination address of an IP
address belonging to the second LAN is sent out from a communication
terminal connected to the first LAN, the first routing device refers
to the routing group information to decide that routing of the first
communication packet to the second LAN is possible, and transfers the
first communication packet by using the established routing session.
[00191         A first relay server according to still another aspect
of the present invention is used for a relay communication system in
which the first relay server connected to a first LAN and a second
relay server connected to a second LAN are connected to each other,
and includes: a relay server information sharing unit; an acquisition
unit; a request unit; a routing setting information creation unit; a
sharing unit; and a routing control unit. The relay server
information sharing unit shares relay server information with the
second relay server, the relay server information including
activation information of the first relay server and the second relay
server, and activation/registration information of client terminals
connected to the first relay server and the second relay server. The
acquisition unit acquires first specifying information specifying
either a relay server or a client terminal, which is a first routing
device executing routing control for the first LAN based on a network
address of the first LAN. The request unit requests the second relay
server for second specifying information specifying either of a relay
server or a client terminal, which is a second routing device
executing routing control for the second LAN based on a network
address of the second LAN. The routing setting information creation
unit creates routing setting information based on the first
specifying information and the second specifying information, the
routing setting information including information in which the
network address of the first LAN and the first routing device are
associated with each other, and information in which the network
address of the second LAN and the second routing device are
associated with each other. The sharing unit shares the routing
setting information with the second relay server. Upon receiving a
start request of routing control, the routing control unit specifies
the first routing device and the second routing device based on the
routing setting information, establishes a routing session between
the first routing device and the second routing device based on the
relay server information, executes routing control for a
communication packet between the first LAN and the second LAN through



The relay communication system according to an aspect of the present
invention establishes the routing session between the routing devices
based on the routing group information including the network
addresses of the LANs and the information regarding the client
terminals or the relay servers, which function as the routing
devices. By using the routing session, the routing devices execute
the routing control for the communication packets transmitted from
communication terminals connected to the LAN. By using the routing
group information, the client terminals or the relay servers can
function as the routing devices, and accordingly, it becomes possible
to flexibly execute the routing control. [0021]         In the relay
communication system according to another aspect of the present
invention, the routing devices establish the routing session based on
the routing setting information. And by using the routing session,
the routing devices execute the routing control for the communication
packets transmitted from communication terminals connected to the
LAN. A route information is created by specifying the routing devices
which handle the routing for the LANs and by associating the network
addresses of the LANs and the routing devices with each other. [00221
In such a way, the creation of the routing setting information
necessary to validate the routing function of the relay communication
system can be simplified. At the time when the configuration of the
relay communication system is changed, and so on, it becomes easy to
update the  route information, and accordingly, it becomes easy to
manage the routing function using the relay communication system.
Moreover, the relay communication system can search the LAN that can
be used for the routing, and based on the search result, can
designate the LAN as the routing target. Accordingly, the creation of
the routing setting information can be further simplified. Brief
Description of the Drawings [0023]        FIG. 1 is a schematic view
of an entire configuration of a relay communication system. 



FIG. 2 is a diagram showing a configuration of a relay server. FIG. 3
is a diagram showing a configuration of a client terminal. FIG. 4 is
a view showing a flow of registration processing for the relay
servers and the client teiminals.        FIG. 5 is a view showing
information created in response to processing of Step S9.        FIG.
6 is a view showing information created in response to processing of
Step S10.        FIG. 7 is a view showing information created in
response to processing of Step S12.        FIG. 8 is a view showing
information created in response to processing of Step S13.
FIG. 9 is a view showing information created in response to
processing of Step S14.          FIG. 10 is a view showing a flow of
processing regarding construction of a relay group.        FIG. 11 is
a view showing information created in response to an instruction to
construct the relay group. 



FIG. 12 is a view showing information created up to processing of
Step S20.        FIG. 13 is a view showing a flow of processing
regarding the construction of the relay group.        FIG. 14 is a
view showing information created up to processing of Step S24.
FIG. 15 is a view showing information created up to processing of
Step S28.        FIG. 16 is a diagram showing detailed configurations
of the respective LANs.        FIG. 17 is a view showing a flow until
a first routing session is established. FIG. 18 is a view showing
routing group information. FIG. 19 is a view showing a flow of
establishing a second routing session. FIG. 20 is a view showing a
flow of establishing a third routing 



session.        FIG. 21 is a view showing a flow of transferring a
communication packet by using the first to third routing sessions.
FIG. 22 is a view showing routing group information. FIG. 23 is a
view showing a flow of establishing a fourth routing  session and of
transferring the communication packet by using the fourth routing
session. FIG. 24 is a view showing a flow of ending routing
processing. FIG. 25 is a view showing routing group information. FIG.
26 is a view showing a flow of processing that follows a change of
the routing group information.        FIG. 27 is a view showing a
flow of establishing fifth and sixth routing sessions. 



FIG. 28 is a view showing a flow of transferring the communication
packet by using the fifth and sixth routing sessions.        FIG. 29
is a flowchart showing a flow of creating the routing group
information.        FIG. 30 is a flowchart showing a flow of ending
the routing processing.        FIG. 31 is a flowchart showing
operations of the client terminal that is executing the routing
processing. FIG. 32 is a chart showing a flow of network search
processing. FIG. 33 is a view showing network search information.
FIG. 34 is a view showing network search information. FIG. 35 is a
view showing network search information. FIG. 36 is a table showing
network search results displayed on a monitor of the client terminal.
FIG. 37 is a flowchart showing operations of the client terminal
instructed to search a network. FIG. 38 is a flowchart showing
operations of the relay server at a 



time of receiving a network search command. FIG. 39 is a chart
showing a flow of route search processing. FIG. 40 is a view showing
route search information.         FIG. 41 is a flowchart showing
operations of the client terminal instructed to search a route.
FIG. 42 is a flowchart showing operations of the relay server that
has received the route search command. FIG. 43 is a chart showing a
flow of starting routing. FIG. 44 is a view showing routing group
information.         FIG. 45 is a chart showing a flow of routing
control for the communication packet. Best Modes for Carrying out the
Invention [0024] 



<1. Entire configuration of relay communication system>        A
description will be made below of embodiments of the present
invention while referring to the drawings. FIG. 1 is a schematic view
showing an entire configuration of a relay communication system The
relay communication system is composed of LANs 1, 2 and 3 and a wide
area network (WAN) 100. The WAN 100 is a wide area network such as
the Internet. [0025]        Client terminals 11 and 12 and a relay
server 13 are connected to the LAN 1. A client terminal 21 and a
relay server 22 are connected to the LAN 2. Client terminals 31 and
32 and a relay server 33 are connected to  the LAN 3. A session
initiation protocol (SIP) server 101 is connected to the WAN 100.
[0026]        The client terminals individually connected to the LANs
1 to 3 are personal computers and the like. The relay servers 13, 22
and 33 relay communication between the client terminals respectively
connected to two different LANs. The SIP server 101 relays
communication among the relay servers. In this embodiment, each of
the relay servers uses SIP at the time of communicating with the
other relay server; however, protocols other than the SIP may be
used. [00271 <2. Configuration of relay server} 



FIG. 2 is a block diagram showing a configuration of the relay server
13. The relay server 13 includes an interface unit 131, a control
unit 132, and a database storage unit 133. Configurations of the
relay servers 22 and 33 are similar to that of the relay server 13.
[0028]        The interface unit 131 performs communication with the
client terminals 11 and 12 by using private internet protocol (IP)
addresses. The interface unit 131 performs communication with the SIP
server 101 by using a global IP address. [0029]        The control
unit 132 manages a variety of databases stored in the database
storage unit 133. The database storage unit 133 is composed of a
relay group information storage unit 134, a relay server information
storage  unit 135, a client terminal information storage unit 136,
and a routing group information storage unit 137. Moreover, the
control unit 132 has a similar configuration to that of a control
unit 112 of the client terminal 11 to be described later. [00301 <3
Configuration of client term nal>        FIG. 3 is a diagram showing
the configuration of the client terminal 11. The client terminal 11
includes an interface unit 111, a control unit 112, an operation unit
113, a monitor 114, and a database storage unit 115. Note that
configurations of the client terminals 12, 21, 31 and 32 are similar
to that of the client terminal 11. 



[00311        The interface unit 111 performs communication with the
relay server 13 by using the private IP address. [00321        The
control unit 112 includes a LAN driver 191, a LAN-side IP packet
processing unit 192, a WAN-side IP packet processing unit 193, a
routing control unit 194, a routing session processing unit 195, and
a routing session X unit 196. [00331        The LAN driver 191 is a
driver software that controls the interface unit 111. The LAN-side IP
packet processing unit 192 processes a communication packet received
from the client terminal 12 or the like, and outputs the
communication packet to the routing control unit 194. The routing
control unit 194 decides a routing destination of the communication
17  packet based on information stored in the database storage unit
115. Based on the information stored in the database storage unit
115, the routing session processing unit 195 decides a routing
session to relay the communication packet, and outputs the routing
session to the routing session X unit 196. The routing session X is a
media session to be established between the client terminal 11 and a
specific relay server or client terminal. The routing session X unit
196 outputs the communication packet to the WAN-side IP packet
processing unit 193. The WAN-side IP packet processing unit 193
transmits and receives the communication packet through the routing
session X. 



[0034]        The operation unit 113 is a keyboard, a mouse or the
like, and receives an instruction to the client terminal 11. The
monitor 114 is a liquid crystal display or the like. [00351
The database storage unit 115 is composed of a relay group
information storage unit 117, a relay server information storage unit
118, and a routing group information storage unit 119. [0036]
A description will be made below of a flow of processing of the relay
communication system shown in FIG. 1, in the order from construction
of a relay group to the routing processing. [00371 <4. Construction
of relay group> FIG. 4 is a chart showing a flow of processing for
registering the 18 



relay servers and the client terminals, which participate in the
relay group. The respective administrators of the relay servers 13,
22 and 33 agree and decide to construct a group of the relay
communication system among the LANs 1, 2 and 3. [0038] <4.1.
Registration of relay servers and client terminals> First, the
administrator of the relay server 13 registers identification
information and global IP address of the relay server 13 in the SIP
server 101 (Step Si). In a similar way, the respective administrators
of the relay servers 22 and 33 register identification information
and global IP addresses of the relay servers 22 and 33 in the SIP
server 101, respectively (Steps S2, 83). [00391        The SIP server
101 manages the identification information and global IP address of
each of the relay servers in association with each other. In such a
way, the SIP server 101 becomes capable of relaying the communication
among the relay servers by using the global IP addresses of the
respective relay servers. [00401        Next, accounts of the
respective client terminals are created (Steps 84 to SS).
Specifically, the administrator of the relay server 13 creates the
account for the user of the client terminal 11 (Step S4), and creates
the account for the user of the client terminal 12 (Step 85). The
relay server 13 creates relay server information 51-1, which
indicates details of the relay server 13, and client terminal
information 61, which indicates details of the 



client terminals 11 and 12. The relay server information 51-1 and the
client terminal information 61 are stored in the relay server
information storage unit 135 and the client terminal information
storage unit 136, respectively. [00411        In a similar way, the
administrator of the relay server 22 creates the account for the user
of the client terminal 21 (Step S6). The relay server 22 creates
relay server information 51-2, which indicates details of the relay
server 22, and client terminal information 71, which indicates
details of the client terminal 21. [0042]        The administrator of
the relay server 33 creates the account for the user of the client
terminal 31 (Step S7), and creates the account for the user of the
client terminal 32 (Step S8). The relay server 33 creates relay
server information 51-3, which indicates details of the relay server
33, and client terminal information 81, which indicates details of
the client terminals 31 and 32. [0043] <4.2. Logon processing of
client terminals>        After the accounts for the users of the
client terminals have been created, the client terminals log on to
the respective relay servers (Steps S9 to 315). Note that the order
in which the respective client terminals log on does not have to be
the order described below. [0044] 



First, a description will be made of the logon (Steps S9 to S11) of
the  client terminals 11 and 12. The user of the client terminal 11
inputs the identification information and password of the client
terminal 11, and logs on to the relay server 13 (Step S9). In
response to the logon of the client terminal 11, the relay server
information 51-1 and the client terminal information 61 are updated.
The client terminal 11 receives the relay server information 51-1 as
a response to the logon to the relay server 13. [0045]        FIG. 5
is a view showing information held by the relay server 13 after
processing indicated in Step 59. The relay server information 51-1 is
composed of upper information 511-1 regarding the relay server 13 and
lower information 512-1 regarding the client terminals 11 and 12.
[0046]        In the upper information 511-1, "id" and "name"
indicate the identification information and the name of the relay
server 13. In "id", the identification information
"relay-server-l@abc.net" of the relay server 13 is set. In activation
information 513-1, "active" is set, indicating that the relay server
13 has been activated. [0047]        In the lower information 512-1,
two node tags, which correspond to the client terminals 11 and 12,
respectively, are created. In each of the node tags, "div", "id" and
"name" indicate a name of a division where the client terminal is
installed, the identification information of the client terminal, and
the name thereof. These pieces of information are set at the time of
creating the client terminal information 61. "group" indicates the
relay group in which the client terminals participate Site
information 21  



514-1 indicates the identification information of the relay servers
as logon destinations of the client terminals. [00481        "group"
of each of the node tags in the lower information 512-1 is blank
since the relay group has not been constructed at this point of time.
The upper node tag of the lower information 512-1 corresponds to the
client terminal 11, in which, as "id", the identification information
"client-11@relay-server-Labc.net" of the client terminal 11 is set.
In the site information 514-1, the identification information of the
relay server 13 is set following the logon of the client terminal 11
[0049]        The lower node tag of the lower information 512-1
corresponds to the client terminal 12, in which, as "id", the
identification information "client-12@relay-server-1.abc.net" of the
client terminal 12 is set. The site information 514-1 is blank since
the client terminal 12 has not logged on. [0050]        In the client
terminal information 61, two node tags, which correspond to the
client terminals 11 and 12, respectively, are created. In each of the
node tags, "div", "id", "name" and "pass" indicate the name of the
division where the client terminal is installed, the identification
information of the client terminal, the name thereof and the password
thereof, respectively. These pieces of information are set at the
time of creating the client terminal information 61. "group"
indicates the relay group in which the client terminals participate.
Address information 611, expiration period information 612 and port
information 613 indicate the IP address of  the client terminal, a
registration expiration period thereof, and a port number thereof,
respectively, and are set at the time when each of the client
terminals logs on. [0051]        In the client terminal information
61, "group" of each of the node tags is blank since the relay group
has not been constructed. The upper node tag of the client terminal
information 61 corresponds to the client terminal 11, in which, as
"id", the identification information of the client terminal 11 is
set. The client terminal 11 logs on (Step S9), whereby
"192.168.1.11", "1213" and "5070" are set in the address information
611, the expiration period information 612 and the port information
613, respectively. 



[0052]        The lower node tag of the client terminal information
61 corresponds to the client terminal 12, in which, as "id", the
identification information of the client terminal 12 is set. The
client terminal 12 has not logged on to the relay server 13 at the
point of time in Step 89, and accordingly, the address information
611 is blank. Moreover, "0" is set in the expiration period
information 612 and the port information 613. [0053]        After the
logon (Step 89) of the client terminal 11, the user of the client
terminal 12 inputs the identification information and password of the
client terminal 12, and logs on to the relay server 13 (Step S10).
[0054] Following the logon of the client terminal 12, the relay
server 13  updates the relay server information 51-1 and the client
terminal information 61 to relay server information 52-1 and client
terminal information 62, respectively. The client terminal 12
receives the relay server information 52-1 as a response to the logon
to the relay server 13. [0055]        FIG. 6 is a view showing
information held by the relay server 13 after processing indicated in
Step S10. Fields updated following the logon of the client terminal
12 are underlined. [0056] 



Due to the logon of the client terminal 12, the identification
information of the relay server 13 is set in site information 524-1
in a lower node tag of lower information 522-1. In a lower node tag
of the client terminal information 62, "192.168.2.22", "1213" and
"5070" are set in address information 621, expiration period
information 622 and site information 623, respectively. [0057]
After the logon of the client terminal 12, the relay server 13
transmits the relay server information 52-1 to the client terminal 11
(Step 511). In such a way, the relay server information 51-1 held by
the client terminal 11 is updated to the relay server information
52-1. [0058]        Next, a description will be made of the logon
(Step S12) of the client terminal 21. The user of the client terminal
21 inputs the identification information and password of the client
terminal 21, and logs on to the relay server 22 (Step S12). Following
the logon of the client terminal 21, the  relay server 22 updates the
relay server information 51-2 and the client terminal information 71.
The client terminal 21 receives the relay server information 51-2 as
a response to the logon to the relay server 22. [0059]         FIG. 7
is a view showing information held by the relay server 22 after
processing of Step SI2. The relay server information 51-2 is composed
of upper information 511-2 and lower information 512-2. In "id" of
the upper information 511-2, identification information
"relay-server-2@abc.net" of the relay server 22 is registered. In
activation information 513-2, "active" is set, indicating that the
relay server 22 has been activated. [0060] 



'`group" of each of the node tags in the lower information 512-2 and
the client terminal information 71 is blank since the relay group has
not been constructed. [0061]         In the node tag of the lower
information 512-2, the information regarding the client terminal 21
is registered. In "id", identification information
"client-21@relay-server-2.abc.net" of the client terminal 21 is
registered. Following the logon of the client terminal 21, the
identification information of the relay server 22 is set in site
information 514-2. [0062]         In the client terminal information
71, the node tag corresponds to the client terminal 21, and as "id",
the identification information of the client terminal 21 is set.
Following the logon of the client terminal 21,  "172.16.1.21", "1213"
and "5070" are registered in address information 711 expiration
period information 712 and port information 713, respectively. [0063i
Next, a description will be made of the logon processing (Steps 813
to 515) of the client terminals 31 and 32. The user of the client
terminal 31 inputs the identification information and password of the
client terminal 31, and logs on to the relay server 33 (Step S13). In
response to the logon of the client terminal 31, the relay server
information 5F3 and the client terminal information 81 are updated.
The client terminal 31 receives the relay server information 51-3 as
a response to Step 513, and stores the relay server information 51-3
in a relay server information storage unit 318. [0064]        FIG. 8
is a view showing information held by the relay server 33 after
processing of Step 813. The relay server information 51-3 is composed
of upper information 511-3 and lower information 512-3. In the upper
information 511-3, as "id", identification information
"relay-server-3@abc.net" of the relay server 33 is registered. In
activation information 513-3, "active" is set, indicating that the
relay server 33 has been activated. 



[0065]        "group" of each of the node tags in the lower
information 512-3 and the client terminal information 81 is blank
since the relay group has not been constructed. [0066] The upper node
tag of the lower information 512-3 corresponds to  the client
terminal 31, and as "id", identification information
"client-31@relay-server-3.abc.ne t" of the client terminal 31 is set.
Due to the log on of the client terminal 31, the identification
information of the relay server 33 is set in site information 514-3.
[00671        The lower node tag of the lower information 512-3
corresponds to the client terminal 32, in which, as "id", the
identification information "client-32(r)relay-server-3.abc.net" of
the client terminal 32 is set. The site information 514-3 is blank
since the client terminal 32 has not logged on. [00681 The upper node
tag of the client terminal information 81 corresponds to the client
terminal 31, in which the identification information of the client
terminal 31 is set as "id". Following the logon of the client
terminal 31, "200.1.2.31", "1213" and "5070" are set in address
information 811, expiration period information 812 and port
information 813, respectively. 



[0069]        The lower node tag of the client terminal information
81 corresponds to the client terminal 32, in which, as "id", the
identification information of the client terminal 32 is set. The
address information 811 is blank since the client terminal 32 has not
logged on. Moreover, "0" is set in the expiration period information
812 and the port information 813. [00701        After the logon (Step
513) of the client terminal 31, the user of the client terminal 32
inputs the identification information and password of the  client
terminal 32, and logs on to the relay server 33 (Step S14). [00711
Following the logon of client terminal 32, the relay server 33
updates the relay server information 51-3 and the client terminal
information 81 to relay server information 52-3 and client terminal
information 82, respectively. The client terminal 32 receives the
relay server information 52-3 as a response to Step S14. [0072]
FIG. 9 is a view showing information held by the relay server 33
after processing of Step S14. Fields updated following the logon of
the client terminal 32 are underlined. [00731 



In site information 524-3 of a lower node tag of lower information
522-3, the identification information of the relay server 33 is set.
Moreover, in a lower node tag of the client terminal information 82,
"200.1.3.132", "1213" and "5070" are set in address information 821,
expiration period information 822 and site information 823,
respectively. [00741        After the logon of the client terminal
32, the relay server 33 transmits the relay server information 52-3
to the client terminal 31 (Step S15). The client terminal 31 updates
the relay server information 51-3, which is stored in the relay
server information storage unit 318, to the relay server information
52-3. [00751 <4.3. Creation of relay group information>          FIG.
10 is a chart showing a flow of processing regarding construction of
the relay group. In FIG. 10, the client terminals 22 and 33 are not
shown. [0076]        After the processing of Step 515, the
administrator of the relay server 13 inputs the identification
information of the relay servers 13, 22 and 33, and instructs the
relay server 13 to construct the relay group. The relay server 13
newly creates relay group information 41, and stores the relay group
information 41 in the relay group information storage unit 134.
[0077]        FIG. 11 is a view showing information held by the relay
server 13 after the construction of the relay group is instructed.
The relay server information 52-1 and the client terminal information
62 are not changed from those in FIG. 6. 



[007ffi The relay group information 41 is composed of upper
information 411 regarding the relay group and lower information 412
regarding the relay servers which participate in the relay group. In
the upper information 411, in "id", identification information
"group-a@relay-server-Labc.net" of the relay group is set. "lastmod"
and "name" indicate a latest update time of the relay group
information 41 and a name of the relay group. Moreover, in the
respective site tags of the lower information 412, the identification
information of the relay servers 13, 22 and 33 are set. [0079]
Through the SIP server 101, the relay server 13 requests the relay
server 22 to construct the relay group in which the relay servers 13,
22 and 33 participate (Steps 516, 516.1). In a similar way, through
the SIP server 101, the relay server 13 requests the relay server 33
to construct the relay group (Steps 517, 517.1). At the time of
requesting the construction of the relay group, the relay group
information 41 is transmitted to the relay servers 22 and 33. [0080]
<4.4. Synthesis of relay server information>         Next, through
the SIP server 101, the relay server 13 requests the relay server 22
for the relay server information 51-2 (Steps S18, S18.1), and
requests the relay server 33 for the relay server information 52-3
(Steps S19, 519.1). The relay server 13 synthesizes the relay server
information 52-1, 51-2 and 52-3, and creates relay server information
53. The client terminal information 62 is updated to client terminal
information 63. In the relay server information storage unit 135, the
relay server information 52-1 and 



53 are stored. [0081]         FIG. 12 is a view showing information
held by the relay server 13 after processing of Step 519. Fields
updated following the processing of Step 518 are underlined. [0082]
In the relay server information 53, upper information 5314 and lower
information 532-1 correspond to the upper information 521-1 and the
lower information 522-1, which are shown in FIG. 6, respectively. In
a  similar way, upper information 531-2 and lower information 532-2
correspond to the upper information 511-2 and the lower information
512-2, which are shown in FIG. 7, respectively. Upper information
531-3 and lower information 532-3 correspond to the upper information
521-3 and the lower information 522-3, which are shown in FIG. 9,
respectively. [00831 Following the construction of the relay group,
identification information of the relay group is set in "group" of
each of the node tags of 



the lower information 532-1, 532-2 and 532-3 and "group" of each of
the node tags of the client terminal information 63. [00841 By
referring to the client terminal information 63, the relay server 13
confirms that the client terminals 11 and 12 are logged on. The relay
group information 41 and the relay server information 53 are
transmitted to the client terminals 11 and 12 (Steps 520, 521).
[0085]         FIG. 13 is a chart showing a flow of processing during
and after Step 22 in the construction of the relay group. In FIG. 13,
the client terminals 11 and 12 are not shown. [00861         Through
the SIP server 101, the relay server 22 requests the relay server 13
for the relay server information 52-1 (Steps 822, 822.1), and
requests the relay server 33 for the relay server information 52-3
(Steps S23, S23.1). The relay server 22 synthesizes the relay server
information 52-1, 51-2 and 52-3, and creates the relay server
information 53. The client 



terminal information 71 is updated to client terminal information 72.
The relay server 22 continues to hold the relay server information
51-2. [00871         FIG. 14 is a view showing information held by
the relay server 22 after processing of Step 823. Fields changed
following the processing of Step 523 are underlined. The
identification information of the relay group is newly set in "group"
of the client terminal information 72. [0088]         By referring to
the client terminal information 72, the relay server 22 confirms that
the client terminal 21 is logged on. The relay group information 41
and the relay server information 53 are transmitted to the client
terminal 21 (Step S24). [0089]         Next, through the SIP server
101, the relay server 33 requests the relay server 13 for the relay
server information 52-1 (Steps 825, S25.1), and requests the relay
server 22 for the relay server information 51-2 (Steps 826, 526.1).
The relay server 33 synthesizes the relay server information 52-1,
51-2 and 52-3, and creates relay server information 53. The client
terminal information 82 is updated to client terminal information 83.
[00901        FIG. 15 is a view showing information held by the relay
server 33 after processing of Step 526. Fields changed following the
processing of Step S26 are underlined. The identification information
of the relay group is newly set in group" of each of the node tags of
the client terminal information 83. 



By referring to the client terminal information 83, the relay server
33 confirms that the client terminals 31 and 32 are logged on. The
relay group information 41 and the relay server information 53 are
transmitted to both the client terminals 31 and 32 (Steps S27, 528).
[0092]        As a result of the processing up to this point, the
relay group is constructed in which the client terminals 11, 12, 21,
31 and 32 and the relay servers 13, 22 and 33 participate. The
computers which participate in the relay group can confirm the
configuration of the relay group, operation states of the individual
computers, and the like, by referring to the relay group information
41 and the relay server information 53. [0093] <5. Flow of routing
processing (first embodiment) >        A description will be made of
routing processing according to a first embodiment in the relay
communication system shown in FIG. 1. [0094] <5.1. Detailed
configuration of LAN>        FIG. 16 is a diagram showing detailed
configurations of the LANs 1 to 3. In FIG. 16, the SIP server 101 is
not shown. General terminals are connected to the LANs 1 to 3 as
personal computers that do not function as client terminals. 



[0095]        The LAN 1 has a configuration in which a LAN 104 and a
LAN 10-2 are connected to each other through a general-purpose router
14. The  client terminal 11, the relay server 13 and a general
terminal 15 are connected to the LAN 10-1. The client terminal 12 and
a general terminal 16 are connected to the LAN 10-2. Network
addresses of the LANs 10-1 and 10-2 are "192.168.1.0/24" and
"192.168.2.0/24" (24 at the end is a subnet mask). [00961        A
general terminal 23 is connected to the LAN 2, in addition to the
client terminal 21 and the relay server 22. The network address of
the LAN 2 is "192.100.1.0/24". [0097]        The LAN 3 has a
configuration, in which a LAN 30-1 and a LAN 30-2 are connected to
each other through a general-purpose router 34, and the LAN 30-1 and
a LAN 30-3 are connected to each other through a general-purpose
router 35. The relay server 33 is connected to the LAN 30-1. The
client terminal 31 and a general terminal 36 are connected to the LAN
30-2. The client terminal 32 and a general terminal 37 are connected
to the LAN 30-3. Network addresses of the LANs 30-2 and 30-3 are
"200.1.2.0/24" and "200.1.3.0/24". [00981 <5.2. Sharing routing group
information> 



A description will be made of sharing of routing group information
for use in the routing processing according to this embodiment.
[0099]        FIG. 17 is referred to. The user of the client terminal
11 instructs construction of a first routing group. The client
terminal 11 stores routing  group information 91, which is created in
response to the instruction of the user, in the routing group
information storage unit 119. The client terminal 11 transmits the
routing group information 91 to the relay server 13 (Step 531), and
issues a notice to the relay server 13 of the construction of the
first routing group. The relay server 13 stores the received routing
group information 91 in the routing group information storage unit
137. [01001        FIG. 18 is a view showing the routing group
information 91. The routing group information 91 is composed of body
information 911, routing target information 912, routing permission
information 913, and session information 914. 101011        The body
information 911 is information regarding the routing group
information 91 itself. "group" indicates identification information
of the relay group. "id", "lastmod", "name" and "owner" indicate
identification information, latest update time, name and creation
source of the routing group information 91. [0102]        The routing
target information 912 is information regarding a network that serves
as a routing target, and is composed of network information 912-1 to
912-3. In each network information, "addr" indicates the network
address of the network that serves as the routing target. "route?
indicates a client terminal that routes an IP packet from the network
set in "addr". 



[01031           In the network information 912-1, the network
address of the LAN 10-2 is set as "addr", and the identification
information of the client terminal 11 is set as "router". In the
network information 912-2, the network address of the LAN 2 is set as
"addr", and the identification information of the client terminal 21
is set as "router". In the network information 912-3, the network
address of the LAN 30-2 is set as "add?, and the identification
information of the client terminal 31 is set as "router". That is to
say, the client terminals 11, 21 and 31 are set so as to function as
routing devices. [0104i         The routing permission information
913 indicates communication terminals capable of using the routing
function of the relay communication system, and is composed of
permitted terminal information 913-1 to 913-3. Here, "communication
terminals" refer to all of the relay servers, the client terminals
and the general terminals, which are individually connected to the
LANs 1 to 3. For example, in the LAN 1, the client terminals 11 and
12, the relay server 13, and the general terminals 15 and 16 all
correspond to the communication terminals. Accordingly, even the
general terminals which do not compose the relay communication system
can use the routing function of the relay communication system.
[01051        In each of the permitted terminal information, "name"
and "addr" indicate the name and IP address of the communication
terminal capable of using the routing function. The permitted
terminal information 913-1 corresponds to the general terminal 16, in
which "192.168.2.150" is set as  "addr". The permitted terminal
information 913-2 corresponds to the general terminal 23, in which
"192.100.1.150" is set as "addr". In the permitted terminal
information 913-3, as "addr", "200.1.2.*" is set, which indicates
that all of the communication terminals connected to the LAN 30-2 can
use the routing function. Note that, though the identification
information of the general terminal is set in the permitted terminal
information 913-1 and 913-2, the identification information of the
client terminals and the relay servers may be set therein. 



[0106]        The session information 914 is composed of point
information 914-1 to 914-3 regarding routing sessions for use in the
routing of the communication packet. "start" and "end" of each of the
point information indicate a start point and an end point of the
routing session. [01071        Since the point information 914-1 to
914-3 have been created, three routing sessions are established in
the first routing group. The point information 914-1 corresponds to a
first routing session, in which the identification information of the
client terminals 11 and 21 are set in "start" and "end". The point
information 914-2 corresponds to a second routing session, in which
the identification information of the client terminals 11 and 31 are
set in "start" and "end". The point information 914-3 corresponds to
a third routing session, in which the identification information of
the client terminals 21 and 31 are set in "start" and "end". [01081
FIG. 17 is referred to one more time. The relay server 13 issues a
notice of the construction of the first routing group to the client
terminals 21 and 31 which function as the routing devices.
Specifically, the relay server 13 transmits the routing group
information 91 to the client terminal 21 through the SIP server 101
and the relay server 22 (Steps 532, S32.1 and S32.1.1). In a similar
way, the routing group information 91 is transmitted to the client
terminal 31 through the SIP server 101 and the relay server 33 (Steps
S33, S33.1 and 533.1.1). In such a way, the relay servers 13, 22 and
33, and the client terminals 11, 21 and 31 which function as the
routing devices share the routing group information 91. [01091 <5.3.
Establishment of routing session>        Next, first to third routing
sessions are established. The client terminal 11 refers to the point
information 914-1 and 914-2, and confirms that the terminal itself
has been set at the start points of the first and second routing
sessions. 



[01101        In order to establish the first routing session between
the client terminals 11 and 21, the client terminal 11 transmits an
establishment request of the first routing session to the relay
server 13 (Step S34). In response to a response from the relay server
13, the client terminal 11 transmits an ACK to the relay server 13
(Step S35). In response to the ACX, the relay server 13 establishes a
media session between the client terminal 11 and the relay server 13
(Step S36). [01111 After step S36, the relay server 13 transmits the
establishment 38  request of the first routing session to the relay
server 22 through the SIP server 101 (Steps S37, S37.1). In response
to a response from the relay server 22, the relay server 13 transmits
an ACK to the relay server 22 through the SIP server 101 (Steps S38,
S38.1). In response to the ACK, the relay server 22 establishes a
media session between the relay servers 13 and 22 (Step S39). [0112]
After Step S39, a media session is established between the client
terminal 21 and the relay server 22 (Steps S40, S41 and S42). The
processing is similar to those of Steps S34 toS36. [01131 



The first routing session is composed based on the three media
sessions established in Steps S36, S39 and S42. [01141        FIG. 19
is referred to. In a similar way to the establishment of the first
routing session, the second routing session is established between
the client terminals 11 and 31. A media session is established
between the client terminal 11 and the relay server 13 (Steps S43,
S44 and S45). A media session is established between the relay
servers 13 and 33 (Steps 546. S46.1, S47, S47.1 and S48). A media
session is established between the client terminal 31 and the relay
server 33 (Steps S49, S50 and 551). The second routing session is
composed of the three media sessions established in Steps 845, 848
and S51. [01151 The client terminal 21 refers to the point
information 914-3, and 39  confirms that the terminal itself has been
set at the start point of the third routing session. Then, the third
routing session is established between the client terminals 21 and
31. [0116]        A media session is established between the client
terminal 21 and the relay server 22. A media session is established
between the relay servers 22 and 33. A media session is established
between the client terminal 31 and the relay server 33. The third
routing session is composed of the three media sessions established. 



[0117] <5.4. Routing control of communication packet>        The
communication terminals set in the permitted terminal information
913-1 to 913-3 can perform communication, in which IP addresses are
directly designated, with one another through the first to third
routing sessions. [0118]         FIG. 21 is referred to. The general
terminal 16 sends out a first communication packet destined for the
general terminal 23 (Step 561). When having received the first
communication packet, the client terminal 11 refers to the routing
group information 91, and determines whether or not it is possible to
route the first communication packet. [0119] First, based on the
routing target information 912, the client 40  terminal 11 determines
whether or not the first communication packet can be routed. An IP
address "192.100.1.150" of the destination (general terminal 23) of
the first communication packet corresponds to the network address of
the LAN 2 set in the network information 912-2. An IP address
"192.168.2.150" of the transmission source (general terminal 16)
corresponds to the network address of the LAN 10-2 set in the network
information 912-1. Therefore, the client terminal 11 determines that
the first communication packet can be routed. 



[01201        Next, the client terminal 11 refers to the routing
permission information 913, and confirms whether or not the routing
of the first communication packet is permitted. The IP address of the
transmission source (general terminal 16) of the first communication
packet is set in the permitted terminal information 913-1, and the IP
address of the destination (general terminal 23) of the first
communication packet is set in the permitted terminal information
913-2. Therefore, the client terminal 11 determines that the routing
of the first communication packet is permitted. Note that the
determination as to whether or not such routing is possible may also
be performed based on just one of the IP address of the transmission
source of the first communication packet and the IP address of the
destination of the same. (01211        Since the identification
information of the client terminal 21 is set in the network
information 912-2 and the point information 914-1, the client
terminal 11 decides to use the first routing session for the routing
of the  first communication packet. Then, the first communication
packet is sent out by using the first routing session (Steps 562,
562.1 and S62.1.1). The client terminal 21 transfers the first
communication packet, which has been received through the first
routing session, to the general terminal 23 (Step S63). [0122]
The first communication packet is encapsulated at the time of being
transferred using the first routing session, and accordingly, the
general terminals 16 and 23 can communicate with each other without
being conscious of the route of the network from the client terminal
11 to the client terminal 21. That is to say, the general terminals
16 and 23 can communicate with each other through the WAN 100 by
using the private IP addresses. [0123]        Next, the general
terminal 16 sends out a second communication packet destined for the
general terminal 36 (Step S64). The destination of the second
communication packet corresponds to the network information 912-3,
and the transmission source of the second communication packet
corresponds to the network information 912-1. Accordingly, the client
terminal 11 determines that the second communication packet can be
routed. Moreover, the IP address "200.1.2.150" of the destination
(general terminal 36) of the second communication packet corresponds
to "200.1.2.*" set in the permitted terminal information 913-3, and
the transmission source of the same corresponds to the permitted
terminal information 913-1. Therefore, the client terminal 11
determines that the routing of the second 



communication packet is permitted, and sends out the second
communication packet by using the second routing session (Steps 865,
865.1 and 565.1.1). The client terminal 31 transfers the second
communication packet to the general terminal 36 (Step S66). [01241
Next, the general terminal 23 sends out a third communication packet
destined for the general terminal 36 (Step 567). The destination of
the third communication packet corresponds to the network information
912-3, and the transmission source of the third communication packet
corresponds to the network information 912-2. Moreover, the
destination of the third communication packet corresponds to the
permitted terminal information 913-3, and the transmission source of
the same corresponds to the permitted terminal information 913-2.
Therefore, the client terminal 21 determines that it is possible to
route the received third communication packet, and sends out the
third communication packet by using the third routing session (Steps
868, S68.1 and S68.1.1). The client terminal 31 transmits the third
communication packet to the general terminal 36 (Step S69). [01251
As described above, the routing function according to this embodiment
is validated by sharing the routing group information among the
client terminals which can communicate with one another. Then, by
using the first to third routing sessions established for the
routing, the routing control for the IP packets is performed based on
the function of the relay communication system. Accordingly, the
routing validated in this 43  embodiment is executed in the
application layer, and differs from the usual IF routing. [01261 



Moreover, in this embodiment, in addition to the terms "client
terminal" and "general terminal", the term "communication terminal"
is used on purpose. The "client terminals" are terminals capable of
logging on to the relay servers, the "general terminals" are
terminals incapable of logging on to the relay servers, and
meanwhile, the "communication terminals" represent all of the
terminals including the "relay servers", the "client terminals" and
the "general terminals". This is because, by using the
above-described routing sessions, routing is possible for the
"communication terminals" which are connected to the LANs 1 to 3 and
are registered in the permitted terminal information without being
limited to the relay servers and the client terminals which are
logged on to the relay servers. [01271        As described above, by
using the routing group information 91, the relay communication
system of this embodiment can allow the client terminals to function
as the routing devices. Hence, the routing control using the relay
communication system can be executed flexibly. [01281
Moreover, by registering the communication terminals which can use
the routing function in the routing permission information 913, the
communication packets to be routed can be restricted. Therefore, it
becomes easy to manage the communication terminals which can use the
routing function of the relay communication system. [01291 <6. Flow
of routing control (second embodimene>        A description will be
made of routing control according to a second embodiment.
Configurations of LANs 1 to 3 are similar to the configurations shown
in FIG. 16. 



[01301        This embodiment is different from the above-described
first embodiment in that the relay server 13 functions as the routing
device, and that ending processing for the routing control is
performed. A description will be mainly made below of points
different from the above-described first embodiment. [0131]
The relay server 13 creates the routing group information 92 in
response to the instruction to construct the second routing group.
Note that the control unit 132 of the relay server 13 has a similar
configuration to that of the control unit 112 of the client terminal
11. [01321        FIG. 22 is a view showing the routing group
information 92. In network information 922-1 of routing target
information 922, the network address of the LAN 10-1 is set as
"addr", and the identification information of the relay server 13 is
set as "route?. In network address information 922-2 of the routing
target information 922, the network address of the LAN 30-3 is set as
"addr", and the identification information of the client terminal 32
is set as "route?.  [01331        In permitted terminal information
923-1 of routing permission information 923, an IP address
"192.168.1.150" of the general terminal 15 is set. In permitted
terminal information 923-2, "200.1.3.*" indicating all of the
communication terminals connected to the LAN 30-3 is set. Point
information 924-1 of session information 924 corresponds to a fourth
routing session, in which the identification information of the relay
server 13 and 



the client terminal 32 are set in "start" and "end". [01341
FIG. 23 is referred to below. The routing group information 92 is
transferred to the client terminal 32 through the SIP server 101 and
the relay server 33 (Steps 870, 570.1 and S70.1.1). In such a way,
the relay server 33, and the relay server 13 and the client terminal
32, which serve as the routing devices, share the routing group
information 92. [01351 Based on the routing group information 92, the
fourth routing session is established between the relay server 13 and
the client terminal 32. A media session is established between the
relay servers 13 and 33 (Steps 871 and 571.1 and Steps 872, 872.1 and
573). A media session is established between the client terminal 32
and the relay server 33 (Steps S74, 575 and 376). The fourth routing
session is composed of the two media sessions established in Steps
373 and 576. [01361        Next, the general terminal 15 sends out a
fourth communication packet destined for the general terminal 37
(Step 377). The destination of  



the fourth communication packet corresponds to the network
information 922-2, and the transmission source of the fourth
communication packet corresponds to the network information 922-1.
Moreover, the destination of the fourth communication packet
corresponds to the permitted terminal information 923-2, and the
transmission source corresponds to the permitted terminal information
923-1. Therefore, the relay server 13 determines that it is possible
to route the received fourth communication packet, and transfers the
fourth communication packet to the client terminal 32 by using the
fourth routing session (Steps 578, S78.1). The client terminal 32
transfers the fourth communication packet to the general terminal 37
(Steps 579). [01371        With reference to FIG. 24, a description
will be made of a flow for ending the routing. In response to an
instruction to end the routing, which is based on the routing group
information 92, the client terminal 32 deletes the routing group
information 92. Such an end instruction is transmitted to the relay
server 13 through the relay server 33 and the SIP server 101 (Steps
580, 580.1 and 580.1.1.). Based on the end instruction, the relay
server 13 deletes the routing group information 92. [01381
When having received a response to the end instruction, the client
terminal 32 transmits a disconnection request of the fourth routing
session to the relay server 33 (Step S81). Based on the disconnection
request, the media session between the client terminal 32 and the
relay server 33 in the fourth routing session is disconnected. The
relay server 33 transmits the  disconnection request of the fourth
routing session to the relay server 13 through the SIP server 101
(Steps 582 and S82.1). Based on the disconnection request, the media
session between the relay servers 13 and 33 in the fourth routing
session is disconnected. In such a way, the routing processing based
on the routing group information 92 is ended. [0139]        Following
the end of the routing processing, the communication between the
general terminals 15 and 37 becomes impossible. Even lithe general
terminal 15 sends out the fourth communication packet (Step S83), the
relay server 13 cannot recognize the destination of the received
fourth communication packet since the relay server 13 does not hold
the routing group information 92. Therefore, the relay server 13
notifies the general terminal 15 that the fourth communication packet
cannot reach the destination. [0140] 



As described above, in this embodiment, the relay server 13 can
function as the routing device. Moreover, in response to the end
instruction, the fourth routing session is disconnected, and
accordingly, it becomes easier to manage the routing function of the
relay communication system. [0141] <7. Flow of routing processing
(third embodiment)>        A description will be made of routing
processing according to a third embodiment. Configurations of LANs 1
to 3 are similar to the configurations shown in FIG. 16. In this
embodiment, the configuration of  the routing sessions is changed
following the change of the routing group information. A description
will be mainly made below of points different from the
above-described first and second embodiments. [01421        First, in
response to an instruction of the user, the client terminal 31
updates the routing group information 91 to routing group information
93. [01431        FIG. 25 is a view showing the routing group
information 93. Fields changed from the routing group information 91
are underlined. A latest update time is changed in body information
931 and in tags in which "lastmod" had been set. [0144] 



In routing target information 932, the network information 912-1 and
912-3 are not changed. In place of the network information 912-2,
network information 932-1 is set, in which the network address of the
LAN 30-3 is set in "addr" and the identification information of the
client terminal 32 is registered in "router". [01451        In
routing permission information 933, "lastmod" is changed in the
permitted terminal information 913-1 and 913-3. In place of the
permitted terminal information 913-2, permitted terminal information
933-1 is registered, in which"200.1.3.*" is set in "addr", indicating
all of the communication terminals in the LAN 30-3. [0146] In session
information 934, the point information 914-2 is not 49  changed. In
place of the point information 914-1, point information 934-1 is set,
which corresponds to a fifth routing session, and in which the
identification information of the client terminals 11 and 32 are
registered in "start" and "end". In place of the point information
913-3, point information 934-2 is set, which corresponds to a sixth
routing session, and in which the identification information of the
client terminals 31 and. 32 are registered in "start" and "end".
[0147]        FIG. 26 is referred to. As a notice of change of the
routing group information 92, the client terminal 31 transmits the
routing group information 93 to the relay server 33 (Step S83). The
relay server 33 transfers the routing group information 93 as the
notice of change to the client terminals whose identification
information are set in "router" of the network information 912 and
932. The routing group information 93 is transmitted to the client
terminal 11 through the SIP server 101 and the relay server 13 (Steps
583.1, 583.1.1 and 583.1.1.1). The routing group information 93 is
transferred to the client terminal 21 from the SIP server 101 through
the relay server 22 (Steps 583.1.2, and S83.1.2.1). Moreover, the
relay server 33 transmits the routing group information 93 to the
client terminal 32 (Step 883.2). 



[0148]        A description will be made of the disconnection of the
first and third routing sessions, which is based on the update to the
routing group information 93. The client terminal 11 refers to the
routing group information 93, and confirms that the point information
914-1  corresponding to the first routing session has been deleted.
Then, the first routing session is disconnected (Steps 584, S85,
S85.1 and S86). The client terminal 21 refers to the routing group
information 93, and confirms that the terminal itself is not
registered in the routing target information 932. Then, the third
routing session is disconnected (Steps S87, S88, S88.1 and S89).
[01491        Note that the point information 914-2 is in a state of
having been set in the routing group information 93, and accordingly,
the second routing session established between the client terminals
11 and 31 is maintained. [0150]        FIG. 27 is referred to. In
order to establish the fifth routing session between the client
terminals 11 and 32, a media session is established between the
client terminal 11 and the relay server 13 (Steps S90, S91 and S92).
A media session is established between the relay servers 13 and 33
(Steps S93, 593.1, S94, 594.1 and 595). A media session is
established between the client terminals 32 and the relay server 33
(S96, S97 and 898). The three media sessions established in Steps
S92, S95 and S98 compose the fifth routing session. [0151]
Next, in order to establish the sixth routing session between the
client terminals 31 and 32, a media session is established between
the client terminal 31 and the relay server 33 (Steps S99, S100 and
8101) and a media session is established between the client terminal
32 and the relay server 33 (S102, S103 and 8104). The two media
sessions established in Steps 8101 51 



and S104 compose the sixth routing session. [0152]        With
reference to FIG. 28, a description will be made of routing
processing using the fifth and sixth routing sessions. The general
terminal 37 sends out a fifth communication packet destined for the
general terminal 16 (Step S105). The destination of the fifth
communication packet corresponds to the network information 912-1,
and the transmission source of the fifth communication packet
corresponds to the network information 932-1. Moreover, the
destination of the fifth communication packet corresponds to the
permitted terminal information 913-1, and an IP address "200.1.3.250"
of the transmission source (general terminal 37) corresponds to
"200.1.3." set in the permitted terminal information 933-1.
Therefore, the client terminal 32 determines that it is possible to
route the received fifth communication packet, and transfers the
fifth communication packet to the client terminal 11 by using the
fifth routing session (Steps 5106, S106.1 and S106.1.1). The client
terminal 11 transfers the fifth communication packet to the general
terminal 16 (Step 5107). [0153]        Next, the general terminal 36
sends out a sixth communication packet destined for the general
terminal 37 (Step S108). The destination of the sixth communication
packet corresponds to the network information 932-1, and the
transmission source of the sixth communication packet corresponds to
the network information 912-3. Moreover, the destination of the sixth
communication packet corresponds to the permitted terminal
information 933-1, and the transmission source of the same
corresponds to 52  the permitted terminal information 913-3.
Therefore, the client terminal 31 determines that it is possible to
route the received sixth communication packet, and transfers the
sixth communication packet to the client terminal 



32 by using the sixth routing session (Steps 5109 and 5109.1). The
client terminal 32 transfers the sixth communication packet to the
general terminal 37 (Step S110). [0154]        As described above,
the relay communication system according to this embodiment changes
the routing group information 92 to the routing group information 93,
thereby can dynamically change the configurations of the routing
sessions. [0155] <8. Operations of client terminal>        Here, by
referring to FIGS. 29 to 31, a description will be made of operations
of the client terminal that functions as the routing device. The
following description is also applied to the relay server 13. [0156]
<8.1. Start of routing processing>        FIG. 29 is a flowchart
showing a flow of starting the routing processing. Here, the
description will be made using the client terminal 11 as an example.
[0157] 



The client terminal 11 newly creates the routing group information 91
in response to the instruction to construct the first routing group
(Step 5201). At this point, the network information, the permitted
terminal  information and the point information are not set in the
routing group information 91. [0158]        In the case where the
network address of the LAN and the identification information of the
client terminal that functions as the routing device are set (Yes in
Step S202), the network information is added to the routing group
information 91 (Step S203). In the case where the communication
terminal permitted to use the routing function is set, (Yes in Step
S204), the permitted terminal information is added to the routing
group information 91 (Step 5205). [0159]        In the case where the
end of the setting has been instructed (Yes in Step S206), the client
terminals registered in each of the network information are set as
the start point and the end point, whereby the point information is
created (Step 5207), and is added to the routing group information
91. [01601        In such a way, the routing group information 91
turns into the state shown in FIG. 18. In order to issue a notice of
the construction of the first routing group, the routing group
information 91 is transmitted to the relay server 13 (Step S208).
This processing corresponds to Step 531 (refer to FIG. 17). [0161] 



Next, the client terminal 11 transmits a routing command that
requests for the establishment of the routing session (Step S209),
and, as a  result, the routing session is established (Step 5210).
The processing of Steps S209 and 5210 are repeated based on the
number of point information, whereby the first to third routing
sessions are established. The processing of Step 5209 corresponds to
Steps S31 to 533 (refer to FIG. 17) and the like, and the processing
of Step 5210 corresponds to Steps 534 to S42 (refer to FIG. 17) and
the like. The client terminal 11 starts routing using the routing
sessions (Step S211). [0162] <8.2. End of routing processing> FIG. 30
is a flowchart showing operations of the client terminal at the time
of ending the routing processing. Here, a description will be made of
the operations using, as an example, the client terminal 32 that is
executing the routing processing (second embodiment) based on the
second routing group. [0163]        First, the user instructs the
client terminal 32 to end the routing processing, which is based on
the routing group information 92. Since the routing group information
92 is selected as an end target (Yes in Step 5301), the client
terminal 32 stops the routing processing which uses the fourth
routing session (Step 5302). [0164] 



The client terminal 32 transmits a deletion command of the routing
group information 92 to the relay server 13 registered in the network
information 922-2 (Step 5303). This processing corresponds to Steps
580 to 580.1.1. (refer to FIG. 24). The client terminal 32 deletes
the routing group  information 92 (Step S304). Then, the fourth
routing session is disconnected (Step S305). This processing
corresponds to Steps 581 to 582.1 (refer to FIG. 24). [01651 <8.3.
Packet receiving processing>        FIG. 31 is a flowchart showing
operations of the client terminal in a state in which the routing
session has been established. Here, a description will be made of the
operations using the client terminal 11 as an example. [01661 When
having received the communication packet, the client terminal 11
analyzes the communication packet (Step S401), and 



determines whether or not the communication packet is a routing
packet (Step 5402). If the communication packet is not the routing
packet (No in Step 5402), the client terminal 11 performs normal
packet receiving processing (Step S403). [0167]       If the
communication packet is the routing packet (Yes in Step 5402), the
client terminal 11 detects the destination IP address and
transmission source IP address of the communication packet (Step
5404). When not holding the routing group information 91 (No in Step
5405), the client terminal 11 notifies the transmission source of the
communication packet that the communication packet cannot reach the
destination (Step S406). [0168] When holding the routing group
information 91 (Yes in Step 5405),  the client terminal 11 reads the
routing group information 91 (Step 5407), and confirms whether or not
the communication packet matches the routing conditions (Step 5408).
[01691        In the case where the communication packet satisfies
the following first condition and second condition, it is determined
that the communication packet satisfies the routing conditions. The
first condition is that the destination IP address and transmission
source IP address of the communication packet have been set in any of
the network information 912-1 to 912-3. The second condition is that
the destination IP address and transmission source IP address of the
communication packet correspond to any of the permitted terminal
information 913-1 to 913-3. [01701 



If the communication packet satisfies the routing conditions (Yes in
Step 5408), the client terminal 11 selects the routing session to
transfer the communication packet (Step 5409), and sends out the
communication packet to the selected routing session (Step S410).
Meanwhile, in the case where the communication packet does not
satisfy the routing conditions (No in Step S408), the client terminal
11 notifies the transmission source that the communication packet
cannot reach the destination (Step S406). [0171]        As described
above, the relay communication system according to the present
invention routes the communication packet among the communication
terminals through the WAN 100 based on the routing group information
regarding the routing sessions required for the routing. The  client
terminals, which function as the routing devices, and the relay
servers can establish the routing sessions based on the routing group
information. Accordingly, it becomes easy to manage the routing
function of the relay communication system. [01721 Moreover, whether
or not the communication packet is to be routed is determined based
on the IP addresses set in the permitted terminal information of the
routing group information and on the transmission source IP address
and destination IP address of the communication packet. Hence, the
communication terminals capable of using the routing function of the
relay communication system can be managed easily. 



[01731 <9. Flow of routing processing (fourth embodimene>        A
description will be made of a flow of routing processing using the
relay communication system shown in FIG. 1. [01741 <9.1. Detailed
configuration of LANs>         Detailed configurations of LANs are
similar to those of FIG. 16, and accordingly, a description thereof
is omitted here.         Note that, in this embodiment, a description
thereof is made on the assumption that, unlike other client
terminals, the client terminal 12 does not have the routing control
function of the communication packet [01751 <9.2. Flow of processing
of network search> FIG. 32 is a chart showing a flow of search
processing for the 



network capable of routing the communication packet using the relay
communication system. The user of the client terminal 11 inputs an
instruction to search the network capable of such routing using the
relay communication system (Step S131). In response, the client
terminal 11 transmits a network search command to the relay server 13
(Step 5132). [0176]        The relay server 13 refers to relay group
information 141, and thereby specifies the relay servers 22 and 33,
which compose the relay group, as transfer destinations of the
network search command. First, the relay server 13 transmits the
network search command to the relay server 22 through the SIP server
101 (Steps 5133 and 5133.1). The relay server 22 refers to the client
terminal information 71, and transmits the network search command to
the client terminal 21 that is logged on (Step 5133.1.1). [0177]
The client terminal 21 has the routing function, and is capable of
performing routing for the LAN 2, and accordingly, transmits the
network address of the LAN 2 to the relay server 22. The relay server
22 creates network search information 191 based on a response of the
client terminal 21, and transmits the network search information 191
as a response to the network search command to the relay server 13.
[0178]        FIG. 33 is a view showing the network search
information 191. In the network search information 191, body
information 1911 is information regarding the network search
information 191 itself. In "name", "IP routing map" is set, which
indicates that the network search information  191 is the response to
the network search command, and in "owner", the identification
information of the relay server 22 is set as a creation source of the
network search information 191. [0179]        Network search list
information 1912 is a list of responses from the relay servers and
the client terminals that have the routing function. In routing
device response information 1912-1, in "add?, the network address of
the LAN 2 is set as the network capable of the routing, and in
"router" the identification information of the client terminal 21 is
set. In routing device response information 1912-2, the network
address of the LAN 2 and the identification information of the relay
server 22 are set. This is because 



the relay server 22 can function as the routing device of the LAN 2.
[01801        Next, the relay server 13 transmits the network search
command to the relay server 33 through the SIP server 101 (Steps 5134
and 5134.1). The relay server 33 transfers the network search command
to the client terminals 31 and 32 (Steps S134.1.1 and S134.1.2). The
client terminals 31 and 32 having the routing function respectively
transmit, to the relay server 33, the network addresses of the LANs
30-2 and 30-3 capable of the routing. The relay server 33 creates
network search information 192 based on responses of the client
terminals 31 and 32, and transmits the network search information 192
to the relay server 13. [0181]        FIG. 34 is a view showing the
network search information 192. In "owner" of body information 1921,
the identification information of the relay  server 33 is set. In
routing device response information 1922-1 of network search list
information 1922, the network address of the LAN 30-2 and the
identification information of the client terminal 31 are set. In
routing device response information 1922-2, the network address of
the LAN 30-3 and the identification information of the client
terminal 32 are set. The relay server 33 that does not have the
routing function is not registered in the network search information
192. [01821        FIG. 32 is referred to one more time. The relay
server 13 transmits a network search command to the client terminal
12 (Step S135). Since the client terminal 12 does not have the
routing function, the client terminal 12 does not transmit, as a
response to the network search command, the network address of the
LAN capable of the routing. [0183] 



The relay server 13 synthesizes the received network search
information 191 and 192, thereby creates network search information
193. As a response to the network search command, the network search
information 193 is transmitted to the client terminal 11. [0184]
The client terminal 11 has the routing function, and is capable of
routing for the LAN 10-2, and accordingly, updates the network search
information 193 to network search information 194. Then, based on the
network search information 194, the client terminal 11 displays a
search result of the network on a monitor (Step 5136). [01851
FIG. 35 is a view showing the network search information 194. In
"owner" of body information 1941, the identification information of
the client terminal 11 is set. Network search list information 1942
is a list of the network addresses of the LANs capable of the routing
in the relay communication system. [01861        Routing device
response information 1932-1 is information added at the time when the
network search information 191 and 192 are synthesized and the
network search information 193 is created. In the routing device
response information 1932-1, the network address of the LAN 10-1 for
the relay server 13 is capable of routing, and the identification
information of the relay server 13 are set. [01871        Routing
device response information 1942-1 is added when the network search
information 193 is updated to the network search information 194. In
routing device response information 1942-1, the network address of
the LAN 10-2 for the client terminal 11 is capable of routing, and
the identification information of the client terminal 11 are set.
[01881 



FIG. 36 is a list of the LANs displayed as a result of the network
search on the monitor of the client terminal 11 based on the network
search information 194. As shown in FIG. 36, the network addresses of
the LANs capable of the routing and the relay servers or the client
terminals, which are capable of the routing control for the
respective LANs, are displayed in association with each other. The
user of the client terminal 11 refers to the 62  list shown in FIG.
36, and can confirm the LANs capable of the routing in the relay
communication system. [01891        Note that, in the network search
processing, since only networks capable of using the routing function
of the relay communication system need to be searched, it is not
necessary to set the identification information of the client
terminal or the relay server in each piece of the routing device
response information. [01901        FIG. 37 is a flowchart showing
operations of the client terminal 11 that executes the network
search. Processing shown in FIG. 37 corresponds to Steps 5131 and
8132 (refer to FIG. 32). In the case where the client terminal 11 has
been instructed to perform the network search (Yes in Step S1101),
the client terminal 11 transmits the network search command to the
relay server 13, to which the client terminal 11 is logged on, based
on the relay server information 53 (refer to FIG. 12) (Step 51102).
When having received network search information 193 as a response to
the network search command (Yes in Step 51103), the client terminal
11 updates the network search information 193 to the network search
information 194. Then, the list shown in FIG. 36 is displayed on the
monitor of the client terminal 11 based on the network search
information 194 (Step 51104). [01911        FIG. 38 is a flowchart
showing operations of the relay server 13 that has received the
network search command When having received the 



network search command from the client terminal 11 (Yes in Step
51151), the relay server 13 refers to the relay group information 141
(Step S1152). In the case where the network search command has not
been transmitted to all of the relay servers registered in the relay
group information 141 (No in Step S1153), the network search command
is transmitted to the relay servers specified in the relay group
information 141 (Step 51154). This processing corresponds to the
processing of Steps 5133 and S133.1 and the like (refer to FIG. 32).
When having received a response to the network search command (Yes in
Step 51155), the relay server 13 updates the network search
information based on the received response (Step 51156), and returns
to Step S1153. [01921       In the case where the network search
command has been transmitted to all of the relay servers (Yes in Step
51153), the relay server 13 refers to the client terminal information
63 (refer to FIG. 12) (Step 51157). In the case where the network
search command has not been transmitted to all of the client
terminals which are logged on (No in Step 51158), the relay server 13
specifies the client terminals, which are logged on, from the client
terminal information 63 (refer to FIG. 12). The network search
command is transmitted from the relay server 13 to the specified
client terminals (Step S1159). This processing corresponds to the
processing of Step S135 (refer to FIG. 32). When having received a
response to the network search command (Yes in Step 81160), the relay
server 13 updates the network search information based on the
received response (Step S1161), and returns to Step 51158.  [01931
In the case where the network search command has been transmitted to
all of the client terminals which are logged on (Yes in Step 51158),
the relay server 13 transmits the network search information to the
client terminal as the transmission source of the network search
command (Step 51162). In such a way, the processing of the relay
server 13 that has received the network search command is ended.
[01941 <9.3. Flow of route search processing>        FIG. 39 is a
chart showing a flow of route search processing. The user of the
client terminal 11 refers to the network search information 194, and
issues an instruction on route search of the LANs 10-1 and 30-3 as
targets of the routing control (Step S137). A route search command is
a command to issue an instruction to search a routing route for
routing for the LAN designated by the user. The client terminal 11
transmits a route search command, in which the network addresses of
the LANs 10-1 and 30-3 are set, to the relay server 13 to which the
client terminal 11 are logged on (Step S138). 



[01951        In response to receiving the route search command, the
relay server 13 newly creates response information to the route
search command. In a similar way to the transfer of the network
search command, the relay server 13 transmits the route search
command to the relay servers 22 and 33 based on the relay group
information 141. First, the route search command is transmitted from
the relay server 13 to the client terminal 21 through the  SIP server
101 and the relay server 22 (Steps 8139, 8139.1, and S139.1.1). The
client terminal 21 and the relay server 22 cannot handle the routing
of the LANs 10-1 and 30-3. Therefore, the client terminal 21 notifies
the relay server 22 that the routing is impossible (NO ROUTE), and
the relay server 22 notifies the relay server 13 that the routing is
impossible. [01961         Next, the route search command is
transmitted from the relay server 13 to the client terminals 31 and
32 through the SIP server 101 and the relay server 33 (Steps S140,
S140.1, 8240.1.1 and 8140.1.2). [0197]         The client terminal 31
cannot handle the routing of the LANs 10-1 and 30-3, and accordingly,
issues a notice that the routing is impossible. The client terminal
32 is connected to the LAN 30-3, and has the routing function.
Therefore, the client terminal 32 transmits the identification
information of itself and the network address of the LAN 30-3 to the
relay server 33, and issues a notice thereto that the routing is
possible. Moreover, the relay server 33 does not have the routing
function. As a result, the relay server 33 creates specifying
information that specifies the client terminal 32, which is capable
of operating as a routing point of the LAN 30-3, and transmits the
specifying information to the relay server 13. In the specifying
information, the identification information of the client terminal 32
and the network address of the LAN 30-3 are associated with each
other. The relay server 13 adds the specifying information to
response information 195 to the route search command. [0198]  



Next, the relay server 13 transmits the route search command to the
client terminal 12 (Step S141). The client terminal 12 does not have
the routing function, and accordingly, notifies the relay server 13
that the routing is impossible. [0199]        The relay server 13 has
the routing function, and is capable of routing for the LAN 104.
Therefore, the relay server 13 adds, to the response information to
the route search command, specifying information in which the
identification information of the relay server 13 and the network
address of the LAN 104 are associated with each other. Then, the
response information to the route search command is transmitted from
the relay server 13 to the client terminal 11. The client terminal 11
displays, as a result of the route search, the route search
information 195 created based on the response information to the
route search command (Step S142). [02001        FIG. 40 is a view
showing the route search information 195. In body information 1951,
"IF routing group 1" assigned by the user at the time of issuing the
instruction of the route search is set in "name", and the
identification information of the client terminal 11 is set in
"owner". [0201]        Routing target information 1952 is route
information for use in the routing control for the LANs 10-1 and
30-3. Network information 1952-1 and 1952-2 correspond to the
above-mentioned specifying information. Since the network address of
the LAN 10-1 has been set, and the  identification information of the
relay server 13 has been set, the network information 1952-1
indicates that the relay server 13 is executing the routing control
for the LAN 10-1. In a similar way, the network information 1952-2
indicates that the client terminal 32 is executing the routing
control for the LAN 30-3. [0202] 



Note that the pieces of network search list information included in
the network search information 191 to 194 have a similar
configuration to that of the routing target information 1952. As
mentioned above, the routing target information 1952 indicates that
the routing control for the LANs 10-1 and 30-3 is performed by the
relay server 13 and the client terminal 32 On the other hand,
however, the network search list information is the list of the LANs
capable of the routing. Hence, there is no relationship between the
routing target information 1952 and the network search list
information 1912. [0203]        As described above, the user of the
client terminal 11 designates the network address serving as the
target of the routing control, and issues the instruction on the
route search, thereby can acquire the route search information 195.
Therefore, when validating the routing function of the relay
communication system, it is not necessary to confirm the relay
servers, the client terminals and the like which have the routing
function. [0204]        FIG. 41 is a flowchart showing operations of
the client terminal 11 instructed to perform the route search. When
having been instructed to  perform the route search (Yes in Step
51201), the client terminal 11 asks the user to confirm whether or
not the network address serving as the target of the route search is
to be designated (Step 51202). In the case where the network address
is designated (Yes in Step 51202), the user of the client terminal 11
inputs the network address (Step S1203). Then, when the start of the
route search is instructed (Yes in Step S1204), the client terminal
11 creates a route search command in which the inputted network
address is set (Step 51205). In the case where a network address is
further designated (Yes in Step S1206), the client terminal 11 adds
the designated network address to an argument of the route search
command (Step S1207). In the case where no network address is further
added (No in Step 51206), the client terminal 11 transmits the route
search command to the relay server 13 (Step S1208). [0205]       When
having received the response to the route search command (Yes in Step
51209), the client terminal 11 confirms the response. In the case
where the specifying information corresponding to the designated LAN
is not included in the response, the client terminal 11 determines
that there is no routing route (No in Step 51210). Then, the client
terminal 11 issues a notice of an error, indicating that a routing
route of the designated LAN could not be found (Step 31211).
Meanwhile, in the case where the client terminal 11 determines that
there is a routing route (Yes in Step S1210), the client terminal 11
creates the route search information 195 based on the received
response, and displays candidates of the routing route on the monitor
(Step 31212).  



[0206]        The user of the client terminal 11 selects the routing
route from the results of the route search, which are displayed on
the monitor. In the case where an instruction is issued on the start
of the routing control through the route selected by the user (Yes in
Step 51213), the client terminal 11 transmits the routing start
command to the relay server 13 (Step S1214). A description will be
made later of the start processing for the routing control. [0207]
FIG. 42 is a flowchart showing operations of the relay server 13 that
has received the route search command. When having received the route
search command (Yes in Step 51301), the relay server 13 refers to the
relay group information 141 (Step 51302). In the case where the route
search command has not been transmitted to all of the relay servers
registered in the relay group information 141 (No in Step S1303), the
route search command is transferred to a relay server specified in
the relay group information 141 (Step S1304). This processing
corresponds to processing in Steps S139, S139.1 and the like (refer
to FIG. 39). [0208]        When having received the response to the
route search command (Yes in Step S1305), the relay server 13
confirms the response (Step 51306). In the case where the specifying
information is not included in the response (No in Step S1306), the
operation of the relay server 13 returns to Step S1303. In the case
where the specifying information is included in the response (Yes in
Step S1306), the relay server 13 adds the specifying  information to
the response information to the route search command (Step S1307),
and the operation returns to Step S1303. Moreover, in the case where
the relay server 13 is able to route for the LAN designated in the
route search command, the relay server 13 adds specifying information
which corresponds to the relay server 13 to the response information
to the route search command. [0209] 



In the case where the route search command has been transmitted to
all of the relay servers (Yes in Step S1303), the relay server 13
refers to the client terminal information 63 (refer to FIG. 12) (Step
S1308). [0210]        In the case where the route search command has
not been transmitted to all of the client terminals (excluding the
transmission source of the route search command) registered in the
client terminal information 63 (No in Step S1309), the transfer
destination of the route search command is specified based on the
client terminal information 63. Then, the relay server 13 transmits
the route search command to the specified transfer destination (Step
S1310). This processing corresponds to Step S141 (refer to FIG. 39).
[0211]        Processing of Steps S1311, S1312 and S1313 is similar
to the processing of Steps S1305 to S1307. Then, in the case where
the route search command has been transmitted to all of the client
terminals (Yes in Step S1309), the relay server 13 transmits the
response information to the 71  route search command to the client
terminal 11 (Step S1314). [02121 <5.4. Flow of routing start
processing> 



FIG. 43 is a chart showing a flow of the start processing for the
routing control using the relay communication system. [0213]
The user of the client terminal 11 designates the relay server 13 and
the client terminal 32 as routing points based on the route search
result displayed on the monitor, and issues the instruction to start
the routing control (Step 5143). To the relay server 13, the client
terminal 11 transmits the routing start command in addition to the
network information 1952-1 and 1952-2 (Step 5144). Steps S143 and
S144 correspond to Steps S1213 and S1214 shown in FIG. 41. [0214]
Based on the received routing start command, the relay server 13
creates routing group information 196 from the route search
information 195. The routing group information 196 is routing setting
information for executing the routing control using the relay
communication system, and is stored in the routing group information
storage unit 137. [0215]        FIG. 44 is a view showing the routing
group information 196. The routing group information 196 is created
through adding routing permission information 1963 and session
information 1964 to the route search information 195. [0216] 72  



The routing permission information 1963 indicates the communication
terminals capable of using the routing function of the relay
communication system, and is composed of permitted terminal
information 1963-1 and 1963-2. Here, in addition to the terms "client
terminal!' and "general terminal", the term "communication terminal"
is used on purpose. The "client terminals" are terminals capable of
logging on to the relay servers, the "general terminals" are
terminals incapable of logging on to the relay servers, and
meanwhile, the "communication terminals" represent all of the
terminals including the "relay servers", the "client terminals" and
the "general terminals". This is because, by using the routing
function of the relay communication system, routing is possible for
the "communication terminals" which are connected to the LANs 1 to 3
and are registered in the permitted terminal information without
being limited to the relay servers and the client terminals which are
logged on to the relay servers. [02171        In each of the
permitted terminal information, "name" and "adclr" indicate the name
and IF address of the communication terminal or the LAN, which is
capable of using the routing function. In the permitted terminal
information 1963-1, "192.168.1.*" is set, indicating all of the
communication terminals connected to the LAN 10-1. In the permitted
terminal information 1963-2, "200.1.3.*" is set, indicating all of
the communication terminals connected to the LAN 30-3. [02181
Note that, at the time of the start instruction of the routing (Step
5143), the user of the client terminal 11 may designate the client
terminals,  the relay servers, the general terminals and the like,
which are registered in the permitted terminal information. In this
case, the route search information 195 added with the routing
permission information 1963 is transmitted to the relay server 13
(Step S144). [02191        The session information 1964 has point
information 1964-1 regarding the routing session. The routing session
is a media session which the relay server 13 and the client terminal
32 use for the routing control of the communication packet. "start"
of the point information 1964-1 indicates a start point of the
routing session, in which the identification information of the relay
server 13 is set. "end" indicates an end point of the routing
session, in which the identification information of the client
terminal 32 is set. [0220] 



FIG. 44 is referred to one more time. The relay server 13 transmits
the routing group information 196 to the client terminal 32 through
the SIP server 101 and the relay server 33 (Steps S145, S145.1,
S145.1.1). In such a way, the relay server 13 and the client terminal
32, which function as the routing devices, share the routing group
information 196. [0221]        Next, the routing session is
established between the relay server 13 and the client terminal 32.
The relay server 13 refers to the point information 1964-1, and
confirms that the device itself is set at the start point of the
routing session. [0222]          The relay server 13 transmits an
establishment request of the routing session to the relay server 33
through the SIP server 101 (Steps 8146 and 5146.1). In response to a
response from the relay server 33, the relay server 13 transmits an
ACK to the relay server 33 through the SIP server 101 (Steps 5147 and
S147.1). In response to the ACK, the relay server 33 establishes a
media session between the relay servers 13 and 33 (Step S148).
Moreover, a media session is established between the relay server 33
and the client terminal 32 (Steps 5149, 8150 and S151). This
processing is similar to Steps S146 to 5148 except that the media
session is established without passing through the SIP server 101.
The routing session is composed of the two media sessions established
in Steps 5148 and 8151. [0223] <5.5. Routing control of communication
packet>        FIG. 45 is a chart showing a flow of the routing
control using the routing session established between the relay
server 13 and the client terminal 32. [0224] 



The general terminal 15 sends out a communication packet destined for
the general terminal 37 (Step 8152). Based on the routing group
information 196, the relay server 13 determines whether or not it is
possible to route the received communication packet. [0225]
First, based on the routing target information 1952, the relay server
13 determines whether or not the communication packet can be routed.
An  IP address "200.1.3.250" of the destination (general terminal 37)
of the communication packet corresponds to the network address of the
LAN 30-3 set in the network information 1952-2. An IP address
"192.168.1.150" of the transmission source (general terminal 15)
corresponds to the network address of the LAN 10-1 set in the network
information 1952-1. Therefore, the relay server 13 determines that
the received communication packet can be routed. [02261        Next,
the relay server 13 refers to the routing permission information
1963, and confirms whether or not the routing of the communication
packet is permitted. The IP address of the destination (general
terminal 37) of the communication packet corresponds to "200.1.3.*"
set in the permitted terminal information 1963-2. Moreover, the IP
address of the transmission source (general terminal 15) of the
communication packet corresponds to "192.168.1.*" set in the
permitted terminal information 1963-1. Therefore, the relay server 13
determines that the routing of the communication packet is permitted.
[02271        The relay server 13 sends out the communication packet,
for which the routing is permitted, by using the routing session
(Steps S153 and 5153.1). The client terminal 32 transfers, to the
general terminal 37, the communication packet received through the
routing session (Step S154). The communication packet is encapsulated
at the time of being transferred using the routing session, and
accordingly, the general terminal 15 and 37 can communicate with each
other without being conscious of the presence of 



76  the WAN 100. That is to say, the general terminals 15 and 37 can
communicate with each other through the WAN 100 by using the private
IP addresses. [0228]        As described above, the routing function
according to this embodiment is validated by sharing the routing
group information 196 between the relay server 13 and the client
terminal 32, which can communicate with each other. Then, by using
the routing session established for the routing, the routing control
for the IP packet is performed based on the function of the relay
communication system Accordingly, the routing validated in this
embodiment is executed in the application layer, and differs from the
usual IP routing. [0229]        Next, a description will be made of a
flow of the end of the routing. In response to an instruction to end
the routing, which is based on the routing group information 196, the
client terminal 32 deletes the routing group information 196. Such an
end instruction is transmitted to the relay server 13 through the
relay server 33 and the SIP server 101 (Steps S155, S155.1 and
S155.1.1). Based on the end instruction, the relay server 13 deletes
the routing group information 196. [0230]        When having received
a response to the end instruction, the client terminal 32 transmits a
disconnection request of the routing session to the relay server 33
(Step S156). Based on the disconnection request, the media session
between the client terminal 32 and. the relay server 33 in the
routing  



session is disconnected. In a similar way, in the routing session,
the media session between the relay servers 13 and 33 is disconnected
(Steps S157 and 5157.1). In such a way, the routing processing that
is based on the routing group information 196 is ended. [0231]
Following the end of the routing processing, the communication
between the general terminals 15 and 37 becomes impossible. Even if
the general terminal 15 sends out a communication packet destined for
the general terminal 37 (Step S158), the relay server 13 cannot
recognize the destination of the received communication packet since
the relay server 13 does not hold the routing group information 196.
Therefore, the relay server 13 notifies the general terminal 15 that
the communication packet cannot reach the destination. [0232]
As described above, the relay communication system of this embodiment
automatically creates the routing setting information in which the
network address of the designated LAN and the relay server or the
client terminal, which functions as the routing device, are
associated with each other. Therefore, the creation of the routing
setting information used as the route information in the routing
using the relay communication system can be simplified. Moreover,
even if the configuration of the relay communication system is
changed, it is easy to create routing setting information
corresponding to the configuration of the relay communication system.
Explanation of Reference Numerals [02331 1, 2, 3 LAN 11, 21, 21, 31,
32CLIENT TERMINAL 15, 16, 23, 36, 37GENERAL TERMINAL 



13, 22, 33RELAY SERVER 100 WAN 101 SIP SERVER 131 INTERFACE UNIT 132
CONTROL UNIT 115, 133DATABASE STORAGE UNIT  117, 134RELAY GROUP
INFORMATION STORAGE UNIT 118, 135RELAY SERVER INFORMATION STORAGE
UNIT  119, 137ROUTING GROUP INFORMATION STORAGE UNIT 136 CLIENT
TERMINAL INFORMATION STORAGE UNIT 



CLAIMS 1.A relay communication system in which a first relay server
connected to a first LAN and a second relay server connected to a
second LAN are connected to each other, each of the first relay
server and the second relay server includes:        a relay server
information sharing unit configured to share relay server information
between the first relay server and the second relay serve; the relay
server information including activation information of the first
relay server and. the second relay server, and
activation/registration information of client terminals connected to
the first relay server and the second relay server;        a routing
group information sharing unit configured to share routing group
information with a first routing device that executes routing control
for the first LAN and a second routing device that executes routing
control for the second LAN, the routing group information including a
network address of the first LAN, a network address of the second
LAN, first specifying information that specifies either a relay
server Or a client terminal, which is the first routing device, and
second specifying information that specifies either a relay server or
a client terminal, which is the second routing device: and        a
routing control unit configured to, upon receiving a start request of
routing control, specify the first routing device and the second
routing device from the first specifying information and the second
specifying information, which are included in the routing group
information, establish  



a routing session between the first routing device and the second
routing device based on the relay server information, execute routing
control for a communication packet between the first LAN and the
second LAN through the routing session, and, based on an instruction
to end the routing control, disconnect the routing session, and end
the routing control for the communication packet between the first
LAN and the second LAN, wherein        when a first communication
packet destined for a destination address of an IP address belonging
to the second LAN is sent out from a communication terminal connected
to the first LAN, the first routing device refers to the routing
group information to decide that routing of the first communication
packet to the second LAN is possible, and transfers the first
communication packet by using the established routing session. 2. The
relay communication system according to claim 1,        wherein a
plurality of relay servers including the first relay server and the
second relay server are connected to one another through a wide area
network, and        the routing group information includes network
addresses of LANs to which the relay servers connect, and information
that specifies routing devices executing routing control for LANs to
which the relay servers connect. 3. The relay communication system
according to claim 1 or 2, wherein the first routing device is a
client terminal connected to the first relay server, and is capable
of performing communication with the  second relay server through the
first relay server. 4. The relay communication system according to
any one of claims 1 to 3, wherein the second routing device is the
second relay server. 



5. The relay communication system according to claim 1 or 2, wherein
the first relay server and the second relay server are a same device,
the first routing device is a first client terminal connected to the
first relay server, and         the second routing device is a second
client terminal connected to the first relay server.  6. The relay
communication system according to any one of claims 1 to 5,
wherein the routing group information includes permitted terminal
information, in which an address of the communication terminal
connected to the first LAN is registered, and         in a case where
a transmission source address of the first communication packet is
registered in the permitted terminal information, the first routing
device permits routing of the first communication packet.  7. The
relay communication system according to any one of claims 1 to 5,
wherein the routing group information includes permitted terminal
information, in which an address of the communication terminal
connected to the second LAN is registered, and 



in a case where a destination address of the first communication
packet is registered in the permitted terminal information, the first
routing device permits routing of the first communication packet. 8.A
relay communication system in which a first relay server connected to
a first LAN and a second relay server connected to a second LAN are
connected to each other, the first relay server includes:        a
relay server information sharing unit configured to share relay
server information with the second relay server, the relay server
information including activation information of the first relay
server and the second relay server, and activation/registration
information of client terminals connected to the first relay server
and the second relay server;        an acquisition unit configured to
acquire first specifying information specifying either a relay server
or a client terminal, which is a first routing device executing
routing control for the first LAN based on a network address of the
first LAN;        a request unit configured to request the second
relay server for second specifying information specifying either a
relay server or a client terminal, which is a second routing device
executing routing control for the second LAN based on a network
address of the second LAN; and a routing setting information creation
unit configured to create  routing setting information based on the
first specifying information and the second specifying information,
the routing setting information including information in which the
network address of the first LAN and the first routing device are
associated with each other, and information in which the 



network address of the second LAN and the second routing device are
associated with each other, the second relay server includes:
a response unit configured to, in response to a request from the
request unit, acquire the second specifying information, and transmit
the second specifying information to the first relay server, each of
the first relay server and the second relay server includes: a
sharing unit configured to share the routing setting information; and
a routing control unit configured to, upon receiving a start request
of routing control, specify the first routing device and the second
routing device based on the routing setting information, establish a
routing session between the first routing device and the second
routing device based on the relay server information, execute routing
control for a communication packet between the first LAN and the
second LAN through the routing session, and, upon receiving an
instruction to end the routing control, disconnect the routing
session, and end the routing control for the communication packet
between the first LAN and the second LAN, wherein         when a
communication packet destined for a destination address of an IP
address belonging to the second LAN is sent out from a communication
terminal connected to the first LAN, the first routing device 



refers to the routing setting information to decide that routing of
the communication packet to the second LAN is possible, and.
transfers the communication packet by using the established routing
session.  9. The relay communication system according to claim 8,
wherein the first relay server further includes:        a list
creation unit configured to search for LANs capable of routing
control, and create a list of the LANs; and        a selection unit
configured to select the network address of the first LAN and the
network address of the second LAN by using the list. 10. The relay
communication system according to claim 8 or 9,        wherein the
first routing device is a client terminal connected to the first
relay server, and is capable of performing communication with the
second relay server through the first relay server, and        the
client terminal shares the routing setting information with the first
relay server and the second relay server.  11. The relay
communication system according to any one of claims 8 to 10, 



wherein the second routing device is the second relay server.  12. A
first relay server for use in a relay communication system in which
the first relay server connected to a first LAN and a second relay
server connected to a second LAN are connected to each other, the
first relay server  comprising:        a relay server information
sharing unit configured to share relay server information with the
second relay server, the relay server information including
activation information of the first relay server and the second relay
server, and activation/registration information of client terminals
connected to the first relay server and the second relay server;
a routing group information sharing unit configured to share routing
group information with a first routing device that executes routing
control for the first LAN and a second routing device that executes
routing control for the second LAN, the routing group information
including a network address of the first LAN, a network address of
the second LAN, first specifying information that specifies either a
relay server or a client terminal, which is the first routing device,
and second specifying information that specifies either a relay
server or a client terminal, which is the second routing device; and
a routing control unit configured to, upon receiving a start request
of the routing control, specify the first routing device and the
second routing device from the first specifying information and the
second specifying information, which are included in the routing
group information, establish a routing session between the first
routing device and the second routing device based on the relay
server information, execute routing control for a communication
packet between the first LAN and the second LAN through the routing
session, and, upon receiving an instruction to end the routing
control, disconnect the routing session, and end the routing control
for the communication packet between the first LAN and the second
LAN, wherein         when a first communication packet destined for a
destination address of an IP address belonging to the second LAN is
sent out from a communication terminal connected to the first LAN,
the first routing device refers to the routing group information to
decide that routing of the first communication packet to the second
LAN is possible, and transfers the first communication packet by
using the established routing session. 13.A first relay server for
use in a relay communication system in which 



the first relay server connected to a first LAN and a second relay
server connected to a second LAN are connected to each other, the
first relay server comprising:        a relay server information
sharing unit configured to share relay server information with the
second relay server, the relay server information including
activation information of the first relay server and the second relay
server, and activation/registration information of client terminals
connected to the first relay server and the second relay server;
an acquisition unit configured to acquire first specifying
information specifying either a relay server or a client terminal,
which is a first routing device executing routing control for the
first LAN based on a network address of the first LAN;        a
request unit configured to request the second relay server for second
specifying information specifying either a relay server or a client
terminal, which is a second routing device executing routing control
for the second LAN based on a network address of the second LAN; a
routing setting information creation unit configured to create
routing setting information based on the first specifying information
and the second specifying information, the routing setting
information including information in which the network address of the
first LAN and the first routing device are associated with each
other, and information in which the network address of the second LAN
and the second routing device are associated with each other;
a sharing unit configured to share the routing setting information
with the second relay server; and        a routing control unit
configured to, upon receiving a start request of routing control,
specify the first routing device and the second routing device based
on the routing setting information, establish a routing session
between the first routing device and the second routing device based
on the relay server information, execute routing control for a
communication packet between the first LAN and the second LAN through
the routing session, and, upon receiving an instruction to end the
routing control, disconnect the routing session, and end the routing
control for the communication packet between the first LAN and the
second LAN, wherein 



when a communication packet destined for a destination address of an
IP address belonging to the second LAN is sent out from a
communication terminal connected to the first LAN, the first routing
device refers to the routing setting information to decide that
routing of the communication packet to the second LAN is possible,
and transfers the communication packet by using the established
routing session. 














