'PORTABLE ELECTRONIC APPARATUS, CONTROI, METHOD FOR PORTABLE ELECTRONIC
APPARATUS, AND IC CARD FIELD Embodiments described herein relate generally to a portable
electronic apparatus configured to achieve various kinds of processing by, for example, transmitting
and receiving commands. BACKGROUND In general, an IC card for use as a portable Oelectronic
apparatus is provided with a card-shaped main body of plastic or the like and an IC module embedded
therein. The IC module comprises an IC chip. The IC chip comprises a nonvolatile memory, such as
an electrically erasable programmabe read-only memory 15(EEPROM) or flash ROM, which can hold

data without power supplyz 8nd@ EPLkepnfigured to:perform varous operations, Iogards are highly
portable and can perform communication with external equipment and complicated 20arithmetic

processinm Since they @t hard-to-forgeNnoreover,Rhe UC caids afeg assinied to be loaded with highly
confidential information or the like and used for a securit%t/ system, electronic business transaction, etc.
23In recent years, non-contact IC cards capable of data smission and reception by non-contact

Embodiments described herein relate generally to a
5 portable electronic apparatus configured to achieve
various kinds of processing by, for example,
transmitting and receiving commands.
BACKGROUND
In general, an IC card for use as a portable
10 electronic apparatus 1is provided with a card-shaped
main body of plastic or the like and an IC module
embedded therein. The IC module comprises an IC chip.
The IC chip comprises a nonvolatile memory, such as an
electrically erasable programmable read-only memory
15 (EEPROM) or flash ROM, which can hold data without
power supply, and a CPU configured to perform various
operations.
IC cards are highly portable and can perform
communication with external eqguipment and complicated
20 arithmetic processing. Since they are hard to forge,
moreover, the IC cards are assumed to be loaded with
highly confidential information or the like and used
for a security system, electronic business transaction,
etc.
25 In recent years, non-contact IC cards capable of
data transmission and reception by non-contact

communication have become widely used. One such



communication have become widely used. One such non-contact IC card comprises an J C chip and
antenna. This IC card receives a magnetic field generated from a card reader/writer of a terminal
device that processes the IC card and is activated as the antenna therein is 5excited by
electromagnetic induction. According to its protocol specifications, the non-contact IC card
transitions to a standby state in which a wake-up command (WUPP, or WUPB) is awaited in response
to an instruction (DESELECT) for a transition to a ICstate in which processing is interrupted after the
card is activated to perform an operation. The transition to this standby state is an operation of a

protocol layer. Therg are-various-casesheredrogessieds.kointerruptad so that the nga-contact IC
card is shifted to an inactive state by a DESELECT command_ In one such case, the interruption is
temporary and proééssing Raviagchitherte been perforgiedtis continuat gietherestadt. frr another case,
previous processing is reset 20and new processing is started from an initial state. These cases are

selected depending ®hthé S4t6 16 Whidh™a trahsitiohG& To B8 nalde’ft6f the TS o Application state.
Since the processing for e transition fo the Inaciive state by the DESELECT cammand is the

operation of the protocol layer, however, no operations are provided corresponding to the
above-desgribed variaus eases;, BREzF DESCRIPTION OFINN DRAWINGS
According to its protocol specifications, the non-
contact IC card transitions to a standby state in which
a wake-up command (WUPA or WUPB) i1s awaited in response
to an instruction (DESELECT) for a transition to a
10 state in which processing is interrupted after the card
is activated to perform an operation. The transition
to this standby state is an operation of a protocol
lavyer.
There are various cases where processing is
15 interrupted so that the non-contact IC card is shifted
to an inactive state by a DESELECT command. In one
such case, the interruption is temporary and processing
having hitherto been performed is continued at the
restart. In another case, previous processing 1s reset
20 and new processing 1s started from an initial state.
These cases are selected depending on the state to
which a transition is to be made from the 03 or
application state. Since the processing for the
transition to the inactive state by the DESELECT
25 command is the operation of the protocol layer,
however, no operations are provided corresponding to

the above-described wvarious cases.



FIG. 1 is a diagram showing an exemplary configuration of an IC card system that handles a non-
contactd for use as a portable electronic apparatus according to an embodiment; FIG.2is a
diagram showing an exemplary configuration of the non-contact IC card according to the embodiment;
FIG. 3 is a diagram showing an exemplary 10configuration of a block prescribed by a transfer protocol
for non-contact communication according to the embodiment; FIG. 4 ic a diagram showing an
exemplary configuration of a PCB according to the embodiment; 15FIG. 5 is a diagram showing an
exemplary combination of REU1 and RFU2 and exemplary orocessing contents according to the

embodiment; FIG. 6 is an exemplasy flowchatshowing the eperation of f; gyaen-contact IC card
performed when a 20DESELECT command is received according to the embodiment;
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FIG. 1 is a diagram showing an exemplary
configuration of an IC card system that handles a non-
contact IC card for use as a portable electronic
apparatus according to an embodiment;

FIG. 2 is a diagram showing an exemplary
configuration of the non-contact IC card according to
the embodiment;

FIG. 3 1is a diagram showing an exemplary
configuration of a block prescribed by a transfer
protocol for non-contact communication according to the
embodiment;

FIG. 4 is a diagram showing an exemplary
configuration of a PCB according to the embodiment;

FIG. 5 is a diagram showing an exemplary
combination of RFUl and RFU2 and exemplary processing
contents according to the embodiment;

FIG. 6 1is an exemplary flowchart showing the
operation of the non-contact IC card performed when a
DESELECT command is received according to the
embodiment;

FIG. 7 is an exemplary flowchart showing the
operation of a non-contact IC card of a second
embodiment performed when a DESELECT command is
recelved;

FIG. 8 is an exemplary diagram showing the

correspondence between a flag and a region stored with



FIG. 7 is an exemplary flowchart showing the operation of a non-contact IC card of a second
embodiment performed when a DESELECT command is 25received; FIG. 8 is an exemplary
diagram showing the correspondence between a flag: and a region stored with information on the OS
state according to the embodiment; FIG. 9 is an exemplary diagram showing the correspondence
between a flag and a region stored with information onCs ppiication state so cordino to the
embodimerand EEG] 10 is an exemplary flowchart showing the operation of a non-contact EC card
of a third embodiment performed when a DESELECT command is 10received. DLTAILED

DESCRIPTION In general, aceording, to.pne gmbodiment, a portable electropic apparatus comprising:
a receiving section configured to receive from an external device 15an instruction for a transition from
an active state to embodiment;
FIG. 9 is an exemplary diagram showing the
correspondence between a flag and a region stored with
5 information on the application state according to the
embodiment; and
FIG. 10 is an exemplary flowchart showing the
operation of a non-contact IC card of a third
embodiment performed when a DESELECT command is
10 received.
DETATILED DESCRIPTION
In general, according to one embodiment, a
portable electronic apparatus comprising: a receiving
section configured to receive from an external device
15 an instruction for a transition from an active state to
a state in which processing is temporarily interrupted;
a recognition section configured to recognize a
processing method in a state established in the active
state based on processing specification information
20 contained in the instruction; and a controller
configured to maintain the state established in the
active state even in the state for the temporary
interruption or restore an initial state before the
estapblishment.
25 [First Embodiment]
A portable electronic apparatus according to a

first embodiment of the present invention will now be



a state in which processing is temporarily Interrupted; a recognition section configured to recognize a
processing method in a state established in the active state based on processing specification
information 20contained in the instruction; and a controller configured to maintain the state established
in the active state even in the state for the temporary interruption or restore an initial state before the
establishment. [First Embodiment] A portable ele,ctrogic apparatus according to a first embodiment
of the present invention will now be described in detail with reference to the accompanying drawings.
FIG. 1 is a diagram showing an exemplary configuration of an IC card system that handles a non-

contact IC card for yse as a-Rertable electronic, apparatus-accordingdo anLembediment, The IC card
system comprises a non-contact IC card 101, card reader/writer 102, terminal device 103, keyboard

104, display 105, and printer<106. 10Thaterminal device 103 connects with the card reader/writer 102,
keyboard 104, display 105, and printer 106. The IC card 101 is connected to the terminal device 103
through the card reader/white? 102 assan extetAadevideoing an exemplary

configuration of an IC card system that handles a non-
5 contact IC card for use as a portable electronic
apparatus according to an embodiment.
The IC card system comprises a non-contact IC card
101, card reader/writer 102, terminal device 103,
keyboard 104, display 105, and printer 106.

10 The terminal device 103 connects with the cazrd
reader/writer 102, keyboard 104, display 105, and
printer 106. The IC card 101 is connected to the
terminal device 103 through the card reader/writer 102
as an external device.

15 The non-contact IC card 101 transitions to an
operable state when it is supplied with energy from the
card reader/writer 102. Various kinds of processing
are performed in response to reguest commands
transmitted from the card reader/writer 102.

20 The terminal device 103 comprises a personal
computer or the like. The terminal device 103 performs
the various kinds of processing by executing various
control programs stored in its built-in memory. Data
are transferred to and from the non-contact IC card 101

25 via the card reader/writer 102.

FIG. 2 is a diagram showing an exemplary

configuration of the non-contact IC card according to



15The non-contact IC card 101 transitions to an operable state when it is supplied with energy from
the card reader/writer 102. Various kinds of processing are performed in response to request
commands transmitted from the card reader/writer 102. 20The terminal device 103 comprises a
personal computer or the like. The terminal device 103 performs the various kinds of processing by
executing various control programs stored in its built-in memory. Data are transferred to and from the
non-contact IC card 101 25via the card reader/writer 102. 177TC. 2 is a diagram showing an
exemplary configuration of the non-contact IC card according to the embodiment. The non-contact
IC card 101 comprises aeRYL204; glata memory 202, working memory 203, program memory 204,
timers 205, and communication section 206. A section (including the CPU 201, dafa memory 202,
working memory 203, progiaes memory204¢ andtinvers 205) énclosed bydrokert ile HOETC. 2
comprises a single IC chip 200 (or aé)lurality of such chips). The IC chip 200 and communication

section 206 are corfiected R 10iregratéd intd R 1BSHEde 2WhichAs (PitseldediA‘tie main body
of the non-contact '%%%fdtimelge Q%Lg 201 is 809%95'%%@?&80@%@% %ri(%%(_jata processing

operations, such as various decision and determination orocossing operations, memory writing 15and

reading, ete. A section (including the CPU 201, data memory 202,
working memory 203, program memory 204, and timers 205)
enclosed by broken line in FIG. 2 comprises a single IC
chip 200 (or a plurality of such chips). The IC chip
200 and communication section 206 are connected and

10 integrated into an IC module, which is embedded in the

main body of the non-contact IC card.

The CPU 201 is a controller that performs variocus
data processing operations, such as various decision
and determination processing operations, memory writing

15 and reading, etc.

The data memory 202 is a rewritable nonvolatile
memory, such as an EEPROM, which stores various data
including application data in a file structure.

The working memory 203 is a volatile memory, such

20 as a random access memory (RAM), which temporarily
holds processing data processed by the CPU 201.

The program memory 204 is a non-rewritable fixed
memory, such as a mask read-only memory (ROM), which is
stored with control programs of the CPU 201.

25 The timers 205 count fixed time periods. These
timers are correlated with logical channels and are at

least as many as the logical channels.



The data memory 202 is a rewritable nonvolatile memory, such as an EERROM, which stores various
data including application data in a file structure. The working memory 203 is a volatile memory, such
20as a random access memory (RAM), which temporarily holds processing data processed by the
CPU 201. The program memory 204 is a non-rewritable fixed memory, such as a mask read-only
memory (ROM), which is stored with confrol programs of the CPU 201. 25The timers 205 count fixed
time periods. These timers are correlated with logical channels and are at least as many as the logical
channels. The communication section 206 is an antenrA, unit, which receives a modulated wave
from the card reader/writer 1924namon-cantact manpet onotginates amaodutaied aveito,the
outside. Further, the communication section 206 produces energy or clocks to be supplied to an
internaf circuit fronvthiecreceived Hicdulatetbwave.t ed THevpllowing is zedéstription of the operation of

the non-contact IC card 101 of the Erefg t embodimeg @s rrtlentioned before, tr}Le cz%réglteS
reader/writer 102 gre%%fjé‘hté %%55 etic fieldto excite the’Romcontadt'I€ card 101 Within a

communication range;by;glectromagnetic indugtion |f apluality of .. 8Gcards gxist witbin the
communication range, a "collision" may 15occur such that the terminal device 103 cannot correctly

identify thetards incaminitral tespionses brarder t@ pfevent this eollisionand torensure kerreot
identification of the IC cards, the terminal device 103 and non-contact IC card 101 cooperate with
20each other to pefritEititdsifsion processifyr nal circuit from the recelved

modulated wave.
The following 1s a description of the operation of
the non-contact IC card 101 of the present embodiment.
‘lO As mentioned before, the card reader/writer 102
generates a magnetic field to excite the non-contact IC
card 101 within a communication range by
electromagnetic induction. If a plurality of IC cards
exist within the communication range, a “collision” may
15 occur such that the terminal device 103 cannot
correctly identify the IC cards in an initial response.
In order to prevent this collision and to ensure
correct identification of the IC cards, the terminal
device 103 and non-contact IC card 101 cooperate with
20 each other to perform anti-collision processing.

After the anti-collision processing is finished,
the non-contact IC card 101 transitions to an active
state and transmits or receives commands prescribed by
ISO/IEC 7816.

25 If the terminal device 103 temporarily interrupts
communication with the active non-contact IC card 101

in order to start communication with another



After the anti-collision processing is finished, the non-contact IC card 101 transitions to an active state
and transmits or receives commands prescribed by ISO/I. FC 7816. If the terminal device 103
temporarily interrupts communication with the active non-contact IC card 101 in order to start
communication with another non-contact IC card 101, a DESELECT command is transmitted from the
card reader/writer 102 to the active IC card 101. Thereugon, the IC card 101 concerned transitions
from the active state to an 5inactive state in which the processing is temborarlly interrupted_ The
DESELECT command is proscribed by the following ISO/TEC 11443 Supervisory Block. I. 3 is a

diagram showing anexesplary-10canfigurationcof a blogk prescribed hy-a transfer protocol for
non-contact communication according to the embodiment. The block comprises a prologue field,
information field, aid epitggue-field L Aqtotdcel earitrbl byt (RUBY istessential data wsed to select 15
necessary information for the control of data _ransfer. The information field is nof used as an

instruction for inactivatioh (DESELIECT) U+ FIG % €& didgram Showing ah“exetplary configuration
of the PCB accordipg to e, embodiment. 20Twodeftmost,bits, 117 ndicate that the data concerned is

information used for communication between the card reader/writer 102 and non-contact IC card 101.
Next two hits "CO" ane indicativetefithe DESELECTticommandessing is temporarily
interrupted.
The DESELECT command is prescribed by the
following ISO/IEC 14443 Supervisory Block.
FIG. 3 1s a diagram showing an exemplary
10 configuration of a block prescribed by a transfer
protocol for non-contact communication according to the
embodiment. The block comprises a prologue field,
information field, and epilogue field. A protocol
control‘byte (PCB) is essential data used to select
15 necessary information for the control of data transfer.
The information field is not used as an instruction for
inactivation (DESELECT) .
FIG. 4 is a diagram showing an exemplary
configuration of the PCB according to the embodiment.
20 Two leftmost bits “11” indicate that the data
concerned 1is information used for communication between
the card reader/writer 102 and non-contact IC card 101.
Next two bits “00” are indicative of the DESELECT
command .
25 If the fifth bit as counted from the leftmost one
is ™17, then it indicates that a card identifier (CID)

exists in the prologue field. Two rightmost bits in



If the fifth bit as counted from the leftmost one is "1", then it indicates that a card identifier (CID) exists
in the prologue field. Two rightmost bits in FIG.served for future use. If the processing is
temporarily interrupted by the DESELECT command, according to the present embodiment, Iwo bit-
RFUI and REU2 are used to soecify whether to maintain a state established in the active state or to
restore an initial state before the establishment. _ HG. 5is a diagram showing an exemplary
combination of RFUI and 5E732 and exemplary processing 10contents according to the embodiment.
If 5501 is |, the operating system (OS) is restored to its initial a 'ate. If REM is 0, the current OS state is

maintained. If 5E0Zisd, the applicationys festored-te.itsiinitisd state. Jt: REUJ2 15is 0, the current
application state is maintained. The OS and application states will be described later. FIG. 6 is an
exemplary flowchart showing thecoperatiors ef-the noh-temtactiCréary 101 performed dvhien the
DESELECT command is received according to the 20embodiment. ~ In Step 502, 5501 of the PCB
is checked to see ifit'fs L ifthe"deciSioRTH Step 562 YESI tHat id. HRPOFR. brocessing is

performed to restorg,the O3 L0, the initial state. Information iRdiGative of the QS+ speciry

5 whether to maintain a state established in the active
state or to restore an initial state before the
establishment.

FIG. 5 1s a diagram showing an exemplary
compbination of RFUl and RFU2Z and exemplary processing
10 contents according to the embodiment.
If RFULl is 1, the operating system (0S) 1is

restored to its initial state. If RFU1l is 0, the

current OS state is maintained. If RFU2 is 1, the
application is restored to its initial state. If RFU2
15 is 0, the current application state is maintained. The

0S and application states will be described later.

FIG. 6 1s an exemplary flowchart showing the
operation of the non-contact IC card 101 performed when
the DESELECT command 1is received according to the

20 embodiment.

In Step 502, RFU1l of the PCB is checked to see 1if
it is 1. If the decision in Step 502 is YES, that is,
if RFULl is 1, processing 1is performed to restore the 0S5
to the initial state. Information indicative of the OS

25 state to be processed includes, for example, the
following items.

“Matching state information” indicates a flag



state to be processed includes, for example, the following items. "Matching state information” indicates
a flag state in which the non-contact IC card 101 is key-matched. "Current ES' information” is
information as to whether or not an elementary file (SE) is selected by a SELECT command.

"Current DE information” is information as to whether or not a dedicated file (OF) is selected by the
SELECT command. "Current record mformatlci is information on a 10current record.
"Logical channel information/1 is information on a currently open logical channel. All these OS
conditions are saved in the working memory 203. ISAfter Step 503 is performed of if the decision in

Step SO2 is NO, that is; df REDLs 85 REWZ ischeeked in-Stepr504: tosseeif itis 1ikey-if the decision
in Step 504 is YES, that is, if RFU2 is 1, processing is performed in Step 505 to 20restore the
application to the initidlstaté. Information indicative of the application state to be processed includes,

for example, the following i |tems "State transition management information." is
Current EF information” is information as to

whether or not an elementary file (EF) 1s selected by a
5 SELECT command.
“Current DF information” is information as to
whether or not a dedicated file (DF) is selected by the
SELECT command.
“Current record information” is information on a
10 current record.
“Logical channel information” is information on a
currently open logical channel.
All these 0OS conditions are saved in the working
memory 203.
15 After Step 503 is performed or i1if the decision in
Step 502 is NO, that is, if RFUl is 0, RFU2 1s checked
in Step 504 to see if it is 1.
If the decision in Step 504 is YES, that is, if
RFUZ is 1, processing 1s performed in Step 505 to
20 restore the application to the initial state.
Information indicative of the application state to be
processed includes, for example, the following items.
“State transition management information” is
information on the progress of a series of processing
25 flows.
“Authentication/matching state management

information” is information indicative of



information on the progress of a series of processing 25flows. "Authentication/matching state
management information" is information indicative of authentication and matching stales managed
within the application and used besides the OS to manage the authentication and matching states.
"Session key information” is information on different keys that are generated by the apci:on based on
random numbers on each occasion. "Secret information’"js information that is not output from the card
managed within the application. All these application conditions are saved in the 10working
memory 203. After Step 505 is performed or if the decision in Step. 504 is NO, that is, if Po=is 0, a

transition is made tg,a Rail state; ini Step-306. This-state isspaintaingd untilba wakerus,command is
issued anew. la[Second Embodiment] A second embodiment differs from the first embodiment in
that the OS. or appficatiorcstateoto whichasteansition. issto benmade canm bexspecifiedhon each occasion.
Therefore, like numbers are used to
authentication and matching states.
“Session key information” is information on
5 different keys that are generated by the application
based on random numbers on each occasion.
“Secret information” is information that is not
output from the card managed within the application.
All these application conditions are saved in the
10 working memory 203.
After Step 505 is performed or if the decision in
Step 504 is NO, that is, i1f RFU2 1s 0, a transition is
made to a halt state in Step 506. This state is
maintained until a wake-up command is issued anew.
15 [Second Embodiment]
A second embodiment differs from the first
embodiment in that the 0S or application state to which
a transition is to be made can be specified on each
occasion. Therefore, like numbers are used to
20 designate like portions of the first and second
embodiments and a detailed description thereof is
omitted.
FIG. 7 is an exemplary flowchart showing the
operation of a non-contact IC card 101 of the second
25 embodiment performed when a DESELECT command is

received.

In Step 602, RFUl of a PCB is checked to see 1if it



20desicnate like portions of the first and second embodiments and a detailed description thereof is
omitted. FIG. 7 is an exemplary flowchart showing the operation of a non-contact IC card 101 of
the second 25embodiment performed when a DESELECT command f.s received. In Stem) 602, REO1
of a PCB is checked to see if it is 1. If the decision in Step 602 is YES, Lhat is, if RFUI is 1 information
on a recion sped fled by a flag is restored to its initial sgjlge in Step 603. For example, if each bir of
flag is 1, information indicative of each corresponding state 1s restored. to its initial state. If each
bit is 0, the information indicative of each corresponding CS state is maintained_ FIG. 8 is an
exemplary diagram; showing the 1Qeoriespandence between aflag; 401 and ategidon stored with
information on the OS state accorotng to the _ embodiment. Since flag 401 is set to "10110" in
FIG. 8, "matching statélinformation?; fourrentiDE informatiey and "cyreentiréeordanformation” are

restored to their . o ,
is restored to its initial state in Step 603.

For example, if each bit of flag is 1, information

o

indicative of each corresponding OS state 1s restored
to its initial state. If each bit is 0, the
information indicative of each corresponding 0OS state
is maintained.
FIG. 8 is an exemplary diagram showing the
10 correspondence between a flag 401 and a region stored
with information on the 0OS state according to the
embodiment.
Since flag 401 is set to “10110” in FIG. &,
“matching state information”, “current DF information”,
15 and “current record information” are restored to their
initial states, while “current EF information” and
“logical channel information” are maintained as they
are.
After Step 603 is performed or if the decision 1in
20 Step 602 is NO, that is, if RFU1l is 0, RFU2Z 1is checked
in Step 604 to see if 1t is 1.
If the decision in Step 604 is YES, that is, if
RFU2 is 1, processing is performed in Step 605 to
restore the application specified by a flag to its
25 initial state.
For example, i1f each bit of flag is 1, information

indicative of each corresponding application state is



itial states, while "current SF information” and "logical channel information" are maintained as they are.
After Step 603 is performed or if the decision in 20Step 602 is NO, that is, if EFUl is 0, REIJ2 is
cnecKed in Step 604 to see ifis 1. If the decision in Step 604 is YES, that is, if RFU2 is 1,
processing is performed in Step 603 to restore the application specified by a flag to its 25initial state.
For example, if each bit of :tag is 1, Information indicative of each corresponding application state is -
13 restored to ins initial state. If each hit is O, the information indicative of each corresponding
application state is maintained. FTC. 9 is an exemplary diagram showing the 5correspondence

between a flag 402 and a tegion stored with.information on the application state, according o the
embodiment. Since :lag 402 is set to "1100" in Fare transition management inand
10"authenticationme¢hing state imanagementinformatiosch corresponding
application state is maintained.
FIG. 9 is an exemplary diagram showing the
5 correspondence between a flag 402 and a region stored
with information on the application state according to
the embodiment.
Since flag 402 is set to “1100” in FIG. 9, “state
transition management information” and
10 “authentication/matching state management information”
are restored to their initial states, while “session
key information” and “secret information” are
maintained as they are.
After Step 605 is performed or if the decision in
15 Step 604 is NO, that is, if RFU2Z is 0, a transition is
made to a halt state in Step 606. This state is
maintained until a wake-up command is issued anew.
Flags 401 and 402 are set when the non-contact IC
card 101 is issued. After the issue, flags 401 and 402
20 may be made either rewritable or non-rewritable.
[Third Embodiment]
A third embodiment differs from the second
embodiment in that the 0S or application state to which
a transition is to be made can be specified on each
25 occasion not by a PCB but by flags. Therefore, like
numbers are used to designate like portions of the

second and third embodiments and a detailed description



are restored to their initial states, while "session key information” and "secret information™ arc
maintained as they are. After Step 605 is performed or if the decision in 15Step 604 is NO, that is, if
RFS2 is 0, a transition is made to a halt state in Step 606. This state is maintained until a wake-up
command is issued anew. Flags 401 and 402 are set when the non-contact IC card 101 is issued.
After the issue, flags 401 and 402 20may be made either 4rew_ritable or non-rewritable. [Third
Embodiment] A third embodiment differs from the second embodiment in that the OS or application
state to which a transition is to be made can be specified on each 25occasion non by a PCB hut by
flags. Therefore, likenumbers.are Ysed.ta designate like portions of the second and third
embodiments and a detailed description -1- thereof is om.itted FIG. 10 is an exemplary flowchart
showing the operation of aman-contact |G caed 263 & the thirshembediment performed when a
DESELECT command is

operation of a non-contact IC card 101 of the third

embodiment performed when a DESELECT command 1is

5 received.

In Step 701, the non-contact IC card 101 restores
information on a region specified by the flag. Since
this operation resembles the one described with
reference to FIG. 8, a repeated description thereof is

10 omitted.

In Step 702, the non-contact IC card 101 restores
information on the region specified by the flag. Since
this operation resembles the one described with
reference to FIG. 9, a repeated description thereof is

15 omitted.

A transition is made to a halt state in Step 703,
and this state is maintained until a wake-up command 1is
issued anew.

Flags 401 and 402 are set when the non-contact IC

20 card 101 is issued. After the issue, flags 401 and 402
may be made either rewritable or non-rewritable.

The functions explained in connection with the
embodiments described herein are not limited to
configurations based on hardware, and they can be

25 realized by loading a computer with programs that

contain them by means of software. Further, each

function may be appropriately constructed by selecting



Sreceived. In Step 701, the non-contact EC card 101 restores information on a region specified by
the flag. since operation resembles the one described reference to FIG. 8, a repeated description
thereof is 10omitted. In Step 702, the non-contact IC card 101 restores information on the region
specified by the flag. Since this operation resembles the one described with reference to FIG. 9., a
repeated description thereof is Ib A transition is made to a halt state in Step 703, and this state is
maintained until a wake-up command is issued anew. Fﬂa%s 401 and 402 are set when the non-contact
IC 20card. 101 is issued. After the issue, flags 401 and 402 may be made either rewritable or

non-rewritable The fungtions explained.in connection with the embodiments described herein are not
limited to configurations based on hardware, and they can be 25 realized by loading a computer with

programs that contain theriby means of software: Further, each funetiaremay be-appropriately
constructed by selecting
the embodiments described herein, and in carrying out
the invention, its constituent elements may be embodied
5 in various forms without departing from the spirit of
the invention.

While certain embodiments have been described,
these embodiments have been presented by way of example
only, and are not intended to limit the scope of the

10 inventions. Indeed, the novel embodiments described
herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions and
changes in the form of the embodiments described herein
may be made without departing from the spirit of the

15 inventions. The accompanying claims and their
equivalents are intended to cover such forms or

modifications as would fall within the scope and spirit

of the inventions.



-1.5- either software or hardware. The present invention is not limited directly to the embodiments
described herein, and in carrying out the invention, its constituent elements may be embodied in
various forms withoul: departing from the spirit of the invention. While clitaih'émbodiments have
been described these embodiments have been presented by way of example only, and are not
intended to limit the scope of the 10inventions. Indeed, the novel embodiments described herein may
be embodied in a variety of other forms; furthermo?e,l\gsan“ous omissions, substitutions and chances in
the form of the embodiments described herein may he made without departifrom the spirit of the
inventions. The accompanying claims and their &quivalehts Brelinfended to cover such forms or
modifications as would falhyithin t[gg]ggog%ﬁﬁgisﬂr};é)_f the inventions. MCSLLP - 16 - WHAT IS
CLAIMED IS: 1. An IC card comprising: a receiving section configured to receive from an

a receiving section configured to receive from an

external device an instruction for a transition from an
5 active state to a state in which processing is temporarily
interrupted;

a recognition section configured to recognize a
processing method in a state of each of an 0S and an
application which is established in the active state based

10 on processing specification information contained in the
instruction;

a storage section stored with individual information
configured to determine whether to maintain the state
established in the active state for each of individual

15 objects as subdivisions of the state of each of the 0S and
the application even in the state for the temporary
interruption or to restore an initial state before the
establishment; and

a controller which performs processing, determined for

20  the individual objects by the individual information, with
respect to the state of each of the 0S and the application
for which the processing specification information
specifies the restoration of the state established in the
active state to the initial state before the establishment,

25 wherein each of the individual objects of the 0S
includes at least one of a flag state in which the IC card

is key-matched, information as to whether or not an EF or a



external device an instruction for a transition from an 5 active state to a state in which processing is
temporarily interrupted,; a recognition section configured to recogni@(f @@r[gcessing method in a
state of each of an OS and an application which is established in the a \v8'state based 10 on
processing specification information contained in the instruction; a storage section stored with
individual information configured to determine wh(_e_thf to maintain the state established in the active
state for each of individual 15 objects as subdivisions of the state of each of the OS and the
application even in the state for the temporary interruption or to restore an initial state before the
establishmen ;bgnldsa égrt%t?&f:eer(f/{vh%gh Seﬁgﬁ%{g B?dcegg%%fﬁg%e%ﬁ?ne%nfo? 20'the €|3nn§vidual objects by

the individual inferpation., with xespect tq the state oteach afithe QFandithe application for which the
processing specification information specifies the restoration of the state established n the active state
to the initial stdte efore the establishment, 25wherein each of the individual objects of the OS
includes at least one of a flag state in which the IC card is key-matched, information as to whether or

notan ES ora MC g$ppE i§§§fécf?e% by'& chishhdnd SAforimaticn of £&urrd record, and
mformatlgn OQ&%%@JE'X&P%A%%‘S@E@W%@ast one of information on the

progress of a series of processing flows, information
indicative of authentication and matching states managed
within the application, information on different keys
generated based on random numbers, and information that is
10 not output from the IC card managed within the application.

2. An IC card comprising:

a receiving section configured to receive from an
external device an instruction for a transition from an
active state to a state in which processing is temporarily

15 interrupted;

a storage section stored with individual information
which determines whether to maintain the state of each of
an 0S and an application which is established in the active
state to be processed even in the state for the temporary

20 interruption or to restore an initial state before the
establishment; and

a controller configured to perform processing
determined for the state of each of the 0S and the
application by the individual information,

25 wherein each of the individual objects of the 0S

includes at least one of a flag state in which the IC card



wherein each of the individual objects of the 5 application includes at least one of information on the
progress of a series of processing flows, information indicative of authentication and matching states
managed within the application, information on different keys generated baéeddrPrandom numbers,
and information that is 10 not output from the IC card managed within the application. 2. An IC card
comprising: a receiving section configured to receive from an external device an instruction for a
transition from an active state to a state in which p'rog:gss"ing is temporarily 15interrupted,; a storage
section stored WitQ individuakig&ormatign which determines whether to maintain the state of each of an

OS and an aplpﬁicaﬁé’rf WAICHTS Sstablished it e adtive stafd 8tbee§ro%§s§jeoate\%h 'the state for the

temporary 20ipte[ruption or fQ restorean-initial state before the establishment; apd,, . - a controller
configured to perform processing determined for the state of each of the OS and the application by the

individual infarmation,, 25wherginfeacte ofithe individuahobjectsliof the &S includeslat least one of a flag
state in which the IC card MCSLLP - 18 -
channel,

5 wherein each of the individual objects of the
application includes at least one of information on the
progress of a series of processing flows, information
indicative of authentication and matching states managed
within the application, information on different keys

10 generated based on random numbers, and information that is
not output from the IC card managed within the application.

3. A control method for an IC card, comprising:
recelving from an external device an instruction for a
transition from an active state to a state in which

15 processing is temporarily interrupted;

recognizing a processing method in a state of each of
an 0S5 and an application which is established in the active
state based on processing specification information
contained in the instruction;

20 storing individual information which determines
whether to maintain the state established in the active
state for each of individual objects as subdivisions of the
state of each of the 0S and the application even in the
state for the temporary interruption or to restore an

25 initial state before the establishment; and

performing processing, determined for the individual



is key-matched, information as to whether or not an EF or a DE- is selected by a command,
information on a current record, and information on a currently open logical channel, 5wherein each of
the individual objects of the application includes at least one of information dh&Relftogress of a series
of processing flows, information indicative of authentication and matching states managed within the
application, information on different keys 10 generated based on random numbers, and information
that is not output from the IC card managed within‘th%gap_plication. 3. A control method for an IC card,
comprising: r,eceivin%fro an extgrnal (glev'ce,an instructjon for a transition from an ac%ve state to

a state in whici BFO%%gsi 6 is eemﬁgrajri yllnilearrupjtgé;ormareégélﬁizivﬁjg% pr%%g selrclé méthod i a state

of each of an OS,and ap application whichds established in theiaclive state hasgd n,progessing
specification information contained in the instruction; 20storing individual information which determines
whether to maintaire thei states establishedtindhe activerstate for egehaf fidividuakobjects as
subdivisions of the state of each of the OS and the application even in the state for the temporary

interruption or®YESIGHE B2 SiHitiaFStafttFeere thecéstabitherit, A péforhiifig Précsssinyg,

deHnmgdﬂ¥%g§ngQQ%¥ g%%%épﬁégdre the establishment,

wherein each of the individual objects of the 0S
includes at least one of a flag state in which the IC card
is key-matched, information as to whether or not an EF or a
DF is selected by a command, information on a current

10 record, and information on a currently open logical

channel,

wherein each of the individual objects of the
application includes at least one of information on the
progress of a series of processing flows, information

15 indicative of authentication and matching states managed
within the application, information on different keys
generated based on random numbers, and information that is
not output from the IC card managed within the application.

4. A control method for an IC card, comprising:

20 receiving from an external device an instruction for a
transition from an active state to a state in which
processing 1s temporarily interrupted;

storing individual information which determines
whether to maintain the state of each of an 0S and an

25 application which is established in the active state to be

processed even in the state for the temporary interruption



objects by the individual. 1..formation, with respect to the state of each of the OS and the application
for which the processing specification information specifies the restoration of the state established in
the active state to 5 the initial state before the establishment,  wherein'éaéh!dt the individual objects
of the OS includes at least one of a flag state in which the IC card is key-matched, information as to
whether or not an .EF or a OF is selected by a command, information on a current 10 record, and
in_formation on a currently open logical channel, ~ “Wherein each of the individual objects of the
application includes at least one of information on the pro?éess of a series 0 arggg%sipl% flows,

information 15 ndiCath@Ssfdiithénticioh ahd mafthing States manSgsd withine application,

information ogrqgferent keys generated based on random numbers, and information that is not output
from the IC card managed within the application. 4. A control method for an IC card, comprising:
20receiving from anexterpakdevice-am instrectign dera. transitionfrom @ncactivetstatetoc state in
which processing is temporarily interrupted,; storing individual information which determines
whether to maifitdih théState 8f Each 6Pt O ARG AN2S apisticalion Whittfis established. in the
active state to be processed even in the state for the temporary interruption MCSLLP - 20 - or to

restore an initidl StatehefSfé the establishment: and

wherein each of the individual objects of the 0S
includes at least one of a flag state in which the IC card
is key-matched, information as to whether or not an EF or a
DF is selected by a command, information on a current

10 record, and information on a currently open logical

channel,

wherein each of the individual objects of the
application includes at least one of information on the
progress of a series of processing flows, information

15 indicative of authentication and matching states managed
within the application, information on different keys
generated based on random numbers, and information that is
not output from the IC card managed within the application.

5. An IC card comprising:

20 an IC module comprising a receiving section configured
to receive from an external device an instruction for a
transition from an active state to a state in which
processing is temporarily interrupted, a recognition
section configured to recognize a processing method in a

25 state of each of an 0S and an application which is

established in the active state based on processing



performing processing determined for the state of each of the OS and the application by the individual
5information,  wherein each of the individual objects of the OS includes at least one of a flag state in
which the IC card is key-matched, information as to whether or not an EF OE(A@Q(EFLS selected by a
command, information on a current 10 record, and information on a currently open logical channel,
wherein each of the individual objects of the application includes at least one of information on the
progress of a series of processing flows, information15 indicative of authentication and matching

states managed vglghgn th agplicati%n, information on differe#u; keys é%gnerated based on random
numbers, and iRformation that is Tt Sutput from HE 1S cAfd maRaddtf withih the Appfi€atich. 5. An IC

card comprising,2Qan |G madule, camprising,a kaceiving sectipmconfigyred to;receiyefrom an external
device an instruction for a transition from an active state to a state in which processing is temporarily
interrupted, adecegnitior seetiont¢anfigurechtol recognizereeprocessing smethod ¢m a?5i statenei each of
an OS and an application which is established in the active state based on processing MCSLLP - 21 -
specification fdritEtion contained irfthe inStructitsht wistoratie etich $tered wtrcindividuar s

information ngwhtqleeter [ 8Wg1§t er todgaiglﬁad'n %p‘e state ?stab ished in the active state for each of
individua?objects as su d%\]/?sions 0 th% state of the OS and the aéjﬁf)ﬁgat%‘rfleenvejhnlnﬁﬁg state for the

temporary interraptors er-to-restore apdnitial state: befare the,establishients and a cantroller
configured to perform processing, determined for the

initial state before the establishment, and a controller
configured to perform processing, determined for the
individual objects by the individual information, with

10  respect to the state of the 0OS and the application for
which the processing specification information specifies
the restoration of the state established in the active
state to the initial state before the establishment; and

an IC card main body which contains the IC module,

15 wherein each of the individual objects of the 0S
includes at least one of a flag state in which the IC card
is key-matched, information as to whether or not an EF or a
DF is selected by a command, information on a current
record, and information on a currently open logical

20 channel,

wherein each of the individual objects of the

application includes at least one of information on the
progress of a series of processing flows, information
indicative of authentication and matching states managed

25 within the application, information on different keys

generated based on random numbers, and information that 1is



individual objects by the individual information, with 10 respect to the state of the OS and the
application for which the processing specification information specifies the restoration of the state
established in the active state to the initial state before the establishment; ang@g 1¢2 card main body
which contains the IC module, 15wherein each of the individual objects of the OS includes at least one
of a flag state in which the IC card is key-matched, ir}fgrm_ation as to whether or not an SF or a OF is
selected by a command, information on a current record, and information on a currently open logical
20channel, Wh%rg'{n %%chfot thetiﬂ%iv';g&lalcg?jgcts of the gpm%}t[ion i gludes a& Ieas%one of

information on ?ﬁte progi?ess of & Series o processmﬁ?l%%%?mform ion indicafive of adthentication and

matching states managedn2b withinthe applisation, daformation on different keys generated based on
random numbers, and information that is MCSLLP - 22 - not output from the IC card managed within
the application. 6. An1C Tardicompeisingran € imgdule conmprisinga seceiving sectidn gonfigured
receive from an external device an instruction for_a transition from an active state to a state in which

processing is t8mporarily terrapteda Storage Sechisr Stoted With iR diGidtat Mforhftioh which
determines whether fa maintain the_state qf.each.qf an.OS.and an application,whigh is established in
d

the active state to be processe
processing 1s temporarily interrupted, a storage section

stored with individual information which determines whether
to maintain the state of each of an 0S and an application
which 1s established in the active state to be processed
10 even in the state for the temporary interruption or to
restore an initial state before the establishment, and a
controller configured to perform processing determined for
the state of each of the 05 and the application by the
individual information; and
15 an IC card main body which contains the IC module,
wherein each of the individual objects of the 08
includes at least one of a flag state in which the IC card
is key-matched, information as to whether or not an EF or a
DF is selected by a command, information on a current
20 record, and information on a currently open logical
channel,
wherein each of the individual objects of the
application includes at least one of information on the
progress of a series of processing flows, information
25 indicative of authentication and matching states managed

within the application, information on different keys



10 even in the state for the temporary interruption or to restore an initial state before the
establishment, and a controller configured to perform processing determined for the state of each of
the OS and the appiioation by the individual information; and 15an IC card niYg#® beidly which contains
the IC module, wherein each of the individual objects of the OS includes at least one of a flag state
in which the IC card is key-matched, information as to whether or not an SF or a OF is selected by a
command, information on a current 20 record, and i ormation on a currently open logical channel,
wherein each of the indiv'd%al ob&]ects of thedagplicatign includesdat,le?st onetof infotrma%ion on the
progress of a‘series %F% oceasg%g fiows, ihformation' 25 indicative of authértication and mét%ching
states managedwithin the. application cinfermation an.diffgrent keys iMOSLLP,1.23 1 generated based
on random numbers, and information that is not output from the 13 card managed within the
application.



