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METHOD AND DEVICE FOR IDENTITY
AUTHENTICATION

[0001] The present application claims priority to Chinese Patent Application No.
201610403643.X, filed with the Chinese Patent Office on June 7, 2016 and entitled
"METHOD AND DEVICE FOR IDENTITY AUTHENTICATION", which is

incorporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] The present disclosure relates to the field of information security

technologies, and in particular, to a method and device for identity authentication.

BACKGROUND

[0003] With continuous development of information technologies, recognition of
biometric features (faces, fingerprints, irises, etc.) is gradually applied to the
electronic field and the access control system. It is convenient to use biometric
recognitions for encryption or decryption, so that there is no need to enter passwords.
In addition, because biometric features of users are unique, biometric feature keys
usually cannot be replicated, stolen, or forgotten, which can reduce the risks of
identity theft.

[0004] Compared with recognition of biometric features such as faces and irises,
fingerprint recognition is relatively simple, and therefore, fingerprint recognition
technologies are particularly popular. Currently, when a user's fingerprint is used for
identity authentication, a fixed fingerprint is usually used. For example, a user's
fingerprint can be repeatedly used for different mobile phone applications that require
identity authentications, such as mobile payment.

[0005] However, identity authentication performed by using the fixed fingerprint
information is very risky and less secure, and cannot satisfy a user requirement for

relatively high privacy or security.
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SUMMARY

[0006] In view of this, implementations of the present disclosure provide a
method and device for identity authentication, so as to resolve a problem that identity
authentication performed by using a fixed fingerprint is very risky and less secure,
and cannot satisfy a user requirement for relatively high privacy or security.

[0007] To achieve the earlier described objectives, the following technical
solutions are used in the present disclosure:

[0008] According to a first aspect, the present disclosure provides a method for
identity authentication, including: selecting a predetermined amount of fingerprint
information from a user's plurality of recorded fingerprints; receiving a predetermined
amount of fingerprint information successively entered by the user based on
fingerprint input prompt information; matching the received predetermined amount of
fingerprint information against the selected predetermined amount of fingerprint
information; and confirming that identity authentication succeeds when the received
predetermined amount of fingerprint information matches the selected predetermined
amount of fingerprint information.

[0009] According to another aspect, the present disclosure provides a device for
identity authentication, including: a selection unit, configured to select a
predetermined amount of fingerprint information from a user's plurality of recorded
fingerprints; a receiving unit, configured to receive a predetermined amount of
fingerprint information successively entered by the user based on fingerprint input
prompt information; a matching unit, configured to match the received predetermined
amount of fingerprint information against the selected predetermined amount of
fingerprint information; and a confirmation unit, configured to confirm that identity
authentication succeeds when the received predetermined amount of fingerprint
information matches the selected predetermined amount of fingerprint information.
[0010] By using the previously described technical solutions, the technical
solutions provided in the implementations of the present disclosure have at least the
following advantages:

[0011] According to a method and device for identity authentication provided in
the implementations of the present disclosure, when identity authentication needs to
be performed, a predetermined amount of fingerprint information is first selected from

a user's plurality of recorded fingerprints; then, a predetermined amount of fingerprint
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information successively entered by the user based on fingerprint input prompt
information is received; next, the received predetermined amount of fingerprint
information is matched against the selected predetermined amount of fingerprint
information; and it is confirmed that identity authentication succeeds when the
received predetermined amount of fingerprint information matches the selected
predetermined amount of fingerprint information. Compared with a current method
that only a fixed fingerprint is used for identity authentication, in the present
disclosure, a plurality of pieces of fingerprint information of a user are recorded, so
that when the user needs securer operation behavior, a predetermined amount of
fingerprint information can be selected from the plurality of recorded fingerprints, the
user is prompted to enter fingerprint information of a corresponding finger, and a
corresponding operation can be completed when the fingerprint information totally
matches. It increases identity authentication complexity, improves security, and can
satisfy a user requirement for relatively high privacy or security.

[0012] The description is merely an overview of the technical solutions of the
present disclosure. To more clearly understand the technical means of the present
disclosure to implement the content of the specification, and to make the previous and
other objectives, features, and advantages of the present disclosure more

comprehensible, the following lists specific implementations of the present disclosure.

BRIEF DESCRIPTION OF DRAWINGS

[0013] By reading detailed descriptions of the following preferred
implementations, a person skilled in the art clearly understands various other
advantages and benefits. Accompanying drawings are merely used to show objectives
of the preferred implementations, but are not considered as a limitation on the present
disclosure. In addition, the same reference numeral is used to indicate the same part in
all accompanying drawings. In the accompanying drawings:

[0014] FIG. 1 is a flowchart illustrating a method for identity authentication,
according to an implementation of the present disclosure;

[0015] FIG. 2 is a diagram illustrating a mobile phone screen of an operation
instance, according to an implementation of the present disclosure;

[0016] FIG. 3 is a diagram illustrating a mobile phone screen of an operation

instance, according to an implementation of the present disclosure;
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[0017] FIG. 4 is a diagram illustrating a mobile phone screen of an operation
instance, according to an implementation of the present disclosure;

[0018] FIG. 5 is a flowchart illustrating another method for identity authentication,
according to an implementation of the present disclosure;

[0019] FIG. 6 is a schematic structural diagram illustrating a device for identity
authentication, according to an implementation of the present disclosure; and

[0020] FIG. 7 is a schematic structural diagram illustrating another device for

identity authentication, according to an implementation of the present disclosure.

DESCRIPTION OF IMPLEMENTATIONS

[0021] The following describes the example implementations of the present
disclosure in more detail with reference to the accompanying drawings. Although the
accompanying drawings show example implementations of the present disclosure, it
should be understood that the implementations can be implemented in various forms,
and shall not be limited by the implementations described here. Instead, these
implementations are provided to make a person skilled in the art more thoroughly
understand the present disclosure and the scope of the present disclosure.

[0022] An implementation of the present disclosure provides a method for identity
authentication. As shown in FIG. 1, the method includes the following steps.

[0023] 101. Select a predetermined amount of fingerprint information from a
user's plurality of recorded fingerprints.

[0024] The predetermined amount can be configured based on an actual
requirement. For example, the predetermined amount can be set to 2 or 3.

[0025] In the present implementation of the present disclosure, the plurality of
pieces of fingerprint information of the user can be recorded in advance. When
fingerprint information is recorded, fingerprint identification information
corresponding to the fingerprint information also needs to be recorded, and the
fingerprint identification information can be name, an identity (ID) number, etc. of a
fingerprint. For example, fingerprint information corresponding to the user's left ring
finger, fingerprint information corresponding to the left index finger, and fingerprint
information corresponding to the right thumb are recorded.

[0026] The predetermined amount of fingerprint information can be randomly

selected from the plurality of recorded fingerprints in a random selection sequence, or
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the predetermined amount of fingerprint information can be randomly selected from
the plurality of recorded fingerprints in a predetermined selection sequence of the
system.

[0027] In the present implementation of the present disclosure, when identity
authentication of a high importance level needs to be performed in product interaction,
the system starts advanced authentication. As such, step 101 can be triggered.

[0028] 102. Receive a predetermined amount of fingerprint information
successively entered by the user based on fingerprint input prompt information.

[0029] The fingerprint input prompt information is used to prompt to enter the
fingerprint information corresponding to the fingerprint identification information.
The fingerprint input prompt information can be text prompt information, picture
prompt information, audio prompt information, video prompt information, etc. Further,
the user can enter corresponding fingerprint information based on the fingerprint input
prompt information.

[0030] For example, when the user needs to perform payment by using
fingerprints on a mobile phone, the system randomly selects two pieces of fingerprint
information: fingerprint information of the right index finger and fingerprint
information of the left ring finger. As shown in FIG. 2, the system outputs prompt
information "please enter fingerprint information of the right index finger" for the first
time, and the user enters the fingerprint information of the right index finger of the
user based on the prompt information. After the system receives the fingerprint
information entered by the user, as shown in FIG. 3, the system outputs prompt
information "please enter fingerprint information of the left ring finger" for the second
time, and the user enters the fingerprint information of the left ring finger of the user
based on the prompt information.

[0031] 103. Match the received predetermined amount of fingerprint information
against the selected predetermined amount of fingerprint information.

[0032] In the present implementation of the present disclosure, each received
fingerprint information can be matched against fingerprint information entered in
response to a prompt request. For example, after the fingerprint information entered
by the user is received, the fingerprint information is matched against fingerprint
information entered in response to a current prompt request, if the fingerprint
information matches the fingerprint information entered in response to the current

prompt request, next fingerprint information to be entered is prompted; and if the
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fingerprint information does not match the fingerprint information entered in response
to the current prompt request, an identity authentication failure is prompted.
Alternatively, after the predetermined amount of fingerprint information is received,
the predetermined amount of fingerprint information is matched against the selected
predetermined amount of fingerprint information. For example, the predetermined
amount is 3, and after three pieces of fingerprint information entered by the user are
received, the three pieces of fingerprint information are matched against selected three
pieces of fingerprint information.

[0033] 104. Confirm that identity authentication succeeds when the received
predetermined amount of fingerprint information matches the selected predetermined
amount of fingerprint information.

[0034] For example, when the user needs to perform fingerprint payment by using
a mobile phone, the system randomly selects three pieces of fingerprint information:
fingerprint information of the left thumb, the left index finger, and the right thumb.
The system prompts to enter fingerprint information of the left thumb for the first time.
When the system detects that the fingerprint information entered by the user matches
recorded fingerprint information of the left thumb, the system prompts to enter
fingerprint information of the left index finger for the second time. When the system
detects that the fingerprint information entered by the user matches recorded
fingerprint information of the left index finger, the system prompts to enter fingerprint
information of the right thumb for the third time. When the system detects that the
fingerprint information entered by the user matches recorded fingerprint information
of the right thumb, it indicates that the received fingerprint information matches the
fingerprint information entered in response to the prompt request, and user identity
authentication succeeds. As such, fingerprint payment can be completed, and prompt
information indicating that payment succeeds is prompted. Details are shown in FIG.
4.

[0035] According to a method for identity authentication provided in the present
implementation of the present disclosure, when identity authentication needs to be
performed, a predetermined amount of fingerprint information is first selected from a
user's plurality of recorded fingerprints; then, a predetermined amount of fingerprint
information successively entered by the user based on fingerprint input prompt
information is received; next, the received predetermined amount of fingerprint

information is matched against the selected predetermined amount of fingerprint
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information; and it is confirmed that identity authentication succeeds when the
received predetermined amount of fingerprint information matches the selected
predetermined amount of fingerprint information. Compared with a current method
that only a fixed fingerprint is used for identity authentication, in the present
disclosure, a plurality of pieces of fingerprint information of a user are recorded, so
that when the user needs high security level operation behavior, a predetermined
amount of fingerprint information can be selected from the plurality of recorded
fingerprints, the user is prompted to enter fingerprint information of a corresponding
finger, and a corresponding operation can be completed only when the fingerprint
information totally matches. It increases identity authentication complexity, improves
security, and can satisfy a user requirement for relatively high privacy or security.
[0036] Further, an implementation of the present disclosure provides another
method for identity authentication. As shown in FIG. 5, the method includes the
following steps.

[0037] 201. Record each fingerprint information entered by a user and fingerprint
identification information corresponding to each fingerprint information.

[0038] The fingerprint identification information can be name, ID number, etc. of
a fingerprint, for example, the fingerprint of the left ring finger and the fingerprint of
the right little finger.

[0039] In the present implementation of the present disclosure, each fingerprint
information entered by the wuser and fingerprint identification information
corresponding to each fingerprint information can be recorded in advance for
invoking during user identity authentication.

[0040] In a process of recording the fingerprint information entered by the user,
the fingerprint information corresponding to the fingerprint identification information
that needs to be entered can be prompted, so that the fingerprint information of the
user and the fingerprint identification information corresponding to the fingerprint
information are recorded. For example, when fingerprint information of the left index
finger that needs to be entered is prompted, the user can enter the fingerprint
information of the left index finger based on the prompt information, and the system
records the fingerprint information and a left index finger identifier corresponding to
the fingerprint information.

[0041] After the user enters the fingerprint information, each fingerprint

identification information can be output, so that the user selects the currently entered
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fingerprint information that can be recorded by the system as fingerprint information
of which finger.

[0042] 202. Detect whether currently entered fingerprint information exists in
recorded fingerprint information in a process of recording the fingerprint information
entered by the user.

[0043] It is worthwhile to note that if the currently entered fingerprint information
does not exist in the recorded fingerprint information, it indicates that the currently
entered fingerprint information has not been recorded, is newly entered fingerprint
information, and can be recorded by the system.

[0044] 203. Stop recording the currently entered fingerprint information and
output alarm information indicating that a fingerprint is repeatedly entered if the
currently entered fingerprint information exists in the recorded fingerprint
information.

[0045] The alarm information can be text alarm information, picture alarm
information, audio alarm information, video alarm information, etc.

[0046] It is worthwhile to note that if the currently entered fingerprint information
exists in the recorded fingerprint information, it indicates that the currently entered
fingerprint information has been recorded, and there is no need to record the
fingerprint information, and then recording the currently entered fingerprint
information is stopped and the alarm information indicating that a fingerprint is
repeatedly entered is output, thereby prompting the user to change a finger for
fingerprint information entering.

[0047] 204. Select a predetermined amount of fingerprint information from a
user's plurality of recorded fingerprints when user identity authentication needs to be
performed.

[0048] The predetermined amount can be configured based on an actual demand.
In the present implementation of the present disclosure, when relatively high privacy
or security is needed, the predetermined amount can be larger, and when relatively
low privacy or security is needed, the predetermined amount can be smaller.

[0049] In the present implementation of the present disclosure, before step 204,
the method further includes detecting whether the user currently logs in; and if no,
outputting prompt information prompting the user to log in by using an account. The
prompt information can be text prompt information, picture prompt information,

audio prompt information, video prompt information, etc. Step 204 includes: if yes,
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obtaining login account information of the user; and selecting a predetermined
amount of fingerprint information from a plurality of recorded fingerprints
corresponding to the account information.

[0050] It is worthwhile to note that in the present implementation of the present
disclosure, in a process of recording user's fingerprint information, a plurality of
pieces of fingerprint information respectively corresponding to different users can be
recorded based on user account information. When user identity authentication needs
to be performed, a plurality of recorded fingerprints corresponding to a user can be
determined based on login account information of the user, and a predetermined
amount of fingerprint information can be selected, so as to perform identity
authentication on different users.

[0051] In the present implementation of the present disclosure, after step 204, the
method further includes outputting prompt information based on fingerprint
identification information corresponding to the fingerprint information in a
predetermined fingerprint recognition sequence or a random recognition sequence, so
as to satisfy requirements of different users. The predetermined fingerprint
recognition sequence can be preconfigured based on an actual demand. For example,
to facilitate a user operation, the predetermined fingerprint recognition sequence can
be configured as preferentially prompting to enter selected left hand fingerprints, and
prompting to enter selected right hand fingerprints after the selected left hand
fingerprints are entered.

[0052] 205. Receive a predetermined amount of fingerprint information
successively entered by the user based on fingerprint input prompt information.

[0053] The fingerprint input prompt information is used to prompt to enter
fingerprint information corresponding to the fingerprint identification information, so
that the user can enter the corresponding fingerprint information based on the prompt
information.

[0054] Further, the method includes detecting whether fingerprint information
entered by the user is received within a predetermined time period every time prompt
information is output; and if no, confirming that identity authentication fails and
outputting alarm information indicating that an operation time is out. The
predetermined time period starts from a moment when the prompt information is
output, and corresponding duration of the time period can be configured based on an

actual demand. For example, the duration of the time period can be set to 10 seconds,
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20 seconds, etc.

[0055] For example, the duration of the predetermined time period can be set to
15 seconds. When prompt information prompting to enter fingerprint information of
the right index finger is output, if the fingerprint information entered by the user is not
received within 15 seconds starting from the moment when the prompt information is
output, it indicates that the operation has timed out, and there is no need to wait to
receive the fingerprint information entered by the user. As such, it can be detected
whether the user operation times out without performing identity authentication and
outputting the alarm information that indicates an operation times out.

[0056] 206. Match the received predetermined amount of fingerprint information
against the selected predetermined amount of fingerprint information.

[0057] In the present implementation of the present disclosure, step 206 can
include matching each received fingerprint information against fingerprint
information entered in response to a prompt request. Step 206 can further include after
receiving the predetermined amount of fingerprint information, matching the
fingerprint information against the selected predetermined amount of fingerprint
information.

[0058] 207. Confirm that identity authentication succeeds when the received
predetermined amount of fingerprint information matches the selected predetermined
amount of fingerprint information.

[0059] In the present implementation of the present disclosure, step 207 can
include confirming that identity authentication succeeds when the received
predetermined amount of fingerprint information matches the selected predetermined
amount of fingerprint information.

[0060] For example, when user identity authentication needs to be performed, the
system randomly selects two pieces of fingerprint information: fingerprint
information of the right thumb and the right index finger. The system prompts to enter
fingerprint information of the right thumb for the first time. When detecting that the
fingerprint information entered by the user matches recorded fingerprint information
of the right thumb, the system prompts to enter fingerprint information of the right
index finger for the second time. When the system detects that the fingerprint
information entered by the user matches recorded fingerprint information of the right
index finger, it indicates that the received fingerprint information matches the

fingerprint information entered in response to the prompt request, and as such, user
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identity authentication succeeds.

[0061] The method further includes confirming that identity authentication fails
and outputting alarm information indicating that identity authentication fails when the
received predetermined amount of fingerprint information does not match the selected
predetermined amount of fingerprint information. When the received predetermined
amount of fingerprint information does not match the selected predetermined amount
of fingerprint information, that is, there is one or more pieces of fingerprint
information that do not match the selected fingerprint information. It indicates that the
current operation is not performed by the user or the user enters the wrong fingerprint
information, and consequently identity authentication fails and the alarm information
indicating that identity authentication fails is output.

[0062] According to another method for identity authentication provided in the
present implementation of the present disclosure, when identity authentication needs
to be performed, a predetermined amount of fingerprint information is first selected
from a user's plurality of recorded fingerprints; then, a predetermined amount of
fingerprint information successively entered by the user based on fingerprint input
prompt information is received; next, the received predetermined amount of
fingerprint information is matched against the selected predetermined amount of
fingerprint information; and it is confirmed that identity authentication succeeds when
the received predetermined amount of fingerprint information matches the selected
predetermined amount of fingerprint information. Compared with a current method
that only a fixed fingerprint is used for identity authentication, in the present
disclosure, a plurality of pieces of fingerprint information of a user are recorded, so
that when the user needs securer operation behavior, a predetermined amount of
fingerprint information can be selected from the plurality of recorded fingerprints, the
user is prompted to enter fingerprint information of a corresponding finger, and a
corresponding operation can be completed only when the fingerprint information
totally matches. It increases identity authentication complexity, improves security, and
can satisfy a user requirement for relatively high privacy or security.

[0063] Further, in a specific implementation of the method shown in FIG. 1, an
implementation of the present disclosure provides a device for identity authentication.
As shown in FIG. 6, the device can include a selection unit 61, a receiving unit 62, a
matching unit 63, and a confirmation unit 64.

[0064] The selection unit 61 can be configured to select a predetermined amount
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of fingerprint information from a user's plurality of recorded fingerprints. In the
present implementation of the present disclosure, when identity identification with a
relatively high security level needs to be performed, the selection unit 61 is triggered
to work.

[0065] The receiving unit 62 can be configured to receive a predetermined
amount of fingerprint information successively entered by the user based on
fingerprint input prompt information. The receiving unit 62 is a main function module
for receiving the entered fingerprint information in the device, and triggers the
matching unit 63 to perform identity authentication.

[0066] The matching unit 63 can be configured to match the received
predetermined amount of fingerprint information against the selected predetermined
amount of fingerprint information. The matching unit 63 is a main function module
for performing fingerprint recognition and authentication on the received fingerprint
information in the device.

[0067] The confirmation unit 64 can be configured to confirm that identity
authentication succeeds when the received predetermined amount of fingerprint
information matches the selected predetermined amount of fingerprint information.
[0068] It is worthwhile to note that the present device implementation
corresponds to the previous method implementation. For details, reference can be
made to corresponding descriptions in FIG. 1. For ease of reading, details in the
previous method implementation are omitted in the present device implementation.
However, it should be clear that the device in the present implementation can
correspondingly implement all content in the previous method implementation.

[0069] According to a device for identity authentication provided in the present
implementation of the present disclosure, when identity authentication needs to be
performed, a predetermined amount of fingerprint information is first selected from a
user's plurality of recorded fingerprints; then, a predetermined amount of fingerprint
information successively entered by the user based on fingerprint input prompt
information is received; next, the received predetermined amount of fingerprint
information is matched against the selected predetermined amount of fingerprint
information; and it is confirmed that identity authentication succeeds when the
received predetermined amount of fingerprint information matches the selected
predetermined amount of fingerprint information. Compared with a current method

that only a fixed fingerprint is used for identity authentication, in the present
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disclosure, a plurality of pieces of fingerprint information of a user are recorded, so
that when the user needs securer operation behavior, a predetermined amount of
fingerprint information can be selected from the plurality of recorded fingerprints, the
user is prompted to enter fingerprint information of a corresponding finger, and a
corresponding operation can be completed only when the fingerprint information
totally matches. It increases identity authentication complexity, improves security, and
can satisfy a user requirement for relatively high privacy or security.

[0070] Further, in a specific implementation of the method shown in FIG. 5, an
implementation of the present disclosure provides another device for identity
authentication. As shown in FIG. 7, the device can include a selection unit 71, a
receiving unit 72, a matching unit 73, and a confirmation unit 74.

[0071] The selection unit 71 can be configured to select a predetermined amount
of fingerprint information from a user's plurality of recorded fingerprints. In the
present implementation of the present disclosure, when identity identification with a
relatively high security level needs to be performed, the selection unit 71 is triggered
to work.

[0072] The receiving unit 72 can be configured to receive a predetermined
amount of fingerprint information successively entered by the user based on
fingerprint input prompt information. The receiving unit 72 is a main function module
for receiving the entered fingerprint information in the device, and triggers the
matching unit 73 to perform identity authentication.

[0073] The matching unit 73 can be configured to match the received
predetermined amount of fingerprint information against the selected predetermined
amount of fingerprint information. The matching unit 73 is a main function module
for performing fingerprint recognition and authentication on the received fingerprint
information in the device.

[0074] The confirmation unit 74 can be configured to confirm that identity
authentication succeeds when the received predetermined amount of fingerprint
information matches the selected predetermined amount of fingerprint information.
[0075] The matching unit 73 can be configured to match each received fingerprint
information against fingerprint information entered in response to a prompt request.
[0076] The confirmation unit 74 can be configured to confirm that identity
authentication succeeds when received fingerprint information matches the fingerprint

information entered in response to the prompt request.
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[0077] The device further includes a detection unit 75 and an output unit 76.
[0078] The detection unit 75 can be configured to detect whether fingerprint
information entered by the user is received within a predetermined time period every
time prompt information is output.

[0079] The confirmation unit 74 can be further configured to confirm that identity
authentication fails if the detection unit 75 detects that the fingerprint information
entered by the user is not received within the predetermined time period.

[0080] The output unit 76 can be configured to output alarm information
indicating that an operation time is out.

[0081] The confirmation unit 74 can be further configured to confirm that identity
authentication fails when the received predetermined amount of fingerprint
information does not match the selected predetermined amount of fingerprint
information.

[0082] The output unit 76 can be further configured to output alarm information
indicating that identity authentication fails.

[0083] The detection unit 75 can be further configured to detect whether the user
is in login status.

[0084] The output unit 76 can be further configured to output prompt information
prompting the user to log in by using an account if the detection unit 75 detects that
the user has not logged in yet.

[0085] The selection unit 71 can include an acquisition module 711 and a
selection module 712.

[0086] The acquisition module 711 can be configured to obtain login account
information of the user if it is detected that the user is logged in.

[0087] The selection module 712 can be configured to select a predetermined
amount of fingerprint information from a plurality of recorded fingerprints
corresponding to the account information obtained by the acquisition module 711.
[0088] The device further includes a recording unit 77.

[0089] The recording unit 77 can be configured to record each fingerprint
information entered by the wuser and fingerprint identification information
corresponding to each fingerprint information.

[0090] The detection unit 75 can be further configured to detect whether currently
entered fingerprint information exists in recorded fingerprint information in a process

of recording the fingerprint information entered by the user.
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[0091] The recording unit 77 can be further configured to stop recording the
currently entered fingerprint information if the detection unit 75 detects that the
currently entered fingerprint information exists in the recorded fingerprint
information.

[0092] The output unit 76 can be further configured to output alarm information
indicating that a fingerprint is repeatedly entered.

[0093] The output unit 76 can be further configured to output prompt information
based on fingerprint identification information corresponding to the fingerprint
information in a predetermined fingerprint recognition sequence or a random
recognition sequence. The prompt information is used to prompt to enter the
fingerprint information corresponding to the fingerprint identification information.
[0094] It is worthwhile to note that the present device implementation
corresponds to the previous method implementation. For details, reference can be
made to corresponding descriptions in FIG. 5. For ease of reading, details in the
previous method implementation are omitted in the present device implementation.
However, it should be clear that the device in the present implementation can
correspondingly implement all content in the previous method implementation.

[0095] The device for identity authentication includes a processor and a memory.
The selection unit, the receiving unit, the matching unit, the confirmation unit, the
detection unit, the output unit, the recording unit, etc. are stored in the memory as
program units, and the processor executes the program units stored in the memory to
implement corresponding functions.

[0096] The processor includes a kernel, and the kernel invokes a corresponding
program unit from the memory. There can be one or more kernels, and kernel
parameters are adjusted, so as to resolve a problem that identity authentication
performed by using only a fixed fingerprint is very risky and less secure, and cannot
satisfy a user requirement for relatively high privacy or security.

[0097] The memory can include a non-permanent memory, a random access
memory (RAM) and/or a non-volatile memory in a computer readable medium, for
example, a read-only memory (ROM) or a flash memory (flash RAM). The memory
includes at least one storage chip.

[0098] According to another device for identity authentication provided in the
present implementation of the present disclosure, when identity authentication needs

to be performed, a predetermined amount of fingerprint information is first selected
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from a user's plurality of recorded fingerprints; then, a predetermined amount of
fingerprint information successively entered by the user based on fingerprint input
prompt information is received; next, the received predetermined amount of
fingerprint information is matched against the selected predetermined amount of
fingerprint information; and it is confirmed that identity authentication succeeds when
the received predetermined amount of fingerprint information matches the selected
predetermined amount of fingerprint information. Compared with a current method
that only a fixed fingerprint is used for identity authentication, in the present
disclosure, a plurality of pieces of fingerprint information of a user are recorded, so
that when the user needs securer operation behavior, a predetermined amount of
fingerprint information can be selected from the plurality of recorded fingerprints, the
user is prompted to enter fingerprint information of a corresponding finger, and a
corresponding operation can be completed only when the fingerprint information
totally matches. It increases identity authentication complexity, improves security, and
can satisfy a user requirement for relatively high privacy or security.

[0099] The present application further provides a computer program product.
When being executed in a data processing device, the computer program product is
applicable to execute program code for initialization, which can include the following
method steps: selecting a predetermined amount of fingerprint information from a
user's plurality of recorded fingerprints; receiving a predetermined amount of
fingerprint information successively entered by the user based on fingerprint input
prompt information; matching the received predetermined amount of fingerprint
information against the selected predetermined amount of fingerprint information; and
confirming that identity authentication succeeds when the received predetermined
amount of fingerprint information matches the selected predetermined amount of
fingerprint information.

[0100] A person skilled in the art should understand that the implementations of
the present application can be provided as a method, a system, or a computer program
product. Therefore, the present application can use a form of hardware only
implementations, software only implementations, or implementations with a
combination of software and hardware. Moreover, the present application can use a
form of computer program product that is implemented on one or more
computer-usable storage media (including but not limited to a disk memory, a

CD-ROM, an optical memory, etc.) that include computer usable program code.
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[0101] The present application is described with reference to the flowcharts
and/or block diagrams of the method and device for identity authentication, and the
computer program product according to the implementations of the present
application. It should be understood that computer program instructions can be used
to implement each process and/or each block in the flowcharts and/or the block
diagrams and a combination of a process and/or a block in the flowcharts and/or the
block diagrams. These computer program instructions can be provided for a
general-purpose computer, a dedicated computer, an embedded processor, or a
processor of another programmable data processing device to generate a machine, so
that the instructions executed by a computer or a processor of another programmable
data processing device generate a device for implementing a specific function in one
or more processes in the flowcharts and/or in one or more blocks in the block
diagrams.

[0102] These computer program instructions can be stored in a computer readable
memory that can instruct the computer or another programmable data processing
device to work in a specific way, so that the instructions stored in the computer
readable memory generate an artifact that includes an instruction device. The
instruction device implements a specific function in one or more processes in the
flowcharts and/or in one or more blocks in the block diagrams.

[0103] Alternatively, these computer program instructions can be loaded onto a
computer or another programmable data processing device, so that a series of
operations and steps are executed on the computer or the another programmable
device, generating computer-implemented processing. Therefore, the instructions
executed on the computer or the another programmable device provide steps for
implementing a specific function in one or more processes in the flowcharts and/or in
one or more blocks in the block diagrams.

[0104] In a typical configuration, the computing device includes one or more
processors (CPUs), an input/output interface, a network interface, and a memory.
[0105] The memory can include a non-permanent memory, a random access
memory (RAM) and/or a non-volatile memory in a computer readable medium, for
example, a read-only memory (ROM) or a flash memory (flash RAM). The memory
is an example of the computer readable medium.

[0106] The computer readable medium includes persistent, non-persistent,

movable, and unmovable media that can store information by using any method or
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technology. The information can be a computer readable instruction, a data structure,
a program module, or other data. An example of a computer storage medium includes
but is not limited to a phase-change random access memory (PRAM), a static random
access memory (SRAM), a dynamic random access memory (DRAM), another-type
random access memory (RAM), a read-only memory (ROM), an electrically erasable
programmable read-only memory (EEPROM), a flash memory or another memory
technology, a compact disc read-only memory (CD-ROM), a digital versatile disc
(DVD) or other optical storage, a cassette magnetic tape, tape and disk storage or
another magnetic storage device or any other non-transmission media that can be
configured to store information that a computing device can access. As described in
the specification, the computer readable medium does not include a transitory
computer readable medium (transitory media) such as a modulated data signal and
carrier.

[0107] The previous descriptions are merely implementations of the present
application, and are not intended to limit the present application. For a person skilled
in the art, the present application can have various changes. Any modification,
equivalent replacement, improvement, etc. made without departing from the spirit and
principle of the present application shall fall within the scope of the claims of the

present application.
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CLAIMS

1. A method for identity authentication, the method comprising:

selecting (101) a predetermined amount of fingerprint information from a user's plurality of
recorded fingerprints;

outputting, in a predetermined fingerprint recognition sequence or in a random recognition
sequence, fingerprint input prompt information based on fingerprint identification information, the
fingerprint input prompt information corresponding to the selected predetermined amount of
fingerprint information, wherein the fingerprint input prompt information is used to prompt the
user to successively enter fingerprint information corresponding to the fingerprint identification
information;

receiving (102, 205) a predetermined amount of fingerprint information successively entered
by the user based on the fingerprint input prompt information, the received predetermined amount
of fingerprint information pertaining to a plurality of received fingerprints of the user;

matching (103, 206) the received predetermined amount of fingerprint information against
the selected predetermined amount of fingerprint information, wherein matching (103, 206)
comprises successively matching each fingerprint information entered in response to a prompt
request against a corresponding fingerprint of the selected predetermined amount of fingerprint
information;

confirming (104, 207) that identity authentication succeeds when the received predetermined
amount of fingerprint information matches the selected predetermined amount of fingerprint
information, wherein confirming (104, 207) comprises confirming that identity authentication
succeeds when each fingerprint information entered in response to the prompt request successively
matches a corresponding recorded fingerprint of the selected predetermined amount of fingerprint
information, before next fingerprint information to be entered is prompted; and

prompting an identity authentication failure if a current fingerprint information of the
fingerprint information entered in response to a current prompt request does not match a

corresponding fingerprint of the selected predetermined amount of fingerprint information.
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2. The method according to claim 1, further comprising:

detecting whether fingerprint information entered by the user is received within a
predetermined time period every time prompt information is output; and

if no, confirming that identity authentication fails and outputting alarm information indicating

that an operation times out.

3. The method according to claim 1, further comprising:
confirming that identity authentication fails and outputting alarm information indicating that
identity authentication fails when the received predetermined amount of fingerprint information

does not match the selected predetermined amount of fingerprint information.

4. The method according to claim 1, wherein before selecting the predetermined amount of
fingerprint information from a user's plurality of recorded fingerprints, the method further
comprises:

detecting whether the user currently logs in; and

if no, outputting prompt information prompting the user to log in by using an account; and

the selecting a predetermined amount of fingerprint information from a user's plurality of
recorded fingerprints comprises:

if yes, obtaining login account information of the user; and
selecting a predetermined amount of fingerprint information from a plurality of recorded

fingerprints corresponding to the login account information.

5. The method according to claim 1, wherein before selecting a predetermined amount of
fingerprint information from a user's plurality of recorded fingerprints, the method further
comprises:

recording (201) each fingerprint information entered by the user and fingerprint identification
information corresponding to each fingerprint information;

detecting (202) whether currently entered fingerprint information exists in recorded
fingerprint information in a process of recording the fingerprint information entered by the user;
and

if yes, stopping (203) recording the currently entered fingerprint information and outputting
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alarm information indicating that a fingerprint is repeatedly entered.

6. The method according to any one of claims 1 to 5, wherein the fingerprint identification

information comprises a name or an identity (ID) number associated with the fingerprint.

7. The method according to any one of claims 1 to 6, wherein the predetermined amount of

fingerprint information is selected based on a security level.

8. A device for identity authentication, the device comprising a plurality of modules

configured to perform the method of any one of claims 1 to 7.

21



	Description
	Claims



