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WD 2004/ 071008 PCT/ F12004/ 000059 1 METHOD FOR SETTI NG

UP A SECURE CONNECTI ON USI NG PUBLI C AND PRI VATE KEY
WOENEBADED | N USER TERM NAL he i nventi on conceP@BEFRHE/000059

technol ogy of setting up secure conmuni cati on connec-

5 tions between a nobile client and a server.

Especial ly the invention is agplicable for setting up

a secure comTunl cation connection for the utili satl on

] ¥ Samtle ol Frafitt Kollpe Lol ik diptic
AYD; é’% tthﬁ‘{fWEQ Jét WSER: RN i on

connectlon betmeen a server and a fixed user's

termnal, like a_ho r. office workstati.o
e GnFpan ORGSR 1k R BEAN <o SR Py eRale Bl Gition connee-
tiouks Ibtetweerszemﬂ’onlbwlfeaaamd asechveat Espeeiallpthetinventeor srapgplicable for

%tgﬁlgre{éél o ggeh @oﬁ#ﬁ&l«%’%&?t&hﬁ]ﬁ% for Ctﬁ?ﬁ’[ﬂi%ﬁbhoﬁ financial ser-

vigsneeried by tssservasbWish §@ﬁa1|nom§1 frqéq&}tﬁrset he HaverfEgn solikewise ap-
pﬁﬁéﬁr e @ é%ltl'\hé1 'ﬁ?%?@&ﬁire'&'ﬁ%hﬁic%ﬁbh%nﬂém be6Pskh atserver and a

€ SW whi ch 15 shoul r event
fixedotsebs rwﬁeﬁﬁ% AhoptS GBPRCE B PEGR THOHEIR at i on.
Digital crypto- graphic nethods are enployed to
pt..i.nf ormat i.on _t ha tran mtt %
ﬁ@ﬁ?ﬁ CFW@’F 1115 orlgotyphczg{llyl a‘(/\o Gf alﬁol? 1k])l['l{l)lpgéscs H%j degtyres that are
rhézsit ¢ enbasenetvodyy et te stepaiflseiting the gunpwLEcagion connection as
v%l??g HH]?H% ﬂ{eoﬁé‘éﬁtgf fMth a2901ﬁf%5 iBh %o%@ﬁé’b'ﬂ%ystatlons requne the user to

app e acceSS|ng |nanC|a Seryvi ces

epiared SIN Rersaral ddgntaicalion Rewekes) cofpet thsisevitsh- glii.s{&?gge which

sﬁ@ﬁ}&rlbﬂei&eﬁ'ﬂalﬁ%ﬁrt&%lﬁﬂepd?%ns%Q%m céﬂﬁﬁh m@@ﬂl@ lst%tlk)ﬁeDl ital crypto-
t hei.r Ie st at wi t ched, on, al gg?adoverthe

& TORBOE £ SRR 900 & ER0 Bh FIOTEREPE ALY Retrefirig
r8dio serfide, b6 eledtyit wdubd ot peyaseibdd tofistehetol sagnetiody else's call in

te owner. to.,.the dir on of all services used
tﬂapg{%ﬁetoﬁg{e@gpg&?g) :agélho network 25 until the
event ual nonent when the legitimate owner nmanages to

%ﬁ g @rﬁgﬂlcﬁﬁonsahkg lesQ 1ﬁ§ﬁdlé’l%r%@§ HiE aWMHiReless mo-

user account an puts he
b(ﬂlenwé?lﬁ@,t hewayenvihe (basieqeriphas serdait meﬁﬁ%l)es o%le ¢ enough. Most

p‘éb@ieeﬁeéiﬁﬂie@ﬁnﬁibﬂ? ?h@@r{fe {;\br&]/ﬁbhed%n At bey tlf@aw].lmdnh)deans that if a
ks .can .not .trus e ecu 0

na%l%ﬂqj p‘gpopdalsgolg%@]g ief; can yse ¥ (,f efesly ha{hulsyﬁggp%%a&mg the legiti-
1h@t\te)vtz1¢errtelﬂye diretthen of h]llsagnmsuwdcthnmghmhblcbuu};a& radiie network —
un%,l 21[163 gvgn%ﬂ%ﬁurﬂoﬁ?eﬁllt %ﬁanocﬂ? rl@élﬂgnatté) ok Wg §lﬂfrel%ort the theft to

al n extensi ve securl unac- cCe
aatelmnmmun@ammwpeﬁa@m vslaglnosesyd@wn vhe Bsqsrasgpuel adoputs the IMEI

(h%ﬁ?at@:ﬁé{l KebiR! ]??ulgﬁit% I&Hntﬁﬁwyﬂﬂfeagtmﬁsa@waslh fayblack list. An-

outside I1ts own control h fixed user
Qb rcABS VB &1 HATKS FBR 108 t@@%ﬂl@%ﬁ&f@e%@&éa gcliylay radio systems
iatige fRh thaltbee v&fo@dld have 't(ﬁf&if oy, the ﬁﬂ'lﬂﬂﬁgr&fss tanmeaf)aijﬂlty of the tele-

ne. t Wt c ur |t
FUTTERE SO R igotesftipy 1t is unec-
ceptrbledot i Aank cnmaimiilzathiginsequrty ceevice qpmvmdek tefeave. any key ele-
ments of communications security outside its own direct control.

With fixed user terminals the situation is even worse, because they are left alone for
lengthy periods of time for anyone to tamper with. Additionally the security of the
Internet in its basic form from the viewpoint of confidential communication is close
to nonexistent.
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WO 2004/ 071008 PCT/ F12004/ 000059 2 A wi dely used

approach to providing end-to-end security between a
W@ S@r/0Zn08 a ser- vice provider is based on thePCHER20(4/000059

di sposabl e keys. The user has a user identifier,

which is nore or |ess permanent, and a |ist of keys,

each of which can only be used@ once for setting up a

comuni cati on connection. After having used a key once

t he i [ r -
A Bty 355 aibidaRTo o QUing B MEE6d DTG lorkBin T and a ser
visrampivilenys kesadren the nse of eipesabdy ke The ‘t‘f‘r?é(?\?érayuser identifier,

vﬂﬁ’cﬁ?ﬁtmgfe éleletsb RerHnenit N CLMBEEE koys, cvbh of vsfl‘ﬁ@lﬂ&aﬁ bﬁIy be used
l'en _nobil e station alonels .not h. f or

Ry EVSTHARE G A FRTMUHEA A SRR 00 TR Fapgaied & key once the
ufitdiFiRePft duhenkanss ensneskeyt frain ’éteelltstlrfexs ameo e user must glve

oIS L SRSEP LR R RSB gBIFRGI Ny eyt o pting v

tiaf comecsienpedads endane thabatshalen geabipa ﬁtaylo@aalonﬁ é$ tnl@é renough for

fﬁlﬁg?@ﬁ%@ 3@1@% %}lﬁeez g‘i‘t‘i’[@g%ﬁ esg?? dlsigasggr@é%&ﬁré be tlﬁé f{&ys ensures

that evgn nbsemaere 1InAEIh Pavicy drapron sGtap pgflse of a commumcatlon

cgﬂlﬁ&,@%b kg koYeh 11%ﬁﬁatitﬁ€[§oﬁh© e (Heegadedihesmanthorised party can
licit ontraenlg ruct |tgns) t elkgy list
n? tlﬁ’E?e S ?Wnﬁ‘&ﬁ}’rqse llﬁ Bty BE Peast in a

placefromvvhlch it is easily found, like in a wallet

T?xp cf gwﬁﬁglg og A aﬁ&‘?egerﬁg gfb ?%? (%e Ol}}t@ clﬁ(‘@@ﬁé&ﬁﬁh&’ lQf'ulmerablhty

ofilthe &dy of)éapog@:dd keyswiMehyrusst st@re fregasdiegst (pfe@gahmt contrary in-
s&h@ds) the ‘1{\% Nt & tﬁﬁ%ltﬁ%ﬁelﬁgﬁbMIe ¥WAti6h druittledsh in a place from

causes;’ an u att break-in
wineh dletsusasily ‘f[?muaa HEg %Veﬁnﬁp 5 ghmcDsa g)érﬂéﬁﬂg 6} keyboard of a
vaIrkSak6eV ik rals)bhd:dsb ta fleegetan sarike stt afkelyeiat hzlsea1$¢aﬂyebieen used,

oG B0 i RN, 6 T T coues

an uBhbbdsSalys'trtiehgrted Hemiiing aMrdulrethe seculity pramidse's system.
separate entity for which there is a smart card
reader in the nobile station or conputer. If such

Agrangstausy ereapleo &ngway wewheddd Koy £F & lisfeysrare ﬁéored on a port-

aHEefnen{d}Zé}lgg?h{‘ 18FOH Seharh Bardl dlre érﬁf@t Qfauﬁtc@ﬂl% t‘hé ome used in a
alre W

KR SR e TR TG T T ——

for edact itlsteiib d smhytpéardlrehdat int the mwbile statich oorc_ompute1 If such

sfgég(]i é{%&ﬁ %%eowm%re%ﬁélgf '11r t{?}? tﬁ% %{se Qh«%r Q‘gﬁn' dtoflse the prob-

lemcefssteltn @Oseiieel @mav@athlats weke ahea@yrawutcbed @nipddbel moment when

1@5 ? E’H?%dsp%{ﬁzt & @&ﬁgﬂt %st{']gre‘%ﬂﬁbﬁ”i@ Rftypical that the smart card

I'n eys ven ra
og)sgn ﬁagst@mg%ugemson@)éﬁlre ithe gsersqor@n@{lgg@ q%'g pézghen the con-

&8t tifre BN RESseged for too | ong. Therefore it is
necessary to every now and then provide the user with

new key(s). The user may find it incon 35 venient if
The dasbaoks epelad eabyt card ibaseh aauhpemests drofrélate tor thegroblem of

d‘fsqgggﬁng "TRE tke%‘.r fed The best of cryptographic systems can be broken, if a
single key or a limited set of keys are used for too long. Therefore it is necessary to
every now and then provide the user with new key(s). The user may find it incon-
venient if he has to repeatedly visit an authorised office or to change smart cards in
order to maintain a topical set of keys.
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order to maintain a topical set of keys. WO
2004/ 071008 PCT/ F12004/ 000059 3 Yet other approaches

wae@4kmoo t hat are based on digital certifi caP@BFI2004/000059

issued by a third party generically known as the CA
(Certificate Authority). These approaches rely on the
use of pairs of keys, referred‘to as the public key
and the private key. Af- ter a certain party has

v&! &ae! % p%ﬁ)%ﬂﬁé{ hi%dkl%\gﬁ %éftt 51% Ezﬁ%d% dﬁél?al'c%h‘iﬁéates issued by a

I SSUues a certif

thiir ipeslty erneaice iy K08 Boiie M%‘fﬁl{l&aw ?\Hﬁmgytemgese approaches
r@l"y' d’rﬁﬂﬁ URYo fHehsSHTRES'S, r@ferfeddiotist the gyubﬁc &aydindahe phigate key Af—

B, 0 PP g A iy LRy UGB « e

odﬁttﬁbat@,ewhﬁﬁu i¥ea tpieecef digitat data Uralt yhas deeni dricegpted swith the CA's

}_V%,IEG ]éég ghﬁgfeivogrbsoéoﬂl gttayr’lgggrecf'nenﬁft ﬂ]?w ?z{lvlﬁg obtained it. A cer-
tﬁ'mam s swarmdedsoratisolvecamneiebl Qms pErelably an¢iypting paylooa% data, be-

céaﬁ%éq}f%aderﬁﬁgat@ ?jgﬁcréhtlf\éfs'it@ufs&vv requi rements for user

ort I's anot her objective of the invention to
pro- vide such a nmethod and arrangenent that make it

1P@sah Bbechive dfh.ﬁe usedntion loapreridech enéthodﬁmﬂmar afiengement for set-
tﬁ%%\%geaqtygg fgn%gmg%w?&e rﬁ?é]'&lg%tﬁo ‘:t/ﬁ': & aP %r% yte?%mal and a server
voith éew irequioémetits fonusartdaffont.ilsist anaﬁb@m @hJeCﬂl‘f‘ﬁEOf thead vertion to pro-
ﬁd&%ﬁ&hfd ?Eétﬁo@%ﬁoﬁﬁﬁ%%énq%rﬁeﬂlta{ ?ﬁal&éoltaPéﬁhﬁlébfo? the user to later

nmuni catl on Co et ween cert e%
chnek,omh@ﬂte:f\l@scmmlmécat@d/ st 81f ST IGECPHONEHE kRPl'tY e believed he

dv'ié LomnfchitMh P WEEE A Gt RERET ct?\Qa @pd@e nkmmna@ tbhebviate the

rs let. and t cond he us
I}?Séuﬂtoé as&ﬁlft}f&%tf‘or‘\ hl%%ﬁéh}flegrem% b4 Feéiab 8?@?“%?35‘1%0‘)““%“0“
wtweemntédainasotratieni tial user interface through
whi ch the user announces his request for setting up a
secure conmuni cati on connection. A subsequent request
Theoobjdetivas e the inkentsmr wic achieved dor utikiziggeiveo @ieces of program

cfbrdgcﬁﬁéwﬁfas QHEV?ilrgarﬁiocf‘n&o%rﬂethé %E@(ﬁﬂi feﬁrlglleﬁ tinithé gg%ﬂ!;emobﬂe station or
Cmnwléﬁf g@% fastemiqlgk S@Iéd&%@&rcgzgﬁg%%aﬁbe 18%‘[}?2 rusgr dptgiface through
WhichC &Y 'u@@xmahﬁbuh@sfsohﬁai ?@sl ot hs%ttitﬁge RipS anBédure communication

station or c tive

RSP h oMt SHoha i ehtesd B aisee Yo iEC BERE grovife tiggers a
proteds offi dbwhlaaudihg Hhe sswond miidleet intor daec Iueafsi ymelule station or
t hat .t he C I

cgoéaﬁ%t}tg{ "Eég ts%gg%@crgsﬁéc lyvgl}(eq*g‘é% %gsﬂ?r% sa%g Qn{l Qther pieces of
aoffdedtiat indormatiar iethe eser mmtohele @é@éwnsmmwe@t ation

or conputer, regardless of the way in which it was ob-

tained. The task of the fjrst dlet is then

Anedsmative Etrr?élgsrr@é%égc%fhnﬁd{e.t% I OReiCRE %‘%ﬁ % tasks of the first

mstnstegﬁd gHssdcont i ds@rmibeeclpidy sdehat tB6 sécored hadlet is only respon-
oLrdin L nvent | act

8 edpradiedfe R ehe’ R gt SIEPRg epar OB Pl information

innthe paserie motileastatici oe coamputer, acgredlvss of W 2GY4in0vhEbait was ob-

G 293408000 first midlet is then just to automatize the process of making

and maintaining connections to the service provider.

A method according to the invention is characterised by the features recited in the
characterising part of the independent claim directed to a method.
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4 An arrangenent according to the invention is
characterised by the features recited in the

W@ h@sattes i si ng part of the independent clai mPCTERI@D0059
to a method. The invention applies also to a user's
conmuni cati on device and a server side ar- 5
rangenent, the characteristic4 eatures of which are
reC|ted in the characterising parts of the

;Eri%es ondi tﬁg%éﬂa?rﬁéﬁ)nﬁl%'%v%{t%ﬂ% oh}afhcg&*?s%ﬁ'l%} %tures recited in

resent 1 nvention
t}m c}smmieleang ipart O%Tﬂlag@dftm@dg@é?r aipa ditgpledita é‘dnf?’il@ﬁl} t he
service provider (or fromsome other party ap 10
roved by the service provjder) a fi r.st (? 4
Thedgr e GLABRHGHPER IRreHSRQIRB NI HPRCIHaEs aBd pogqrgr side ar-
ra?ﬂ éi’fﬂ BE charmRidristiccRutess 6f whidhaira re¢itql m ths eharacterising parts

ace t fe t he user. For the sake of
0§“?’Fp?‘?1”é‘?5p§’n g\/&Plep?féiePgﬁ]éfrgssal d first piece or

program code as the first mdlet. The tasks of the

'degérlﬂlbgl Efirdt % ?&% b B%nt! El\féﬁ;’t]lé)nc\gefasgﬁhb RHAt 4t"®me earlier

face rlggerlng t

u
stagevthe ©S¢Ihha$u@§ﬂ1 I@Imﬁlp [ServaeRIPFQY 1) (;% rﬁ‘?ﬂlr?&me other party ap-

P &Y @f%ﬂe‘)&r@ﬁéetﬂ}évi&ﬁf al i 'Pﬁ ;ﬁed earh@o8CWhich when executed
I nteraction first uses t he cagabult

f
i e 15 TBOBBHR 108 S STRP T BHNER Ccier 5 SORU SISV fgrface to be
oFRINd € thy aserd®or tHhealecoofeintplovityr eguedi desightie said first piece or

p?%ér\élch ?(P e;%\/ ﬁ%e%sit ) 1&1&1%2’2?5 ?%S(s \fﬁletﬁg fﬁget @gdlet include setting up (or
configideg) thecesercintefaconndhati wiggengdhe Useoth thﬁesqryllc§tm question
\{ﬂlq]egﬁrre Idfn] a}é GHAGKS] fn@@rabﬁ&?%&t’c}ie %Eert e éﬂ%@srpoﬁﬁé* to such interaction

a response a setond

ec
too st TRiAbsAISES TGRSR O RIS 0N S4iE8, o SOfRBRreto contact
tRe %ﬂv% BovedeTD %@rsonnébt%tg robjuebt ththesegoind prodider indledes some
m% rvdg smts also its own publlc key.

Al ¢ eg]g]é 1"t Yf4s arrived at the user's
nmobi l e station or corrputer it starts 25 executing and

\ggnerﬁé esémé‘é lp%g{ﬁdgis Lceivdiop 'cloﬁnéétﬁféi ekt %‘ﬁﬁ’l{ @ rﬁlst midlet, it

are necessar r s end
chneltd thwgld@ebw of dommse B2l HBRSTONAME TASRODFA R SRR picce of pro-

SEVESR %QWnd% thér E‘@co%%%&ﬁefntghﬁé d&Bﬂ‘@%ﬂdﬁI‘@eﬁ&ub@ 0’11 computer.

secur e $t or age .the user's no
P i 8 S b ey R e e r i pp bl ey,
Wheh Yiid §ecohﬁ&nid$@tr has aravkd agidearsat' e thabilel statideyr verhputer, it starts

SR8 St o Y s SR o
dve heesssartyhihetusor's pad forsnavlingsemmenmenmawicatioarqongpction with the
se}vcicg %m 00510 nl;%@seécﬁl%ﬁﬁgdlgl flofides (a%es%nﬁ() Qtsg@ﬁrepﬁbltag@rarea within

es advant age 0
t @ n@@r@t wabily statensecwmpyEHret ytorsth sgﬁgﬁ@t%{ ]Ze}gsothegfs It encrypts

thallsefs Rkily bﬁaﬁed %u@h@'l&%}ew@tﬁa {hef wrﬁiﬁsl pﬂ@vld@'s public key and
erat | e§ a.suit a

n

SPPbtion %meevwﬁenraﬂ FoAYEr &wgéﬁsuk%%qmm“n&%ﬁ%oesﬁ?ween the two
e hagroganefice.at ed by this particular user.

part of the secure conmunication connectlon set up by

t he above- expl ai ned process, the user's nobile station

As aqanpof @ opagatmﬁxhetshemm&@ﬂ(mmgther part or program code that

Bdd E&@E&Qef'é@ 0PQRe keys generated by the second midlet) may generate a so-
called salt, which is a piece of information the generation of which involves a suit-
able number of cryptographic operations to ensure that it can only have been gener-
ated by this particular user. As a part of the secure communication connection set up
by the above-explained process, the user's mobile station or computer may send the
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5 salt to the service provider - or what the user
thinks at this nonent is the service provider. Later
w0 Rootheiosser wants to ensure that the other PCT/F12004/000059
communi cating party was indeed the service provider
i n question, he may use other neans to contact the
ser- vice provider and requestd it to produce the salt
the user has transmitted earlier. 5 In a second aspect

s&lft tB IIﬁe s%dﬁ{y ft-)w%&é}e léa ev!}heﬂa%e hays etlﬁﬁltc@hﬂﬁﬁs thSment i is the service

tion or conpute
pweldexb Jﬁ%?relftth@ USPE wants (@ @tsur%ﬁ 18§| Ptféﬁﬁéa%wmcatmg party was

ihdesent ts@r\fl@é’ pR}AIR @ eshBﬁ Eé AGE, Wheothee niegik b @oathct the ser-
hi nsel { e_sernvi

t
B CH AR R0 N T O R s

connection to the service 10 provider by using the

Iﬁ ?aesraetcb{fﬁg pf)e%? Sf ftﬁ@i S0l fuls&dml?xgéﬁk}g ofb't&ﬁgd '?Tlé“ Qcoyd midlet"

stage e user 1s alr 0SSess
intoehis enoldie ﬁﬁaﬁbatorml)wgr eeerbetorg t @fgs‘t miglst, or simultaneously

tﬁ&%mt q?? %Xﬁﬁ #Ql WE&dNe 9%15’@&6&1 hidGscSEY a Pegistered user of

ey, SSI crypte he service,
sk ok T élm@e 5 s e W i GcraagE g to the service

M@@ﬁb MRng W@se@hﬁ&@fa@é f@@t&r@emﬂiﬁmﬁbyahé ifiest fnidlet. If at that
SSO

the f t t of
AR 8 A FE R b WA gy s
the vbindctiog gequepe neryedlienglytdoataik éys uger sfmlhlllm ey, p0331b1y encrypted
ORI SSRBIALEE N J5EM R AREYES BLLSER A et
taless pliica @siwast described ‘earlimsiin| asseqialion widy theokst gapest of the inven-

1Rk aﬂﬁ%ﬁ? 'tﬁ@?és@)%ng@%n‘i’@ﬁé B&V@d@eﬁfdv@cﬂ@rtxbguﬁiefriggée generating the

provi er | er the ave been ge

Gys Redeibing m@glcm%& SRR T LR FePUTn SR PE% pred Dut his time
VASIP €ied sd@b(rjld Zﬁhdlehethamwaﬂ tireatly rebrling wethef wset'smesbilehstetion or com- -
are caopsi der. teri t v
Ry e
keys daav e deen tgepbfatechonbstehed, be iprecess sontinges as in the first aspect of

ion and its nmethod of operation, together
t&\ngweglglglhtl onal objects and 25 advantages thereof,

wi |l be best understood fromthe foll ow ng descri pti on
Tl{e 28€c] fehfurss wm@&l laf abasinbed dsealﬁbrhéte?@ﬂ’\@ eftthernvértion are set
acco n dr awi ra

SRR AAEa Y e 1 TR a T i eyB both as to

itd b@hﬁtﬂﬁheﬁ #nduemesthodbifl epeshiadm, o’m)gethetr: omnhltaeidltlonal objects and
cording t [

agﬁfa ageg?%ﬁrgo ﬁn?éé %F%tplr%ge)dseg%[pb%i(}%%&lg e fﬂﬁ%@l‘g He@rbﬂmn of spe-

aifidleatbodimontdiwigert xeadnin cenpediomeviithdhe aegomparsing drawings.

fig. 4 is a state nmachine representatlon of a certain

second m. dl et accorgl ng to , an enbod] of t

Figvént i dHustoages o gnetBod prerding toanerabeds tﬂfég‘? fwiention,

iy 0 ar iEngetent @eeontbbide tRtidn @nbedputeieirtonifing e an embodi-
i hve 6 is a state machi ne representati on of

Iﬁe’&te(PéthFﬁn%eé}t process according to

fig. 3 is a state machme representation of a certain first midlet according to an
embodiment of the invention,

fig. 4 is a state machine representation of a certain second midlet according to
an embodiment of the invention,

fig. 5 illustrates a service provider's side arrangement according to an embodi-
ment of the invention,

fig. 6 is a state machine representation of a certain server process according to
an embodiment of the invention, and
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an enbodi nent of the invention, and WO 2004/ 071008
PCT/ F12004/ 000059 6 fig. 7 is a state nmachi ne

WO e@resen at i on of anot her server process accoPCi/RR0G400059
an embodi ment of the invention. The exenplary
enbodi nents of the invention presented in this patent
application 5 are not to be |ﬁterpreted to pose
limtations to the applicability of the appended

ﬁ a7 ns. Jﬁtest&tér&acﬁlﬁe%{ﬁé’ sk@tioh OfUiRthdrseidSpRRE& hccording to
mta- tion that does not

%Flhagitl i 02%‘%{]%’% HBOBf al so unrecited features. The

features re- C|ted in depending clains are rrutually

LSRR 30 8% DEIPR 8L i otent oplicaton
grerifairivete anteaon@mlr tos pesel lamidhtamst ﬂqetl@eapplmbpintgr of the appended

MhES! lshee%}bagté \r@% r%%" k?sehg@p{h fihe R}Ht%glf ?ﬁlgcattfb‘?has an open limita-

servi ce prOVI cor |n% an
Qihthat does @%ﬁé@luﬁﬁ§h%@éw d)faﬁm ungaeyge feafares. rldie features re-

cs’:lfd@leﬁlt dé&fentiite; tRImY @i nAfualPy ERelp dombirmb @RRIAdThetwise explic-
xﬁté( E%t which the user registers hinself as a regis 15

'ser of certain service. The |evel of certainty
at which the service provider nust identify the user

]fﬁé ﬁmlﬁft?&t&g C&%ﬁ%%%%l%ﬁ% r}?egﬁ\?ﬁ{e%l ot 43%’6:2’% Rl SREH ﬂhEyservme pro-

e requlre e use e servilce
Gdess enxhas erllméae;twem d@e userang.the sclé'meelaltqwxiﬁalaccgmg to an em-

%&ﬂleﬁptﬁ'ﬁ‘? Q@ﬁﬁﬁ‘ﬁqs\’t@lvb'l‘fat'ﬁﬁ Qie%ﬁ‘ @ald etBoifesc{b%Qlt H?é’ﬁﬁ% as?ect of the in-
trivial or_ even dism ssed %’ihﬁ e ot her

Yerdioge Stac k) | & HPrePAERYaticR ﬁbWba SISGF 55815t ﬁ:ﬁ@pw f as a regis-
et use%ooﬁbéiﬁlﬁtﬁeewaétThétlevﬁrtﬁs&rfaiﬁtydaﬁ%ﬁtﬂﬁthe service provider

PO BHE 15k 3 20 st TRl e e e Syt that will
bd miquired fauthwouseseftthefserfice en gnestion. pf thetseeviaa is e.g. a recreational -

%J]‘Iflé %ﬁ{ nb qﬁ@ﬁétﬁxy%lhe Qng&‘?/g&g@gs F%ﬁ#gﬁg%é@ﬁ?ﬁ or ?Vegndismissed

WltheO@sﬁhﬁ g)thelcléandﬂfathg :sg{@n&] tine fingneigl png or lla%t@ﬂ;l?e igyolves con-.
éM%lﬁBleCéﬁﬁchb@n&b'efrof %‘L‘}E,‘.ﬁfeéi“'bregi‘,‘.hgﬁ?t‘?éﬁ?%ﬁ A allléreements may be
B Rb ST stk the s pay $eaPai bl Gsonaly visten adhorised of
iﬁr&Saﬁd [oepioduse |a@ngfﬂc&ailmdeﬁhﬂt:a@m kiopumichth Bo®vear tHege extremes
B8P 5L S B G A SRS BRSoe o ca
thimeel, in vduch webs thboChg (&iajlehiLmge Idmtidy) stmbed 0&caived by the ser-
ieE gﬂ&ﬁd&f eyhides &ﬁceﬁ"a’é‘ea H}idfdofﬁﬂéﬁﬁftga@ﬂofs"é’@? p%¥s1blbethat the user

ser ICé pro- Vvi gl ves
hsise reviogs d@ﬁ&ﬁ@%d@la’fmﬁl@ﬁ Wgthhtheesea@sqegnm\'é@er &3 the basis of

\ilﬁl%hfthé Slétté'ﬁ siiderd i WerdoHabBech Ated AR WithR%It B Oser himself
3 Fl:yg nera esi gnation for Mbile Information

PREAWYENESp| i cation and is understood to nmean a
pi ece of program code that can reside in the nenory

8o 1§ S5, 80 S, A B SRR By Slvie o

delt peepthe beersa aentain, first piece of program code which is here designated
as the first midlet. The word midlet (or MIDlet) as such is a general designation for
Mobile Information Device Profile application and is understood to mean a piece of
program code that can reside in the memory of a mobile station, enter an active state
in which it performs certain operations utilizing the resources of the mobile station,
and exit into a passive state after it has executed. A more Java-oriented description
of a MIDlet is " a set of classes designed to be run and controlled by the application
management software via an interface". The present invention is not limited to us-
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and exit into a passive state after it has executed. A
nore Java-oriented description of a MDet is " a set
w@booglhzwses desi gned to be run and control | ed PYT/FI2804/000059

application managenent software via an interface".
The present inventionis not limted to us WD

2004/ 071008 PCT/ F12004/ 000059 7 7 ing m' dlets in their
strlctly standardi sed form The word "mdlet" is used

1r\1,§ rrﬁldlgfg r]ﬁx ¥he sfr?(ft aﬁg{anhgﬁé%eﬁc'foﬁﬁaﬁ"h@twt)f@ "hiiARt'0fis used here

ESC

mesah wreék@pbﬂ@rﬁ%wh@é pitheritap of oYmhieg thig ée%,qrﬁglqnh@ldlets were the

o esdd EntPR ALY RowR fORE ofwedRses ee fRenfion Hit ti
1m<5‘§af| et 1%52 I%I&ltrmake [ ty as v(E:/asy as possi b%e efor 1tlﬁe usgrp1610 1oe

to start wusing a service offered by the service
THeopir@ese of mheofidkt midbetas o evaketibias egopbs pbesibler forr the user to start

T OSSR BeE L by CFSEoy TET g e o
naididetasopnoieEs sag a aertamqoanbther@fsmn@ forsmotlifyingathednteractions be-

tﬁrlé‘éll? arq%% tmtfeﬁﬁ@é ?19 a%ﬁc&@@f‘atdt@l@ergolt)@@ sﬁﬁ@h's% tﬁﬁtaéftél"‘sucll modi-

aln-start Iven

fingtion hag disen sloge; drimebimstatien KNQWs h@% ceq%lkl, sﬁebd gommand given
etHethdbrS ShAChS @Hclhhgr@lﬁa deefakh o) ASISINE G aeﬁaht gl¢ction from a
rlﬁ{%ﬁhunder certain cir urrstad:? esg{ or a cersﬁ A i
STtIEPSIPRe? FEHAINERY SY5T CEUER algcgp viiloée Cefain time,
thégns thastlepuskd vandsriy ises cattsin sesvibst Bpfigol stepi hR chumprises also
sdgétlsef)% oéoqlﬁfr}ge{h aq i1t 4 ﬁ%ﬁff?/ At qfs%pﬁﬁeﬁgcé BE the user's mobile

t| on or co
stedheak. caBpwier sif epcl1 3 Iteﬁée@rser expr esses his wish to
start using the service of the service pro- vider.
Bet ween _steps 102 and Ion tinme have

etSd 03 3he St RETPIES TS Fid & SRESITRBIA Gatia A service pro-
Vﬁﬂ@f Be@esn BRPE 102dnalt 103 Q@ng: qrfmmﬁ!y Hatvertegnrpasiak after the first

lgligtgai i %Ag?ies%@?%ﬂea&sg{'s glﬁ%bglelﬁgg?rh 8@@%@&9&% hlaé/ rside there

mraepzcssmemtaitetﬁmata lohg tidy bE fors tiiaisi raedod. lromone éﬁtaﬂow step 103 the
d@glo gﬁfteg w%gﬁ?ﬁzﬂfdetthaf’\fhter}ng&lé%hgﬂtd(s%Brr]lgfutéﬂ'l‘?o\{/ IKndlws to associate

éy reasons_st i nvol ve a
Wlélq airastvetiongf thadirgsaridled Bon %qcualtwwwwéqp 493 may involve a

O RREmKhbr The hQ&% 'eﬁl'té%%t PR nuibes beBthd kiddef {dehtification.
m-dl et controls the nobile station or conputer to

transmit a 25 connection request to the service
A1 oepdey4 thhfigstcmidiertomtiols ehe astbito stationsoracomputer to transmit a

Cb)?lﬁgﬁt)tlblfél’l} eréﬂlﬁe{stttge%l gel}nce aélg)g%dieg‘te p[‘ng c%hné&?orrc' ?&aﬂe%? contains an
idemtifi¢roof thiei aterawhisli entifientheassrvicdipigvider stilpberghle to associate

\Dﬁﬁ PEEYLR dé% ffop%ﬂﬂcﬂear ]fﬁméﬁloncg&(ﬁafn &y QtreEaIOP'has IPre\flously

IS nee or proper rectin e con 0
hesgursstormed; heondaghiptamnsition; that ISvmedﬁgi OE RI9 rbhgﬂ%r&g the con-

ﬂé&tﬂoﬁ%eghéﬁtto "fhé“ts&tvu% ﬁﬂlldlcﬁr \@Qs tyﬁl@ilfsaiﬂ&ﬁd@ﬁﬁkﬂ@eﬁrst midlet or
si nul.t aneou

Pt g i<y Pager datvdsadikame! Gpegisly 1IGER fih rdlet. In low-

seompt}emﬁ}blycamums tveltbrastept b@l hae behmsoml@ielydomnﬂt@hdnd:l the user has

% ﬁk]gc I rl?g)aflg%% ehrsgfn? 5}1& fwsa,\fv { (%161%%1\(/%8 i Es Q%upt in feature of

1 on or
hihenclilmetaticororrteruissd, the eonspctiou regiest @Ntaprioélnlylay contain any

user identifier, which the service provider will just accept and use as the "reliable"

identifier of this user in later steps of the procedure. Other possibilities include, but
are not limited to, making the transmission of step 104 as a telephone call and using
the CLI transmitted therein as the user identifier, and using a certificate provided by
an external Certificate Authority as the identifier of the user. The last-mentioned al-
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user identifier, which the service provider will just
accept and use as the "reliable" 35 identifier of this
w@e@n/07108 at er steps of the procedure. O her PCT/FI2004/000059
possibilities include, but are not limted to, making
the transm ssion of step 104 as a tel ephone call and
using the CLI transmitted thérein as the user
identifier, and using a certificate provided by an

SHUREER SR PR AL DBt s e
1eCTs 3608 t@0d95a exgemal GAsi ve is naturally in

conflict wwth one of the further objectives of the
invention, 1i.e. not having to.rely on.extern

Agsten 895 B SANECRIOYIATE THROBVASIBP CPBRE lireRsh 1eads the identifier

c@ﬁfhﬁhﬁé‘d t}iéi‘elﬁle@ﬁtﬁ%akeﬁ eadsrfib@iondanbider &b as'éocmtﬁ thieneskr with the
her e

Cpﬁrgch gcgqn%wtsﬁoqe Slnat:l{?f%egg{[c%?}tar:g?{?c}qrg %{ g %?%\9 %hgtrgglstratlon
sy Vigaén i dowiv dhectustysyptlientioms sieprlévimay m@d\vs sefdinigarp a new user

a%%@gl}t \}Qgﬂérn]tl 3 JQUESRGUEH %nmde‘:%s nl?l@{ﬁ ifibf QO]ﬂﬁg.ﬁkegBﬁll a connec-

ing Up a new user  acc
twpgeqiiegted with an (nmade-up) identifier contalned in a
connec- tion request 10 After the user has been

provi der nmake ans

identified
Aficneisen bes Dernsmtifern o e PLAGReGekRY B ttshission at sicp
1@60 @ﬁgsmhtﬁlﬁgtt@fthﬂ cle) ?:@bﬁ@dﬁsecoh? @iecenef progasmt ¢ele — known here
ond m dl e as_we
aﬁr isgernd Fidlet s as %“taisoahﬁggﬁg 1ér?g/t gf{iﬁ% %erwlfe PRIVIAES The last-
mexessdriy riot abkolupdy siebéssagpiil a1t possihle mpltqaélom of &g present in-
\}eﬂtngﬁ M@k 'glgﬂjtsyﬂ%gié\llﬁgm&gf dé?ltﬁﬁlfy 8 ri‘é3n1andator¥ if we require that

denti require
the seryies/ pPrayigeronpgiepe ﬁh]@ttobggg%ﬁ(jé skeg @f ag}qnys% :tllbeﬁ the user may

VeRfrQ LRI AR, A9 ahrbﬁierﬁeftﬁ/elté%rncl&mg #er debick psowvidens pubhc key into
an al.ternat.ive ag EC osin ﬂesrwc rovg1 he first
tQ%Bt%ﬂéHR%ﬂgfom # oten 86 PESH Blvoits TegFiF Bk &, glfh the firs
maethasep BiBiorde mby hagevbinad it fronhetHery sublimsairets. ‘
at step 102, or he may have obtained it from other,

ublic sources. 20 At step 107 the second midl et
t step <l Ogxthetecayd anidigiestarteexeculingi 4t dhe iser omabilecyagion or com-

Ig\"el!éle "Thel BRe@ARRUNaY nbé;)ﬁ% al@tﬁgrhﬁ?tl@él ORhE dektoe inf qﬁé‘ﬁlon supports

Vice I n question’supports At c_exe
ﬂuttOTﬁtaSlC cegitian, 1HF e TCAVEF & s L e Bseripehe form of
rdfﬁc%n %g%coﬁ'dr : mgi@ Keg0dY @rfe\@rl@&l Mheditseynidletawhich may
e firs
sﬁﬁ% Fiing i dhe, aier st siatBhceh STefe dhiy haPE o papt to play in
dtaviggahp andectiboplofithe secetlamidley fohexaxplaitimoay @frommé the user to
I%e%q%d g eL.Ctl(Il l%l%ﬁgﬂmﬁl‘ﬁch el%(@%tllg% Q¥ Riartdd® ASEImAS task of the

rmcertal n ac execution’s
mand saidles ipitp igenyrata sertan lteryé thafethsritserivgllepesdsing gpmmunicating

muy;‘tvﬁtﬁ ehd @éﬁn&epﬁoxﬁ(ﬁlﬁ’t If W% M38Mmehiat P‘I@e@ubllhc Key Infrastruc-

icating secu he servi.ce pro
Bl Juriese Wi serandy PReT BRag (e  PUCLS el AP GG ey i for the
uger. UﬁQs alslbepcsﬁﬂﬂe dhat theakcosd atidlet Seachitdd onlykene key. As seed in-

1%5*}11\3/1‘? on tlcg Hhe %asleudo ran&om process of key generation the second midlet may
use information it reads from somewhere in the user's mobile station or computer,
like random key presses the user is prompted to make or noise received through a
receiver of the user's mobile station or computer.

We assume that the user's mobile station or computer has a certain secure storage
area where stored information is protected from unauthorised tampering. The sec-
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user. It is also possible that the second m dl et

generates only one key. As seed in- formation to the
w@s@ytdorpandom process of key generation the SBCDRI004/000059

mdlet may use information it reads from sonewhere in

the user's nobile station or conputer, |ike random

key presses the user is pronpt®d to nmake or noise

received through a 35 receiver of the user's nobile

T, SB35 OB b KRG, ST s

stwiregearstored information is protected from

unaut hori sed tarrperl ng. The sec WD 2004/071008

PCT/ F12004/ 000059 and mdlet, while ecuting at .
Arséep 108 onst ofr the firse a@ér‘ﬁé%&‘%@@@%"‘?ﬂf‘g ﬁe wps%é@@u?%the users

rﬁé@[eagﬁtléhe@f ccﬁhpﬁie@ F?sol%t QﬂWf-haQEs tahﬁlrfhersttarf:smisﬁsﬁ apdhe service
let's, contrals t eratlon of t
T R i ey ol g9

the aa&m&pmmdctroalbhg wﬂh\anc&len’pﬁex/ iofiéhe utSbm gprefergbly the same that

v%%]saﬁ%g' A5 e@gl(?ﬂré%%gt SENCLALEBr E dcﬁfléf@xr &%%B!?%@sé e Qnder. If a pub-

servi ce prov
Hedkest 1 pnerateokest hairyges g@mfé’feélr e yanmlsw%ﬁ hgp 10fagontains the

e | &Sﬁf s?@m%@é‘ke ds efefﬂ@d ﬁ?[s%(ﬁﬁaﬂ%@‘ihdﬁé t1@@Bmission of step

r eco th , t
Ablest 5o e eaentiope rcégfg}ﬁ% FG stbgéjf foiger had previously
16@31(7@(1 73] éﬂé@yﬁtﬂ)rp ghhblic)Kesy. of theasaivigl provédervasd it is used for en-

c%b%t?r{gi%henggggnﬁsﬁophﬁe? e %l%ﬁgbfrai\gazo% %?mggm%fn l§éf8f the user
wieuld seotryngrhitedt i_meplatmir:xh is/eprlé\nncbjagl publiceksey vedranpmitted at step
Gf)%c [ity Btdfnggt ﬁe%%%ﬂqgﬂdét‘&é’ t§ eﬁEH?)t $hé Yﬂaﬁ@mf?srs% dath #dpiblic key of

or en-"crypting t ransm ssi on, because
tb@ﬁ@rrvwesmroaldm uabl e encryption key of the user would
be transmitted in plaintext. Even if only a public key

t tted at step 15 108, ' L
AR 1€ vige AR TIgE TooRey ot ey b i s gnd stores it se-
duudllyi for key 1ﬁfcont1ﬂm&nﬁﬁtmn0\mth rthigi jteticular usee pAtlO@pt Hé the service
servi ce
REp YISt rq#ﬁ)gés ﬂ-)r é}f Sgl%xbo%ehg&nléﬁtymég&% QM%LI {3fls lﬂﬁfﬁsé}r’cﬂa‘c the ini-
tidting panceiaugs eila\il@sbeen pomplespd,1afder wige rsew,ré c@pmunication may
%rgfﬁ?’ g %Eeg ??Pofﬁ 1n;é‘ H‘ﬁe%u?@ %Bﬁl‘i‘ﬁlﬁﬂgmpﬁh@%§§1@é§ %1631@ station or

user t I Nl tlatln rocedur.es
q@@@wt@fomﬂséh@@u Hetesy Qe 1FeBEeRPE TR AT 5 ﬁt ﬁﬁpe step of the

P86 (8lg. %f p1016t91£%s Well iag distdven kegl) Qhaictl’l’tﬁlsed:@ﬁi mmletk lgenerated at
use st at | L. U
S 168 DirsartisS siovichs poss RSBV et st nE Bl

the process (e.g. step 106) as well as its own key(s)

(t;a?z%}n %o%t%ﬁf’@&aﬁ% gk‘ﬁ{et 1%1%@5&3({6%9118 d agévesél% &?gléct)\ggfg

provi uses recei ve
108. Certain inportant details of the process

Ii t@%g@ﬁ‘& aﬁgﬂ‘é@ tl?é ﬁsér@%nf)ﬁ’lllé SMtiBE or Je)onﬁﬁi»feﬂ el alda@l obtained di-

us statjion or conp ans,.
GBS R P 58008 epépwie%’ F S ey das @?IE’éCEpPBQ/‘Pg@%nEaSTa}@Ct control
NRY thé eva@emvwmhplté}w glergehamitel aedie werls eal. Onvthe dther hand gen-
qrﬁ‘éll%laneqseﬁgA{gyééxﬁ o TREALES \?itattetsr}ﬁe UREH oF &Ry ha%g to trans-

port keys from outside to the user's mobile station or computer, either on portable

grﬁgpw key Pbt fhe user to

memory means or through a communication connection. If the process of generat-
ing the keys can be made fully automatic, the user may even be kept unaware of the
fact that encryption keys are generated and used. The last-mentioned feature is a
definite advantage, since users have certain distrust of complicated operations when
using their devices.
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erating all user's keys at his own device obviates the
need of ever having to trans- port keys from outside

wao ooottheiosser ' s nobil e station or conputer, eitPEr/FRN4/000059
portable nenory means or through a conmunication
connection. If the process of  generat 35 ing the keys
can be nmade fully autonmatic, %ﬁe user may even be kept
unaware of the fact that encryption keys are
generated and used. The last-nentioned feature is a

I nite .advantage, since users have tai.n, dist.r .
23 Y 0 BT RS BT BpEBI N el he ntorma.
)00, I 210D edqRifEniei2d Odf @BAPHdon 00 ofer NeavBtys faatwies peing em-

tQ.qf e : t 1 SS¢

e ey S RAT KOSl BfofierLnbeahed On the
otmerrlyqmdi speutity feateies SBberent i fheatransamispionnystsm doeaefeepmplicate
(LI ORI A UL ettty iaERlon ) xchnin prce
by beer) SHEPGHC THE KRS PN A GIPHAE 2) 0 i Ty gy kind of in-
f@ﬁﬁ@ﬂi&)rﬁﬁi ell drieop bﬁﬁﬁ(ﬂjﬂﬂibﬁalﬁb(brhlﬁ{uniékdiﬁm lbe&tg&lehycﬁe cusg]e and the ser-
t he key.generation.and exchan roce- dure has been
V&W'Oé@/% ,regﬂgi?é)%%éﬁgﬁfe té)ﬁ%r{;%{l?ng and decrypting

any kind of in- formation in all uni- or bidirectional

3§W§f GalOR %%?%eg%atceeat%ﬁg hus8Ad ntdigleS@htioN |t &omputer. We as-
rovider regardle Its content or am)unltj. 10 3).. . .
sugte et thessesiire sregeasRacs s deaireniag 88 sugh peplepkall information
s8oraH i tReke agfﬁﬁﬁ%ﬁhﬂldﬁse@&aﬁ%@ﬂﬁgt Haty tish f@euee have been imple-
st orage sgace has f(ej?tﬁr es tha

- h tect all. :
T P DRl e s R PR, BB AGh Pbicany tere i
dnaAPE(Apglicdiion Busdrafnmaingrlaserfired thwerdsi thiplsecurcestomge space that
n. pract ' ' .SE
B B @il NS FERREod ehely RRE Y kequrs storage space
iProggsaedri ng | nterface) towards the secure storage

space that requires the user to key in a PIN or
simlar code every tine the

cure storage space i .
Aacdsresgibilily qiesipg dag gwqrwgiﬁeya PIngfse ﬁﬂleg&ﬁw%%eé dhan direct en-
degpod @hd Qiegweit Puapaeeeertintifater Oelceahe k%?s have been gener-

ryption a cryption at a transceiver i.nher : L
it and pioredys e vE s ioGen dpacBEY alfamuailindy 1S, goplications
rsaningeinshe magtelesgiaden ot hempatee, s tialt didyecdonseethgm for purposes of

pl | cat | NG oot j | ]
RSO0 [ DS RS 0 0 e ol
setewhicwis a Ongptegsaphicalin protected pigss riaiempatian [hay oply the user
Hiﬁﬁe%fsc%h Haﬁf_eg:%‘?é&tl? t?e %?exﬁt@éﬂsﬁﬁts ﬁlf@'SbltfdMéh‘ Ql{ib b@m{mhuntication con-
crypt ogr aphi.ca protected piece of .informti.o a _
P Re RS e ek oo AR QA T [P hfigigned stores
it fenfifiiteSrefdrencalthe avar mhhéateo useisomatatiesr foom ohemhimmication to

to he thinks.ks a certain servj [ QVi . :
s he Shied B0ad B B8O BBV e Bk S5y R This way the
isee miselaterepstzttbat s was comnoutieatifgwathghe appropriate party.
conmuni cation to request the service provider to

Igr oduce a copy of the salt it received. This way. the

) h
Beryptagraphierapptisuiens il ¥retheaguessionm el ¥alidiy 1 pxier to be se-
&, ARRIAR iBh&aRA k¥y or certain used encryption method must expire, i.e.

cease to be valid, after a certain number of times it was used and/or after a certain
period of time. Regarding the validity of the keys generated by a second midlet as a
result of going through steps 101-106 once, the parties may agree upon a common
policy. For example according to a strict approach the keys are only valid for one
connection, after which at least steps 103-106 must be repeated before a new con-
nection can be set up. A key itself may also contain information about how long it
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30 Al cryptographic applications involve the question

of validity. In order to be se- cure, a certain
w@eoenzoesl key or certain used encryption net hpdI/E28G4/000059

expire, i.e. cease to be valid, after a certain

nunber of times it was used and/or after a certain

period of time. Regarding theldalidity of the keys

generated by a second midlet as a 35 result of going

Girpueh S48 thl&l? 11321%_609 pro&ss tﬁﬁeat%%ﬂc}ieg %sﬂ%y aﬁ%&?ﬁed‘ REY may halt
a common’_ policy. For “exanpl e according t& a strict . _
angren ﬂnmsaré%smuti@tn@ﬁﬂlgﬁ dawnlgadimg Qigr?ene\zvf &eprecontigling midlet.
after which at | east steps 103-106 nust be repeated
efore new con- nection can.be set up. A key itself

iy S 41 8 5100 RETR 4F Grivets BbHS UL AL FORGLTE apgsiaine to an em-
b&%ﬁﬁﬂ b0QBe RET¢HIZ0 /10403089 er RO1canabangesgleth bemavailable for bi-

| Se a Process. t a t te in r -
P RS AR w e R TR R PRI AD constiutes
thowmheatiah gousf ofitheeapplaegtus,crxecnling paogradisettoredring: program mem-
drg 230 IPRG I (ﬁ\g{i A0t e RS %érkl)ﬁ'% Bpéleatﬁhaérb AstBfed in a data mem-
C co bodi nent of th

ut er- ac r |_ng_to an em .
AR BBA commprigaten vath ayser 1 @qd&ﬁ@?éothf@lgjwea user interface 205,

PAY8idaBRaf dPivhidi afAisi beplt @ﬁ@unsz@.rf@nmblﬂayjt Qt06Vﬂﬂd'1irip|ih€ means (e.g.
service [LQVI ger . . pr oce or consLitu S ;.

R TRE TR oY o drenidl s Blr o e cctitsetion i B g Ore of the
Ebgraed niemaryp2 @y amdndanmemoyy 203 inélayiéoan chbatranicertfe storage (not
s?i[)%/ng.e‘fﬂg g%sjéérdfntge QREIAk !p%Ptts Q)rfethé‘.l,{%%?g GO Hafid 3r computer are
mem - "ory , ahn conmmunrcati on w a user I s

highldghted dntmeraudbtad mste foltosvifgc wheos thel operajioncei an exemplary

PR iniffet WakCHh BKk&nPMEPYbcIRRARIICE idillildR B th2ferdRbe to figs. 3 .-
I nput nmeans (e.g. ~ keypad; possibly also a serial

Bl uet oot h connection or the like) 207. One of
the program nenory 203 and data nenory 204 includes

n electroni c saf e.storage ot _shown) . The tasks of
iR USh e mich e WS RRESE oL PR ongBRAE L SRRl B rilatet accora-
ingrpureembhodiméritgifl thghneention. fostelldeg did first mhidet takes place after

L i 3 . ) t.i r

FOH 08 L6000 8 00 EhERoXSIEEL ) 5 trongh o o
qomppynicatieds wPrthne bided dndbe tiser injerface (Asdinafigr?ly The installation
ih&ludes pBkEbIBRbAR gt SF 1R LS @Plertite RRRAES 5O tha possibility

ertain first mdleéet ac onl'.fl- [ nsi%. to % errb?diément of .
o Vi IR STATh GOTPTAT g LR ETFVINgG @ PUIORELIE SIGSATp oQBe s offered
taftheuse A fhavine@llatorithe dirstt médlehsrint ipassive state 301. A start com-
transceiye 20% Ln fig. l.oc -
hERREREIET el R dssbingGin®y oS YL aPstirRtg gp into an ID re-
quessstate 304 .at Mhichrieromptatheatsento giviesontekindosdentafication. The

A ; ; ;
RS IEI A buct & P WY Shordfin of by MRSt RILPA the need for
ersREDg thafsomy the legjtigatecyses krh gsafhis pgricular ¢gvies apd this particu-
160 niidRet UDE rotonftﬁﬁélgcgng ns%b@te' @(%ﬂqﬁ{hrﬁéz'tgicfrﬂ Wgﬁh medéﬁbgdespﬂdﬂ'ider. The
.a _passive state ) starnt ¢ mand receiv .
ARG e Y 8 St 1 Biod Hea BhN CPAE ol dhgiacteg string type
identiifi¢atica) al bloretric udasttifitative sB0R asat finperphint tor peidngtssan result,
S 01,04 [ f id if4~Ccat i,en.

A ol VP xR Mo W bl 3P g el o where the
meie gtartsonmnanéis iaken fie ra@@@eﬁtdﬁlser identification". State 302 may even
be completely omitted, if it suffices to rely on inherent "user ID" features of e.g. a
cellular radio system, such as the CLI that will be transmitted in the telephone net-
work without any action of the first midlet.
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ensuring that only the legitimte user can use this
particul ar device and this particu- lar mdlet for

W@ wmeTioN$1g secure conmuni cati on with the ser vPCEFI2004/000059
provider. The 30 identification given at state 302 nay
be a PIN code, sone other character string type
identification, a bionetric itentification such as a
fingerprint or retinal scan result, to nane a few In

Rgﬁgv\?fggﬂg %%eg%@ﬁlgti}ti&;t{o%nfau%sagetr%lgﬁldlﬂ’ckQeco%lh{lhl\éhﬁbn state 303,

conmman
int eyiies ént udersemobie stationcert ¢uNPUtesnave rapsMiRy Eap@gction request

op ﬁhecwlt &%Sﬁﬁe&’ ?Bét%ﬁ do4idf fig. 13 hfthe %?odl@dfa@fa%n Qf fig. 2 this means

eat ur ul ar

treddho pm@m 20 cRegdneR %@_tlm%di%ﬁ rog |f¥018éﬁ‘? PEMEAT mggrory 203,

¢§%rdctkethfe@&a%aak}@r Det to WeRdmitiidheslineatiynasgiesn of the
irst mdlet. WD 2004/ 071008 PCT/ F12004/ 000059 12

Receiving the user identification causes a transition
I4 @h& eﬁﬂfdﬂunemaﬂlmtramtlaMeﬁgoB,a pasitivehiasponse wikieh'is received from

rmbl | e st at |

hedeie Pr8f"1 c%ﬂfﬁgﬁ'sts (e %elgﬁcﬁ rfrﬁﬂ?éf‘a% S\%éll 8? ﬂ{beﬁ{/f% providet's
pubhc fkeybtatses @h@@f%ml@letftp @O 1ptQ m@c %@N@ S §t30%hl€ which it just
V\%fgci%? T se?cQ)%d Iﬁi%ﬁ&%' dxgcitel Thé babkgloahd sead nidaamthitethe proces-

ram nmenp instructs the transce
133 (f%ﬁs fiet 2) h?en%%ﬁwm 8%6%@@ ALY StERs erﬁirug,tﬁgﬁé}/ ﬁ@ehflrst midlet,
b'u't |aL1§Es§t@(§rﬁﬁl i pidprad eposy L0Yds kespanfrem tie whidhsthe execution

of z el Vse[d f lgt[ WQL gs%tfl}el{evéstctﬁ% g)r glélrgﬁfe &hg c&ﬁ%kh%{k?r&ﬂﬂ ®r other trig-

rVice provi
gjaublgl @oﬂdaetyon cAlieeshe tsecdrid stidht diast been gomplated #nd the necessary

lés%g ghar M%}Ib:fe% 3 &tad4o'the %&%%Eatﬁ&?&taﬂe% YBbESurk OThd B@tes of the

ond m to execute ckground st
Sta’ﬁ@tm%mng rage eassumed to2b2 aware |(§ higjoryg 1. ﬁot""ﬁ’égtqayé‘?i a transition

tﬁéﬁ%fﬁ”dvﬁﬂ:haﬁﬁéaﬁé eRf thistinieciedllg ihehd icoftmwiidhigdn state 303 in-

ocation in the
WOmﬂéeS\,\ﬁﬁn@ng b t g(égqygqeoﬁrovgcﬁer?thg qsiergtpu%figlléety (}[\'Eoosmgw the salt,
wleoh iwatke dRtusded @elier repositivt rasperseairomi theeservige pypvider means

e B TR sy D0l St s 11
ineg. | 1alafter winqcletm first onidles neronagain cg@tmmwt@mggwd state 304 for
tgé: ﬁg&ﬁlon-rgﬁt}%t ?c%ﬁx% 95mhf‘1ﬁnca$foﬁt SIRENLN Y Bl CerrERUIRE and the ser-

e aware of history, 1.e. what caused a transition
WeRPEadeiashi ch means that this time dwelling in the
conmuni cation state 303 in- volves sending to the

I?lfégy.;gwepés%&h%e afl\ﬁ‘@ SSE rgﬂélseg gl?a!é/;ﬁsze ?or% as@&%?ia%&/ to the closing
dfesganeetibn osachhes ssaing og qatoor &ah]n@%ra&m Hissaakingwvledgement
! hste?gég Z‘rﬁeg'xgio%%goafboeg cgqg%goav‘érﬁ%?ﬁgﬁ% t ~Jach Fodrd sr;tate 304 and not to

the pessine dtase 30y ang o @qufmentheh@dsas legrthe FaTyRRRigation connec-

R ch¥es 4 'P@“cﬁéfr ﬁ&ﬁs‘i’t"‘o@fto thEoHREHPE CI6SMBNItA8tI08) from which the
connecti on e _ser- Vvice

et we user
bl reaens o $p a8 viatass Jhaten i tiheherfioe raptipehave been
JoRipletede 15 ehe 1&@@&31bﬁlﬁh@t efiteofitdtemidleisemdy altogether at the moment
ction storin or
\’fﬁ gtp% pgn{l?‘&élo&k%w% alé%%mi%ﬂ%%tst% tpé %?at% ﬁﬁgchlge diagram 1in-
dadsdd direct trasitionrfram thé eoMmkgcatmmstateﬁ% Bnﬂleapﬂwve state 301
N%he hfment of receiving the acknowledgement message.

An error state 306 has been defined into which a transition occurs if at any other
state the normal operation does not proceed smoothly. For example every other state
may include a timer that measures the time spent in that state in the absence of any
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t he passive state 301, and also therefore the ending
of the communi cation connec- tion causes a further

WO e@as7100®HN t o a connection cl osing state 305, PET/BIN04/000059
which the 30 first mdlet returns to the passive state
301 after the closing tinme routines have been
conpl eted. If the responsibilildies of the first mdlet
end al together at the nonment when the connection has
sPRE @raﬁé‘igi%gé.slffgl! fithed @i}:lgﬁ"é%’ bR alPh& BBt HRGF, #nsition to the
In- cluded a direct t an3|t|onfr%r6n§2e communi cat i on .
egtostsiatg (Y0 kestike Bregaithe CHOESERIRE RIRECToIRLWHS gp the passive
k26 80Y iafigr hheinaGkpomte doaireht ovbwsage. armdbreAsorefdrahe error.
state 306 has been defined into which a transition
occurs if at any other state the normal operation i
Riges inatstaie acehins rapoeseniatioborf @xermpidemedlet gcavrdiag to an embodi-

) S ¥ . . '
LB YL A AR 5 g A, i st
e sofirvespeduirhe cousmomodnt thg seeendemtdighis dpwnlpaded into the
Usbr@ midUTRY sBXBh' &S cHBpafcd PO MEVseTRBShrovRIEe £&CE YEsponse to the
transition to the .error,. Staft@@?’% r Su]{dﬁf' Fro_mthe. diatel
oppeiian raAesh %@Sfﬁigd@@gso e erend gnidled this Gapses immediately
thé a@%@es@@r& laéf}isetfo %@gématedwg rsltzael 48hhohetprocess aff gemwocating the keys
and.reason for.the error,, - t,at
AR iEERE Aenofig Tuloh? San throfh dakRFaf 1BLRul S BhOF When the
lerybdidive beemtgenératérs & mamsitiomtn state 40 otelisowihete the second midlet
. | , C . _
RS BhedRinte dl el diis Wik stbrgB PRIIRE TypthiD ibAGves prompt
ing thiowaeroen adP i cede-Hancq theracsesstsi granigdathckesrare stored into the
ei}é’d’t‘fbﬂi@ %aﬂcers‘i?&atgﬁeht SOty Mggtrﬁﬁ&f\/\klﬁtﬁﬂi tiﬁé ts_@céleds ?ﬁ?b‘e@ ht® completed its
e connection request. e | ion o
e aE e Eh AP SeshledOrtrahie 2hn J6 henke sbiedeg,
keys to be generated at state 401. The process of
ener.atin Vv . .
SHEDRUSH 08 el Do Rl RN Bl RGN A%, LBRANBSEMIG o dispos-
dbde piagenal eodsy ,W]alcbrthﬁ gisei siould hevette czl;dg fesuihe service provider
Mgy ﬁlﬁé“@eﬁ?&?aﬁlm%rf@iﬁé seclrd eARINSuACHESS I THErEfRe the state machine

el ectronic safe staq e. This state typically invol ves

Girfant incivdsscihe PUsEPIIiE oL 2 AN aeEonbHepAR exttaiedls to the key
gehefHtmt fthe 40T ak B¥Socdi@redcOEd duitabld brarthids ebeiambiln applica-
saf e storaﬁg{e at state 4§3St after whi ctg tte sec ng olf or even the
STy R dBRpIEt aaPqhil Stelian oL shmmers B, Roct e

fixes siitilee cah gsvarguctt ateardg commamhsdthoegh tthe dast@sentioned alterna-
e el %‘Yife %ftgﬂldghﬂ‘%gttg &h@ We finf %?st BE MR8 Sustomary at the
mdlet” 1S not necessarl a di spos- able pjece of

todef Writiog thisedesssiptigpuberansg et peeserbamidleimstnat allowed to start

SN GRi REOH LRI bi18 IR SaYoh ideideef or e comrenci ng
secure communi cation. Therefore the state machi ne of

fig. 4 includes the possibility of a transition from

Aberpassity d06tlaiseagh@bbeen dénddefor the sematpurpostsaisededOribed in as-
nce of a suitable starting command. An

at.the o r
%?ﬁiﬂq(’@awﬁﬁilﬁcﬁﬁ%pr ogram at the user's nobile station or
conmputer, the user hinself or even the first mdlet

R0 840y A B 0 LAl MUBRIRG e srngomet
ehdingeto ap enhedimenthpt thainventien o diasic aRPTORER ieﬁ%mf the structure
suggested here is that the actual service providing server, for example a server of a
banking system offering users information about their bank accounts and possibili-
ties for performing transactions, can be accessed through a variety of channels with
various communication protocols, terminal capabilities and so on. In order not to
burden the service providing server with the requirements of knowing the detailed
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time of witing this description, because at present a
mdlet is not allowed to start another mdlet in a

woreidizIodhf or mat i on device. An error state 406PCEEI2004/000059

agai n been defined for the sane purposes as descri bed
in as- 30 sociation with fig. 3. Fig. 5 is a block

di agram of an exenpl ary serV|dé provi der's side
arrangenent ac- cording to an enbodi nent of the

%@Xﬁﬁta‘uelg ﬁﬁal@%%bﬁbﬁo&frﬁﬁ‘ﬁﬁh&ﬁi&h%ahﬂ&s StheHet 1%V1ded an interme-

este erels gctu service pro
daierveriibit wiakpiee SPaciiG ehapicIn QB - n‘@r%ttgﬁ% of user ter-
Affa® Al stdfeidides e Eﬁi&tf@éb aveuttls tl’&ewrvkb@rmoaﬁﬁ@gl Bérsver. The last-

il erforming tramns ctlo
BendEtady nerrs i Tma% ol ' O COntiRERg fiifch iBlses for com-
manicatisg evthrthe nmd:mmdmlecmml %‘he umtenmndiate:: aga’br imakice 211 adapta-

g t‘?%l g)gren'tl? Lt 1#0% 1%e éJ?w ¢ e LdGes ?5%? fét even %eed to know,

prov : nts 0
\Mhatakméopgf\mtezonnalorx Iwenmmmawl oubide ﬂlmuser Serminal can use
tﬁe%‘gf¢1€&Jmﬂmﬁldaftmglvbmeﬁ§§hms{engﬁmaIltcat i on channels,

there is provided an interne- diate server that sets

up the specific channels towards e.g. various types of

Tusthe régfeserthtich o1 dipd Ssthangiziticdase tdieet od@ptiaeea network interface

HERBGRE O BBl BBl sREh i pror Siekiiition) jop; o program
mbinohy 503 wsdsa fradlet clatébanei 304 altimgy wisohcarhprise a user database 505.
Tlg@a%rg?c%' ﬁb@l(ﬁﬁ% ¥&er I&%{p REE4 @?ﬁde@&@r (g)? RVEbrdTBE@lighted array of

pta- ti1ons ansparen y SO service
PEEeSHItgIEEes) e ld GeBragaemepemonked 2 ¢ wsrdweritigaspn database and

proBeksof 138 at&Plﬁidg@éphlé dp%ldf@ﬁ@lﬂ&t&ﬁhé Afd Wrbdess \ﬂll4| eﬁldt ei'lgeerce da-
t@Eer termna

wa t
et Rihars T e Gvecyfie erdlen G0 BemeF it SPhAC providing
s‘elr@er thetehs a hdcat netdifate 5@ér whicle dogs neeseal trebwdtdecal” in physical

%grtﬁggi% 1|g£19t]10n %ngy HI%%?]%B{S \§18 é@% tiR{ ﬁ 1§ gﬂthe‘fﬁ%g%etween entities

cessin
ﬂaatab@thdaeéong igeeallyatodba servioprovid meSlésﬁ @@ @bﬂ@r\ns@pamt taken in

ST ARLEI08 o THOIRANL S0 N8 SR soir. These
raagﬁv@s rHgT eRtpiedeto) 0%191 mt&“’ﬁ?@é?aﬁ?%%&l’i‘t 5116} %X%Pé@wns In ac-
e hhdeCithdntabiashadiyl offerpd g6t wskds irfutilizing the service pro-
chég%?{éa hi ¢ operations database and process 514 and

"da- tabase and process 515. Between the
i nternedi ate server and the service providing server

]%-ge% 'asftﬁte! &%@hmenﬁlﬁ tfrﬁ’t‘f&l %@ :Lh% ﬁgélgllﬁoﬁocﬁsaﬂ] %teﬂﬁ?&iafe server ac-

atl on

mrgmg ghes etaﬂ@dm@nt eh éhe qun§103n In Abe ﬂglsovéaﬂ@e@%@r@ intermediate
s%'ﬂ{/éxt\lv%%s f&rﬁ?&nsﬁﬁﬁﬁo@s‘?ﬁ%ﬁgué&g'&ﬁiﬂe&%e&ébﬂcﬁ?oﬁ@ E:Mhﬁ&tmn request a

rovi.der's si ai nt_taken in
BensYur do e HOHo St eV iEe b duBmEBIRTE Geryes xttalis the user
1ﬁeﬁuﬁ6§1cﬂf oumtdinwl_ ﬁrﬁfheEE(;dnliB@aSﬂ requestbE §omne Hfermal modification is
t 0. other erne

SaBedtn oRad el U, B ol L8R Dot st ign ponform to the

why enewhiohr theheeryseer pravidingi $aryéemyankse ts eesdive ysep-identifications,
tYlie?éus érfiile g@fﬁ%é gassqna‘% dndhé #,19&? 1d€’?1‘t:1tﬂcﬁﬁon to the service provid-

rtlon on of an 1 nterned at
0gr seEyerg At that moment the Intermediate server goes into a wait state 603 at

which it waits for a positive response from the service providing server, indicating
that the user has been identified and accepted for continuation of the process. An
acceptance from the service providing server causes the intermediate server to go
into a midlet lookup state 604, in which it selects a suitable "second" midlet to be
transmitted to the user. The suitable midlet can be selected e.g. on the basis of pre-
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cording to an enbodi ment of the invention. In the idle
state 601 the internediate server waits for
WO c@nsmossi ons fromusers. At the reception of PEI/FI2004/000059
connection request a transition to state 602 occurs,
in which the internediate server extracts the user
i dentification contained in th& connection request. If
some formal nodification is 30 required in order to
V%ﬁ?%gfb?%d) ﬁlﬁﬁﬁﬂﬁﬂ&ﬁ Bo V\}l}% b BL infof@Rtibh r€ALY&Din the connection
conformto the way, In_which the service prqvidin
reiesbr T N STIGEOF SUEAAILY, ek uslel atos e fosranal (yREghat affect the
WRESs ORfabAltRA dRatRIRRAISISME REYS, be ekplésitly expressed preferences.
identification to the service provid- ing server. At
that nonment the internmedi ate server goes into a wait
Sstrat @]&fidihgad midleit ahdisendiaigtis td tre asepdbé tntoemediafrosegger returns to
romt Vv L di yver.. d.odi [ fd
th BT AL 607 h S B BEEon 08 EERBRoctRt Whtaining the
wer't keyatheantamediaie peowssagaimreadsdbe pisshédemtiiinptioneat state 602,
sefrds/ 'itcﬁ)lge&f%}“vgi'ﬂ'i‘ 9hé %X}% GRURESIcE MR ol idies RBMiedlad enters the wait
server o go .into.a dlet | ookup state 604, .in whi.ch
state f83e When theiseanee PrawdpigiseryeH pRROYSes aving received and ac-
deblﬁa@lst'ﬂiétliéw theoirdtbenediete. seThe gobstiatd e tohadlEhg ctate OS5 in which it

ted e, t he. basi s_of 7
B PR ol 6080 Pk Ripiafion BeGmelnett Peniberi e ussrapd the ser-
vibeprsedingrserveroiWiedr the comnectienis elosing therenmeyitena specific clos-
_ g her U bl it o] -
QLR g Sy R ACBAL L PG Bl sianingup
rofitigembefare refuanag deithy ideysiate G0lem siEPE ﬁt?tee867 dalgsrare of any

&feﬁf)%@& cOaditnAldsakas Bleesdsk REitia t1e elieletafidtieenshragnobile station
to the user the internedi ate server returns to the

PRoERYEE e 601. |If now a second transnission fromthe
user occurs, containing the wuser's key, the

RurhF TG RyRFe o 3 g RATLERR Hbhe the functiona) blocks illus-
trdted Keyig & tsheelGevidene Treovsedidagabses P85, Hndl cmttey s foRstoring in-

AR, Bl ) 08 e o By e il v

witk thaeereaidyeg ef sesopdrmigbedoihsidelyetsthnel 11 ng state
605 in which it only passes on all encrypted

infaoroation transm tted between e user .and - ‘g

KiRed By BvitdenaCams P remai ook B obeTasil of B s8Flce providing
dehegreacraydibg ta anpembbdiment of-the myyvesitiane [606 ks shidlh state 701 in
the.i. 3 i f . . .
HETAGATIC B AR, DL By sk . W
rsteitves @0lidennlieatian checking oquaeshkwhickaisethst ccgﬁyecmgn request from

t#e %?éﬁ?ﬁ&s%?ol?%%iﬁe@riﬁ tRS iBENéd18teCRBRerMtiddel igto défication state

Qe bt hee B, Veihre hogusse Gony ey FEBUES DHcHrgepisd: When he
écelﬂfﬂif@bipibgidilbé @j@l_ilj&riﬂdstﬁandihgé@dtsis%bcép@?cé, itsgoes back into the idle
el f-evident - user dat abas o L5t S, :
i Lo Kok ving o 36V RBssx B 2BaRr tpndnin e depflchriph State 702, in
whizhphe pessedkepmsmsocintedgvith the apptoptidigalsen gng staged hl'hereafter
t{]ggese‘f\g\rcé g%vitd%ﬂges%eis %89@%@%%&%0%%8@ AR 1N &§8ieh it provides the

I"g. s as € nmac tat

I'ne representation of the

sgeesied oarvete By senvngeicpting ivdfthghe utar's eippatatey.ahhiie me of clos-

A ROQHINTBALN e LBR/r HREUthRugh! & d@IndakataT04dbark into the idle
state 701 in )
state 701. An error state 705 has again been defined for the same purposes as above.

The description above has mainly assumed that at the moment of transmitting the
connection request the user's mobile station or computer does not possess the sec-
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25 which it waits for transm ssions fromusers or from
the internediate server. Wien it receives an

w0 d@anpifopgat i on checki ng request, which is thePCT/FI12004/000059
connection request from the user possibly nodified in
the internediate server, it goes into a verification
state 702 in which it checkslOwhether the user can be
identified and accepted. When the service providing

?ﬁrﬁiﬁg‘fﬂ@%}d@%@%ﬁgﬁﬁﬂkw AHeFRBd %5}9@?( sédordo@$d1Ba Meexit "‘W@may con-

ecel Vi ey .causes
sideanBow ERHIEThG OPRITABSI P R4 apasiation v .ﬁag%miﬁa And 7 differ
tha tﬁﬁc@és\éﬁﬁed{ @boVé iBgRogicah e dnidl dthaltdady axidted ih ahe user's mobile

user and sto ereafter iC rovi,;di . .
SRt GoBh bt Caranest of SRt ek his assumption
fpray thbelsasum@f theesguasd espeséoﬁthcqarb;elﬁmlmn’ﬂomat ing with

the user's apparatus. At the tlrre of clos- ing the

connecti on the server goes throu a cl osi state 704

Iipdcig first assume that @nea@llgmmé thomg eé’W%m%’g&%eedl‘ﬂé@ms of figs. 3,

&%Smgg@'has Besn ngﬁfe' [’\%da feanntt be Ip?@dﬁésd%tﬁr@ Q8RR iBghePPvssive or idle
assuned t hat at

stae ,@? sseg;rlug Eeﬁ]%f(?s\{q? o%qqiewﬂlg AEPBH BB Q%tbe User's mobile
stgein 6r Belblershed lceﬂamrkeﬁ}@r‘@uitestoﬁde\mthm apedsissit kefe storage

2004/07 8 PCT/F120 0 |
A A OP Ry e O 1 commn
thisix¢auses peyansgon ﬁnome statd ol doutate 683 ipibe statemachine of the first
tﬂﬁﬁ&r f%d})' 'Th@ PQtaY\é ?bz W &Sto é’hha@m@%‘éc@n%l fafnﬁrno changes

des c ove [ he second
g i regeided fhenge 1%§§?Cl§e@rdﬁi3¢ee0 Jelenty ﬁw J&n ﬁﬁfﬁ? ?ﬂ af?miyl the user

dakiSed® ﬁ%%ltﬁfn fd tatd BO3 ! Mewhidhsthendieht Qﬁldléﬂc}p@pares and' transmits a

assunpti an the basis of the second aspect of
T@é@ﬂ? IWWQLFE@’? SePRFe BOSSt assune thaltO one

full round through the state machi ne di agrans of figs.

%?Igégiglégatf”'on reSBHIaC%s ba‘f‘@{ﬁﬁ%ijf noﬁ?o Be WoLd, wﬁ'iclh means that the ser-

es are assive or |dle
dee pravidensheuld sios send o me@ewssarYnCQWeO%ﬂ@gﬁe&ﬁnm@gx if the user

Dlealt %a‘éscﬁ{e KIBPbRr 48 a%tcéﬁl'ltofbroche %%H?%mstﬁfgdsecond midlet we
cert keys exi st stored wthin an el ectironic

By rr%‘éle ot IEFore e the GRIBEPOT f%qqeéhafo$tat?o§§@{ﬁéer first midlet
dMRekd If@nlﬂfaefeggdte‘leﬁf @oﬁﬁedﬁhdcﬁzﬂﬁﬁﬂfw a tdvehdcaidlesisaneeded from the

transitia ate t te 302 j
SFRRF RS BRexna0p, gt Ropiendgdl i priiocy olab IRNSKBLE gqnaitions are
tstat e 302 was to enhance securlty, and no changes are

fl’)eéI Uhii§ kR Ble éﬁ}{f 6F ltﬁ’ee SCIﬁi(ﬂét él é)hgtf?s‘tlhocﬁe user's mobile

or mat’i on causes nsi'tion
%&@QIEOB@@HPDWI\AM ch the f| rst m dl et pr epar es and

rt‘ﬁ@ Srfé’b&s?sa k& Bi fRkh electRfesfe sfrhf@ of €/ LS&'s mobile station
rOVI ni.c t|on resources are usually not to

WeCQKBE‘%t@Han ec‘ﬁal ans that the ser- vice provider

shoul d not send an unnecessary copy of the second

ﬁgdl @%t of 1mqﬁiﬁgf¢igpllg g kr)qu}lﬁwgaazc g me 80%%(1};)9 (P&Sjrﬁgu 291 informa-
tiew eleneertt Hhat olf dhe sssncﬂ prpvither ' scomangemien, Wélq ta eetcond midlet

1§te?cth?aklﬁp§eéc\%? {)1#}18% AN Sl%s?ﬁv ‘Eé%gﬁﬁ& HoAMEe %glgz' ﬁ]foxfifler causes a

con I's n ede
wensiiien to stafe 40 likesingthe basic SaseodispiasBR ar ferabur Q&‘s?ﬂt@ﬂa for a

PAEs106n bhEk fPdthRVE (0N ®SNEL hit@AEnteH Qs follows:
- A second midlet freshly obtained from the service provider has executed (like in

the previously described case) OR
- a second midlet that already existed in the user's mobile station or computer is
called and executed OR
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true: 25 1) a valid and usable copy of the second

mdlet already exists in the user's nobile station or
weovpltwns 2) t he necessary keys exi st in an el BCT/FRM4000059

safe storage of the user's nobile station or conputer

and are valid. 30 Thus the conmuni cation request

transnmtted at state 303 shoulld contain an inforna-

tion elenent that tells the service provider's

) tand

LRGSR POELAEEn AR sl d i B4 bt s needd o

th@ﬁﬂﬂ@@ﬁ causes a transition to state 304 like in the

basi ¢ case discussed earlier, but the criteria for a

'J% q?@gtgltﬁg QP&%E\S tgé]&tgth}fptsﬁp%%g@r ﬁtg% ?ﬁ?ﬁ}ﬁ%ﬂ?ﬁﬁ%@%ﬁ%}? dgscribed earlier
ih heseeatiorcwithriby ifdetraspast efidhe utveaitiohi ke in  the

previ ously descri bed case) O? a second mdl et that
already existed in the user's nobile station_ or

Regapdingrthe ©persdioneef thedntsrmediate soRendluipded 1 figs 6, only the de-
SE {ﬁ&g%@%ﬁ?%}ﬁ@ and the dénsitﬁ)nnﬂfe%’ﬁéﬁaba(ﬁi ko @%@mr Need to be

S exjst a no second dl et nee

rea
QUEERBIFR thﬁqes‘tggf@ér ased %%@@g@%mq u%@eq m some previous

s@ﬁ@ th@ﬁf&l id hlt%ﬂﬁédlfb’@s scﬁ@@ﬂ afglseed heel cvankitton réquest from the
the first

ocl at h t of, the .inyen
REba SRR G, SPET SRBPS1 RBOET oy AL UECHyERd midiet to the
uskt us w}&ﬂ&ﬂ‘ it onfy gangnitoah yindicetide-abset thet Gaymecidn request having

tgaﬁta%cggég aﬂg E&ggharg@ét C}E 1@1&?@& ﬁlomogé‘?gsets%ﬁér@ttﬁe connection

raqukst ided pet erdeingny J@dwtnon ab@ﬁéﬂwrs&vp@@ gidipt éxpaf)@mlgﬁleeded
whi ch the internedi ate server analysed t he connection
request fro user e intermedi

th .
HepmastionRethererion PRYTE SERb SolbRa=Rdp ate b sy the same

E@ﬂdl&;l's ofdidiker the fasl or theavsotid sspaot dNthiedat emtivraisaliscussed.
e connection request having been accepted. The

second mdlet is transmtted in those cases where the
E:inm]thp,cne'gmnding tyuesondiadpenstof tha pedsantinvientipe.ate apay loosen the as-

Jtho Itgﬁcoggﬁlg% Wil thed Qlcob! gilgteﬁéj(f@eeﬁ%a_éiﬁed specifically by

he service provi n, serﬁ
gqmguéf,hrpagbdmerrorlné of opexatigpsagaqed Hae ¢ ?éi;,}afr #inget ofhe invention.

’P‘Fﬂzeﬁli‘?rm%dl@t faysbe @ont &e&ﬁﬁm&?eﬁ@m%n aﬂfle e in which the second

i s |sc sse a egar

ST i AR b LERL B REES o i

1%@ tB&lpmdeme(&QﬂnalmﬁgomeDer\tase momnkeas sexrglmtﬂiy Ervhmiﬂzﬂﬂe oad ngw copy is
een | t

I8 RIS e BRE Pl BT tLob IR pect Sof “the

invention. The first mdlet nay be conpletely

”Eeegrﬁfe@ﬁ%ﬁth gﬁ)eteﬁedéé@y}ibédﬂ BBy E it reRaesdo e%ﬁip‘?és R@fich should

t t
19t qggn@?x%q,ge agfresfrictiye.. & For exaer %e éxescies'slg%%tl%%s’b{n%?et" can be gener-

alised to cover any forms of program code that cause a programmable device to per-
form the required operations. For example in the future it is well possible that the
functionality referred to herein as the first midlet will be implemented in a browser
program tailored for mobile terminals, configurable features of which include but
are not restricted to the possibility of associating certain simple commands from the
user with transmitting connection requests to certain well-defined service providers
as well as the possibility of requiring the user to produce some kind of user identifi-
cation before transmitting such connection requests, which user identification will
then be placed into the connection request for the service provider to be able to
positively identify the user. Another point at which the literal expressions used in
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ing the process for obtaining one in case none is
currently available or a new copy is 25 needed

whewanswog he ol d one has becone obsol ete. The PCI/ERD4X0059

has been descri bed above with reference to exanpl es,
whi ch should not be construed as restrictive. For
exanpl e, the designation "nidlét" can be gener- alised
to cover any forms of program code that cause a

tg% éﬁ%g@?ﬂg@ Y HaGe %10169&{0‘[1%% Iﬁ?e[ $h§ tHeeEﬂl'i%sru%ﬂ of an intermediate

or exa|
06| axidea ShpATaieheIVICo mEOViGing PETY oF. dfejonat| SRy olEpents ofdthe inven-

tiieitel dedbriPd dbRicedds imME welleciiilt@@niad i DsiAplRalerver.

programtailored for nobile termnals, configurable
features of which include but are not restricted to
Ahcﬂagz;oﬁﬁ intetesting dighssonitst vargamze of ¢he esnplimentnimodssed so far

G PSR FOREBARYH fcond mice

asthe hseﬁsmmbﬂd stagionforr @qnpmtﬁthw'éS uenall that ghe pyblc key will be
t‘f‘%@ﬁnﬁb@ 4o otfle WeRfice g?@\;lﬂéll Iﬁ@fl'v@ﬂl &l A ® 8ERYPIMhickédp@s that the

connectl on requests user, identificCation
wier |enceyiied peith) g é@rrqap@ndlﬂg e gtedudagn pgyume that the

idees Ml&ﬁa@é@‘éh @@ﬁqﬁu?eﬁhﬂﬂhﬁb& ﬂ@tprﬁ)v\ﬁab irl]de‘tygh)encrypted form, from
er er a i c

WhPel Sary i Or W00 89 1508 BT PRIt GBsgHen by the

iBri Newges ¢hid piobile sthided dr bamputea anelstup ot dishonesiriamgs, a hacker

fnﬁgttxsg? %Hﬁ%tfop& a?r{acﬁrhggﬂ{s? Eﬁ@egﬁ&?ﬁtedﬁﬁ{\y&&é k@%gﬁseﬁgen‘uaﬂy going

e serv
tougheall W@ﬂblet PBﬁ codes, db@s: pblasring redlcpessile fegrymed feyans, one of

WARLSREAE %@rﬂe@t 3de%'1ﬂ£t€§ p%ﬁfra’e’eekey SIFANE ASSil®tation or computer also
I nteres secu \éarl ants of the e

%ﬁ@%lﬂ}é%é{‘é%i pélb I ?ey, @éﬁlwus £ et h o tht s B %@aﬁy obtained, the
lﬁddkef ﬁt%ypslétlueﬁtlﬁﬂy L@er@bhtcﬁdtllbyddchﬁ)tsédquﬁvam ﬁbﬁ” hebbtained for

?r}?gyptll%a% gloﬁ Bulglé <W I‘fﬁ)r %eocrryﬁ;:t? §§1§ %%eq gi%ﬁég Gt he finds the
@c&‘rewt @ewyateokeyd by, ncwtumg thatlthe meeddl tmessageengppted therewith allows

i th his
correspon %%tljp@?c\;ﬁ%ﬁ%ﬁ%@ﬁ?hﬁ%e?‘hen assune that the

10 user's nobile station or conputer will store the

R!fﬂei/ #hR Hel¥n dg Ebl%i{hH?ﬂ%Rio@@h cf ﬁﬁ?&teﬂie?”’che\/‘l‘tiﬁc%dar bbuld@iacfbn@aiﬂtyhe service
cr W e a correc co

Bpvidre Lok e PRile KEY Herobnd ot e avhiPorits B aPulcdbed by the

sdigeppovidetastienegitithandser.a hacker may try a brute

force attack against the encrypted private key, by

sequentially going through all possible PIN codes,
Anuffestivaiwayngf hldckingsthiebiay détoymaer inimensusn thabthe giobile sta-

1%&%%'? oinpiter GOEE &k cHEBRA Y W&f@ﬁh&@é& V%%B{ Wﬂlﬁhttﬁg hacke1 could
e st a

tion_or conput er caont ai

wespk, ovhethes bubes @bﬁ@pe@ 3he GoREFPEHAEeke | ﬁla%&‘g?r words, after the
@ébﬁd nafilet H@s chagkeh Py 1051663}U piivatd keygricacd ted pubHc key has

B L Lo o B DS B BB o i
statibh dnecohimdsr.tAko thersceotd pridieatamdkeny dncrpoion algprithm used to
é\?c?g) ﬁ)t% qugﬁlgogésﬁﬁlt%lg? bggﬁé&’eotr%{/e%gﬁ e‘%éi}bﬁé ltﬁiﬁt i€Qot possible
withexasanablawpsprirges é@ﬁ&lﬁ thﬁ:gl tcodequt el Wﬂﬂot@ 3Pf1VtaFf‘ekeY or to ob-
DA KR! cSRedidornd Ale SRS &P be exact, the "public” key must not be-

come public at all; it must remain strictly at the possession of the service provider
and nobody else. The technology of irreversible encryption and key generation al-
gorithms has been thoroughly investigated, and both general principles and detailed
implementations thereof are widely available.
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provi der, use the private key he found for encryption,
and get acknow edged by the service provider as the

wo egupiret e user. 25 An effective way of bl ockPEFRbhE/000059

way of the hacker is to ensure that the nobile sta-
tion or conputer does not contain any information wth
whi ch the hacker could check,l%hether he has obt ai ned
the correct private key. In other words, after the
second mdl et has created a public key / private key

a|r and % ublic ke% has %&ﬁ een, ent t t he

i sipEBE S %wéa@text Rrivate keyedr TFlstt e mohilegfation or com-

dt@ﬂ@ééﬁldﬂ@ﬁ:b&he Pordrtiah hackes Cﬁ’ﬁiﬂt}fbirforﬁdlﬁ@ hiderige e decryption

ik ot ¢ vt gTh et B Rudh S B PER o ea cRERR, the hacker

lasato btheir svayodf posfyibg ¢he wisuht themssnehh eiecgqmd ¢emn f the private

l&éﬁfc% hﬁgh#ﬁegggéér’sgg?t ?grt‘rfnﬁ}fsgﬁﬁﬁglgdt t'ﬁﬁ@é%gge%_rﬂﬁ'é dePvice provider.
Bhadast-neerdionsdbwilt onkegclmpsyledge t n36§8@gmf Btﬂoha@eatmanaged to

@Aldss righ t%%telécﬁﬂgl the QIIN Cﬁhﬁ%h@}debﬂ%%ﬁﬁﬁ%?; %h@@es@fult N/Post likely it
el se e

Vi Ce .provi bod chno
T b ey Font BaREyS alas Sty sotod brovider must
lg@hi trduksohal doaasctidinsaughbtyerhpisestogateddwithrrdcdrtdih user account,

HRORE 4 G aREr R unEsl KB 0t ASuccesstul ones,

PCT/F12004/000059 19 Not storing the plaintext
private key or the public key at the nobile station or
com puter does not keep the potential hacker from
performng his brute force decryption attack, i.e.
sequentially trying through all possible PIN codes.
However, the hacker 5 has no other way of verifying
the result than using a decrypted formof the private
key for signing a nessage and transmtting that
nmessage to the service provider. The |ast-nentioned
will only acknow edge the nessage if the hacker
managed to guess right in selecting the PIN, and the
decryption was successful. Mst likely it wll take
hima | arge nunber of attenpts to guess right. The
service provider nust 10 keep track of all connection
set-up attenpts associated with a certain user
account, and refuse all further attenpts after a
smal | nunber (e.g. 5) of unsuccessful ones. WO

2004/ 071008 PCT/ F12004/ 000059 20 dains 1. A nethod
for setting up a secure conmmruni cati on connecti on
between a user's nobile station or conputer and a
service provider's arrangenent, conprising the steps
of 5 - transmtting fromthe user's nobile station or
conputer to the service provider's ar- rangenent a
connection request that contains an identification of
t he user placing
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the connection request, - responding to the connection

request by transmtting fromthe service provider's
wa@eeoangwnent to the user's nobile station or cRCPHREI4/000059

response nessage, 10 - transmtting fromthe user's

nobil e station or conputer to the service provider's

ar- rangenent an encryption k&) to be used in

conmuni cati on between the user's no- bile station or

Cﬁﬁgg ut er and a service provider's arrangenent, and -
eaft er commenci ng secure comuni cati on betwe

Luse metis] Faf SPERS B ccHocUEOHPITBIIGAPR HRSEH g GEtvoen a user's

b d8fiof @' ERIPREERNd al Setid pedwdérseairbngdhait, icomprising the
conpri ses the steps of - conveying fromthe service

sispe9fder to the user's nobile station or conmputer a
- eafhuittihg rﬁcﬂgrthauﬁ@rs 1gebide sihitiog ocrrcpmmlgﬂatprthc SEBYee pravider's ar-

usi ng sai d |
Wﬁng A ?%nlbéé %Qﬁ%s? 9[%% C&I;tglgls ar gfb%'nltﬁ %?ﬁ l?gghien user placing
thd@ml@ctlonrc@mmnl cation between the user's nobile

s?)tohﬁ t?tp Y c&%ﬁ%ﬂ%ﬁ Mregimsht Wtrﬁﬁ&ﬁitﬁﬁ% Fﬁ@ﬁd' tHersedvice provider's

ange according to c

aﬂnag@a@@trﬁ%tbl USRS w&%’ 1l gRtion<y %%%WSHQHS? R TR CAL

- %x%hyﬂnftﬁn@rﬁ’(ymcmé tubét‘st Mebils @fatﬁ)?@bﬂok@lﬂélaﬂol tha service provider's ar-
conput er _a _conput er pr. ram.f or_gener

B s TR e AL PRLA ety e vers mo
bilennemn2er ctompuﬂeeqnxéatseltvnempmvudlmﬁ drrapygetiieat, el ' s

gl?(?l gﬁtgerﬁéoar%h%ﬂ]pﬁlgrs%gﬁ}e% éo%mhﬁléaﬁ%ns&&%b&? thePh QY ‘iil%blﬁa station or

sng|ce prOVI arrangenen
chapuitatemd the sdrvipepraysdsr SRR angEIISaS; s of the

chg?ﬁtbfi'seétn‘l ‘ﬂ{thf célﬂﬁrlé}b%ethe gRptaifned in the connection
re- quest, 30 _3. A net od}%ccor

n
‘@ﬁﬁY%ﬁ@P&rfrg@dﬂ}en SGINIC Proy stPe*gl ‘?SGE .Samgﬁql? tS%fmfnf OF, gomputer a
cohipuagsrograriiol gexﬁr@dmg)dsrypto grapipictlerys bodt he servi ce

R S BB s O By GG dee cyp
gsdptic doey® forcusepint e, scomet dm@nmanm@ﬁpmt@twmmthegmw mapbile station

of %Bﬁ{p%tté%cfﬁ%%ﬁgﬁé‘ggixﬁdé‘r%yﬁrd cRfgged from the

SEervice provi arrangenment and - inserting
into the connection request an information el enent

ot hata trﬁéth@dtd&@or(ﬁﬁg b CRaify @Vblﬁiﬂl‘a@eﬂﬂédiﬁlgmr’the step of conveying
er a.co ram,for .gen

R o geaits epage o haBdbn ol Tesbon comRyter o computer pro-

P&/ ﬁlZgHihét&ﬁng&Sfpt@taphlb Heeys tie peoformedvesya negponsgrie ilee connec-

ser V' s tp gg\%/%‘ﬁggt{edt Boh el & fssmgﬁﬁé ls@at an @8mPlter to the service

utef ~pr ogram
prrowdbﬁg raamgcm@ey saftes tbe SEUpe P @@dar s a@rgpgem@n& bag jilentified the
ﬁf‘ RECHE L LOHeRE :ldénftlfﬁ@hgn i1 Qe Rkl RBnBHAE M thelcbinection re-

e service pro- vider"s arrangenent that a conputer
Cblleé"gramfor generating cryptographic keys is

3. A method according to claim 1, characterised in that

- the step of transmitting from the user's mobile station or computer to the service

provider's arrangement a connection request comprises the substeps of:
- checking, at the user's mobile station or computer, whether a computer pro-
gram for generating cryptographic keys is needed from the service provider's
arrangement and
- inserting into the connection request an information element that tells the
service provider's arrangement, whether a computer program for generating
cryptographic keys is needed; and
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5 needed. 4. A nethod according to claim 3,
characterised in that in the step of checking whether

w@2@enpuder program for generating cryptographPCI/KEYEH000059

is needed it is de- cided that said conputer program
Is not needed if at |east one _of the followng 10
statements is true: - a validZ2dnd usabl e copy of a
conmput er program for generating cryptographic keys

hE e3EY oFXictkveying Fbf ﬂ@eeﬁel&ld@ptd\ﬂdéﬂ & e usér's mobile station or
{ain nece sargwé?\és exi st in

co t er - cer
PR RicOTIHE BROGS dOb LR HE S OB Keys s prifarmed as o
esp@aBBRUties camebcaion requdsd, if 35idoinfémmaidioed earaotaisnie tservice pro-

claihm 1, charac erst . C ' - -
oS P IRORCLEL p SPualtel BRIk Sy BB BRglc kevs is
meedednput er a conputer pro- gram for generating

cryptographi c keys involves conveying a midl et for

control li ng t he operat| on_of a nobile informtio

4evisancthgd giecordipd Ho g a@@c%rmafgctedl%adamﬁh@t in the step of checking

\K}H@chéﬁhﬁf et P rd%i@ﬂn forerenbRngf c@@td@aﬁfﬂbd(ey@ riggicaded it is de-
n user S e station o &F‘ﬂ enerate = o
s o CMIYE PHED BosObAERhy At YehsP Gyt the following

greteimeatd sttet he generated cryptographic keys,

i 0 PEeLi 0 .

ua[s]gbl(sfgtaléﬂ a@][e c%&);/ cﬂf g&éﬁ@gt | r8 Cam gbli%éﬂeggtw l:ﬁ/pttggraphlc keys

a}madymsdﬁm thﬁ:u@er mqbahetsta,thjeemqmpuﬁ@g when a next

1dBiPhebsisAY Re r&ﬂéﬁ‘i‘i‘ ar el @ onisS&ife StdTaRE be tﬁé @Eél%nmoblle sta-
or conputer t o e cryptographic keys w Il becone

HIpPL cugputey ang aﬁ%Y according to claim i,
characterised in that the step of conveyi ng 30 from

omor Bl BBHEE tprdalnl T AR REp g REY 4 Rl e HleS ot conveying
fmompﬂhegreaqdbé préceylsr tonthel vses's enclidé agtianwval @(Ilnptytep erdomgputer pro-

i ﬁpfcgr%ne?ﬁﬁl\é\?\%?gho {&HHE %y? ﬁl‘P&Q{)@é@ célﬂ%gﬁ?é 4 %g?et for controlling

erio urin I'sS a e to u

B paTasionicy nmﬁnnf%@aw@rdeglq%bu le station or

computer for generating cryptographic keys, thus
a, next, ti of , co

lmpl jcit]ly determ ning.whe veyin : .
be” 1A it Ssptfug Birudy ShOrAHeriseR i dhiioter tep Of using said
[Fogtanotin diie aserisuhebila stadivpudrefonpyuter gy gendrate 01yptographic keys in-
98657 SD0at AR GLEEE Y sshe R plERSRC 1Y indicating
apenedidngngoviichiitisiallavelrlade est seid ¢nyptagaapliic keys in secure com-

Eﬁ’ictahsﬁ afHu¥ 1@@?‘]@&15)5 8&terrhlifins WARS e?flext 98BI Asia Program in the

e user tation or- comput er

wyﬁt%b bﬁpmaan 10 COFBIUERT: @dgerﬁr@eérwtogrﬁnbﬂﬁkﬁywﬂlth@@ome topi-
&llypt ographic protection of which is of a kind

ensuring

7. A method according to claim 1, characterised in that the step of conveying
from the service provider to the user's mobile station or computer a computer pro-
gram for generating cryptographic keys involves encoding a validity period into the
conveyed computer program, indicating a period during which it is allowable to use
said computer program in the user's mobile station or computer for generating
cryptographic keys, thus implicitly determining when a next time of conveying
from the service provider to the user's mobile station or computer a computer pro-
gram for generating cryptographic keys will become topical.
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5 that only a user possessing a certain key may have
generated it, - transmtting said cryptographically
w@e@iettoesl pi ece of information fromthe user'BCT/H2DI4/080059
station or conputer to the service provider's
arrangenent and - storing such transmtted
crypt ographically protected p?%ce of information in
the service provider's arrangenent. 10 9. A nethod
gaccar ﬁifeﬂ%cf c%hﬁhg‘t& clahel akaeht@efeln thatit hdditionally comprises
conprises t ste - receiving the connection
ﬂﬁéﬁﬁ@%@fat a first functlonal entity within the

g@ﬁe\!ﬂaﬁﬁ Rt Ghe VisEhey rrfbb@ll‘ers’imﬁtgoni;ﬁlter 4 eayptographicsadly proteoted
rom the received ¢

d f f
S PR S RRTE ALy ST v
tHatoaly anabr possetsyng\a chitaint key wey \hla&*e geperetaddiér ' s
?’L Rg@?tg @nstald cr }%i)ec{) %Ifaéhf&gllg L}Hﬁfé'ctédd@ir%é ¥ 1§forhﬁ@1oﬁeﬁ91@1dthe user's

enti ann ncin cept ance
nfgbiks statiem of @mput@mt@ the Seéﬁl&emowd@bﬁ@@ﬁlg‘ﬁ&elﬂr?é“

- 3Rl sRch %ﬁ@rﬂlt@d&ﬁ@rylp% aﬁhi@@ﬁ?rtpfé%clt&is pieseofl infbmation in the
tran mtt.(i%r the user’ s nobile station or conputer,
SElYdce PRV mm%n.gsﬂkeﬁé positive response from the

first functional entity to the user's no- bile station

or co er. 25 10. hod ' ' .
Chaﬁﬁ%ﬁ?@ @8091"%111@]5$ c 1Ié1 g’t elgé:lga?rtéég%sie?r{) i‘c}%{é 3 t@ﬁlzrprlses the steps
ofinnounced acceptance into a positive response to be

tré@éﬁ gt ﬁl%?cr(])'ﬁﬁeét %stsat ARt fBn S Al QRS wa@ARWhEEervice pro-

onpri ses e substep readi ng a conputer program
Vﬂdﬁrsmg@m% crypt ographl c keys from a dat abase of
-SH&dInE ANt lenbifRar 8Aroa @he tedelvedi d@@nbd&t@orcmquette r

S B RIS B0 SRR Gl RGP e sonic
pl@wdehaaﬁﬂh@asmsﬁd in that the substep of reading a

- VS; %eaSR% %{Ht&% t}%e E)ﬂa'fﬂﬂ tgéﬂﬁg%gg%@nmo%nﬁﬁiﬁ%mg acceptance
thdlsd ﬁmfﬁmﬂi@mﬂmntlbh atlﬁat vvas cont ained in the

Cc%ﬂr\}@ﬁgigoﬂh e BmolRSkESceplrce AntiRh PRGitAeGRESHMRE thDbe transmitted to

l'ai m aracterised |nth it conprises setting up
t]aeug@rmg]aaﬁg@aorlrﬂr@ppg@éelbg{l en the first and second

fipehiianal tienidsitiesiespondenfront the MOt ARMAHODEL ARy to the user's mo-
PCT/ F12004/ 000059 23 operation of the first
BGRIEHIN QT S¥HPIYS conpri ses naki ng transf or mat i ons

between a communi cations format used over said

13 agg ?ﬂ\ﬁggdaocﬁfﬁﬁé %1%W9acﬁ9quif@h§&1 hl?'@ﬁat t%l@rs@éﬁ of converting

use rst functio entit
the ennounegsl peceptancednto e Remitlve response to be t1ansm1tted to the user's

mobile station or computer comprises the substeps of reading a computer program
for generating cryptographic keys from a database of such computer programs and
including the computer program for generating cryptographic keys into the positive
response.

11. A method according to claim 10, characterised in that the substep of reading
a computer program for generating cryptographic keys comprises selecting said
computer program on the basis of information that was contained in the connection
request.

12. A method according to claim 9, characterised in that it comprises setting up a
standardised interface between the first and second functional entities, so that the
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puter. 5 13. A nethod according to claim1,
characterised in that after generating a pair of

WO paoeaor®h®Et ed asynmetric cryptographi c keys i t PCT/FI2004/000059
conprises the steps of - sending one of said
interrel ated asymretric crypt%%raphic keys to the
service pro- vider, 10 - erasi“g all traces of said
one of said interrelated asymetric cryptographic keys

cfﬂe%@léﬁ" 8f mRbfilse figh@idnan eﬂﬂityc@ﬁlﬁplﬁ%s, makﬁllgcﬁréiﬂ@bﬂﬁﬂldﬂwoetween a

%9&121&?%1&%%'% %‘({D?Eﬁglrsg: !g%tgﬁgap@ ﬁ{ag@re Hﬁ%edolrn %g%%ggnadoa communications
forinat neddbetdicas wherfitstifanctiyp egtiephnd theeyser’s mobide station or com-
macbl | e station or conputer in encrypted form 15 14,

IRRCE arrangement for setting up a secure comuni cat i on
connection, conpris- ing: - a user's nobile station or

P WM&E&@%H %c@or%lﬁ{g’ ioc(ﬁaﬁﬁ qv bﬂﬁfac?eﬁﬁédiﬁgﬁﬁ? After gener?tmg a pair of

hin the user's atlon or co, an

er
Nt A A AR GTiE Wévp;egwp%ec kexs 1 POUPHSES RS et

Bscp@nieeht of saiddursieldtba s panialio srgftobtohid kéyatd 18 service pro-
af the user placing the connection request, - within

Yifighser vi ce provi der's arrangenent neans for
erpmgdalh grates bhsaidoomeof iserd intemelettd wpynimatrgnitypitographic keys

ﬁgrﬂéﬁﬁe%aﬁ@?bkgo@?ﬁ{&on or corrputer a response

the user's nobile station or

-c@tﬁi@@émgrfbaﬁﬁl@ﬂ&f spiddntarreleted gsywmmgiac seyptpgeaphic keys and
PétBMhEehe Sn@yHRAIKIERIsafliRATEMRI] &@n’ﬁﬁ&trk% ?ﬁtdg@aﬂnb keys in the

co ni cati on between the r's nobile stafion or
B EEALIORRY CONYBHEA ’é‘eenﬁl’*YR)tPaz?mg arrangemnent ;

character| sed in that it conprises: - nmeans for

P U P15 AL, S bt S comms

ipgner at i ng crypt ographic keys and - within the user's

r@ﬁééfs IﬁBﬁflé QAtiBh o‘f% %r dieRd) r(/R‘re {fﬂﬁr@ ah9ngement,

%ram 0 gen- er at e tO rap for use I N
'tWét yethe @seéémwec&@rlea %étqmﬁe& m@aa% é?r gansmpiting to the service

Silodidean ﬁ{arfg@ﬁ{&ﬁ't QF caitbetibs 12qhddtaBaPtomtaliRr a8 identification of the
arra%ems 35 1t5 A user's nobile station or
é]?ga“tﬁﬁoﬁlﬂgﬁl?lbfeq&‘&s ing up a secure conmmu-

-mvclhtn thre saaniveqirboiders bivaagsmeri meaps boti eepoisding to the connection
%ﬂﬁ@ﬁ%%gﬁSmﬁt 1% gdeﬁ{quser S n{@ﬁﬂasst%t%n bf 80% gh{erl 'anxg:sﬁ&lse message,

€ service pro r''sarrangement a conne
muhuest that contains an |dent|f|cat|on of the user

PlvahiNthd B&r "é‘%ﬁ@lﬁ@‘é bt@ﬁoﬁ%%ﬁput@ﬁﬁe\é\& 29060A RGBS to the service

PCT/Cfl 2004/ 00005
provider's arrangement an encryptlon key to be used in communication between the

user's mobile station or computer and a service provider's arrangement;
characterised in that it comprises:

- means for conveying from the service provider to the user's mobile station or com-
puter a computer program for generating cryptographic keys and

- within the user's mobile station or computer means for using said program to gen-
erate cryptographic keys for use in the secure communication between the user's
mobile station or computer and the service provider's arrangement.

15. A user's mobile station or computer equipped for setting up a secure commu-
nication connection with a service provider's arrangement, comprising:

- means for transmitting to the service provider's arrangement a connection request
that contains an identification of the user placing the connection request, and



10

15

20

- means for transmtting to the service provider's
arrangenent an encryption key to be used in

W@ oowmnmioest i on bet ween the user's npbil e st at i PCIT/BI2004/000059

conmputer and a ser- vice provider's arrangenent;
characterised in that it conprjses: 5 - neans for
receiving fromthe service pr@xﬂi der a conputer program
for generating cryptographic keys and - neans for

Usibags &l tthrphtgiAMd heganeiatoPideps agaaphienkey ené@tion key to
Ay S onSHENER G 0 LA S nd
wicdproaden's arapgeernt; 10 16. A service provider's

AN AeaeIRAN &'i?@&ﬁgﬁ%szset ting up a secure

comuni ca- t.ion connection with a user's nobile )
sngenoiPrgecesmguitem theoipsyicsimigyider peomepiter Pragsamyiosgenerating

Jripogkdphid&eys sndobi | e station or conputer a
connec%i on. re- .quest th?t contains an identifi %ati on,

JPeRi g dising faid Progremt i gehraate RploggaRias keys T0T yseancthe secure
dommuessptonibegween theeusarinaobilestatiegu@sdorhputer and the service pro-

Jiﬁ@lmssgjrglﬁég%ntto the user's nb- bile station or
conputer ]

response nessage, and - nmeans for receiving
fromthe user's nobile station or conputer an

LS U P oY T R L o
HLGeHReF N Y FhA YeFresine Ho SO T COTISRER, CATENING:t

caepis f@sieceivigafiont dhe aoaveitobiletRatidie ob eMmput&PidoBnection re-
I I T N A A
-beeaveseforthepondsieg 'ts the boheecioat ieqnesirbyc tmpsihétingrtd thaeaiser's mo-
BIRY hiS6h B Q¥hPifer 3 1BES ARG e, and

- means for receiving from the user's mobile station or computer an encryption key
to be used in communication between the user's mobile station or computer and a
service provider's arrangement;

characterised in that it comprises:

- means for conveying to the user's mobile station or computer a computer program
for generating cryptographic keys for use in the secure communication between the
user's mobile station or computer and the service provider's arrangement.



