DESCRIPTION
SIGNAL PROCESSING APPARATUS AND METHOD

Technical Field
The present invention relates to a signal processing apparatus
and method that is effective in protecting the copyright of digital

signals.

Background Art
Due to development of the Internet or the like, for example, musical
contents are distributed to computers of an unspecified number of users

from Web sites (servers) wvia the network; infringement of copyright

for musical contents has thus become a problem.

Figure 22 is a view useful in explaining how the copyright of
musical contents is infringed on.

As shown in this figure, at a Web site (a sgrver)-Z on a network
1, a CD (Compact Disk) 3 to be protected for the copyright is reproduced
by a CD player 4 and audio data'S4a obtained fhrough this reproductioh
are compressed in an MPEG (Moving Picture EXperté Group) -Layer 3
(hereafter referred to as an "MP3") to generate an MP3 file S5a.

Next, an unspecified ﬁumber of computers 7, to 7, access a computer
6 at the Web site 2 via the network 1, and the MP3 file S5a associated
with the CD3 is downloaded to the computers 7,.to 7, of the unspecified

number of users.



Next, the users output the MP35a file from the computers 7, to 7,
to MP3 recorders 8, to 8, respectively.

As shown in_Figure 23, the MP3 file 5a is input to a terminal 10
in each of the MP3 recorders 8, to 8, and then written to a semiconductor.
memory 16 such as an EEPROM (Electrically Erasable Programmable Read
Only Memory) in a co;responding one of MP3 players 15, to 15, via a
terminal 13 and a switch 14.

Then, the MP3 file S5a read from the semiconductor memory 16 of
the MP3 player 15, to 15, is decodéd by an MP3 decoder 17, and sounds
are then output from a headphone 18 depending on results of the decoding.
At this point, the sounds output from the headphone 18 have almost the '
same quality as those obtained when the CD3 is reproduced by the CD
player 4.

In addition, the MP3 recorders 8, to 8, each have an MP3 encoder
11, as shown in Figuré 23, and when an uncompressed audio signal
reproduced by the CD player is input to the MP3 encoder 11 via a terminal
9, the MP3 encoder 11 compresses the audio signal S9 in the MP3 to
generate an MP3 file S11. The MP3 recorder 8, then uses, for example,
an SCMS (Serial Copy Management System) to control'copying so as to
write only one generation of the MP3 file S11 genefated from the audio
signal S9, to the semiconductor memory 16 via the.terminal 12 and the
switch 14.

As described above, the MP3 recorders 81.to 8, shown in Figures
22 and 23 have a function for protecting thelcopyright of the

uncompreSSed audio data S9 reproduced from the CD based on the SCMS.
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Since', however, the MP3 file input via the network 1 is uncopditionally
written to the semiconductor 16 in the MP3 player 15, to 15;,, a problem
occurs that users may infringe on the copyright.

A similar problem occurs with digital video signals distributed

via the network after compression.

Disclosure of the Invention
The present invention is provided in view of the above described
problem of the prior art, and it is an object thereof to provide a signal

processing apparatus and method that can detect whether or not a digital

. signal has been cqmpresséd and that can effectively suppress

-infringement of the copyright for compressed diﬁital signals
distributed to an unspecified number of users via, for example, a
network. |

To solve the above describéd.problems of the prior arf and attain

the above object, a signal processing apparatus according to a first

aspect of the present invention detects whether ot not & digital signal

has been subjected to a compression pr'ocess and is characterized by

comprising storage means for storing a first amount of information used

as a reference for deteCting whether or not a digital signal with
electronic watérmarking information embedded therein has been |
subjected to the compression process, the first amount of information
being the amount of the electronic watermarking information, extraction

means for extracting the electronic watermarking information contained

" in the digital signal to be detected, and detection means for detecting

AN



a second amount of information that is the amount of the electronic
watermarking information extracted and comparing the first amount of
.information with the second amount of information to detect whether
or not the digital signal to be.detectéd has been subjected to the
compression process.

In the signal processing apparatus accofding to the present

invention, an extraction circuit first extracts electronic

o oy

watermarking information contained in a digital signal to be detected.

Then, a detection circuit detects a second amount of information

eI

that is the amount of electronic watefmarking information extracted
and compares the second amount of information with the first amount
of information read from the storage means, to detect, based on a result
of the comparison, whether or not the digital signal to be detected
has been subjected to a compression process.

When the digital signal is compressed, at least.bart of the amount
of information in electronic watermarking information embedded in the
digital signal is lost due to an error in quantization carried out during
the compfession process. Thus, whether or hot the digital signal to
be processed has been subjected to the compression process can be
detectedbycomparingtheéeéondamountofinformatianthatistheamount
of information in electronic watermarking information extracted from
the digital signal to be detected, with the first amount of information
used as a reference for detecting whether of not the digital signal
with electronic watermarking information embedded therein has been

subjected to the compressibn.process, the first amount of information
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being the amount of information in the electronic watermarking
information.

Alternatively, a signal processing apparatus according to the
present invention detects whether or not a digital signal has beén
subjected to a compression process and is cha;acterized.by comprising
comparison means_for_determining a level and a polarity of a
predetermined frequency component with electronic watermarking kjy.
information embedded therein, bésed on a cogzg£§;gg_£§g§pr for a
frequency domain of the digital signal, storage means for storing a
third threshold vélue used as a reference for detecting whether the
digital signal has been subjected to the compreésion process; and -
detection means detecting, based on a result of the comparison means
and thelthird threshold value, whether the digital signal has been
subjected té the compression process.

Alternatively, the comparison means detects, based on the
conversion factor, one of plural sets of a predetermined first frequency
componenf and a second frequency component offset from the first %
frequency component by a predetermined distance on a frequency axis “
in which at least one of the'frequency cOméohents has a level at which
it is lost due to the compression process, and compares a polarity of
the first frequency component of the detected set with a polarity of
corresponding second frequency compohent thereof, and the detection

means compares, based on a result obtained by the comparison means,

a rate of sets having a matched polarity with the third threshold value,



to detect whether the digital signal has been subjected to the
compression process. |

Alternatively, the storage means steres e fourth threshold value
used as a reference for detecting whethef or not the digitel signal
haslelectronic'watermarking information embedded thefein, and the
comparison ineans detects, based on the. conversion factor, one of plural
sets of a predetermined first frequericy eomponent and a second frequency
component offset from the first frequency component by a predetermined
distance on a frequency axis in which both f;equency components have
a level at which they are not lost despite the compression process,
and compares a pelarity of the first frequency component of the detected
set with the corresponding second frequency component thereof, and the
detection means compares,; based on a result _obtained by the comperison
means, a rate of sets having a Iﬁatched polarity with the fourth threshold
value, to detect whether the digital signal has the electronic
watermarking information embedded therein.

In a signal processing apparatus according to a second aspect of
the present invention, processing similar to that by the signal
processing apparatus is carried out by an electronic watermarking
information detecting circuit. To protect the copyright, if the
digital signal has not been subjected to the compression process, the
digital signal is permiti:ed to beWory in a reproduction
device, and otherwise the digital signal is prohibited frombeing stored

in the storage means of the reproduction device.
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Alternatively, a signal processing apparatus according to a third
aspect embeds electronic watermarking information in a digital signal
M
and has a signal embedding circuit for embedding the electronic
watermarking information in the digital signal so that a predetermined
or larger amount of information is lost from the electronic watermarking '

information when compressed.

Brief Description of the Drawings

Figure 1 is a block diagram of amusic distributing system accordiﬂ
to a first embodiment of the present invention.

Figure 2 is a view useful in explaining another form of an MP3
recorder.

Figure 3 is a block diagram of an electronic watermarking
information embedding device shown in Figure 1.

Figure 4 is a chart showing frequency spectra of an audio signal
and an electronic watermarking information signal shown in Figure 3;

Figure 5 is 'a block diagram of the MP3 encoder shown in Figure

Figure 6 is a block diagram of the MP3 recorder and an MP3 player
both shown in Figure 1.

Figure 7 is a block diagram of an electronic watering information
detecting circuit for processing an audio signal shown in Figure 6.

Figure 8 is a view.useful in explaining processing carried out
by the electronic information watermarking detecting circuit shown in

Figure 7.



Figure 9 is a flow chart of processing carried out by the detecting
circuit shown in Figure 7.

Figure 10 is block diagram of an electronic watermarking
information detecting circuit for processing an MP3 file shown in Figure-
6.

Fiéure 11 is a flow chért of processing by the detecting circuit
shown in Figure 10. |

Figure 12 is a block diagram of an MP3 decoder 17 of the MP3 player
shown in Figure 6.

Figure 13 is block diagram of a music distributing system according
to a second embodiment of the present invention.

Figure 14 is ablock diagramof -aln e;ectron'ic information embedding
device shown in Figure 13.

Figﬁre 15 is a graph useful in explaining processing executed.by
-the electronic wétermarking information embedding device shown in
Figure 14.

Figure 16 is a view useful in explaining frequency masking
identification used by the electronic watermarking information
embedding device shown in Figure 14.

Figure 17 is a block diagram of the MP3 recorder shown in Figure
13.

Figure 18 is a block diagram of an electronic watermarking
information detecting circuit for processing an audio signal shown in

Figure 17.



Figure 19 is a block diagram of an electronic waterﬁarking
inforination_detecting circuit for processing an MP3 file shown in Figure
17.

Figure 20 is a graph useful in explaining processiné executed by
a detectiné circuit according to a variation (1) of a second embodiment
of the present invention, which ié shown in Figures 18 and 19.

Figure 21 is a graph useful in explaining other variations of the
second embodiment of the ﬁreéent invention.

| Figure 22 is a block diagram of a conventional music distributing
system.

Figure 23 is a biock diagram of an MP3 recorder and an MP3 player

both shown in Figure 22.

Best Mode of Carrying Out the Invention

Amusicdistributing system according to embodiments of the present
invention.

First Embodiment

Figure 1l is ablock diagramof amusic distributing system according
to this embodiment. | |

As shown in Figure 1, in the mﬁsic distributing system 30, a
computer 6 at a Web site 2 is connected to computers 7, to 7, of users
32, to 32, via a network 1. n is an arbitrary integer.
[outline of the Music Distribution System 30]

In the music distributing system shown in Figure 1, a CD 33 ﬁas

P ]

electronic watermarking information embedded in audio signals by an



electronic watermarking information embedding dév;’.ce 31 in such a
manner that sounds depending on the audio signals do ﬁot have their
listening feelings spoiled or easily removed as _describ_ed below. In
addition, as described beléw,l when the electronic walt_ermarking
information embedded in the audio signals by the electronic
watermarking information embedding device 31 is compressed, for example,
in the MP3, about 50% of the amount of information is lost while the
remaining 50% remains.

Thus, when a CD 33 purchased at the Web site 2 is reproduced by
a CD player 4 to generate an audio signal S4, which is then encodéd
by ari MP3 encoder 5 to generate an MP3 file. S5, the rate at which
electronic watermarking information remains in the MP3 file S5 is about
50%. |

The MP3 file S5 is downloaded to the arbitrary computer 7, to 7,
owned by the unspecified number of users 32, tq 32, via computer 6.

When the user 32, to 32, attempts to store the downloaded MP3 file
S5 in an MP3 player 15, to 15, using an MP3 recorder 38, to 38,;, the
processing shown below is carried out in the MP3 recorder 38; to 38,.

The MP3 recorder 38, to 38, detects the rate of electronic
watermarking information contained in the MP3 file S5 input from the
computer 7, to 7, is about 50%, the MP3 file S5 is not stored in the
MP player 15, to 15,, in order to protect the copyright. On the other
hand, if the remaining rate of electronic watermarking information
contained in the MP3 file S5 input from the computer 7, to 7,, is about

0%, the MP3 file S5 is stored in the MP player 15, to 15,.
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The remaining rate of electronic watermarking information is about
0% if the MP3 compressed audio signals do not orié‘inally have electronic
waterﬁarkinginformationembeddedthérein;copycontrolforpmotection
of the copyright is assumed to be unnecessary in such a case.

Additionally, if the remaining rate of electrénic Watermafking
information coritained in.fhe input audio signals is about 100%, the
MP3 recorder 38, to 38, compfesses only one generation of the audio
signals in the MP3 based on the SCMS and then stores them in the MP3
player.151 to 15n; :

In this case, the.remaining rate of electronic watermarking
information is 100% 1if, fdr example, the audio signal s4 reproduced
from the CD player 4 is directly input to the MP3 recorder 38, to 38,
as shown in Figure 2.

Each component of the music distributing system 30 shown in Figgre
1 will be described below in détail.

[Electronic Watermarking Information Embedding Device 31]

—_— e

Figure 3 is a block diagram of the electronic watermarking
information embedding device 31.

As shown in Figure 3, the electronic watermarking information
embedding device 31 comprises terminals 51 and 52, an FFT (Fast-Fourier
Transformation) processing circuit 53, a multiplication circuit 54,
a variable filter circuit 55, and an addition cifcuit 56.l

The terminal 51 outputs an input audio signal S51 to the FFT

processing circuit 53 and the addition circuit 56.
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The terminal 52 outputs input electronic watermarking information
S52 to the multiplication circuit 54.

The FET processing circuit 53 ccnverts the audio signal S51 from
a time domain to a frequency domain to generate a frequency spectrum
S$53, which is then output to the variable filter circuit 55.. <

The multiplication circuit 54 multiplies the electronic

watermarking information S52 by a PN (Pseudo Noise) sequence signal

S57 of a.émall amplitude to.spreéd the spectrum of the electronic
watermarking information $52 over a wide frequency zone in order to
generate an electronic watermcrking information signal S54 of a
fine-level amplitude. The electronic:watermarking'information signal
S54 is then output to the variable filter circuit 55.

The variable frequency filter circuit 55 uses filter
characteristics depending on the frequency spectrum S53 to filter the
electronic watermarking information signal S54 in order to generate
an electronic watermarking information signal S55, which is then output
to the addition circuit 56.

At this point, a frequency spectrum 61 of the electronic
watermarking inforﬁation signal S55is shaped similarly to a frequency
spectrum 60 of the audio signal S51, as shown in Figure 4.

The addition circuit 56 adds together the aﬁdio signal S51 from
the terminal 51 and the electronic watermarking information signal S55
from the variable filter circﬁit 55, to generate an audio signal S31

having the electronic watermarking information embedded therein. The
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addition circuit 56 records the audio signal S31 in the CD33 shown in
Figure 1. |

At this point, the electronic watermarking information signal 855
is embedded in the audio signal SSliusing as-units, modules each
comprising a predetermined number of samples constituting the audio
signal S51; the electronic watermarking information signal S55 may be
embedded 6ver the entire audio signal S51 or in part thereof.

- In this case, however, the electronic watermarking information
signal is also embedded so.that-when cbmpressed using an encoding
technique such as the MP3, about 50% of the amount of information is
lost while the remaining amount remains.

[CD player 4]

The CD player 4 is general and rotates the CD 33 while using an
optical pickup to read an audio signal recorded on a recording surface
of the CD 33, before outputting the read audio signal S4 to the MP3
encoder 5. ' |
[MP3 Encoder 5]

Figure 5 is a block diagram of the MP3 encoder 5.

As shown in this figute, the MP3 encoder 5 comprises a 32 subband
dividing circuit 62, an MDCT processing circuit 63, a scale factor
extragting circuit 64, an FFT processing circuit 65, a masking
calculating circuit 66, a non-linear quantization Huffman encoding
circuit 67, and a frame packing circuit 68, to generate the MP3 file
S5, in which the amount of informatioh in the audio signal S4 has been

compressed to about one tenth.
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The 32 subband dividing circuit 62 divides the audio signal S4
input frbm the CD player 4 shown in'Figure 1, into 32 frequency zones,
which are then output to the MDCT processiﬁg circuit 63 as an audio
signal S62.

The MDCT processing circuit 63 carries out MDCT (Modified Discrete
Cosine Transform) for reducing block distortions to obtain 256 MDCT
coefficiénts from 512 samples contained in the -audio signal $62, and
outputs the MDCT coefficients S63 to the scale factor extractihg circuit
64. |

The scale factor extracting circuit 64 normalizes the 256 MDCT
coefficients so that, fér example, their largest wvalue is one, and
outputs this scalé factor to the non-linear quantization Huffman
encoding circuit 67 as a scale factor S564.

The FFT processing circuit 65 subjects the audio signai S4 to FFT
using 1024 samples as one unit, to geﬁerate an FFT conversion factor
S65, which is then output to the masking calculating circuit 66.

Based on the FFT conversion factor S65, the masking calculating
circuit 66 uses an auditory masking:characteristic to calculate a
masking curve and oﬁtputs a result of the calculation S66 to the
non-linear quantization Huffman encoding circuit 67.

The non-linear quantization Huffman encoding circuit 67 uses the
scale factor S64 and the result S66 of the calculation of thé masking
curve to subject the MDCT coefficient S63 to non-linear quantization
and Huffman encoding in order to generate encoded data S67, which are

then output to the frame packing circuit 68.
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In this case, when the MDCT coefficient 563.is non-linearly
quantized, information on the level of each frequency component of the
audio signal S4 is lost due to an error in quantization.

The fralﬂe packing ciréuit 68 adds a frame header and bit assignment
information to the encoded data S67 to generate the MP3 file S5, which
is then output to the computer 6 shown in Figure 1.

[Computer 6]

On receiving a request signal from the computer 7, to 7n'via.the
network 1, the computer 6 transmits the MP3 file S5 via the network
1 to the cdmputer 7, to 7, which has transmitted the request signal.
[Computers 7, to 7,]

The computers 7, to 7, each transmit the request signal to the
computer 6 via the network 1 and receive (download) the MP3 file S5
depending on the request signal, from the computer 6 via the network
1. |
[MP3 Recorder 38,]

Figufe 6 is a block diagram of the MP3 récorder 38,. m is an
arbitrary inteéer that meets 1l<m<n.

. As shown in this fiqure, the'MP3-recorder 38, comprises an MP3
encoder 11, electronic'watermarking'detecting circuits 45 and 46, a
switch 47, and a switching circuit 48.

The MP3 encoder 11 essentially has the same configuration as the

above described MP3 encoder 5 shown in Figure 5.
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The MP3 encoder 11 compresses an uncompressed audio signal S49
input froma terminal 49 to output the obtained MP3 file S11 to a terminal
42, |

Figure 7 is a block diagram of the electronic watermarking
information detecting ci it 45. |

As shown in this figure, the electronic watermarking information
detecting circuit 45 comprises, for exémple, an FFT processing circuit
70, a variable frequency filter circuit 71, a multiplication circuit
72, a storage circuit 73, and a detection circqit 74.

Thé FFT processing circuit 70 converts the audio signal S49 input
from the terminal 48 shown in Figure 6, from a time domain to a frequency
domain to generate a frequency specfrﬁm S70, which is then output to
the variable frequency filter circuit 71.

The variable frequency filtef circuit 71 uses filter
characteristics depending on the frequency spectrum S70 to filter an
electronic watermarking information signal S71 contained in the audio
signal S49, to extract and output an electronic watermarking
information signal S71. |

The multiplication circuit 72 multiplies the electronic
waferﬁarking information S71 by the PN sequence signal S57 that is the
same as that ﬁsed in writing the electronic watermarking information
as shown in Figure 3, thereby generating an original electronic
watermarking information signal S72 with:the PN sequence codes removed
therefrom. The multiplication circuit 72 outputs the electronic

watermarking information signal S72 to the detection circuit 74.
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The storage circuit 73 stores a reference value Ref shown in Figure
8A and corresponding to the amount of information in the electronic
watermarking information signal embedded by the electronic
watermarking information embedding device.31 as well as threshold
values Thl and Th2 shown in Figure 8B.

Figure 9 is a flow chart of processing executed by the detection
circuit.

The detection circuit 74 shown in Figure 9 ﬁses the threshold values
Thl and Th2 shown in Figure 8B to execute the processing shown below.

Step S1: the detection cirduit 74 deltects the amount of informatioh
in the electronic watermarking information signal S72 input from the
multiplication circuit 72 shown in Figure 7.

Step S2: the detection circuit 74 divides the amount of information
detected at step S1 by the reference value Ref input from the storage
circuit 73, to obtain a remaining rate.

Step S3: the detection circuit 74 determines whether or not the
remaining rate calculated at step S2 is larger than 80%, that is, the
remaining rate of electronic watermarking information indicated by the
electronic watermarking informétion signal.S72 is larger than the
threshold value Thl as shown in Figure 8C. TIf the detection circuit
74 determines that the fate is larger than 80%, it carries out processing
at the step S5, and otherwise it executes brocessing at step S4.

Step S4: the detection circuit 74 determines whéther or not the
remaining rate calculated at step S2 is smaller than 20%, that is, the

amount of watermarking information remaining indicated by the
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electronic watermarking information signal S72 is smaller than the
threshold value Th2 as shown in Figure 8D. If the detection circuit
74 determines that the remaining rate is smaller than 20%, it executes
processing at step S5 and otherwise it executes processing at step S6.

Step S5: the detection circuit 74 outputs a detectibn Signal s45
indicating that copying is enabled, to the switching circuit 48 shown
in Figure 6.

Step S5 is executed if the remaining rate of the electronic
watermarking information signal S72 is larger than 80% or smaller than
20%, as shown in Figure 8Bor 8D. If the remaining rate of the electronic
watermarking information signal S72 is largef than 80%, it can be
determined that the audio signal S49 shown in Figure 6 has never been
compresséd in the MP3 or the'li_ke but has been obtained by, for example,
reproducing the CD from thé CD player 4 as shown in Figure 2. Thus,
the copyright is unlikely to be unduly infringed on even if the audio
signal S49 is compressed and recorded in the semiconductor memory 16
of the MP3 player 15,. Alternatively, if the_remaining rate of the
electronic watermarking information signal S72 is smaller than 20%;
it can be determined that the audio signal S49 originally centains no
electronic watermarking information, and the copyright is unlikely to
be unduly infringed on even if the audio signal S49 is compressed and
recorded in the semiconductor memory 16 of the MP3 player 15,.

Step 6: the detection circuit 74 outputs a detection signal S45
indicating that copying is disabled, to the switching circuit 48 shown

in Figure 6.
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Step S6 is executed if the remaining rate of the electronic
watermarking information signal S72 embedded in the audio signal S49
is 20% or larger and 80% or smaller as showﬁ in Figure SC. In this
case, it can be determined that the audio signal S49 has been subjected
to the MP3 compression process. Consequently, .the copyright is likely
to be unduly infringed on if the audio signal S49 is recorded in the .
semiconductor memory 16 of the MP3 player 15,. |

The remaining rate of the electronic watermarking information
signal S72 is as described above because if the audio signal S49 has
been compressed, at least part of the electronic watermarking
information is lost due to a quantization error in a quantizationprocess
executed during the compression process, thereby increasing an error
rate to prevent the electronic watermarking information from being
completely decoded.

Figure 10 is a block diagram of the elecfronic watermarking
information detecting circuit 46.

As shown in Figure 10, the electronic watermarking information.
detecting circuit 45 comprises, for example, an FFT processing circuit
70, a variable freQuency filter circuit 71, a multiplication circuit
72, a storage circuit 73, an MP3 decoder 75, and a detection:circuit
76.

In Figure 10, the components denoted by the same reference numerals
as in Figure 7 are the same as those of the electronic watermarking
information detecting circuit 45 which are denoted by the same reference

numerals.
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Thatis,theélectronicwatermarkinginformationdetectingcircuit
46 differs from the electronié watermarking detecting circuit 45 in
that an MP3 decoder 75 is added before the FET processing circuit 70
and in that the detection circuit 76 has different processing contents.

In the electronic watermarking detecting circuit 46, the MP3
decoder 75 expands an MP3 file S50 (S5) input from a terminal 50, shown
in Figure 6, to generate an audio signal 875, which is then output to
the FTE processing circuit 70.

Processin.g executed by the FET processing circuit 70, the variable
frequency filter circuit 71, and the multiplication circuit 72 based
on the audio signal S75 is the same as that executed by the above
described electronic watermarking information detecting éircuit 45,

Processing executed by the detection circuit 76 will be explained
below.. |

Step S11: the detection circuit 76 detects the amount of
information in the electronic watermarking signal S72 input from the
multiplication circuit 72 shown in Figure 10.

Step S12: the detectioh circuit 76 divides the amount of
information detected at step S11 by a reference ﬁalue Ref fead-from :
the storage circuit 73 to calculate the remaining rate.

Step S13: the detection circuit 76 determines whether or not the
remaining rate calculated at step S12 is smaller than 20%, that is,
the amount of watermarking information remaining indicated by the
electronic watermarking information signal S72 is smaller than the

threshold value Th2 as shown in Figure 8D. If the detection circuit
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76 determines that the remaining rate is smaller than 20%, it executes
processing at step S14 and otherwise it executes processing at step
S15. _

Step S14: the detection circuit 76 outputs a detection signal S46
indicating that copying is enabled, to the switching circuit 48 shown
in Figure 6. |

That is, if the remaining rate of the electronic watermarking
information signal S72 is smaller than'20%, it can be determined that
the MP3 file S50 (S5) originally has no electronic watermarking
information embedded therein. Thus, the copyright is unlikely to be
unduly infringed on even if thelMP3 file S50 compressed and recorded
in the semiconductor memory 16 of the MP3 player 15,.

Step 15: the detection circuit 76 outputs a detection signal.S46
indicating that copyihg is disabled, to the switching circuit 48 shown
in Figure 6.

This is because if the remaining rate of the electronic
watermarking information signal S72 is larger than 20%, the :MP3 file
S50 is likely to have electronic watermarking information embedded
therein.

Based on switching control provided by the switching circuit 48,
the switch 47 enters one of three states: connection to the terminal
42, connection to the termiﬁal 43, and no connection to-the terminal
42 or 43. |

As shown in Figure 6,'the switching circuit 48 receives inputs

of the detection signal S45 from the electronic information detecting
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qircuit 45 shown in Figuré 7 and the detection signal S46 from the
electronic watermarking information detecting circuit 46 shown in
Figure 10, and controls the switch 47 to connect to the terminal 42
if the detection signal S45 indicates that copying is enabled or to.
connect to the terminal 43 if the detection signal S46 indicates that
copying is enabled. Otherwise, the switching circuit 48 controls the
switch 47 so as not to connect to thé terminal 42 or 43.

[MP3 Players 15, to 15,]

Figure 6 is a block diagram of the MP player 15,.

As shown in Figure 6, the MP3 player 15, has the semiconductor memory
16 and the MP3 decoder 17.

The MP3 player 15, can be removably connected to the MP3 recorder
38, and thié connection is méde when, for example, a MP3 file or the
like downloaded via the network 1 is written to the semiconductor memory
16 or when the audio signal S4 reproduced by the CD player 4 is compressed
and written to the semiconduc‘tor mémory 16 as shown in Figure 2. After
writing the MP3 file from the MP3 recorder 38, to the semiconductor memory
16, the MP3 player 15, is disconnected from the MP3 recorder 38m and:
used as a portable player.

The semiconductor memory 16 is, for examble, an EEPROM having a. .
storage capacity of, for example, 32 to 64 MB and stores the MP3 files
S11 and S50 (S5) input from the MP3 recorder 38,.

In this embodiment, the semiconductor memory has been illustrated
as a storage circuit, but other storage circuits or recording media

such as MDs (Mini Disks) can also be used.
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Figure 12 is a block diagram of the MP3 decoder 17.

As shown in Figure 12, the MP3 decoder 17 has a frame disintegrating
circuit'80, a Huffman decoding circuit 81, an inverse quantization_
circuit 82, an inverse MDCT circﬁit 83, and a subband synthesizing
circuit. |

The frame disintegrating circuit 80 disintegrates the MP3 file
Sle6 réad from the semiconductor memory 16 to obtain encoded data s80,
which are then output to the Huffman decoding circuit 81.

The Huffman decoding circuit 81 subjects the encoded data S80 to
Huffman decoding to generate data 381, which are then output to the
inverse quantization circuit 82.

The inverse quantization circuit 82 invérsely quantizes the data
S81 to obtain an MDCT coefficient S82, which is then output to the inverse
MDCT circuit 83.

The inverse MDCT circuit 83 subjects the MDCT coefficient S82 to
an inverse MDCT process to obtain an audio signal S83, which is then
output to the subband synthesizing circuit 84.

The subband synthesizing ciréuit 84 subjects the audié signal S83
to subband synthesis to generate and reproduce an audio signal S15,,
which is then output to the headphone 18.

[Headphone 18]

The headphone 18 outputs sounds corresponding to the audio signal
S15,.

A general operational form of the music distributing system 30

shown in Figure 1 will be explained.

- 23 -



First operational form

In the music distributing system 30, for example, according to
the author's desire, a manufacturer of the ¢D33 uses the electronic
watermarking information embedding device 31 shown in Figure 3 to embed
the electronic watermarking information signal S55 in the audio signal
S51 to generate the audio signal_SSl in order to manufacture the CD33
with the audio signal S31 recérded thereon.-

In this case, when compressed in the MP3, about 50% of the amount
of information is lost from the electronic watermarking informatidn
signal S$55, with the remaining 50% of the amounf of information
‘remaining.

The CD33 is shipped and then purchased, for example, by the owner
of the Web site 2. |

In the Web site 2, the CD player 4 is used to reproduce the CD33
to generate the audio signal S4 and the MP3 encoder shown in Figure
5 compresses the audio signal S4 in the MP3 to génerate the MP3 file
S5.

In-this case, the rate of the electronic watermarking information
remaining in the MP3 file S5 is about 50%.

Then, the MP3 file S5 is downloaded to the arbitrary computers
7, to 7, owned by the unspecified number of users 31, via the computer
6. |

When the user 32m attempts to store the downloaded MP3 file S5
in the MP3 player 15, using the MP3 recorder 3&nshown in Figure 6, the

MP3 recorder 38m executes the processing shown below.
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The MP3 recorder 38, uses the electronic watermarking information
detecting circuit 46 shown in Figures 6 énd 10 to detect the remaining
rate of the electronic watermarking information contained in the MP3
file S5 based on a flow shown in Figure 11. Since the remaining rate
is 20% or higher, the MP3 recorder 38, determines that the file has
electronic watermarking inforxﬁation embedded therein and has also been
compressed, and then outputs the detection Signal S46 to the switching
circuit 48 indicating that copying is disabled.

As a result, the switching circuit 48 shown in Figure 6 is not
~ connected to the terminal 43, thereby preventing the MP3 file S5 from
being written to the MP3 player 15, from the MP3 recorder 38,.

Thus, even if an audio signal with electronic watermarking
information embedded.thereih.is compressed into the MP3 file S5, which
is then distributed to the computers 7, of an unspecified number of users
via the network 1, the user 32, cannot use the MP3 file S5 in the MP3
player 15,. As a resulf, infringement of the copyright can be
effectively suppressed. |

If an audio signal with no'electronic watermarking information
embedded therein is compressed into the MP3 file S5 using the MP3 encoder
5 and then distributed from the computer 7 (6) in the Web site 2 to
the computer 7m via the network 1, the detection circuit 76 of the
electronic wétermarking information detecting circuit 46 shown in
Figures 6 and 10 determines that the remaining rate of the electronic
watermarking information signal.S72 is smaller than 20% and outputs

the detection signal S46 to the switching circuit 48 indicating that
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copying is enabled (Figure 11), causing the switch 47 to be connected
to the terminal 43. Thus, the MP3 file S5 can be written from the MP3
recorder 38, to the semiconductor memory 16 of the MP3 player 15,.

Second Operation Form

If, for example, the'user connects the CD player 4 to_ the terminal
49 of the MP3 recorder 38, shown in Figure 6 to input the audio signal
S4 (S49) reproduced by the CD player 4, to the MP3 recorder' 38,, as shown
in Figure 2, the MP3 recorder 38, executes the processing shown below.

The MP3 recorder 38, uses the electronic watermarking information .
detecting circuit 45 shown in Figureé 6 and 7 to determine, based on
the flow shown in.Figure 9, that the audio signal has electronic
watermarking information embedded therein but has not been compressed,
because the remaining rate of electronic watermarking information is
larger than 80%. The ﬁP3 recorder 38, then co.nnects the switch 47 to
the terminal 42 on condition that only one generation is copied based
on the SCMS. |

Then, the MP3 recorder 38m writes to the semiconductor memory 16,
the MP3 file S11 generated by compressing the audio signal S4 by means
of the MP3 encoder 11. ' |

In this manner, the MP3 recorder 38, can write an audio signal
reproduced from the CD player 4 and which has not been compressed, to
the semiconductor 16 of the MP3 player 15, on condition that only one
generation is processed based on the SCMS.

As described above, according to the music distribﬁting system

30 of this embodiment, the electronic watermarking information signal
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in one form can be used to determine the presence of electronic
watermarking information and whether or not the digital signal has been
compressed. Alternatively, by adding audio signai use control
information to this electrdnic watermarking information, the
electronic watermarking information signal in the above forﬁ can be
used to determine the presence of electronic watermarking information
and whether or not the digital signal has been compressed and to identify
the use control information. The use control information controls the
use of the audio signal by permitting the audio signal to be copied
a predetermined number of times (copying control), permitting the audio
signal to be reproduced for only a predetermined period (reproduction
control), or permitting the audio signal to be used unlimitedly.
Furthermore, electronic watermarking information to be added to the
audio signal may include information on the audio signal such as the
ID of the author or the ID of the contents. The distribution system
according to this embodiment has been illustrated as the audio signal,
but the present invention is not limited tb this but is applicable to
" any contents such as animated images, still images, and games.

Second Embodiment |

Figure 13 is a block diagram of a music distributing system 100
according to this embodiment.

As shown in Figure 13, the music distributing system 100 has the
same configuration as the above described music distributing system
30 shown in Figure 1 except for an electronic vlrétermarking information

embedding device 91 and MP3 recorders 138, to 138,.
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That is, the CD 33, CD player 4, MP3 encoder 5, computer 6, network
1, computers 7, to 7,, and MP3 players 15; to 15, shown in Figure 13 are
the same as the components shown in Figure 1 which have the same reference
numerals.

The electronic watermarking information embedding device 91 and
the MP3 recorders 138, to 138, will be described below in detail.
[Electronic Watermarking Information Embedding Device 91]

Figure 14 is a block diagram of the electronic watermarking
information embedding device 91 used in this embodiment.

As shown in Figure 14, the electronic watermarking information
embedding device 91 has an MDCT processing circuit 92, a coefficient
shifting and attenuating circuit 93, an addition circuit 94, and an
I (Inverse)MDCT circuit 95.

The MDCT processing circuit 92 uses data for 1,024 samples as one
unit to carry out an MDCT precess on the audio signal s51 input from
a terminal 101. The MDCT processing circuit 92 thus generates an MDCT
coefficient for 1,024 frequency components to output it to the.
coefficient shifting and attenuating circuit 93 and the addition
circuit 94.

Based on the electroniclwatermarking information S52, the
coefficient shifting and attenuating circuit 93 embeds electronic
watermarking information for a plurelity of predetermined ones of the
1,024 frequency components. |

That is, the coefficient shifting and attenuating circuit 93

attenuates the frequency components to which the electronic
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watermarking information is to be embedded, in accordance with a fixed
ratio and then uses an MDCT coefficient S92 to execute a process
corresponding to shifting by, for example, four frequency components
in a direction in which the frequency increases. The coefficient
shifting and attenuating circuit 93 attenuates then outputs a new MDCT
coefficient S93 obtained through the ébove process, to the addition
circuit 94. |

The addition circuit 94 adds the'MDCT coefficient 392 from the
MDCT processing circuit 92 to the MDCT coefficient S93 from the
coefficient shifting and éttenuating circuit 93 to generate an MDCT
coefficient S94, which is then output to the IMDCT circuit 95.

The IMDCT circuit 95 subjects the MDCT coeffigient S94 from the
addition circuit 94 to IMDCT conversioh to generate an audio signal
S91 for a time domaiﬁ.

The electronic watermarkind information embedding device 91
records the audio signal S91 on the CD 33.

Figure 15 is a graph useful in explaining the processing carried
out by the coefficient shifting and attenuating circuit 93 and the
addition circuit 94.

For example, as shown in Figure 15A, to embed electronic
watermarking information for predetermined first frequéncy components
f, and f,, the coefficient shifting and attenuating circuit 93 uses the
MDCT coefficient S92 to execute the process éorresponding to shifting
of frequency levels by four.frequency components in the direction in

which the frequency increases from the frequency components f, and f,,
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the frequency levels being obtained by attenuating the levels of the
first frequency components f, and £, at a fixed ratio. The coefficient
shifting and attenuating circuit 93 thus generates the MDCT coefficient
S93. |

The addition circuit -94 uses the MDCT coefficients S92 and S93
to execute a process corresponding to addition of the levels obtained
through the shift to second frequenc;} components f; and f, shown in
Figures 15A and 15B. Thus, the electronic watermarking information
S52 i.s embedded in the audio signal S51 and the levels of the sécond
frequency components f; and f, are as shown in Figure 15C.

In this case, the first and second frequency components f; and £,
are heteropolar before the electronic watermarking informatioﬁ is
embedded but are homopolar (positive polarity) after the electronic
watermarking information has been embedded. The first and second
frequency components f, and £, are homopolar (negative polarity) before
and after the electronic watermarking information has been embedded.

When the frequency level obtained by attenuating, at the fixed
ratio, the level of the first freduen’cy_ component in whiqh the electronic
watermarking information has been determined to be embedded is added
to the level 6f the second frequency component offset from the first
frequenc;y component by four frequency components, the levels of the
first and second frequency components are likely to become homopolar
after the electronic ﬁatermarking information has been embedded. The
electronic watermarking information detecting circuit utilizes this

to detect the electronic watermarking information as described below.
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In addition, the levels of the.first frequenciés f, and £, are attenuated
in accordance with the fixed ratio and then added to the second frequency
components f, and f,, and in this case, the first and second frequency
components have, after the addition, predetermined levels or lower such
that at a certain attenuation rate, the levels becoﬁe equal or close
to zero due to a quantization error during cbm@ression. That is,
according to this embodiment, it is preferable that there be a higher
-probability that the first and second frequency componénts are
homopolar after the frequency components have been shifted and that
frequency components equal to or lower than predetermined levels be
lost after compression. Inaddition, as described'beiow- the electronic
watermarking'information detecting circuit determines whether or not
those of the first and second frequency components which have
predetermined levels or lower have been compressed, based on the fact
that the levels become equal or close fo zero due to a quéntization
error during compression. .In the above description, the first
frequency components are attenuated at the fixed rate,'but it is only
necessary that some of the first and second frequency components
obtained through the shifting become almost zero after the homopolarity
and compression, and the fixed attenuation rate is mot particularly
required. That is, the individual frequency componénts may be provided
with arbitrary different attenﬁation rates. |

The electronic watermarking information is embedded, for example,
in about 100 second frequency components of the 1,024 frequency

components.
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In addition, this embodiment illustrates the case where the
frequency level obtained by attenuating the level of the first frequency
component is added to the level of the second frequency component o'ffset
from the first frequency component by four frequency components on the
frequency a}?is to embed the electronic watermarking information, as
described above. 'However, the distance on the frequency axis between
the first frequency component and the second frequency component is
not limited to 4.

In addition, the electronic watermarking information S52 is
embedded in the audio signal S51 using aS a unit, a module comprising
a predetermined number of samples constituting the audio signal S51;
the electronic watermarking information S52 may be embedded all over
the audio signal S51 or in part thereof. | |

In embedding the electronic watermarking information as deséribed
above, a masking effect is desirably taken into consideration.

The masking effect is such that if, for example, 'the frequency
is indicated on the axis of abscissas using a logarithmic scaie while
the sound pressure (amplitude) level is indicated on the axis of
ordinates as shown in Figure 16, the human auditory sénse- does not react
to sounds below a masking curve 110. Inthis case, as seen in the masking
curve 110 shown in Figure 16, the human auditory sense does not react
to low sounds within a critical band area of width 100 Hz near a certain
loud sound. Thus, when the electronic watermarking information is
embedded in a frequency component within the critical band area while

controlling the ratio used by the above described coefficient shifting
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and attenuating circuit 93 to attenuate the level of the first frequency
component so that the sound pressure level is lower than the masking
curve 110, this prevents degrédation of the quality of the audio signal
which may result from the embedding of the electronic watermarking
information.

In addition, in embedding the electronic watermarking information
as described above, the tolerance of the electronic watermarking
information signal to the signal compression executed by the MP3 encoder
5 shown in Figure 13 is desirably taken into account.

That is, as described above, the nonlinear quantization Huffman
encoding circuit 67 in the MP3 encoder 5 carrieé out quantization and
frequency components with low sound pressure levels may be lost due
to a quantization error during a bit reduction process involved in the
quantization process.

Therefore, to embed electronic watermarking information that
sufficiently tolerates compression, in an audio signal, the ratio used
by the above described coefficient shifting and attenuating circuit
93 to attenuate thé level of the first frequency component is desirably
controlled so that electronic watermarking information is embedded
which has as high a sound pressure level as possible within the range
of sound pressure levels indicated by the masking curve 110.

[MP3 Recorders 138, to 138]
Figure 17 shows a block'diagram of the MP3 recorder 138, shown in

Figure 13.
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As shown in Figure 17, the MP3 recorder 138, has the MP3 encoder
11, the switch 47, the switching circuit 48, and electronic watermarking
information detecting circuits 125 énd 126.

As'shown in Figure 17, the MP3 recorder 138, haé the same
configuration as the MP3 recorder 38, shown in Figure 6 except for the
configuration of the electronic watermarking information detecting
circuits 125 and 126.

Figure 18 is a block diagrém of the electronic watermarking
information detecting circuit 125.

As shown in Figure 18, the electronic watermarking information
detecting circuit 125 has an MDCT pfoce_ssing circuit 120, a coefficient
shifting circuit 121, a polarity comparing_circuit-122, a storage
circuit 123, and a detection circuit 124. .

The MDCT procéssing circuit 120 uses data for 1,024 samples as
one unit to carry out an MDCT process for the audio signal S49 input
from the terminal 49 shown in Figure 17. The MDCT processing circuit
120 thus generates an MDCT coefficient for the 1,024 frequency
components to output this MDCT coefficient 120 to the coefficient
shifting circuit 121 and the polarity comparing circuit 122.

The coefficient shifting circuit 121 uses the MDCT coefficient
120 to shift a predetermined first frequency component in which
electronic watermarking infOrmétion is to be detected, by, for example,
four frequency éomponents in a direction in whiéh the frequency
increases to obtain an MDCT coefficient SlZi, which is then output to

the polarity comparing circuit 122.
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Based on the MDCT coefficient S120 input from.theiMDCT processing
circuit 120 and the MDCT coefficient S121 input from the coefficient
shifting circuit 121, the polarity comparing circuit 122 compares the
predetermined first frequency component in which electronic
watermarking information is to be deteeted with the second frequency
component offset from the first frequency component by four frequency
components in the direction in which the frequency increases, to
generate a comparison signal S122 indicating a result of the comparison.

In this case, the'polarity comparing circuit 122 uses the MDCT
coefficients S120 and S121 to determine the levels of the first and
second frequency components in order to detect one of sets of the first
frequency component and the second frequency componentlcorresponding
to this first frequency component in which both the first and second
frequency components have such a level that they are not lost despite
a quantization error during the compression process carried out by the
MP3 encoder 5 shown in Figure 13. The polarity comparing cireuit 122
compares the first frequency component of this set with the
corresponding .second frequency component thereof for polarity to
generate a comparison signal S122a.

Further, thejpolarity'comparing'eircuit 122 detect one of the sets
of the first frequency component and the second frequency component
corresponding to this first frequency component in which at least one
of the first and second frequency components have such a level that
it is lost because of a quantization error during the compression process

carried out by the MP3 encoder 5 shown in Figure 13. The polarity
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comparing circuit 122 compares the first frequency componént of this
set with the corresponding second frequency component thereof for
polarity to generate a comparison signal S122b.

The storage circuit 123 stores a first reference accumulated value
used as a feference in determining whether electronic watermafking
information has been embedded in the audio signal and a slecond reference
accumulated value used as a reference in determining whether the audio
signal has been compressed as described above.

The first reference accumulated value corresponds, for example,
to 80% of the number of those of the frequency components with electronic
watermarking information embedded therein which have such a level that
they are not lost despite the compression process. The second reference
accumulated value corresponds, for example, to 20% of the number of
those of the frequency components with electronic watermarking
information embedded therein which have such a lefiel that they aie lost
because of the compression process.

For sets of the first and second frequency components in which
both frequency components have such a level that they are not lost
despite a quantization error during the compression process executed
by the MP3 encoder 5, the detection circuit 124 calculates, based on
the compariSon signal S122a, a first éccumulated'value'indicating the
number of sets in which the first and second frequency components are
homopolar.

The detection circuit 124 determines that electronic watermarking

information has been embedded in the audio signal S49, if the first
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accumulated value is eduai to or iarger than the first reference
accumulated value read from the storage circuit 123.

Alternatively, for sets of the first and second frequency
components in which at leasf one of the frequency components have such
a level that it is lost due to a quantization error during the compression
process executed by the MP3 encoder 5, the detection circuit 124
calculates, based on the comparislon signal S122b, a second accumulated
value indicating the number of sets in which the first and second
frequency components are homopolar.

The detection circuit 124 determines that the audio signal S49
has been compressed, if the second accumulated value is equal to or
smaller than the second reference accumulated value read from the
storage circuit 123.

In this case, the second accumulated value is substantially zero,
since the frequency component is loét if the audio signal S49 has been
compressed.

Upon determining that the audio signal S49 has eléctronic
watermarkinginformationembeddedthereinandhasalsobeencompressed,
the detection circuit 124-outputs a detéétion signal S125 indicating
that copying is disabled, to the switching circuit 48 shown in Figure
17.

Alternatively, upon deterﬁining that the audio signal S49 has never
been compressed and/or has no electronic watermarking information

embedded therein, the detection circuit 124 ou'tputs a detection signal
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S125 indicating that copying is enabled, to the switching circuit 48
shown in Figure 17.

The pfocessing executed by the sWifching circuit 48 based on the
detection signal S125 is the same as in the above described first
embodiment.

Figure 19 is a block diagram of the electronic watermarking
information detecting circuit 126}

As shown in Figure 19, fhe electronic watermarking information
detecting circuit 126 has a Huffman decoder 135, an inverse quantization
circuit 130, a coefficient shifting circuit 131, a polarity comparing
circuit 132, a storage circuit 133, ald a detection circuit 134.

The Huf fman decoder 135 Huf fman-decodes the MP3 file S50 (S5) input
from the terminal 50 shown in Figure 17 to generate decoded data S135,
which are then output to the inverse quantization circuit 130.

The inverse quantization circuit 130 inversely quantizes the
decoded data S135 to generate an MDCT coefficient S130 using 1,024
frequency components as one unit and outputs the MDCT coefficient S130
to the coefficient shifting-circuit 131 and the polgrity comparing
circuit 132. |

The coefficient shifting circuit 131 uses the MDCT coefficient
S130 to shift a pfedetermined first frequency component in which
electronic watermarking information is to be detected, by, for example, .
four frequency components in a direction in which the frequency
increases to obtain an MDCT coefficient 5131, which is then output to

the polarity comparing circuit 132.
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Based on the MDCT coefficient S130 inpﬁt from the MDCT processing
circuit 130 and the MDCT coefficient.Sl31 input from the coefficient
shifting circuit 131, the polarity comparing circuit 132 compares the
predetermined first frequency component in which electronic
watermarking information is to 5e detected with the second frequency
component offset from the first frequency component by foﬁr frequency
components in the direction in which the frequency increases, to
generate a compariéon signal S132 indicating a result of the comparison.

The storage circuit 133 stores a first reference accumulated value
used as a reference in determining whether electronic watermarking
information has been embedded in the.aud_io signal. As described above,
the first reference accumulated value corresponds, for example, to 80%
of the number of those of the frequency components with electronic
watermarking information embedded therein which have such a level that
they are not lost despite the compression process.

For sets of the first and second frequency components in which
both frequency compbnents have such a level that they are not lost
despite a quantization error during the compression process executed
by the MP3 encoder 5, the detection circuif 134 calculates, based on
the comparison signal S132, a first accumulated value indicating the
number of sets in which the first and second frequency components afe
homopolar.

The detection circuit 134 determines that electronic watermarking

information has beeh embedded in the MP3 file 850 (S5), if the first
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accumulated value is equal to or.larger than the first reference
accumulated value read from the storage circuit 133.

The processing executed by the switching circuit 48 based on the
detection signal S126 is the.same as in the above_described first
embodiment. |

The music distributing systém 100 has the same operational form
as the music distributing .system 30 according to the above described
embodiment 1 except for the above described processing executed by the
electronic watermarking information embedding device 91 and the MP3
recorder 138,.

The music distributing system 100 provides effects similar to those
provided by the music distributing system 30 according to the above
described first embodiment.

Variation of the Second Embodiment

The above described second embodiment illustrates the case where
the coefficient shifting and attenuating circuit 93 shown in Figure
14 and included in the eiectronic watermarking information embedding
device 91 in Figure 13 uses the MDCT coefficient M92 to execute the
process cprresponding to attenuating, at the fixed ratio, the frequency -
component in which electropic-watermarking information has been
determined to be embedded and then shifting the attenuated frequency
component by, for example, four frequency components in the direction
in which fhe frequency increases.

In contrast, according to this variation, the coefficient shifting

and attenuating circuit 93 adds frequency levels obtained by
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attenuating or amplifying the levels of plural first frequency
components, to second frequency componehts each offset from the
corresponding first frequency component by four frequency components
on the frequency axis.

In this case, for predetermined third frequency components of the
first frequency components, the coefficient shifting and attenuating
circuit 93 determines such a ratio at which each third frequency
componént is to be attenuated or amplified that the level of the
corresponding second frequency'component.becomes, after the addition,
equal to or lower than a threshold value Th3, shown in Figure 20A, and
equal to or larger than a threshold value Th4, shown in Figure 20B.

In this case, frequency components at a.leVel equal to or higher
than the threshold Th4 are prevented from being lost despite a
quantization error during the compression process executed by the MP3
encoder 5 shown ih Figure 13. On the other hand, frequency components
at a level lower than the threshold Th4 are lost due to a quantization
error during the compression process executed by the MP:_B encodér 5 shown
in Figure 13. |

.For predetermined fourth'frequency components of the first
frequency components, the coefficient shifting and attenuating circuit .
93 determines such a ratio at which each fourth frequency component
is to be attenuated or amplified that the level of the corresponding
second frequency component becomes, after the addition, equal to oé
lower than the threshold value Th3 shown in Figure 20A and smaller than .

the threshold value Th4 shown in Figure 20B.

- 4] -



Electronic watermarking information with a high compression
tolerance has been embedded in the portion of the set of second frequency
components to which the third frequency components correspond, while
electronic watermarking information with a low compression tolerance
has been embedded in the portion of fhe set of second frequency
components to which the fourth frequency components correspond.

In the example shown in Figure 20, the third and fourth frequency
componenté are mixed together on the frequency axis. ‘
| On the other hand, in the electronic watermarking information
detecting circuit 125 and 126 shown in Figure 17, when the detection
circuit 124 shown in Figure 18 and fhe detection circuit 134 shown in
Figure 19, respectively, set "0" for an initial value for the third
frequency component having electronic watermarking information with
a high compression tolerance embedded therein and then calculates an
accumulated value by adding "1" to the initial value if the comparison
signals S122a and S132 indicate a matched. polarity, the accumulated
value is a predetermined wvalue or higher irrgspective oflwhether or
nof the audio signal has been compressed because.the electronic
watermarking information with a‘ high compression tolerance is not lost
deépite the compression as shown in Figures 20B and 20C. . Therefore,
by determining the accumulated value for the third frequency component,
it can be detected whether or not the audio signal has elect;onic
watermarking information embedded therein.

In addition, in the electronic watermarking information detecting

circuit 125 shown in Figure 17, when the detection circuit 124 shown
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in Figure 18 sets "0" for an initial wvalue for the fourth frequency
component having electronic watermarking information with a low
compression tolerance embedded therein and then calculates an
accumulated value by adding "1" to the initial value if the comparison
signal S122b indicates a matched polarity, the accumulated valué is
equal or close to zero if the audio signal has been compressed whereas
it is equal to or larger than a predeterﬁined value if the signal has
never been compressed, because the electronic watermarking information
~with a low compression tolerance is lost due to the compressioh as shown
in Figure 20C. Therefore, by determining the accumulated value for
the fourth frequency component, it can be détected whether or not the
audio signal S49 has been compressed.

If the detection cifcuits 124 and 134 of the electronic
watermarking information detecting circuits 125--and.126 determine that
the audio signal'has electronic watermarking information embedded
therein and has been compressed, the detection circuits 124 and 134
output the detection signals S125 and S126 indicating that copying is
disabled, to the switching circuit 48 shown in Fi'gure 17. Otherwise,
the detection circuits 124 and 134 output the detection signals S125
and8126totheswitchingcircuit48imdicatingthatcopyingisdisabled.

' In‘anothér variation, the coefficient shifting and attenuating
circuit 93 shown in Figure 14 and included in the electronic watermarking
information embeddipg device 91 in Figure 13 may assign the third
frequency components with a highlcompression tolerance as frequency

f, and lower frequencies and the third frequency components with a low
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compression tolerance as frequencies higher than the frequency f, as
'shown in Figure 21A. |

In this case, if the audio signal S49 and MP3 file S50 have not
been compressed, both the third and fourfh frequency components remain
in the pattern shown in Figure 21B. 1If, however, the audio signal S49
and MP3 file S50 have been compressed, only the third frequency
componéﬁts with a high compression tqlerance'assigned.as.the frequency
f, and lower frequencies rémain as shown in Figure 21C. Based on this,
the electronic watermarking information detecting circuit 125 shown |
in Figure 17 can _determine whether or not the audio signal has electronic
watermarking information embedded therein and has been compressed,
while the electronic watermarking information detecting circuit 126
can determine whether or not the audio signal has electronic
watermarking information embedded therein.

Electronic watermarking information may be embedded so that thé
third and fourth frequency components are nested. Alternatively, in
each of the above deécribed second embodiment and its variations, use
céntrolinformationfortheaudiosignaland/orinformathmlontheaudio_
signal can be added to the electronic watermarking information as
described in the first embodiment.

The present invention is not limited to the.above described
embodiments.

For example, in the ébove described example explained with Figures
20 and.21, the electronic Watermarking information embedding device

91 attenuates or amplifies the level of the first frequency component

- 44 -~



and adds the attenuated or amplified level to the second frequency
component to generate the plurality of third ffequency'components
having a level at which they are not lost despite the compression and
the fourth frequency componeﬁt having a level at which they are lost
because of the compression. However, apredetermined level of the first
frequency component is replaced with a level at which the frequency
component is not lost despite the compression while a'predetérmined
.level of thé second frequency éomponent is replaced with a level at
which the frequency component is lost because of the compression before
electronic watermarking information is embedded.

In addition, in the above described embodiments, the MP3 is
illustratedvas means for compressing the digital signal, but:theiMPEG
AAC(AdvancedAmdiodeing),theAERAC3(tradenmrk:AdaptiveTRansform
Acoustic Coding)}, or the like can of'cburse be used; the method for
compressing the digital signal is not particularly limited.
Additionally, in the description of the above described embodiments,
.the audio signal has been taken bj way of example, but the present
invention is applicable-to processing of image signals for still or
animated images or other digital signals.

As described above, according to the'signal processing apparatus

and method of the present inventioﬁ, it can be detected whether or not

the digital signal with the electronic watermarking information

embedded therein has been compressed.
As described above, according to the signal processing apparatus

and method of the present invention, if a digi{:al signal with electronic
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watermarking information embedded therein is compreséed, the digital
signal can be prohibited from being recorded in a memory of a
reproduction apparatus, thereby effectively avoiding infrihgement of
the copy right. | |
Additionally, according to the signal processing apparatus and
methbd.of the'present invention, electronic watermarking information
can be embedded in a digital signal so that it qan.be detected whether
or not the digital signal with the electronic:watermérking'information

embedded therein has been compressed.

Industrial Applicability

The present invention is a digital.signa'l system that is effective
in protecting copy rights and that -is applicable to, for example,
electronic watermarking devices'fo; music distributiﬁg sYstems for
distributing music contents via a network or for video distributing

systems for distributing still or animated images.
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