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FEDERATED LEARNING METHOD AND APPARATUS

TECHNICAL FIELD

{60602}[0001] This application relates to the field of federated learning, and in particular, to a federated learning

method and apparatus.

BACKGROUND

{66063}[0002] With more concern for user privacy, increasingly more attention is paid to data ownership, and
countries are increasingly strict in data security management. Bottlenecks appear when only a conventional machine
learning training mode is used to resolve predicament of a data silo. Federated learning (federated-learning—FL) is
developed to help companies fully utilize user data information without infringing on privacy, and implement multi-
party joint modeling, to help enterprises improve efficiency and reduce costs, and promote smart upgrades in different
industries. The federated learning is an organization mode of artificial intelligence (artificial intelligence, Al) joint
modeling. The federated learning has important theoretical innovation and practical implementation values for
coordinating, without directly obtaining device private data, cross-device model training and parameter aggregation
to complete algorithm model tasks and reducing communication computing overheads of conventional centralized
machine learning.

{606041[0003] However, due to particularity of a cross-device terminal deployment scenario, cross-device
(cross-device) federated learning also brings new challenges. For example, client devices of the federated learning are
heterogeneous, and different devices have great differences in hardware specifications such as storage, computing,
communication, and batteries. As a result, performance of the federated learning is affected. Therefore, how to improve

learning efficiency of the cross-device federated learning becomes an urgent problem to be resolved.

SUMMARY

{6005}[0004] This application provides a federated learning method, to synchronize aggregation information
between servers in a process of cross-device federated learning, so that data of the servers keeps synchronized in a
process of each round of iterative learning, and a client can obtain full data when accessing the server at any moment.
This improves overall learning efficiency.

{660663}[0005] In view of this, according to a first aspect, this application provides a federated learning method
applied to a federated learning system. The federated learning system includes a plurality of servers, the plurality of
servers are connected to each other, and the plurality of servers are configured to perform iterative federated learning.

A process of any one round of iterative learning includes: First, a first server receives a request message sent by at
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least one first client, where the request message is used to request a global model stored in the first server. FheA
plurality of clients include the at least one first client. The first server sends a training configuration parameter and
information about the global model to the at least one first client, where the configuration parameter and the
information about the global model indicate the at least one first client to train the global model by using the training
configuration parameter. The first server receives first model update parameters separately fed back by the at least one
first client, where the first model update parameters are parameters of the global model obtained through training by
the at least one first client. The first server aggregates the first model update parameters fed back by the at least one
first client, to obtain first aggregation information in a current round of iteration. The first server obtains second
aggregation information sent by a second server, where the second aggregation information is information obtained
by the second server by aggregating received second model update parameters in the current round of iteration. The
first server updates, based on the first aggregation information and the second aggregation information, the global
model stored on the first server, to obtain the updated global model.

{666-4[0006] In an implementation of this application, in the process of each round of iteration of the federated
learning, the client needs to actively send the request message to the server to request to participate in federated
learning, and send, to the server, the model update parameters obtained by training the global model. Therefore, the
client accesses the server by sending the request message to the server, and the client does not need to maintain a
stable and persistent connection to the server, to implement the cross-device federated learning system. In addition to
aggregating model update parameters received by the plurality of servers, the plurality of servers further receive and
aggregate model update parameters sent by another server, so that each server has more data than its own aggregation
information. When the client accesses the server, more data can be obtained, and each round of iterative training can
be performed based on the more data. This improves overall efficiency of the federated learning. It may be understood
that in this application, the client accesses the server by combining the request and a response, and the client does not
need to maintain the stable and persistent connection to the server. When accessing any server at any moment, the
client can obtain more data required for model training. This improves learning efficiency of the federated learning
on the client side.

{6008}[0007] In a possible implementation, before the first server receives the first model update parameters
separately fed back by the at least one first client, the first server may receive request messages sent by the plurality
of clients, so that the client requests, from the server, participation in federated learning. After receiving the request
messages sent by the plurality of clients, the first server may deliver, to the plurality of clients, the training
configuration parameter and the information about the global model that are locally stored. Therefore, in this
embodiment of this application, the client may access the server by combining the request and the response, and the
server does not need to actively address the client. This is equivalent to that the client may access the server only when
needed, thereby implementing cross-device federated learning.

{606093}[0008] In a possible implementation, if the first server receives the request messages sent by the plurality
of clients, the first server may filter out, from the plurality of clients, at least one client to participate in federated
learning, for example, determine, based on a connection status or a device status of the client, whether the client is
allowed to participate in federated learning. In this way, a client in a stable state is filtered out, to perform federated
learning, and the overall efficiency of the federated learning is improved.

{66163}[0009] In a possible implementation, the plurality of servers include a plurality of second servers, and
that the first server obtains second aggregation information sent by a second server may include: The first server
receives the second aggregation information separately sent by the plurality of second servers. That the first server

updates, based on the first aggregation information and the second aggregation information, the global model stored
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on the first server may include: The first server updates, based on the first aggregation information and the second
aggregation information that is separately sent by the plurality of second servers, the global model stored on the first
server, to obtain the updated global model.

{8641}[0010] In this implementation of this application, the servers in the federated learning system may
transmit data to each other, so that each server has full data. In this way, the client can obtain the full data when
accessing the server at any moment. This improves accuracy of the data obtained by the client. In addition, the client
obtains the full data during federated learning, and this can improve the overall efficiency of the federated learning.
{6612}[0011] In a possible implementation, the foregoing method may further include: The plurality of servers
transmit the first aggregation information to each other, where the first server sends the first aggregation information
to each second server, so that each second server aggregates the first aggregation information and the second
aggregation information, to obtain third aggregation information.

{6613}[0012] Therefore, in this implementation of this application, the servers in the federated learning system
may transmit the aggregation information to each other, so that each server has more data. In this way, data consistency
in the federated learning system is maintained.

{66141[0013] In a possible implementation, one of the plurality of servers is used as a primary node, and an
example in which the first server is used as the primary node is used. The primary node is configured to manage the
plurality of servers, and the first server sends a first trigger indication to the second server. The first trigger indication
indicates the second server to send the second aggregation information to the first server, to enable the first server to
receive the second aggregation information sent by the second server.

{6615}[0014] Therefore, in this implementation of this application, a process of the federated learning in the
federated learning system may be managed by the primary node, and the servers are triggered by the primary node to
synchronize the data with each other. In this way, the data consistency in the federated learning system is implemented.
{6616}[0015] In a possible implementation, the primary node includes a counter, the counter is configured to
count the clients that send the request messages, and that the first server obtains the second aggregation information
from the second server through triggering of the primary node may include: When a value of the counter meets a first
threshold, the first server sends a second trigger indication to the second server, where the second trigger indication
indicates the second server to perform a next round of iteration.

{861A[0016] In this implementation of this application, the received request messages may be counted by
using the counter. When the count reaches a specific value, the servers may be triggered to synchronize the data with
each other. This is equivalent to limiting a quantity of clients that participate in each round of iteration of the federated
learning, and avoids long tail effect caused by excessive clients, so that the servers can synchronize the data in time.
{6618}[0017] In a possible implementation, the first threshold includes a preset value, or a value determined
based on the first threshold and a quantity of clients that access all servers in the federated learning system in a process
of a previous round of iteration. Therefore, in this implementation of this application, the first threshold corresponding
to the counter may be the preset value, or may be the value determined based on the quantity of clients that access all
the servers in the federated learning system. Usually, the first threshold is not greater than the quantity of clients that
access the federated learning system. Therefore, this avoids excessively long duration of waiting, of the federated
learning, caused by waiting for the client to access, and improves the overall efficiency of the federated learning.
{66193}[0018] In a possible implementation, a timer is further set in-disposed in the primary node. The foregoing
method may further include: When a value of the timer exceeds a second threshold, that is, when the timer times out,

the first server sends the second trigger indication to each server, where the second trigger indication is used to trigger
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each server to enter the next round of iteration. Therefore, in this implementation of this application, a time window
of each round of iteration may be set by using the timer. When the timer times out, the next round of iterative learning
may be enteredperformed. This avoids long tail effect caused by the excessively long duration of waiting. Even if the
client quits during federated learning, the overall training efficiency of the federated learning is not affected.

{6620}[0019] In a possible implementation, the second threshold is a preset value, a value determined based
on the quantity of clients that access the federated learning system, or a value determined based on a-size-of-a-data

amodunta value of a data amount for communication between all the servers in the federated learning system and the

clients.

{8621}[0020] Therefore, in this implementation of this application, the time window may be determined based
on the quantity of clients or the communication amount, so that the time window corresponding to the timer matches
an actual scenario, and the time window of each round of iteration is more properly set.

{66221[0021] In a possible implementation, the method may further include: The first server receives a query
message sent by a third client, where the third client is any one of the plurality of clients; and the first server sends;
for-the-query-message; information about the updated global model to the third clientinrespense-to-the-guery-message
corresponding to the query message.

{8023}[0022] Therefore, in this implementation of this application, the client may send the query message to

the server to query the latest global model. Because the servers synchronize the data with each other in the process of

each round of iterative learning, each server has more data than its own aggregation information, and the client can
obtain more data when accessing any server, so that the client can obtain the more accurate global model.
{66241[0023] According to a second aspect, this application provides a federated learning method applied to a
federated learning system. The federated learning system includes a plurality of servers, one of the plurality of servers
is used as a primary node, and the plurality of servers are configured to perform iterative learning to implement
federated learning. A process of any one round of iteration in the iterative learning includes:

{80625}[0024] After any one of the plurality of servers receives a first request message, the primary node starts
a counter and a timer. The counter is configured to count request messages received by the plurality of servers in the
one round of iteration, and the request message is used to request to obtain a global model stored in a corresponding
server of the plurality of servers. If a value of the counter reaches a first threshold, the primary node sends a first
trigger indication to each of the plurality of servers, where the first trigger indication indicates the plurality of servers
to transmit locally stored information to each other. If the value of the counter does not reach the first threshold, and
a value of the timer reaches a second threshold, the primary node sends a second trigger indication to each server,
where the second trigger indication indicates each server to perform a next round of iteration.

{8026}[0025] In an implementation of this application, one server in the federated learning system is used as
the primary node, and the primary node maintains the timer and the counter. In the process of each round of iteration,
the received request messages are counted by using the counter, and timing is performed by using the timer. Therefore,
a quantity of clients that participate in each round of iteration and training duration of each round of iteration are
limited. This avoids meaningless waiting caused by client straggling, improves overall efficiency of the federated
learning, and avoids long tail effect.

{80271[0026] In a possible implementation, the first threshold is a preset value, or the first threshold is related
to a quantity of clients that access the federated learning system in a process of a previous round of iteration. Therefore,
in this implementation of this application, the first threshold corresponding to the counter may be the preset value, or
may be a value determined based on the quantity of clients that access all servers in the federated learning system.

Usually, the first threshold is not greater than the quantity of clients that access the federated learning system.
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Therefore, this avoids excessively long duration of waiting, of the federated learning, caused by waiting for the client
to access, and improves the overall efficiency of the federated learning.

{6028}[0027] In a possible implementation, the second threshold is a preset value, the second threshold is
related to the quantity of clients that access the federated learning system in the previous round of iteration, or the

second threshold is related to a-size-ef-a-data-amounta value of a data amount for communication, in the previous

round of iteration, between each server in the federated learning system and a corresponding client. Therefore, in this
implementation of this application, a time window of each round of iteration may be set by using the timer. When the
timer times out, the next round of iterative learning may be enteredperformed. This avoids long tail effect caused by
the excessively long duration of waiting. Even if the client quits during federated learning, the overall training
efficiency of the federated learning is not affected.
{66293}[0028] According to a third aspect, this application provides a federated learning system, including a
plurality of servers and a plurality of clients. The plurality of servers include a first server and a second server, both
the first server and the second server store information about a global model, the plurality of servers are configured to
perform iterative learning to implement federated learning, and in a process of any one round of iteration in the
iterative learning:
{66363}[0029] The first server is configured to receive a request message separately sent by at least one first
client;

the first server is configured to send, for the request message separately sent by the at least one first client,
a training configuration parameter and the information about the global model to the at least one first client, where the
training configuration parameter and the information about the global model indicate the at least one first client to
train the global model by using the training configuration parameter;

the first server is configured to receive first model update parameters separately fed back by the at least
one first client, where the first model update parameters are parameters of the global model obtained through training
by the at least one first client;

the first server is configured to aggregate the first model update parameters separately fed back by the at
least one first client, to obtain first aggregation information;

the second server is configured to: receive second model update parameters sent by at least one
corresponding second client, and aggregate the second model update parameters sent by the at least one second client,
to obtain second aggregation information;

the first server is configured to receive the second aggregation information sent by each second server; and

the first server is configured to update, based on the first aggregation information and the second
aggregation information that is sent by each second server, the global model stored on the first server, to obtain the
updated global model.
{8631}[0030] In the federated learning system provided in this implementation of this application, when
performing each round of iterative learning, the client may actively send the request to the server to request to
participate in federated learning, and feed back the parameters of the trained global model to the server. The server
aggregates the received model update parameters, to obtain the aggregation information. In addition, the server further
receives aggregation information sent by another server, so that the server has more information than its own
aggregation information. In this way, the client does not need to maintain a persistent connection to the server, and the
client can obtain more data when accessing the server at any moment. This can improve accuracy of the data obtained
by the client. Therefore, each round of iterative training can be performed based on the more data. This improves

overall efficiency of the federated learning.
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{80632}[0031] In a possible implementation, there are a plurality of second servers included in the plurality of
servers. Each of the plurality of second servers is configured to: receive the second model update parameters sent by
the at least one corresponding second client, and aggregate the second model update parameters sent by the at least
one second client, to obtain the second aggregation information. The first server is specifically configured to receive
the second aggregation information separately sent by the plurality of second servers. The first server is specifically
configured to update, based on the first aggregation information and the second aggregation information that is
separately sent by the plurality of second servers, the global model stored on the first server, to obtain the updated
global model.

{8633}[0032] In this implementation of this application, the servers in the federated learning system may
transmit data to each other, so that each server has full data. In this way, the client can obtain the full data when
accessing the server at any moment. This improves accuracy of the data obtained by the client. In addition, the client
obtains the full data during federated learning, and this can improve the overall efficiency of the federated learning.
{86341[0033] In a possible implementation, the plurality of servers further include a third server used as a
primary node, and the primary node is configured to manage the plurality of servers. The primary node is configured
to separately send a first trigger indication to the plurality of servers. The second server is specifically configured to
send the second aggregation information to the first server based on the first trigger indication.

{80635}[0034] Therefore, in this implementation of this application, the primary node may trigger the servers to
transmit the aggregation information to each other, so that each server can have more comprehensive full data. In this
way, the client can obtain the full data when accessing the server at any moment. This improves the accuracy of the
data obtained by the client. In addition, the client obtains the full data during federated learning, and this can improve
the overall efficiency of the federated learning.

{8636}[0035] In a possible implementation, the primary node includes a counter, the counter is configured to
count a quantity of request messages received by the plurality of servers, and the request message is used to request
to obtain a global model stored in a corresponding server in the plurality of servers. The primary node is specifically
configured to: when a value of the counter meets a first threshold, send the first trigger indication to each of the
plurality of servers, where the first trigger indication is used to trigger each second server to send the second
aggregation information to the first server.

{863/[0036] In this implementation of this application, the received request messages may be counted by
using the counter. When the count reaches a specific value, the servers may be triggered to synchronize the data with
each other. This is equivalent to limiting a quantity of clients that participate in each round of iteration of the federated
learning, and avoids long tail effect caused by excessive clients, so that the servers can synchronize the data in time.
{6638}[0037] In a possible implementation, the primary node further includes a timer, and the timer stars timing
when a first request message is received in a process of each round of iteration. The primary node is further configured
to: when a value of the timer exceeds a second threshold, send a second trigger indication to each of the plurality of
servers, where the second trigger indication indicates the plurality of servers to perform a next round of iteration.
{66393}[0038] Therefore, in this implementation of this application, a time window of each round of iteration
may be set by using the timer. When the timer times out, the next round of iterative learning may be enteredperformed.
This avoids long tail effect caused by the excessively long duration of waiting. Even if the client quits during federated
learning, the overall training efficiency of the federated learning is not affected.

{8046}[0039] In a possible implementation, the second threshold is a preset value, the second threshold is

related to a quantity of clients that access each server in the federated learning system in a process of a previous round
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of iteration, or the second threshold is related to a-size-of-a-dataameounta value of a data amount for communication,

in athe process of athe previous round of iteration, between the plurality of servers and the plurality of clients.
Therefore, in this implementation of this application, the time window may be determined based on the quantity of
clients or the communication amount, so that the time window corresponding to the timer matches an actual scenario,
and the time window of each round of iteration is more properly set.

{6641}[0040] In a possible implementation, the first server receives a query message sent by a third client,
where the third client includes any client that accesses the federated learning system. The first server sends—for-the

query-message; information about the updated global model to the third client—in—+respense-to-the-query-message
corresponding to the query message. Therefore, in this implementation of this application, the client may send the

query message to the server to query the latest global model. Because the servers synchronize the data with each other
in the process of each round of iterative learning, each server has more data than its own aggregation information, and
the client can obtain more data when accessing any server, so that the client can obtain the more accurate global model.
{6642}[0041] In a possible implementation, the first server is further configured to send the first aggregation
information to the second server. The second server is specifically configured to update the locally stored global model
based on the first aggregation information and the second aggregation information, to obtain the updated global model.
Therefore, in this implementation of this application, the servers in the federated learning system may transmit the
aggregation information to each other, so that each server has more data. In this way, data consistency in the federated
learning system is maintained.

{8043}[0042] According to a fourth aspect, this application provides a server applied to a federated learning
system. The federated learning system includes a plurality of servers and a plurality of clients, the plurality of servers
are configured to perform iterative federated learning, and any one of the plurality of servers includes:

a transceiver module, configured to receive a request message sent by at least one first client, where the
request message is used to request a global model stored in a first server, and the plurality of clients include the at
least one first client, where

the transceiver module is further configured to send a training configuration parameter and information
about the global model to the at least one first client, where the training configuration parameter and the information
about the global model indicate the at least one first client to train the global model by using the training configuration
parameter; and

the transceiver module is further configured to receive first model update parameters separately fed back
by the at least one first client, where the first model update parameters are parameters of the global model obtained
through training by the at least one first client;

an aggregation module, configured to aggregate the first model update parameters fed back by the at least
one first client, to obtain first aggregation information in a current round of iteration, where

the transceiver module is further configured to obtain second aggregation information sent by a second
server, where the second aggregation information is information obtained by the second server by aggregating received
second model update parameters in the current round of iteration; and

an update module, configured to update, based on the first aggregation information and the second
aggregation information, the global model stored on the first server, to obtain the updated global model.
{60441[0043] In a possible implementation, the transceiver module is further configured to receive the second
aggregation information separately sent by a plurality of second servers.

{8045}[0044] The update module is specifically configured to update, based on the first aggregation
information and the second aggregation information that is separately sent by the plurality of second servers, the global
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model stored on the first server, to obtain the updated global model.

{8046}[0045] In a possible implementation, the first server is a primary node in the federated learning system,
and the primary node is configured to manage the plurality of servers.

{80471[0046] The transceiver module is further configured to send a first trigger indication to the second server,
where the first trigger indication indicates the second server to send the second aggregation information to the first
server.

{6648}[0047] The transceiver module is further configured to receive the second aggregation information in
the second server.

{80493}[0048] In a possible implementation, a counter is set-disposed in the first server, and the counter is
configured to count a quantity of request messages received by the plurality of servers.

{606563}[0049] The transceiver module is specifically configured to: when a value of the counter meets a first
threshold, send the first trigger indication to the second server.

{86651}[0050] In a possible implementation, the first threshold is a preset value, or the first threshold is related
to a quantity of clients that access the federated learning system in a process of a previous round of iteration.
{80652}[0051] In a possible implementation, the primary node includes a timer, and the timer starts timing after
a first request message is received in each round of iteration.

{8653}[0052] The transceiver module is specifically configured to: when_a value of the timer exceeds a second
threshold, receive a second trigger indication sent by the primary node, where the second trigger indication indicates
to perform a next round of iterative learning.

{66541[0053] In a possible implementation, the second threshold is a preset value, the second threshold is
related to the quantity of clients that access the federated learning system in the previous round of iteration, or the

second threshold is related to a-size-efa-data-amounta value of a data amount for communication, in the previous

round of iteration, between each server in the federated learning system and a corresponding client.

{80655}[0054] In a possible implementation, the transceiver module is further configured to receive a query
message sent by a third client, where the third client includes any ene-ofthe-clients that accesses the federated learning
system.

{86563}[0055] The transceiver module is further configured to send;—fer-the-query-message; information about
the updated global model to the third client-inrespense-te-the-gquery-message corresponding to the query message.
{8057}[0056] In a possible implementation, the transceiver module is further configured to send the first
aggregation information to the second server. In this way, the second server updates the locally stored global model

based on the first aggregation information and the second aggregation information, to obtain the updated global model.
{8058}[0057] According to a fifth aspect, this application provides a server applied to a federated learning
system. The federated learning system includes a plurality of servers, one of the plurality of servers is used as a primary
node, and the plurality of servers are configured to perform iterative learning to implement federated learning. The
primary node includes:

a startup module, configured to: after any one of the plurality of servers receives a first request message,
start-by-the-primary-node; a counter and a timer, where the counter is configured to count request messages received
by the plurality of servers in one round of iteration, and the request message is used to request to obtain a global model
stored in a corresponding server of the plurality of servers; and

a transceiver module, configured to: if a value of the counter reaches a first threshold, send;-by-the-primary

noede; a first trigger indication to each of the plurality of servers, where the first trigger indication indicates the plurality
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{806593}[0058] The transceiver module is further configured to: if the value of the counter does not reach the
first threshold, and a value of the timer reaches a second threshold, send—by-theprimary-nede; a second trigger
indication to each server, where the second trigger indication indicates each server to perform a next round of iteration.
{6666}[0059] In a possible implementation, the first threshold is a preset value, or the first threshold is related
to a quantity of clients that access the federated learning system in a process of a previous round of iteration.
{86661}[0060] In a possible implementation, the second threshold is a preset value, the second threshold is
related to the quantity of clients that access the federated learning system in the previous round of iteration, or the
second threshold is related to a-size-ef-a-data-amounta value of a data amount for communication, in the previous

round of iteration, between each server in the federated learning system and a corresponding client. According to a
sixth aspect, an embodiment of this application provides a federated learning apparatus, including a processor and a
memory. The processor and the memory are interconnected through a line, and the processor invokes program code
in the memory to perform a processing-related function in the federated learning method according to any one of the
first aspect or the second aspect. Optionally, the federated learning apparatus may be a chip.

{6662}[0061] According to a seventh aspect, an embodiment of this application provides a federated learning
apparatus. The federated learning apparatus may also be referred to as a digital processing chip or a chip. The chip
includes a processing unit and a communication interface. The processing unit obtains program instructions through
the communication interface, and when the program instructions are executed by the processing unit, the processing
unit is configured to perform a processing-related function in any optional implementation of the first aspect or the
second aspect.

{6663}[0062] According to an eighth aspect, an embodiment of this application provides a computer-readable
storage medium including instructions. When the instructions are run on a computer, the computer is enabled to
perform the method in any optional implementation of the first aspect or the second aspect.

{80641[0063] According to a ninth aspect, an embodiment of this application provides a computer program
product including instructions. When the computer program product runs on a computer, the computer is enabled to

perform the method in any optional implementation of the first aspect or the second aspect.

BRIEF DESCRIPTION OF DRAWINGS

{0@65}|0064| FIG. 1 is a schematic diagram of an artificial intelligence main framework applied to this
application;

{2066}[0065] FIG. 2 is a schematic diagram of an architecture of a federated learning system according to an
embodiment of this application;

{80671[0066] FIG. 3 is a schematic diagram of a structure of a server according to an embodiment of this
application;

{0068}[0067] FIG. 4 is a schematic flowchart of a federated learning method according to an embodiment of
this application;

{8669}[0068] FIG. 5 is a schematic diagram of an architecture of another federated learning system according
to an embodiment of this application;

{8676}[0069] FIG. 6 is a schematic flowchart of another federated learning method according to an

embodiment of this application;
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{8674}[0070] FIG. 7 is a schematic flowchart of another federated learning method according to an
embodiment of this application;

fe072}[0071] FIG. 8 is a schematic diagram of an aggregation mode according to an embodiment of this
application;

{0673}[0072] FIG. 9 is a schematic diagram of a structure of a server according to an embodiment of this
application;

{86741[0073] FIG. 10 is a schematic diagram of a structure of another server according to an embodiment of
this application; and

{8675}[0074] FIG. 11 is a schematic diagram of a structure of another server according to an embodiment of
this application.

DESCRIPTION OF EMBODIMENTS

{8676}[0075] The following describes the technical solutions in embodiments of this application with reference
to the accompanying drawings in embodiments of this application. It is clear that the described embodiments are
merely a part rather than all of embodiments of this application. All other embodiments obtained by a person of
ordinary skill in the art based on embodiments of this application without creative efforts shall fall within the
protection scope of this application.

{807A[0076] An overall working procedure of an artificial intelligence system is first described with reference
to FIG. 1. FIG. 1 is a schematic diagram of a structure of an artificial intelligence main framework. The following
describes the artificial intelligence main framework from two dimensions: an "intelligent information chain" (a
horizontal axis) and an "IT value chain" (a vertical axis). The "intelligent information chain" reflects a series of
processes from obtaining data to processing the data. For example, the process may be a general process of intelligent
information perception, intelligent information representation and formation, intelligent inference, intelligent
decision-making, and intelligent execution and output. In this process, data undergoes a condensation process of "data-
information-knowledge-wisdom". The "IT value chain" reflects a value brought by artificial intelligence to the
information technology industry in a process from an underlying infrastructure and information (providing and

processing technology implementation) of human intelligence to a systemic industrial ecology.

[0078}[0077] (1) Infrastructure

{86793}[0078] The infrastructure provides computing capability support for the artificial intelligence system,
implements communication with the external world, and implements support by using a base platform. The
infrastructure communicates with the outside by using a sensor. A computing capability is provided by an intelligent
chip, for example, a hardware acceleration chip such as a central processing unit (central-processing-unit—CPU), a
neural network processing unit (reuralnetwork-processing-unit-NPU), a graphics processing unit (English-graphies
processing-unit-GPU), an application-specific integrated circuit (apphcation-specific-integrated-cireuit-ASIC), or a

field programmable gate array (field—programmable-gate—array; FPGA). The basic platform of the infrastructure
includes related platforms, for example, a distributed computing framework and a network, for assurance and support,

including cloud storage and computing, an interconnection network, and the like. For example, the sensor
communicates with the outside to obtain data, and the data is provided to an intelligent chip in a distributed computing

system for computation, where the distributed computing system is provided by the base platform.

f0080}[0079]  (2) Data
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{6681}[0080] Data at an upper layer of the infrastructure indicates a data source in the field of artificial
intelligence. The data relates to a graph, an image, a voice, and text, further relates to Internet of things data of a
conventional device, and includes service data of an existing system and perception data such as force, displacement,

a liquid level, a temperature, and humidity.

{6682}[0081] (3) Data processing

{0083}[0082] Data processing usually includes manners such as data training, machine learning, deep learning,
searching, inference, and decision-making.

{80841[0083] Machine learning and deep learning may mean performing symbolized and formalized intelligent
information modeling, extraction, preprocessing, training, and the like on data.

{6085}[0084] Inference is a process in which a pattern of human intelligent inference is simulated in a computer
or an intelligent system, and machine thinking and problem resolving are performed by using formalized information
according to an inferring control policy. A typical function is searching and matching.

{66863}[0085] Decision-making is a process in which a decision is made after intelligent information is inferred,

and usually provides functions such as classification, ranking, and prediction.

{60871[0086] (4) General capabilities

{6088}[0087] After data processing mentioned above is performed on data, some general capabilities may
further be formed based on a data processing result, for example, an algorithm or a general system, sueh-asfor example

translation, text analysis, computer vision processing, speech recognition, and image recognition.

{66893}[0088] (5) Intelligent product and industry application

{66963}[0089] The intelligent product and industry application are products and applications of the artificial
intelligence system in various fields. The intelligent product and industry application involve packaging overall
artificial intelligence solutions, to productize and apply intelligent information decision-making. Application fields of
the intelligent information decision-making mainly include intelligent terminals, intelligent transportation, intelligent
health care, autonomous driving, safe-city-and the like.

{80691}[0090] Embodiments of this application may be applied to the field of federated learning, and a neural
network may be collaboratively trained by using a client and a server. Therefore, a large quantity of neural network-
related applications are involved, for example, a neural network trained by using the client during federated learning.
To better understand the solutions provided in embodiments of this application, the following first describes terms and

concepts related to the neural network in embodiments of this application.

{60692}[0091] (1) Neural network

{8093}[0092] The neural network may include a neuron. The neuron may be an operation unit that uses xs and
an intercept of 1 as an input. An output of the operation unit may be shown as a formula (1-1):

Neo(X)= 1 (WTx) =13 W,x +b)

{66941[0093] s=1,2,..,0rn,nisa natural number greater than 1, W; is a weight of xs, and b is bias of the
neuron. f is an activation function (activation function) of the neuron, used to introduce a non-linear feature into the
neural network, to convert an input signal in the neuron into an output signal. The output signal of the activation
function may be used as an input of a next convolutional layer, and the activation function may be a sigmoid function.
The neural network is a network constituted by connecting a plurality of single neurons together. To be specific, an
output of a neuron may be an input of another neuron. An input of each neuron may be connected to a local receptive

field of a previous layer to extract a feature of the local receptive field. The local receptive field may be a region
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{8095}[0094] (2) Deep neural network
{8096}[0095] The deep neural network (deep-reural-network-DNN) is also referred to as a multi-layer neural

network, and may be understood to be a neural network with a plurality of intermediate layers. The DNN is divided
based on locations of different layers. Neural networks inside the DNN may be classified into three types: an input
layer, an intermediate layer, and an output layer. Usually, a first layer is the input layer, a last layer is the output layer,
and a middle layer is the intermediate layer, which is also referred to as a hidden layer. Layers are fully connected. To
be specific, any neuron at an i layer is necessarily connected to any neuron at an (i+1)™" layer.

{8097}[0096] Although the DNN seems complex, each layer of the DNN may be represented as the following

> -

linear relationship expression: y= a(w ¥ + B) y=a(wX+ B'), where X is an input vector, y is an output vector,
b is a bias vector, which is also referred to as a bias parameter, w is a weight matrix (which is also referred to as a
coefficient), and a(),( ) isan activation function. At each layer, only such a simple operation is performed on the
input vector X¥ to obtain the output vector j. Because there are a plurality of layers in the DNN, there are also a
plurality of coefficients \WW and a plurality of offset vectors p. Definitions of the parameters in the DNN are as

follows: The coefficient w is used as an example. It is assumed that in a DNN with three layers, a linear coefficient
. . . 3 .
from the fourth neuron at the second layer to the second neuron at the third layer is defined as W24 . The superscript

3 representindicates a layer at which the coefficient W is located, and the subscript corresponds to an output third-
layer index 2 and an input second-layer index 4.

{8098}[0097] In conclusion, a coefficient from a k" neuron at an (L—1)" layer to a j™ neuron at an L™ layer is

L
defined as Vij .

{66993}[0098] It should be noted that the input layer does not have the parameter \W . In the deep neural
network, more intermediate layers make the network more capable of describing a complex case in the real world.
Theoretically, a model with more parameters has higher complexity and a larger "capacity". It indicates that the model
can complete a more complex learning task. A process of training the deep neural network is a process of learning a
weight matrix, and a final objective of training is to obtain weight matrices (weight matrices including vectors W

at a plurality of layers) of all layers in a trained deep neural network.

[601003[0099] __ (3) Convolutional neural network

{66161}[00100] The convolutional neural network (cervelutional-heuron—network—CNN) is a deep neural
network with a convolutional structure. The convolutional neural network includes a feature extractor including a
convolutional layer and a sub-sampling layer, and the feature extractor may be considered as a filter. The convolutional
layer is a neuron layer that is in the convolutional neural network and at which convolution processing is performed
on an input signal. At the convolutional layer of the convolutional neural network, one neuron may be connected to
only a part of neurons at a neighboring layer. A convolutional layer usually includes several feature planes, and each
feature plane may include some neurons arranged in a rectangle. Neurons of a same feature plane share a weight, and
the shared weight herein is a convolution kernel. Weight sharing may be understood as that an image information
extraction manner is irrelevant to a location. The convolution kernel may be initialized in a form of a random-size
matrix. In a process of training the convolutional neural network, the convolution kernel may obtain an appropriate
weight through learning. In addition, a direct benefit brought by weight sharing is that connections between layers in

the convolutional neural network are reduced and an overfitting risk is lowered.
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{8610623[00101] A network for extracting a feature mentioned below in this application may include one or more
convolutional layers. For example, the network for extracting a feature may be implemented by using the CNN.

{661031[00102] (4) Loss function

{861043[00103] _Ina process of training the deep neural network, because it is expected that an output of the deep
neural network is as much as possible close to a predicted value that is actually expected, a predicted value of a current
network and a target value that is actually expected may be compared, and then a weight vector of each layer of the
neural network is updated based on a difference between the predicted value and the target value (certainly, there is
usually an initialization process before the first update, to be specific, parameters are preconfigured for all layers in
the deep neural network). For example, if the predicted value of the network is high, the weight vector is adjusted to
decrease the predicted value, and adjustment is continuously performed until the deep neural network can predict the
target value that is actually expected or a value that is very close to the target value that is actually expected. Therefore,
"how to obtain, through comparison, a difference between the predicted value and the target value™ needs to be
predefined. This is a loss function {less-funetion)-or an objective function-(ebjective-function). The loss function and
the objective function are important equations that measure the difference between the predicted value and the target
value. The loss function is used as an example. A higher output value (loss) of the loss function indicates a larger
difference. Therefore, training of the deep neural network is a process of minimizing the loss as much as possible. The
loss function may generally include mean square error, cross entropy, logarithm, and exponential loss functions. For

example, the error mean square_loss function may be used as the loss function, which is defined as mse =

%Zﬁzl(yn — 9,,)2. Specifically, a specific loss function may be selected based on an actual application scenario.

[00105][00104] (5) Back propagation algorithm
{6610661[00105] In a training process, a neural network may correct values of parameters of an initial neural

network model by using an error back propagation (back propagation, BP) algorithm, so that a reconstruction error
loss in the neural network model becomes increasingly smaller. Specifically, an input signal is forward transmitted
until an error loss is generated in an output, and the parameter of the initial neural network model is updated through
back propagation of information about the error loss, to converge the error loss. The back propagation algorithm is an
error-loss-centeredperformed back propagation motion intended to obtain a parameter, sueh-asfor example, a weight
matrix, of an optimal neural network model.

{861674[00106] _In this application, when performing model training, the client may train a global model by using
a loss function or by using the BP algorithm, to obtain a trained global model.

{661068}[00107] (6) Federated learning (federated-earning-FL)

{6610694[00108] A distributed machine learning algorithm uses a plurality of clients (clients or FL-clients); such
as mobile devices or edge servers, and a plurality of servers to collaboratively complete model training and algorithm
update without data leaving a domain, to obtain a trained global model. For example, the client trains a global model
by using a locally stored training sample, and feeds back model parameters obtained through training to the server.
The server aggregates the received model parameters, and updates a locally stored global model based on information

obtained through aggregation, to obtain a latest global model.

[00110}[00109] (7) Horizontal federation
{66111}[00110] When two datasets have a large quantity of overlapping user features but a small quantity of
overlapping users, the datasets are split in-a-tserdimensionbased on users, and some data with same user features but

different users is removed from training.
f804121[00111] Usually, when federated learning is performed, a plurality of servers and clients need to
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participate in federated learning. The client trains a model, and uploads the model to the server. The server performs

aggregation, to obtain a final model.

{8061131[00112] For example, in the field of machine learning and deep learning, distributed optimization has
become a prerequisite. Commonly used distributed training is in a parameter server (parameter server, PS) mode,
including a worker (a compute node for training in the parameter server mode) role and a PS (parameter server) role.
A computing center allocates training data to workers. Several workers communicate with the PS through a network
to exchange information such as models or gradients. The PS performs aggregation and model optimization, to
perform efficient training and obtain a final model. In the PS mode, each server is actually responsible for only some
of allocated parameters (the plurality of servers maintain one global shared parameter), and only some of the data and
processing tasks are allocated to each compute node. Although a problem of large-scale distributed training is resolved
in the PS mode, each server (server) in the PS mode can only process calculation of some parameters, and a participant
is required to maintain a stable and persistent connection to a central server. In a cross-device scenario, most FL-
clients are stateless and unreliable, and cannot perform addressing. In addition, the central server needs to aggregate
full parameters and complete aggregation (aggregation) calculation. It is clearly that challenges of cross-device
terminals cannot be coped with in the PS training mode.

{661141[00113] For another example, in some existing federated learning frameworks; such as the TensorFlow
federated (TFF) framework or the PaddleFL framework, the TFF focuses on providing a simulation interface for
federated learning, and supports local simulation of any quantity of FL-clients and FL-servers. However, the
framework itself does not have cross-network communication, and therefore, the framework cannot be used in a real
production environment. PaddleFL provides a distributed federated learning framework based on data parallelism,
including three roles: an FL-server, an FL-trainer, and an FL-scheduler. However, an-the FL -client-trainer and the FL-
server use a remote procedure call (remete-procedure-calls-RPC) for cross-process communication. There is a stable

and persistent connection between the FL-client and the FL-server. The FL-scheduler can schedule workers, and

determine which workers can participate in training before each update cycle. This cannot be implemented in a cross-
device deployment scenario.

{8064151[00114] Therefore, this application provides a federated learning architecture, so that a client accesses a
server in a loose access mode, and data consistency is maintained between servers. In this way, the client can obtain
full data when accessing the server at any time. This improves model training efficiency of the client.
{661161[00115] A federated learning system provided in this application may be shown in FIG. 2. The system (or
may also be referred to as a cluster for short) may include a plurality of servers. The plurality of servers are connected
to each other, and each server may communicate with one or more clients.

f8011:71[00116] The server may usually be deployed on a server. In some scenarios, the server may also be
deployed on a terminal device. This may be specifically adjusted based on an actual application scenario. This is not
limited in this application. The client may be deployed on a terminal, such-asfor example, a mobile phone, a wristband,
or a smart television, or may be deployed on a server. This may be specifically adjusted based on an actual application
scenario. This is not limited in this application.

{661181[00117] One of the plurality of servers may be used as a primary node, and the primary node is used to
maintain transaction consistency in the cluster, so that the servers can work collaboratively.

{6061191[00118] The framework may further include a scheduler (not shown in the figure), an elastic load balancer
(elasticload-balancer-ELB) (not shown in the figure), or the like. Details are not described herein again. For example,
the scheduler may be deployed on any server, and may be configured to schedule a communication resource in the

cluster, for example, a time window and a channel used for sending data. The ELB may be deployed on any server to
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route the communication between the server and the client. The ELB determines a server accessed byte-which the
client-aceesses based on load of the servers. For example, the ELB may connect, to a server with light load, a client
that sends a request message. In this way, the servers can maintain proper load. This prevents one or more servers
from being overloaded.

{861264[00119] _Specifically, during federated learning, each server may deliver a to-be-trained model to a client
connected to the server. The client may train the model by using a locally stored training sample, and feed back data
of the trained model to the server. After receiving one or more trained models fed back by the one or more clients, the
server may aggregate data of the received one or more models to obtain aggregated data, which is equivalent to an
aggregated model. After a stop condition is met, a final model can be output, to complete federated learning.
{861213[00120] Generally, as a quantity of clients increases, a communication amount between the client and the
server also increases. For example, when tens of millions of clients request to perform federated learning at the same
time, a large amount of network bandwidth is required, and a single server cannot undertake huge data and parameters.
Therefore, how to obtain an efficient federated learning system to cope with challenges of system heterogeneity and
remote communication across devices becomes a key problem.

{66122}[00121] For example, for a structure of a server in the federated learning system provided in this
application, refer to FIG. 3. The server may include a training engine, a storage module, a time-limited communication
module, a device management module, an encryption/decryption module, a protocol parsing module, acommunication
module, or the like.

{86123}[00122] The communication module is used for data communication between the FL-server and FL-client,
and is used in dynamic networking of an FL-server cluster to implement auto scaling of a central server resource.
When the FL-server communicates with the FL-client, transmission may be performed by using a hypertext transfer
protocol (hypertext-transfer-protocol-HTTP)-pretocol, to implement a stable and transient connection. When the FL-
server communicates with the FL-server, cross-process communication may be performed by using a remote
procedure call (remote procedure calls, RPC) protocol, to implement a stable and persistent connection.
{8061243[00123] The device management module is responsible for device-related services such as device
selection for the federated learning. For example, after receiving a request message from a client, the device
management module selectsfilters whether the client participates in federated learning.

{86125}[00124] The encryption/decryption module encrypts weights of uploaded and downloaded models to
reduce a possibility of obtaining original samples through model inversion attacks.

{861261[00125] The protocol parsing module serializes sent communication messages, deserializes received
messages, or the like.

f86127[00126] The training engine is a module, including an aggregator and an optimizer, that performs
federated learning and computing on data uploaded by the FL-client. The aggregator may be configured to aggregate

the data, for example, perform summation or weighted summation on the data uploaded by the FL-client. The
optimizer may be configured to: calculate a model gradient, optimize a model based on the calculated gradient, and
the like, to obtain a model with a more accurate output.

{66128}[00127] The storage module stores metadata required for federated learning and data such as a global
optimal model obtained through training.

{99}2-9]|00128| The time-limited communication module apparatus-includes a timer and a counter, and performs
subsequent processing when the timer times out or a value of the counter reaches a threshold.

{861364[00129] With reference to the federated learning system in FIG. 2 and the structure of the server in the
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system shown in FIG. 3, the following describes a procedure of a federated learning method-and-methed provided in
this application.

{864313[00130] Refer to FIG. 4. The following is a schematic flowchart of the federated learning method
according to this application with reference to the foregoing architecture.

{66132}[00131] 401: Afirst server receives at least one request message sent by at least one client.
{86133}[00132] The first server may be any one of the plurality of first servers shown in FIG. 2. The at least one
client may be a client that is connected to the first server. For example, a request message sent by the at least one client
may be routed to the first server by the ELB.

{8061343[00133] The client may request, by using the request message, to participate in federated learning from
the first server, to request to use local data to perform model training, and influence a global model by using the local
data, to obtain a model that carries a personalized feature of the client.

{86135}[00134] For example, when the data stored on the client exceeds a preset data amount, the request
message may be sent to the federated learning system, and the ELB in the system routes the request message to the
adapted first server, to implement federated learning through collaboration between the first server and the client.
{861361[00135] For another example, the client may collect personalized training data that is different from
training data of another device. After collecting the training data, the client may actively send the request message to
the federated learning system, to request to use the locally stored data to perform federated learning, and to obtain a
model adapted to the training data. The client synchronizes the model to the system, to complete federated learning,
so that a global model in the cluster can adaptively learn various types of data collected by the clients, and output
precision of the global model is improved.

{86137[00136] 402: The first server separately sends a training configuration parameter and the global model to
the at least one client for the request message.

{806438}[00137] After receiving the request message sent by the at least one client, if determining to allow the at
least one client to participate in federated learning, the first server may separately send the training configuration
parameter and information about the locally stored global model to the at least one client. The global model is a to-
be-trained model. The information about the global model may include a structure parameter (for example, a depth or
a width of the global model), a weight parameter, or the like of the global model. The training configuration parameter
is a parameter used when the global model is trained, for example, information such as a learning rate, a quantity of
epochs, or a security algorithm type.

{864393[00138] In a possible implementation, if the first server receives a plurality of request messages sent by
a plurality of clients, the first server may filter out, from the plurality of clients, at least one of the plurality of clients
to participate in federated learning. For example, the request message may carry information about a terminal, sueh
asfor example, network connection status, battery level, and load information. The first server may filter out, based
on the information about the terminal, a client with a stable connection to perform federated learning, and deliver the
training configuration parameter and the model to the at least one client that is filtered out. Therefore, the client may
train the model based on the training configuration parameter.

{60614063[00139] 403: The client trains the global model by using the training configuration parameter.
{861413[00140] _After receiving the training configuration parameter and the global model that are delivered by
the first server, the client (or referred to as a first client) may train the global model by using a training set, to obtain
a trained global model. The training set may include a plurality of training samples. The training sample may be data

collected by the client, or may be data received by the client. This is not limited herein.
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{86142}[00141] For example, the client may be an application program deployed on a terminal of a user. In a
process of enabling the client by the user, the client may collect data generated during the enabling of the client by the
user, and use the data as the training sample to request, from the server, to participate in federated learning. In this
way, the collected data is applied to a model update, so that the global model in the federated learning system can be
adapted to the clients.

{661431[00142] 404: The client feeds back model update parameters to the first server.

{661444[00143] After the client trains the global model to obtain the trained model, the client may feed back
information about the trained model, that is, the model update parameters, to the first server.

{8061451[00144] Specifically, the model update parameters may include a weight parameter of the model. For
example, in aprocess of a t" time of iterative federated learning, model update parameters received by a serverj may

k,j Sj . . . th . . kj ;
be represented as {Wt , nk,j}keK, where n, representindicates a size of a dataset of a k™ client, that is, w,"” is a

weight parameter of the model obtained through training by the client.

{661461[00145] 405: The first server aggregates the model update parameters fed back by the at least one client,
to obtain first aggregation information.

{86147[00146] After receiving the model update parameters separately fed back by the at least one client, the
first server may aggregate the model update parameters separately fed back by the at least one client, to obtain the
first aggregation information. This is equivalent to aggregating models fed back by the at least one client, to obtain
information about an aggregated model.

{66148}[00147] _Specifically, there may be a plurality of specific modes; such as averaging and weighted fusion.
The aggregation mode is not limited in this application, and may be specifically adjusted based on an actual application
scenario.

{661491[00148] 406: The first server obtains second aggregation information from a second server.
{6015063[00149] The second server includes a server other than the first server in the federated learning system,
and there may be one or more second servers. In addition to aggregating-and-performing-aggregation-on model update
parameters of at least one client connected to the first server, the first server may further receive the second aggregation
information obtained by aggregating received model update parameters by another server, so that aggregation
information of the servers in the federated learning system can be consistent. In addition, each server may obtain the
aggregation information of another server, so that each server can maintain more data. When accessing the server,
each client can obtain more comprehensive data without maintaining a persistent connection to the server. Therefore,
the federated learning system provided in this application may adapt to a scenario in which a client is deployed on a
mobile terminal.

{861513[00150] _Ina possible scenario, the first server may receive the aggregation information sent by all servers
in the federated learning system other than the first server. In other words, the servers in the federated learning system
may transmit the aggregation information to each other, so that each server can have full data. The client can obtain
full data when accessing the server at any moment. This improves accuracy of the data obtained by the client.
{86152}[00151] _Itshould be noted that, in the following implementations of this application, an example in which
all the servers in the federated learning system transmit the aggregation information to each other is used for
description. In an actual application scenario, data may also be transmitted between some servers. Alternatively, some
servers only receive the aggregation information but do not send the aggregation information. Specifically, adjustment
may be made based on an actual application scenario. This is not limited in this application.

{86153}[00152] It should be further noted that in this implementation of this application, a manner of obtaining
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the second aggregation information by the second server is similar to a manner of obtaining the first aggregation
information by the first server. For example, after receiving a request message sent by a second client, the second
server delivers a training configuration parameter and a global model to the second client. The training configuration
parameter and the global model are usually the same as the training configuration parameter and the global model that
are delivered by the first server to the first client. The second client trains the global model based on the training
configuration parameter by using locally stored training data, and feeds back parameters (for example, weight
parameters and a width or depth of the model) of the trained global model to the second server. The second server
aggregates the received model update parameters, to obtain the second aggregation information. A specific process in
which the second server obtains the second aggregation information is not described again in this application.
{861543[00153] _In a possible implementation, a primary node may trigger the servers in the cluster to transmit
the aggregation information to each other, to synchronize the data in the cluster, so that all the servers in the cluster
can have more comprehensive data.
{86155}[00154] The primary node may be one server in the federated learning system, for example, the foregoing
first server or the foregoing second server.
{861561[00155] In a possible implementation, at least one of a counter or a timer may be set-disposed in the
primary node, to monitor a quantity of clients that participate in each round of iteration or a time window of each
round of iteration, to effectively control the quantity of clients that participate in federated learning and duration of a
process of each round of iteration. This avoids ineffective waiting, and reduces "long tail" effect.
f80157[00156] _Specifically, the counter is configured to count request messages that are sent by the clients and
that are received in the federated learning system. After each round of iteration is completed, the primary node may
initialize the counter. In a next round of iteration, when any server in the federated learning system receives a first
request message, the primary node starts the timer and counts each request message. When a value of the counter
reaches a first threshold, the first server may be triggered to send the training configuration parameter and the model
to the client. For example, the primary node sends a first trigger indication to the servers, to indicate the servers to
transmit the aggregation information of the servers to another server, for example, indicate the second server to send
the second aggregation information to the first server. If the primary node is the first server, the primary node may
trigger the primary node to send the first aggregation information to another server (for example, all second servers),
and further send the first trigger indication to the second servers, to indicate the second servers to send the second
aggregation information of the second servers to the another server.
{66158}[00157] Therefore, the clients that participate in federated learning may be monitored by using the counter,
to avoid low learning efficiency caused by excessive clients. For example, after routing each request message to the
server, the ELB may send a notification message to the primary node to notify the primary node of received statuses
of the primary node; such as a quantity of request messages and a receiving timestamp. In this way, the primary node
counts the quantity of request messages. When the count of the counter exceeds the first threshold, the primary node
sends the first trigger instruction to the servers, to trigger the servers (including the primary node) in the federated
learning system to transmit the data to each other, thereby completing synchronizing the data between the servers. In
this way, each server has the more comprehensive data. After accessing the server, the client may obtain the more
comprehensive data, so that federated learning or application may be performed based on the more comprehensive
data. This improves user experience of the client.
{8061591[00158] Optionally, the first threshold includes a preset value, or is related to a quantity of clients that
access the plurality of servers in a current round of iteration or a previous round of iteration, or the like. Therefore, in
this implementation of this application, the first threshold corresponding to the counter may be the preset value, or
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may be a value determined based on the quantity of clients that access the servers. Usually, the first threshold is not
greater than the quantity of clients that access the servers. Therefore, this avoids excessively long duration of waiting,
of the federated learning, caused by waiting for the client to access, and improves overall efficiency of the federated
learning.

{6616064[00159] The timer may be configured to set the time window in a process of federated learning, that is,
only one round of federated learning is performed in the time window. When a value timing-of the timer exceeds a
second threshold, the primary node may trigger the server to perform a next round of learning. If model update
parameters are obtained in a process of current learning, the model update parameters may be discarded. Certainly,
the model update parameters may also be retained and specified, to improve data utilization. Therefore, in this
implementation of this application, a time window of each round of iterative learning is monitored by using the timer,
and each round of iterative learning may be performed in the time window of the timer. In this way, impact of some
clients on the process of the federated learning is reduced when the some clients go offline, have excessively low
training efficiency, or the like. This improves the efficiency of the federated learning.

{66161}[00160] _Specifically, when any server in the federated learning system receives the first request message,
the primary node may start the timer, and complete the current round of iteration in the time window of the timer.
When the timer times out, the primary node may send a second trigger indication to the servers (including the primary
node) in the federated learning system, to trigger the servers to enter next round of iteration. For the primary node,
when determining that the timer times out, the primary node may directly determine to enter the next round of iteration,
and may not need to send the second trigger indication to the primary node. Certainly, the primary node may also
generate the second trigger indication for the primary node. This is not limited in this application.

{66162}[00161] Optionally, the second threshold may be a preset value, or may be related to a quantity of clients
that access the federated learning system in the current round or the previous round, or related to a-size-of-a-data

amounta value of a data amount for communication between the client and the server in the current round or the

previous round. For example, the second threshold may be in a positive correlation with a value determined by using

the quantity of clients that access the federated learning system, or the size-value of the data amount for communication

between the client and the server. For example, a large quantity of clients that access the federated learning system in
the previous round of iteration indicates a large second threshold. A large data amount for communication between
the client and the server in the previous round of iteration indicates a large second threshold. This may be specifically
adjusted based on an actual application scenario. Therefore, in this implementation of this application, a time window
matching the actual application scenario may be set for the timer, to avoid a case in which the time window is
excessively long or excessively short. This improves the overall efficiency of the federated learning.
{86163}[00162] In a possible scenario, when the timer and the counter work collaboratively, and the server in the
federated learning system receives the first request message in each round of iteration, the primary node starts the
timer and the counter. If the value of the counter reaches the first threshold, but the timer does not time out, the timer
may be disabled. After aggregation of all model update parameters fed back by clients in the process of the current
round of iteration is completed, the next round of iteration may be enteredperformed. If the value of the counter does
not reach the first threshold, but the timer times out, the current round of iteration may be determined to be ended, and
the next round of iteration is enteredperformed. Data in the current round of iteration may be discarded or retained. If
the value of the counter does not reach the first threshold, and the timer does not time out, the current round of iteration
may be continued.

{8061643[00163] Therefore, in this implementation of this application, the quantity of clients that participate in
federated learning in the current round of iteration and the duration of the current round of iteration may be limited
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by the timer and the counter working collaboratively. This avoids long tail effect caused by a situation such as waiting
for the client to access, or waiting for the client to quit during iteration.

{00165}[00164] 407: The first server aggregates the first aggregation information and the second aggregation
information, to obtain third aggregation information.

{661661[00165] After obtaining the first aggregation information and the second aggregation information that is
sent by another server, the first server may update the locally stored global model based on the received first
aggregation information and the received second aggregation information, that is, step 407 and step 408.
{861674[00166] _In addition to aggregating model update parameters that are fed back by one or more clients and
that are received by the first server, the first server may further receive the aggregation information obtained by the
another server, and aggregate, for another time, the first aggregation information obtained through calculation by the
first server and the received second aggregation information, to obtain the third aggregation information with more
complete data.

{66168}[00167] Therefore, in this implementation of this application, the servers not only aggregate the model
update parameters received by the servers, but also aggregate, for another time, information obtained by performing
aggregation by the another server in the federated learning system. Therefore, each server may have the data included
in each server in the federated system, so that the data of the servers is consistent, and the client can obtain the full

data when accessing the server at any moment.
{6061693[00168] For example, in a (t + 1) iteration, a total quantity of clients in the federated learning system is

denoted as K, and weight update information that is uploaded by some clients (denoted as a set S;) and that is collected

by the server; is represented as {w,%}, n ]}Z’e .+ Where n; representindicates the size of the dataset of the k™ client.

- . kEs; kEs; - .
) J k.j — J k T
Each server first calculates its own Wi < E k=1 Mk, jWeit and n; = E k=1 Mk,j DcWigq- he primary node triggers

data aggregation between the servers to obtain w/,, and n; that are obtained through aggregation calculation. The
servers can obtain calculation results based on clustersin-a-cluster-dimension, that is, the full data. In the next round
of iteration, the client can request, from any server, to obtain the correct full data.

{801763[00169] _In addition, the first server may also send the first aggregation information to the second server,
so that the second server aggregates, for another time, the second aggregation information obtained through
aggregation by the second server and the received first aggregation information, to obtain the third aggregation
information. Usually, to maintain heterogeneity of the data in the servers, the second server may use a same
aggregation mode as an aggregation mode of the first server when performing aggregation, to finally obtain the same

third aggregation information, so that each server may have the full data.

{801743[00170] 408: The first server updates the stored global model.

{80172}[00171] After the third aggregation information is obtained, the third aggregation information may
include a weight parameter of an aggregated model, and the first server may update the locally stored global model
by using the weight parameter obtained through final aggregation, to obtain the updated global model.
{8617£3}[00172] Therefore, in this implementation of this application, the client may access the server in a manner
of sending the request to the server, and may participate in federated learning after being allowed by the server. This
is equivalent to that the client accesses the server in a loose mode without maintaining the persistent connection to the
server. This is applicable to some scenarios in which a client is deployed on a mobile terminal. In addition to
aggregating the model update parameters fed back by the clients connected to the servers, the servers may further
aggregate information obtained through aggregation by another server, so that the servers may have the full data in

the federated learning system, and the client can obtain the full data when accessing the server at any moment. In this
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way, output precision of the final trained model is high.

{8064743[00173] _In addition, in this application, the timer and/or the counter may be set to count the clients that
access the server, and timing is performed in the process of the federated learning. Federated learning is performed in
the time window of the timer. If one process of iterative learning is not completed in the time window, a next round
of learning may be directly performed. This avoids that a process of overall training is affected by unstable connections
or low training efficiency of some clients, and improves the overall learning efficiency of the federated learning. In
addition, the client may quit at any time in a process of performing federated training, without affecting the efficiency
of the federated learning. This avoids a case the client is bound.

{806175}[00174] It should be noted that the foregoing steps 401 to 408 may be one process of iteration in the
process of the federated learning, and the process of the federated learning may include one or more iterations. In this
application, only one iteration is used as an example for description, and this is not a limitation. Specifically, a quantity

of iterations may be determined based on an actual application scenario.

{861761[00175] 409: The client sends a query message to the first server.

{86177[00176] When the client (or referred to as the second client) needs to obtain the latest model, the client
may send the query message to the server, to request to query the latest global model.

f80178}[00177] Specifically, the client may access the federated learning system by using an address of the
federated learning system, and the ELB may route the query message sent by the client, to route the request message
to the adapted server. Herein, the sending of the query message by the client to the first server is merely an example
for description. The first server herein may be replaced with another server, for example, the second server or a third

server. This is not limited herein.

{661794[00178] 410: The first server delivers the updated global model to the client.

{661864[00179] After receiving the query message from the client, the first server may deliver the latest local
model to the client.

{861813[00180] _In the foregoing step 408, the first server updates the stored global model by using the latest
aggregation information, and may deliver the latest global model to the client after receiving the query message.
Specifically, a structure and parameters of the model may be delivered to the client, for example, a quantity of layers
of a neural network, a size of a convolution kernel, input and output resolution, and weight parameters at network
layers, so that the client obtains the structure of the latest model.

{66182}[00181] It should be noted that step 409 and step 410 in this application are optional steps.
{66183}[00182] In this implementation of this application, the servers may transmit the latest aggregation
information to each other, so that the servers in the federated learning system have the full data, and the client can
obtain the full data when accessing the server at any moment without maintaining the persistent connection to the
server. This improves accuracy of the model that can be obtained by the client.

{661844[00183] The foregoing describes a procedure of the federated learning method provided in this application.
For ease of understanding, the federated learning method provided in this application is described in more detail below
with reference to a specific application scenario.

{006185}[00184] First, an example is used to describe the federated learning system to which the federated learning
method provided in this application is applied.

{6061861[00185] For example, the federated learning system provided in this application may be shown in FIG. 5.
Three servers (that is, an FL-server 0, an FL-server 1, and an FL-server 2) are used as an example for description

herein, or may be replaced with more servers. The scheduler (that is, the FL-scheduler) may be configured to schedule
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a communication resource or a storage resource in a server cluster, so that data can be exchanged between the servers.
{86187[00186] A transmission control protocol (transmission control protocol, TCP) connection may be
established between the servers or between the server and the scheduler, a stable and persistent connection is
maintained, and communication is performed according to a TCP proprietary protocol. Certainly, the TCP herein may
alternatively be replaced with another protocol, sueh-asfor example, an Internet packet exchange (Internet packet
exchange, IPX) protocol or a sequenced packet exchange (sequenced packet exchange, SPX) protocol. This is not
limited in this application.

{66188}[00187] The client may access the federated learning system by using an IP address. The server exposes
a hypertext transfer protocol (hypertext transfer protocol, HTTP) port externally, to provide a distributed service
externally. The client may establish an HTTP connection, that is, a non-persistent connection, to the server.
{6061893[00188] The server 0 may be used as the primary node, and another server is used as a secondary node.
The primary node is responsible for synchronizing the data within the cluster, for example, triggering aggregation of
all nodes, performing global timing, or performing counting during federated learning, to ensure data consistency
within the cluster.

{661964[00189] Usually, if the client is deployed on the mobile terminal, the server may not be able to obtain a
status of the client at any time. For example, a connection between the mobile terminal and the server may be unstable,
and the mobile terminal cannot be found or a connection status of the mobile terminal cannot be obtained. As a result,
communication between the server and the mobile terminal may be interrupted. This may affect the efficiency of the
federated learning.

{66191}[00190] FIG. 6 is a schematic flowchart of another federated learning method according to this application.
{66192}[00191] First, before each round of iteration, a timer and a counter may be initialized, sueh-asfor example
set to 0. In each round of iteration, after a federated learning system receives a first request message sent by a client,
the counter on a primary node_may performs counting. When the counter starts counting, the timer may be enabled
synchronously, and one round of federated learning is performed in a time window of the timer.

{8061931[00192] _If the counter exceeds a first threshold, the timer may be disabled, and the client that sends the
request in the current round of iteration is used as a client that performs training in the current round of federated
learning. The first threshold may be determined based on a quantity of clients that participate in federated learning in
a previous round. For example, if the quantity of clients that participate in federated learning in the previous round is
less than a quantity of clients in a round of iteration previous to the previous round, the already set first threshold may
be reduced. If the quantity of clients that participate in federated learning in the previous round is greater than a
quantity of clients in a round of iteration previous to the previous round, the already set first threshold may be increased.
In this way, the threshold corresponding to the counter is adapted to the quantity of clients that participate in training
in each round of iteration, and training efficiency is maximized.

{661943[00193] One FL-server 1 and one FL-client are used as an example. The FL-server 1 may deliver a to-be-
trained global model and a training configuration parameter to the FL-client. The global model may include various
neural networks; such as a DNN, a CNN, a residual network (ResNet), or a constructed network. This may be
specifically adjusted based on an actual application scenario. The training configuration parameter may include a
parameter related to model training, such-asfor example, a learning rate, a quantity of epochs, or a security algorithm
type. The training configuration parameter is used to determine, when the client performs model training, a learning

rate or a quantity of iterations during training, an encryption algorithm type during data transmission, or the like.
{8061951[00194] After performing model training by using the training configuration parameter and a locally
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stored training sample, the FL-client may feed back obtained model update parameters to the FL-server 1. The model
update parameters may include a parameter related to a trained model, such-asfor example, a structure (for example,
a depth or a width of a network layer) of the updated global model, a weight parameter, or a weight parameter obtained
through sparsity reduction.

{861961[00195] _In this embodiment, only one FL-client is used as an example for description. Usually, there may
be a plurality of FL-clients. Each FL-client may train the received global model by using a locally stored training
sample. For example, each training sample includes a sample and a corresponding truth label. In a training process,
the sample is used as an input of the model, and then a difference between an output of the model and the truth label
is measured by using a loss function, and an update gradient of the global model is calculated by using the difference.
The gradient is used to reversely update the weight parameter of the global model, to obtain the updated model.
{861973[00196] _If the FL-server 1 receives model update parameters fed back by the plurality of FL-clients, the
FL-server 1 may aggregate the model update parameters fed back by the plurality of FL-clients. This is equivalent to
data reduction. A specific aggregation mode may include summation, averaging, weighted summation, and the like,
and may be specifically adjusted based on an actual application scenario. For example, data obtained by the FL-server
1 by aggregating model update data may be represented as wy,; « YK€ n,wk,. S is a client set, wf,,
representindicates the model update parameters fed back by the clients, and n, representindicates a size of the model
update parameters fed back by each client.

{86198}[00197] When a value of the counter exceeds the first threshold, the primary node, that is, an FL-server
0, triggers a server in which the primary node is located and secondary nodes (such as the FL-server 1 and the FL-
server 2) to aggregate, for another time, aggregation information transmitted between the servers. It should be noted
that, for ease of understanding, only an example in which the FL-server 0O triggers the secondary node to perform
aggregation is used for description herein. For example, when triggered by the FL-server 0, the FL-server 2 sends, to
the FL-server 1, the aggregation information obtained by aggregating the received model update parameters, and the
FL-server 1 aggregates the received aggregation information and locally stored aggregation information, to obtain
final aggregation information.

{861991[00198] In a process of a round of iteration of performing federated learning, if the value of the counter
does not exceed the first threshold but the timer times out, the current iteration may be terminated, and a next round
of iteration is enteredperformed, that is, the counter is initialized. For example, the FL-server 0 sends a second trigger
indication to the FL-server 1 and the FL-server 2, to indicate to enter the next round of iteration. In this case, data in
the process of the current iteration may be discarded or used. For example, if the data is complete, the data may
continue to be used, and only data of some clients that do not respond is discarded. This may be specifically adjusted
based on an actual application scenario.

{802003[00199] Therefore, in this implementation of this application, the primary node may maintain the counter
and the timer, to count clients that send requests. When_a value of the timer reaches a threshold, an aggregation

operation based on clustersin—a—cluster—dimension_—may be triggered, that is, the servers aggregate received

aggregation information of another server for another time, so that the servers can have the aggregation information
of the another server, and each server can have full data. The client can obtain the full data when accessing any server
at any moment. This improves efficiency of the federated learning. In addition, the primary node further maintains the
timer. When the timer times out, the next round of iteration may be performed. This is equivalent to performing only
one round of iterative learning in the time window of the timer, to prevent the efficiency of the federated learning from
being affected due to excessively long duration of waiting for a response from the client. This resolves long tail effect
caused by client straggling.
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{862043[00200] _In addition, in the federated learning system provided in this application, the primary node is
used as an important node for monitoring duration of each round of iteration and the quantity of clients that participate
in the iteration, and may be mainly configured to perform the following steps.

{806202}[00201] After any one of a plurality of servers receives the first request message, the primary node starts
the counter and the timer. The counter is configured to count request messages received by the plurality of servers in
the one round of iteration, and the request message is used to request to obtain a global model stored in a corresponding
server of the plurality of servers. If the value of the counter reaches the first threshold, the primary node sends a first
trigger indication to each of the plurality of servers, where the first trigger indication indicates the plurality of servers
to transmit locally stored information to each other. If the value of the counter does not reach the first threshold, and
a value of the timer reaches a second threshold, the primary node sends the second trigger indication to each server,
where the second trigger indication indicates each server to perform the next round of iteration.

{86203}[00202] _In an implementation of this application, one server in the federated learning system is used as
the primary node, and the primary node maintains the timer and the counter. In the process of each round of iteration,
the received request messages are counted by using the counter, and timing is performed by using the timer. Therefore,
the quantity of clients that participate in each round of iteration and training duration of each round of iteration are
limited. This avoids meaningless waiting caused by the client straggling, improves the overall efficiency of the
federated learning, and avoids long tail effect.

{8062043[00203] _In a possible implementation, the first threshold is a preset value, or the first threshold is related
to the quantity of clients that access the federated learning system in the process of the previous round of iteration.
Therefore, in this implementation of this application, the first threshold corresponding to the counter may be the preset
value, or may be the value determined based on the quantity of clients that access all the servers in the federated
learning system. Usually, the first threshold is not greater than the quantity of clients that access the federated learning
system. Therefore, this avoids the excessively long duration of waiting, of the federated learning, caused by waiting
for the client to access, and improves the overall efficiency of the federated learning.

{8062051[00204] In a possible implementation, the second threshold is a preset value, the second threshold is
related to the quantity of clients that access the federated learning system in the previous round of iteration, or the

second threshold is related to a-size-efa-data-amounta value of a data amount for communication, in the previous

round of iteration, between each server in the federated learning system and a corresponding client. Therefore, in this
implementation of this application, a time window of each round of iteration may be set by using the timer. When the
timer times out, the next round of iterative learning may be enteredperformed. This avoids long tail effect caused by
the excessively long duration of waiting. Even if the client quits during federated learning, the overall training
efficiency of the federated learning is not affected.

{806206}[00205] For ease of understanding, refer to FIG. 7. The following describes an example with reference to
a procedure executed by the primary node and the servers in the federated learning system.

{862074[00206] 701: Initialize the counter and the timer.

{66208}[00207] Before each round of iteration is performed, the counter and the timer are initialized, for example,
both the counter and the timer are set to 0. The counter and the timer may be maintained by the primary node, as
shown in the FL-server 0 described above in FIG. 5.

{8062091[00208] For example, at the beginning of each round of iteration, the counter is initialized, and a quantity
of request messages of clients that participate in the current round of iteration is set, for example, set to C. Usually,

the value may be set to a subset of a quantity of clients that are communicatively connected to the server. In other
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words, the value is usually less than the quantity of clients connected to the server, to avoid the excessively long
duration of waiting for the client in each round of iteration. In the federated learning system, if 100 clients are
connected to the server and only 10 clients need to participate in federated learning, and the value of C is set to an
excessively large value, the duration of waiting for the participation of the client may be excessively long, and the

efficiency of the federated learning is reduced.

{662164[00209] 702: The FL-server receives a request message of the FL-client.

{862111[00210] _The request message sent by the FL-client may be routed by the ELB to the FL-server. The FL-
server may be any server in the federated learning system, such-asfor example, any one of the FL-server 0, the FL-
server 1, or the FL-server 2 in FIG. 5.

{806212}[00211] In addition, after receiving the request message of the FL-client, the FL-server may determine
whether to allow the FL-client to participate in federated learning. For example, a random selection mode, a first-
come-first-served selection mode, or another selection mode may be used to determine whether the FL-client is
allowed to participate in federated learning. For example, a connection status, for example, a delay or communication
duration, of the FL-client may further be determined by using the request message. Alternatively, when a status of the
FL-client is determined by using the request message, for example, a battery level is excessively low or load is
excessively high, the FL-client may not be allowed to participate in federated learning, to prevent the FL-client from

affecting the efficiency of the federated learning.

{8062131[00212] 703: The counter performs accumulation.

{8062143[00213] When the FL-server receives request messages of FL-clients, the primary node may also record
a quantity of FL-clients that send the request messages, and the counter performs accumulation.

{866215}[00214] 704: Determine whether the value of the counter is 1. If yes, step 708 is performed, or if no, step
705 is performed.

{802161[00215] _After the counter performs accumulation, the value of the counter may be monitored. If the value
of the counter is 1, that is, a request message sent by a first client is received in the process of the current round of
iteration, the timer may be enabled, that is, step 709 is performed. In this case, the data does not need to be
synchronized because only the request message sent by one client is received. After request messages sent by a
plurality of clients are received, the data may be synchronized based on clusters in-the-cluster-dimension-subsequently,
so that the servers in the cluster maintain data consistency, that is, step 705 is performed.

{86217[00216] 705: FL-servers process requests and synchronize the data_based on clusters—n-the—¢luster
{802181[00217] After the request messages sent by the plurality of FL-clients are received, the model and the
training configuration parameter may be delivered to all or some of the plurality of FL-clients. The FL-client trains

the model by using the locally stored training sample based on the training configuration parameter, and feeds back
related data of the trained model to the FL-server.

{862191[00218] _If the plurality of FL-clients participate in federated learning, the FL-server may receive model
update parameters fed back by the plurality of FL-clients, and the FL-serverelient may aggregate the received model
update parameters fed back by the plurality of FL-clients, to obtain aggregation information (that is, first aggregation
information). The FL-servers may synchronize aggregation information obtained through calculation by the FL-
servers, thereby synchronizing the data-based on clustersin-the-cluster-dimension.

[00220][00219] 706: The FL-servers perform aggregation.
{86221}[00220] _After synchronizing the respective aggregation information between the FL-servers, the FL-
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servers may aggregate the aggregation information (that is, the first aggregation information) obtained through
aggregation by the FL-servers, and aggregation information (that is, second aggregation information) sent by another
FL-server, to obtain final global aggregation information (that is, third aggregation information). In this way, the FL-
servers can have the full data.

{862221[00221] For example, a manner of performing aggregation between the FL-servers may be specifically
shown in FIG. 8. The federated learning system includes a plurality of servers, and the plurality of servers are
connected to each other in a ring, such-asfor example, a server 0, a server 1, a server 2, a server 3, and the like shown
in FIG. 8. Herein, only the four servers are used as an example for description. In an actual application scenario, the
four servers may be replaced with more or fewer servers. This is not limited herein. Clients include K clients connected
to the servers; such as a client 1 to a client K shown in FIG. 8. Each client receives an initial weight w, sent by an
accessed server, and then trains, by using a locally stored training sample, a model corresponding to the initial weight,
to obtain aweight wl,; — wk ; ofthe trained model and a corresponding data amount n, — n,,, where n, indicates
a size of a dataset of the k™ client. Then, the weight of the trained model and the data amount are fed back to the
accessed server. For example, the client 1 feeds back the weight of the trained model to the server 0, the client K feeds

back the weight of the trained model to the server 2, and the like. The serverj aggregates the received weights sent

by the clients, to obtain v/, « ZZ

Esj k,j kesj

g widand ny =3 "y ;. The primary node triggers the servers to

aggregate the data transmitted between the servers, to obtain the aggregation information. For example, the data

aggregated by the servers is represented as w/,_, and n;.

{86223}[00222] 707: Whether the count reaches the first threshold. If yes, step 710 is performed, or if no, step
702 is performed.

{802241[00223] _Atatayerofin the process of the current round of iteration of the federated learning, the value of
the counter may be monitored in real time. If the count of the counter reaches the first threshold, it indicates that the
quantity of clients that participate in the process of the current round of iteration of the federated learning is sufficient,
and there is no need to add more clients to participate in the current round of federated learning. In other words, timing
is stopped, and the process of the next round of iteration of the federated learning is enteredperformed, that is, step
710 is performed.

[00225][00224] _708. Trigger the timer to perform timing.
{8062261[00225] _In the process of each round of iteration of the federated learning, after the first request message

sent by the client is received, the timer may be triggered to start timing.

{802273[00226] For example, when or after the ELB routes the first request message to the corresponding server,
the ELB further notifies the primary node that the first request message has been received. After receiving the
notification message from the ELB, the primary node may start the timer and the counter, to count the request messages

received by the federated learning system, and perform timing on the process of the current round of iteration.

{802281[00227] 709: Whether timeout occurs. If yes, step 710 is performed.

{8062291[00228] _In the process of each round of iterative learning, a status of the timer may be monitored in real
time, and whether the timer times out is determined. If the timer times out, timing is stopped, and the next round of
iterative learning is performed.

{862361[00229] It may be understood that this is equivalent to setting the time window by using the timer, and
the process of the current round of iterative learning is performed in the time window of the timer. If the time window
is exceeded, the next round of iteration may be enteredperformed. This avoids that duration consumed by each round

of iteration is excessively long.
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f8062313[00230] _Request messages or data, sent by the client, received in a time window T of the timer may be
normally processed by the server. For example, the server encrypts and decrypts, or aggregates the received data. If
the counter does not reach C outside the time window T, both the timer and the counter are reset to initial statuses, and
the next round of iteration is enteredperformed. If the counter reaches C within the time window T, timing of the timer
is stopped, and after the data sent by the client in the current round of iteration is processed, the next round of iteration
is enteredperformed. Therefore, in this implementation of this application, on the basis of cooperation between the
counter and the timer, longest time consumed by each round of iteration is duration of the time window T. In addition,
in the process of iteration, communication duration of each round of iteration may be recorded, to dynamically adjust
the duration of the time window. In this way, long tail effect of the client is eliminated, and the training efficiency is
improved.

{806232}[00231] _In addition, optionally, a function of the timer may also be triggering the servers in the cluster to
synchronize the data with each other, that is, the foregoing steps 705 and 706. After the steps 705 and 706 are
completed, the next round of iteration may be enteredperformed. This may be specifically adjusted based on an actual

application scenario.

[60233}[00232] 710: Stop timing.

{8062341[00233] _After the timer stops timing, it indicates that the current round of iterative learning ends. After
the timer and the counter are initialized, the next round of iteration may be performed, that is, step 701 is performed.
{802351[00234] _Step 702, step 705, and step 706 may be performed by any FL-server in the cluster, and step 701,
step 703, step 704, and step 707 to step 710 are performed by the primary node.

{8662361[00235] Therefore, in this implementation of this application, the client may access the server by
combining the request and the response, and monitor, by setting the counter and the timer, the client that participates
in each round of iteration and the iteration duration of each round of iteration. Even if the client quits in the middle of
the federated learning, an overall process of learning-efthe federated learning of the cluster is not affected. This avoids
a tail problem caused by failure of addressing the client, and improves the overall efficiency of the federated learning.
In addition, the servers may synchronize the data with each other, that is, each server has the full data in the cluster,
and the client can obtain the full data when accessing any server at any moment. This improves accuracy of the model
obtained by the client.

{86237[00236] For example, that a simple classification network is trained is used as an example. A federated
learning system may include a plurality of servers, and a client is deployed on a mobile terminal of a user, for example,
a mobile terminal such as a mobile phone, a camera, or a tablet computer. The mobile terminal may capture an image
by using a camera. The user may manually mark, in an album, a type of an object in the shot image, for example, a
"cat" or a "dog" in the image. The mobile terminal may use the image manually marked by the user as a training
sample. When a quantity of training samples reaches a specific quantity, the mobile terminal may request, from the
federated learning system, to participate in federated learning, to apply data collected by the mobile terminal to the
classification network.

{86238}[00237] The mobile terminal may obtain an HTTP port exposed by the federated learning system, and
send a request message to the cluster through the HTTP port. A counter set on a primary node counts request messages,
and the primary node further maintains a timer. An upper limit value of the counter may be preset, or may be
determined based on a quantity of clients that participate in a previous round of iteration, or may be determined based
on a quantity of clients that are connected to the cluster. An upper limit value of the timer may be preset, may be

determined based on duration in the previous round of iteration, or the like.
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{8062393[00238] _In addition, if the request message sent by the mobile terminal is a first request message sent in
a process of a current round of iteration, the timer is enabled. If the request message sent by the mobile terminal is a
last request message in the current round of iteration, that is, a value of the counter reaches a preset first threshold, the
mobile terminal is a last client that participates in federated learning and that is determined in the current round of
iteration. After completing model training, the mobile terminal may enter a next round of iterative learning.
{8662461[00239] An ELB in the cluster routes the request message from the mobile terminal to an adapted server.
The server determines whether to allow the mobile terminal to participate in federated learning. If the server allows
the mobile terminal to participate in federated learning, the server delivers a locally stored classification network to
the mobile terminal, and delivers training configuration parameters; such as a learning rate used during training and a
data encryption/decryption mode. The mobile terminal trains the classification network by using a locally collected
training sample and based on the training configuration parameter, to obtain the trained classification network. The
mobile terminal feeds back weight parameters of the trained classification network to the server. If a moment at which
the server receives the weight parameters is in a time window of the timer, the server aggregates the received weight
parameters, to obtain first aggregation information.

{862413[00240] _The servers may transmit, to each other, information obtained through aggregation, so that each
server has full data. The mobile terminal may send a query message to the server at any moment, to query a latest
classification network, and the server may send the stored latest classification network to the mobile terminal, so that
the mobile terminal can obtain latest full data when accessing any server at any moment.

{8062423[00241] Therefore, in this implementation of this application, when the client is deployed on the mobile
terminal, the client may access the federated learning system and participate in federated learning in a loose mode by
combining the request and a response. A stable and persistent connection does not require to be maintained. This is
applicable to a scenario in which the client is deployed on the mobile terminal. In addition, the timer and the counter
are further deployed on the federated learning system. Low efficiency, of the federated learning, caused by waiting
for the client is avoided through cooperation between the timer and the counter. This reduces long tail effect, and
improves the overall efficiency of the federated learning. In addition, the upper limit value of the timer or counter may
be adjusted based on information in the process of the previous round of iterative training or processes of previous
rounds of iterative training, and the upper limit value of the timer or counter may be dynamically adjusted based on
an actual scenario, to further improve the efficiency of the federated learning.

{862431[00242] The foregoing describes in detail the federated learning system and the procedure of the federated
learning method provided in this application, and the following describes a structure of a server provided in this
application.

{802443[00243] Refer to FIG. 9. This application provides a schematic diagram of a structure of a server. The
server is applied to a federated learning system. The federated learning system includes a plurality of servers and a
plurality of clients, the plurality of servers are configured to perform iterative federated learning, and any one of the
plurality of servers includes:

a transceiver module 901, configured to receive a request message sent by at least one first client, where
the request message is used to request a global model stored in a first server, and the plurality of clients include the at
least one first client, where

the transceiver module 901 is further configured to send a training configuration parameter and information
about the global model to the at least one first client, where the training configuration parameter and the information
about the global model indicate the at least one first client to train the global model by using the training configuration
parameter; and
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the transceiver module 901 is further configured to receive first model update parameters separately fed
back by the at least one first client, where the first model update parameters are parameters of the global model
obtained through training by the at least one first client;

an aggregation module 902, configured to aggregate the first model update parameters fed back by the at
least one first client, to obtain first aggregation information in a current round of iteration, where

the transceiver module 901 is further configured to obtain second aggregation information sent by a second
server, where the second aggregation information is information obtained by the second server by aggregating received
second model update parameters in the current round of iteration; and

an update module 903, configured to update, based on the first aggregation information and the second
aggregation information, the global model stored on the first server, to obtain the updated global model.
{8062451[00244] In a possible implementation, the transceiver module is further configured to receive the second
aggregation information separately sent by a plurality of second servers.
{8062461[00245] The update module 903 is specifically configured to update, based on the first aggregation
information and the second aggregation information that is separately sent by the plurality of second servers, the global
model stored on the first server, to obtain the updated global model.
{802473[00246] _In a possible implementation, the first server is a primary node in the federated learning system,
and the primary node is configured to manage the plurality of servers.
{802481[00247] The transceiver module is further configured to send a first trigger indication to the second server,
where the first trigger indication indicates the second server to send the second aggregation information to the first
server.
{862491[00248] The transceiver module 901 is further configured to receive the second aggregation information
in the second server.
{8062563[00249] _In a possible implementation, a counter is set-#r-disposed in the first server, and the counter is
configured to count a quantity of request messages received by the plurality of servers.
{8062513[00250] _The transceiver module 901 is specifically configured to: when a value of the counter meets a
first threshold, send the first trigger indication to the second server.
{86252}[00251] _In a possible implementation, the first threshold is a preset value, or the first threshold is related
to a quantity of clients that access the federated learning system in a process of a previous round of iteration.
{86253}[00252] _In a possible implementation, the primary node includes a timer, and the timer starts timing after
a first request message is received in each round of iteration.
{8062543[00253] The transceiver module 901 is specifically configured to: when a value of the timer exceeds a
second threshold, receive a second trigger indication sent by the primary node, where the second trigger indication
indicates to perform a next round of iterative learning.
{86255}[00254] In a possible implementation, the second threshold is a preset value, the second threshold is
related to the quantity of clients that access the federated learning system in the previous round of iteration, or the

second threshold is related to a-size-ef-a-data-amounta value of a data amount for communication, in the previous

round of iteration, between each server in the federated learning system and a corresponding client.
{8062561[00255] In a possible implementation, the transceiver module is further configured to receive a query
message sent by a third client, where the third client includes any ene-efthe-clients that accesses the federated learning

system.

{86257[00256] The transceiver module 901 is further configured to send—fer-the-guery-message; information
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about the updated global model to the third clientinresponse to-the guery-message corresponding to the query message.
{806258}[00257] In a possible implementation, the transceiver module is further configured to send the first

aggregation information to the second server. In this way, the second server updates the locally stored global model

based on the first aggregation information and the second aggregation information, to obtain the updated global model.
{862591[00258] Refer to FIG. 10. This application provides a schematic diagram of a structure of another server,
that is, the foregoing primary node. The server is applied to a federated learning system. The federated learning system
includes a plurality of servers, one of the plurality of servers is used as the primary node, and the plurality of servers
are configured to perform iterative learning to implement federated learning. The primary node includes:

a startup module 1001, configured to: after any one of the plurality of servers receives a first request
message, start a counter and a timer, where the counter is configured to count request messages received by the
plurality of servers in one round of iteration, and the request message is used to request to obtain a global model stored
in a corresponding server of the plurality of servers; and

a transceiver module 1002, configured to: if a value of the counter reaches a first threshold, send a first
trigger indication to each of the plurality of servers, where the first trigger indication indicates the plurality of servers
to transmit locally stored information to each other.

{8062603[00259] The transceiver module 1002 is further configured to: if the value of the counter does not reach
the first threshold, and a value of the timer reaches a second threshold, send a second trigger indication to each server,
where the second trigger indication indicates each server to perform a next round of iteration.

{8062613[00260] _In a possible implementation, the first threshold is a preset value, or the first threshold is related
to a quantity of clients that access the federated learning system in a process of a previous round of iteration.
{86262}[00261] In a possible implementation, the second threshold is a preset value, the second threshold is

related to the quantity of clients that access the federated learning system in the previous round of iteration, or the

second threshold is related to a-size-efa-data-amounta value of a data amount for communication, in the previous
round of iteration, between each server in the federated learning system and a corresponding client.
{602631[00262] An embodiment of this application further provides a server. FIG. 11 is a schematic diagram of
a structure of a server according to an embodiment of this application. The server described in the embodiment
corresponding to FIG. 9 may be deployed on the server 1100, and the server 1100 is configured to implement functions
of the server in embodiments corresponding to FIG. 4 to FIG. 8. Specifically, the server 1100 may vary greatly based
on different configurations or performance. The server 1100 may include one or more central processing units CPU
1122 (for example, one or more processors), a memory 1132, and one or more storage media 1130 (for example, one
or more mass storage devices) for storing an application program 1142 or data 1144.

{8062643[00263] The memory 1132 and the storage medium 1130 may perform transitory storage or persistent
storage. In an embodiment, the memory 1132 is a random access memory RAM, may directly exchange data with the
central processing unit 1122, and is configured to load the data 1144, the application program 1142, and/or an operating
system 1141 for direct running and use of the central processing unit 1122. The memory 1132 is usually used as a
temporary data storage medium for the operating system or another running program. The program stored in the
storage medium 1130 may include one or more modules (not shown in FIG. 11), and each module may include a series
of instruction operations to be performed on the server.

{80265}[00264] Further, the central processing unit 1122 may be set to communicate with the storage medium
1130, and execute, on the server 1100, the series of instruction operations in the storage medium 1130. In a possible
implementation, the storage medium 1130 stores program instructions and data corresponding to the method steps

shown in any one of the foregoing embodiments in FIG. 4 to FIG. 8.
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{802661[00265] The server 1100 may further include one or more power supplies 1126, one or more wired or
wireless network interfaces 1150, one or more input/output interfaces 1158, and/or one or more operating systems
1141 such as Windows Server™, Mac OS X™, Unix™, Linux™ and FreeBSD™.

{8062673[00266] In a possible implementation, the central processing unit 1122 is configured to perform the
method steps performed by the server shown in any one of the foregoing embodiments in FIG. 4 to FIG. 8.
{866268}[00267] An embodiment of this application further provides a federated learning apparatus. The federated
learning apparatus may also be referred to as a digital processing chip or a chip. The chip includes a processing unit
and a communication interface. The processing unit may obtain program instructions through the communication
interface, and when the program instructions are executed by the processing unit, the processing unit is configured to
perform the method steps performed by the server in any one of the foregoing embodiments in FIG. 4 to FIG. 8.
{8062691[00268] An embodiment of this application further provides a digital processing chip. A circuit and one
or more interfaces that are configured to implement functions of the central processing unit 1122 or the central
processing unit 1122 are integrated into the digital processing chip. When a memory is integrated into the digital
processing chip, the digital processing chip may complete the method steps in any one or more of the foregoing
embodiments. When a memory is not integrated into the digital processing chip, the digital processing chip may be
connected to an external memory through a communication interface. The digital processing chip implements, based
on program code stored in the external memory, the actions performed by the server in the foregoing embodiments.
{802763[00269] _In more detail, when the federated learning apparatus in this embodiment of this application is a
chip. The chip specifically includes a processing unit and a communication unit. The processing unit may be, for
example, a processor, and the communication unit may be, for example, an input/output interface, a pin, a circuit, or
the like. The processing unit may execute computer-executable instructions stored in a storage unit, so that the chip in
the server performs the federated learning method described in embodiments shown in FIG. 4 to FIG. 8.
{802713[00270] Optionally, the storage unit may be a storage unit in the chip, for example, a register or a cache;
or the storage unit may alternatively be a storage unit that is in a radio access device end and that is located outside
the chip, for example, a read-only memory (read-only memory, ROM), another type of static storage device that can
store static information and instructions, a random access memory RAM, or the like.

{806272}1[00271] Specifically, the processing unit or the processor may be a central processing unit, a network
processor (neural network processing unit, NPU), a graphics processing unit (graphics processing unit, GPU), a digital
signal processor (digital signal processor, DSP), an application-specific integrated circuit (application-specific
integrated circuit, ASIC), a field programmable gate array (field programmable gate array, FPGA), another
programmable logic device, a discrete gate, a transistor logic device, a discrete hardware component, or the like. A
general purpose processor may be a microprocessor or any regular processor or the like.

f80273}1[00272] The processor mentioned above may be a general-purpose central processing unit, a
microprocessor, an ASIC, or one or more integrated circuits for controlling program execution of the methods in FIG.
410 FIG. 8.

{862744[00273] An embodiment of this application further provides a computer-readable storage medium. The
computer-readable storage medium stores a program. When the program is run on a computer, the computer is enabled
to perform the steps in the methods described in embodiments shown in FIG. 4 to FIG. 8.

{802751[00274] An embodiment of this application further provides a computer program product. When the
computer program product runs on a computer, the computer is enabled to perform the steps performed by the server

in the methods described in embodiments shown in FIG. 4 to FIG. 8.
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{8062761[00275] _In addition, it should be noted that the described apparatus embodiments are merely examples.
The units described as separate parts may or may not be physically separate, and parts displayed as units may or may
not be physical units, and may be located in one position, or may be distributed on a plurality of network units. Some
or all the modules may be selected based on an actual requirement to achieve the objectives of the solutions of
embodiments. In addition, in the accompanying drawings of the apparatus embodiments provided in this application,
connection relationships between the modules indicate that the modules have communication connections with each
other, which may be specifically implemented as one or more communication buses or signal cables.
{86277[00276] Based on the description of the foregoing implementations, a person skilled in the art may clearly
understand that this application may be implemented by software in addition to necessary universal hardware, or
certainly may be implemented by dedicated hardware, including an application-specific integrated circuit, a dedicated
CPU, a dedicated memory, a dedicated component, and the like. Generally, any function performed by a computer
program can be easily implemented by using corresponding hardware, and a specific hardware structure used to
achieve a same function may be of various forms, for example, in a form of an analog circuit, a digital circuit, a
dedicated circuit, or the like. However, in this application, a software program implementation is a better
implementation in most cases. Based on such an understanding, the technical solutions of this application essentially
or the part contributing to the prior art may be implemented in a form of a software product. The computer software
product is stored in a readable storage medium, such-asfor example, a floppy disk, a USB flash drive, a removable
hard disk, a read-only memory ROM, a random access memory RAM, a magnetic disk, or an optical disc of a computer,
and includes several instructions for instructing a computer device (which may be a personal computer, a server, a
network device, or the like) to perform the methods described in embodiments of this application.
{86278}[00277] All or some of foregoing embodiments may be implemented by using software, hardware,
firmware, or any combination thereof. When the software is used to implement embodiments, all or a part of
embodiments may be implemented in a form of a computer program product.

{8062791[00278] The computer program product includes one or more computer instructions. When the computer
program instructions are loaded and executed on the computer, the procedures or functions according to embodiments
of this application are all or partially generated. The computer may be a general-purpose computer, a special-purpose
computer, a computer network, or another programmable apparatus. The computer instructions may be stored in a
computer-readable storage medium or may be transmitted from a computer-readable storage medium to another
computer-readable storage medium. For example, the computer instructions may be transmitted from a website,
computer, server, or data center to another website, computer, server, or data center in a wired (for example, a coaxial
cable, an optical fiber, or a digital subscriber line (DSL)) or wireless (for example, infrared, radio, and microwave, or
the like) manner. The computer-readable storage medium may be any usable medium accessible by the computer, or
a data storage device, such-asfor example, a server or a data center, integrating one or more usable media. The usable
medium may be a magnetic medium (for example, a floppy disk, a hard disk, or a magnetic tape), an optical medium
(for example, a DVD), a semiconductor medium (for example, a solid-state disk (solid-state disk, SSD)), or the like.
{862861[00279] In this application, terms such as "first", "second", "third", and "fourth" (if exists) in the
specification, the claims, and the accompanying drawings are intended to distinguish between similar objects but do
not necessarily indicate a specific order or sequence. It should be understood that the data used in such a way are
interchangeable in proper cases, so that embodiments described herein can be implemented in an order other than the
order illustrated or described herein. Mareover, the terms "include"”, "contain" and any other variants mean to cover
the non-exclusive inclusion, for example, a process, method, system, product, or device that includes a list of steps or
units is not necessarily limited to those steps or units, but may include other steps or units not expressly listed or
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inherent to such a process, method, product, or device.

{6062813[00280] _Finally, it should be noted that the foregoing descriptions are merely specific implementations of
this application, but the protection scope of this application is not limited thereto. Any variation or replacement readily

figured out by a person skilled in the art within the technical scope disclosed in this application shall fall within the

protection scope of this application.
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CLAIMS

is clai is:
1. A federated learning method, apphied-to-a-federated-learning-system;-wherein

the federated learning system is applied to a federated learning system and comprises a plurality of servers and a

plurality of clients, the plurality of servers comprise a first server and a second server, and the plurality of servers are
configured to perform iterative learning to implement federated learning; and a process of any one round of iteration
in the iterative learning comprises:

receiving, by the first server, a request message sent by at least one first client, wherein the request message is
used to request a global model stored in the first server;

sending, by the first server, a training configuration parameter and information about the global model to the at
least one first client;

receiving, by the first server, first model update parameters separately fed back by the at least one first client,
wherein the first model update parameters are parameters of a global model trained by the at least one first client;

aggregating, by the first server, the first model update parameters fed back by the at least one first client, to obtain
first aggregation information in a current round of iteration;

obtaining, by the first server, second aggregation information sent by the second server, wherein the second
aggregation information is information obtained by the second server by aggregating received second model update
parameters in the current round of iteration; and

updating, by the first server based on the first aggregation information and the second aggregation information,
the global model stored on the first server, to obtain the updated global model.

2. The method according to claim 1, wherein the plurality of servers comprise a plurality of second servers, and
the obtaining, by the first server, second aggregation information sent by the second server comprises:

receiving, by the first server, the second aggregation information separately sent by the plurality of second servers;
and

the updating, by the first server based on the first aggregation information and the second aggregation information,
the global model stored on the first server, to obtain the updated global model comprises:

updating, by the first server based on the first aggregation information and the second aggregation information
that is separately sent by the plurality of second servers, the global model stored on the first server, to obtain the
updated global model.

3. The method according to claim 1 or 2, wherein the first server is a primary node in the federated learning
system, the primary node is configured to manage the plurality of servers, and the obtaining, by the first server, second
aggregation information sent by the second server further comprises:

sending, by the first server, a first trigger indication to the second server, wherein the first trigger indication
indicates the second server to send the second aggregation information to the first server; and

receiving, by the first server, the second aggregation information from the second server.

4. The method according to claim 2;3 wherein a counter is set-disposed in the first server, the counter is configured
to count a quantity of request messages received by the plurality of servers, and the sending, by the first server, a first
trigger indication to the second server comprises:

when a value of the counter meets a first threshold, sending, by the first server, the first trigger indication to the
second server.

5. The method according to claim 4, wherein the first threshold is a preset value, or the first threshold is related
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to a quantity of clients that access the federated learning system in a process of a previous round of iteration.

6. The method according to any one of claims 3 to 5, wherein the primary node comprises a timer, the timer starts
timing after a first request message is received in each round of iteration, and the method further comprises:

when a value of the timer exceeds a second threshold, sending, by the first server, a second trigger indication to
the second server, wherein the second trigger indication indicates the second server to perform a next round of iteration.

7. The method according to claim 6, wherein the second threshold is a preset valug, the second threshold is related
to the quantity of clients that access the federated learning system in the previous round of iteration, or the second

threshold is related to a-size-efa-data-ameunta value of a data amount for communication, in the previous round of

iteration, between each server in the federated learning system and a corresponding client.

8. The method according to any one of claims 1 to 7, wherein the method further comprises:

receiving, by the first server, a query message sent by a third client, wherein the third client comprises any client
that accesses the federated learning system; and

sending, by the first server-forthe-guery-message, information about the updated global model to the third client
inresponse-to-the-guery-message corresponding to the query message.

9. The method according to any one of claims 1 to 8, wherein the method further comprises:

sending, by the first server, the first aggregation information to the second server, to enable the second server to

update, based on the first aggregation information and the second aggregation information, the locally stored global

model to obtain the updated global model.

1310. A federated learning system, comprising a plurality of servers and a plurality of clients, wherein the
plurality of servers comprise a first server and a second server, both the first server and the second server store

information about a global model, the plurality of servers are configured to perform iterative learning to implement
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federated learning, and in a process of any one round of iteration in the iterative learning:

the first server is configured to receive a request message separately sent by at least one first client;

the first server is configured to send, for the request message separately sent by the at least one first client, a
training configuration parameter and the information about the global model to the at least one first client;

the first server is configured to receive first model update parameters separately fed back by the at least one first
client, wherein the first model update parameters are parameters of the global model obtained through training by the
at least one first client;

the first server is configured to aggregate the first model update parameters separately fed back by the at least
one first client, to obtain first aggregation information;

the second server is configured to: receive second model update parameters sent by at least one corresponding
second client, and aggregate the second model update parameters sent by the at least one second client, to obtain
second aggregation information;

the first server is configured to receive the second aggregation information sent by each second server; and

the first server is configured to update, based on the first aggregation information and the second aggregation
information that is sent by each second server, the global model stored on the first server, to obtain the updated global
model.

114. The system according to claim 4310, wherein there are a plurality of second servers comprised in the
plurality of servers;

each of the plurality of second servers is configured to: receive the second model update parameters sent by the
at least one corresponding second client, and aggregate the second model update parameters sent by the at least one
second client, to obtain the second aggregation information;

the first server is specifically configured to receive the second aggregation information separately sent by the
plurality of second servers; and

the first server is specifically configured to update, based on the first aggregation information and the second
aggregation information that is separately sent by the plurality of second servers, the global model stored on the first
server, to obtain the updated global model.

1512. The system according to claim 43-10 or 4411, wherein the plurality of servers further comprise a third
server used as a primary node, and the primary node is configured to manage the plurality of servers;

the primary node is configured to separately send a first trigger indication to the plurality of servers; and

the second server is specifically configured to send the second aggregation information to the first server based

on the first trigger indication.
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2113. A federated learning apparatus, comprising a processor, wherein the processor is coupled to a memory, the

memory stores a program, and when program instructions stored in the memory are executed by the processor, steps
of the method according to any one of claims 1 to 9 erclaims-10-to-12-are implemented.

2214. A computer-readable storage medium, comprising a program, wherein when the program is executed by a
processing unit, steps of the method according to any one of claims 1 to 9 erclaims10-te-12-are performed.

2315. A computer program product, wherein the computer program product comprises software code, and the

software code is used to perform steps of the method according to any one of claims 1 to 9-er-¢claims-10-te-12.
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