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the system termination. Accordingly, it is an object of the present inven-
The present invention relates to maintaining par-  tion to provide a data
protection mechanism for a Ity information on multiple blocks of data and
in par-  computer system having multiple independently ac- ticular to the
storage of such parity information.  5   cessible storage devices and a
method of protecting U. S. Patent No. 4,092,732 describes a check   data
stored in said storage devices. sum generator for generating a check sum
segment      A storage management mechanism distributes from segments of a
system record as the system re-  parity information substantially equally
among a set cord segments are being transferred between a stor-  of storage
units. N storage units in a set are divided age subsystem and a central
processing unit. The   10  into a plurality of equally sized address areas
referred check sum segment is actually a series of parity bits  to as
blocks. Each storage unit contains the same generated from bits in the same
location of the sys-  number of blocks. Blocks from each storage unit in a
tern record segments. In other words, each bit, such  set having the same
unit address ranges are referred as the first bit of the check sum segment
is the parity  to as stripes. Each stripe has N-1 blocks of data and of the
group offirst bits of the record segments. When   15  a parity block on one
storage device containing parity a storage unit containing a record segment
fails, the  for the remainder of the stripe. Further stripes each record
segment is regenerated from the check sum   have a parity block, the parity
blocks being distributed segment and the remaining system segments. One
on different storage units. Parity updating activity as- storage unit is
selected for containing all the check  sociated with every modification of
data in a set is sum segments for a plurality of record storage units.  20
therefore distributed over the different storage units. In the above patent
the check sum segment is al-  No single unit is burdened with all the
parity update ways generated from reading all the record segments
activity. it covers. If one record segment is changed, all the re-  In the
preferred embodiment, each storage unit cord segments covered are read and
the checksum    participating In a set is the same size. This permits a
segment is generated. An IBM Technical Disclosure  25  simplified
definition of the stripes. Since each stor- Bulletin, Vol. 24, No. 2, July
1981, pages 986-987, Ef-  age unit is the same size, no storage unit has
areas ficient Mass Storage Parity Recovery Mechanism,    left over which
need to be handled separately. improves upon the generation of the checksum
seg-     The number of storage units in a set is preferably ment, or parity
segment by copying a record segment  more than two. With just two units,
the protection is before it is changed. The copy of the record segment  30
similar to mirroring, which involves maintaining two Is then exclusive-ORed
with the changed record seg-  exact copies of data. With more than two
units, the ment to create a change mask. The parity segment Is  percent of
storage dedicated to protection decreases. then read and exclusive-ORed
with the change mask  With three units, the percentage of storage needed to
to generatethe new parity segment which is then writ-  obtain the desired
protection is about 33 percent. With ten back out to the storage unit.
35  eight units, slightly more than 12.5 percent of storage While a number
of reads on record segments that  capacity is used for protection. are not
changed is avoided In the prior art, a single  In a further preferred
embodiment, N-1 data re- storage unit is used to store parity segments for
mul-  cords (520 bytes) and I parity record in a set having tiple record
segments on multiple storage devices. A  the same address range is referred
to as a slice. Each read and a write on the single storage unit occurs  40
data record In the slice has a version indicator which each time a record
is changed on any of the storage  indicates the version of the record. A
header In each units covered by the parity record on the single stor-
parity record comprises a plurality of version indics- age unit Thus, the
single storage unit becomes a bot-  tors, one corresponding to each of the
data records in tle-neck to storage operations since the number of  the
slice. Each time a data record Is updated, its ver- changes to records
which can be made per unit of  45  sion indicator Is incremented and the
parity record time is a function of the access rate of the single stor-
version indicator corresponding to that data record is age unitas opposed
to the fasteraccess rate provided  also incremented. When both the record
update and by parallel operation of the multiple storage units.  the parity
update are complete, the version indicators Recovery of a lost record
depends on the syn-  are equal. During recovery of a lost record, the ver-
chronization of the parity record with each of the data  so  sion numbers
are checked to ensure synchronization records that It covers. Without
special hardware, such  of the records with the parity. Forcing recovery
with- as non-volatile storage, and/or additional write oper-  out valid
synchronization would produce unpredict- ations to storage units, it is
difficult to guarantee that  able data. both the data records and parity
record are updated   Because each data record has a version number to a
consistent state if the system terminates abnor-  55  that is Independent
of every other data record, no ser- mally. Since two 110 operations are
required to update  lalization is required for updates to different data
re- the data and its associated parity, it is difficult to de-  cords
covered by the same parity record. Also avoid- termine which I/O operation
has completed following  ed, is the need to read the parity record from
storage 2    
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the data record write operation and  tem/38, records are moved Into and out
of main stor- queueing a parity update request.                  age 20
from disk storage via the channel 18. A main In a further preferred
embodiment an unprotect-  storage controller 60 controls accessing and
paging ed stripe is provided for data records which need not  of main
storage 20. A broken line 62 between channel be covered by parity groups.
The unprotected stripes   5   18 and main storage controller 60 Indicates
direct need not be the same size as the protected stripes,  memory access
to main storage 20 by the I/0 devices and may include variable size areas
on the storage  coupled to the channel. Further detail on the general units
if the storage units are not identical in size. Such  operation of system
10 is found In a book, IBM Sys- striping provides a convenient method of
segregating  tem/38 Technical Developments, International Busi- the storage
units Into areas of protected and unpro-  10  ness Machines Corporation,
1978. tected storage because the same address area of       Protection of
data on the disk storage devices 30 each storage device is subject to
protection. Perfor-  through 38 is provided by exclusive ORing data re-
mance benefits are realized if it is unnecessary to  cords on each device,
and storing the parity record re- protect all the records stored on the
units because  suiting from the exclusive OR on one of the storage there is
no parity update required after a record in an   15  devices. In Fig. 2,
each storage device 30 through 38 unprotected stripe is changed.
Is divided into blocks of data and blocks of parity. The Fig. I Is a block
diagram of a system Incorporat-  blocks represent physical space on the
storage devic- Ing the parity block protection distribution of the  es.
Since the system 10 provides an extent (a contig- present invention.
uous piece of allocatable disk space) of up to 16  meg- Fig. 2 is a block
diagram of the distribution of the   20  abytes of data, each block Is
preferably 16 mega- parity blocks of Fig. 1 over a plurality of storage
bytes. devices;                                           Blocks
70,72,74,76 and 78, one on each storage Fig. 3 is a block diagram
representation of logical  device, preferably having the same physical
address tables used to correlate parity groups and data re-  range, are
referred to as a stripe. There are 9 stripes cords;
25  shown In Fig. 2. Each protected stripe has an associ- Fig. 4 Is a block
diagram of records in a stripe of  ated parity block which contains the
Exclusive OR of storage utilizing version Indications forsynchron-  the
other blocks In the stripe. In the first stripe, block ization;
70 contains the parity for the remaining blocks 72,74, Fig. 5 is a
flowdlagram of the initialization of stor-  76 and 78. A block 80 on
storage device 32 contains age devices for parity block protection; and  30
the parity for the remaining blocks on the second Fig. 6 is a flow diagram
of steps Involved In up-  stripe. Block 82, on storage device 34 contains
the dating data records and their corresponding par-  parityforthe third
stripe. Blocks 84 and 86 contain the ity records.
parityforthe fourth and fifth stripes respectively. The A computer system
implementing block parity     parity blocks, including blocks 88, 90, and
92 for spreading is indicated generally at 10 in Fig. 1. Sys-  35  stripes
6, 7 and 8 are spread out, or distributed over tern 10 comprises a data
processing unit 12 coupled  the storage devices. The 9th stripe is an
unprotected to a control store 14 which provides fast access to mi-  area
which does not have a parity block associated croinstructions. Processor 12
communicates via a   with it It is used to store data which does not need
channel adapter 16 and through a high-speed chan-  protection from loss.
nel 18 to a plurality of I/0 units. Processor 12 and the   40  Spreading of
the parity information ensures that I/0 units have access to a main storage
array 20. Ac-  one particular storage device is not accessed much cess to
main storage 20 Is provided by a virtual ad-  more than the other storage
devices during writing of dress translator 22. Address translation tables
in  the parity records following updates to data records main storage 20,
and a translation lookaside buffer  on the different stripes. Achange to
records stored in provide mapping from virtual to real main storage ad-  45
a block will result In a change also having to be made dresses.
tothe parity blockfor the stripe including the changed Each I/O device,
such as disk drives 30, 32, 34,  records. Since the parity blocks for the
stripes are 36, and 38 is coupled through a controller, such as a  spread
over more than one storage device, the parity disk storage controller 40
for the above disk drive  updates will not be concentrated at one device.
Thus, storage devices. I/O controller 42 controls tape devic-  50  110
activity is spread more evenly over all the storage es 44 and 46. Further
I/O controllers 48, 50 and 52  devices. control I/O devices such as
printers, workstations,   In Fig. 3, a unit table 310 contains information
for keyboards, displays, and communications. There are  each storage unit
which participates in the parity pro- usually multiple disk storage
controllers, each con-  tection. A physical address comprising a unit
number trolling multiple disk drive storage devices.  55  and a sector, or
page number Is used to identify the Data in system 10 is handled in the
form of re-  location of the desired data. The unit table is then cords
comprising 512 byte pages of data and 8-byte  used to Identify parity
control blocks indicated at 314, headers. In the preferred embodiment, an
IBM Sys-  316, and 318. Units 1-8 are members of the first par- 3    



5                   EP 0 249 091 B1                     6 ity set
associated with control block 314. Units 9-13  imum in the preferred
embodiment due to a system are members of the second parity set associated
with  specific constraint to be discussed below. More than control block
316, and units N-2 to N are members of  eight units may be used in a set
without loss of pro- the Ith parity set associated with control block 318.
tection. Each entry In the unit table points to the control   5  With a
very large numberof units in a set, recon- block associated with the set of
storage devices of  struction of the data lostwhen a single unit fails
would which the entry isa member. The control blocks iden-  take a longer
time because each unit would have to tify which unit of the set contains
the parity block for  be read. There is also an increased chance of loss of
each stripe. In control block 314, the stripe compris-  more than one unit
at a time. If this occurs, it Is not ing the first 16 megabytes of storage
has its parity in-  10   possible to reconstructthe datafrom eltherof the
lost formation stored In unit number I in unit number 1's  units using the
simple parity discussed above. The in- first 16 megabytes. The second 18
megabytes of the  vention is considered broad enough to cover a more stripe
comprising units 1-8 is contained In the second  complex data protection
code, which may be stored 16 megabytes of unit number 2. The parity block
allo-  similarly to the parity, and permit multiple bit correc- cation
continues In a round robin mannerwith units 3-  15  tion in the event more
than one storage device fails. 8 having parity for the next 6 stripes
respectively. The  A set could also be arranged multidimensionally as ninth
stripe in the first parity set has its parity stored  described in the IBM
TDB, 1981, Vd 24, No. 2 Pages in the ninth block of 16 megabytes on unit
number 1.  986-987, to permit reconstruction of data from at The last
stripe, allocated to unit J, one of the eight  least two failed units.
Further embodiments spread units in the set, may not contain a full 16
megabytes  20  the parity Information based on frequency of updating
depending on whether the addressable storage of the  data to spread the I/0
activity evenly, as opposed to units Is divisible by 16 megabytes.
spreading the parity itself evenly. A header in each of the parity control
blocks de-  Each data record contains a version number. scribes which units
are in the set, and also identifies  Since updates to multiple data
records, covered by an address range common for each of the units which
25  one parity record may occur, each record in a parity is not protected
by a parity group. Having a common  block also contains a corresponding
version indica- range for each unit which is not protected, simplifies
tion for each record in the slice it covers. A slice is a the parity
protection scheme. Since the same physi-  set of data records and their
corresponding parity re- cal addresses on each storage device are exclusive
cord. The version indications are not covered by the ORed to determine the
parity Information, no special  30  parity protection scheme. In Fig. 4,
four data records, tables are required to correlate the information to the
410, 412, 414 and 416 each contain a header with a parity other than those
shown In Fig. 3. The common  record version number Indicated at 418,420,422
and unprotected address range requires no special con-  424 respectively.
Aparity record 426 contains ahead- sideration, since the Identification of
the range Is in  er with four version numbers, 428, 430, 432 and 434 the
control block and is common for each unit.  35  corresponding to the
version numbers in the data re- Parity control block 316 corresponds to the
set of  cords. The version numbers or indications may be storage units 9-13
in Fig. 3. These five units may be  any length compatible with the number
of bits avail- thought of as storage units 30 - 38 in Fig. 2. The silo-
able in the record headers. Aone bit length was chos- cation of parity
groups to storage units is on a round  en due to the unavailability of
further bits. Each time robin basis. Each consecutive 16 megabytes of stor-
40  a data record is changed, Its version number is incre- age has Its
parity group stored on consecutive stor-  mented. The corresponding version
number in the age devices starting with device 30, or unit number 9  parity
record is also Incremented so that they have in Fig. 3. Unit number 9 also
contains the parity group  the same value. for the 80-96 megabyte range of
the stripe for storage  The version numbers are used to check for syn-
units 9-13 (30-38). The last stripe in the set has Its  46  chronization of
the parity record with each data record parity stored on the Kth unit where
K Is the unitwhere  in a slice in the event of lost data. When changes to
the allocation of parity blocks ends because there are  several data
records occur, the data records may be no more protected stripes.
written to disk storage before or after the parity re- Control block 318
corresponds to the set of stor-  cords are updated with the change masks.
The age units N-2 through N in the Ith set of storage units.  50  change
masks are queued for incorporation into the The last unit allocated a
parity block is labeled L, and  parity records. Associating a version
number with Is one of the three units In the set depending on the  each
parity and data record adds a constraint that number of stripes In the set.
The Ith set contains the  parity record updates for a given data record to
disk minimum number of storage units, three, considered  storage must be
processed in the same order as the desirable for implementation of the
parity protection.  55   data record updates. Otherwise, the version
numbers The use of two units would be possible, but would be  may not be
accurate. A FIFO queue holds the change similar to mirroring, with the
extra stop of an exclusive  masks so that they are incorporated into the
parity re- OR Eight units ina set has been selected as the max-  cords on
mass storage in the order that the change 4    
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fore a new update request is completed include all the Special
consideration is given to the version num-  values for prior update
requests that are still on the bers due to the limited availability of bits
In the head-  queue plus the value that precedes the first (oldest) ers.
The version numberfor each data record is stored  request element in the
queue. If an update request is In the first bit position of the 6th byte of
the respective   5   not removed from the queue until It Is completed, It
is records. The corresponding version numbers in the  only necessary for a
new update to wait if there are parity record are contained in the first 4
bit positions  otherrequests on the queue forthe same data record, of the
6th byte and the first 3 bit positions of the 8th  and the incremented
version number for the new data byte of the header. The bit positions for
the parity re-  record matches the version number preceding the cord header
version numbers will be referred to as   10  first request element still in
the queue. bits 1-7 corresponding to the order described above.  The
performance cost of searching the queue be- The units In a set are numbered
1-n corresponding to  fore scheduling an update is not severe as long as
the their order In the parity control block for the set. The  number of
update requests In the queue remains version numbers are stored in
ascending order, based  small. A reasonably fast access time to the storage
on the unit number, in the parity record headers, skip-  15  used for the
queue also reduces the performance ping the parity unit. If the third unit
Is the parity unit,  cost. Mainstore provides a suitable storage area for
the version numbers corresponding to the first two  the queue. Keeping the
number of update requests in units are stored In bit positions 1 and 2. The
version  the queue small is also importantto ensure that no re-
numbercorresponding tothefourth unit is stored In bit  quest has an
excessive wait time. position 3. The nth unit version number is in position
20  When, as In the preferred embodiment, the ver- n-1 in the parity record
header. Storing version num-  sion numbers are implemented as single bit
flags, it bers In this manner permits the largest possible set  is only
necessary to search the queuefor any prior up- given the storage
limitation. With extra storage, the  date request to the same data record
in order to de- size of the set may be optimized as a function of other
termine whether a new update must wait. There Is no system considerations.
The positioning of the version   25  need to check version number values,
because a new numbers In the parity header could also have a     request
must always wait if there is an incomplete re- straight forward unit number
to bit position correspon-  quest in the queue for the same data block.
dence.                                                In the preferred
embodiment, the record headers Because each data record has a version
number  contain seven unused bits available for Implementa- that is
independentofeveryotherdata record, no ser-  30  tion of the present
Invention. This places a limiton the ialization is required for updates to
different data re-  number of units which may participate in a set. Only
cords covered by the same parity record. Transfer of  seven version numbers
may be kept in a parity re- records into and out of main storage may be
based on  cord, so only up to eight total units participate In a par- other
system through-put considerations to improve  ity protection set. As
mentioned before, many more processing speed. The separate version numbers
35   units, oras little as three units could efficiently make also
eliminate the need to read to parity records from  use of the present
invention. mass storage before scheduling a data record write
Configuration of the system for parity protection operation and queueing a
parity update request.    of data is initiated by a userat 510 In the flow
diagram In order to limit the amount of storage occupied  of Fig. 5.
Aset-up task on processor 12 builds the par- by a version number, It is
allowed to wrap from the   4o  ity control blocks 314 - 318 in block 512 of
the flow largest to the smallest value without error. This en-  diagram.
The task uses Information in a configuration ables the version number to be
reused. If a one bit ver-  unit table 312 which Identifies the storage
units cou- sion number Is used, It wraps from I to 0. Thus, there  pled to
the system. Astorage device, such as the IBM are two values it assumes.
Aversion number with a  3370 may have more than one independent unit in it,
higher number of bits allows more values. Since data  45  such as an
Independently accessible arm, but only record and parity record updates are
asynchronous,  one unit from a storage device is chosen for any par- an
update to a data record is held if the updated ver-  ticularset. Another
criterion for unitselection involves sion number could be confused with an
existing ver-  using as many disk controllers as possible In a set sion
number. Such confusion could exist If the same  These criteria are used so
that a failure mode will not version number as the version number
associated   so  affect two units in a set. The set-up task also maxi- with
the update, could exist on the data record or the  mizes useable capacity
by maximizing the number of parity record on mass storage. The time frame
that  units In a set. must be considered is from the time a new parity up-
After the control blocks have been built, the date request Is placed on the
FIFO queue to the time  stripe arrays in the control blocks are built at
514. The the request Is completed. Both the data record and   55  stripe
arrays, as previously mentioned assign parity the parity record must be
updated before an update  blocks on a round robin basis to member units in
each request is considered complete.                    set. The stripe
arrays are formed to Indicate which The version numbers that could exist on
disk be-  units contain the parity blocks for successive stripes 5    
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blocks from each unit Auser  sponding parity record is shown. Such a change
may may also define a size of unprotected storage de-  be called for by a
person changing data in a data sired. A definition of the address range of
the unpro-  base, or by a machine process requesting a change tected stripe
Is entered in the header of the control  fore numberofreasons. At 10, a
usertaskoperating block. The setup task will not define a block from the
5   on processor 12 reads the data record to be changed. unprotected stripe
as a parity block, so the entire un-  The user task first makes an extra
copy of the data protected stripe will be available for data records.
record at612 and then makesthe changes to the data Next, the set up task
writes the control blocks at  record in a conventional manner. 516 to more
than one member unit of each set to      The user task then creates a
change mask at 614 which the control blocks correspond. The control  io  by
exclusive ORing the changed data record into the blocks are used during
recovery to Identify the mem-  extra copy of the data record. The first bit
of the bars of the sets. Thus, they must be available without  changed data
is exclusive ORed with the first bit of parity recovery. They are written
to more than one  the extra copy to form the first bit of the change mask.
member unit of each set In case one of the member  Each consecutive bit of
the changed data is similarly units containing itfails. In the eventthatthe
protection  15  exclusive ORed with corresponding bits of the extra scheme
protects againstfailure of more than one unit  copy to form further bits of
the change mask An al- the control blocks are written to at least one more
unit  ready existing machine Instruction performs the ex- than the number
of units which may be recovered. In  clusive OR of the headers of the
changed record and the preferred embodiment, they are written to each  the
copied record. Two further exclusive OR machine member of the set so that
the units need not be  20  Instructions perform exclusive ORs of the pages
In searched to determine which unit contains the control  256 byte blocks.
The positions in the header corre- block. Now that the sets are identified,
and the con-  sponding to the version numbers in the parity record trol
blocks built block 518 of the set-up task validates  are then zeroed In the
change mask so that they will the parity blocks including the version
numbers. In the  not affect the version numbers of the parity record.
preferred embodiment, this is done by zeroing all the  25  The version
number in the data record header is data on all the units. Since even
parity is used for the  then incremented bythe usertaskatblock 616. Auser
parity protection, the result is a valid parity for all the  task at 617
then determines which unit contains the data. The version numbers are also
zero to start with.  appropriate parity record by searching the unit table
The system is then Initialized in a standard man-  312 based on the unit
number from the physical ad- ner at 520 by causing an initial program load.
3o  dress of the new data. The unit table indicates which It is also
possible to add a member to a setwhich  control block 314-318 to use to
Identify the unit con- does not yet have the maximum number of units. The
taining the parity record for the particular data record. new member is
preferably zeroed, and added to the  Again, the address of the new data
record is used to unit table. The parity blocks of the set are then redis-
identify the stripe of interest. Once the unitcontaining tributed to
include the new unit. The control block for  35  the parity record for the
stripe is Identified, task 617 the set is then revised, and the units which
contained  places an update request which includes the record parity blocks
that were transferred to the new unit  address and change mask on a queue
624 for the ap- have their address ranges which contained the parity
propriate unit. The update request also indicates that blocks zeroed,
validating the parity group for that  the data record has not yet been
written. Prior to task stripe.                                     40  617
placing an update request on queue 624, it In the preferred embodiment, the
control block is  searches queue 624 to ensure there can be no con-
temporarily revised to indicate a change In the set will  fusion with
version numbers as discussed previously. occur due to the addition of the
new unit. The tempor-  If confusion is possible, the user task waits until
con- ary change is done In case a failure occurs during re-  fusion is not
possible before proceeding. distribution of the parity blocks. The parity
blocks of  45  The address of the parity record Is known to be an existing
set are then redistributed to Include the  the same as the address of the
new data except that new unit The units which contained parity blocks that
it is on a different unit. Awrite requestforthe newdata were transferred to
the new unit have their address  is issued at 818 to a queue 620. When the
data record ranges which contained the parity blocks zeroed.  is written to
storage 622, an indication is sent of that When redistribution Is complete,
the changes to the  so  fact at 625 to the update request on queue 624.
Flow control block are made permanent                 Is then returned to
wait for the next data record It is also possible to add a new unit without
trans-  change. ferring parity blocks. Not transferring the parity blocks
A parity update task starts at 827 by getting the would fail to make use of
the Increase In access rate  next parity update request from queue 624.
Once the of the set possible by adding the new unit The new   55  parity
record identified in the update request has unitwould however be protected
bythe existing parity  been read at 626, the change mask is exclusive ORed
blocks.                                          at 828 into the parity
record. The version numbers are In Fig. 6, changing a data record and its
corre-  not changed by the exclusive OR because the change 6    
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in the bit positions correspond-  mation overthe members of the set as
opposed to ty- ing to the version numbers. The exclusive OR is per-  ing up
one device with the parity information, parallel formed using the same
exclusive OR machine In-    operation of storage devices is utilized to
provide struction as Is used by block 614 of the user task. The  maximum
access rates. parity record version number corresponding to the   5  While
the invention has been described with re- data record is then Incremented
at 630, and a write re-  spect to one or more preferred embodiments, and
quest for the parity record is issued at 632. The parity  with respect to
one particularsystem, It will be recog- update task then gets the next
parity update request  nized by those skilled in the art that the invention
can at 627.                                          take many forms and
shapes. The record sizes are in A queue 634 stores parity record write
requests  10  noway limited to those discussed, norarethe storage for the
storage units. In this case, a storage unit 636  units limited to disk
drive devices. The fact that only is indicated for the particular write
request. Storage  identical devices are used in sets Is merely a matter
unit 636 is different than unit 622 because the data  of design choice for
simplification. Numerous com- and the parity records are not to be written
to the  binations of storage units in sets, and the distribution same unit.
When the write of the parity record corm-  15   of the data protection or
parity blocks are within the pletes, the update request on queue 624 is
notified at  scope of the Invention as described and as claimed 637. When
both the data write and the parity write are  below. completed, the entry
is removed from queue 624, in- dicating that there is no longer the
possibility of con- fusion with the version number.              20  Claims
Recovery Is performed when either a single re- cord read error is
encountered during normal opera-  1. A data protection mechanism for a
computersys- tion of the system or when an entire unit fails.     tern
having multiple independently accessible When a unit fails, the data lost
on the unit is re-  storage devices (30. 32, 34, 36, 38) which store
constructed from the remaining units of the set, as in-  25  blocks of
data, storage management means for dicated in the control blocks stored on
more than one  managing the storage of data blocks onto the member of the
set. The failed unit is replaced or re  storage devices (30, 32, 34, 36,
38) and: paired. Data for the new unit Is then reconstructed  generator
means for generating parity blocks as from the remaining members of the set
record by re-  a function of sets of data blocks, said data blocks cord. A
parity record Is reconstructed simply by read-  so  in a set corresponding
to one parity block being Ing the data records In the set and regenerating
the  stored on different storage devices, character- parity. The version
numbers In the parity record are  ized in that it further comprises: set
equal to the corresponding version numbers in the  spreading means coupled
to said storage man- data records.
agement means for Identifying a storage device When regenerating a data
record, a check is first  35  to the storage management means on which made
on each of the data records to determine If their  each parity block is to
be stored such that no one version numbers match the version numbers in the
storage device (30, 32, 34, 36, 38) contains the parity record for that
slice. If any of the version num-  parity blocks 70, 80, 82, 84, 86, 88,
90, 92) for all bers in the slice do not match, a lost data indication  of
the groups of data blocks (72,74,76,78). is written In the headerof the
lost record. If the version   40 numbers match, the records in the slice
are then ex-  2. The data protection mechanism of claim I where- clusive
ORed one by one into the new record. The ap-  In the spreading means
substantially uniformly propriate version number is then copied from the
par-  distributes the parity blocks to storage devices. ity record Into the
new record header. If a read error is encountered on either a data re-  45
3. The data protection mechanism of claim 2 where- cord or a parity record,
the contents of the failing re-  in the spreading means distributes the
parity cord are reconstructed with the same mechanism as    blocks In a
round robin manner. described above for recovery of an entire unit. In this
case, It is necessary to hold all change activity on the  4. The data
protection mechanism of claim 1 where- slice containing the failed record
while recovery is In  so  in each data block in a set, and Its
corresponding progress.                                            parity
block form a stripe of the same address Following reconstruction, normal
operation of the  ranges of each of the storage devices. system continues,
with the onlydata lostbeing thatfor which an update of data or parity was
made and a unit  S. The data protection mechanism of claim 4 where- failed
before the corresponding parity or data record  55  in at least one stripe
of same addresses compris- could be written. Thus, the vast majority of
data on the  es data blocks without a parity block. failed unit was
recovered without the unit redundancy overhead of mirroring. By
distributing the parity infor-  6. The data protection mechanism of claim 4
where- 7    



11                  EP 0 249 091 B1 mask contains zeros in the bit
positions correspond-  mation over the members of the set as opposed to ty-
ing to the version numbers. The exclusive OR is per-  Ing up one device
with the parity information, parallel formed using the same exclusive OR
machine in-     operation of storage devices Is utilized to provide
struction as is used by block 614 of the user task. The  maximum access
rates. party record version number corresponding to the   5  While the
invention has been described with re- data record Is then incremented at
630, and a write re-  spect to one or more preferred embodiments, and quest
for the parity record Is Issued at 632. The parity  with respect to one
particular system, it will be recog- update task then gets the next parity
update request  nized by those skilled In the art that the invention can at
627.                                           take many forms and shapes.
The record sizes are in A queue 634 stores parity record write requests  10
noway limited to those discussed, norare the storage for the storage units.
In this case, a storage unit 638  units limited to disk drive devices. The
fact that only is Indicated for the particular write request. Storage
identical devices are used in sets Is merely a matter unit 636 is different
than unit 622 because the data  of design choice for simplification.
Numerous com- and the parity records are not to be written to the
binations of storage units In sets, and the distribution same unit When the
write of the parity record corn-  15  of the data protection or parity
blocks are within the pletes, the update request on queue 624 is notified
at  scope of the invention as described and as claimed 637. When both the
data write and the parity write are  below. completed, the entry is removed
from queue 824, in- dicating that there is no longer the possibility of
con- fusion with the version number.               20   Claims Recovery is
performed when either a single re- cord read error is encountered during
normal opera-  1. A data protection mechanism for a computer sys- tion of
the system or when an entire unit falls.      tern having multiple
Independently accessible When a unit fails, the data lost on the unit is
re-  storage devices (30, 32, 34, 36, 38) which store constructed from the
remaining units of the set, as in-  25  blocks of data, storage management
means for dicated In the control blocks stored on more than one  managing
the storage of data blocks onto the member of the set. The failed unit is
replaced or re  storage devices (30, 32, 34, 36, 38) and: paired. Data for
the new unit is then reconstructed   generator means for generating parity
blocks as from the remaining members of the set record by re-   a function
of sets of data blocks, said data blocks cord. A parity record is
reconstructed simply by read-  30  in a set corresponding to one parity
block being ing the data records In the set and regenerating the  stored on
different storage devices, character- parity. The version numbers In the
parity record are  ized in that It further comprises: setequal tothe
corresponding version numbers In the   spreading means coupled to said
storage man- data records.                                         agement
means for identifying a storage device When regenerating a data record, a
check is first  35  to the storage management means on which made on each
of the data records to determine If their  each parity block is to be
stored such that no one version numbers match the version numbers In the
storage device (30, 32, 34, 36, 38) contains the parity record for that
slice. If any of the version num-  parity blocks 70, 80, 82, 84, 86, 88,
90, 92) for all bers in the slice do not match, a lost data indication  of
the groups of data blocks (72, 74, 76, 78). is written in the header of the
lost record. If the version   40 numbers match, the records in the slice
are then ex-  2. The data protection mechanism of claim 1 where- clusive
ORed one byone into the new record. The ap-   in the spreading means
substantially uniformly propriate version number is then copied from the
par-  distributes the parity blocks to storage devices. Ity record into the
new record header. If a read error is encountered on either a data re   45
3. The data protection mechanism of claim 2 where- cord or a parity record,
the contents of the failing re  in the spreading means distributes the
parity cord are reconstructed with the same mechanism as     blocks In a
round robin manner. described above for recovery of an entire unit. In this
case, it is necessary to hold all change activity on the  4. The data
protection mechanism of claim I where- slice containing the failed record
while recovery is in  50  In each data block In a set, and its
corresponding progress.                                             parity
block form a stripe of the same address Following reconstruction, normal
operation of the  ranges of each of the storage devices. system continues,
with the only data lost being thatfor which an update of data or parity was
made and a unit  5. The data protection mechanism of claim 4 where- failed
before the corresponding parity or data record  55  In at least one stripe
of same addresses compris- could be written. Thus, the vast majorityof data
on the  es data blocks without a parity block. failed unit was recovered
without the unit redundancy overhead of mirroring. By distributing the
parity Infor-  6. The data protection mechanism of claim 4 where- 7    



13                 EP 0 249 091 B1                 14 in there are at least
as many stripes as there are  16. A method of protecting data stored on a
plurality blocks of data in a group plus one for the parity  of memory
devices comprising: block.
dividing addressable memory on each of said memory devices (30, 32, 34, 36,
38) into blocks 7. The data protection mechanism of claim 4 where-   5  of
memory such that each memory has the same in the size of the address range
Is at least as large  number of blocks, the blocks on each memory as the
largest system allocatable contiguous      having the same address range
comprising a piece of storage.                                 stripe;
storing parity information for each stripe of mem- 8. The data protection
mechanism of claim I where-  10  ory blocks In a distributed manner across
the in each storage device has the same address       memory devices (30,
32, 34, 36, 38) to enhance size.
the overall access rate of the memory devices; and 9. The data protection
mechanism of daim I where-    changing the parity information for each
stripe as In a set comprises at least three storage devices.  15  a
function of. a change to a block in its corre- sponding stripe without
reading all the blocks in 10. The data protection mechanism of claim I
where-  the stripe. in the storage devices in a setare selected to min-
imize the number of storage devices affected by  17. The method of claim 16
wherein the step of a failure of a single component of the computer  20
changing the parity information comprises the system.
steps of: reading the data to be changed; 11. The data protection mechanism
of claim I where-  making a copy of the data to be changed; in a block
comprises a plurality of predetermined  making the changes to the data;
sized records, the mechanism further comprising   25  generating a change
mask as a function of the version generator means for providing indepen-
copy of the data to be changed and the changed dent version numbers to data
records having the   data; same address in a set and corresponding version
writing the changed data to memory; numbers to the parity record covering
such set of  reading the corresponding parity data; data records.
30      applying the change masktothe paritydata to up- date it; and 12.
The data protection mechanism of claim 11        writing the updated parity
data to memory. wherein the version numbers comprise counters, and the
version generator means increments the  18. The method of claim 16 wherein
the step of counter In a revised data record and increments  35  changing
the parity Information further compris- the corresponding counter In the
parity record.   es the step of generating a version number which is stored
with both the blockof data and the parity 13. The data protection mechanism
of claim 12 and    block. further comprising data recovery means for re-
covering records lost on a failed storage device  40 by combining the
remaining records in the set of  Patentansprache storage devices. 1. En
Datenschutzmechanismus fOr en Computer- 14 The data protection mechanism of
claim 13         system mit Spelchergeriten (30, 32, 34,36, 38), wherein
the recovery of a lost record from a de-  45  auf die mehrfach unabhangig
zugegriffen wer- vice Is contingent on each remaining record in the  den
kann, sowie mit Speichermanagementmit- one set of records having version
numbers        tbn fOr das Management der Spelcherung von matching the
versions numbers in the parity re    Datenblocken auf den Speichergeriten
(30, 32, cord.                                             34, 36, 38) und:
so      mit Generlerungamittein far die Generierung von 15. The data
protection mechanism of claim I and     ParititsblOcken ale eine Funktion
von Daten- further comprising change mask means for pro-     blocksatzen,
wobei die Datenblcke elnes Sat- ducing a change mask for a parity record
when a   zes, die mit einem Parittablock korrespondie- data record in the
set Is to be changed, said    ren, auf unterschiedlichen Speichergeriten
ge- change mask being generated as a function of  55  speichert aind,
dadurch gekennzeichnet, daB er the original data record and the changed
data re-  welterhin folgendes umfaft: cord.
Mittel zur Verteilung, die mit den Mittein fOr das Spelchermanagement
verbunden sind, urn ein    15                 EPO 249 091 B1
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Speichergerlt ffir das Speichermanagementmit-     onsnurmmern an den
Panritatsdatensatz umfal~t, tel zu Identifizieren, auf das der
Paritatsblock so  der elne derartige Gruppe DatensAtze abdeckt. zu
speichern let, das keines der Speichergerate (32,34,36,38) die
Paritatsbl6cko (70, 80, 82,84,  12. Der Datenschutzmechanismus nach
Anspruch 86, 88, 90, 92) fOr alle Datenblockgruppen (72,   5  11, wobel die
Versionsnummern Zahler enthal- 74, 76, 78) enthait
ten, und die Mittel fOr die Versionsgenerlerung den Zahler In elnem
revidierten Datensatz erho- 2. Der Datenschutzmechanismus nach Anspruch 1,
hen und den korrespondierenden Zahler in dem wobel das Mittel fOr die
Vertellung die Paritats-  Paritatsdatensatz erhohen. blocke Im Wesentlichen
glelchma11g auf die  10 Speichergerite verteilt.                       13.
Der Datenschutzmechanismus nach Anspruch 12, derweiterhin Mittel fOr die
Wiederherstellung 3. Der Datenschutzmechanismus nach Anspruch 2,       von
Daten enthilt, urn Datensitze, die auf elnem wobel das Mittel fOr die
Verteilung die Paritits-  ausgefallenen Speichergerit verloren gegangen
blOcke umlaufend der Reihe nach verteilt.  15     sind, durch Kombination
der in dem Satz aus Speichergeraten verbiebenen Datensitze wle- 4.
DerDatenschutzmechanismus nach Anspruch 1,         derherzustellen.
wobeijeder Datenblockelnes Satzes und dessen korrespondierender
Paritatsbiock einen Streifen  14. Der Datenschutzmechanismus nach Anspruch
der gleichen Adregbereiche fOr jades der Spel-  20  13, wobel die
Wiederheratellung sines verloren- chergerate bildet.
gegangenen Datensatzesvon einem Geratanje- dem verbilebenen Datensatz in
dedjenigen Men- 5. Der Datenschutzmechanismus nach Anspruch 4,        ge
Datensatze moglich Ist, die Versionanummern wobei wenigstens sin Streifen
gleicher Adressen   besitzen, die zu den Versionsnummern in dem Datenblocke
ohne einen Paritatablock enthilt.   25  Paritatsdatensatz passen. 6. Der
Datinschutzmechanismus nach Anspruch 4,    1S. Der Datenschutzmechanismus
nachAnspruch 1, wobel es wenigstens soviels Streifen wie Daten-
derwelterhin Mittel ffir die Markierung von Ande- blocko In einer Gruppe
plus elnem Paritablock     rungen fOr die Erzeugung einer Anderungamas-
gibt.                                     30      ke fOr einen
Paritktsdatensatz enthalt, wenn sin Datensatz In der Gruppe zu andern Ist,
wobei die 7. Der Datenschutzmechanismus nach Anspruch 4,
Anderungamaske als Funktion des Originalda- wobel die Groae des
AdreBbereiches wenigstens     tensatzes und des geinderten Datensatzes ge-
so groS wle das grOSbte dem System zuteilbare     neriert wurde.
zusammenhingende Stfick Speicher Ist.     35 16. Eine Methods zum Schutz
von auf elnerV iszahl . DerDatbnschutzmechanismusnachAnspruch 1,
SpeichergerAten gespeicherter Daten, beste- wobei jedes Speichergerit die
gleiche Adre~gr8-   hind aus: Be besitzt.
dem Ehnteilen von adressierbarem Speicher auf 40     jedem der
Speichergerite (30, 32, 34, 36, 38) in 9. Der Datenschutzmechanismus nach
Anspruch 1,        Speicherbiocke, so daS jeder Speicher die glei- wobel
sin Satz wenigstens drel Spekchergerate     cheAnzahi von Biocken besitzt,
wobei die Bicke umfaft.                                           auf jedem
Speicher den gleichen Adrefbereich, der einen Streifen umfalt, besitzen;
10. DerDatenschutzmechanismus nach Anspruch 1,  45    dem Speichern der
Parititainformationen ffir je- wobel die Spelchergerate sines Satzes ausge-
den Streifen Speicherblocke auf verteilbt Weise wahitwurden, um die Anzahl
der Speichergerate,    entlang der Spekchergeriten (30, 32, 34, 36, 38),
die durch den Ausfall elner einzigen Komponente   um die Gesamtzugriffsrabt
auf die Speichergeri- des Computersystems betroffen sind, zu mini-      te
zu verbessern; und mieren.                                   so      dem
Andern der Parititainformationen fir jeden Streifen ais sine Funktion einer
Anderung an ei- 11. Der Datenschutzmechanismus nach Anspruch 1,       nem
Block in dessen korrespondlerendern Strel- wobel sin Block sine Vieizahl In
Ihrer GroWe fist-  fen, ohne alle Blocke In dim Strelfen lesen zu gelegter
Datensatze umfagt und der Mechanis-      mOssen. mum weiterhin sin Mittel
fir die Versionsgenerie-  ws rung fOr die Ueferung unabhangiger Versions-
17. DieMethodenachAnspruch16,wobelderSchritt nummern an Datensatze mit der
glelchen Adres-     der Anderung der Paritatsinformation aus den se In
elnem Satz und korrespondberender Versl-    folgenden Schritten besteht 9
17                 EP O 24 091B                   18    IIcllI8i 11 11l dem
Losen der zu anderndien Daben;            3. Li mecanisme de protection de
donnes de la re- 



dem Erzeugen elner Koplb derzu andernden Da-     vendication 2 dans lequel
les moyens de reparti- ten;
tion r6partlssent lee blocs de parite par allocation dem Erzeugen der
Datbninderungon;                circulaire. der Generierung elner
Anderungarnaske als sine   5 Funktion der Kople der zu andernden Daten und
4. Le mecanisme de protection de donnees deola re- der geinderten Daten;
vendlcation 1 dans lIquel chaque bloc de don- dem Schrelben der geanderten
Daton In den        nees d'un ensemble et son bloc de pariti corrs-
Spelcher;                                        pondantforment une bande
de plages de mimes dem Lesen der korrespondierenden Paritltsda-  10
adresses de chaque dispositif de memoire. ten; dem Anlegen der
Anderungemaske an die Parn-   5. Le mecanisme de protection de donnees de
la re- ttasdaten, urn dlese zu aktualisleren; und       vendication 4 dans
loquel au molns une band. de dem Schreiben. der aktualislerten Daten in den
memes adresses comprend des blocs de don- Speicher.
15      nees sans un bloc de pafite. 18. Db Methode nach Anspruch 18, wobel
der Schritt  6. Le mecanismo de protection de donnies de la re- der
Anderung der Paritatsinformationen weiter-   vindication 4 dans lequel il y
a au moins autant hin den Schritt zur Generierung elner Versions-  de
bandis qu'il y a de blocs de donnees dans un nummer umfailt, die sowohl mit
dem Datenblock  20  groups plus une pour le bloc de parite. als much mit
dem Partitasblock gemeinsam ge- speichert wird.
7. Le micanisme de protection de donnees de la re- vendication 4 dans
lequel la grandeur d la plage d'adresses est au moins aussi Importanta qua
la Revendlcatlons                              25      plus Importantb
partie contigul de memoire du systIme pouvant itre attribuee. 1. Un
mecanisme de protection de donnees pourun systeme d'ordinabeur comprenant
de multiples  8. Le mecanisme de protection de donnees de la re-
dispositife de memoire Independamment acces-     vendication I dans lequel
chaque dispositif de sibles (30,32,34,36,38) qui emmagasinent des  30
memolre a la mime grandeur d'adresse. blocs de donnees, des moyens de
gestbon de me- moire pour gerer l'emmagesinage des blocs de  0. Le
mecanisme de protection de donnees de la re- donnees sur les dispositifs de
memolre (30, 32,  vendication  1 dans loquel un ensemble 34, 36, 38) et:
comprend au moins trois dispositifs de memoire. des moyens de generation
pour generer  35 des blocs de parite en fonction d'ensembles de  10. Le
mecanisme de protection de donnees de la r- blocs de donnees, lesdits blocs
de donneos d'un  vendlcation I dans lequel les dispositifs de me- ensemble
correspondant a un bloc de parite en    moire dans un ensemble sont
selectionnes pour cours d'emmagasinage sur des dispositifs de
minimiser le nombre des dispositife de mimoire memoire diffirents,
40      affect6s par une panne d'un composant unique caracterise en ce
qu'il comprend en   du systeme d'ordinatbur. outra: des moyens de
repartitlon raccor-  11. Le mecanisme de protection de donnees de la re-
des auxdits moyens de gestion de m6molre pour    vendication I dans lequel
un bloc comprend une identifier un dispositif de m6moire aux moyens  45
pluraliti d'enregistrements de grandeur prede- de gestion de m6moira sur
lesquels chaque bloc   termin6e, le m6canisme comprenant en outre de parite
doit itre emmagasin6 de fagon qu'au-   des moyens de g6neration de versions
pour de- cun dispositif de memolro (30, 32, 34, 36, 38) ne  livrerdes
nombres deversions ind6pendants aux contlenne les blocs de parit6 (70, 80,
82, 84, 86,  enregistrements de donn6es ayant la mime 88,90,92) pourtous
les groupes de blocs de don-  50  adresse dans un ensemble et des nombres
de nees (72, 74, 76, 78).                           versions correspondents
A l'enregistrement de parit6 couvrant cat ensemble d'enregistrements 2. Le
mecanisme de protection de donnees de la re-  de donnies. vendication 1
dans loqueil les moyens de riparti- tion repartissent les blocs de pariti
aux disposi-  55  12. Le mecanisme de protection de donneos de la r- tife
de m6moire de manlere pratiquement unifor-  vindication 11 dans lequel les
nombres de ver- me.                                              sion
comprennent des compteurs et les moyens de gdniration de versions
incr6mentbnt le 10    19                 EP 0 249 091 B1                20
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ment en fonctbon de la copie des donn6es A chan- row et Incr6mentbnt le
compteur correspondant    ger et des donneos chang6es, 



dans l'enregistrement de part6.                       I'ecriture des
donn6es chang6es en me- moire, 13. Le m6canisme de protection de donn6es de
la re-   c   la lecture des donnees de parite corres- vendication 12
comprenant en outre des moyens    pondantbs, de recuperation de donn6es
pour recup6rer des         l'application du masque de changement
enregistrements perdus our un dispositif de m6-  aux donnees de parite pour
leur miss a jour, et moire defectueux en combinant les enregistre-
1'6criture des donn6es de parite mises A ments restant dans l'ensemble de
dispositifs de   10  jour en memoire. m6moire. 18. La methode de la
revendicatlon 16 dans laquelle 14. Le m6canisme de protection de donneos de
la re-  1'tape de changement de llnformatlon de parite vendication 13 dans
lequel la recuperation d'un  comprend en outre I'6tape de g6neration d'un
enregistrement perdu depula un dispositif eat d6-  15  nombre de versions
qui eat emmagasin6 avec a pendant de chaque enregistrement restant dans
la fols le bloc de donnees et le bloc de parite. I'ensemble
d'enregistrements comportant des nombres de versions correspondant aux nom-
bros de versions dans l'enregistrement de partA. 20 15. Le m6canisme de
protection de donn6es de la re- vendication I comprenant en outre des
moyens de production de masque de changement pour produiro un masque de
changemont pour un en- registrement de parite lorequ'un enregtstrement  25
de donn6as dans l'ensemble, eat A changer, ledit masque de changement etant
g6nere en fonction de l'enregistrement de donn6es original et de
l'enregistrement de donn6es chang6. 30 16. Une methode de protection de
donn6es emma- gasin6es sur une pluralit6 de dispostlifa de m6- moire,
comprenant: ladivison de m6molre adresable surcha- cun desdits dispositife
de momoire (30, 32, 34,  35 36,38) en blocs de memoiro defagon que chaque
memoire ait le m~me nombre de blocs, les blocs our chaque m6moire ayant la
plage de memes adressos formant une bando, 1'emmagasinage d'information de
part6  40 pour chaque bande de blocs de memolre d'une manilre repartle aux
dispositifa de momolre (30, 32,34,36,38) afin d'amoliorer la vitesse
d'acces g6n6rale des dispositift de memoire, et le changement de
l'informatbon de parit6  45 pour chaque bande en fonction d'un changement A
un bloc dans sa bands correspondantb sans lecture de tous les blocs de la
bands. 17. La methode de la revendication 16 dans laquelle  so 1'6tape de
changemont de l'information de parite comprend les etapes sulvantes: Ia
lecture des donnees A changer, la r6alisatbon d'une copie des donn6es A
changer,                                 55 la r6alisation des changements
des don- nees, la gdn6ration d'un masque de change-    


