5 REMOTELY- OPERATED SELF- CONTAI NED ELECTRONI C LOCK SECURI TY SYSTEM ASSEMBLY
10 The present invention relales generally to |l ocks; and nore particularly
to an el ectronic | ock which I's renotely operated eltheﬁdﬂﬂﬂxxﬂly or by o
radi o transm ssion and which is sized, arranged and configured to be
utilized with a 15 conventional doorlatch | ock mechanism Since the advent
~of nodern sem conductor circuits, nost notably the m croprocessor, efforts
have been made to design an el ectronic door |ock which provides a secure,
"pick-proof”™ 20 lock that incorporatesjthe advantages offered by a
M croprocessor. ‘Several such attenpts at designing electronic |ocks
are described in U S._patents 4,573,046; 4,964,023 and 4,031, 434. Each of
the structures described in the foregoi ng patents suffers froma common
drawback; 25 they cannot ‘be directly utilized within the structures of
exi sting conventional doorlatch | ocks. Such prior art electronic |ock
structures generally require new |l ocking hardware to be installed and
addi ti onak holes to be bored through the door and into the door janb
itself. r exanple, 30 U. S. patent 4,573,046, issued to Pinnow, generally
di scl oses an el ectronic transn1tter/rece|ver | ocki ng systen1mherein t he
transmtter is preferably'ﬁs b S ,aﬂﬁhsﬁﬂﬁnceﬁTh fRepser’'s wist. The
ref erence does not descri b€ gnner, that
apparatus which is re : OCH S§ BMBEY| n t he door,
that woul d physically -2- actuate the | ock nechanlsn1 However, the
referencg clearly suggests nodi fying the conventional doorlatch Iock
har dwar e go as to inplenment the | ocking function. Besides the | ack of
conpati bility w Theeprsisent dmvenrtids, reletesr igenerally to locks, and

more particularly to an electronic lock which is remotely

operated either optically or by radio transmission and which

is sized, arranged and configured to be utilized with a

15 conventional doorlatch lock mechanism. .

SSL-dian

Since the advent of modern semiconductor circuits, most
notably the microprocessor, efforts have been made to design
an electronic door lock which provides a secure, "pick-proof”

20 lock that incorporates the advantages offered by a
microprocessor. Several such attémpts at designing
electronic locks are described in U.S. patents 4,573,046;
4,964,023 and 4,031,434. Each of the structures described  (
in the foregoing patents suffers from a common drawback;

25 they cannot be directly utilized within the structures of
existing conventional doorlatch locks. Such prior art
electronic lock structures generally require new lockzng
hardware to be installed and additional holes to be bored
through the door and into the door jamb itself. For example,

30 U.S. patent 4,573,046, issued to Pinnow, generallf discloses
an electronic transmitter/receiver locking system wherein the
transmitter is preferably located in a watch worn on the
user’s wrist. The reference does not describe, in other théh-
a conceptual manner, that apparatus which is responsive to

35 a signal receiver located in the door; that would physically



5°el ectronic | ock designs suffer other shortcom ngs. U S. patent 4,964, 023,

i ssued to Nishizawa.et al. generally disc)oses an illum nated key wherein
the gnitted |ight can be nodul ated to perform an additional keying
functi on. Presumably, frequency shift keying nodulation 10 "(i.e., FSK

nmodul ation) is utilized, which is easy to duplicate, thereby
significantly reducing the security provided by such | ocking nmechani sm
Duplication of the FSK nodul ati on "key" may be acconplished, for exanple,
by using a "universal” TV/VCR renote control which has a "learning" 15
function. Duplication can be achi eved by_sknply placing the original "key"
in proximty with the "universal” controller and transmtting the key's

optical infor mttuatedithec lork ﬂie@h’fahﬁsﬁ@nt H@'wb@ér% %ﬁ@sgéfeyeﬁcggg;l?\%gll

4,031, 434,

coupl ed el e::f ro%% E{Odﬁ&tﬁ e§h5 %nﬁg{g§}t¥88€& QPBHEPtCha‘?’HIEEkB?rd"are
transmts an BOKaH g*mmirmi@mu: vitheh kogltieng ofurotnish codBedydengehei tack

i nduction to af dmpHYilbilikie WOk é’ﬁd%tf?ﬁ&caﬁéﬁs ltolé‘f:s hf o Lhg key

and actlvagesgﬁ g?tor that gnves a deadha g rce for
both the k FAHE G ROG FeﬁégBSnﬁaﬁﬁEH phheges eyt0¢nigg§ype of

| ocki ng deV| ce i sUsSLrepatgntensd|964£023, Ndissuadd ﬁceqwlmzfa@larl ¥tcl gse
operative pro tra tt.er the recel

"5 S pat ont SoRerb31E, WaBEIRRe, S ShiTlanell ey el "Fhe comitse

i ssued to Coldghtetcam| be dmedudastedelta | perﬁomn'pém caddimmiajlnakepmngype
el ectroni c dogunkesks. tha@rgggmgg |Mﬂﬁ%%£%ﬁﬁﬁd H!f@“%é&i Qﬁé&&ié@ 08

Theext er andl es t hes are ecei ve genera
ent refice é‘gde Li-f-a nﬁ%ﬁerm% ‘?"a+°’!b ﬁe‘ché’tﬁ’éd{z%rrbﬁﬂ?&t:honl% £a8¥s tad
use rel ativel guplicateye phegebgmi sggﬁsbﬁdmstlﬁucﬁeduc;ﬁg | eR& sééeetytps
do not use thSrBQQ&SBt S}”éhcﬁt XESkE'RS%&t:ﬁamsm. Duplication of the FSK
modulation "key” may be accomplished, for example, by using
a "universal” TV/VCR remote control which has a “learning”
15 function. Duplication can be achieved by simply placing the
original “key” in proximity with the “universal” controller
and transmitting the key’s optical information directly into
the controller’s sensor.
U.S. patent 4,031,434, issued to Perron et al. generally
20 discloses an inductively coupled electronic lock that uses
a binary coded_' signal. The key transmits an FSK signal
. encoded with a preprogrammed code by magnetic induction to
— a lock unit. The lock unit processes the signal from the key
and a_ctivates a motor that moves a deadbolt. The power
25 source for both the key and the lock unit is contained in the
key. This type of locking device is extremely sensitive to
noise and requires fairly close operative proximity betwegn
the ”"transmitter” and the “receiver.” _ B
~ U.S. patents 4,770,012 issued to Johansson et -al.,‘-'and
30 4,802,353 issued to Corder et al. disclose relatively
complicated combination type electronic door locks that are
- partially powered by built-in batteries. The exterior'
handles of these locks are used to receive -user generated
entrance codes in a manner similar to mechanical combination
35 locks and use relatively primitive programming schemes. Such



| ock structure but are switched between | ocked and unl ocked states by neans’
of an internal electromagnetic sol enoid which retracts an internal pin that
allows rotation of the exterior 5 handle and opening of the door. The
4,802,353 | ock al so provides for a nmechanical key override for the ‘

el ectronic lock structure and can be used with an infrared communication
link to activate a renotély | ocated deadbolt |ock, of the type described in
U S. patent 4,854, 143. In each of the 10 | ocks described in these
patents, the energy- for actually nmoving the lock latch relative to the door
strike plate is provided by the user. Jdhe concept of using an

el ectromagnetic | ocking device such as disclosed in the above three patents

has a nun§§ékOgtﬂébtﬁ¥é@h@5kﬁbt use RKSte ?n§éﬂi‘o§§¥t le

subst ant el ectric ower since the sol enol gnets nu§? remai n

energ|zedl?ﬁkoﬁﬁ%?c¥%F%eQ¥Ft?ﬁ?I%ﬂ%&Fhﬁ#tbﬁﬁVe%#nJ Jerr sand agnlocked
Accor di ngéyatdsthye mbampbacamwz&xatlr eqeemtcomaaaete.&as”elenoﬂatvﬂmch

4,770,012 _dj scloses t.nat t | ock t ast.s hro h rou 9, 000
L ne oratagtes dh (piarnad RSB 'SR seratihnl B5THAT Sk d > 0
day, voul iahadle cendt pening0f that door4, 80‘2h859,60§085§e§.0tdiata1$1@
battery |53t$:id80 €8Y¥S alilhd %aaarise oadéﬂ@aé foroad el Stictoni

el ectromagneti ¢ devices are renea%eas OW. The 25 J%adbolt

el ect r onedPek SHERG I and Eéi‘eh? ‘lﬁ%lﬁlﬂg Bfrazed %@W%EC%%%P
seconds rEﬁﬁECthﬁbl‘.J.bﬁtEWid Cfbrﬁdtéﬂ’ye 1ot #e&eddeadbboekadex!, alass. tHé\e door

| ect I 5 t tch
fo the unfERcdetEzined 'S nacehE dedsaaidaic sréégmrkgﬁth%rzws\;
sel ect@ed lockshdesappbedaumomhasecpﬂmgpmm t thepenergyatfdmvactuaklys an
cannot rerﬁbw?%n&t{:ﬂ géégkcﬁt?*@%l%@?&é 6t HY dB¥ Wtrike Prad@als that

t hey cannot y sti springs and can be easily tampered wth by
the  appPFeuided bhith®de$e¥e external magnetic fields. Fourth, in

addi tion 35. TRetbenceptgbli akihgman ledlewtricmagirstiice Xdukirmg| dewice

such as disclosed in the above three patents has a number of

15 drawbacks. = First, such devices require substantial

electrical power since the solenoid electromagnets must

remain energized in order to keep the locks in their unlocked

‘states. Accordingly, battery replacement is frequent. For

example, patent 4,770,012 discloses that the lock battery

20 lasts through roughly 9,000 locking operations, which at a

normal door usage rate of 30 operations a day, would be less

 than a year. Patent 4,802,353 discloses that the battery

lasts 180 days under the same conditions. Second, such

electromagnetic devices are also extremely slow. The

25 deadbolt electromagnet disclosed in patent 4,854,143 requires

8 seconds and. 4 seconds respectively to switch' to the

unlocked and locked states. The door electromagnet disclosed

in patent 4,802,353 requires four seconds to switch-to the

unlocked state. . Third, the electromagnetic-deviceS*whiEh-are

30 .selected for this application are designed to opéiate at low

currents and cannot resist strong forces along their axes of

motion. This means that they cannot be loaded by stilf
springs and can be easily tampered with by the application .

" of moderate external magnetic fields. ' Fourth, in addition

35 to the length of time taken to operate the solenoid,
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-4- additional time (at |least 8 seconds) is required to enter a correct
combi nati on code, meking the total elapsed time to open a door on the order
.of 16 seconds. This is much Ionger than the tine required to open a door
‘with a conventional 5 key-operated | ock nmechani sm Further disadvantages of
‘the above described el ectronic conbination |ock systems are that the
~entrance code may be visibly detected by others, .disabl ed persons (e.g.
bl i nd people) cannot typically use such | ocks, and those with 10

mechani cal overrides features can generally be pi cked. Al so conpared to
conventional door |ock configurations, t he ghove- descri bed conbi nati on -
I ocks general ly require new manufacturing and tooling procedures (as
conpared to thadditbonal etiner (Lo Meast G1aedcnmdd ptid texpkivyedintb narstedbea

partly 15 consiiueLed LLgm MO0 Sk 8Yae PhekIALoch AR AN Chiliiob Pl ol

el ect ronagnetic n-options.,
| acking i n el RPeBMA @Q%P%ﬂh@cmﬂe§ of 16 gecendser cThEDHWES |qu'he1?ﬂg%¥

art is a sinplepanPtR&- Rigef ¢ hqwraawo |fifdn CONGLEE! @iitdN & REnvéntional
conpatible with the 20 in ﬁg?q: hanj cal” | ocki ng mechani sns of
C H‘%%F

uni ver sal | y° usESY tRRERES 8fed doorlatch locks. = Such an
el ectroni c door | aokrtlest ginyﬁ#ahﬁxgemrmtﬁﬁé mhmté)lcnemtibemrﬂmutmm

readily be designoth i LeCHoIROULAELI Ohse | BhEe PGS LLR%arQOTH oy 00

structures Al mum - of i heer ct fon t
or cost. Virtueisidly| dekegteﬂgbwom:@qn%nadxm |§aFSPG§k(§t duat Rlbndise

the rotationalpa®bi®) eknhok® d?ﬂlykeﬁséb%ﬁcﬁ heoaxss and hﬁhBQ& w:.th
scoeptor oyl er e oS, Lo g el T nalastonel bptien oy
ey er eCan 8 Br %ﬁ
i nmedi at eI y t reomspated tontonventdonabtdaor diock toofiggratibes, V\hhe rabameps
STToLE) vinced SphPEuBI", S it oicte UMD A 1 Lo
her et of ore dupﬁ&%ﬁi%ﬁF%ﬁinmea%®n?@@bhﬁ@dprﬁ¢§ﬁures (as compared to those
required for conventional derlatch locks) and must be partly
15 constructed from nonferrous materials in the vicinity of the
electromagnetic device, which limits production options.
. What is notably lacking in electronic lock structures
- heretofore known .in the prior art is a simple, “pick-proof”
low ppwef lock configuration that is compatible with the
20 internal mechanical locking mechanisms of universally used
conventional key-operated doorlatch 1locks. . .Such an
, ~ electronic door lock design would be compatibly usable with,
— _ and could readily be designed by lock manufacturers into,
existing doorlatch lock structures with a minimum of
25 engineering or production tooling effort or cost. Virtually
all existing conventional mechanical lock structures use the
rotational motion of a mechanical key about the axis of the
key acceptor cylinderi_to move a locking member.ff. The
rotational motion of the key is either directly used to
30 rotate a locking member or is immediately translated into
linear motion of a locking member which moves generally along
the axis of the key acceptor cylinder. Such simplicity and
effectiveness of the conventional mechanical doorlatch locks -
has not been heretofore duplicated by the complicated, high
35 power éonsuming or ineffective prior art electronic lock
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35 power consuming or ineffective prior art electronic |ock structures.
The present invention addresses the shortcom ngs of prior. art electronic

| ocki ng structures by using sophisticated | ow power electronic conponents
to directly replace the 5 nmechanical key and key accepting | ock
cylinder portions of conventional nechanical doorlatch | ocks while
retaining the internal nechanics of such | ocks for perform ng the actual
door | ocking functions. Such electronic | ock hardware which is designed for
conpatibility with existing conventional 10 doorlatch |ocks allows
manufacturers' investments in current door |ock manufacturing facilities to
be retai ned and takes advant age of= 5 =state-of-the-art

m cr oprocessor-based el ectronics. to control. plural [lock functions

i ncl udi ng SPHAMEREt ed entrance codes, record keeping of authorlzed 15

entrances, ‘et GPhel @Qeﬁeﬁtfﬂhv?ﬁiﬂahl ﬁuﬁﬁééiegxeasﬁﬁﬂ‘gbe?mgel &f ipsed
|nexpenS|ve reii anl.e tus n et ho or._actua a
okt ng A A RcaniE dorkiGe ABRRERHHSs BY| v Hrehie fa%t%?@'.s
desi gned graivenr efeleotyomeed cangonentisgurtsy tolradzelndva'epé.ggeof e sting

conventy oabeliaRldat ofey OBy MREGUBEEepFRRGCLBER @ m%et:fmmls "dpcking"

portlon of t f1c radi.o frequency sensor

pr ef er abl W%?iﬂﬂ%’d ww%%%éqq&%q*ﬁa@m {¥H taining etr*}%r
handl e of i fr e Nhiecdnic® ot £ handhelovks! €otrh@erfoeming havedlaztdwal

[ d b |
e enDe e gk SR B el SERERNL FoEORMRPE £60k Saragldd dlken
~ knobs, al |i®f desdgnednifamgconppbibalityf witdyi euispingowenvantdanainal \Og
door | af g he&cg&kfatemhdedefgam%sl ﬁaﬁhfaeeﬁbaeseainwg&hastsI SR Sdicat e

withinth he strik é) can be utjlized i.n the
same manneéfos IRl tl%ﬁwﬁ@mm Fahd e £5 be Tetained and takes

-advantage - of state-of-the-art mlcroprocessor—based

electronics to control plural lock funorions including
sophisticated entrance codes, record keeping of authorized
15 entrances; etc. ' ' ' ' '

The present invention provides a simple, relatively
inexpensive and yet' reliable apparatus and method for
‘actuating a locking mechanism for use in a door and the like.

20 ‘The apparatus is designed and preferably sized and configured
to take advantage of ex;stlng conventional doorlatch lock
hardware. For example, the mechanical "locklng" portion of
-the apparatus and an optlcal or radio frequency sensor is
preferably constructed so as to be installable within the

25 exterior handle of a conventional door handle, while the

' dinterior handle is equipped with a battery and an eiectronic
' control device. With the exception of the key acceptor
cylinder and modxflcation of the door handle knobs, all of
the remaining components of prev;ously known conventlonal

30 doorlatch locks, including the latch, mechanical 1ock1ng
elements located within the bore of the ‘door and the strr&e
plate can be utilzzed in the same manner as heretofore known
“in the art. = | . _

‘In general, the locking apparetﬁs of the invention

35 comprises a remote hand held controller (HHC) which includes



Ih general, the |ocking apparatus of the invention 35 conprises a renote
hand held controller (HHC) \A/m ch incl udes -6- a mniature optical or
radi o :frequency  transmitter® ~7an el ectroni c door &tk (EDL) which includes
an o\'{l cal or radio frequency sensor placed externally fromthat area to be
secured by the EDL; a processor control circuit connected to 5 the sensor,
and an el ectromechanl cal device for actuating the mechanical |ocking

el enents of the EDL. The apparatus of the present invention nmay further

i ncl ude an el ectronic programer (EDLP) for the EDL and HHC which is used
‘to input desired entrance codes and to cantgal other functions of the 10
HHC and the EDL. Preferably, comrunication between the HHC and EDL (and
bet ween t he EDAP meind athereHHEptdichRDL)or s gadi-ovafreljoencyr , tsfamghiatt\ay an

Comoun fatl o eEdeei 0 uddiIgRt Fhbr) SiPOaR udi 45°8pkBEE) Gt Phaso

General ly, -upon oper atio ransm ner
whi ch is recei fxeQesneTic seasosr . placed skgﬁa'nailéYprﬁmTSsbhaby atm to be

processor, whi §&c€A8@ B H&Dp;9 Babr%EBsBi-eééﬁﬁfgl r@f’réﬁ?ﬁ Shiidials dd
det er m ne vget er the recei ved Si con tutes a valid | ock actuating

sequence. e fRARO%HANd: AR &k deydge o5 rernating tl'tehe
processor act usécisampical d(dcimrfg:baamealtsdefltme(mh FheaaPpératns wf awhd he

i ke) “to rot at%r%? ngonxﬁgghggﬁénd&cé@ ngﬂfxﬂ-ﬂxéit %gggﬁégt cgnl O%ec%xﬁécgr

then is able t rn-the door n a nor ral t hose
in the art apppregrammex HERIRY fiouphecEDLhandaHBC| vhich isasel deerdpputy

open the door.q é@:.fed%fﬁn&&%&ie@ctahaw%héahﬁ%ld@ﬂh&f Aokck LoRy SeRGat e
enogpztorquetoturn ock |g€r turn (as those terns are

undérét oodt¥ n EHe aRd)the tEDky | Rrefierphigo SRMBINLGAE oM hatwaen FhadiHC
enough to resigedEDI (Rridbelt@eehctherEDEM a1id the HHQr batEDL) | is ttw-3ay,

event that the,[ecelyed Sl PNalya3F YoaRth s +I8h batEdn! 8n8%nHC and EDL is
possible, as described below. _ _ ,
Generally, upon operator initiation, the transmitter
15 generates a signal which is received by the sensor. The
signal is processed by the processor, which compares the
signal with predetermined stored signals to determine whether
the received .signal constitutes a valid lock actuating
sequence. In the event that the sequence is determined to
20 be valid, the processor actuates an electromechanical device
(Such as a D.C. motor or the like) to rotate the conventional
: locking rod of_é doorlatch lock. The user then is able to
U’ . ' turn the door handle in a normal manner. As those skilled
in the art appreciate, the user supplies the majeritynof the
25 energy to bpén the door. As a result, the electromechanical
' device need only generate enough torque to turn the locking
rod or turn bar (as those terms are understood in the art)
a fraction of a revolution and can be sized small enough to
reside within the handle portion of the doorlatcp. "In-the
30 event that the received signal sequence is determined to be
an invalid Signal;'the processor resets to receive a second
signal and the process_is repeated. After a predeterminel
number of invalid signals are received,_the'system.disables-
itself for a predetermined time period in order to discourage
35 a concerted attempt to methodically try each possible.code



an invalid signal, the processor resets to receive a second signal and the
process is repeated. After a predeterm ned nunber of invalid signals are
received, the systemdisables itself for a predetermned tinme period iz
order to discourage 35 a concerted attenpt to nethodically try each
possi bl e code -7- conbination (e.g., through use of a conputer). The
present invention also preferably=-p?ovides for high-security two-way
connunlcatlon betmeen the EDL and HHC, a |limted-access procedure based on

"master” m tljgf‘é( q&ig £ &"Com ﬁiﬂ:éﬂ?}a”t ati on by neans of
a mniature e ec%rorrec caI w%ﬁ) i requires mnimal electrical

power. Anot her 'lfluaatnresentt Haventdon 4¥§%n?¥8ﬁer§bﬂ-ﬁat9w4%kf€§nnot be
"picked" hgHieddIts | EwdOw wamnﬁﬁhdmlenl%etmsaﬂxl &ﬁer EpY ARgause a

spread specirum comruni cation ( SSC techniqu I s used. qnsegyence of
e’ advanitifus Bndl PRLE A ACHpa  dracsdiine | FosRel o MRstart Rl | ook
appamat us "subniastodr ]eeyocdnogpts,thadprlhnpdiepiem:adn‘idrhlw imeams i off can be

door | af ch 8 BAPIERRFE P ErahenkhiEHE ddvi @ A FRRRSRBR nITERRY, O30 onc

of producteélectariadd paseer According to a first aspect of the present

i(g;/en;i g?rf E:raﬂ%ﬁz?bgéjaeﬂ}f? #coop at |%/£e?l; ]Z‘ﬁég)‘%géa | e VQMQ?%{'SE: g:st rz?ke

pl at e and kask sennatebacbpickegdldecmase thexp d&inposechanical ciogkchani cal
| ocliigng MRFASind¥IeaHd YRIchusRBeSpPeadOspecktiii EdiuhiéaBioho(sS€) ectively
preventi nq: verrent of said |l atch between said engaged and di sengaged .
posi tions, s requiring a notive force; W/

As a consequence of the advantages and features of the
present invention, an electronic lock apparatus constructed
according to the principles of this invention can be

15 readily implemented in virtually any conventional
 mechanical doorlatch lock currently available on the market
with minimal modifications of production procedures.

According to a first aspect of the pres_ent invention
there is provided an electronic lock apparatus, comprising:

20 (a) a strike plate;

(b) a latch cooperatively engageable with said strike

plate and moveable _between engaged and disengaged

positions; _ _
(c) mechanical locking means, operatively connected -
25  with said latch, for selectively preventing movement of

- said latch between said engaged and disengaged positi_ons,
said locking means requ:l.rJ.ng a motive force. o

(d) electromechan1cal means, operatlvely connected

to said mechanical 'locking means, for prov1d1ng said
30 motive force to said locking means only along or about the
locking axis:

(e) electronic control means ,' respo'nsive' to an
encoded received Signal, for select:.vely energ:.z:.ng sald
electromechanical means, wherein sa:.d encoded rece:.ved

35 signal includes a sequence of 1nter1eaved f:.rst and second
" signals, said first’ s1gnals convey:mg an entrance ‘code and
sa:.d ‘second signals conveying 1nformation to allow the
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(d) el ectronechani cal neans, operatively connected to said nechanical

| ocki ng nmeans, for .providing said 30 - notive force to said |ocking. nmeans
onlygglong or about the locking axis; (e) electronic control neans,
responsive to an encoded received signal, for selectively energizing said
el ectronechani cal neans, wherein said encoded receiived 35 si gha
includes a sequence of interleaved first-agd-second éignals said first

si gnal s conveyi ng, an entrance cod nd sai d con nal s c nveyi.n

i nformation t o %ﬂ? gﬁgFEPlﬁﬁan ?%ﬁ P&Eﬁgbnéy at.
whi ch a subsequdHSequeat figsalsmghalbelhbdhéameduIAhedLectron|c | ock
system enbodyi ng thﬁnag?ééét{-bﬁ% fock & %%%En %d;ﬁﬁf% {ngé aKSV?”%?Q§tf°r

generating a signal rECel Ver ~means recel Vi si gna
pr ocessor5 neardSpecbpePBPr8eg: connect ed to said receiver neans, for

conparing said recejygd ﬁéﬁ“ﬂéaﬁ\btfof ééﬂéfétiﬁ&eﬁegiﬁnﬁﬂ (b§! QEéEi@&Q for

generating an actuation signal sal d  received si determ ned to be
iopaly nbeh

equi val ent t o BeRRS o eﬁEﬁe!;Vbﬂﬁl -S33 Fiopady by RRO&RESBpelgdnFel v
connected to SEoEpSFLELPEDY n@@:ﬁﬁe@eddv\heéelgaial dreceivey NRaeafisi nctuées a

shaft cooperative onnect, 0_a Kk anlsn1mh|c | S .enga
and di sengageCHP %rfrag atPh e"ae’r%%‘il ﬁégPB& ?hes‘?%?gc*ltﬁﬂf“ﬁﬁg g&l s
of said 1®d, fsignal atandg mdgenérlartlmspmsad:uuaiﬁmh asignalorifsi gadd,

uher eby only PEcd i8], 8aRh15 A AQUeEIHER! ki thd Ochlbadpie L OOkat e

nechani sm 20 cond “enbo i rSt aspect
provi des -9- améenee,memsagmdk apdhr prdmaryt mweeryymamer eﬁneaatrgﬂ&y is

tran~n1tted froonReé€oR o |05/ iproddsddie nedtls apeihePein said primary
means includes a shaft cooperatively connected to a lock
15 mechanism which is engaged and disengaged by a rotation of
a locking rod about the longitudinal axis of said rod, for
- rotating said rod in response to said actuation signal,
whereby only the rotation of said rod is utilized fo_lock

and unlock the mechanism. _
20 A second embodiment of the above first aspect provides

-9 = o
‘an electronic lock apparatus, of the type wherein a signal
is transmitted from a remote location to the lock location
to actuate an electromechanical device to change the status
25 of the lock latch, comprising: '

N (a) means for generating a first coded signal and a
second coded signal, wherein said first and second coded
signals are transmitted in segments which are interleaved
with one another and wherein segments of said second coded

30 signal contain information related to the frequéncy on
which the next subsequent segments of said first and second
coded signals will be transmitted; (b) processing means
for receiving said first and second coded signals,
including: (i) memory means for storing predetermined valid

35 signals and frequencies; (ii) determining. means - :(for\
comparing said received first and second coded signals with
said predetermined valid signals; and (iii) output means
to provide actuation signals to the electromechanical
device to change the status of the lock latch.
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to actuate an el ectronechani cal. device to change the status 25 of the
l ock latch, conprising: (a) neans. for generating a first coded signal and
a second coded signal, wherein said first and second coded si‘gnal s areu

transmtted in segnents which are interleaved with one anet her and wherein

segnents of said second coded 30 signal contain information related to .
the frequency on which the next subgeguent segments of said first and
second coded SI nals will be transmitfed; (b) processing neans for

recei ving sai dThese: and sQRr c@i‘é‘éﬁ%t%$s apdc| feptyres ) whdal y neans

gor StOF'BHaE&&&@E&&@'EHE\@&éébﬁé inveh@iahs e poBIEENCHA: wWith
etermnin

d rece firs nd second coded
signal's- V\Pgﬁtéﬁf‘gaﬁﬁgﬁe rﬁ%r?e aJxr)%’r S%:’@%?é i‘ﬁﬁﬁ te; ppgd FOERING@ans to
provéde acunthetnpalrgnhbreb@ thuowbveh trrorfmhmmﬂtedeumt ristandnge ! t'the

t at f _th 0 nt ages .an eat ur es
\?\/n?cﬁscﬁa?g ?’9 O?‘E‘Jﬂ%{atiﬁ&seﬁsgl?ﬁ%v?ﬁ?%%e r ﬁ%o?ﬁﬁgﬁgﬁuﬁ%e&aﬁ Y cul ari ty
in the cl dtss wemexceféxence shouldr bengmadé to fthe hBrapémg M'mfm‘

However , Eg b ttﬁer ﬁgrgfoft hgn?nv%gtl ' s and

obj ects attalnedb Its use, reference should emaetot g which

forns a fﬂPFﬁE‘F-PﬁéVF netter, ok whichh Ehereois Lfssoribrd @ quf\ﬁirlﬁﬁ' ter, in
whi o t hegfibbaiftene’ oc€ha pkéhehtednﬁgntlaanbodlWent of the present

i nvention. AccgQrdin second ec h resent | nventioon there is
brovi ded a1t REEOBRLBEER 1% HASATY, A8RESH Po Aent Lo

conpri si ngherecdisv prgvddesh @ destisod) naf ehet:’aﬂongcansyqupantdhg15 |
i nterl eavig fcl gﬁhag,gggéeéggdgghggﬁgﬁn sal d first signals conveying an W

entrance cod Sai onveyl ng information to allow the
frequencyrggemn.og aan ' encoded 51gna1 including a sequence of

15 interleaved first and second signals, said first signals
conveying an entrance code and said second signals
conveying information to allow the frequency at which a
subsequent first signal will be transmitted to be
determined; '

20 energising 'an . electromechanical means, coupled to a
mechanical locking means, in response to said received
signal to provide a motive force only along or about a
locking axis of the 1ock1ng means;
using said motive force to operate the locking means; and

25 causing said locking means to selectively prevent movement
of a latch between a position in which the latch engages
a strike plate and a position in which it is disengaged
from the strike plate.

Referring to the drawing wherein like parts are

30 referenced by like numerals throughout the several views:

Fig. 1 is a view of a conventionally styled doorlatch
illustrated as installed in a door, which incorporates an
electronic lock constructed according to the principles of
the present invention;

35 Fig. 2 1is a perspective exploded view of the
electronic doorlatch lock of Fig. 1;

Fig. 3 is an enlarged cross sectional view of the
switching contacts and coupling (with the D.C. motor 21 and
‘gearhead 22 shown in phantom) of the doorlatch lock of Fig.
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subsequent first signal wll be transmtted to be determ ned; 20
energising an electronechanical neans, coupled to a nechanical

| ocki"ng means, :in response to said received signal to provide a notive
foree only along or about a‘l ocking axis of the | ocking neans; using said
motive forcé to operate the-l ocking neanﬂ(?and 25 % causing sai d | ocki ng
nmeans to selectively prevent novenent of a |atch between a position in

whi ch the |atghg sEa?.g%arauw hi@ePhake ognehig.pagition in which it is
~di sengaged fromt

e strike"plate. Referrj o [ he erein]ike.
parts are 30 reféﬂenéeélsb? FrREST rﬁﬂ%‘f"a‘i”gai hYb%mf‘RJ{Jat\ﬂ%% ‘iﬁ
Fig. 1is a vhanade poredvdnoifothkl Modirllatehdqeickaioth Filgl.uat,r qmmly
installed in g goor whi c N nc%[ or ié an.el ectronic | ock constructed
accordi ng to CRESH HJrEPEI %t g1t Ynvention: 35 Fig. 2
is a per spectl veFiexpl bdeik \anewenm&rgede ekpl:odedl pearspective | otiewf

Fig. 1, Fig. nl ar gs &l

contacts and &&EBF%FG% ‘i}%ngﬁ%ﬁ%nh%m%kan V\ggélrlﬁ gﬁwgb‘iir?g_% |C’nf
phant om) of tkheddoordatichl dockobfFFdg. 2:2 taken through line 3-3 of Fig.
4, Fig. 4is acr 0%3956%'5%184 fﬁﬁ&\tﬂ&néb%%&ﬁr uqagéaﬁr ﬂ@i@strwwﬂm of

the doorl atch | ock . genera 5 { aken.alon of F|
1; Fig.105 j sofnthel hﬁg@dhéiﬁlﬁ%ﬂr%%’ﬁ&‘?wm&wq} %stq}%ﬁ H?é’%l}%t J

nmechani cal | ogbichd oFe®igni o portion of the doorlatch |ock of Fig. 2; Fig.
6 is a functional block diagramrepresentation 10 of the hand hel d
controller portion (HHC) of the doorlatch lock of Fig. 2;
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Fig. 7 is a functional block diagramrepresentation of the electronic door
| ock (EDL) portion of the doorlatch lock of Fig. 2; Fig. .8 is a functional
bl ock diagramrepresentation of 5 the electronic progranmer portion (EQLP)
of the doorlatch lock of Fig. 2; Fig. 9 is a diagrammtic illustration of
the entrance coding schene of a group of EDLs of Fig. 7; Fig. 10 is an

il lustration of a preferred communication 10 timng diagramutilized by an
HHC and an EDL of Figs. 6 and 7; Fig. 11 is a functional block diagram of
bl ock 409 and 509 of Figs. 6 and 7; Fig. 12 is a logic block diagram
illustrating conmputer 15 progranmoperq&ion'of bl ock 505 of "Fig.- 7; and Fig.
13 is alogic block diagramillustrating ¢onputer program operation of

bl ock 605 of Ei.q. JThe principles. af.the i,nvention appl articularly

wel T 20 to ut Fizath diF it EEPGrEoRsL (haors al¥gEan; SBEBaratatesh O 1 s
cl osed pogihe edectropief doowdlapkl (ERE) @rrftion M the deordatch ileckhe
adaptatio%fo&ﬁgﬁngentional mechani cal (i.e., physical key-operated)

doorl atch | ocks to'elpctronic, keyl ess_| ocks. Such preferred application,
however, is PGy df drfenciional oplerk dipgramapePrepgasagion of

appl i cati aine idladtrdhideppbgpampbespoktiba (EDIPN dHVEREI AdoFRAthh
enployed.lfor e gﬁ]e,zghe principles of this invention also apply to
deadbolt-lé%%%? i wlfocks, file cabinet -l ocks and the Iike. 30 A
preferred enftig.neghtisfa diagrempatdiccadllinstxdtiian] ¢brthen egtnanse

oy o o S SRR GO AR JOSS GRIBGL W) L SO B, o2
portions of tFdSod0 Héndmedldusiraddrnach asPrgdesred remmundeadion j
descriygt | @imilny Yikigram whildzdd BT @nnakiceande aneEo oF Fdgs. 6 and
7;
. Pig. 11 is a functional block diagram of block 409 and
509 of Figs. 6 and 7; '
. Fig. 12 is a logic block diagram illustrating computer
15 program operation of block 505 of Fig. 7; and
Fig. 13 is a logic block diagram illustrating computer
program operation of block 605 of Fig. 8.

_ The principles of the invention apply particularly well
20 to utilization in a lock of the type used to secure a door
in its close¢ position. A preferred application for this
invention is in the adaptation of conventional mechanical W,
(i.e., physical key-operated) doorlatch locks to electronic,
keyless locks. Such preferred application, however, is
25 typical of‘only one of the innumerable types of applications
in which the principles of the present invention may be .‘
employed. For example, the principles of this invention -also
apply to deadbolt locks, window locks, file cabinet locks and
the like. . e
30 A preferred embodiment of the electrically related
portion of the invention includes electronic door 1lock
- circuitry which is configured, as hereinafter described in
more detail, for mounting within the hollow recess portions -
~ of the door handles of a doorlatch structure. For ease of
35 description, this circuitry will hereinafter be referred to



sinmply as the "EDL." The EDL generally includes an optical or radio
frequency sensor nmounted in the externally facing doorknob, a

m croprocessor controller connected to receive signals fromthe sensor, and
an ePéct romechani cal devi ce 5 (such as a D.C. notor) operatively control I ed
by the m croprocessor controter and connected to pkysically actuate the
doorlatch | ocking rod. Also included in the electronically rel ated
portion of the invention is a high- efficiency battery for powering the EDL
circuitry. 10 The EDL circuitry conmuni cates with a renote hand hel d
wcontroller (i.e., a hand-held renote key) ysing a | ow power two-way optical
‘or radio frequency transmtter/receiver. For ease of description, this hand

held control |l eg; r t €u I r I—ﬁs;;f

for a 15 dedi cat?ggi%@%l ca ﬁée?/ﬂl S e l?én na dﬁ% *u%ecorre %%Fe%gt
upon revi ew of °FhEadi3cFEegrenaxr éensoromueéeér iiny the awarnally 15acing
improved.  AsdtetkfoBposemitkeppbesssbri BeaRirbllers c@rxﬁ:feertelaﬂ ‘o rece:.ve

i nstall ed/i npl th| eX|st|n | ock har dwar,e struc
resenbl e/ mat chgggﬁéfg g P8cK % sﬁ&?ﬁﬁa o*Bh&de El é‘f %?(‘r’s‘f? ng
| ock hardwabe Osuehsiams & s Dughecaosany. Apeaateyally cnptenthedt iy ofhe

Curront pr ocodireeopbocehady coratiats ahd CinerEd'sd %a%%?if‘ﬁ“‘s’%%@f

current pr ocedur es

The invention 8€o SSPF&R&FP‘y iYRIKINGE aFPRt ect r SO pr HBF dnde

(hereinafter sélptvrogicaliby $@latea@npokbibn) oEOIthﬁr qexwmxm tlhse aEDLJ.@md
unctio of t he HHC

HHC for desire g ﬁntrance codes ang_to control 0h ZEF%{‘

and; EDL. Refer f“bch%W¥ ?E%e‘r'lr ?’és‘,’mﬁi‘é‘r‘é‘?u%% a‘f’fff:%h 30 at 20
in }Sr/g 1 ¥0door| aThé Ebbkcappnn-amscammup'écatesewthnanmque ehatsbrheld
The door | at ch 89:1@?01‘143}: Pe.& 8 eérl?éjn&%é'fd Sdind e AR UCERS 4 M &v-power

"conventional " I gurati.on known in the art, having, interior and
ext eri or handl E€o-way opt:.cal or radio frequency transmitter/receiver.

For ease of description, this hand held controller will
hereafter be referred to as an “HHC”. Thus, the need for a

15 dedicated physical key is eliminated, and as will become
apparent upon review of the disclosure herein, lock security
is substantially improved. As noted above, the present
invention is preferably installed/implemented within existing
lock hardware (or constructed to resemble/match existing lock

20 hardware) so that modification. of existing lock hardware
dimensions is unnecessary. As a result, implementation of
products in accordance with the invention requires minimal
modification of current procedures for the product:.on and
J.nstallation of door locks. - ' '

25 The invention also optionally includes an electronic
programmer (hereinafter simply referred to as an "EDLP”) for
programming the EDL and HHC for desired entrance codes and
to control other functions of the HHC and EDL.

Referring now to the figures, there is generally ‘shown

30 at 20 . in Fig. 1 a doorlatch lock apparatus as operatively
mounted in a door 19. The doorlatch 20 as will be referred
to herein is constructed in-a “conventional” configura'tién
well known in the art, having interior and exterior handles -
.25 and- 30 respectively.which are cooperatively connected

35 through linkage means within the door ‘19 to operatively move
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25 and- 30 respectively, which are cooperatively connected 35 through

| i nkage nmeans within the door 19 to operatively nove @ and |lock a latch
menber 31. The | atch nmenber 31 engages a strike plate 33 (best seen |n~£3g
2) in an associ ated door franme (not shown) to secure or release the door
19 for pivotal notion within the door frame in a manner well known 5 in
the art. Al though one enbodi nent thereof will be herein described, the
internal |inkage nmeans of the doorlatch 20 that connects the handl es 25 and
30 may be of varied configurations as will be appreciated by those skilled
in the art. Since the details of const&uction and operation of such 10 ‘
varied configurations of conventional oorl atch néchanisns are not rel evant

t d f_th th | | t b
ot ai1 od 18 HH R B LR tED BRBLRECTL” g RbpLrabely VEBREEN 2 e SPORNE% & the
ext ent t hstrike mesth?\dlbaymfsetdm mM| @) e @ seaiateds dorar eof may
15 Dbe negespar {po oI RCT 18! Sactid!Chr Su 1l OERRI dbch0 Y gl qus

patents, I'ace, on nost doors and can rectly "exam ned
i f nore dRAERtRH m%mwwwrt Hresdrars fyrane dn azpannemwelds knewn i nkage

mec har!st sm%;me%wbochmmuﬁ _o&% te?nH‘cQﬂVrﬁiiﬂ @twre@zoh hWialic Ibd Qféli:le:}(h o
appar at us i C s been, I fi o.incorporate rignci S.0 is
Poenti ofifsexiheily  BE MRS EnaT” 11 PkaBsC kAT o oEhd HBSETAREHG Athe
present ithent icomnecits rthet chditdles r 25 t apdanid t mayEDbec ompovartisedihi ch
id 0 I t h
o7 ect r o TIPS g a6 Ao B LRESEIRILEGY fh T 1°
cont ai ni X% ho§é-n6lee§h¢|%%ﬁ|'-ah senstauction-ond operatiom 9% suqhust r gt

in Figg 7\\rai'§eé|é6ﬂf seﬁnguassdcﬁafreﬁwahamgdmma&chh@edlﬁxﬁ%utﬁndl e
of the doorl atc i nterior ‘?ndle tion E?t e 30 rIat h 20

"ncl udes SEROURE: RELBYAbKe EOOC MATAE YATRANY, SE CEPBABFABRARISE
rel ati ve this hinvemtid®, ttheygwidbl boot be detailed herein except to

provide a general overview thereof and to the extent that an
.. understanding of the mechanical locking portions thereof may
15 be necessary. Such doorlatch structures are commonly found
in numerous patents, the marketplace, and on most doors and
can be directly examined if more detailed information thereon
. is desired.

An example of the linkage mechanism of one embodiment of
20 a conventional doorlatch locking apparatus which has been
modified to incorporate.the principles of this invention is
illustrated in Fig. 2.  For convenience in describing the
present invention, the remote HHC circuitry and the EDL
components which reside in the doorlatch 20 will collectively
25 be referred to as the "electronic lock”. Referring to Fig.
.2, an electronics module 500 containing those electrical
components of the EDL (functionally illustrated in Fig. 73
is sized and configured for mounting within the inside-Handle
25 of the doorlatch 20. The interior handle portion'éf-the

30 doorlatch 20 includes a mounting bracket 50 that is fixedly'
secured from movement relative to the door 19 through a bore
in the door 19 to a corresponding mounting brackéi 30a fo}

the external handle portion. A hollow cylindrical shaft 26 .
is rotatably mounted to:the bracket 50  for rotation under
35 - spring tension. from spring 52 about axis 18. ' When the



bn the door 19 to a correspondi ng nounting bracket 30a for the external
handl e portion. A hollow cylindrical shaft 26 is rotatably nounted to the
bracket 50 for. rotation under 35 spring tension fromspring 52 about

axi $18. When t he doorlatch 20 is nounted to the door 19 the shaft 26
extends through the cover pkate 53. The inner doorhandle 25 is detachably
secured in a manner well known in the art, to the shaft 26 such that the
shaft can be rotated agai nst bias of 5 t he spring. 52 by turning novenent of
t he handl e25 about the axis 18. The el ectronics nmpdul e 500 -containing the
electrical circuitry, .interconnections,_ Eigcuit boards. etc., to
configure the EDL functions of Fig. 7 is appropriately 10 packaged between

inner and out oyl d il | AR i STMEUr tHH tﬂ@%@&&”d?@xé%'z@'e&mnﬁaﬁ

i nner nmounting tube 27a 1s sized to coaxjally overlie apd to

frictionally ofh%A%E} wrRe SE¥EFcPlabe M3 shafherdnnelr | Q%t’i‘%ﬁ‘%e RSl
2. A high effldeﬁm)a lsa;d:u:.@ai imatt mapnpackwel® ksosnzid flos abt nuonttheg

ehergizi ng « heSHAE Cf# U s, e M AP Ikt iR hias o, ¢
are appropﬁri atlw }spmmgecﬁt%@y( turninguesevemen): of therbkandlke yzﬁammuialtlhe

el ectrical q¥9 of the EDL that are housed within the 20 doorl atch
20. In the preferred enbodi ment, the end ca8954 of handl e 25 is detachahl e

to provide access The t RéeEhFPRIGS2dodnd e 800, SANtaiHASE BB &lsGhisa
housed wi t hin ¢hechiptel £ 2bnterdbmiedtddns, t heiftditapbbdrdsso eant.gi ntoa

s L g
el esis oni clOdpackEPs) betwean mnnemgmcgmmuen od ipdnical aeuntdma frabes
inside handl e 29, shilg 9fp! besdaetii@1yThe inull GaloF sngSie ohgVidBe 274 9
I 'ndl cation pf sized Octoed c%ta?:tz.all tobrgr?l.l.l.g(:t ;ggl Cee OCtIJ(e atfrai.n tlonarll or
tine. ) 4 Y

otherwise secured to the shaft 26, as illustrated in Fig. 2.

A high efficiency cylindrical battery pack 28 is sized for

15 mounting within the cylindrical shaft 26 and has an
appropriate voltage for energizing the electric components

of the. EDL. The battery terminals are appropriately

connected (not illustrated) to operatively power all

electrical components of the EDL that are housed within the

20 doorlatch 20. 1In the preferred embodiment, the end cap 54

" of handle 25 is detachable to provide access to the battery

28 and electronic module 500 circuits housed within the

Y handle 25. Preférably, the end cap 54 also contains a
centrally located -switch, generally illustrated at' 2%9a, and

25 one or two l;ght emitting diode indicators 29b (appropriately
connected to the electronic module 500) for permitting manual

lock activation from the inside handle 25 side of the door

19. The indicators 29b provide a visual indication -of the

locked status of the electronic lock at any point in time.

30 Alternatively, the lock status indicator may be mechanical

so as to conserve battery life and be activated bx_thé D.C;

motor from one state to another as those'skilled in the art

will appreciate. : S S o C e o
That portion of the door latch lock that faces” the
35 "outside”_ of the door is illustrated 'in Figs. 2 and 4.
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30 Alternatlvely, the | ock status indicator may be nechanical so as. to
conserve battery life and be activated by the D.C. notor.fromone state to

another as those skilled in the art will appreciate. That portion of t{g
door latch lock that faces the 35 "outside" of the door is illustrated in
Figs. 2 and 4. Referring thereto, the stationary outer nounting bracket

30a has a hollom/cyllndrlcal shaft 30b nounted for rotation therein about
the axis 18 in manner similar to that of bracket 50 and shaft 26. \Wen
mounted to the door 19, the 5 shaft 30b extends through an external cover
_plate 28. The outer door handl e 30 |z£iecured to the shaft 30b, such that
shaft 30b rotates with novenent of th andl e 30 and such that the handl e
30 cannot bg det ached frcnnt{b shaft, 30b fromthe outside of theaffor when
the door R€ EFB%Q theretn, jthe FrardonatyoRiter PABDLLPY Pragkeh39230h is
connect edhtis an. hulbﬁwretymm:mu.srsigaﬂenﬂGb Ifounted foratrstatidnt he

Shal't 30be A0t ANGRAIISLND LS 66 THMRLR00 baisatLy ey agonppct o

f or rotatlo nner housi n Thé me ni ca

| ocki ng nbrseketo50t Aaddebrfst 86 - 15W@§§eﬂwmwt@ﬂbﬂmmﬁh§iQQQNWQﬁutthehou3|ng
retaingr Bhate HBBbekEeRES %néoaeﬁ an eixtlerhR1deeeb el dte My e dﬁfxé\"

herei nafter. exte t he i nnper housi et gj,ner nb 30

| ongi t udi AYFRY g??Enﬁ%“@f% th% S§FUreqd tQ3ukRe %ﬁhﬁ kﬁ#ﬁﬁ e%% Lenbly
and f or meshageupbngotatelsewindn mirendret stff the2haadde3d0 et tdech |
respectiv 3 r S n nd at a
et ai ni no CBRE Ehe eI a0 Panadf BENCnAhed i k8D Bhatk shEELRRTT o

i nner sur theeoutsitle afuthengdopravhen the dnmsnmaeghqagp¢naﬁia amsian
axi al hy abqueinaw tJ.‘H eHOr 4B, th@h@t hah 30bi g8 &nnet:u:@ablab nghingly

engages the coupling 30f, when gﬁorlatch 20 s to the door
19 such tﬂ&FthﬁeE?\Ja’F?E sing ¥6R FGt ﬁb‘l‘?a?rﬁpé:a(%f"ﬁé E BuUEnehE axis
18 as 30b. An inner housing retainer member 30d is operatively
connected for rotation with the inner housing retainer member
30c. The  mechanical locking members of the doorlatch

15 assembly are housed between the housing retainer plate
members - 30c and 30d as will be described in more detail
hereinafter. An extension 30f of the inner housing retainer
member 30d longltudlnally extends along the axis 15 toward

. the inner handle assembly and forms a coupling rod between

20 the shafts 26 and 30b and their respective handles 25 and 30.

- The:shaft 26 terminates at its inner end at a retaining plate
(not illustrated) but located for rotatlon adjacent the inner -
surface of the mounting bracket 50, The retaining plate has

- an axially aligned aperture formed therethrough "which
25 slidably_ﬁatingly engages the coupling rod 30f when the
doorlatch 20 is mounted to the door 19 such that the shafts

. 26 and 30b rotatably move together about the axis 18 as
constrained by the coupling rod 30f. The coupling rod 30f
also passes through a keyed aperture in the latch actuating

30 assembly generally designated at 36. The“latdﬂ'actuating
assembly 36 operates in a manner well known in the art to
longitudinally move the latch member 31 relat;.ve ‘to the
mounting plate 32 against a spring bias- tend;ng-to keep the .

. latch 31 in an extended position, in response to rotational

35 movement of the coupling rod 30f within the keyed aperture
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constrai ned by the coupling rod 30f. The coupling rod 30f al so passes

t hrough a keyed aperture in the latch actuating 30 assenbly generally
designated at 36. The |atch actuating assenbly 36 operates in a nanner

wel ™known in the art to longitudinally nove the |atch menber 31 relative
to the mounting plate 32 against a spring bias tending to keep the latch 31
I'n an extended position, in response to rotational 35 novenent of the
coupling rod 30f within the keyed aperture 16 of the latch actuating
assenbly 36. Referring to Fig. 2, a DC notor assenbly generally designated
at 21 is nounted within the cylindrical shgt 30b. The notor assenbly

I ncl udes a notor nounting housing 2la 5 which secures the assenbly to the

shaft 30b, a BE #BkONag&h acqgaglh?dgggémgzy ggswi tch contactor 'plate 57,

an electrical |eaf, cont ct 58 ( en in Fig. 3) formn

contact with the SK-EER Bgntfa%t %r"gpl a?e 5, Dgndm%téﬁu;ﬂﬁsrﬂgﬂé’nbgF“%aq‘me
coupl i ng nmenbdesignatedeatirzy ﬂmmbhatehalethﬂnSﬁmfcythmduaal &hlagaadlbad
22 by means o r c he, | p hat ,i S
secured to thterh%oanﬁ% |Qn%C §¥‘§£Rpfg Q_nEEEE)igEt eaon‘gg{:o‘% Ho&e& r qr?%u%ﬁl‘% 2ta
angl e rel abi verhtlsht ﬁecmeﬁcﬁheoﬁﬁaemb Yptat ‘éh37shaf1=héOé@nﬁaEFowO‘ﬁPat8157
has a pair of saggiraréducsdneed, aoBirdeEh éénézctbh late 57eJ e e\lebtreaaaged

by the | eaf t act th t i I

contacts 57 iﬁe PHETARE <581 Apoetn SRR S8BT med ] o AT & ngRadinfe
switch for .eneogitaictg wilth BPRenswirtchl .cofitmandgrerplatse %7, t apdnat opupding
connected to g %?b%@ ggte”“fn%' fflljﬂﬁr@’e 120243“;.4; héeé‘@f&é'ea 2fet BRkfL

faces away from not or ot whi ch nmat|1 ngly secures aqgne
end\of a NEckiSHy afocthes. mrumm%b/ew@%ﬁ%u by @ﬁ?@ﬁd@ﬁf rdn¥eheSEBEBI PRg
24 through a gueEh22hakoedbedenf EPeihackbfifatecBanthacchianbecutdeti nedthy

the retaini ngcpl atl?.%g?’%:e nd 3919 :.-Is_hepoesI Citorrllecciil at a desired rotat:.onagl
angle relative to the switch contactor plate 57. The
contactor plate 57 has a pair of angularly spaced contacts

15 57’ that are selectively engaged by the leaf spring contact
58 as the motor shaft turns the coupling 24. The contacts

57’ and the leaf spring contact 58 combine to form a single
pole switch for energizing the DC motor 21. The outer case

of the motor is connected to ground potential. That surface

20 of the coupling 24 that faces away from the DC motor 21

defines a slot which matingly secures one end of a locking
rod 23. Lockihg rod 23 axially extends from the coupling'24

Y - through a cam 223 located in the locking mechanism chamber
| defingd'by the retaining plates 30c and 30d. The electrical

25 energizatién of the motor 21 from the battery 28 is performed'

in a well known manner using wires (illustrated
diagramatically in Fig. 7). ' B

Referring to Fig. 5, the shaft member 30b extends through

a keyed annular shoulder of the outer housing 30a. The ‘shaft

30 30b has a pair of longitudinally extending slots ‘224 that
align with a pair of keyed slots 222 in the shoulder 225.

The cam 223 has a pair of cam surfaces that cooperatxvely

address the aligned slots and move a pair of steel balls 221

into and out of the aligned slots as the cam 223 is rotated

35 by the locking rod 23, as will:be .described in more detail



25 energization of the notor 21 fromthe battery 28 is perfornmed in a

well known manner using wres - (illustrated diagramatically in Fig.

7). Referring to Fig. 5, the shaft nenber 30b extends through a keyed -y
annul ar shoul der of the outer housing 30a. The shaft 30 30b has a pair of
| ongi tudinally extending slots 224 that align with a pair of keyed slots
222 in the shoul der 225.-The cam 223 has a pair of cam surfaces that
cooperatively address the aligned slots and nove a pair of steel balls 221
into and out of the aligned slots as the cam 223 is rotated 35 by the
locking rod 23, as will be described {1 nore detail hereinafter. The
outer handle 30 preferably has an aperture formnmed therethrough, sized and
confi gur egyJr@ jddEtlerd sensor 510 which receives radio frequency or optical
signals fromthe 5 HHC. Sensor 510 is operatively connected to.the

el ectroni cs nodA &€ éhﬂn%h%raﬂrPiﬁéﬁfaPﬁﬂhéEF%dF%m?H?ﬁtFﬁ% §8EBehandl e
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when t Be HE e ngensonaﬁla ni$ soperatively qanneated &£o the edertrondcsuat ed
by rotati %cﬂﬁé nsﬁbn%ndﬁngggféﬁfﬂa{:ebgnfﬂéﬁ;&%ecﬁom\ﬁ/ﬁ%eba'hé Obﬁftbgn of

ei t her e turns shafts

, ctivel cts t he
Goor T at o hendls Bl a8 A EG ToHLTR RS 8 L6RALE SUEPEInParBgs bant
doorl atch a}:bzfum t hessais"oﬁesxn ais éﬂthéuerahyoptlmwﬂ.nget ke, damfraseao be

opened, A9 Ao £00E o] SEELRLIRCR T ik SELE! LA NELL,E0a oee
wi shi i@ a B&g.e 2.hor ough background on such devices may refer to U S
Patent Nos. 669,444 skilled in the art will recognize, when the
locking mechanism is in the unlocked state, the 1lock is
actuated by rotation of internal and external handles 25,
30, whereby rotation of either handle turns shafts 26 and
15 - 30b, respectively, which retracts the doorlatch 31 to a
position within plate 32. This action releases the doorlatch
31 from the strike plate 33 thereby allowing the door 19 to
be opened.

o As noted above, locking mechanisms are generally well
20 known in the art and so will not be described in additional
detail herein. . Those wishing a more thorough background_on
such devices may refer _to U.S. Patent Nos. 2,669,474; )
4,672,829 or 5,004,278. In the preferred embodiment, a lock
. mechanism manufactured by Master Lock of Milwaukee,
25 Wisconsinf having a designation Model No. 131 is utilized.
Briefly, the lock is physically switched from the unlocked
~ to the locked state by the two steel balls 221 when they are
positioned by cam 223 to ride within the annular channel 222
as shown in Fig. 5. When the balls 221 are positioned in
30 channel 222, they are positioned through slots 224 of the
.8leeve 30b to prevent rotational motion of sleeve 30b. When
the balls are moved out of the channel 222 by cam 223, the
lock is switched from a locked to an unlocked state. Cam 223 .
. is operatively rotated by the locking rod 23. ° The lock is
35 switched from the locked to the unlocked state and-vice-versa



4,672,829 or 5,004,278. In the preferred enbodi nent, a | ock nechani sm
manufactured by Mster Lock of MIlwaukee, 25 Wsconsin; having a
designati on Model No. 131 is utilized. Briefly, the lock is physically

swi bghed fromthe unlocked to the |ocked state by the two steel balls 221
when they are positioned by ¢cam 223 to ride wthin“the annul ar channel 222
as shown in Fig. 5. Wien the balls 221 are positionéd in 30 channel 222,
they are positioned through slots 224 of the sleeve 30b to prevent
rotational notion of sleeve 30b. Wen the balls are noved out of the
-channel 222 by cam 223, the-lock is switcheg froma |ocked to an unlocked
state. Cam 223 is operatively rotated by thé Tocking rod 23. :The lock is

35 switched Tromidiied oehed iRylihe WOPCKd dldt enandall 92230028 rotated
whenever the |ocking ro 3 and the cam 223 are rotate apprOX|nat§jy a
quarter of a t3PPEO¥LRAtHY a guagtedkfifsa BUrRolnteither he clacksise nsy

I'n the | ocked &dwhetdiodihiiie diedtsonseVelhethél Doeked At 4tk Al

e OUCer OUSLg o oaymseth Es ot SuEe Lo e LEEERY B YR ikt Hhusins
have an axi% 03040t atTie Nhandiei s3@lefisnethesebye preventedunfiromi churrdmye
of 10 the key %%ﬁ%%%%?#‘#}elﬁif?ﬁ% et Pedas i T ke the rotation |
in the preferred 1¥eKEecloek deachanisnanhare cAnt axas aboxotagdonxmhichhiis
others very tyjé£oméd &Eiﬂﬁe,zeaﬁd&rrdiiﬁws}mmwf%d&a@ﬂ aPpridip itk aatuuit
or along the axis..Those skilled in the art wll therefore appreciat.e that
15 nechani-cal ﬁ%ﬁl%ﬁFiﬁo&?d%ﬂe%ytégthQFcéF‘ﬁey Pﬂt&BvahPPgng en@@ﬁﬁhf@il
dooklat ch 1@ckshal key cadceptimtiicytimdenck  &iies mebianiG@moidclobliduks the
b “the key acciprapron i s Blede-xBa I RGN’ 1 18s 0T, | i flich Bl
not 20 introdugkownythevemiay whiidle iathens arexy tnpicatkyaprcilize other
blocking means based on rotation about or along the axis.
Those skilled in the art will therefore appreciate that
15 mechanical motion provided by a physical key in conventional
mechanical doorlatch locks also acts about the lock axis.
The DC motor of the preferred embodiment is configured to act
about the same lock axis as that of the key accept or
cylinder that it replaces. The shaft of the motor does not
20 introduce any movement which is not about the lock axis.
Further, actuation of the DC motor assembly'Zl'(i.é{; the
electromechanical device which rotates the loéking'rod 23)
— requires very little torgue or energy to lock or unlock the’
door via this method. It should be understood that other
25 locking méchanisms (e.g., the lock manufactured by'Mastéf
Lock Company of Milwaukee, Wisconsin having the designation
S.0. 3211X3 ADJ.B.S.) uses'a motion along the lock axis:
Those skilled in the art will appreciate that" the
electromechanical device might provide this motion along the
30 axis rather than about the axis. The lock axis of the
preferred embodiment is illustrated by the line dgnoted b?
18- in Fig. 2. : : - |
Next, in order to better understand the EDL-and HHC and -
the method of signaling therebetween, a discussion of the
35 electrical components. will .be deferred pending a'genéral
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Furt her, actuation of the DC notor assenbly'21l (i.e., the el ectronechanical”’
device which rotates the | ocking rod 23) requires very little torque or
energy to lock or unlock the door via this nethod. It shoul d'be understgod
that other 25 | ocking nechanisns (e.g., the | ock .manufactured by Maste
Lock Conpany of M| waukee, Wsconsin having the designation S.O  3211X3
ADJ.B.S.) uses a notion along the lock axis Those skilled in the art
will appreciate that the electronechanical device m ght provide this
motion along the 30 axis rather than about the axis.. The lock axis of
the preferred enmbodinent is illustratq@® by the line denoted by 18 in Fig.
2. Next, in order to better understand the EDL-and HHC and the nethod of

si gnal i gy} BehERELHESE. tﬁedéﬁéz‘:@éi&:? & {Ke éﬁcfg]&ﬁé' xcomponents  wil|

-be deferred pending a general di scussi on_of the operatlon of the
el ectronic-lock. ..General Opdt@ReEal RPQEILILN next to Figs. 2, 6 and 7 a

Eunc;iongl blnéieﬂrﬁﬂdjaﬁe?ﬁ?;be I-Tthqu\l,JéIZ,r y6 4Qﬂd( Hafé goéﬂmfﬂmlhm&ue: d 5f
prerera %ﬁ% ra S ro qﬁl f I, C Ciqygf e 0o a

t Wo- way gut ot ncHBRFEEFTEdnt

il us_t_5§_1t tprefecably- haptesymoperated)h conproldexzbl y (HiCoM00 )sheuicisi ng

ei t her g?iﬁg&ﬁgaﬁi@ok' Qhﬁwé’-wég Hé wa:?at:(&x:)wx.th ARSI W?iﬁ/hou@nm her
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(by pressing el ther "| oc fqploc . bﬁ?ton an h% FWK:nas dfplcted
at 402 15: anﬁaé‘:’cﬂ% t"@é’ﬁgcuggﬁy) a Prdt 151 é"en?f‘gﬁbg JBRIRNT o AF sen
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ll be further discussed below. The HHC 400 contains a
circuit which transmits on command (by pressing either a
- "lock” or an "unlock” button on the HHC, as depicted at 402
15. and 403 respectively) a programmable entrance code to a
~ sensor preferably'located within the external handle 30.
Those skilled in the art will recognize that the circuit may
be a proprietary integrated circuit (IC) or may be
~implemented using discrete components as will be described
20 herein. As noted above, the standard key cyliﬁder of a
' current typicalldoor lock is replaced in the EDL by a sensor
510 and. an electromechanical device 21 which reside within
the .exterior handle'30..'An?electronic package 500 resides
within the interior handle 25. '
25 The mlcroprocessor 505 of the EDL 500 (shown in Flg 7)
_ communicates with the HHC 400 via sensor 510. The entrance
- code 1s verified and if it matches a pre-programmed coder
which resides in a local nonvolatile memory,- "then
electromechanical device 21 is actuated to switch-the EDL to
30 an unlockéd.(or locked) state. In the preferred embodiment
.the electromechanical device 21 is a miniature DC motor with
a 256:1 gear reducer . 22. The electromechanical devick
rotates the locking rod 23 approximately-i/4 turn either -
- clockwise or counterclockwise to switch the lock to a locked
35 or an unlocked state, respectively. - In the: preferred
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i pl enent ed using discrete conponents as.will be described 20 herein. As
not ed above, the standard key cylinder -of a current typical door lock is
repIQJed in the*EDL by a sensor 510 and. an el ectronechani cal device 21
which reside within the exterior handle.30. An electronic package 500
resides within the interior Handl e 25. 25 The ##cr opr ocessor 505 of
the EDL 500 (shown in Fig. 7) conmunicates with the "HHC 400 via sensor 510.
The entrance code. is verified and if it nmatches a pre-progranmed code
which resides in a |local nonvolatile nmenory, then electronmechanical device
21°is actuated to switch the EDL to 30 anZﬁﬂocked (or locked) state. In
the preferred enbodi ment the el ectronechanical device 21 Is a mniature DC

notor with a 2 re r s
t he | ocking ro§if%§ggggfoxﬁﬁ%feﬁ%%ﬁnfﬁq“éﬁgeﬂt i g% %9f¥h£§ weERLR

count er cl ockwi 830 eRet ﬁ%c?%@k abthough Kdpsss skiy %ﬁi d SBRearst Hidl
respectively. mmlemhhelypapbeéeedte thgéodhae éarh'.hﬁ , SMbtéhi saaﬁﬁegpéear,l

is acconplished thin_|less e se ond t hou t hose, ski | e
bt e I mearatsadel apdaes) 25, B FRESHe.pRH, IOHR! YPeEsIL cpbiqatiett
vol t age applsi edheo ttilme nim owhicindtheclotckpagwoperaltioaf foscurs . t HBhe i geakn
whi ch the | ockixag,@Re ?2 ofs Oés%ﬁrati@élﬁeésnh%ﬂ&@ té2 d 3:;&:9088{1&&&!%&

connected to a non conducti ve a sin pol e swtch having two

end contacts 58isih&kdhitlki§sSinghagpreye sﬁlé'-EhS'PqVﬁtn@r dHS %"‘PhCPEEPCtS
spring contact 538 tttheidedin t(rngmtox SddwWBgD t IpdskDIS7 sirferaotd chptht Deaf
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ei t |l ocRéd ewikcheck ech EheheHCacomcake:t arblamomlo@E@(sLa):e\ml cﬁhes
oo v ARG 4 PUE SARCHRE ind it o e et
i medi atel y re HEGQ &0 verify ‘that the EDL is elther locked or
unlocked. The HHC contains a bi-color LED (412) which is 1lit
briefly upon receipt of the confirmation signal from the EDL
15 (e.g., green when unlocked, and red when locked).  Those
skilled in the art will immediately recognize that other
signals might also be incorporated such ~as an audible

confirmation signal.

The mechanical actuation of the door lock (i.e., opening
20 of the door from the outside using handle 30 or from the
inside using handle 25) is provided by the user after the EDL
is internally sﬁitched'to the unlocked (or locked) state.
Thus, the user provideé the torquée to bias the spring loaded
rotating shaft 30f to retract the doorlatch 31. Thus, since
' 25 the DC motor 21 only needs to rotate the locking rod 23 and
cam 223, a very small low torgque motor may be utilized which
need not rotate about a long arc. In the preferred
embodiment, the shaft of the gear reducer 22 can be rotated
about an arc of only 10° in order to successfully switch the
30 EDL from the locked to the unlocked position (and vice-
versa). However, the amount of rotation is a  matter of
design choice and type of locking mechanism with which tile

EDL is - utilized, as .will be appreciated by those skilled in .
the art. The switch 57 located on the gear reducer 22 'while
35 ‘being used to cut the power-to the motor 21, is also used,
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signals m ght also be incorporated such as an audible confirmation signal.l
The mechani cal actuation of the door lock (i.e., opening.20 of the door
fromthe outside using handle 30 or fromthe inside using handle 25) i
provided by the user after the EDL is internally switched to the unl ocked
(or locked) state. Thus, the user provides the torque to bias the spring

| oaded rotating shaft 30f to retract the doorlatch 31. Thus, since 25 the
DC nmotor 21 only needs to rotate the | ocking rod 23 and cam 223, a very
smal | low torque notor may be utilized which need not rotate about a |ong
arc. I'n the preferred enbodi nent, t?_ shaft of the gear reducer 22 can
be rotated about an arc of only 10 in order to successfully switch the 30
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advant ageous 1 n certaln | nst ances he current rawn y
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drawn thraugd h‘?%n?ﬁer}notai\t rﬁtéﬁ"%@é’huh' llisgigag: ta?rﬁxeée gedymahani cal
swi tch dISCUS erein not ed, above, Ee i nt rlor QQIe 25 of Epe EDL
i s _ rough the motor), rather than by utl izing the preferre

mechanical switch discussed herein.
As noted above, the interior handle 25 of the EDL is
15 equipped with a central button 29a for manual switching of
the EDL from the locked to the unlocked state and vice-versa.
Built-in LEDs .29b are used to provide a visual indication of
whether the door 19 is locked or unlocked. The electronic
package S00 and the battery 28 are inserted in the interior
20 handle 25 of the EDL. Although not tested, preliminary
calculations indicate . that the battery 28, preferably
lithium, of the EDL should provide enough energy to power the
EDL fdr at least ten years. Preferably the battery 28 can
be replaced only from the inside of the door 19 through the
25 battery compartment plate 54 of inside handle 25. When the
battery 28 loses approximately 90 of its capacity, a warning
signal is preferably transmitted from the EDL to- the HHC
.'_every time the EDL is activated, and a buzzer is emabled
'inside the EDL. Therefore, every time the EDL is activated,
30 the HHC produces a brief audible warning signal to the user
when the EDL battery 28 is low. A different audible signal
'is generated when the battery (not shown) of the HHC itself
is low. 1In case the EDL battery 28 is not replaced in time,
- optionally the exterior section of the EDL may be equipped
35 with a.proprietary-miniature'port (not shown) which may be



15 equipped with a central button 29a for manual. switching of the EDL from
the | ocked to the unlocked state and vice-versa. Built-in LEDs .29b are
used%%o provi de a visual indication of whether the door 19 is |ocked or
unl otked. The el ectronic package 500 and the battery 28 are inserted in the
interior 20 handle 25 of the:EDL. Al t hough not t#sted, prelimnary
calculations indicate that the battery 28, preferably I|th|un1 of the EDL
shoul d provi de enough energy to power the EDL for at |east ten years.
Preferably the battery 28 can be. replaced only fromthe inside of the door
19 through the 25 battery conpartnent plate®4 of inside handle 25. Wen
the battery 28 | oses approximately 90 of its capacity, a warning signal is

preferably transedtiebdwedmeheeebbleldetioni¥E, ey Eb?% hd§ bdPadcessed
activated, an a buzzer i.s enab] ed i nside the erefore, eve tine

EDL
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shown)  whi ch pRYtéSy 28UsREnt eheowel1! B8 ERhualieake@nwith: dlfye%noqugr{@y
be accessed by an authorized service personnel and 1is preferably

el ectronically protected from overvol tage or shorts (e.g., with a diode).
Al ternatively, a phieé oEDLt micropirbcessbrS 59i%0viy pungtﬁmméwtabladcepﬂﬂan

EDL which can %ﬂé‘fgﬁé% oy inb%%eﬂ%rggx% i té}?ecﬁ%é 58 iLLHm(%‘ée‘i:dﬁth

direct |ight. Cropr ocessor programme accept
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preferably co d of two segnen The first segnent of t enc
code is a stan dte’f%ﬁ:tt megglrﬁ'}&?l W%W 58 rbar%rﬁfﬁi“f %%%é’tod%’
HHCs carried code which may also be programmed into emergency HHCs carried
by authorized service personnel. The second segment is a
15 personal emergency code which is either programmed into the
EDL at the factory or optionally after installation by the
owner. The emergency HHC is equipped with an alphanumeric
key pad which can accept the personal segment of the
emergency code from the owner. To add additional security,
20 the personal segment of the emergency code can be arranged
- and configured to be changed after the door is unlocked by
. _ the authorized service personnel. If RF communication is
N7 utilized, the emergency code can be remotely transmitted from
an author;zed service center and/or a security service.

25 ; Entrance Coding Scheme
Next, referring to Fig. 9, a discussion of the preferred

coding scheme of the EDL will be presented. ' The EDEG
preferably can store 64 entrance codes. Each entrancé{code
is comprised of 64 bits. Therefore, there is a possible 2%
30 potential combinations (for reference, 2”-is-approximate1y
4.3 billion). The first code of the 64 entrance codes is the
specific lock code (”SLC”). The remaining 63 entrance codes
may be. preferably used for "master";and-"éubmaster" HHCs -
{i.e.,. allowing a single HHC to access to any number of
35 assigned EDLs). ‘An - individual HHC only transmits one
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by aut horized service personnel. The second segnment is a 15 personal
energency code which is either programmed into the EDL at. the factory or
optionally after installation by the owner. The energency HHC i s equi ppe

wi th an al phanuneric key pad which can accept the personal segnent of t
energency code fromthe owner. To add additional security, 20 the personal.
segnent of the energency code can be arranged and configured to be changed
after the door is unlocked by the authorized service personnel. I f RF
conmmuni cation is utilized, the enmergency code can be- renDter transmtted
froman aut horized service center and/g{ a security service. 25 - . :
Entrance Codi ng Scheme Next, referring % Fig. 9, a discussion of the
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unlock a smaller number of EDLs. PFigure 9 illustrates an
example of this entrance code priority level scheme.
Thus, the present preferred system allows for 62 levels
15 of “submasters” in addition to the main “master” code. Those
skilled in the art will appreciate that different priority
levels cannot have the same code to prevent HHCs with lower
priority from locking or unlocking EDLs which.are limited to
‘higher priority HHCs. This priority method allows for a very
20 effective enforcement of limited access to sensitive areas.
Those skilled in the art will also appreciate that a given
EDL and a number of matching HHCs can be programmed to have
the same SLC by the'manuﬁacturer or by the owner with the use
of an_EDLP 600. (described below). '
25 ; Communication Scheme
| . The communlcation between the HHC and the EDL is based
on spread spectrum communication- (SSC). This technique
allows for a frequency of a given carrier signal to change
.continuously with time according to a preset time-varying
30 frequency program. Unlike standard frequency modulation (FM)
in which the carrier frequency varies by a small percentage,
the frequency variation of the carrier signal in SSC s
virtually unlimited.. Therefore the bandwidth-of the SSC
. carrier can become extremely broad and allows for the
35 transmission of vast amounts of lower frequency digital
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area, while codes with priorities 2, 3, 4, etc. can |lock or unlock a

smal l er nunber of EDLs. Figure 9 illustrates an exanple of this entrance
code/ priority level scheme. Thus, the present preferred systemallows for
62 | évels 15 of "submasters” in addition to the main "master"” code. Those

skilled in the art will appreciate that different priority |evels cannot
have the sanme code to prevent HHCs with lower priority froml ocking or

unl ocking EDLs which are limted to higher priority HHCs. This priority
met hod allows for a very 20 . effective enforcement of limted access to
sensitive areas. Those skilled in thefartzyilt al so appreciate that a given
EDL and a nunber of matching HHCs can be priogrammed to have the sane SLC by

the manuf act urgls it drl'SuBHNES Md Wab1@uss Bl afle FDbEL S0k (YRSELEREY:

bel ow). 25 . nrcation 1 € comunic
bet ween t he HE3eFtFaHe Rock $Y5468d on spread spectrum conmuni cati on-

(ESC)- Tp! s tec:ma'ﬂu&.t ia{d OWexitor tda_ f mtguenqm,of t?e?! &ﬁbl@.@ﬁﬁbergii gRak to
change continyqusly . I ne_accor,di 0.2 prese ne-varyin .
frequency pr oéﬁﬁﬁ%tl%e CREARET dfr g&}éﬁﬁfﬁlﬁﬂil af| bﬁlf‘lgl\/)%?ﬁ%i?&herhe
carrier fréqueawitohsmd esnbyand sofif) byr ctheaghgittied f infjoemayionr ich | aheof
the carrier signRalay S Vit |11 hdt h
of the SSC carri eraﬂgaéngggg%ﬁe t@ét?g&née z&grfggflg%d K S%thgfkgﬁegggg%'
transni ssi on JOWRYRT aBenreceivesBrst ke RS A Fung to aj fYBFhaEPndgeduch

Rl g e SHCme sy o esbatihgy) lodaien, e
ef erring next,taq Fi.g. . .anpli.tude. o r ans ed carrier.is

|l ustrated adisinal kdRPTmAtion 5 gy (hRly GPEAASH 1)DBy FhandRsd: oA
i nf ormat | A0 ofdemvelvdiationce Ahdesninimonr deandwidEt enecessary rtostransnit
signal, howevehe h@%i&%ﬁf?é?&gﬂ&?io@%é@ﬁﬂéﬁ %‘Héeih‘io%ﬁ?é%ﬂr BRh&Rddth.

duplicate of the transm!H requency §rogram _
: The advantage of using SSC versus other common methods

of information transmission (e.g., AM or FM) can be
quantified by the process gain (G,) which is the ratio

15 between the overall carrier bandwidth and the 'i'n'fo_rmatiIOn
bandwidth. As those skilled in the art will recognize, a
major advantage of the SSC technique is that the signal-to-
noise ratio of the communication system is improved by a
factor which is equal to Gp. Because G, for SSC is nbrmal_ly

20 larger than G, for other communication techhique’s, the signél
" to noise ratio of an SSC system is far superior to those’
systems. - Additio_zially,'- SSC has better radio interference

immunity compared to other "transmission systems. .

The time-varying programmed changes in the frequency of

25 the carrier is commonly called frequency hopping, and is
normally accomplished in an electronic circuit called a
frequency synthesizer -(dis’cnssed below). For successful
decoding of a set of given information, the transmitter and

. receiver must use the same time-synchronized freqiiency
30 program. The protocol for such synchronization is quite
complicated.  However, the present invention ut;ilizes a
communication method  which ‘eliminates the need for %
synchronization protocol.” In the present -system the .
frequency program is transmitted to the receiver as p'aft of

35 the transmitted information. Thus, the receiver must be
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digital information is then obtained by standard AM 10 denodul ation. The
m ni nrum bandw dt h necessary to transmt the desired information is called
the informati on bandwi dth. The advantage of using SSC versus bther comgo
met hods of information transmssion (e.g., AM or FM can be
quantified by the process gain (Jerr]) which is the ratio 15 between the
overall carrier bandw dth and the information bandw dth. As those skilled
in the art will recognize, a major advantage of the SSC techni que is that
the signal-to- noise ratio of the comunication systemis inproved by a.
‘factor which is equal to Jerr]. Becaug&[err] for SSCGis normally 20
larger than Jerr] for other communication techniques, the signal to noise

ratio of aﬁhxﬁaﬁ@ €ySaRMAstial aupsaier fEQqﬁQﬁé? 2¥Skfrs sscAddignaqnald y, SSC

has better |nt rference jmunity co to ot her-transm ssi on
syst ens. e’iﬁ &Fﬁ?@g‘lﬁl a9 duency of 25 the

carri erI is comﬂwlprmmédtﬂrb fﬂ’c&ﬂwﬁmdmm hﬁﬂivheéh HeTHHY amrt @nd | |Sh\</9v;1
in an el ec t,. C t r sse elo
For succesé# eco I'Ng b aé‘{xglgﬁrﬁf&{ ﬁa\%% %]fd(s)v%/é:rat ﬁscc)ﬁlzl (¥t §rﬁt ote)r and
recei ved riig. ub@:tﬁbr%‘énewhenetb9n&flﬁoﬁﬁz@@tflrv@q@dncﬁmdmmﬂ@g}rmng The

pr ot ocol ;_951§é'fi"s %‘x‘:’&?@fn@.@'téat ththé E‘BI!. %1%@1”2{15:9&86 its ldAWRMSonilde
present invention utilizes a_cQ ni cati o tho |ch el i mnates the need

for a syndffA%t P8? brRR &AL s IMPTRYLLY " dOFRantsy st meMfe & quency
program i sbattewsyri 28 epower  he Thegri aeseaenuapulse 3a cbmrbaammﬂ)tt:@l

| OF MR | Qe ol W5 (419 £RLCRNET e BUShabEare LHARHSLO AR WAL gl dalault

frequency comrunl catl on proceaure to
begi n.10het®r beelups m@r ockmtihe G%Rﬁ-on B&t when BDie mabneamattan:he

therefore é\@sﬁﬁﬁf@ﬁa@aaéoﬁﬁihﬁé(\@loﬁtéidnéﬁfnﬁr{ b89t£9n§nft9ed]tﬁr dHd St
when the b Ts aglivgted, an Tnitializing pylse s (ransyited,tq the EDL
whi ch tur rFq e-HBEr 137 @n approp
412 built into the HHC may flash.
The entrance code is preferably transmltted in segments
15 of eight bits interrupted by eight bits for the next carrier
frequency code, however, other numbers of bits might be used.
For an eight bit segment, 256 discrete carrier frequencies
(between 1 and 40 kHz for IR .communication, or 4 and 100 Mhz
for RF communication) are used. Those skilled in the art
20 will recognize that with a larger number of frequencies, the
~ transmission looks more like noise and is more difficult to
succeésfully 'decipher the code. Each of these carrier
frequencies'is identified by an eight bit code. buring the
- interval in which the HHC communicates with the EDL, a new
25 freguencchode is selected by the HHC at random after the
transmission of each eight bit segment of the entrance code.
(Only the initial .carrier frequency is fixed so. that
communication between the HHC and the EDL ~caﬁ~ be
established). - The random code is selected by choosing an
30 eight bit code and going to a look-up table stored in EPROM
which correlates the eight bit.code to a frequency. This new
frequency is then delivered to the frequency synthesizer 438
of the HHC. The HHC.then transmits the eight -bits of the -
. entrance code and then eight bits which identify the next
35 carrier frequency to the EDL. The carrier frequency of the
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package 500 (the EDL is nornmally "dormant" to conserve battery 28 power).
Then a second pulse.(a control bit) istransmtted to the EDL to indicate
whet her the user wishes 10 to |lock or unlock the EDL. |If the EDL is
alréaﬂy at the desired state a confirmation signal may be transmtted by
the EDL to the HHC, and an apptropriate "locked" -og##unlocked" LED 412
built into the HHC nmay flash. The entrance code is preferably transmtted
in segnments 15 of eight bits interrupted by eight bits for the next carrier
frequency code, however, other nunbers of Rjts m ght be used. For an ‘eight
bit- segnent, 256 discrete carrier frequenci (between 1 and 40 kHz for IR
comuni cation, or 4 and 100 Mhz for RF comunication) are used. Those
skill ed in theHHC changeais| beforegtheenekrat enghht hitargérthenbntramce code

frequencies, !Rad SR WarLPk? FREGuLheF RBLES A2l drarBiG .| oy

to successfully deci pher e co ese carrier quenC|es |s
i dentified by &ﬁaeﬁg‘ﬁﬁswp s ronciyded yhenceightrgxoups, WEchharpepHPEing

conmmuni cat es WcblpiliseEDbf aighw Bitsf 6@Qﬂﬁécénﬁﬁdﬁcé5c66ée&ﬁcﬂfdebg'hi hei £EiC
at randonlafter th transm ssi on_of._eac f the entrance

Code " om o5 The Hhe! BRRETCRRFIPE" EpRignEk e b br3ReER S’ o,
comuni cati on bet When EDThede¢dd®s atble thensaﬁmtedannﬂmgmasuamiuﬁﬁn@ tHae

random code isca%act&}mzchffmidzﬁgn%gﬁ gpna' Jaztnswf‘@ aﬂéogq r@l%&éu

| ook-up table stored in ates e eight _bit cod _
frequency. Th|§°ﬁ€vlfreaﬁﬁnc§DL5;WQﬁ§1(ﬂQVGVeP@H ﬁéePﬁéCF#eqh@ﬂKyuP table
sKnt hesi zer 40&0ereu.geilr:]ﬂb|ccari'ﬁ€rgffe qudtdids dafm Tﬁgﬁiﬁbeltgbbggbl te ‘Olfxat
the, entrange cqde,an t bi.ts i dent ex c
frebatney 10, drenenp ARleCkbha kb thf i, OFF, kad IRFpRRKLicR WRIL f0r
t he next ei ght b lpgowbrﬂhredenpd&dcbycm &P .t héChvsxt m rargry fisedfhencyDL

code are transyotc%ete eh@nsEA SHIAN bicraRELudRhNCByel Gl 450UPEso
each group bei conprise el ght of. the entrance code and ei ght
bits rotected by the random combznatlon of carrier frequenc;es

over which the entrance code may be transmitted.
15 Assﬁming complete reception of the codes, the code is
'fthen compared with the codes stored in the EDL'’s nonvolatile
memory, and if there is a match, the DC motor 21 is activated
to switch the EDL to a locked (or unlocked) state. When the
DC motor 21 stops and the end switch 57 is engaged, a
20 confirmation code may then be transmitted to the HHC if

desired.
_ It will be appreciated by those skilled in the art that
N\ s;nce any of the 256 carrier frequencies might be utilized

at random, for successful communication between a given HHC

25 and an EDB, it is necessary that all 256 carrier frequencies

which might be utilized by the HHC must also be utilizable

by the EDL, even though only a maximum of eight carrier

frequenc;es are used each time the HHC is activated. Hence,

the SSC transmission scheme can dfastically reduce- the number

30 of HﬁC's which can communicate with a given EDL because it

' is possible to produce groups of HHC’s and EDLs that have

dlffereht matching sets. of carrier frequencies which arde
preset at the factory._ Obviously, HHCs and EDLs from -

dlfferent groups cannot communicate because their programmed

" 35 carrxer”frequenc;es do not match (except due to an extremely



5 of the next carrier frequency, are transmtted. The EDL decodes the
transmtted information using the coded carrier frequencies and converts it
into a digital code. The EDL must have an identical |'ook-up t<ble
correlating carrier frequencies with eight bit codes to that 10 | ook-up
table found in the HHC, or the information will not be properly decoded by
the EDL. Thus, not only is the EDL protected by the 64 bit entrance code,
but it is also protected by the random conbi nati on of carrier frequencies

over which the entrance code may be transmtted. 15 Assum ng conpl-ete -

reception of the codes, .the code is thgn conpared with the codes stored in
the EDL's nonvolatile nennry and if ere iIs a match, the DC notor 21 is

t ted_t t EDL t | ock | ocked) st \h he DC
act i vated hgestt Ll A BB hedchasker (ol ooksdhaaigisy, Wienphte o
may then BecuraMynprbedded bhethé{énﬁrannaruaﬁeIﬁtsauﬂ, bbeappmberacéd by
those ski l&}?ﬁg hﬁéhﬂecéﬁt d& rlé?&é’dly; éd?rﬁm%i@a‘i%rn' %&tixr efueppt.es

nght be | Zze ran Wgw successtul comunicati on tween a gl ven
HHC 25 amaYaReEmestrictednbyesbar papRAaCERFeyses éﬁiﬂi‘-Fé?nﬂeﬁﬁgﬁcFEB whi ch

{nhght hlse :Hel hageHelytd he dﬂd@z{mat. BY sépdei ti Lhg At &py "tlypeEDLe gven .
oug on car r.l € S e
i To acd saFaRT RRBRSE) °\ MFexgllr, Shekb BELE e e ErpoBedabull
reduce t herithnritdre 3factdéryiHEos haviecta cepecbfibungraup wift 256 gcaem.EDL
because i I a haye

di fferent ‘tze ?{Cu%ﬁ%g'ege?gtsgfgﬂgegﬂé%?ew 'm"?enm es n? nﬁ%?é@Lfléég?égt ﬂ%‘ e
factory. thep@rgusiyl amﬁesaaeaeeeege FFGE]BPYfEP@H?rngug§eﬁﬁﬂﬂ6%es ﬁH)
c

commrliocahaglwwmmie@.r Oﬂﬁdl”ﬁﬁdt35hecaﬁinib€r fofeafeegiesc tos Nnpasmat
(except due.to_an extre £ cgtU| ous gccurrence) . Thgs, I n
addi tion t*&1has s’éEﬁr'?%ﬁtp&d\ﬁsdgangy ? R aa‘h%é:q’teog@ APEBFLeS) 8T Runber
of ' a - matter of design choice, with the cost and method of
. transmission being factors, among others.
An important advantage of SSC is that it virtually
15 eliminates duplication or decoding of an HHC. In the event
that an HHC does not match a given EDL, and additional codes
are received by the EDL the electronic circuit is preferably
disabled for three minutes after a predetermined number of
unsuccessful attempts. The purpose of this prOCédure is to
20 prevent unauthorized users from method:.cally scann:.ng through
all possible codes.
When the microprocessor senses a malfunctxon in the "
hardware it may switch to an optional secondary electronic
_ system (not shown). The secondary system is preferably
25 identical to'the primary system. While this secbndaty system
provides redundancy for xmportant locking appllcatlons, its
additional cost and size may not make it practlcal for all
embodiments of the present invention. The EDL may_also
transmit a warning to the HHC when a secondary sysfem'is in
30 operation, resulting in an audio/v;sual warnxng for the user'
- in the HHC. '

HHC ‘Electronics 400 N

" Next presented will be a descrlptzon of the HHC :
electronics module 400. ' _ _
35 . 1In the preferred embodiment, the HHC electronics module
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HHCs whi ch can actually establish comunication with the EDL may be
restricted by the manufacturer. Additional HHCs can 5 be matched to a
- given. EDL by specifying the EDL "type" (e.g., a serial nunber). Users of
| ar §&" nunbers of EDLs can arrange with the factory to have a specific group
of 256 carrier frequencies assigned especially to them Those skilled in
the art will also appreciate that any nunber of frequencies 10 might be
utilized, and that the nunber of frequencies (as well as the eight bits
used to correlate the frequencies) are-a natfjer of design choice, with the
‘cost ..and net hod of transnissioh‘being,facﬂb -~ anong ot hers. An inportant
advantage of SSCis that it virtually 15 elimnates duplication or
decodi ng of ani@fHCand! theheEB eelletitabniosHriddides 500 @xec hcempy ised EDIE,

and additional_.codes. are r Lyed ectrqn s Cit
preferably di &Y lg'c? orf%fﬁ?§§n§inu?ggégg(g&géﬁgxé%ef er m%nryé% :?d'r‘{ﬁg'b’t'of the
unsuccessful sasagiptionef psipbier oFompPBepEscddule /i 3IRD 45 aRdyvelt)

unaut hori zed usErs fdt0BegbRadiadbl ¥t STEngE R bd 16w Ugh ctirineRditnbwd thoGes.
When the m croprocessor sénse aéaﬁftwmtlon in the hardware it may switch
to an opti chal®l&KIFHALSS éFE%ﬁV% ‘system (not shown):  The secondary
systemis preferalRefe¥ririglan iRiat. t6g tuneepr inceomals ponddt ivinis| shehHEC is
secondary system prqvi des. .s.e Moy lcocki ng ' |

its additi onalf%%n%a‘nd%lzseq%%wﬂ%gksg# r g‘c%{alncsalgf:‘ %r‘wgi%lelhgs _ogtii%rft S
of the present4@hweMheoHHC hametrol swijches 492 ArGi403 whlch RFovddendhaHc

when a secondafyn FySSdR ahd P180keaer AincdionsS tekpagtivedy . amlicn eithalr
1o 19 e |t SR v | pe e cHBR B3 08, Bigd byt the, Ri°Taped 01 |
pref erred enborhpenfQutge H4O4ewddilr ganeratedaheinterrupt request for the
MPI) (Micro Processor Unit) 405 which effectively turns the

HHC hardware on. The HHC is turned off by the confirmation

signal from the EDL when it is switched into a locked or an

15 unlocked state. If no confirmation signal is received, .then

the Watchdog Timer 401 turns the electronics module 400 off.

The carrier frequency program, and the EDLP access .code

reside in nonvolatile RAM (Random Access Memory) 406. The

initializing pulse is transmitted by synthesizer 408 at a

20 given'default frequency (e.g., either 40 Khz for IR or 4 Mhz

for RF). _ .
The MPU 405 is preferably a controller manufactured by
L/ Motorola having a designation of MC6805. However, - any

processorj/controller which provides for input/output, can

25 decode input signals, and fetch and store information from
memory might be utilized, as those skilled in the art will
recognizé. ' : ~ R
The foregoing programming of the carrier is accomplished

via the frequency synthesizer 408 which is .controlled by MPU

30 405. The program which executes this control resides in ROM
407. This prograin produces the sequence of eight 16 bits
words each consisting of 8 bits of SLC and 8 bits of carrieY
frequency code (The carrier frequency changes before the next
8-bits of SLC is transmitted). The output of the synthesizer

35 408 is then switched on and off sequentially according to the



400 and the EDL el ectronics nodul e 500 are conprised of similar functional
_ bl ocks/ conponent s. Accordingly,. the description of simlar conponents
(i.e., MPU 405 and 505) will not be gone into at length belowin conneQEjon
with EDL 5 el ectronics nodul e 500. Referring to Fig. 6, under normal
conditions the HHC is dormant. This is acconplished by nmeans of a Watchdog
Ti mer 401. The HHC has two swi tches 402 and 403 which provide the

"unl ocked" and "Il ocked" functions, respectively. Wen either 10 of the two
sw tches 402, 403 is pressed, the PIO (Parallel Input/Qutput) 404 will
generate an interrupt request for the m@u;(wlcro Processor Unit) 405 which
effectively turns the HHC hardware on. The HHC is turned off by the

colnfl rk rrgt lc%mgﬁdﬂnabofxfeﬂtt ke EBhchhap IELtSw@Mdt chedn ngge agragededr an 15
unl ocked s

| f. no.confirpation s is re ve thenthe V\atchdog
Timer 401 %‘%H%”ﬁfbt'el“@& B Besiaan a0Hots Aqtustly Ele tERREAEsERCy
program dre t1Re dDIRF amresce dade (rtezs.lsddevricmri\soleattmlee: EAI\/IIRRabﬁQ-meAccess
Menor 4 n i t 4Q8 at a
oo Y dmiifed TULER] Bl O PUkSEkRel " PR VABdNG ThELA] A0 o
The VPO 405>nr@lp1r1éf1@r é'—lélleyr&cééﬁﬁr@Pﬂ%rb%nkﬁ aﬁt‘tkﬁ‘@tﬁ%}lwmh@r Feseisehg a
desi gnat i qpof t&/C&HES. tradiiney hodeaRE pmseaaepheoraf other f%k;ﬁlén@yow des

f t / out put d d t d fetch d

ot or ot GTRAR 8, FO8 GRS PG - o Rhe; EARenEFTon 0f : b ¢ i)
recogni ze.inffernfatrieyoi ix) prece cbmctnlmg a!i ihetmahzengl blacto&’ﬂabwededbwl a the
frequency asygaggﬁbzehléognﬂglph %@]\A ?gb}obyw 205 ¢ g’geb@r ogram

whi ch executes this control resi es I'n |s program produces t\r?
sequerd® dWiiqhrd 1 & POkR ST 26h updRsked §5a8R-8 bits of SLC and 8 b

of carrier freﬁﬂ&ﬂfé&/p&@@érﬁaeeﬁaéaménﬂeﬂn@wnmm iketompriidednext
8-bits of _ Cis n E ng Tge out%g trrle gi g gglt%g‘r: 5av411-(1)_l8 S
Chen sui t SbPRTRIAeEPFEeE Lanmi i SutEd Y fgnesaLh g'°
the designation L14F2) and an IR emitter (manufactured by
General Electric having a deéignation LED56). The frequency

'J_.__S synthesizer 408 generates a frequency carrier that is
proportional to a binary “word” that is provided to its input

by MPU 405. 1In addition there is another input which can be

used by MPU405 to disable frequency synthesizer 408 output.

In the preferred embodiment, the frequency synthesizer used

20 is manufactured by Motorola having the model designation

"~ MC4046. '

. Receiver 409 (best seen in Fig. 11), used to receive
signals from the EDL 500, is connected to the sensor 410 and

~ frequency synthesizer 408, and mixes the signals at mixer

- 25 block 409a. The output of the mixer 409a is the input
frequency from the sensor 410 minus the frequency synthesizer
- 408 frequency. This output is provided to IF amplifier block

409b, which amplifies the signal for detector block 409c.
D'e_téc_to_r block 409c: removes the high frequency (carrier)
30 c‘om_p,onents_.. Those skilled in the art will recognize that by
changing the frequency of synthesizer 408, the receiver can

be tunéd at different frequencies. The decoded signal is

‘then provided to MPU 405. 1In the preferred -embodiment,
_ receiver 409 is manufactured by National SemiConductoxr having

35 the model designation LM1872N.



digital content of each 16 bit word. In the preferred enbodi nent, the
synt hesi zer 508 is actually the transmtter. The IR or RF sensor 410 (this
devicé is either an IR source conbined with an IR detector, or a w deband
anterna) is.5 normally in the receive node but is switched by the receiver
409 to the transmt node if the output of the frequency synthesizer 408 is
nonzer o. The transm ssion of this information is preceded by an
initializing bit followed by a control bit which infornms the EDL whether it
is to be 10 switched to a | ocked or an unlgfked stdte. In the preferred
embodi.ment, the sensor 410 is conprised of 24 | R detector (manufactured by
Cener al Electrlc havi ng the designation L14F2) and an IR emtter

]gmanuf actur1 gd by Eemer %orﬁt).'ghﬁﬁa[ﬂibrha!ligﬁaa er_@dugnﬁhiaor!.=:tﬂ:x:ED;55%1 reT:léf1ved by
requency S sizer g carr t ha

propor t i onal % g ﬁgrfolbvvordﬁﬂ g‘% %/% °Ft ¥ ?ﬁB eMﬁWﬂO%s
In addition thdpsked anouhéQCRaguandhonh.oﬁntbe LERd by2NE5MﬂErm@ddmnaﬁ¢e
frequency synt ey 8 Py . ref n t

f requency s¥ntﬁesﬁ§§bd§ge og% H#sakgﬁ& gc?ﬁféﬁﬁﬁ§dﬁbn%$g gﬁhggﬁn@%Lh %el

desi gnat i on>MCE%a5e Rec#hich 4ddo iHaakreadh ﬁ‘hl"F‘f hed 1 1ghe L%EEFQR)’C#%‘E%JJ%D
signals fromt ¥gaERes588r BSseesfiasted to the sensor 410 and frequency

hesi 408, d h ' I ' bl 409
outpUt of L he ni xor 4 BbE Seeth ShA0 Yria Hora et 305 pRG5eA 8 e s R T HER
the frequency wjuichegpresent8s theebindron dompleting is gives dbahdtidf, a
anplifier bl ocg,zé.gg_ggem) elsglarﬂg IE]J: Jnﬂ:e% gg@l ﬁngngt eqiQls @%}%140%.

Det ect or bl ock t he uenc carrier) 3 conp
Those’ ski | R8d Fecegaized Wy Fh?eé'wg'mszéﬂ %w(*mihdaqaglﬁﬁe the dibfc vt b2
3ynt gezl gfr n:?&ndt l&@xameel) \ala(rj abdibie fwaied ngy zﬁﬁri‘gertﬁmzéﬁ ﬁar.ue.nmmlluirée
e(rart(;gd?rmnt ’ 8& \Féﬁ'e 3’8@ L ﬁ%fﬁf?’u?égnﬁ eﬁa{'%ﬁaﬁ ‘%ﬁeﬁﬁ{ﬁ‘hcﬁ% dmjﬁ%g
signal using buzzer 420. For example, the HHC can be
equipped with a second optional backup circuit and such a
15 signal may be issued when the monitor 411 switches to the
backup circuit when it senses a failure in the primary
hardware of the HHC. Also, the HHC battery may be monitored
by MPU 405, and when the battery voltage drops below 90% of
its nominal value, buzzer 420 sounds when the HHC is
20 activated. ' .
In the preferred embodiment the electronic package of
; the HCC measures 12mm x Smm. This: package is preferably
— .~ built around a proprietary integrated circuit and hence the
- power dissipation is kept to a minimum:. ~ The HHC is
25 preferably built in a small package which mlght typxcally
measure 2.5 cm x 1.5 cm x 0.5 cm.
' The HHC can be programmed with the EDLP 600. . The
communication between the HHC and EDLP is establxshed'vza IR
_ or RF transmission using SSC. An initializing code advises
30 MPU 405 that the entrance code is to be reprogrammed. The
EDLP then sends an access code to the HHC which MPU 405
compares with the access code residing in RAM 406. 1If the
code matches, the SLC and the access codes of ‘the HHC can be -
. programmed. Note that the programmer must have the same
35 frequency program as the HHC for successful communication.
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35 the nodel designation LML872N. The confirmation signal fromthe EDL
Is received by receiver 409. The MPU 405 recogni zes whet.her the EDL is

| ocked or unl ocked and one of the LEDs 412 is turned on for 3 seconds. «th
an attenpt is nade to switch the EDL to a 5 state to which it is already

swi tched, the appropriate LED flashes for 3 seconds. In the event that the
EDL's MPU 505 senses a nmal function which prevents the EDL from conpleting a
given function, a warning signal is transmtted to the HHC. This signal is
10 recognized by the HHC s MPU 405 which toggl es the LEDs 412 and enabl es. .
-an audi bl e warni ng usi ng buzzer 420. Fg!Lures of the HHC itself are
signaled with a different (audible) Si usi ng buzzer 420. For exanpl e,
the HHC can be equi pped with a second optional backup circuit and such a 15
signal may be issued when the nDnltor 411 switches to the backup circuit
when it senses a failure in tERL B of the HHC. Al so, the HHC

battery may bené@elisﬁraefaegeﬂ%ﬁéﬁiﬁofaeﬂe\@sﬂ %& %wﬂh{é@%dﬂ ops

belom19096of its pom pal val er 420 unds
acti vat ed. Af nPTRELPRE+E RRES an F HPCF 8“@ eEPWEHP@“ﬁ&c@ﬁﬁeﬁﬂm%#ﬁFFEC
measur es lﬂasmthe8nnc ahd Scpad@gebe sdpsehesad| geherbllgr aundedms i etary

I nt egr at ed C ti kept, .to _a _m
The HHC 'lﬁgﬁég‘% er adg"[eéq €D| Mt ﬁﬁé’%& sz?riai ggc%"% v$1 cﬁgﬂfﬁhtncf r]'bal |y
measure 2. @ommqns e XEEL Sig rformantHHC When e rigyitimide ing pulse EDLP

600. Thetfé’ﬁ‘éﬂ#ﬂt@é’d' d@@wzbhgeh%t@danénéﬂeﬁmfswf&ué&% afd IR or
RF transm ssi on usj g An |n|é|aI|Z| dvi ses 30 MPU 405 t hat

the entrantk® cﬁﬁ%e+§ ¥o§%% i8prge nﬁ@da gﬁL Ieqeensyn o€ éﬂiﬁﬁﬁéssxnx
code tD0t h&OxkiE WIRGh dfPU44QMz OfRR) €S Wrhé tdimsmsessecdde eeshdrn@ i n M

406'|f-tr@bmbination of IR ‘detector/source or a wide-band antenna.
The signal received by the sensor is then fedeto the receiver
509. This signal (best seen in Fig. 10) is comprised of 1
bit (control bit) of information indicating whether. the EDL

15 is to switch to the locked or unlocked state, followed by
eight 16 bit words each containing 8 bits of entrance code
and 8 bits of carrier frequency code. The MPU 505 recoénizes
the control bit and determines the direction of rotation of
the DC motor. The first 8 bits of each 16 bit word are used

' 20 to construct the entrance code while the last 8 bits are the
code which identifies the next frequency so the receiver can
be tuned to the carrier frequency of the next transmLSSLOn Q_)
(which contains another 16 bit word). At the end of the
transmission MPU 505 tunes the receiver 509 to’ the default

25 frequency.

: Once the 64 bit SLC code is received by the MPU ‘505, the
received entrance code is compared with the codes stored 4
RAM 506 which can contain up to 64 codes (best seen in-Flg.
11). If a.match is found, the MPU 505 sends a signal to ‘PIO

30 504 which enables the DC motor 21. The motor 21 turns either
clockwise or counterclockwise depending on the status 6f the
control bit. The motor continues to turn unt11 one of tﬁe
two end contacts of the end switch (Fig. lA) ‘is- engaged and -
a confirmation signal is sent by PIO 504 to MPU 505. The

35 sensor 510 is optxonally switched to a transmit mode and
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code matches, the SLC and the access codes -of the HHC can be progranmmed
Note that the programer nust have the  sane 35 frequency program as the
HHC {f“' successful conmmuni cati on. EDL El ectronics 500 Next is a

descFi ption of the EDL el ectronics nodul e 500. As preV| ously noted, the
functional conponents are sinilar 5 to the HHC and 56 will be discussed
generally in ternms. of function in the EDL. Referring to Fig. 7, under
normal conditions the EDL is dormant. When the initializing pul se
transmtted by the HHC is sensed, the EDL Jﬁ swi-t ched on and the receiver
509 is tuned to a default frequency of ert *10 40Khz (IR) or "4 Mhz

(RF). The seps 510 is either a coppination, of IR detector/source or a
wi de- band ant eﬁ’ﬁ% UERLY FYRChes Rer HFanan it ddie |°s°’lqi‘e‘ﬁ“afte‘c9"( & i
recei ver 509. HADI s Xidifferdestcoaetirmationy.sidhal S afanseict tfd Jtcbltlhe

trol bit t |
the | ocked o 'HiF oERcGHE, b ombPEr 3y B8pL" BbE: ot R pRPagsa, ot Ay bdenlt | ©
cont ai ni ng 8 b¥@sswitehtthedEPlcie amesiatiing gtatasier frequency code.

The MPU 5055recogntzeénéheoaent:&%smﬁttaad t@t&rénm 369 Qbéechb?.” n@tch
rotation of the DC tor i rst,. 8 bits g%seac [gt wor d arelﬁyﬁ 20
to construct tHeYé ec‘i‘irﬁﬁe SHeTed (e RANK 'bll'{PsUaﬁ HETEREN S
identifies t heamej(ntérma]llecwn‘serthm.ch)cfsveeseantbeOt evedyt ¢imee tha ramr
frequency of t an ( cQunt 3| '

he end ot ¢ et S5Ehedt O RaR BRs(Plkbd: CRE' EhS, 00haRG 38 B, ¥ By

25 frequency.s\Geehese e biBDIS| . G ode idpnmany vapdsy N@QWUWOQ hé"e

recgived efgrapgferpsiordd feﬂ‘p%&&‘éé’“rﬂfhﬁi@s codq& smée@nun cﬁAM:ﬁQG it
can\eont ai n up to 64 codes (best seen in :/H%? éﬁ’ﬁ a match i s found,
& hAeFRRPES

the MPU 505 sehtRUtes; Gh& B« prepapns san moge Atk oitoES
The notor 21 tawalkemed hegaixt ockwi se or countercl ockwi se depending on the
status of the Fig. 12 illustrates a logic flow diagram of an embodiment
- of the program logic which might be resident in MPU 505, RAM
15 506 or ROM 507. In Fig. 12, the logic diagram is shown
generally as 700. The logic flow diagram 700 illustrates the
steps taken to analyze the logical status of the received
entrance code from the HHC.
Although the MPU 505 will be characterized as "precedlng"
20 from logical block to logical block, while describing the _
operation of the program logic, those skilled in the art will
appreciate that programming steps are being acted on by MPU
L - 505. ' | |
In operation, MPU 505 starts at block 701. MPU 505 then
25 proceeds to-:block 702 to initialize two variables to Zero
which will be used in control loops in the logic flow 700.
At block 703, the first 8 bits of entrance code are received
from receiver 509 and the 8 bits are stored in RAM 506i As
discussed above, the last 8 bits of the_first'received_word
30 are utilized to change the carrier frequency).- MPU 505 must
determine if'the'received carrier code is a valid code.
Therefore, MPU 505 proceeds to block 705 and compares the
received carrler code to a look-up table in nonvolatile RAM -
506 in- order to find the correct word to deliver to frequency
35 synthesxzer 508 to tune recexver 509 for the next transmitted
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control bit. The nmotor continues to turn until one of the two end contacts’
of the end switch (Fig. 1A) is engaged and a confirmation signal is sent by
PIO 504 to MPU 505. The 35 sensor 510 is optionally switched to a tranghit
node and frequency synthesizer 508 transmts the confirmation to the’
HHC. A different confirmation signal is transmtted to the HHC if the DC
not or 21 does not nove because of an attenpt to switch the EDL to an

exi sting state. 5 If the code transmitted to the MPU 505 does not

mat ch any of the codes stored in RAMSQ6, MPU 505 increnments by 1 an

i nt ernal - counter which is reset to 0 €dery tine the EDL is dormant. \Wen

t he out put of Is counter is 3 witches the EDL to a dornant node

whi ch canﬁ'&rdb P FRe o At edhfigpt%ﬂPéﬁfﬁv néftesblochy 70Re #RY 0P0%he
t hr ee mi ndeecermiaeEDkhetherns propée chyimy freds bastfbﬁnamakeﬂed

Fi t t
O am | She EabFLHE: E2AReRc OB el ) 247 ?ng‘&ﬁ% PABIE0CERE £0%) S0
In Fig. 1305t Heroqrpds dF&grhlﬁCF]S Qﬁéwlg%IP%r&IhI%/ fkr590 comtaologleop| ow
dlagrasl70Qruhbu&tiateﬁciémeﬁﬁews uﬁkﬁmdsau%@%.b&acbaaslealsﬁbcﬁtﬁbws of

t he received entrance c from Al wi ||

char act er ¥ ?‘85 as"tpl"@ceg?ﬁﬁrmﬁﬁe ?%’f:algﬁﬁ oﬁﬂéfﬁel dbi 8§PuBISOC‘R9 whi | e
descri bi ngntirancper abdes o&ndhecprngenn1fngquencyoseodéslIhdven béenart

will appr hat ypr §L%p n

operati onggb%tﬂ]gg& stgrr?%f%t K &E%UQESEQVE ggﬁ %?%c%ge%géto bl ock
702 to intei Ripsk 708 §arraﬁﬁé§etBthF%XRhGEQ“PMII be used in control |oops
in theol ogi ¢ fthowhéO08veAt bhaektKQSGafbeeflfﬁéqﬁeﬁ¢fsl§fn@ﬂtf@@§@ grde arg

el e AT BRI el Y A0S HRS T BB 308 Retthai < % S5
709 where lt is determlned whether a valid code is being
generated. If a valid code is not being generated, a second
control loop is incremented at block 710 and at block 711 it
15 is determined whether the improper code control loop has been
incremented three times. If three invalid codes. have been
reached, then the EDL is disabled at block 712. If the
' second control loop has not reached three, then at block 713
the first control loop variable is initialized to zero and
20 MPU 505 proceeds to block 703 to b'egin receiving a new
' transmission from the HHC. ' _

Once the entire entrance code is received at block 707,

MPU 505 proceeds to block 708 where MPU 505 retrieves the - \J/
entire 64 bit entrance code from RAM 506. MPU 505 then
25 proceeds to block 709 to compare the 64 bit code against the
64 codes stored in the nonvolatile RAM 506. If the code
matches, MPU Sds.proceeds to block 710 to send confirmatier
to the HHC. If the code is not valid, then MPU 505 pfeéeeds
to block 710 through the second control loop. . Once ‘the
30 cohfitmatiqn is sent to the HHC, MPU 505 Watchdog Timer (not
shown).times the system out and the EDL electronics module
500 goes dormant. The logic flow 700 ends at block 715.

An important optional function of MPU 505  is the -
prog:amming of the voltage to the DC motor 21. Considerable
35 battery power may be conserved by rapid switching of the



30 are utilized to change the carrier frequency). MPU 505 nust determne if
the received carrier code is a valid code., Therefore, MPU 505 proceeds to
bl ock. 705 and conpares the received carrier code to a | ook-up table in
nonwet atile RAM 506 in order to find the correct word to deliver to
frequency 35 synthesizer 508:to tune receiver 509 for the next transmtted
word fromthe HHC Addi tionally, at block 705, MPU 505 determ nes

whet her a proper carrier frequency was found. |If the carrier frequency is
found in the | ook-up table, the MPU 505 proceeds to block 706 where the
first control loop 5 .variable is increnen®éd. MPU 505 then proceeds to

bl ock 707 where it is determ ned whether the entire 8 groups of entrance

codes and cardltdge ftEqumCxHoth)dEB didigg Deenopecatiefl. [rhisDisehen@es
ohe 1o be oo ot MR RS et el Bk dand AL e iR BR050
tabl e at bl ock(¥35. , N acrs:qx)oodm the poresr 700 ther motori 21désetmirned

whet her a val ige£odeypip i %ggedl%r@fn%nﬂr 2held1dctede ichrehtb@h¥ugh
generated, a second control op_Is increnmented at, bl ock 710 and at bl gck

711 it 15 i3 JrermerRE whEhRB, tpﬁe"ﬁ%roﬁé%rr@dﬁia it 151 PEERBT hERaBedhe

i ncrement ed t hhdieidd I'eperaltinghéeerent pINFD codedibovanbees tleaqmtér ifrem
the EDL is dIS bl ed ,at

reached t hr ee, “ThEW TR~ ghoﬁ? pﬁzy?ﬁt lpfleir%"g?’ei% gg@?ggmég ’g? rl‘aw"‘“"?‘mg
initialized tcs.lzg':naal ahd 2be NMRE 5060 paodeemah]@&blb%kzeOSW@ begWhen the

rece|V|ng an o ige oFNikaN is
recei ved at ble‘%ik{%% %L%(%dl' ?ot(ge&e @i?o bl ockbl%gg%nmﬁg?e %/Pﬁrt@ hemifde

retkieves tthe @nuge aal'aﬁr‘tinSntlFa‘ﬁEénE’BHEt?ﬁioW e gHi- 2 q\/lh‘}"’f?(ﬁ? P1%0n 155
proceeds to blexdbld dverpnpinie the BLbis sottvagednst Thbeprégradesode

stofed I n_the Jomoi gl e Eﬁgﬂ Y sdd 206 800° 1 HPRERCS07PY 1R BERCI4S
' perlodlcally checks the hardware of the EDL. When a
malfunction is sensed, monitor 511 switches to the emergency
15 secondary system, a warning signal is transmitted to the HHC,
and the buzzer 520 is enabled. In order to conserve power,
the EDL hardware is checked only when the EDL is activated.
The EDL is switched to the dormant state by a Watchdog Timer
(not shown) after the confirmation signal is transmitted to

20 the HCC. ' -
The electronic package 500 of the EDL is preferably based
~ on a proprietary integrated circuit and hence has the same
\\/ approximate physical dimensions as the HHC electronic package
400.  When the EDL is ih the dormant mode, the current drain

. 25 from its bPattery is extremely small. _
‘The EDL can be pfogrammed with the EDLP 600. The
communication is established via IR or RF transmission using
SSC. An initializing code advises MPU 505 that the entTance
code is to be reprogrammed. The EDLP then_sends’an,acdess-
30 code to the HHC which MPU 505 compares with the access code
residing in RAM 506. If the code matches, any number of the
64 entrance codes can be changed, as well as the emergency
code and the EDLP access codes of the EDL. 'the,'however,
that in the preferred embodiment the EDLP must have the same
35 frequency program as the EDL for successful communication.
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fo fhe HHC. If the code is not valid, then MPU 505 proceeds to bl oc

t hrough t
HHC, MPU
el ectroni

505 Wat chdog Timer (not shown) times the system out ‘and the
cs nodul e 500 goes dormant. The logic flow 700 ends at blo

An inportant optional function of MPU 505 is the progranm ng
voltage to the DC notor 21. Considerable 35 battery power nay be conserved
by rapid switching of the voltage to the notor 21 during its oper
This schene exploits the inertia of tﬁgspernanent magnet of the noto

~(i.e.,-the rotor) when the power to -t

al so nonitor the electric current through 5 the notor. Wen the no
current is 27% hi gher than the nom nal operating current, MPU 505

k 710 ~
he second control loop. .. Once the 30 confirmation is sent to the

ck715.

of the

ation.
r 21

tor

di sconnects the power fronEgbePuogmamﬂerxQEQLE&Q 00 pernanent damage,
transmts a tQoe t e u r When
the vol tage 5155%2@55& QQJB tffer?/"%(?m_gtéggf‘ Si{ %gl% ngﬁgé%ﬁeal ue,

war ni ng i rPBEﬁ@WFFtéEDPB t REO Hﬂblﬁhdlﬁuézbﬁngzbeig BAGEPEEMBYERY / t Rre the
EDL i s sactfuncitddnalh®lockodagrede o adiiotd iy iltusdiatdtd iwsrigs 8

507 Mbon

-nalfunctlé%%{f géxperl .ﬁﬁlk% 5§§E§ gfcéggfggﬁgﬁgrgﬂg égégggéglagec

system ahmmﬁﬁhﬁgdscghaulasorran@hhaseﬁnthﬂﬁId;ﬂﬂ%ay‘ahdcbhesbuzgdrtGZO is

enabl ed.
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604 which executes a program stored in ROM/RAM 605. This is
a user-friendly menu-driven program'that guides the user
through its various stages and has~an‘0N-LINE HELP facility.
Interactive input and output are provided through-display_608

--and keypad 607. The general purpose I/O PIO 606 formats the

20

25

input from k: 'pad 607 to digital information, and converts
the output of MPU 604 to alphanumeric characters which appear

on display 608. The operation of sensor 601, receiver 602,

and frequency synthesizer 603 is similar to the operation of
the corresponding components in the HHC and EDL.

" The programming of an HHC or an EDL can only be
accomplished if it is initialized with a personal access code
which matches an access code in the EDL or HHC. The access
code is programmed into the HHC or EDL at the factory, and

. can be changed by the owner after installation. The
- programming of the EDL and the HHC is carried out via IR or

30

RF transmission using SSC. The EDLP sends an rnltzalrzrng

‘code which advises the local MPU (405 or 505) that the

" entrance code is to be reprogrammed. The EDLP then sends an

35

access code to the HHC or EDL which is compared with the

access code residing in the local RAM (406 or 586). If the -
- code matches, the HEC or EDL can be programmed. Note that

the EDLP must have - the same frequency program and 1n1t1a1

mbtor 21 is turned off. MPU 505 may

a

"
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The EDL can be programmed with the EDLP 600. The conmuni cation is
established via IR or RF transm ssion using SSC. An initializing code
adviyses MPU 505 that the entrance code is to be reprogranmed. The EDLP then
sends” an access 30 code to the HHC which MPU 505 conpares with the access
code residing in RAM 506. If the code matches, any nunber of the 64
entrance codes can be changed, as well as the energency code and the EDLP
access codes of the EDL. Note, however, that in the.preferred enmbodi ment

t he EDLP nust have the sane 35 frequency program-as - t he EDL for -successful
communi cat i on. 35 EDL Programmer (EDLP) %D0 Anot her part of the present
systemis the EDL/HHC Programmer (EDLP) 600 which is a hand-held

m croconput er, daféulﬁunfiéﬁaéh%fl OgK OtRg" ame’ Ihd Cleps Iféﬁsté@é@éﬂséfm
Fig. 8 general P |s o nflgured and packaged as a hand- hel d

cal cul at or and°§§§“ﬁﬁcﬁﬁfpﬁrspl GFoggapRin stFﬁctc?%% %E%ﬁ HoR® t 0
proceed with tpeograngmacrm crgdef 1£|e Eﬂknsm;.ttredHHShcﬂumm et - (BDDMVEEN for

sof tware). 10 t rQgQr a C
code into the YRG: g Fﬁggllgsﬁﬁ%%ﬁ%?%cﬂéﬁgéag%%w§%§g§ﬂ%g§£
64 bits) indo éhErEHEam Wh DEPYC@%S?%%%l%#dthJQﬁﬁ?vﬁﬁ%h executes a

program stored in ROM RAM 605. Jhiternatdves embbdigagdiey nenu-driven program
t hat gui des the us

'T'—_—_——_—'—T_'"_—_—7T
Faci 11ty. I ntoractfhe RRBUPAANAL BEEBRELUREY Joo roRtAqaf dUgh b i J3F S0 End
keypad 607. Thgegpéﬁsm_repdépmee wh@cRl Goﬁr@(iutesrrﬁ cdde i tymd imers iongind
g?;h;ﬁug%?:zaLﬁée gigaé£§#h.%q%%%%%¥?f%%' 5&§%¥§E°%6Q¥€g+ﬁgio&erat|on ‘of
sensegt 601101 eadthengboothemd ifzas) ndshy b?n\ﬁﬁ%@f z&hesBDL; isseanipped it
operation of tpg sgfiéapoeﬂhaawcrmp@ﬂem Suddd e thkganchERPartd¥n of the
programm ng ofﬁgn C onto a éghg%%}t%%QdRRLXSlonal photodiode array comprised
of 256 elements (arrays having more elements might also be
utilized). The array is electronically scanned inside the
15 EDL by scanner 512 (best seen in Fig. 7), and the pattern is
decoded and compared with other codes residing in memory.
The cost-effective HHC does not utilize two-way communication
and may include no battery since the back lighting of the
pattern can be accomplished using phosphorescent materials.
20 Additionally, this method could be expanded to include
| complex optical pattern recognition in the EDL and the
replacement of the HHC by pos;txve identification of
fingerprints.
Other enhancements, as those skilled in the art will
25 appreciaté, may include: (a) a local clock in the EDLs and
‘the HHCs to allow or prevent access at preprogrammed times,
(b)ftwo-way communication used to retrieve information from
the EDL regardihg identity of HHCs holders and the ti@és of
access (for this purpose the HHC may be programmed with ‘a
30 user-ID code which is recorded by the EDL), and (c) powering
the | electromechanical device by other means, such as by
electrostrictive actuators. 3
The circuit configuration, two-way communication, and .
type of latch mechanism described herein (among others) are
35 provided as examples in an embodiment that incorporates and
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-accorrpl ished if it is initialized with a personal access code 25 which
mat ches an access code in the EDL or HHC. The access code.i s programred
into the HHC or EDL at the factory, and can be changed by the ‘owner aftgn
instal |l ati on. The programm ng of the EDL and the HHC is carried out Vl\d
IR or RF transm ssion using SSC. The P sends an initializing 30 code
whi ch advi ses the | ocal MPU (405 or 505) that the entrance code is to be

repr Wmmts e EBthﬂiﬂ.ré§6IfdthaB sacensieade éﬂléﬁ%ﬂﬁﬁéagﬁné\hi chis

conp t.he ccess [o30) ding.in.the ca (406 or 6).. If
Che’ B kA Clods CEPR S8LT RIRhIR"Fe koghaetll Shitoae AkBELSdhe £DLp
must Jma\télet mtsamifamlm]dge mmghmadand.thnn ittie brabad astdpe foLgtlieecy as

t he &%?j sgfor successful comunication. When t he progranmm ng
IS co et pro rammed code is transmitted back to the EDLP for

verifi cat iThe F?gé?é 1$|Heﬁﬁnredet0aGBo@2£48&avﬁhaghamnﬂtdinspmhgram

whi CRyse baedldiptdenly Elre 6Q0.2 il eppatgye ﬁ%ﬁ%ew e W&

alternatively be replaced with a relatlvely I nexpensi ve
conpSERCAIS FRF (IR ARSI AN kG EEoR}@phPEk pBYSERR. neasur i ng
approximately 1 cmx 1 cm 10 although other sizes mght be used. The EDL
is equipped with an optical w ndow which is used to i mage the pattern of
the HHC onto a square two-di nensional photodi ode array conprised of 256

el enents (arrays having nore elenents mght also be utilized). The array is
el ectronically scanned inside the 15 EDL by scanner 512 (best .seen in Fig.
7), and the pattern is decoded and conpared with other codes residing in
menory. The cost-effective HHC does not utilize two-way comruni cation an)
may include no battery since the back lighting of the pattern can be
acconpl i shed usi ng phosphorescent materials. 20 Additionally, this nethod
coul d be expanded to include conplex optical pattern recognition in the EDL
and the
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repl acement of the HHC by positive identification of fingerprints. Qher
enhancenents, as those skilled in the art will 25 appreciate, may include:
(a) qdlocal clock in the EDLs and the HHCs to al | ow or prevent access at

preprogranmmed tines, (b) two-way communication u;ggflgﬁLgLLLeveﬂrﬁfornat|on
fromthe EDL regardlng i dentity of HHCs hol ders the tinmes of cess
(for this purpose the HHC may be progra d wth a m‘“ﬁ whi ch
is recorded by the EDL), and :(c) povver?jlr%‘et he el ec ‘iﬁ“& i ce by
ot her means, -such as by electrostrictive actuators. *Ihé chrctit®
cohfiguration t wo- way conmuni cation, "and .type of |atch nechani sm descri bed
herein (among others) are 35 providéﬂiﬂaﬁbxanples in an enbodi ment t hat

i ncor porates and practices the principles of this invention. Oher

nmodi fications and alterations are well within the know edge of those

skilled in the artﬂgqqagre to bee* uded within the broad scope of the
appended cl ai b FEPRIG }RF eﬂp?%r U5 G8BBT§ALPH  cont ai ns t he

above descri ption. he C , 2284852 relate to a structure for
I mpl enenting an elee?}onldéﬁﬁggeéé%? CLAI M5 1. An ‘el ectronic | ock

apparat us, conpri si ngst(é‘)la% t{:bggﬁggﬁﬁg'el&béngaéé‘éﬁfem s%&'d"g&:iéike

engageabl e with sai ri ke pla novea ween engage

di d>5 t Ki ,
| sengaged 5 p1951 { hAAST rRleaBIdAMERYeRCK BHGAGRANS arPC' Al bYRbYged

connected with said | atch, y preve tlng novenent o
| atch betgween ﬁ@gﬁ:ﬁ;@ged and di sengaged positions,

\ (c) mechanical locking means, operatively connected
with said latch, for selectively preventing movement 6f
said latch between said engaged and disengaged positions,
said locking means requiring a motive force;

10 (4) electromechanicél means, operatively connectéd
to said mechanical locking' means, for providing said
motive force to said locking means only along or about the
locking axis;

(e) electronic control means, requnsive to an

15 encoded received signal, for selectively energizing said
el&ctromechanic#l means, -wherein said encoded .received
signal includes a sequencé of interleaved first and second
signals, said first signals conveying an entrance code and
said second signals conveying information to allow the

20 control means to determine the frequency at which a
subsequent first signal will be modulated. |

A
2. The lock apparatus of claim 1, wherein said electronic
control means includes means for comparing said first and

second sets of encoded signals with predetermined sets of



said | ocking neans requiring a notive force; 10 (d)

el ectronmechani cal neans, operatively connected—LgC;?%Q,EEEDQDLQQL_Iocking
nmeans, for providing said notive force to said Mg neans only alongggr
about the |ocking axis; (e) electronic control 'rwn;o an
encoded received signal, :for selectively energi ;mm\m\ 2chani cal
means, -wherein said encoded received ékgnal I nc “a. sequéncé of
interleaved first and second signals, satd first signals conveying an

entrance code and said second signals conveying information to allow the 20
control neans to determ ne the frequency at which a subsequent first

o e RS RS, Pt a0
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I f the corgg_?méiﬁ@éﬁ. match. 5 3. . The lock apparatus of claim 2,
wherein sal d sequences of first and second signals each include a

predef er myed mHBalodi apHaTRitus oF e1hlinSh,SiHB#kInbELNE s646bMEEsDY said
el ectronic control nmeans”in an alternating manner with said Second signals.

10 4. oflhEi et aPsecdnd £igrd b neach ed Pade S&i dpré@stéthineaont r ol
means i ncludes receiver neans for receiving said encoded signals and

m cr opr oc anabereafls subsiets,, eciiderf irsinsshghalst bedinge wcéixved by .

m croprocessor nmeans to receive a plurality of frequency nodul ated signals,

wher eby s@aiidl ®lectriotrigprontsredr negnssin wmealteainatingenannerewith after

receiving each of said second signals. 5. The | ock apparatus of any oqE)

of the pr&addl meeond ik ein said el ectronechanical neans is a D.C

- notor. | _ .

10 4. The ldck.apparatus of claim 3, wherein said electronic
control means includes receiver méans for receiving said
‘encoded signals and microprocessor means, said receiver
means being tunable by the microprocessor means to receive
a plurality of fréquency'modulated signals, whereby said

15 microprocessor means tunes said receiver means after
receiving each of said second signals.

5. The lock apparatus of any one of the preceding clainms,

" wherein said electromechanical means is a D.C. motor.

6. The lock apparatus of any one of the preceding clainms,
20 comprising a signal generator means for generating said

encoded received signal upon activation by a user.

)

7. The lock apparatus'Of'claim 6;'whereih said signal
generator is independent of said electronic control

apparatus.



6. The | ock apparatus of any one of the preceding clains, 20
conprising a signal .generator neans for generating said encoded received
si gnal .upon acti'vation by a user. 7. The | ock apparatus of claim6,

wherern said signal generator is independent of said t ' I
apparatus. - - 8. The | ock apparatus of any one of tlyﬂlﬂma“j‘r“mm“rm
conprising at |east one knob, said knob bgi arrangeds= arnd conkigured to
actuate said |latch between sai:d. engaged an di sengaged positions, "
wherein a user provides the force to actuate said l'atch. 9. . The | ock
apparatus of claim8, wherein said knob is arranged and configured to

i ncl ude a sens®s, sPhd kvl @ppatatmpd ahyvehy ab rtler prddedisey ¢lainms,
el ectronic control 10 nmeans for detecting said encoded received signal.
10. The | ock appeprisingfat|laasts ape &nobonpaidi ko viveing &mtangdd @
oppositely disposed fromone another and which rotate about said |ocking
axi s, sai d knopenfiguredatacactuateat saidr lakchebatwaen spddt epgagedoemd s
arranged 15 and configured to be received in said hollow interior. 11.
The | ock Bppar®t$RNFAIEH \PRFELIPNS hVRRERLR h P58 TaiBbReVigas dhe diexrce to
el ect romechani cal neans c‘gn}?ri ses primary nover neans, operatively
connected to rMCHIRFecERLdr1akSRs and wherein said primary nover means

i ncludes a shaft 20 cooperatively connected to the | ocking nmeans which
I s engaged and di sengaged by a rotation of a |ocking rod about the -

| ongi t udi nal IS aj o] t atd | g, I | S e a
act giat :Joln Si graé';'ll , %%ée%gc%ngep %%étpgt ggf: (%% a?)\,?d gsa’l %%Pdgil:rg %€I£]¢I )z{égbt gﬁ ock
and unl ock the;RPanged O4Ka"BEH2AGEPed to include a sensor, said sensor

being operatively connected to said electronic control

10 means for detecting said encoded received signal.

10. The lock apparatus of claim 8 or 9, comprising two
rotatable knobs oppositely disposed from one -ancther and
which rotate about said locking axis, said knobs having a
hollow interior wherein said electronic lock is arranged

15 and configured to be received in said hollow interior.

11. The lock apparatus of any one of the preceding claims,
wherein the glectromechanical means comprises primary-mo.ver
means, operatively connected to microprocessor means and
wherein said primary méver means includes a Shaft
20 | cooperatively connected to the locking means which is.
engaged and disengaged by a rotation of a locking rod about
the longitudinal axis of said rod, for rotating said roc%
in response to an actuation signal, whereby only the
rotation of .said rod is utilized to lock and unlock the

25 lock mechanism.
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12. The | ock apparatus of claim1l, wherein said shaft of said primry
_nover neans rotates a fraction of ,one revolution in response to an
actuation sT‘na#“-5~_\~ 3. The | ock apparatus of claim 12, wherein saify;
not or means rgwikes 90 degrees or less in response to an actuation S|gnH{

14. The | ock mﬂﬂ' im11, 12 or 13, conprising rotation stop
means for pos I”fm t he rota]y‘on 10 of said shaft, said stop

means generating a ‘dedct Fvat e signal received by said mcroprocessor neans,
wherein said processor terminates said actuation signal upon receipt of
said deactivate signal. 15. The | ock apparatus of any-one of clains 1 to

10, 15 T20Pr TheNPock ddpPaPa€as tos el d i e e htireity & s8 Sha@t iogur ed
within said knob and connected between said knob and said | atch, said shel

menber tensaid tprimarnye mever knodans arguaes era MGdtdor | ©F alome t he
said axis of said 20 knob; (b) a cam nenber cooperatively engaged wthin
sai d shel revobetiandihavesponsehtioneh actmeliibhesdghadugh, sai d channel
receiving said rod, wherein rotation of said rod rotates said cam nenber

Wi thin said shell nmenber, said cam 25 menber further including a tapered
channel fornmed in the exterior thereof, and (c) cam engagenent neans,
coope?ati viy | That 4@CKn apparatiiferefl chaimel2, mhersiycaaidgmoson i on of
said 5 shel | nmenber mhen said rod is rotated o a | ocked position,

wher ei n sa‘Pﬂaﬁﬁm’é?l"g%B%%e MO ndegreese PYr ct8SBy 10 FISHRNS] BB into

an engagin The | ock apparatus according to any one of the
pr ecedi ng %?g?ﬁéfoﬂhﬁngﬂfSald coded signal is transmtted 10 ei t her
optically or by radio transm ssion. _ _ \;)

14. The lock apparatus of claim 11, 12 or 13, comprising
rotation stop means for positively limiting the rotation

10 of said shaft, said stop means generating a deactivate
signal received by said microprocessor means, wherein said

- processor terminates said actuation signal upon receipt of

said deactivate signal.

15. The lock apparatus of any one of claime 1 to 10,
15 comprising:

(a) a biased shell member arranged and configured
within said knob and connected between said knob and said
latch, said shell member tending to rotate said knob to a
predetermined location aboﬁt the said axis of said

20 knob;

(b) a cam member cooperatively engaged within said
shell member and having a channel formed therethrough, saiq
channel receiving said rod, wherein rotation of said rod
rotates said cam member within said shell member, said cam

25 member further including a tapered channel formed in the



17. The | ock apparatus of any one of the preceding clains, wherein said
received signal is a frequency nodul ated si.gnal’. 18. The | ock apparatus of
cIaiqu? wherein said received 15 signal is transmtted using digital
frequency nodul ation. 19. The lock apparatus of any one of the precedi ng
claims and conprising nmenory means for storing prede m,mlm ﬂmﬂ' gnal s
and frequencies. 20. An electronic |ock2apparatu ﬁ lum as 20
her ei nbef ore described with reference to the acconpanyi ngy dr aMi ngs. * 21.

met hod of electronically.operating . a | ock -apparatus and conpri si ng:
recei ving an encoded signal- including a sequence of interleaved first and:
second si gnal ssxtsstibif ititdreadfinadd 5 conveying an entrance code and
said second signals conveying information to allow the frequency at which
a subsequent first(cki grem engagement heansyi coeperativied welacateddin
energi sing an el.ectronmechani cal neans, coupled to a 10 mechani cal

| ocki ng neans,said r tapened mmannaisfmﬁpne@ngwgnnlnq);mtﬁtaenaqﬁnﬁaad
force only along or about, a |ocking axis of the |ocking neans; using said
Tt ve {8 co haijomembearhUhEDCRRAG Fedris TatetedSng Serked pesLbintans
to selectively prevent mgvenent 15 of a latch between a position in

whi ch the | at #heXRidye§addstFalte GNIAIEMENT 2MEARS: | ’Kei Fofaeh PY jsald

di sengaged frogmthe strike plate. 22. A nethod accarding to claim2l and
corrprisingthg: ‘f) rb’é?fé&a & PRI R . 20 © 23. A net hod
according to cIa|n122 wherein sald encoded signal is generated at a

| ocati on renote fronlthe | ock appar at us. -

o 16. The lock apparatus according to any one of the

preceding claims, wherein said coded signal is transmitted

10 either optically or by radio transmission.

17. The lock apparatus of any one of the preceding claims,
wherein said received signal is a frequency modulated

signal.

18. The lock apparatus of claim 17, wherein said received

15 signal is transmitted using digital frequency modulation.

19. The lock appératus of any one of the preceding ciaims
and comprising memory means for storing predetermined valid

signals and frequencies.
20. An electronic lock apparatus substantially as
20 hereinbefore described with reference to the accOmpanyim%

drawings.

21. A method of electronically operating a lock apparatus



24. A nmethod of providing electronic |ocking of a latch, substantially as
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her ei nbef ore described with reference to 25 t he acconpanyin raw ngs.
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and comprising:

receiving an encoded signal including a sequence of
interleaved first and second signals, said first signals.
conveying an entrance code and said second signals
conveying information to allow the frequency at which a
subsequent first -signal will be transmitted to be
determined;

energising an electromechanical means, coupled to a
mechanical locking means, in response to said received
signal to provide a motive force only along or about a
locking axis of the locking means;

using said motive force to operate the locking means; and
causing said 1ockihg means to selectively prevent movement

of a latch between a position in which the latch engages

a strike plate and a position in which it is disengaged

from the strike plate.

22. A method according to claim 21 and comprising the step-

of generating said encoded signal.

23. A method according to Elaim 22, wherein said encoded
signal is generated at a location remote from the lock
apparatus.

\
24. A method of providing electronic locking of a latch,
substantially as hereinbefore described with reference to

the accompanying drawings.

.



