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METHOD AND APPARATUS FOR PUSHING SUBSCRIPTION
DATA IN INTERNET OF THINGS, DEVICE AND STORAGE
MEDIUM THEREOF

TECHNICAL FIELD
[0001] The present disclosure relates to the technical field of Internet of things, and
in particular relates to a method and apparatus for pushing subscription data in Internet of

things, and a device and a storage medium thereof.

BACKGROUND

[0002] With the large-scale application of the Internet of things technology,
information interactions between things and things and between people and things are more
frequent, and during the process of pushing subscription data, data in a subscription server
needs to be matched according to a subscription condition.

[0003] In the related art, data in a database is genecrally matched with the
subscription condition, and upon the matching, whether the data is to be sent to users is
determined depending on whether or not the data meets the subscription condition.

[0004] In the related art, since different attribute values are generally included in a
data structure, it is of no significance to match other attribute values of the data if it is
determined that a specific attribute value of the data does not meet the subscription
condition. As a result, matching resources of the subscription server are wasted, and

matching efficiency of the subscription server is lowered.

SUMMARY

[0005] Embodiments of the present disclosure provide a method and apparatus for
pushing subscription data in Internet of things, and a computer device and a non-transitory
computer-readable storage medium thereof, which can reduce waste of verification
resources in the verification process and thereby improve verification efficiency.

[0006] In one aspect, a method for pushing subscription data in Internet of things is
provided. The method is performed by a subscription server, and includes:

[0007] parsing a subscription condition set into a first attribute set in response to
receiving the subscription condition set, wherein the first attribute set includes at least one

attribute element set, and the subscription condition set includes at least one subscription
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condition;

[0008] acquiring device data, wherein the device data is stored in the subscription
server,

[0009] parsing the device data into a second attribute set, wherein attribute

elements in the second attribute set are of the same type as the attribute element set in the
first attribute set;

[0010] performing Bloom filtering on the attribute elements in the second attribute
set one by one in a predetermined order by taking the attribute element set in the first
attribute set as a filter condition;

[0011] stopping the Bloom filtering on the other attribute elements in the second
attribute set in the case that a Bloom filtering result of one of the attribute elements in the
second attribute sct indicates a mismatch with the corresponding attribute element set in the
first attribute set; and

[0012] returning to the step of acquiring the device data.

[0013] In another aspect, an apparatus for pushing subscription data in Internet of
things is provided. The apparatus is applicable to a subscription server, and includes:

[0014] a first parsing module, configured to parse a subscription condition set into a
first attribute set in response to receiving the subscription condition set, wherein the first
attribute set includes at least one attribute element set, and the subscription condition set
includes at least one subscription condition;

[0015] an acquiring module, configured to acquire device data, wherein the device
data is stored in the subscription server;

[0016] a second parsing module, configured to parse the device data into a second
attribute set, wherein attribute elements in the second attribute set are of the same type as
the attribute element set in the first attribute set;

[0017] a Bloom filtering module, configured to perform Bloom filtering on the
attribute elements in the second attribute set one by one in a predetermined order by taking
the attribute element set in the first attribute set as a filter condition;

[0018] a stopping module, configured to stop the Bloom filtering on the other
attribute clements in the second attribute set in the case that a Bloom filtering result of one
of the attribute elements in the second attribute set indicates a mismatch with the
corresponding attribute element set in the first attribute set; and

[0019] a returning module, configured to return to the step of acquiring the device

data.
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[0020] In some embodiments, the Bloom filtering module includes:

[0021] a first calculating submodule, configured to acquire a binary vector set
corresponding to the attribute element set in the first attribute set by performing a Hash
operation on attribute values of the attribute elements in the first attribute set respectively;
and

[0022] a second calculating submodule, configured to acquire a binary vector
corresponding to the attribute elements in the second attribute set by performing a Hash
operation on attribute values of the attribute clements in the second attribute set
respectively;

[0023] wherein the stopping module is further configured to stop the Bloom
filtering on the other attribute elements in the second attribute set in the case that one of the
binary vectors corresponding to the attribute elements in the second attribute set fails to
match one of the binary vector sets corresponding to the attribute elements in the first
attribute set.

[0024] In some embodiments, in the case that a number of the subscription
condition is 1, the apparatus further includes:

[0025] a first transmitting module, configured to transmit the device data to a client
in the case that the Bloom filtering result of the attribute elements in the second attribute
set indicates a corresponding match with the attribute element set in the first attribute set,
wherein the client is a terminal for transmitting the subscription condition.

[0026] In some embodiments, in the case that the number of subscription conditions
is greater than 1, the apparatus further includes:

[0027] a calculating module, configured to acquire a unified subscription condition
by intersecting the subscription condition sets corresponding to the attribute elements that
are successfully matched in the case that the Bloom filtering result of the attribute elements
in the second attribute set indicates a successful corresponding match with the attribute
element set in the first attribute set;

[0028] a matching module, configured to acquire a matching result by matching an
attribute set corresponding to the unified subscription condition with the second attribute
set; and

[0029] a second transmitting module, configured to transmit the device data to the
client in response to the matching result indicating that the second attribute set is
successfully matched with the attribute set corresponding to the unified subscription

condition.
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[0030] In some embodiments, the calculating module is configured to acquire the
unified subscription condition by intersecting the subscription condition sets corresponding
to the attribute elements which are successfully matched in the first attribute sets in the
case that the binary vector set corresponding to the attribute element set in the first attribute
set is successfully matched with the binary vector corresponding to the attribute elements
in the second attribute set.

[0031] In some embodiments, the attribute element set in the first attribute set is at
least one of amodel, a device, and a measurement point.

[0032] In another aspect, a computer device is provided. The computer device
includes a processor and a memory storing at least one instruction, at least one program, a
code set, or an instruction set therein. The at least one instruction, the at least one program,
the code set, or the instruction set, when loaded and executed by the processor, causes the
processor to perform the method for pushing subscription data in Internet of things.

[0033] In another aspect, a non-transitory computer-readable storage medium
storing at least one instruction, at least onc program, a code set, or an instruction set is
provided. The at least one instruction, the at least one program, the code set, or the
instruction set, when loaded and executed by a processor of a computer device, causes the
computer device to perform the method for pushing subscription data in Internet of things.
[0034] The technical solutions according to the present disclosure may achieve
following beneficial effects.

[0035] When a subscription condition set is received, the subscription condition set
is parsed into a first attribute set, and the device data is acquired and parsed into a second
attribute set that has the same type of attribute elements as the attribute element set in the
first attribute set. Then, Bloom filtering is performed on the attribute elements in the
second attribute set one by one in a predetermined order by taking an attribute clement set
in the first attribute set as a filter condition, and the Bloom filtering on the other attribute
clements in the second attribute set is stopped in the case that a Bloom filter result of one of
the attribute elements in the second attribute set indicates a mismatch with the
corresponding attribute element set in the first attribute set. At this point, the step of
acquiring the device data is returned. In this way, the matching of the device data with the
subscription condition set is performed according to the attribute elements during the
process of pushing the subscription data, such that the matching of the device data is
stopped in the case that one attribute element fails to meet the subscription condition set,

which can reduce waste of matching resources of the subscription server and thereby
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improve matching efficiency of the subscription server.
[0036] It is to be understood that both the foregoing general description and the
following detailed description are exemplary and explanatory only but are not intended to

limit the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS
[0037] The drawings herein are incorporated in and constitute a part of the
specification. They show the embodiments consistent with the present disclosure and are

used in conjunction with the specification to explain the principles of the present

disclosure.
[0038] FIG. 1 to FIG. 6 are schematic diagrams of workflow of a Bloom filter;
[0039] FIG. 7 is a flow chart of a method for pushing subscription data in Internet

of things according to an exemplary embodiment of the present disclosure;

[0040] FIG. 8 is a flow chart of a method for pushing subscription data in Internet
of things according to an exemplary embodiment of the present disclosure;

[0041] FIG. 9 is a schematic diagram of a corresponding binary vector after
performing a Hash operation on attribute values of different attribute elements under a
plurality of subscription conditions according to an embodiment of the present disclosure;
[0042] FIG. 10 is a block diagram of an apparatus for pushing subscription data in
Internet of things according to an exemplary embodiment of the present disclosure; and
[0043] FIG. 11 is a schematic block diagram of a structure of a computer device

according to an exemplary embodiment.

DETAILED DESCRIPTION

[0044] Reference is now made in detail to exemplary embodiments, examples of
which are illustrated in the accompanying drawings. The following description refers to the
accompanying drawings in which the same numbers in different drawings represent the
same or similar elements unless otherwise represented. The embodiments set forth in the
following description of exemplary embodiments do not represent all embodiments
consistent with the present disclosure. Instead, they are merely examples of apparatuses
and methods consistent with aspects related to the present disclosure as recited in the
appended claims.

[0045] It should be understood that the term "several" used in the present disclosure

means one or more in number, the term "a plurality of" means two or more in number, and
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the term "and/or" describes the association relationship between the associated objects and
indicates that three relationships may be present. For example, A and/or B may indicate
three cases where only A exists, A and B exist at the same time, and only B exists. In
addition, the character "/" generally indicates an "OR" relationship is present between the
former and later associated objects.

[0046] With the large-scale popularization of the Internet of things technology, a
higher requirement is put forward to the accuracy in the subscription condition and the data
matching in the subscription server during the process of pushing the subscription
condition. The present disclosure provides a method for pushing subscription data in
Internet of things, which can reduce waste of matching resources of the subscription server
and thereby improve matching efficiency of the subscription server. For ease of
understanding, several terms involved in the present disclosure are explained hereinafter.
[0047] 1) Internet of things (IoT)

[0048] The IoT is a network allowing all ordinary objects having independent
functions to be connected based on information carriers such as the Internet and the
traditional telecommunications networks, and is mainly applicable to the fields of
transportation and logistics, industrial manufacturing, health care, smart environment

(home, office, or factory), and the like. Therefore, the IoT has a great prospect in the

market.
[0049] 2) Bloom filter
[0050] The Bloom filter is composed of a very long binary vector and a series of

random mapping functions, and may be used to retrieve whether an element is in a set. Its
advantage lies in that the Bloom filter has a higher space efficiency and a short query time than a
common algorithm, and its disadvantage lies in that the Bloom filter has a specific
misrecognition rate (that is, false positives, which mean that the Bloom filter may report
the presence of an element in a set, contradicting with the fact that the element is not in the
set) and deletion difficulty, but causes no recognition error situation (that is, false
negatives, which mean that the Bloom filter may not report the presence of an element in a
set if the element is not in the set, thereby preventing the underreport).

[0051] Referring to FIG. 1 to FIG. 6, schematic diagrams of workflow of a Bloom
filter are illustrated. As shown in FIG. 1 to FIG. 6, by taking a uniform resource locator
(URL) as an example, the Bloom filtering performed on the URL may be as follows.

[0052] (1) By taking first, second, and third URLs as the filter conditions, three

different Hash values may be generated according to three different Hash functions
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respectively.

[0053] As shown in FIG. 1 to FIG. 3 that are schematic diagrams of performing the
Hash operation on URL a, URL b, and URL c, the three different Hash functions are Hash
A, Hash B, and Hash C respectively. In addition, the three Hash values corresponding to
URL a are 4, 16, and 8, the three Hash values of URL b are 9, 11, and 7, and the three Hash
values corresponding to URL ¢ are 3, 15, and 10.

[0054] (2) The filter condition is mapped to an empty bitmap sct.

[0055] FIG. 4 shows an empty bitmap set. Since the three Hash values
corresponding to the URL a are 4, 16, and 8, it is judged that the corresponding positions of
4, 16, and 8 in the bitmap set are 1, and thus the corresponding positions of 4, 16, and 8 are
set to 1. Since the three Hash values corresponding to the URL b are 9, 11, and 7, it is
judged that the corresponding positions of 9, 11, and 7 in the bitmap set are 1, and thus the
corresponding positions of 9, 11, and 7 are set to 1. Since the three Hash values
corresponding to the URL ¢ are 3, 15, and 10, it is judged that the corresponding positions
of 3, 15, and 10 in the bitmap set are 1, and thus the positions corresponding to 3, 15, and
10 are set to 1. FIG. 5 shows the bitmap set after completion of the setting.

[0056] (3) When a fourth URL is added to the Bloom filter, the Hash operation is
performed on the fourth URL according to the three Hash functions with the same Bloom

filter condition to respectively generate three different Hash values.

[0057] As shown in FIG. 6, the Hash values corresponding to the fourth URL x are
4,16, and 8.
[0058] (4) Whether the positions corresponding to the Hash values of the fourth

URL in the bitmap set after the setting are 1 or not is judged. If the positions of the three
values are simultaneously 1, it is determined that the URL is a duplicate URL; and if the
positions of the three values are not simultancously 1, it is determined that the URL is not a
duplicate URL.

[0059] By making the three Hash values 4, 16, and 8 generated by the fourth URL x
shown in FIG. 6 correspond to the bitmap set in FIG. 5, if the positions of 4, 16, and 8 are
simultaneously 1, it is determined that the URL x shown in FIG. 6 is a duplicate URL, and
the URL x is duplicate with the URL a.

[0060] When it is determined that the fourth URL is not a duplicate URL, the
corresponding positions of the three Hash values of the URL in the bitmap set, which are
not set to 1, are set to 1 and taken as a next Bloom filter condition for performing the

Bloom filtering on the next URL.
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[0061] The size of the bitmap set is not limited to the size of the set shown in the
aforesaid figures, and the size corresponding to each position in the bitmap set is 1 bit. The
user may make corresponding settings according to different needs, and the set-to-1
operation can be performed only once for each position in the bitmap set.

[0062] In some embodiments, the Bloom filter is configured to judge whether the
subscription data meets the subscription condition or not. The subscription condition is split
into attribute sets, and the attribute scts are taken as the Bloom filter condition to perform
the Hash operation and mapped to the bitmap set. Herein, the Hash algorithm adopted in
the Hash operation corresponding to different attributes may be the same or not. The
subscription data is split into attribute sets newly corresponding to the subscription
condition, and the Hash operation is performed on different attributes in the subscription
data according to the Hash algorithm correspondingly adopted in the Hash operation
performed on the different attributes in the subscription condition. Then, whether the
subscription data meets the subscription condition or not is judged depending on whether
the positions corresponding to the Hash values for different attributes of the same
subscription data in the bitmap set are all set to 1 or not. If all the positions corresponding
to the Hash values for different attributes of the same subscription data in the bitmap set are
set to 1, the subscription data meets the subscription condition, and if not all the positions
corresponding to the Hash values for different attributes of the same subscription data in
the bitmap set are set to 1, the subscription data fails to meet the subscription condition.
[0063] Referring to FIG. 7, a flowchart of a method for pushing subscription data in
IoT according to an exemplary embodiment of the present disclosure is illustrated. The
method for pushing subscription data in IoT is performed by the subscription server. As
shown in FIG. 7, the method may include following steps.

[0064] In step 710, a subscription condition set is parsed into a first attribute set in
response to receiving the subscription condition set. The first attribute set includes at least
one attribute element set, and the subscription condition set includes at least one
subscription condition.

[0065] The subscription condition refers to a customized condition for filtering the
subscription data in the subscription server. The subscription condition may be defined by
the user by inputting the customized condition into the subscription server or may be
defined by the user by controlling a label control in the subscription server.

[0066] In some embodiments, in a possible situation, the client may have a search

box, and the user may input text by an external device connected to the client to transmit
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the customized condition to the subscription server. Alternatively, under a premise that the
client has a voice recognition function, the user may transmit the customized condition to
the subscription server by voice input. Alternatively, the client may be provided with label
controls for filtering the subscription data. For example, the label controls, such as a model
a, a device B, or a measurement point C, may be displayed on a touch interface of the
subscription server, and the label controls include descriptions of corresponding
subscription data, such that the user may transmit the customized condition to the
subscription server by a single selection or multiple selections.

[0067] In some embodiments, the subscription condition may include a
sub-subscription condition for filtering at least one attribute. For example, the customized
condition input by the user is "an electric lamp with IoT function." The customized
condition may be parsed into different attribute sets in the subscription server, and the
attribute set may be the series number that identifies the electric lamp, the model
corresponding to the electric lamp, the corresponding measurement points in the model, or
other related contents. For different attribute elements in the attribute set, corresponding
sub-subscription conditions are defined to explain or restrict the different attribute
clements. For example, a measurement point A corresponding to the parsed condition of
"an electric lamp with the IoT function" may have attribute values for explaining the
current or voltage of the electric lamp model.

[0068] In some embodiments, in the process of parsing the subscription condition
set, each subscription condition in the subscription condition set shall be associated with
the corresponding parsing result. That is, each subscription condition has a first attribute
subset corresponding thereto, and the first attribute subset is in the first attribute set. For
example, a subscription condition 1 may have a first attribute subset 1 corresponding
thereto, and the first attribute subset 1 may include corresponding attribute elements, such
as amodel 1, a device 1, a measurement point 1, and the like.

[0069] In step 720, the device data is acquired, wherein the device data is stored in
the subscription server.

[0070] The subscription server is connected to a data generating device that may
transmit the generated device data to the subscription server. Upon receiving the
subscription condition, the subscription server may extract the device data from the device
data stored therein.

[0071] In step 730, the device data is parsed into a second attribute set. The

attribute elements in the second attribute set are of the same type as the attribute element
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set in the first attribute set.

[0072] After the device data is acquired, the device data may be parsed according to
the parsing rule of the subscription condition. For example, if the subscription condition is
parsed into an attribute set composed of three attribute elements that are device, model and
measurement point, the device data shall also be parsed according to the same parsing rule
and thereby parsed into an attribute set composed of three attribute elements that are
device, model and measurement point, such that the comparability between the data can be
ensured.

[0073] In step 740, the Bloom filtering is performed on the attribute elements in the
second attribute set one by one in a predetermined order by taking the attribute element set
in the first attribute set as a filter condition.

[0074] The process may be that the Bloom filtering is performed on attribute values
of the attribute elements in the second attribute set one by one in the predetermined order
based on attribute values of the attribute element set in the first attribute set, and when the
Bloom filtering result of the previous attribute elements in the second attribute set indicate
a successful matching, the Bloom filtering of the next attribute elements is performed. For
example, if the predetermined matching order is model, device, and measurement point, the
attribute values of the model in the attribute set of the subscription condition may be firstly
taken as the filter condition to perform the Bloom filtering on the attribute values of the
model in the attribute set of the device data. When the Bloom filtering result of the attribute
values of the model indicates a successful matching, the Bloom filtering is performed on
the attribute values of the device in the attribute set of the device data by taking the
attribute values of the device in the attribute set of the subscription condition as the filter
condition. When the Bloom filtering result of the attribute values of the device indicates a
successful matching, the attribute values of the measurement point in the attribute set of the
subscription condition is taken as the filter condition to perform the Bloom filtering on the
attribute values of the measurement point.

[0075] In step 750, the Bloom filtering on the other attribute elements in the second
attribute set is stopped in the case that a Bloom filtering result of one of the attribute
elements in the second attribute set indicates a mismatch with the corresponding attribute
element set in the first attribute set.

[0076] During the matching process of the device data, as long as a Bloom filtering
result of the attribute values of the attribute elements indicates a mismatch with the

attribute values of the corresponding attribute elements in the subscription condition set, it
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may be determined that the device data fails to meet the subscription condition and it is
meaningless to perform the Bloom filtering on attribute values of other attribute elements.
Thus, when the Bloom filtering result of the attribute values of the attribute elements
indicates the mismatch with the attribute values of the attribute elements in the subscription
condition set, the subsequent Bloom filtering on the other attribute elements may be
stopped, which can reduce waste of matching resources in the matching process.

[0077] In step 760, the process returns to the step of acquiring the device data.
[0078] During the process of pushing the subscription data, when it is determined
that a certain device data fails to meet any subscription condition in the subscription
condition set, it is necessary to stop matching the device data with the subscription
condition and start matching the next device data with the subscription condition, so as to
acquire at least one piece of device data in the subscription server that meets at least one
subscription condition in the subscription condition set.

[0079] In some embodiments, when no device data in the subscription server meets
a subscription condition in the subscription condition set, it may be judged that the
subscription condition is illegal, and the judgment result is fed back to the client that
transmits the subscription condition.

[0080] In summary, according to the method for pushing subscription data in IoT
provided by the embodiment of the present disclosure, when a subscription condition set is
received, the subscription condition set is parsed into a first attribute set, and the device
data is acquired and parsed into a second attribute set that has the same type of attribute
clements as the attribute element set in the first attribute set. Then, the Bloom filtering is
performed on the attribute elements in the second attribute set one by one in a
predetermined order by taking an attribute element set in the first attribute set as a filter
condition, and the Bloom filtering on the other attribute elements in the second attribute set
is stopped in the case that a Bloom filter result of one of the attribute elements in the
second attribute set indicates a mismatch with the corresponding attribute element set in the
first attribute set. At this point, the step of acquiring the device data is returned. In this way,
the matching of the device data with the subscription condition set is performed according
to the attribute elements during the process of pushing the subscription data, such that the
matching of the device data is stopped in the case that one attribute element fails to meet
the subscription condition set, which can reduce waste of matching resources of the
subscription server and thereby improve matching efficiency of the subscription server.

[0081] Referring to FIG. 8, a flowchart of a method for pushing subscription data in
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IoT according to an exemplary embodiment of the present disclosure is illustrated. The
method for pushing subscription data in IoT is performed by the subscription server. As
shown in FIG. 8, the method may include the following steps.

[0082] In step 801, a subscription condition set is parsed into a first attribute set in
response to receiving the subscription condition set. The first attribute set includes at least
one attribute element set, and the subscription condition set includes at least one
subscription condition.

[0083] In some embodiments, the attribute element set in the first attribute set is at
least one of a model, a device, and a measurement point. Each attribute element set
correspondingly includes the corresponding attribute elements acquired by parsing all the
subscription conditions in the subscription condition set. For example, a model set may
include model elements acquired by parsing all the subscription conditions in the
subscription condition set.

[0084] In some embodiments, cach subscription condition has a corresponding
subscriber account, and the subscriber account is used to instruct to transmit the device data
that meets the corresponding subscription condition to the subscriber account.

[0085] In some embodiments, during the process of pushing the subscription data in
IoT, the subscription server may receive a plurality of subscription conditions sent by the
user in the same time period, when the number of subscription conditions is greater than 1,
the subscription server parses the plurality of subscription conditions simultancously to
form the first attribute set, with one subscription condition corresponding to one subscriber
account.

[0086] In step 802, the device data is acquired, wherein the device data is stored in
the subscription server.

[0087] In step 803, the device data is parsed into a second attribute set. The
attribute elements in the second attribute set are of the same type as the attribute element
set in the first attribute set.

[0088] In step 804, the Bloom filtering is performed on the attribute elements in the
second attribute set one by one in a predetermined order by taking the attribute element set
in the first attribute set as a filter condition. The step may include following contents.

[0089] 1) The Hash operation is performed on the attribute values of the attribute
clements in the first attribute set to acquire a binary vector set corresponding to the
attribute element set in the first attribute set. The process may include following steps.

[0090] In step S810, an operation result respectively corresponding to the attribute
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clement set in the first attribute set is acquired by performing the Hash operation on the
attribute values of the attribute element set in the first attribute set.

[0091] In step 820, an empty bitmap set is set up.

[0092] In step S830, the binary vector corresponding to the attribute element set in
the first attribute set by setting the position in the bitmap set corresponding to the operation
result respectively corresponding to the attribute element set in the first attribute set to 1.
[0093] Since the set-to-1 operation can be performed only once for each position,
the positions set to 1 in the bitmap set may correspond to a plurality of subscription
conditions due to characteristics of the Hash operation. Thus, it is possible to establish a
correlation between the position set to 1 and the subscription condition, which may be
implemented by establishing a correlation between the position set to 1 and the attribute
clement firstly.

[0094] 2) The Hash operation is performed on the attribute values of the attribute
elements in the second attribute set to acquire a binary vector corresponding to the attribute
elements in the second attribute set.

[0095] The process of acquiring the binary vector corresponding to the attribute
clements of the second attribute set may refer to steps S810 to S830, which is not described
herein any further.

[0096] The process of performing the Hash operation on the attribute values of the
attribute clements may refer to the workflow of the Bloom filter shown in FIG. 1 to FIG. 6.
During the Hash operation, the Hash function for performing the Hash operation on the
attribute values of different attribute elements of the same subscription condition or the
same device data may be the same or not, whereas the Hash function for performing the
Hash operation on the attribute values of the corresponding attribute eclements in the
subscription condition and the device data needs to be the same. For example, if the parsing
of the subscription condition includes three attribute elements, which are device, model,
and measurement point, the corresponding parsing of the device data also includes three
attribute elements, which are device, model, and measurement point. During the process of
performing the Bloom filtering on the attribute elements, when the Hash functions for
performing the Hash operation on the attribute values of the three attribute elements of the
subscription condition are all Hash A, all the Hash functions for performing the Hash
operation on the attribute values of the three attribute elements of the device data shall also
be Hash A; and when the Hash functions for performing the Hash operation on the attribute

values of the attribute elements, which are model, device, and measurement point, of the
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subscription condition are Hash A, Hash B, and Hash C, the Hash functions for performing
the Hash operation on the attribute values of the attribute elements, which are model,
device, and measurement point, of the device data shall also be Hash A, Hash B, and Hash
C.
[0097] 3) The binary vector set corresponding to the attribute element set in the first
attribute set is matched with the binary vector corresponding to the attribute elements in the
second attribute set respectively.
[0098] In some embodiments, during the matching process, a quantitative product
of the binary vector corresponding to the attribute elements of the device data and the
binary vector corresponding to the attribute elements of the subscription condition may be
calculated, such that whether the attribute elements of the device data meet the subscription
condition is determined according to the calculation result. When the calculation result is 1,
it is determined that the attribute element of the device data meets the subscription
condition; and when the calculation result is 0, it is determined that the attribute element of
the device data fails to meet the subscription condition.
[0099] In some embodiments, when the number of subscription conditions is
greater than 1, a reference is made to FIG. 9 that is a schematic diagram of a corresponding
binary vector after performing the Hash operation on the attribute values of different
attribute elements of a plurality of subscription conditions according to an embodiment of
the present disclosure. As shown in FIG. 9, the size of the bitmap set is 64 bits. For the
attribute values of the attribute elements in the subscription condition set in FIG. 9 after the
Hash operation, the Hash value as output is a value within the integer range of 0 to 63, and
the position in the bitmap set corresponding to the Hash value is set to 1.
[00100] As shown in FIG. 9, the binary vector corresponding to the model attribute
of the overall subscription condition is [1,0,1,0,0,1,1,0,0,1...1,0], and the binary vector
corresponding to the model attribute of the device data is [0,0,1,0,0,0,0,0,0,0...0,0]. Thus,
the quantitative product therebetween as calculated shall be
[1,0,1,0,0,1,1,0,0,1...1,0]%[0,0,1,0,0,0,0,0,0,0...0,0]=1.
[00101] Since the product result of the binary vectors corresponding to the model as
matched between the device data and the overall subscription condition is 1, it is
determined that the attribute values of the model of the device data meet the subscription
condition.
[00102] If the binary vector corresponding to the model attribute of the device data
is set as [0,1,0,0,0,0,0,0,0,0...0,0], the quantitative product as calculated shall be
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[1,0,1,0,0,1,1,0,0,1...1,0]%[0,1,0,0,0,0,0,0,0,0...0,0]=0.
[00103] Since the product result of the binary vectors corresponding to the model
attribute as matched between the device data and the overall subscription condition is 0, it
is determined that the attribute values of the model of the device data fail to meet the
subscription condition.
[00104] According to the matching result, step 805 or step 807 is performed.
[00105] In step 805, the Bloom filtering on the other attribute elements in the second
attribute set is stopped in the case that a Bloom filtering result of one of the attribute
elements in the second attribute set indicates a mismatch with the corresponding attribute
element set in the first attribute set.
[00106] In some embodiments, the process may include: stopping the matching on
the attribute elements in the second attribute set in the case that one of the binary vectors
corresponding to the attribute elements in the second attribute set fails to match one of the
binary vector sets corresponding to the attribute elements in the first attribute set, and then
executing step 806.
[00107] In step 806, the process returns to the step of acquiring the device data.
[00108] In step 807, the device data is transmitted to a client in the case that the
Bloom filtering result of the attribute elements in the second attribute set indicates a
corresponding match with the attribute element set in the first attribute set. The client is a
terminal for transmitting the subscription condition.
[00109] When the number of subscription conditions is 1, the subscription server
may continuously transmit the device data to the client corresponding to the subscription
condition when the Bloom filtering result of the attribute elements in the second attribute
set indicates a match with the attribute element set in the first attribute set, which also
means that the device data is successfully matched with the subscription condition, wherein
the device data is the data that changes over time. For example, when the subscription
condition is "acquiring photovoltaic power of a photovoltaic module 1 in a photovoltaic
module model," the photovoltaic power value of the photovoltaic module 1 in the
photovoltaic module model may increase or decrease with the influence of solar irradiance;
and when the device data is successfully matched with the subscription condition, the
subscription server may continuously transmit the photovoltaic power value uploaded by
the photovoltaic module 1 to the client.
[00110] When the number of subscription conditions is greater than 1, since what is

output by the Hash function is an integer within a certain range, the Hash values acquired
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by performing the Hash operation on the attribute values of the attribute elements of
different subscription conditions may be duplicated, which thereby causes that one attribute
element in the first attribute set may correspond to a plurality of subscription conditions.
For example, the Hash function may be defined as:

H (x) =h.
[00111] H denotes a predetermined Hash function, x denotes the data having a
variable size, and h denotes a calculated Hash value at a fixed length.
[00112] When the Hash function is a function taking a remainder of 2, the attribute
values of the model attribute of a subscription condition 1 is 13, and the model attribute of
a subscription condition 2 is 5, which may cause following results:

H(13)=1;

H (5) =1.
[00113] The result of taking the remainder of 5 to 2 is 1, which is same as the result
of taking the remainder of 13 to 2. While, 5 is not equal to 13, which indicates that the
subscription condition 1 differs from the subscription condition 2. In addition, since the
results of the Hash operation are both 1, the results are both set to 1 at the position 1 in the
corresponding bitmap set. However, since the set-to-1 operation can be performed only
once at the same position, two subscription conditions associated with the set-to-1
operation are present at the position 1. Therefore, in order to avoid the inaccuracy in the
judgment result caused by the collision of the Hash operation results, the following steps
are performed.
[00114] 1) A unified subscription condition is acquired by interesting the
subscription condition sets corresponding to the attribute elements which are successfully
matched in each first attribute set in the case that the Bloom filtering result of the attribute
clements in the second attribute set indicates a corresponding match with the attribute
element set in the first attribute set.
[00115] In some embodiments, in the case that the binary vector set corresponding to
the attribute element set in the first attribute set is successfully matched with the binary
vector corresponding to the attribute elements in the second attribute set, the subscription
condition sets corresponding to the attribute elements which are successfully matched in
each first attribute set are intersected to acquire the unified subscription condition.
[00116] Each subscription condition may have a corresponding subscription
condition mark. When the subscription condition sets are intersected, the subscription

condition marks corresponding to the attribute elements which are successfully matched in
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cach first attribute set may be acquired, such that the subscription condition marks
corresponding to the unified subscription condition may be acquired by intersecting the
subscription condition marks corresponding to the attribute elements in the first attribute
sets, thereby acquiring the unified subscription condition.

[00117] 2) An attribute set corresponding to the unified subscription condition is
matched with the second attribute set to acquire a matching result.

[00118] The attribute values of the attribute elements in the attribute sect
corresponding to the unified subscription condition are matched with the attribute values of
the attribute elements in the second attribute set one by one.

[00119] 3) The device data is transmitted to the client in response to the matching
result indicating that the second attribute set is successfully matched with the attribute set
corresponding to the unified subscription condition. The client is a client for transmitting
the subscription condition.

[00120] In some embodiments, the position where the product result of the binary
vector corresponding to the attribute values of the model attribute of the device data and the
binary vector corresponding to the model attribute of the overall subscription condition is 1
is position 0, and the subscription condition set composed of subscription conditions
associated with the position 0 is [subscription condition 1, subscription condition 2]; the
position where the product result of the binary vector corresponding to the attribute values
of the device attribute of the device data and the binary vector corresponding to the device
attribute of the overall subscription condition is 1 is position 2, and the subscription
condition set composed of subscription conditions associated with the position 2 is
[subscription condition 3, subscription condition 4]; and the position where the product
result of the binary vector corresponding to the attribute values of the measurement point
attribute of the device data and the binary vector corresponding to the measurement point
of the overall subscription condition is 1 is position 1, and the subscription condition set
composed of subscription conditions associated with the position 1 is [subscription
condition 4, subscription condition 2]. By intersecting the above three the subscription
condition sets, the unified subscription condition may be acquired as a set of [subscription
condition 2].

[00121] Then, the attribute set corresponding to the unified subscription condition is
matched with the second attribute set, and the number of users corresponding to the unified
subscription condition may be one or greater than one. In the environment of the IoT,

different users may simultancously input different subscription conditions to match
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different device data, or different users may input the same subscription condition to match
the same device data. In addition, the subscription conditions input by different users may
correspond to the account of the user. Thus, when the matching result between the attribute
set of the data device and the attribute set corresponding to the unified subscription
condition indicates a successful matching, the subscription server may transmit the device
data to the client indicated by the corresponding account according to the one or more
accounts corresponding to different subscription conditions.

[00122] In summary, in the method for pushing subscription data in IoT according to
the embodiment of the present disclosure, when a subscription condition set is received, the
subscription condition set is parsed into a first attribute set, and the device data is acquired
and parsed into a second attribute set that has the same type of attribute elements as the
attribute element set in the first attribute set. Then, the Bloom filtering is performed on the
attribute elements in the second attribute set one by one in a predetermined order by taking
an attribute element set in the first attribute set as a filter condition, and the Bloom filtering
on the other attribute elements in the second attribute set is stopped in the case that a
Bloom filter result of one of the attribute elements in the second attribute set indicates a
mismatch with the corresponding attribute element set in the first attribute set. At this point,
the step of acquiring the device data is returned. In this way, the device data is matched
with the subscription condition according to the attribute elements during the process of
pushing the subscription data, such that the matching of the device data is stopped in the
case that one attribute element fails to meet the subscription condition, which can reduce
waste of matching resources of the subscription server and thereby improve matching
efficiency of the subscription server.

[00123] Referring to FIG. 10, a block diagram of an apparatus for pushing
subscription data in IoT according to an exemplary embodiment of the present disclosure is
illustrated. The apparatus may be practiced as all or a part of the data verification server in
the form of software to implement all or a part of the steps of the method shown in FIG. 7
or FIG. 8 and the corresponding embodiment. As shown in FIG. 10, the apparatus may
include: a first parsing module 1010, an acquiring module 1020, a second parsing module
1030, a Bloom filtering module 1040, a stopping module 1050, and a returning module
1060.

[00124] The first parsing module 1010 is configured to parse a subscription
condition set into a first attribute set in response to receiving the subscription condition set,

wherein the first attribute set includes at least one attribute element set.
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[00125] The acquiring module 1020 is configured to acquire device data, wherein
the device data is stored in the subscription server.

[00126] The second parsing module 1030 is configured to parse the device data into
a second attribute set, wherein the attribute elements in the second attribute set are of the
same type as the attribute element set in the first attribute set.

[00127] The Bloom filtering module 1040 is configured to perform Bloom filtering
on the attribute elements in the second attribute set one by one in a predetermined order by
taking the attribute element set in the first attribute set as a filter condition.

[00128] The stopping module 1050 is configured to stop the Bloom filtering on the
other attribute elements in the second attribute set in the case that a Bloom filtering result
of one of the attribute elements in the second attribute set indicates a mismatch with the
corresponding attribute element set in the first attribute set.

[00129] The returning module 1060 is configured to return to the step of acquiring
the device data.

[00130] In some embodiments, the Bloom filtering module 1040 includes a first
calculating submodule and a second calculating submodule.

[00131] The first calculating submodule is configured to acquire a binary vector set
corresponding to the attribute element set in the first attribute set by performing a Hash
operation on attribute values of the attribute elements in the first attribute set.

[00132] The second calculating submodule is configured to acquire a binary vector
corresponding to the attribute elements in the second attribute set by performing a Hash
operation on attribute values of the attribute elements in the second attribute set.

[00133] The stopping module 1050 is configured to stop the Bloom filtering on the
other attribute elements in the second attribute set in the case that one of the binary vectors
corresponding to the attribute elements in the second attribute set fails to match one of the
binary vector sets corresponding to the attribute elements in the first attribute set.

[00134] In some embodiments, in the case that the number of subscription conditions
is 1, the apparatus further includes a first transmitting module.

[00135] The first transmitting module is configured to transmit the device data to a
client in the case that the Bloom filtering result of the attribute elements in the second
attribute set indicates a corresponding match with the attribute element set in the first
attribute set, wherein the client is a terminal for transmitting the subscription condition.
[00136] In some embodiments, in the case that the number of subscription conditions

is greater than 1, the apparatus further includes: a calculating module, a matching module,
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and a second transmitting module.

[00137] The calculating module is configured to acquire a unified subscription
condition by intersecting the subscription condition sets corresponding to the attribute
clements that are successfully matched in the case that the Bloom filtering result of the
attribute elements in the second attribute set indicates a corresponding match with the
attribute element set in the first attribute set.

[00138] The matching module is configured to acquire a matching result by
matching an attribute set corresponding to the unified subscription condition with the
second attribute set.

[00139] The second transmitting module is configured to transmit the device data to
the client in response to the matching result indicating that the second attribute set is
successfully matched with the attribute set corresponding to the unified subscription
condition.

[00140] In some embodiments, the calculating module is configured to acquire the
unified subscription condition by intersecting the subscription condition sets corresponding
to the attribute elements which are successfully matched in the first attribute sets in the
case that the binary vector set corresponding to the attribute element set in the first attribute
set is successfully matched with the binary vector corresponding to the attribute elements
in the second attribute set.

[00141] In some embodiments, the attribute clement set in the first attribute set is at
least one of amodel, a device, and a measurement point.

[00142] In summary, in the apparatus for pushing subscription data in IoT according
to the embodiment of the present disclosure, which is implemented as all or a part of the
subscription server in the form of software, when a subscription condition set is received,
the subscription condition set is parsed into a first attribute set, and the device data is
acquired and parsed into a second attribute set that has the same type of attribute elements
as the attribute element set in the first attribute set. Then, the Bloom filtering is performed
on the attribute elements in the second attribute set one by one in a predetermined order by
taking an attribute element set in the first attribute set as a filter condition, and the Bloom
filtering on the other attribute elements in the second attribute set is stopped in the case that
a Bloom filter result of one of the attribute elements in the second attribute set indicates a
mismatch with the corresponding attribute element set in the first attribute set. At this point,
the step of acquiring the device data is returned. In this way, the matching of the device

data with the subscription condition set is performed according to the attribute elements
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during the process of pushing the subscription data, such that the matching of the device
data is stopped in the case that one attribute element fails to meet the subscription condition
set, which can reduce waste of matching resources of the subscription server and thereby
improve matching efficiency of the subscription server.

[00143] Referring to FIG. 11, a schematic diagram of a structure of a computer
device 1100 according to an exemplary embodiment is illustrated. The computer device
may be implemented as the subscription server stated in the aforesaid solution of the
present disclosure. The computer device 1100 includes a central processing unit (CPU)
1101, a system memory 1104 including a random-access memory (RAM) 1102 and a
read-only memory (ROM) 1103, and a system bus 1105 that connects the system memory
1104 and the central processing unit 1101. The computer device 1100 further includes a
basic input/output system (I/O system) 1106 that facilitates to transfer the information
between respective devices within the computer, and a mass storage device 1107 for storing
an operating system 1113, an application 1114, and other program modules 1115.

[00144] The basic input/output system 1106 includes a display 1108 for displaying
the information and an input device 1109, such as a mouse or keyboard, for the user to
input information. The display 1108 and the input device 1109 are both connected to the
CPU 1101 via an input output controller 1110 that is connected to the system bus 1105. The
basic I/0 system 1106 may further include an input output controller 1110 for receiving and
processing the input from a plurality of other devices, such as a keyboard, mouse, or
electronic stylus. Similarly, the input and output controller 1110 further provides output to a
display screen, a printer, or other types of output devices.

[00145] The mass storage device 1107 is connected to the CPU 1101 by a mass
storage controller (not shown) connected to the system bus 1105. The mass storage device
1107 and the related computer-readable mediums provide non-volatile storage for the
server 1100. That is, the mass storage device 1107 may include a computer-readable
medium (not shown), such as, a hard disk or a compact disc read-only memory (CD-ROM)
drive.

[00146] Without loss of generality, the computer-readable medium may include a
computer storage medium and a communication medium. The computer storage medium
includes volatile and nonvolatile, removable and non-removable mediums implemented by
any method or technology for storing the information, such as, computer-readable
mstructions, data structures, program modules or other data. The computer storage medium

includes a RAM, a ROM, an ecrasable programmable read-only memory (EPROM), an
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electrically erasable programmable read-only memory (EEPROM), a flash memory or
other solid-state storage technology, and a CD-ROM, a digital versatile disc (DVD), or
other optical storage devices, or a tape cassette, a magnetic tape, a disk storage or other
magnetic storage devices. A person skilled in the art will appreciate that the computer
storage medium is not limited to the above ones. The aforesaid system memory 1104 and
mass storage device 1107 may be collectively referred to as a memory.

[00147] According to various embodiments of the present disclosure, the computer
device 1100 may further be operated by a remote computer connected to the network over
the network such as the Internet. That is, the computer device 1100 may be connected to
the network 1112 by a network interface unit 1111 connected to the system bus 1105, or
may be connected to other types of networks or remote computer systems (not shown) by
the network interface unit 1111.

[00148] The memory further stores one or more programs, wherein the one or more
programs are stored in the memory, when run by the CPU 1101, causes the CPU 1101 to
perform all or a part of the steps in the method shown in FIG. 7 or FIG. 8.

[00149] A person skilled in the art shall appreciate that in one or more examples
described above, the functions described in the embodiments of the present disclosure may
be implemented in hardware, software, firmware, or any combination thercof. If the
functions are implemented in the software, they may be stored in a computer-readable
medium or transmitted as one or more instructions or codes on a computer-readable
medium. The computer-readable medium includes a computer storage medium and a
communication medium, wherein the communication medium includes any medium that
facilitates transfer of a computer program from one place to another, and the storage
medium may be any available medium that can be accessed by a general-purpose or
special-purpose computer.

[00150] An embodiment of the present disclosure further provides a non-transitory
computer-readable storage medium storing at least one instruction, at least one program, a
code set, or an instruction set. The at least one instruction, the at least one program, the
code set, or the instruction set, when loaded and executed by a processor of a computer
device, causes the computer device to perform the method for pushing subscription data in
IoT. For example, the computer-readable storage medium may be a ROM, a RAM, a
CD-ROM, a magnetic tape, a floppy disk, an optical data storage device, or the like.
[00151] Other embodiments of the present disclosure are apparent to those skilled in

the art from consideration of the specification and practice of the present disclosure. The
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present disclosure is intended to cover any variations, uses, or adaptations of the present
disclosure following the general principles thereof and including common knowledge or
commonly used technical means which are not disclosed herein. The specification and
embodiments are to be considered as exemplary only, and the scope and spirit of the
present disclosure are subject to the appended claims.

[00152] It will be appreciated that the present disclosure is not limited to the exact
construction that has been described above and illustrated in the accompanying drawings,
and that various modifications and changes can be made without departing from the scope
thereof. It is intended that the scope of the present disclosure is only limited by the

appended claims.
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CLAIMS

What is claimed is:

1. A method for pushing subscription data in Internet of things, wherein the method is
performed by a subscription server, and comprises:

parsing a subscription condition set into a first attribute set in response to receiving the
subscription condition set, wherein the first attribute set comprises at least one attribute element
set, and the subscription condition set comprises at least one subscription condition;

acquiring device data, wherein the device data is stored in the subscription server;

parsing the device data into a second attribute set, wherein attribute elements in the second
attribute set are of a same type as the attribute element set in the first attribute set;

performing Bloom filtering on the attribute elements in the second attribute set one by one in
a predetermined order by taking the attribute element set in the first attribute set as a filter
condition;

stopping the Bloom filtering on other attribute clements in the second attribute set in the
case that a Bloom filtering result of one of the attribute elements in the second attribute set
indicates a mismatch with a corresponding attribute element set in the first attribute set; and

returning to the step of acquiring the device data.

2. The method according to claim 1, wherein
performing the Bloom filtering on the attribute elements in the second attribute set one by
one in the predetermined order by taking the attribute elements in the first attribute set as the
filter condition comprises:
acquiring a binary vector set corresponding to the attribute element set in the first
attribute set by performing a Hash operation on attribute values of the attribute elements in
the first attribute set respectively;
acquiring a binary vector corresponding to the attribute elements in the second attribute
set by performing a Hash operation on attribute values of the attribute elements in the second
attribute set respectively; and
matching the binary vector set corresponding to the attribute element set in the first
attribute set with the binary vector corresponding to the attribute elements in the second
attribute set in a predetermined matching order; and
stopping the Bloom filtering on the other attribute elements in the second attribute set in the

case that the Bloom filtering result of one of the attribute elements in the second attribute set
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indicates the mismatch with the corresponding attribute element set in the first attribute set
comprises:

stopping the Bloom filtering on the other attribute elements in the second attribute set in

the case that one of binary vectors corresponding to the attribute elements in the second

attribute set fails to match one of binary vector sets corresponding to the attribute elements in

the first attribute set.

3. The method according to claim 1, wherein in the case that a number of subscription
conditions is 1, the method further comprises:

transmitting the device data to a client in the case that the Bloom filtering result of the
attribute elements in the second attribute set indicates a corresponding match with the attribute
clement set in the first attribute set, wherein the client is a terminal for transmitting the

subscription condition.

4. The method according to claim 1, wherein in the case that a number of subscription
conditions is greater than 1, the method further comprises:

acquiring a unified subscription condition by intersecting subscription condition sets
corresponding to the attribute elements which are successfully matched in the first attribute sets
in the case that that the Bloom filtering result of the attribute elements in the second attribute set
indicates a corresponding successful match with the attribute element set in the first attribute set;

acquiring a matching result by matching an attribute set corresponding to the unified
subscription condition with the second attribute set; and

transmitting the device data to a client in response to the matching result indicating that the
second attribute set is successfully matched with the attribute set corresponding to the unified

subscription condition.

5. The method according to claim 4, wherein acquiring the unified subscription condition by
intersecting the subscription condition sets corresponding to the attribute elements which are
successfully matched in the first attribute sets in the case that that the Bloom filtering result of the
attribute elements in the second attribute set indicates the corresponding successful match with
the attribute element set in the first attribute set comprises:

acquiring the unified subscription condition by intersecting the subscription condition sets
corresponding to the attribute elements which are successfully matched in the first attribute sets

in the case that a binary vector set corresponding to the attribute element set in the first attribute
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set is successfully matched with a binary vector corresponding to the attribute elements in the

second attribute set.

6. The method according to any one of the claims 1 to 5, wherein the attribute element set in

the first attribute set is at least one of a model, a device, and a measurement point.

7. An apparatus for pushing subscription data in Internet of things,, wherein the apparatus is
applicable to a subscription server, and comprises:

a first parsing module, configured to parse a subscription condition set into a first attribute
set in response to receiving the subscription condition set, wherein the first attribute set comprises
at least one attribute element set, and the subscription condition set comprises at least one
subscription condition;

an acquiring module, configured to acquire device data, wherein the device data is stored in
the subscription server;

a second parsing module, configured to parse the device data into a second attribute set,
wherein attribute elements in the second attribute set are of a same type as the attribute element
set in the first attribute set;

a Bloom filtering module, configured to perform Bloom filtering on the attribute elements in
the second attribute set one by one in a predetermined order by taking the attribute element set in
the first attribute set as a filter condition;

a stopping module, configured to stop the Bloom filtering on other attribute elements in the
second attribute set in the case that a Bloom filtering result of one of the attribute elements in the
second attribute set indicates a mismatch with a corresponding attribute element set in the first
attribute set; and

a returning module, configured to return to the step of acquiring the device data.

8. The apparatus according to claim 7, wherein the Bloom filtering module comprises:

a first calculating submodule, configured to acquire a binary vector set corresponding to the
attribute element set in the first attribute set by performing a Hash operation on attribute values of
the attribute elements in the first attribute set; and

a second calculating submodule, configured to acquire a binary vector corresponding to the
attribute elements in the second attribute set by performing a Hash operation on attribute values
of the attribute elements in the second attribute set;

wherein the stopping module is further configured to stop the Bloom filtering on the other
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attribute elements in the second attribute set in the case that one of the binary vectors
corresponding to the attribute elements in the second attribute set fails to match one of the binary

vector sets corresponding to the attribute elements in the first attribute set.

9. A computer device, comprising a processor and a memory storing at least one instruction,
at least one program, a code set, or an instruction set therein, wherein the at least one instruction,
the at least one program, the code set, or the instruction set, when loaded and executed by the
processor, causes the processor to perform the method for pushing subscription data in Internet of

things as defined in any one of claims 1 to 6.

10. A non-transitory computer-readable storage medium, storing at least one instruction, at
least one program, a code set, or instruction set, wherein the at least one instruction, the at least
one program, the code set, or the instruction set, when loaded and executed by a processor of
computer device, causes the computer device to perform the method for pushing subscription data

in Internet of things as defined in any one of claims 1 to 6.
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