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1. paratus and nethod for the protected transm ssion and

representation of electronically publi shed docunents The present
i nvention concerns an apparatus for protecting 5 electronically
publi shed docunepts —as .SQhq FOEddY | f claim
: 1 and a nethod as* - aim9.

. ‘For defining the repragsentmticdn off eléetrg Y gheq

following shall apply: 10 - ~ Data are representations of
information of any sort. The classification of data occurs in data
types. | nformathien peesentll yibentionusebndteors a anonppparatasen for hpsobedring

assigned to a data type in.. ccordange wth _fund ntal _, con '
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content. . A text is constituted of the snmallest units of texts,
char act ergortion gf giadip|%s, such as, e.g., a nunber or a Chinese character.
Each of t ASSe e hfk Aff CERe PRISRSSASA i tdle MERERTRNt P1AbatiiBn, the
accor dance W th a pre-given convention or an agreed-on standard. A
char act er folbowipg shapk éd by a sequence of e.g. 7-, 8- or 16-bit

chai ng, of zerog. and ;.. QBESsentMii®nIUShee;ArSMlatlonChBEACLRYS, &S &ne
preci se associ ation 0 text characters wth their binar

represent alavsifigadianfofitdaby eecurs in datef wpesh tInéormafiidnduran éreiveres
b6 undor PSR Sn 8 ceRpBef BHERAGR nas Pler! XELfunel %!l BGUWCRIPCAR
accordance with fundamental conventions and physically stored.
Information can be transformed into an equivalent data type or a-
15 physically stored form without a loss of content. .

A text is constituted of the smallest units of texts, charéﬁters
or symbols, such'as,'e.g., a number or a Chinese character. Each of
these characters possesses a digital répresentation, in accordance

" with a-pre-given:éonvention'or an agreed-on standard: A-character- is

20 represented by a sequence of e.g. 7-, 8- or 16-bit chains of zeros and

ones. There must be a set of characters, thus a precise association of

text characters with their binary répresentation, and a font, by means

-of which the individual elements of this character set forms a surface

of pixels. The bit seéuence can be understood as an electronic text

25 before or after the replacement by the character set. Agreement with

the ofiginal text is also given when a computer program first

Eransforms passive data into an outpﬁt,=so:that it caﬁ be represenfed

on an output apparatus. In addition, a text can also be represented on

"the output unit by active data that contains executable commands,

30 operating instructions or instructional data. These active data can
contain direct or indirect procéssor instfﬁc;;ons.

The text is represented in and on théﬁoutput unit, in and on a
surface. The text consists of a content, thUs a textually fixed verbal
utterance, and a layout. In this layout ;ﬂére is a representatioﬁ of

35 font and type size, the positioning of individual words, characters,




25 before or after the replacenent by the character set.
the origi naWoaB¥B0¥s al so gi ven when a conputer program fi rs?(‘%'?’gw}’oﬁ\i
transforms passive data into an output,2so that i't can be represented
on-an output apparatus. In addition, a text can al'so be represented on

the output unit by active data that contains executable comands, 30
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07/ 48034 . The text can also contain dialogue boxdyfﬂﬂﬂﬁﬁhMQBHm&lds which

2 S or pictures ype of chapter or page nunbering, the
ki nd reéﬂgfglf% ;) tPeﬁg%?ftq% Féof the line separation, page size,

mar gi n A/Vi;ﬁlidf’l;ux(éohﬁarisr al tepﬁelsehtatidsri bUfe%ombi:lehg’:lrbﬂbserﬁd&fe Co) a
opti cal | di.stinguish in represented characters. The text can
al so cdﬂ%&?ﬁed|598§ﬁﬁgbﬁie%r 3t93 eflj PLGEURRT cATS theF@ﬁﬁe§F°?ﬂ% ket to

enter dgitd format in whidh €hiyeciPans tFahePbLRENI A 1i06 §P"FLYiNG Qhta
someone on a surface. Electronic or digitalized pictures are thereby

st ot¥ed B¥h 3 comPULHLt BTPFFATRII AR RhPEATEReyt IRPIEFEASH Orfe PraPra CUERRE or
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on an out put - unit. Defined In this way, texts can also be stored as
p,CtL”(Qynversely, pictures can also be viewed as texts. A picture can be a

representation of a real object. But it can also be a drawing
generated by a person or computer of a real or non-real object. A
15 picture can be based on pixels, bitmaps vecﬁprs or fractals. Some data
formats employ compression methods. New methods of coding make use of
decomposition in wavelets or fractals. :
Pictures whose content changes across time are called videos or
films. Videos are stored on the computer in data formats which make it
20 possible for their active or passive data to be issued with the help
of a computer program on an electronic output unit. Their issued
contents are again represented in a sequential progression of singie
pictures.
A temporally changihg drawing or a process which gives the
25 illusion of movement or of life in a drawing, model or (non-~dynamic)
object is called animation. With animation ' there. is a change of
p051t10n by the objects to be viewed or a change in the position of
the viewer. The objects viewed in an anlmatlon are not real in the
represented manner, but only generated by people_and their tools.
30 Interactive films are video media or animétioné whose represented
action, observation point and angle of view orf:epresented object can
be changed by user inputs and external comman@%. A request for input

at a meaningful point in time is in this senséilikewise ah output in

the frame of an interactive medium.




Conversely, pwelogigszscan al so be viewed as texts. A picture camPCIEP27/03113
representation of' a real object. But it- cgn al so be a draw ng

generated by a person or conputer of a real or non-real object. A 15
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assive computer programs are programs whose code instructions
are not directly processed by the interfaces of the hardware inside a
" 15 computer. In contrast to active computer programs, which contain a
direct ‘machine code .for"a processor, passive progfams have effecté
_only up to the lowest system interfaces of an operating system and
have the attribute that the code instructions are expressed in a
.- language which can in .principle be changed :at: any time, especially:
20 without changing the hardware.
. Fonts are passive or active data or passive or active computer
programs which are responsible for the visual representation of
characters - and symbols. They contain all the data and 'operating
instructions for their size, appearance or other attributes. Fonts aré
25 used for the preparation or creation in .an output-represented by
pixels on the output unit. - .

Control statements or control programs for machines or robots are
also active or passive computer programs which deliver an output in
the f'orm of a sequential string of active mechanical, electrical,

"30 acoustic, visual, or chemical operational steps. or passive sensorial
input steps. An output can also have the form of a query or input
which interact with the end user at a logical point in time.

In this sense, texts, pictures, databases, audio media, videos,

animations, interactive films, control programs, fonts or passive or

35 active computer programs, and video games, are all examples of




A dat abase is a structured collection of data which are stored o
dj gi tal datwomamgiddrs or el ectronic data processing units fo?CFf?g97’“3’l3

purpose of later digital .or el ectronic reading. Texts, pictures
or films are visually conprehended. They are 5 thereby part of human
vi sual (optical) conprehension. Audi onedi a include all nedia
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i nterfaces of an operating system and have the attribute that the

code ithet se@eensts ofabétéxpressed in a | anguage which can in
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operatin I'ns el r Size, appearance or ofher attributes.
Font s araeabdSes useshtfmyl plregpreBparattiior® ogr pesedvé aprodramgn aud pse forth,

rEprES%&%GQhugyform dgkéehﬁieg.t{ﬁ%(%“éngfightdata or data units need not
necessarily be physically connecﬁed in the storage medium. It suffices

15 if the connection is realized through a separate addressing. It is
then obvious through a knowledge of the data format employed which'
element is respectively the preceding or the following. Corresponding
to the data format, the boundaries are set by the elements which have
either no predecessor oOr no sSuccessor.

20 - Data units can form a hierarchy in regard to the relaﬁions "is
contained in" and "is a including set of". The hierarchies thus
consist of a structure of data units, subsystems and substeﬁs in the
form of a graduation in regard to responsibility, function,
functionaliﬁy or sequence of the individual substeps which is in

25 addition-given by an order of precedence or rule of priority.

'~ For example, in this sense the following hierarchical order is
naturally and funétionally pregiven: character, word, sentence,
paragraph, page, dhapter; text. Elemenis on the same hierarchical’
level and of the same hierarchical sort thereby form a hierarchical’

30 Elass. A data unit is thereby an element of a hierarchical class.

" Within these larger summaries the individual data wunits of a
hierarchical class can be linearly arranged. The data units can,
however, also be hierarchically arranged and thus form more

comprehensive hierarchical classes. References to other data units can

35 be contained within data units. These references can be understood as




Control  stat qyged/sseas control prograns for machines or robots REWEPITOIH so
active or passive conputer prograns whichgdeliver an output in the .
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acoustic, visual, or chem cal operational steps or passive sensori al
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which interact with the end user  at a lqgical point jn tine. -
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el ectronic representation, and whi ch can be published el ectronicall
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or data units need not | | . . . . .
' represent the existing arrangement instructions in the form of bit

informatioﬁ, or implicitly they form a connected arrangemeht.through

15 the linear sequence, without further 'bit information, whereby the
indiyvidual data elements are linearly connected and could generate the
complete, unaltered electronic document. The structural elements can,
however, also be ad@ressing_ through name equivalency of objects or

_references within- a- group of elements. The structural. -elements which

20 are used in the invention in a preferred manner are those which are
taken from an abstract view, i.e., from the syntax, the management of
the structuring or the visible addressing of the elements, that exist
within a group of elements.

Linearity is a,sequénce.of data units whose arrangement is one-

25 dimensiohally lineér, whereby the individual units can respectively
have only one neighbor in front and behind, respectively left and
right. - '

A linear chain can, however, also be singly linked, so that it is
only possible to infer to the preceding or to the following element.

30 A structure is non-linear if it possesses ih a hierarchy class
less than two or more than two neighboring elements. bound through:
explicitly or implicitly assumed Jjump instructions without the
beginning or end boint of an electronic document playing a role in

this consideration. In addition, a structure is non-linear if the

35 linear arrangement pre-given by the unaltered electronic document has




necessari | y be physically connected in the storage nedium | 15
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Sent efce, grap page, chapter,
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' arbitrary and possibly pseudé'—randomly determined deletion 01; changing
15 of structural elements can also be referred to as a mixing or
scrambling process or a de-addressing process, 1i.e., the. intended
undoing of the addressing. The deletion of a structure element has to
imply that the original order, addressing or naming is changed, but
these structure elements, ~with .their position or their assignments,

20 are extracted or stored to arnx'.external device, - file or database. The
original state can b.e reconstructed, i.e., the document can be
returned to the original state or transformed .into an intended new
state, if these additional information are provided as ope.rating‘
instructions.

_25 , The struétural elements, especially the linear ones, in part
_represent not explicitly articulated information without which
meaningful use is impossible.. Information which leads to the
réconstruction of wusability, i.e., which recreates the structural
elements, perinits the electronic or human readability or.usébility of

30 a so-prepared electronic document. .

Local alternation wiﬁhin a statement is possibly not recognizable
after the deletion or changingl of a structu:rall element, but it

provides, in connection with the new context, a meaningless, unusable,

contradictory, unreliable or false meaning context.
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class also been regarded as struétural elements. Essential conjunction like

“and”, “or” or shogt phrases that already inform the reader about most

of the text like a headline could be been removed separately by

providing these words or phrases from- .external source inside the

20 operational instruction as significance creating or causing structural
elements. . ' |

Structural elements in databases are given by database indices or
the addressing with the primary key or foreign key or by other
organizational data for structuring and managing a database. With a

25 hard disk, diskette or CD-ROM, e.g., the structure element are
included in the FAT or in the Inode tab;e.' '

With passive and active programs the structural elements are the
linkages which arise in the variables and function through name
equivalency, if they refer to the same source-or the same object. -The

30 agreement of names in an electronic documenﬁ thereby also represents a
not further-analyzed structural element..THe alteration of a program
can also be performed :within the obligatory grammatical rules of a

programming or machine language using instructional rules so that

checking the syntax with a compiler does not reveal errors, and that




-

| ess than two or nore than two nei ghboring el ements bound t (gﬂ?p” 13
explicitly WOP74803%)| jcitly assumed junp instructions wit Ry
begi nning or end point of an el ectroni @ docunent playing a role in
this consideration. In addition, a structure is non-linear if the 35

a

| i near arrangenent- pre-given by the unaltered el ectroni c docunent has
WO 97/ 48066y reports during the ‘execution time of theP@ﬁ?%?@W/fﬁﬁ_ not be

6 begn shanged Ibi soahanacoEAndenEREE Of theiseiracehignle Jemeaks. |
througﬁ - exchange or replacenment of data units by references. These

references Metadand rf GARFEISMIRYIAPCUPAREY BHtindEPORTPE Wife Wy anPEPUTET
| denti ¢al of nmosd L difalnfat WU tshat sehd{ereir PO t 5PRkax Sof

The conne&%Pgﬁs aer?Av(/een t wo gata units forns the [1near structura

el epentstatleeredgpanpionuods t lirs pongewts ogonddsesantaindaseverdt s stgpgsure g
sequential , serjal or |inear sequence, |n thi e, the, qv I _
docure FLEPEN R i CEIPEFRRERY afq‘rdo%aln?%e’?enn i \Pﬁ'dﬁig?'gé%frp%%eﬁ{%adgﬁa pfter
can i nsaRictase dierumitiBentiléal | yhadentd foredidith &héd shovgingalreld®ions in
unal tered docunent.  Wthout this linear structural e nt_ -

f or m nfetHESR ePRETRE 12T SharFﬁe°%h3§es333?5?%‘B1cda‘%°§“ﬁ“r?f‘t stggﬁl %Sggn%sega?ded
as equalhkvxeecaitdl ed to be arranged consecutively and in addition
arbitrarily arranged. The arbitrary and gossi bly gseudo-randorﬂé .
detl8r mi ned” #&tBt iTBWRSKSc AWy AFuGirals e lamepts (ane " EPenBAEE X cakOShfELY

be refeei8tors0 @6 rfghtTiaddlGnmeht to €K& ABBEIEHE [YRRSDfOMmagnitude or

de- addr éssi ng process, 1.e., the intended undoi:ng of the addressing.
The deltdts oriaift auRi§ uefumMeasnERBRRL halhehr alteration cannot be locall
determined. ' ' :

The deletion or ~changing -of a strucﬁgral element has .the.
15° consequence that 'all the data units connected with it lead to
meaningless, contradictory, useless or false statements or sequence
.. processes. : :

The inc¢reasing $pkead of electronic data networks and independent

data carriers (for éxample CD-ROMs), ' the .steadily enlarging user

20 circle, and the improvement in transmission aﬁd'access technology for
on-line services are aiso yielding new possible ways of offering and
publishing electrbnic _documents {or media) 'by way of such data
networks, for example the Internet; such products, besides texts and
images, also include. éudio or video media et¢.. In addition, such

25 electronic marketing channels, e.g., the Interngt, open up interesting
business opportgnities' with enormous advantagé% ‘;n the logistics of

marketing and clear cbét advantages in the publipation process.

~ With the creatibh of the. technological f@amework conditions for
electronic pubiication of that kind, theréi;arises -the technical

30 requirement of protecting such.media from unauihorised access or from
illegal copying so that the copyright of the.sﬁpplier.or provider can

be effectively érotected: due to the. dig@tal character of the
eleétronically published information'copying Cé?en unauthorised) could
occur without a loss of quality; therefore tﬁé:questiop of protecting

35 such electronic publications is an éxistential and fundamental key
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i nply that th\?'g%éi al order, asdgmecebng or

namng is changechQHﬁgwggl3

these structu nts, w n or their assignnents,

are extracted or stored to an external d2vice, - file or database. The
original state can be reconstructed, i.e., the docunent can be

returned to the original state or ransf R % an,;Lnfended. new. 4 int
state, ifUERESE atffi t’in’oen ‘Sk?fn Corﬂea]ﬁa%% aO%WE#A# g& aédg%)ér g?l ﬁg nd prin

i nstruct pe@sa et?h in eledtwomsita fotmral el enments, especially the Iinear

. ones, in part represen ot . explicitl articul ate i nf or mat.i o

without "whiche o edmohfaonn diFeaoSte & mnshorhiel | et TRt 2 ORLY
- leads t@gupiished medi@Ceast bUChroOredfediSabidridey, thb. @chidd Othd eGheaiues ihbe
~ structural el enents, permts the electronic or hunan readability or

usabi Pi t pPBYe- 30 a so-prepared el ectroni ¢ docunent. Local

al ternation wrhhi NnarsdAt EPBNtthes POSE by AU LLCOINFBRIEL a subsHahRiallg
del etion or changing of a structural elenent, but it provides, in

connect i GEYREQIFaphd cnagtBe@t &xt WhiChedhi fRflasssonyfyusgdpFerent is transmitted

* cont radi ¢t opy, rel or 2301 Ng; o
= '4803488’ by o' HeRRbEK S wﬂ?&tﬁ%o@%ﬁ@h@gx§q{ﬁe€f§éﬂ be dscaded; on e 10cal

7 comphreontinagthatto raspest obka i baraln vakiccdechding i givian dsabespd aot
recrggt eqptﬁ%%%%%korahwﬁ gée@sn%b, grg@.t 8! %hgon%g@&%{, S9Nl %\@Q%eand a

but rathe gi'vén case can onl inferred rough addi ti ona
i nf or mat icoaresgorraiagnstindéviduel s dondingt.i nguilshabbdifiem tthe ordogiumaht 5is

state of eEQE:Qé’r?i”crﬁ'lty' sé {: ggrofyatiid%rr]ltgl}ig‘ddt?t?aljtneinc}en%%?icggf\éenveorf a%eillegal
copy can be traced back to the original user - therefore at least
legal assertion of the claims involved, after illegal access or an
15 unauthorised copy has occurred, is possible. |
' However that method in -accordance with the state of the art
suffers from a number of disadvantages: thus the trahsmission- and
computing expenditure alone is already considerable for the reason
that a specific version of the complete document must be transmitted
20 by way of the network for each identified and authgnticated user;
tﬁerefore, besides the eﬁcoding expenditure for the entire document,
the procedure inv&lves transportation of a volume of data which is not
inconsiderable, precisely in the case of multi-media documents. It is
admittedly to be assumed that in future, by §irtue of powerful
25 computing installations, this method will also oéerate for a large
number of (possibly simultaneously) accessing users, with an
acceptable access time: however-tﬁere is then still the problem that
the network capacities are possibly not always sufficient for
transmission of the amount of data inveolved in the complete document,
30 precisely in terms of real-time operation.

Therefore the object of the present invention is to provide an
apparatus and a method of the general kind set forth for the protected
transmission and representation of electroni¢ally published documents,
which overcome those disadvantages of the state of the art and in

35 particular permit easier, more flexible and more secure electronic
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made in a | ogi cal manner g%'stﬁif BFEN ie arranged data can be

provi ded wob74808& confext 0 A feation, tenporally, M%ﬂ-'fo?/‘,ls
logically or with reference to persas and thereby nake - possible
inferences to the original state. 10 We can regard as structural
el enments of texts, Dbesides the inplicit linearity of words,

sent enmesl izadipages, wieodegumentsl,i c@¥en over ppesdkp ERAWPEF murRferifRFe
page nunberi.ng, innet ge ; , 106l erenges a f rMakhgei @bl & f
contenQ%"e[r(?l?ﬁé t 8xt ,daggagtéE%fé elfge;%?gs medl?‘?omt e i ndi ces_,a re?esraen_ces
from thearismitstiont heats blandgpaphy, meidtdvely5 ldwr ttransmbesion r hpaerobs or

h li nks i -1 h t ext I . '
o1 Pt WU RS EAEEnt PP SHEARED T on Tia Pvencieh BRFERE Meaks, o

janc r short
phrasesrdvidie atk£adyhénidecimehes r eadeve ghablishest in acodrdameet exitthl i e a
headl i ne could be been rerrpvce}d separ at el y . provi gi ng 4 hrclausn%erv\or{is
or phrBREANTIONG A LSt BP VRt 14y, (WA RT3 e TD03" oplr HY Y Sival “NSEr Ut i-on

as sigpidica HowRatidiheRl i ¢aUShAQv BdUdlCt ¢indtlete eneb@i®dd Shaving to be
Structural elenments in databases are given by database indices or . _the
addr esefFREMAd HFAthed PrESRRCH1RBYUBPY f Or WRiFP by BFPHPI¥Enep terms of time

organi zagi a UCTLUYr § O RO hBRRAGEAB: endlplstRaE ot Wi a2t) 25
har d dlglisil &g@&gﬁ ecégg%%{-){?d\/l e. g.',c t he struct u?e el ement %re _a i ncl uded
i n10 he FAT Bhatobiectd dedettabred by the appgratppfiesdi ferthdim@liad® brang ans

the structurgl elegests.ars thgim 9. inkages which arise in the variables
and function '%rough namne equi valency, if they refer to the sane

source- or tRevsaregebjdot. iThe tha® ageseseht bhe naleRli n s&frapect PEni the
document 1 Egéneb A 13V S O L EPL SR SoBument, NQLthdhdHICInaNAl Yaade St rilcHr al s
el emenf  EThe @I Terdti bn of - a pr ogram can also be performed w thin the
obl i gathanyagyeanfot ithal useul estixfuta the addibgemadrienferopl ndata RermisagtbRe
USiIEg niopéérrxggc;eidonlacJentrj.ch:la?sdigtoritbm%tion of a theoretically unlimited number
of identical documents without intervention in the rights of the
supplier or provider being possible by a c_:opying action or  the like.
On the other hand, however, an interchange of the additional data
takes place by way of the data transmission medium or the data
20 network, with which data then the locally stored document data can be
put into a usable and meaningful form for the. user by the linking
means. '
In this respect, in accordance with the invention, the expression
~data transmission mediun® means any electronic device for
25 transmitting data, and ‘“data transmission network” means ahy
electronic network with which data can be exchanged or transmitted
between computers, beyond the local area. Transfer media could be
wired or non-wired phone lines, any cable capable for information
transfer, any kind of broadcast like terrestrial or by satellite, or
30 any' kind of memcry with input, output"intierfaces_ and which is able to
perform data proces‘sing operation. - _
As in particular it is also possible that transmission of the
data for decoding the documents 'is effected by. way of a terrestrial
television transmitter or by way of satellite, in which case for

35 example _the inquiries also take place by way of a data line, the
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checki ng thewayﬁh%“wth a conpiler does not reveal errors, andiE®te3113
WD' 97/ 48034 | PCT/ EP97/ 03113

'8 error reports during the executiofi'time of the program coul d not be
used to locate the position of the change of the structural elenents.

Met adat @, on { rogl &, dPFAMIERLS ibRaheRGbPKPT Q9T ATB o0t A KO DR dfpreted! Q:
_understgﬁafeg?o&’exté%%at gn to us%e thg semanti c- or- '?he synt ax of pr5e ° ®

st at eneahg, elpEctanios tnansmp;segmrmedwmvdthcmlahn beyerd| thet eralyrarea

el ements f ani Zat | O qgm%‘ a
structure® gf"eﬁ%g?s a sbc? %x%'gtg g&g provi di ng ghsgéiomp%atrlggkggl %ﬁsp%é\‘%swd
bet weenpparddycubfir asharesmissite sediumoring desnedwed tinparbspdygsrop said
t hese data, 10 Wth nunbers the structural elenents are .the
. prefPx, “‘eﬂbg‘f‘fix operators, the right assignnent to the correct order
of magni tude r that tBasehght ﬂsnpos@ibmarsurmmanca'hmthatheranvemtlon
cannot be locally det er m ned. he deletian ¢bangi n

as a?l 6? 151

of a derudthgr a]|°°aél AR S1E89e eanfs t o%%eh'ﬁu‘é‘?ﬁ%retteﬁat

units GQapshiefer Vol hothtr WeAE-bdr trand¥aaRiiBgl @RYiumpOBYT adlyctcxfrywmch
usel ess or false statenents or sequence processes.

i ncreasithg sypmead(wAlumedctITH A%t alyiay HoPRELOHIFA Hde fifhsid tted ‘”'(5"‘&118 a
car rllher Se %BQr sL%@plﬁlan@lRQ\@lvldBQ@ly st:apdilys @Rbar@idigioHSEr da2d (a

circ the 1 nprovenment in transm ssion and access technol ogy for
on-1ine p@ssubcéstsar goal soxgmpladi A§ nebFPoSSi bp EXFRALIEHL Oﬁ‘bﬁflﬂfayanw the

principle of the Near-Video-On-Demand, as is broadcast for example by
way of satellite). Accordingly the local data storage means accérding
to the invention may therefore also have a means’ w’hich is designed for
15 the reception of periodically transmitted 'data by way of a wide-band
channel. '
In general, units which can be in the direct physicél access of
the user are meant as “local”.
'Genérally, -also:a procedure or the content of a message may be
20 calied secure if . the technology or pr:é'rsonnél- needed to illegally
obtain the message effectively cost more titﬁe,' money or energy than
the maximal profit that anyone expects to gain by cracking the
security system. _
Security could be guaré.nteed by encryption or by hiding or
‘25 disguising t:he data .within a large quantity’ of other data or by
assigning data a secret meaning or a secrec "allocation to certain
functions agreed on in a secret communlcatlon before or after the
mutated operational instructions are given to the final user.
Advantageous developments of the ipventién_ are set forth in the
30 appendant claims. i _
Thus in a pérticularly preferred fo_r_‘_‘x_n: the electronically
published documents are stored in the 'local data storage means in a
non-linear form, wherein in connection with tb‘g'_pr-esent invention the
‘term “linear” is to be interpreted as follows (in addition to the

35 definition given in the introduction of the present application):




publishing -electronic doecunents (or nedia by - way of a
net wor ks, - WQ97/48Q3hpl e the Internet; such proZ:Iuctg, begi des YQ%E”Q%'L’
i mges, also include audio or video nd@dia etc.. .In addition, such 25
el ectroni c marketing channels, e.g., the Internet, open up interesting
busi ness opportunities w th enornous advantlgg%‘s in the loqistics gf as a

mar kethimgaandediaar West LviRt £3¥s FHhe i 6a%i &8 g&pLete

Wth tlrl%e%'ieé'ﬁ%)?ﬂ] Of bdifes,! aGlRIsOBIrC JrhbraiRWBEka €0dWli ddraierkOr comprise
el ectronic . publication of - that kind, - there . arises the_ technical

30 reyuivmbAENe{ ofoTPesItEC PFNGORERRE nERK - eFforhtiin ABE G TS &F &ELRE8Y oY Hom
i1 1eg he%%@)ﬂ:??fép éMptﬂeg%a%@QYf hﬁgéh?iﬁré hﬁo&_\’é&ﬂeidertogétﬂéﬁ)%ﬂ%é)ﬁ&ﬁ a
e

be effective protected: “due t . digital character of  the

el éct romivcabky fuberefexe | RAGE mARNBAr 0Py T eRlyYs iffdut HFANSERENE odd 2
occur w.thoyt | pss qugl i L,v; r e . quest | Qf ot | 35
‘such E&Fni §°8g | i (S:)lfz’i i o‘rgiljéi&lys éa{r}?ee%glg{ en%xji;'g indﬁ\%}‘nlgl r%%t a?%‘ﬁéegce'
9 Theatedsepn Hyr nehaspubf i ctheel sagecolirg di glamenksvi devegn awdi doawdent

print nmedia etc, in.electronic, form EP. 0 665 .486 A2 di ses
a et RPREEANENE At L] tP’oﬁifCBPf‘?h-“ea’:plﬁﬂnltseﬁ‘édcﬁ%ﬁf%rscé"ﬁuﬁg’ BF Gt g%?%%d)i n
or der it]? aﬁiﬂi e¢quéhée fibﬁuouﬂiﬂdhedthé'ref&havecannot_ be ufhdt asetdrodofrenall he
state of the art involves a substanti all cryptographi ¢c.nethod in i ch
an!y el RIWEATC)EFoRInBABY | §2PFr AT L% ea“¥° 8§ v%’pmo?(’tg aneg\%\B??f' \/\/Hls'(a:%i,\!l;I
docunmegt rictulcBen to be decoded on the local . conputer. |In that respect
the | ocal user decoding option . is based on 10 aut hent'caéfi on, whi ¢ch occurs

by way of tHe ridwfor EeSBECEhe theEeTgRg. a the AAPELS8AYI ndPtd nREIVEHEI 2

codi ng?ireét%d agfli tj;0R; rbbeiofICUEBARectfon  (19hRF! MEtivRahl Yt wd Gepakhe
identified that 1dentification of an illegal copy can be traced back to
t he orpyitmlofisere - orha@pspodecypentasT Linepgdhy &8ser t9ompmsht (herefares

i nyol Vﬁ&'no@é‘st &fnd | L 6GAly AGGATH Weqirnts Nl Aden@ALCORY chas GeGVAERSL S
possi bl e. However that nethod in accordance with the state of the
art information carriers while non-linearity in the present sense is the
deviation from a -linear arrangement (at least of parts) of the medium.
A particularly suitable form of local data storage means that can
.be used ‘is a permanent storage means, for example in the form of an
20 optically  readable CD, which can be prbduced at low cost in large
numbers. Then, the individual information carriers of the document
could be stored on that CD - in non-linear configuration - in an
arrangement which diff(_elrs from the natural document sequence, without
‘the CD additionally containing data or items of information about the
25 afrangement of the information carriers, into the usable sequence. On
the contrary those addi_tiohgl items of information which firstly bring
about linearity of the document would be sup_pli_ed externally by way of
the network. -
Alternatively, in accordance with thé_‘ ;':lo'r.esent invention it is
30 possible to achieve noh—linear’ity in the 1local data storage means in
such a way that the document stdred therein has a number of data gaps,
without the data content of which the documént is unusable for the
user. Data filling up those data gaps can now, be brought about either
as additional data from thé external data sourée by way of the network

35 or the gap data can be stored locally - although separately from the




sufférs_fro%w of di sadvantages: thus the transm ssi on MOTEPY7/03113

cornputing expenditure alone is already ccir}si derabl e for the reason t hat
a specific version of the conplete docunent nust be transmitted 20 by way
of the network for each identified and authenticated user; t her ef or e,

besi des he. 60680LBEuRSMENDI il & WxtkhBaBNELEL, dHIETRYain onlyheiRkDRPY €
I nvol ves transportation of a volune of data which is not ‘ :

i nconsi dendgy «dater seudd| Pei rrekibdedstebhf LR f@ J2@Sc@Renthe pespelated
admi tted] Qzbe assumed that in future, by virtue of powerful 25
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t he et Wor capacities” ‘are possl al ways i cl ent
t ransm sshwenudfont hénacoueffeaft dahe | apparvaErhs n ackerdbmpl etce dbeunenvenBidbn

precisely. ipn ter of real-tine . operation., . _appar at us. .and ho f
t he genegﬁ?l‘k‘i%ﬁ& L?ﬁr?rﬁ ?Wdﬁﬂg BFER L TR wmcﬁr gﬁ n?%lgslit&r?nﬁgdggga that
represengpéi Ofar¥miekeat ppnvenldfy yHebldatheded@otiets,be encstkdedhifverdensn
t hose di sadvant ages of the state of the art and i,

5 n 35 . _
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Thi s .docunent al so describes a nethod of distributing software_in a secure

manner bgxdmeke €St FSBIRNCAG FnSAP VRt UnusHEM @ pUTYST6ERaNET £ he PEPBRT it
and, addigljpnahliya-pLANSNELLddY SPrefAdAY O¥&IAY (Al @Sl adfe rUR OOGEIdET

with the inactive softvare such that a final main programto be run on a
| ocal compoeetentystwivhcharfoses aghe ebadis Ther ovhe | aYCPB D P IOGERUAE c aPREWERP

means of tﬁedéi@eﬁaanagkﬁ%m&etaw KnePOOLP HnhtRP Ofsferd EQnel iRl i 9o
| i censing procedure. EP Al 0 601 500 Al as well as 5/ 08231 additionally
di sclpseadppar diogalf odegadingct PHg tdloset r addictildnalpuddtashddagocinsht §an be
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In a further preferred embodiment there .is provided an
identification or a billing module with which items of information of
the .user can be ascertained and subjected to further processing, that

20 is to say for example for the purposes of charge ascertainment and
billing. (As a distinction in relation to the state of the art
referred to in the opening part of thé:specification and concerning
the generél kind of system involved, identification. of the external
user by the data so@rce-is only necessary for that purpose). Between

25 the host and the user there can be defined an electronic currency in
the form of random'character series which can be hsed only once (“one-
time pads”) which §ermits the user to pass on his rights in regard.to
reading the documents.

Also, in accordance with the invention, a control module provides

30 for the friction-less data exchange with the external data source.
The invention can therefore ensure that; unauthorised copying and

.. dissemination of the documents is impossibie; at the same time however
it is possible at the local user end not ohly to tolerate but possibly
even promote any copying or transmiss;on of the locally stored

35 document data in order thereby to attain the largest possible




of these documents I ncl ude security systens or security rrecr]3ﬂ|
control aco¥@87/483%| ectronical |y published docunents, clearl 6121%‘?/85193

conpleted billing or licensing transactions. However, neither of these
docunents known fromthe prior art permts further security or

aut hentication during |later sessions of retrieving and r sentln
r especiporentiaktussy ceiiopep fori $hed edsetrhicaldyc “Pllmésrfeffft‘? clgfns{}h
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el ect r 6AI'C ddcanents t require tight access control or that consist of
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e cI alm roves the control
fl exi b|t|d tymof aahetﬂmﬂrreuhtah siccblodinon tEr oc?e%s invention. In addltw"
AVENDED SHEE

publ i caﬁ“ir("}ﬁeﬁf OPRHMRARIMEN LD tETER 88ef2 5 qRFEPSTUSRECR, frommt)tw point of
gener alyiw o2 afi@ir drfdalﬁSﬁéSGarorbenmﬂ:ihliﬁvew by’ campeleatslmelcyf dlhmyvexternal

transm ssion rate and/or I t '
Wl thoutadatisapaat ditac OB ke ey JOMELY ARSHERo RO P2 ERbke o 5

provi de thatyf hedOG4IRALS, t PairP el Haed kB AGREI dBAGEUMesh alnlae changes
i nvention are potentiall made available to an unlimted nunber

usells mowiet lkdaar r i e i f?ﬁéﬁ"&/lJcﬁ}%ﬁISCSFerBférmsng'gh?ﬁ%llr?@’eF& SB“M'
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.information about the format used, compression parameter or o:cher
description on the structural elements used. Changing the order of
elements 6n a certain layer, with respect to the grammar rules that

15 must be applied on this layer, implies that there will be no algorithm
of reconstruction for the original sequence.

Changes in the sequence -.or order with. respect to the grammar
rules of a given layer, data format, formal language or human language
‘implies that there . is no .detectable error in these statements.

20 Therefore there are no criteria, to be found by observing the changed
étatement, ﬁhaﬁ can 'assist. in determining which of the possible
combination of the smallest entity in the layer, respecting the
grammar rules, is the-'éorrect and original omne. .

The grammar is given by rules that regulate the syntax in which

25 the use of characters within a language is complete, consistent and
contained. )

Therefore, in accordance with the invention, in a development
thereof, it is possible, ﬁsing the redundancy in speech, to insert or
dlsplace words at different positions within a sentence without the

30 . content or the meaning of the sentence belng affected thereby. That
advantageously prov:.des that individual identification of the source
of illegal copies <can be achieved by' suitable individualised
positioning of individual words. More specifically, in particular the
separate transmission of the additional data (that is to say for

35 example the sequence data) can be utilised to introduce a clear,




and corrputl NoyoRAEIsEY @s in the above-nentioned state of thpgcgEpyro3nns 10
That object is attal ned by the apparatus set forth in claim1l and

the nethod set forth in claim8. 15 Advantageously in  that
respect - the local storage of the el ectronically published
docunent 0 [ r I
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out put i nterf ces and, which 1i.s abI orm dat a_proce

oper ati 0 SHange gheAé"ﬁaﬁuBgr t7 char“f’ft i SFQTTS% PSS bl relpet h&F % 9°f an
transm SS.:lrﬁJli'défedihElst of vdaiaaalfasr widendiarg talseldﬂedmeat $ndepeaiderct athlgs
way of ateré? {lé | evi sion transpitte of satelllt

5 i ch 4SHEa LY opad nogintlpente ot i ARRATAE or b S TRREeD HEST i of 8

data 15l Nn&thelrh@and, rules that change or delete structural elements after a
AVENDED SHEET WO 97/ 48034
PCT/ EP97/FO§‘ff§atl°n mark which are applied to electrcixa_ic texr@(pF%%‘é}T‘bnln a

“data tr gieiPasel Odod\@laM! khat SpAdKu®1yOnRE Ao haRiet 86ndent. any electronic
transm ssion nediumw th which - beyond the |ocal area - the data can

- be exchanged Bet REERCR orfsut &fentrEvdathe cfimge retftfestid that pFtaggrepts or
- transm ssgiQRgrBEhs MEH JHRCehMedcSoRaat Sy b Bt S@ifFerenf®yi PPrpared could -

For that reason it is possible in accordance with the invent ion
be kept in the public part of an electronlc document in parallel, so
that a combination of different statements containing only small
differences is uniquely 'ptepared,' and these clues could be used for a
subsequent identification of illegal copies.
Hierarchical classes are similar to layers.. Operations on a.
25 level could be done by rules that change or delete structural elements
with respect to the grammatical rules due to the order and sequence
inside this hierarchical classes. These rules transform the order of
the original data into a new order in the group of accompanying
entities that therefore contains no errors in the grammar rules used.
30 In pictures the hierarchical classes are - lines or columns, frames' |
or interframes in MPEG coding, elements in databases of the same data
structure. Assigning variables to certain values or groups of

statements in computer programs that could operate without

instructional errors in a contained context by a definite input and

35 output ‘are likewise hierarchical classes.




for the local data storage nmeans to be interpreted as a tele
transmtterwod?80¥r wi de- band transm ssion medium by way O*‘bfv\ﬁ:?&msus th

sane (volune) data are always periodi @& |ly transmitted while a 10 second

?Iomer channel individually supplies the additional'data (a possibility
or exanple is also an arran mlarl e | e of
Near - Vi deo- Gt DEARARFI2RES s gFg:d%}ig{:h?’br Ir(gg devepé%&%t% sa)t%el Ittltillt%e)

ACCOI‘dIﬂg}éfﬁtTlBﬁ | oGl fatRost Qbéledﬂﬁm&oacw dhﬂgent:.ont 0ik he:amedt i ioTeomay
therefore al So have a means which is designed for 15 the recep

per i odle:téﬂelqt timanheitt tthe PICLBYT AP UG & JAiTd 1PVentLABnh) ¢ tordactea
I'n geneyal laLll.r}'ogrt% x%&rerf@ﬂtbﬁloha T(@ﬁatgllrse@cto RAYShigaépeHee®d2IyObt hardddie

user are deant as ocal General ly, al so a procedure or the
contsentoof safmseg@ynaymb@nvz@m@aﬂeduseéhr @ndj faqi¢iepghniBgy e for

per Sonn% Ej‘_q_gd éhoec)éllnbe%é ylncorpd:ll%tt@hn thenmeasage ef f a6t ipelsubaestto
nore t ene he maxi mal profit that anyone expects
to gai nabg/exmaaokmh@thhe the eseemﬂ yus@rstem properly acgeepiRq yor ol

guaranteed by e Ly on .or _hy r L9 the data within a

ar ge qh'a?f?’?‘tsg?lgﬁ g%‘l{fffmpcfast éaQoraQBQganx% bs?%g é aat%aﬂa secret meaning or
a secret al | ogaht&srdanceerdiainn the mfvencimnsttaag:reef@ateontha methed eand the
comuni cati-on before " after, the ratlonal

( .qutate |nstr ti re
gi véh. t BPRMER H4nafalis 6t used to Pﬁ&b’éﬁ?agte“&%s gevel"d’ﬁr‘?en & seb1y

i nventi ?Beé‘{ﬁl@etdé‘ﬂrnteh iptotbeses0to apmendémhmaital 5. for example "ﬁhmetmm— a
particularly preferred the .electronical shed doc nts

are st oPBH Fant RE I%Wtdﬁ?anbf’ﬁra&ésnﬁéﬁs 347 b/ excﬁb‘ﬁlg Fm°
wher ei ngj, e GO &R Whhd é@@sﬁl@séﬁterﬂypr&dw’tOUhBy way of the network) .

In addition, the invention ensures that storage of the 1locally
15 generated, usable document information is not possible. .

In addition, in accordance with a dedelopment, an electronically
published document can be provided with an_(electronic) expiry date in
absolute or relative form, in which case also the intended aim of the
expiry date cannot -be foiled by manipnlative measures at the local

20 computer system as a corresponding 1tem of data which is linked to a
document is always dependent on the external item of data transmltted
by way of the network. Updating operatlons and the like for the
document can be effected in a corresponding manner. Generally, the
possibility to provide security according to the invention always

25 .means any opportunity to update such an electronic. document.

To judge the effectiveness of the protective procedure presented
here, the following concepts can be referred to with regard to the
present invention.

Generally, information is treated as a fundamental entity, like a

300 messages which are exchanged between source and receiver. The
protection of the information results from the question of how large

. the share of information is that can be obtained by an active or
passive auditor or eavesdropper from the coding employed. The
inadequacy of this description results from the circumstance that

35 neither in cryptography nor in the information and coding theory




term “l'i near ! i?{4§094be interpreted as follows (in addition techtheresiis
definition &93 n the introduction 01‘17t he present application):

WD 97/ 48034 PCT/ EP97/ 03113 _
12 linear nedia, that is to say nedia which. can be interpreted as a

l'inear chain of. pages, 1| {0 . ] nf ' c j.er | a
nunber df‘%’é‘?ﬁtelh‘{%sq’oars’ con gxﬁ n1E£:)lacr r%‘%ﬁr{sld(;rng{ E%Sr%:%sq% (a)‘;}{%ri% eigj&)@v\%i%% ro-
t her ef owechor thespithepades) tivirehiam® cemastiedl¢oglot Red husayhefe ais G0
structure t her ef ore page nupbers or t physi cal arrang nt in.a

print ed teSBék‘ial]ﬁnd OX\hCPRCERF R it us’lag’?(? éea%'?ﬂli Agtul %ggeqﬁgrﬁ%ee‘?ts of
Ther ef or@nt byt Baundhntheost Iatiidane uehBENt s, even a document

conprising a plurality of non-lipear content carriers which are stor%d the

in afly sequedBECRMEIRN cROR R ef bie BAnREC2HLVTsERTESP%HN BvEEAPHE® 168

document,nkQpe &t d$ EkohBENPE oRUL sit A skheid OfkReOfcohteinieainichisabli ssage or
structure. _ In that respect, therefore, the_ additional data
provi de informatief r e@@RRRINS- biThA r SWMSFHELL cSRANERFBN 1(RTARY  BRRWRUR-

two separal8ing to RHAcknltiBRCLRECH P! & HAOGURBNE Sformdd iRRAbh¥eRE & every
document” theretore 15 g‘enot es the sinply scal ed sequence or arrangenent

of the iautevi dombinationi frommht fond cakf ireempinptiepnof | indepengenh pyrbers
present .sensge Ls tjhe, deyi af| ddPMma lhReal, ;a; geqgEnt _4_qast
parts@) o]T' t%’e rbnédiqumls to"Pe ke pae{&t)i cul é:rly srd%?g‘%Fe form%?ztljo?él tatna
storage infamsatiat about thebesegeends auper nemegtiveooriagethear®rnf opf an
OXATD S Asbrafnd O A RioR0 wRB O3y HRRIABLEL s Y Uhoi281PE B Oiee

original numerical sequence 1-2-3-4.
Given the internal redundancy of language, data formats or file
15 _fdrmats, very often the next element can be predicted with a
pfobability above chance. Thus in the German language it can be
inferred with high probability that an "e"” will more probably be
followed by an “r* than a "y". Likewise, it can be expected with high
probability that a graﬁmatical article will more probably be followed
20 by a substantive than a verb. Nevertheless, these attack variants on a
mixed or de-addressed data unit indicate that the deletion or chanéing
of a structural element will nét- offer any <clues for the
réconstruction of the sequence. The divisions within sentences would
thus be disadvantageous. With the deletion or changing of a structural
25 element within a word, e.g., with a hyphen, one can usually find the
precise continuation of a word by using a dictionary, and thus the
reconstruction of this structural element is possible without the use
of external data.
Through the logical arrangement of bit iqformation which, for
30 example, through individual <characters reveal whole sentences,
statements are created. This information can then receive a. semantic
meaning in regard to a selected data convention and togethef.with its
creation- or meaning context. This meaning is in addition socially
determined. The meaning of the individual sentence implies more or is

35 more precise than the sum or the intersection of word meanings, and a




nunmbers. Then, the individual information carriers of the
coul d be sworsgd8add t hat CD - in non-linear. configuration - %ﬁﬁﬁ?zﬁ%sns

arrangenent which differs fromthe natwseal docunent sequence, wi thout

the CD additionally containing data or items of information about the 25
arrangenent of the information carriers, into the usable sequence.

the corextampaningeiadaPEFesRANIINGHY FOTENLERRaPEN SWRi 8R £7r BPFS Bf?ﬁ’gse

about ‘{Aa%e@r]gtynpérste%@gcaeeme vmt@nae Aesplagd external Iy by way of
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i nvent i on iRy mexiBO possthimblinmiitdre ReXaAPFARRY i QY FIRtEREeFodAl TEAEY

~storage nmeans é’tc %}ﬁx\é LAt fahgsdaeu taelauedst el £h
number® ‘6F dé) atq’ae suse %v.‘?“ out ﬂ “% 1?3 con@t ofa V\hl?:htﬁe docunent is
umssahdl&cft@bnibedocumems,erthdjaswa‘ndﬂuong ofp & how@rddica sgapementh ROYR bbts

br ought about eit as additional data fromthe external data source
by vvay:°dT et ﬁe?&b’ﬁ?’ ®%35 or the gap data can be stored locally - although
separ at el y o afddi@tand a semantid\Os€aUehB034 A we always need a knowledge
PCT/ EP97/ 03113 r erEal )
documedt FtHnBoBEeHt eFHfI CARTHE ohte BYETHE I RY Ilné%rﬁlgtlon ne ﬁdﬂg %t a

woul d fg Prewadedcl statemddnn t hegaphtend the ﬁSB@Caaiﬁﬁtementgappdarato
In accordance with a preferred devel opnent of the invention

t hits rre%pmnw—mleee%on%ﬁweage%ﬂée%es}a%&@e 5 SLare Y rfbmilr‘f’e Gretated

| nventon %é‘t{]& LACt Thie ARRALA ¥Sn3¢505 JbRY the e rbON®IHdONin which a
addi ti onal as an encodi ng neans with which the additional data that
statement is understandable. The .statements in a sentence, paragrgph,

_page, text, video, program thus always need the context which results
from the other statements which are connected in parallel or
15 sequentially in the immediate or indirect surroundings.

Alone the deietion or changing of the natural sequence within a
more comprehensive semantic statement creates a. set of: independent
statements which possess no information about their original inner
connection with neighboring statements. The-reason:.:for the use of this

20 procedure is the fact that on the semantic level‘phe.entire statement
is more than the sum of and is moré precise than ﬁhe intersection of
the individual statements. |

A sentence represénts a substantively closed data unit about
whose continuation one can only speculate but not even in a

25 probébility—oriented manner. An application of”redQndancy or the use
of redundancy in the independent :econstruCtion_of'ép electronic text
is in principle not possible.on the level OE seﬁantics due to the non-
inferabie context. For. these fundamental reasons it is 1mpossxble to
discover an algorithmic approach to recognlglng- how a sentence,

30 paragraph, video or prograh has to be compLe;ed; Neither on the
electronié, technical level, nor as an instrucﬁion'to the human mind
can a reconstruction of an electronic dodumen@}éonsisting of closed

substantive data units be carried out, if the structural elements are

lacking.




are transmtygf(g %Py of !tégs Sﬁiﬂ%?sﬁ can be encoded i n @wCEEPWR3113

t he | ocal ?urt er to ance secyrity of usable access to the 10
docunents: "an interchange of the additional data - that is to say for
exanpl e the sequence or gap data - , which interchange is protected
fromthird-pafty, ,-Tq; e85 SavRheifd altlak esHEBidd {de ¢TRder HfeeddPdat several
agreenent, whic orms the basis for "the encoding procedure, between
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of systephifmplilss 'Q@ntwéll3atFQBtﬁErﬁdE% exkgkdal referendgeroby ddit idat fon
source is only necessary for that (furpose Between_ 25 the host and_the
user thepedesssase eRflicherP ahneldad off cthat r ERRy cPRPletengsie ¢hr AP oft 118 bom
char ggt efcﬁégﬂéter%c%bﬁhaﬁénl@ﬁ d&%@@tgnéd/um%%v@roﬂéen provehi B HadsacwBi-ch
permts the user to pass on his rights in regard to readi ng the
docunents.  The invenginm ?WPW@OIQ?@ﬁ@éaWY htheelipgaht $oFictar@dnedgments
nodul e p r | ass harg

(ol PEGE syl oh {4 04 ) epsedaic g a0t i
unaut hor hamels . c‘mgﬁmgstmatural emm maxsitoModf nehes srotidivermes dontained in
| npossi bl.e; t he sane .ti e o] I t I

~end not 8?1%%1013{ ocro‘flgt e Stmpolsos'? bJIn the onglﬁaPr%?r% eelafrilytﬁem%é sq-_‘}% tH?g{ -
trangsi ssdememdis t el ocahbyedt drest an original, a so-prepared electronic

document can be restored to the original state. only with the aid of
externally introduced operating instructions.

An electronic document can thereby be viewed as a passive or

active progrém which' runs only on.a linking intermediate ‘layer, thus

200 on a linking unit which cannot be circumvented and which it is not

reasonable to circumvent. This linking unit transforms all the code

instructions contained in this program into code instructions of the

original document, so that only the thus-arising data leads as direct

electronié instructions or as - instructions for the supérordinated,

25 higher or lowef program interfaces to meaningful results. These

instructiohs on the 1inking unit can be realized within the processor
hardware with conventional glectronic integréted circuit technigques.

The linking unit brings volume data and data externally obtained

e.g. from a network or from a locally protected data area, that is

30 temporarily used but by network updated, together in order to achieve

a. restoration by using them as ‘operating instructions and for the

-création of the structural elements so that the original structure of

the electronic document is restored or reconstructed and thus can be

turned into a later output.
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35 document data i:n order thereby to attain the | ar gest possgi
WO 97/ 4803%VO0 9748034 BeT/ EP97%‘3 7103113

14 potential user circle for the @lect r oni cal | y published data. At

t he sane tinme there is the advantageous effect that, in accordance with
.the invention, the volune of data to be transmtted by way of the

networ k froPadramext eyuekl @at FOFoUPEERLE n? nithkSed aPs” 13 nVEBHEHNIRPT 5
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vi ew ofmplementednfior i adatabase . ag hy b/ed b Facbipt 3% i IdrnEhEOBRY B halin
addi ti ghal dSL?qar(aQt{s aL§P Ege(ftggﬂujy SR ahedOgTRIMK 03 @krom a locallly

data fornma yers are used to nake structures and changes 10 nore
cl emr pmﬁéﬁedl.ffmwareinel asefl ansk rect nepgorkThepdateder §2kdulagea can

:2;’23%#%{&;&? BB L NEHRER! anggr&l AOROIAAL d3befts "Bl Sprepared

. . mat used, ressi on paraneter
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of recgpstanucthgsud otnithe @ehgomddl gequedisey, cons:.stent@blang&ﬂllablpheand
sequence or order with respect to thec%rarma Jr es of, aiﬁoll en Ia
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criteria, to be found by observing the changed statenent, that can
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An advantage to the state of the art technology is that an
1llegal or unauthorized reconstructed electronic document is different
15 to original published data because it contains structure elements that
were deleted or changed in the original. Because the illegal copy is
delivered by some unknown or unauthorized source, .the final user can
never be sure that he really - got a electronic document that is
equivalent to the original one. from an authorized source and that.:this
20 fake copy really offers é meaningful, reasonable, usable, consistent,’
reliable and correct content as was intended by the original
publisher. The separate transfer of the structure elements by
additional instructions from a known source that is always carried out
on deﬁand, guarantees integrity and correctness of the delivered or
25 used document. If the client software is able to identify the source
for sure, which can be done by conventional state of the art
cryptological protocols, then an unauthorized iﬁsertion like spoofing
could be identified by the final user, because reconstructed parts of
the changed documents will leéd to some meaningless and .unnsable
30 output, that will easilylbe'recognized by thé.final user. |

'In the same reliable way a time restrictiénﬂcould be included in
a document. This feature can also be used to include this limitation

from the external operating instructioné. ' '_ '
“The insertion of a sequence for the reconstruction of the context

35 is an important instrument for the management of documents. In a




conbi nati on v9697/3§3§4 smal lest entity in the |layer, respecidtrgroriodfis
grammar rules, is the correct and original_ one. The grammar is

given -by rules that regul ate the syntax %h which 25 the use of
characters within a | anguage:is conplete, consistent and cont ai ned.
Theref O Subbfl BGROM 430G en 1 Lo dd18 ¢l BYCHE | Ok s IdbAnEAYCLRPSRIH an a1tkbenesf
It IS possi T Ud] ng the redundancy in speech, to I-nsert or di-spl ace
wor ds at edpéhdednedposdn. onsdwisehtaneesenrerraragiraphat qane b80 leddntaitt or
t he meaning.of the.sente ' aff t her .
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of ill egaknestypi eBy cae tbeansadlsévedofbythesuifeabldatai mhichduhbvse@dhanged
positioning of individual rds. .My specifically, i rticular the .
ooy i o bpfuftn: S8 thots s [ BI3ae Rabat b, fiiny teBR s Mafe BSsivle
exanpl e he thequabper dedmputean bye mebhbi 8€dat @ttt OfHIC ce Benin@arthat results
WO 97/ 48034 PCT/ EP97/ 03113 :

15 IR} RFHHATT LR | FleaBrE ot P § 5555 BASF#9%DNn or word conbi nati on
whi ch has ypaatéimdifizefentl HEIdm b2fingoNé Bfdtronic documdik PriiLtol Qate is
identify the final user of an electronic docunent, the restoration of a

docunent Y81 Rhe2ddhelathi potaREagranht ithaF Bvegtdenofwhistler 998 51gbaxerd

Struqpur groBecatnf NGle a'doc%éﬂ_%s &ainst d‘%ln%hitﬂaﬂ_,?éd StE G Rl 1 6h ETERLS
render a docunent” usel ess, rules for hi erarchi cal” cl asses, |ayer or data .
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O Cor feafln AU, beresubl Ot SheSecdid <8 5 Uligiencyy,
t he type fdexpbhpern rgpifly dbxiaight up to date or expanded.

. A further advantage gxis;é_ in the possibility of making the

15 distribution of operating instructions dependent on payment. The use
of electronic documents can be paid for by using a pay per use
procedure, Only a lS'l.t_lall amount of data has to be exchanged by some
sort of money, eléctronic payment or HicroPayment. The correct
operational instruction need to provide for .-a.share of the electronic

20 c_iocument a down payment, that will be sent by the end user at the
client in advance. The marketing and sales of informat_ion can then be

~ oriented to the actual use of the electronic document. The sale of
unused services  or an unused information presentation can thus be
avoided by a final <client. Therefore, the data of a prepared

25 electronic document éould be free, only the _déta needed to create the
usability and readability must be paid for. In this sense, this
concept offers a technology for sup'er distr:_'Lbutj_-ion. .

' The release of an electronic document by external operational
instructions can be done by central or decentralized servers.

30 Because all usage rights are offer_e:c_i by external server, the
final ﬁse'r does not necessarily have probléms gn'_.th a backup. He should
only store the internet address where he 6ri_gijn5_al found the electronic
document and his personal notices all’ o'_the;__"r':. information could be
stored on a external server and. can be _'deli'vered via network. The

35 management of usage rights could be done by a releasing server.




nunbers, Roman nuneral s, al phabetical, etc.) in an ordered I ‘
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cl agées are ?f’n??lﬁ?t’c‘o’f urﬁs‘?§a ??gﬂ%%s like,FL ht@l"fﬁ § & *‘I are
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16 object of propert::.es like transparency, color, texture, sound or
15 constraints on . motion. Structural elements, llke relat::we position or
the a551gnment of a property to the original value, could .be altered
for reasons of security or updates. An unrecognized change in the
assigned property could 'also ‘be used for a restoration, in order to
identify the person who has misused docum'ents-,-—--“:- when accompanying data
20 are stored in a releasing server.

Passive computer programs are usually utilized on multitasking,
multithreading or multi-user operations systems. These programs are
complied to 'che language special to the operating syetem and not for
the processor, with its restrictive machine language. The statements

25 of these passive computer programs refer l:o functions, which are
included and collected in libraries and codedj_‘fijjn a machine language of
the processor. The reference of a statementfii_ih a passive program to
the progfam library is a structural element '_ that could be removed and
could be used for a later reconstruction"";-fo’r security or update

J0 reasons.

The machine language could also be chi ﬁéed‘wit’h respect to the
grammaeical rules of the processor languag This change could be
made by altering the data addresses or order or sequence of
- grammatically indeper;dent groups of fundamental entities. Only with a

35 few operational instru_ét:io_ns, delivered by'-:external sources, is a

I -
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In accordance 2 further preferred developnments of thgcrEpor3tis
invention, ﬁﬂ?ﬂ'ﬁ according to the invention is carried into ef fect
in that the procedure according to the i n?&ntion i s conducted in

pl at f orm i ndependent node (that is to say independently of hardware 5 or
sof twar e %stemunggw 50 TRY Sye MSiEDrucntdnaddi Ll onaly 549%' Whihn@ code.

|ntegr|t} ‘BRE |ng are i ncorporate wWwth which it is possrb e to

ascertai rneet &etrntéle:oepueenaprmna somldpbel ysedces s ng OB spAciAkbrpurpose
| nadm ssi blrﬁrg%éte etolsn\%éms&ggés i %n gdn%?g&{nﬁ‘%ﬁ %ur%oses In

accor dand@

Fon. - thererore 10 apparatus
can be wused to provide that the wuser only apply- preci sely
- defined processes to the docunents - for exanple printing- out can be
permtted, but this can also be excluded by neans of a sui t abl e device
(and possibly external control by way of the network). In addition, the
i nvention ensures that storage of the locally 15 generated, usable
docunent information is not possible. In addition, in accordance
with a devel opnent, an electronically publ i shed docunent can be
provided with an (electronic) expiry date in absolute or relative
form in which case also the intended aimof the expiry date cannot,
be foiled by mani pul ati ve neasures at the local 20 conputer systemas a
corresponding itemof data which is linked to a docunent is al ways
dependent on the external itemof data transmtted . by way of the
net wor K. Updati ng operations and the like for the - docunent can be
effected in a correspondi ng manner. Generally, the possibility to
provi de security according to the invention always 25 neans any
opportunity to update such an el ectronic docunent. - To - judge the
ef fecti veness of the protective procedure presented here, the

following concepts can be referred to with regard to the




present invention. Generally, information is treated
fundament aw@9ov48034 | i ke a 30 nessages which are exchanﬁ%ﬂgﬁgﬂ@?men

source and receiver. The protec24on of the information results from
t he question of how | arge the share of information is that can be
obt ai ned by an active or passi ve auditor_or eavesdropper fromthe

codi ng eRptuye. aduentages. | fgacyuety 2bf ORFailesefi ftPod™EBEFPR Fibin Phe
cl rcug's{bﬁ%&é Mo %ien%b&@\%c%i%%g%%ﬁm&rmhxbfn%bbam&eté N DIHTBd faR eBBE

codin eory
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has a gemanti.c neaning o L hap | qddr ess; @ giadbLRi nokhesg

t heori gég?ﬁeerle [ %Snoase%r?%%g&ﬁé{:ﬁe#, g%%é%ﬁggt h%%ce!:‘%ls no m\& te'cﬁni cal ?y

or s5conceptual | yappsasbtes nmeameriing orto t hehe connegntsiornf for cprat@cting
redundancy or |ogical_usabiliity. . | nfornat i C 1) Y

negative ent ropygaeﬁtﬁ%té]sciﬁl_ Yof p?]ﬁglsmd uﬁg?ﬁ%%r%d gg’ntge)cnn TS nscér p"?lfts?e fn
the content whi ¢iratngasfgered embddimentmtwiom edaiaissmllyThellummeredal
sequence 1-2-3-4 cont\%ls,l according to information theory, the sane
i.nformation cont ERESERI\AFKFLOP™®BERer conbination from1 to 4. 1f a

combi ng4;@Re 0F | RABRENEERL oW UCHIALS 0£f1@helmeBho@, acdkdriing ke tRé Uuimedhtliont he

original ~ form1-2-3-4, then i nformati on about_the segiuence nust  be
giV8n in the forfeaf a@rotectipper SLPAGTPREE UG i iR dasiamepFavi olisl y
explicit in the ,ccoRhhftdalitiREpefbr S bAIkert 3- 4. G ven

the internal redundancy of |anguage, data formats or file . .
Figure 3 shows a .flow chart of an updating and test method whlcp is

carried out in the context of ‘the method shown in Figure 2,
and

15 Figﬁre 4 is a diagfammatic representation of an electronically

published document in the protected non-linear state (a)
and in the state .(b) of .being treated in accordance with
the invention and linearised by the addition of 1linking
data.’ -

20 - . An electronic network 10 which can be any private or public
network for connecting a plurality of ‘electronic . data processing
installations fof -the purpbses of data e#change between them, and
which in the present embodiment ié the publicly accessible Internet,
forms a connection between an external host system, delimited by the

25 1line 12 in Figure 1, and a system comprising a plurality of local
computers, delimited by the right-hand line 14. _

- While the host system 12 .is operated by the supplier and
distributor of user data which are to be suppiied electfonically by
way of the network 10 - in the illustrated example, being graphic data

‘30 - the local computer is provided for calling up and representing the
user data supplied by the operator of the host system 12, at the
location at which the local computer 14 is disposed. For that purpose
the local computer 14 has a procgssing unit 16 which is bordered by
the broken line and which is connected on the one hand to a document

35 store 18 and on the other hand to an output unit 20 and an input unit




15 formats, often the next element can be predi ctﬁp}myyﬁognsa
probability above cﬂance Thus in the German | anguage it can be

inferred with high probability that an " e"?i 1l nore probably be

followed by an "r" than a "y". Likew se, it can be expected with high
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~reveal  Waokfi +H@NLBAREStion betWedhCERA! Sodd ¥ onpated. 14 Itm,taowap%h@
“ then receive a semantic - meaning in regard to a selected data

convent i o¥ekardetdogat AepeRfianrcy ©f the éPé'aiB?QFn-tooPenﬁahih@%nt@xt‘iheanssent
meani fig ?aéé“ GEAbL) PG Rald eleccx%%%r @ﬂ%@nglhﬁnﬁeg%ﬁﬂlﬁ {8 output
i ndi vidual sentence Inplies npre or 1Is 5 nore preci sé than the sum or

t he i nt erseict i2h wiuldorshhssankthgsly apomprise a. mom-tor WVDCEMaBSBAtable for
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I nt er sectgiteof mheosbetenmmmmsgsﬁ use - for example involving the

transmission of texts or additional sound as in the case of audio-

15 wvisual electfonic media - an acoustic outﬁut unit, a printer or the

iike may additionally or alternatively beé connectéd. The input unit

22 is for example in the form of a keyboard or mouse and serves to the

user for procedural control or for the input of commands for calling

'Y up ‘the documents which are eléctronicariﬁ“published in .accordance with
20 - the invention. '

As a component the central processing unit 16 has a code unit 24
with associated code store 25, a document structure or construction
module 26, a dialogue control module 28 and a clock 30. The Figure
does not show a communication module which is provided for co-

25 operation with the network 10.

In comparison, provided in the host system 12 is a code server
module . 32, a copYriéht server module 34, a billing server module 36
and - optionally and in accordance with}a preferred development - a
document or update server module 38. N

30 The function aﬂd mode of operation:of:those modules are described
hereinafter, whereid in the present embpdiment the functions of those

" modules are preferably effected by suitaﬁf§ p}ogrammed software in the
host system 12 and in the local computer 14 respectlvely, however, as

w1ll be readily clear to the man skllled in the art, those modules

35 could also each be in the form of discrete hardware modules with




By m xi ng or _scranbling entire paragraphs or sentences in t . 0.,
by the use W9t uation marks or by de-addressing within ?gﬂg?”m"g

el ectroni-c docunent, the separation of 2& senantic statenment fromits
context is achieved. To understand a semantic statenment A vve '

al ways need a know edge of its context. _The caontext_ is, however,

def i ni EPRHEDRAPPAAS 18FTroniq hFLr Rt | tehnRtOFINtWIAChTHES cBhFeSt 1Eathrﬁ"‘ake

a Statéﬁ@&tflaepﬁ.aanép 14%:1@@:1&5@@%&3 xﬁ@éé’éféi» inefehRnaer’ AL ek efhich the
| anguage-rel ated, world-rel ated or useé-related. The context consists of
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In a seplgpge. e38f Q]Bh the - a%ﬁem%ﬁ%t’ ofV 14RO, r SLAY AT %ﬁui‘k"‘@%s died

t he context which resu he ot her statenents which are connected
I n parbdselsysceml5 sequentially in the immediate or indirect surroundings.

Al one the dgl et%%bo%r HRNH R 0hnt BE Q?E“Eé‘&esﬁﬁk'?”ﬁ? Yaild M@aning (A ©

conpr ehensi ve s St atenen Creates a Set of I ndependent
st at engats :wtﬂefduapds&es's) nm3| nboprmavide &bouéd thder agreemerdl imngre data

connect i with n g staterrents he S for, the use of thi

o ocedtteange, i, SPRe T cBds BrSTEC il Far Bk "ant 1o $Ru, SRertteke

I s norgviiwibllehecsummel e |snrmreqpr£ct:$eaf hamdt heedrdter 6664 | @nieh is

t he individual statenpents. A sentence resents a_ substantively

cl dbedsAERTHArGRAL 298PV 20Y ASHRSSe a“&*or’i’tlltﬁugf‘ﬁﬁh BfR thencodm ynit can

specul @é€odddUkn N@lem WENseflilencd &P gabobﬂmdﬂntahahl &HaPEmIBOE@ byAthe - -
application of redundancy oqr the use redundancy in the independent
r econsEPREEIIRT ofeyieremttgni 1334 Prepa’ies h APENCSBI £3hothpodsryrenton

the | eyghs@fuct8RNhLESIAURS i £hE DOKE1 compukBEer BP! e NN thakOBe tdRae
fundanental reasons it is inpossible to. -  discover an algorithmc

appr oathemoof r EEBWRRGE MRF TRV 1qﬁoqm§ﬁggncéhe data construction module 26
15 then accesses the data bank of the document store 18 and uses the item

of information of the copyright server module, Which-is received over
the -network, in order to-procesé the unordered or gappy data of the
data store 18 to afford complete user data which are then made
available to the user by way. of the output unit 20.

20 . While the dialogue control module 28 controls co-operation in
accordance with the protocol of the functional modules or correct
execution of the method {to be described hereinafter), the clock 30
serves'additionélly td'érocess possibly periodic user information -
for example moving images - in a manner which is suitable for the

25 user.

Finally, on the side of the host system, the billing server
module 36 is provided for correct identification of the Iocal user,
ascertaining the extent of use thereof at thé'documents published by
way of the network, and finally generating appfép;iate billing data. '

3 - The document/updéte server 38 ‘is finaliy provided for the
purposes of use in which not only éequeﬁée' or gap information,
concerning document data which are stored or p%e$ent locally (document
store 18) are used, but possibly additionallyzor instead thereof such
data are supplied (publlshed) by way of the hetwork, for example in

35 the respect1ve most up- to-date form present at the operator host end.




30 paragraphyqo4sgid® Or program has to be conpleted. Nei POPEPITMB11X he
“electronic, technical level, nor as an in%;ruction to the human m nd

can a reconstruction of an electronic docUnent consisting of closed
substantive data units be carried out, if the structural elenments are

lacking. ;1 . .qdition, as will be set forth in detail in the followify
clear texl affac by use of:the conpl ete output-:and the access to the

conpl et e desepipteidrel efct theni methoddnaesdindo&s kbe Jayestiend ythe f @pdule 38
i nformati on_of fhe ori.ginal u ' - .ad S ' '
hyper| i nlfgrv%\?ldgort fed g’d’r‘?e%pp%r? gﬁé g@&efegaﬁﬁgb%s.a d?glgsggéﬁoéu d be

del i vered by trhe exicrenaleopef athenatethod | astoundimigonso athgel invention for

Furthernore, fake reference or. destjnatio resses coul d, be jncl

So thi PRELEEIT: EHELepRoahty | Pubhr AGT sonuRslony, i phe diatped
coul d newerehREM 4y GMER Ry fapemdd ackethe method flddecharesntinoFigupksy8 and
especially the linear structural el ene tween. semanti.c enf.it]| es.of

b
the de- addrB&Eh ngebrrencyulRtty 51}56881:?‘51; to trff’gm?@]@q’ﬁ%?bt sOPRCI iR

el ement s Jg4ateROd d¥G8gG26I 1Yy be contained in digitally coded
information in the original data. If these structural 15 elenents are

removed fromInarordnn gFHRATLY ato sgepr fRREd TR cBEFRRA cand  ToclfRfiiRéan?
be re tor%gsﬁglérfbe!dy N3kadt M &raR BbeWehd dd@imind Qbta (ifXKY RBItAY store

i ntroduced operating instructions. ~An el ectronic docunment_can

t her eby B&)vi eakterddon phssiddipionallysc@isactedogkamthfi chigindronTigwhe at

| i nki ng interpediat AYEr o 0 | ki nj mc&&@%@ot

ci rcuwenstmgglgﬁdbgh??:# %‘? ﬁ’s‘gtﬁ%it% %%err eraaaggng Fé o&lcﬁcum/ent. hi ssﬁbl?r?ﬂicﬁg
unit trarsiorhe pkbcédmedcdidem therewtr uds eowpomnnaFbeure i tldls @nodgitem of
.into code .instructions ot fhe | i _nal cuy; S0 1 hat |y,

~ thus-ari sﬁlﬁ %58‘8’3% géaggzlig;dilrsec?egééﬂél&gc ggn:éc%?\ _%?rglc'{ [ %%gﬂgr paﬁﬁqcally
i nst risct isuezeskdve t hrozager olakatdoed, 25 dheghdrtaorstdrewed8, prwhgmann the
interfaces to_ neaningful .results. The . I,nstruct.i. ops .nki.ng
uni t can BEYPLSFi ‘ngt’bﬁgtpﬁ'lyﬁlff:ﬁg ?)troorcagfsgroggtlmhsarld\%grg \%’\n&tgﬁ E%%v’tén |I15driagll§bg
el ectr oniyniitat agrah@el Citexiéiih, t @ghshowresin Figure 4 The, | dodks myotunedr dersipegs
vol une data and data exterga{ly obt ai nedh. e.Jo. fromg ne (\)Nork ar frgmg
local |y protete dFapdea #eeLul) i pequences¢hichnds, ZPRPY L Y bt By R&F wor R
updat ed, drageddiftirary) hdee-li@ aAUkeWg a sedquesitqadtilankbyetiveay theseason-

oper at i ngl,i nstructions and for the . : . .
20 linearly stored data units in order to arrive at a meaningful

comprehensible graéhic data file a—b-cfd—e¥f—g-h (Figure 4 (b)).
However that sequence information which in the illustrated embodiment
in Figure 4 would correspond to the arrangement of the respective
physical storage lbcations in the sequencé . 3-2-8-1-5-4-7-6 1is not

25 contained in the document store iB but is transmitted from the host
system externally over the network 10.

At the beginﬁing of the method éccording to the invention a
network connectionr_is made for the host system 12 by way of the
network 10 to the local computer 14: that.ﬁgﬁwork connection depends

30 on the conditions and protocols_which are ne¢e$sary or typical for the
network 10 used. | '

-There now follbws in the flow chart of Figure 2 the execution of
an updating and. test routine (indicated at_A.in Figure 2, illustrated

in Figure 3), which will be further discus;ed-in detail hereinafter.




creation of the structural elenents so that the original St Ipistgies f

the el ectr ¥ 8749 nent is restored or reconstruct eg and t hus can 18%13
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such as for exa
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~used apsceRtaicr WoRkheEpRATRRE AFRMRTSAPRYP pbgsé'éesqé’clal nﬁ erﬁt
whi ch [ psent so5t iieklhalond eapat snk,awé@paheokespecvoItumedﬁta btyhéepafﬂt ely
added operating instructions, in order that afterwards the

r echnstomputar elS¥SLE®Ni s déBukbAtSehnIBE ridi esHRFEAPENt  Gode agg: plRte

unit, Leago 'MitNS@RLy,ho%Qn%y%tt%ﬂt'a\ﬁd réld apbYe Gy LQentQEi85tioh and
Furtherm)re he protection can be realized in such a way that it is
not b: m?latgalqatrae@@ghl riel RiHdiingr seeexi Rogd At 3f SAreedirppsmittedhnpl et e and
usabl e afteg, an | ecopst r ade/@;n,ta tR of Né
state of thghﬁrt UbS%%% Fogy IS&'&E%&J&M nm StePI tﬁgéal ugg‘t’ﬁlﬁ%rsl zghe

r econstiraasmiks wle@ctafor codec ment the dsédtmeentcod%set‘(ﬁmmoglﬂlhal 3pubfi sheed

dagﬁggggggsgﬁgtggsgta' 035 gl Ueldin® lieats tn@t goss URLE 38l St60e O pnat

Fnal. Because the I'"egal ellvered by sone
unknowgoge imathd@odecdtspelrze, the f| nal user can never sure

that he really got._a electronic docu t hat vaI en o]
the ori gi naII“oﬁéepﬁb?n%ﬂ? 31?(% rFQ'&%"%‘?ﬁtng‘ PaRECTHhA® t%ﬁ‘l en%%&(* ' “8;6‘5%,
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and correct content as was intended by t he ori %kn ' .
sequence 3-2-8-1-5-4-7-6, 1in form whi is encoded by that in
15 accordance with the ¢ode.agreement (step S11). The code in the code

store 25 then permits decoding of that sequence signal in step S13 by
the code unit 24.. _

There is therefore ready for the document structure Or
construction module: 26 _the (decoded) sequence  signal with which the

20 module 26 can now access the document -store 18 and process the data
stored therein, in aecoidance with the received and decoded sequence,
in readable and usable fashion (step S$14) so that then in step S15
those processed usefulidata can be outputted. by way of the'display
screen output unit 20 and/or a printer unit 40.

25 In step S16 the .system then checks whether there is either a
corresponding user ‘input or inquiry for further documents to be
processed, or whetﬁerj due to the nature of the electronically
published document - for example a film - there is to be a continuous
read-out of data Lffom, the data stere 18. The solid—line' arrow 42

30 describes the path of that .feedback loop which goes back again to a
location before the step S14 - document constrﬁction.

Alternatively the method could also involve feedback connectidns
to other earlier method stages: thus for example, in the manﬁer shown
by the arrow 44, the 1oop.would be closed after étep 516 to a location

35 prior to the step'Slzfso that in this case the local system would




publisher. The,sepaspate transfer of the structure el ements by pCT/EP97/03113
addi tional i ns?ructlons froma known sour that is always carried out

on demand, ‘guarantees integrity and correctness of the delivered or 25
used docunent. If the client software is able to identify the source
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managenent of docunents. In a WO 97/ 48034

PCT/ EP97/9%8Fpried again. 21 subsequent,

flexible altermgtiwgniobet Beén dpfiiINe itbkeggin@intiedd eghed data secuekpandedhe
edition, old sentences or Earagraﬁhs can be |eft out qr., - delivered
in a newMAEFthYY nEakd 67" sBpallfe T BRRNeEd (it uPaFticulary By gtRPs By
the t{ANYHSSrPhw® a4 Mo heWrdsicteslegly. have changed 5 between editions a
desired alteration during output is nmade possible on t he, out '

;:orrFﬁter by mReferehce suiicinoMalbe| Badmt tPhdher oSk schart f+%mpgg\t‘é?et3erf€e

el cct r oni 3R o ey o eed Prp R e e o

this i nveigiren 2 whnahelyoesdatigongwhich is effected. in accordance with a

preferred development of the invention, of the operating program which

15 is performed on the local computer fof reception of the electronically
published documents. '

That program_:is based on the consideration that operating
software of that kind on the one hand can determine the performance of
the described method and the co—qperation of the described modules,

20 but in addition it é_lso has routines and inquiries which are suitable
for recognising and preventing unauthorised accesses, attempts at
manipulation and the liké misuses on the local system. In the
illustrated example the programming language Java is used to carry out
the described method. The system also uses a security module which_is

25 integrated into Java in order to guarantee protection of the encoding
procedures. It is also to be assumed that the local operating program
environment on the’ iocal computer 14 is -g.é;rmanently modernised and
updated, while techﬁiques and procedures 'for;}'_"-aetecting misuse are also’
being continuously further developed so that'f it is not always the most

30 up-to-date versidn that is to be found "l:on the respective local
computer 14. _ ' . .

By means of the routine described in F_if_-g.'ure- 3, it is now possible
not only to put .the local operating system %;'fe:'nvir()nment into the most

recent state by way of the external host 5ystem 12, but it is also

35 possible by way of that updating operation externally to check whether
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advanc&UPTRBY matee ndPYhd “sat s SERTHeor HREFBRPTENthARN ife Step §R1erithed
to the Aehdah HekedfthdehRetioN o dUIBRRLrndNensA esygftgg. 12. Ungisgd soo

services or an unused information presentation can thus avoi ded
by a themal invMdlyes. Immaisge, whefderdata e¢mparedyr epar e¢oR5esponding

el ectr Qi dpcLlPil, cAutd be Jrreee:o@ﬁgy?oél@erga&@ ngeded,dt Omﬁfg&l?-wﬁdate

usability an Ity nmust be pal r. In this sense,
conceptvegfsiens aft adtavoliggyafbirmedperthgi stquthinei geverts to theThethedease

of .an el.ectronic., nt e al. . oper ati onal Jdnstructions c be
don@ byShgg'r?t ?gl gég‘?xc?i%g%htrg%/ihzge%%gr \}érgs ?ébné"' in the dRGEETY ?% U easr}2
ri ghts tivae ehéelecably endegiamal veesiwgr \is pe in thé i madestSatadeesndiol the

necessarily_have problems with.a backu He shoul d n store the

i nter né}ewfﬁ r €ss “Wher el%es%'?'f"gf‘ﬂaIS%FBU%&3t h%"cgl 8ET o C?Si% aﬁ%ur’f&;’ﬁt °lgnd
hi s pensasdbn detiteeminatéd o$3d@r. |THOr dv Ofrovidekd the preregii¥ia® @dra
external server. and, can be delivered via The 35 managenent of

usage TIGRTESCELRFY 1REPIHSNe toppe &hfeél‘g‘gts}rl\ﬁgsk‘iw}’éﬂt step 510 (Figure
15 2) by security routines. - : ' :

In particular in that way, even when a successful attack on the
content of a document ié,known, a reaction can be immediately afforded
by virtue of the fact that the Java operating program is
‘correspondingly altered and thus similar repetition of .that wviolation

20 of protection is impossible. .

Besides the -above-described method steps it 1is necessary
accurately to define and possibly limit the procedures to be applied
by a user to the electronically published documents. For example
output onto a printer 40 would in fact permit copying and unauthorised

25 duplication of the document on paper, although admittedly with a loss
of gquality. In addition it'would be hecessary to ensure that (local)
access fd or storage of the outputted data (Step .815 or document
'structure/construction module 26) is not possible so that here too it
is not possible to re-use the data, that is to say misuse is excluded.

.30 | ‘In the manner described in accordance with the invention, by
electronic publiéation, for example a (locally) stored docpmént can be
provided witﬁ an expiry date which is produced by cbnfiguration of the
Java program and which is eithet predetermined as an absolute date (in
the form of a defined moment in time), or it is possible to allow a

35 right of use which is limited in terms of time (n hours); both options
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22 Ther S¥QP%48034 gl | sized recovery could be offe}ﬁ”"’ﬁ/‘”“—"
net wor k "servi ces. In conpari $8n to sone ot her copyright

pr ot ecti on net hods neither addi ti onal hardware vvi II have to be used nor
given hardware needs to 5 _be nodifi ed. eduction of quality
in the ePeWEVSHi EedbideumditinBoaFEeRR O tk?%cﬁatfcfecf’f r’tht §sg4h¢ a“by“?%g'{'aaﬁﬂeﬁg
the bi-dizestdohg!t osttrhgctlg{,@ntlon el enent, given: by a "doubl e Iinked |inear
chai n, vvlthasmglyllnked | i near chaln 10 -~ - In animation, data

formats |ike APl acFpedamyprriith &SieyeloRentref thisi@spers aj APERRAY \wOudAd
non-i nt ermgtﬂi‘@ %Qr9f1§§e'&bﬁrat995 plrecé/%s au@Pir8Ctse s aé)?pnqﬁsééieped Mt

nore elenentary geonmetric objects spatial relationships 1In

. bet webn dedelPPrRRs |ARPSarsotot he past'sn@ﬂ@dly supbplele ffr gedpoensesbddise or

t ranspar %ggx?lgolpgacqlﬁéggﬁ_g?n§%%ngr orlPhe CO)GL M @i nts on notion.

. .Structura

|
{

enents ative position or .~  the assignment of a
property to- th?e furthieral aduhnmageconfd teisal isvenkion céwkd r basoseemOf in  the

ity or A i zed _ché | ned t
Coul o af B BACICEA FoPCRITboPORarrgns iR SPACACEBES OF ARty RECREPsSS

who has rasoausednﬂmun&ntfarmm:emacmawrég di'iiif:&deﬁ@lai&l’ ear®f Ohefl-dlsdlosed

reIe i ng .serv ) Ssi ve conputer ograns are -usually utilized
o bt | UGRER, waeriad, CoRLR oS S9N OLLARI PY RGErOBBer St FErERE:

These prograrrmnar@nonymseamllgadlt @hika Ilasngsk&g.e &Dtecraémtené he teResmidved)

SyStenlag%cgggnéoéould indicate to the external host system how frequently the

document ;s read or_called up; in a correspondlng manner it would be

possible ﬁo detect a period of time_or other,-oﬁ-line media-specific

15 data, so that there is the possibility in a simple and usable manner
of acquiring data for improﬁing the on-line publication availability.
In addition constructive market investigations or the like are also
possible. ._

In quite specific terms the“?preseht-“me;hod involves highly

20 effective copying protection in relation to media stored on Cbmpact.
Discs (CDs): copying of the Cb serving as a local document store
“(reference numeral 18 in Figure l.and Figure.z respectively) could not
be prevented even if the data wére stored on that CD in the manner
shown_in.principle ih Figure 4, provided with gaps, or put into a non-

25 linear condition iﬁ:some other manner; however the copying procedure
would be meaningléss:for the unauthorised user. On the contrary, with
this aspect copyiné of the  local data Stoié would even have to be
considered as de51rab1e as that enlarges the potentlal circle of users

. and use is p0531ble in any case only by host ‘contact.

30 In that respect .the method according ‘to the invention is not
limited to separate transmission or éddition of a sequence of the
(non-linear) document data as descrlbed 1n Flgure 4; on the contrary,
it is additionally or alternatlvely p0551ble to store a document with
data gaps in the local data store and. then either to supply the

35 associated -gap data ‘externally by way of the network or also to




the processor, with its restrictive machi ne | anguage. The statenents 25
of these pmed7mMsn3sconputer prograns refer to functions, RATERIHPLS
i ncluded .and collected in libraries andszgoded in a nachi ne | anguage of
the processor. The reference of a statenent in a passive programto

the programlibrary is a structural element that could be renpved and

coul d D.Q)call$9dst6ﬁ samleauer ordepntenuebitemnal by seciuinly opiyupudering3@r
reason

to the llnkln%r é?rﬁ%’f“ia(féflonr 6|eés€%)ll? an%oueg‘e oj.l%\lkd alt%%eRetﬁQaggﬁddﬂg r%nrceﬁ:r?\%(:t

e processor hi's  change

COU| d b@est ofNeNe hypcrinkati nghéde ghatsa caddbesses examﬁie omdémduaSecp,reisce

rammati cal | y i ndependent. groups of fundajental .entities.
a .35 gfeV\P op&Xht |d8ﬁ31“enFnstIF‘uc,atdidgﬁé°g &8FF€éPeé{% P& Fhares o fiFRE2 tél/ealﬂys
WO 97/ 483034 in a usable sequence of said data units. Wd2dS/ bP94h83d lphrases
23 linking unit able to reconstruct the usability of a machi ne _code.

These asd/BoEenprAonGoGrIRE RRUIRFIpedsdn, the tex"orP’Slﬁfeé‘F‘&F p’ﬁ’f‘%o‘é%’ge

har dwarg or,gn rs d NOBs g | <
o7) 480% th@N SOTRHAET SpbBiefled baianops %ﬁgé_l%/eggq?eo ??leoperatmnal

24 instFycthen &abebntmeyes, theatRhxaseanfireret AFfs Wiauhe BOFdERPR oAnW the
appar el d LOh! B8l -0\ tn IBREIA 802l lldRALA. Wi LD ref erence
I g S a

to the &Iy &HW ngs ure 1 l'agranmmatic operating

a

_be

cirmuit di algr aihe practheal performance of electronic _publlcatlon of written .

or typed documents, a viewer is necessary for "representing the text,
.such a viewer having a limited and configurable functionality; for
example the output unit must have a copying and printing option which
can be activated or deactivated externally, that is to say by Java.

15 That viewer should also prévent unéuthorised_aCcess to the generated
text. While relevant text formats are ASCII, RT?L'HTML, Postscript or
PDF, in regard to practical performancé the -important considerations
are functionality, universality and suitability in connection with
current software packages. In this connection PDF or HTML respectively

20 should be able to serve as a basis for the.publication of documents
involved in the publishing industry. _

A further aspect in regard to .practical performance is " the
erasure 6f all page references within thet:documents in order to
prepare them for local secure data storage, in which case then those

25 -necessary 1links can be produced again (in controlled manner) for
document usage by the items of seqguence informé;ion, over the network.
In the case of so-called hypertext media, ?;“use' acéording to the
invention can already be involved by removal of the so-called “links”,

. the speech-inherent connecting structures. |
30 Digital Videos or films are produced 1n MPEG MotionJPEG or AVI

File format. Digital wvideos can. be dellvered_ln full-size and full

motion video streams, uncompressed or’ by"u51ng compression and

accepting a loss of quality, the data‘_ra;g;;can be reduced. With
special compression methods, constant or variable data transmission

35 rate are achieved. In MPEG Format a video is separated into periodic




5 . apparatus according to the invention for pr S113
el ettroni cal I‘VBBZ(WPghed docunents in accordance with a FEREPYA

first preferred embodi ment with additi onaPPy illustrated
possi 3I e devel opnments, Figure-2 shows a flow chart of the nethod
-according, to the.inventio —_ .3 (] =Yy W] i i Ga |
publ i .shedmcgﬁ’é‘gﬁg%p s "resblurion Pl%%%%ér%{jar?g{a vta%? ;ﬁéggprﬁfﬁ%‘g‘ i A
errbﬁd:]I rrminchraframa gbdingd Ashdwseaffdmmycoidang by ferwgrfaiprediaped t fgames or
nmet ho ich is | ., _carcied out, in.th nt f e gg_q&-
shown in}.itzr—dﬂ.rrgcga.onal pred:Lc!:ecf1 %5?1‘8&5 155 Isgel?fegﬁ e?x)é:todg ttlaglaggrmat Inéze.s
[ﬁpresentﬁﬁdﬁ?én Qﬁfmaﬁ{ B eclaryingalthy order of the dqluilviersfied@intozirames ionr
e protected non-linear state (a) . ...and _in the t f
bei N % 1 ARRFAFARSE cOReHt Ui 1 the digital videel Hirkdm PEuPAhE ridledd.
l'i neari sefhdyrddipisadditid) &Ff d iHlghnguality image canflajed don20by rearvanging
el ectronic network 10 which can be any private or public net wor k
for conntlei rRPrrachl uFedYanFe ofin oFBRt rotfi%eTdatathpr addiidiongl operational

install atj 1 oh Dol WP 3388 mBh 18¥ehaggahetomeBcshem. and

which in %ﬁ%gf)‘jrcgs}gnt %IPrbodi ms\nIt“Bi]%Pifl'{rlgé1 pgbl icly ac?ggsi gl e Internet;

}‘pr NMs a connecbibfersatnaethads e of e COEPTHBBHOTS yare n3PRIISdTi ke FaRR t'Hgh b
ine 12 in EFigure 1, %SHe | Si ld Y Qfcol O {
conputtr s eduitYey BOpfesASRlTRRTTE] | (it prahtiatid Y sgleo) TaBhLiny | toss
\sA%_stﬁm 12 (Lessyperatcedithyne heualipyt i rssaepding. dicepribrgbr, ofn ukessyateding

ich are .to be supplie el et ' ly by way of the network 10 - in

the illustFaf ﬂ’a@fgnﬁfeglsboeieﬁéhg{r}%% ic data 30 - the local conputer is

provi ded f]?r cahl édtprezsand nephairerrivtny tderectionuorr edetn rageyer¥dnethadse
operator of the _host system 12 at_the | o i at ' t he ] ocal .

computer P& i§“8?3}5’0§ . POICTRAL * Pt Pose* 8?%%9%&& %cl'(\)%lftermlﬂ ‘Fai%ssmae
processi ngransforharibhehatrs  bouadayecppyied. Chiveges dleerthlei mgdandonhpetuénce

connected on the one hand .to a docunen '
: t a certa%.n positg-o'n (:jm a cémpressed data stream can be detected

a
though not located by algorithms, and they have a large impact on the
decoding process or on the usability of the decoding data.
Database ménégement systems handle fixed and variable data types
- 20 differently. Depending on the handling of 1lists which contain the
length of wvariable data records, the modification of structural
elements would reduce- the quality of a .database and affect the
performance and reliability of the content.
The electronic publication process described'_could also be
25 generalized under the invention as follows:

In order tb make security measures independent of the type of
data transmission, the process. is structured or is operated-
asynchronously. Data of the so prepared electronic documents are sent
to the customers in an open or public manner by e.g. CDs, broadcast or

. 30 via Internet. The feadability is arranged by'a direct customer contact
| with a reléasing server, through which the user payment is made.
After a payment or a releasing is completed the operational

_instruction has to be delivered in a secure manner to the program that

reconstruct the original document from an external source.
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35 store 18 and on thelot hegeddA af output unit 20 and unit
WD 97/ 48034W0 97/48034 . Ob (O P PCT/ EP97/ %’Q’ 3113

25 22 and which co-operates w BA those peripheral devices.

The processi ng unit 16 is also adapted to co-operate with the net wor k
10. docunent st.o 8 - so-to-speak the |ocal

delivery - Trﬂﬁl ?ra-"? SROLE “zﬁeé %olf%ebypr’aé‘sgﬂ?“é?m%od}"ﬁgﬁfo?n c‘fﬁ'r‘neﬁf' a
| ocal t» tMRSextveragendené CEnvdinmdt i thedier @ohh¥ctisie dred ﬁe&l&b@dpb?Ceﬁél ng
uni t and which al ready cont ai ns constltuents of the docunent, to be

el ect r S GAVEY2puBFFRRet? bYPWEF Of e MREPARE KERAT TR Jift it ARkivesed to
forms tiie copaseiniyhbeeveesrddion @@abrspwg;%an&&@ bERbo 2K 1yS

" sel ected in dependence on the docunent to lished: in the present 10
cas® of publA GAPFBRORY W &&t PBALRE dPeRHiaThs bahuefgrr afﬁ-maésuse{’ hend aeFyer is

uni t 2%&@4&‘&%&9%3%' %'oh& %Qm’crh' Setxaan@‘EQL—t 95 ‘é‘%bi?zéé S8 LaRlGnb PT that

the representation” of such graphics, associ ated data processing,
whi | e ignageheeesi pugersns bfansker ¢ﬁ)rt1€e<aﬁw edatr of oy ngecmfmstructlon the

t.ransm 'b(i'fle t%Ege95ré3‘dduxé9§alop§,ggggor@asl ' Qn§m&qgﬁsOfco%li ahlso be

~ vi sual ect T oh la - ‘an acoustic output unit, a printer
i ke rms}:oe;edl tqnonal pvable t eeaate vbhy bemponmtedectrﬁinBu mmmonynlctr an

22 45 s BOREER e RebEy FE0R Oho? SBERRRRE: e B URRRRTR-SRIS, 10 h0Eee

t he docnumnt exdottimje abalel at r ené caddthoptibed shakri NnakecAedansgeiéd.n TROs

LM iy is stare o e UROEN 1DC-LSTHIA PIOGRSN NGl fo0if®
dongles. The exchange procedures could also be reallzed by
conventional, state of the art cryptological protocols. This' smart

15 card that might have to -- due to security reasons -- .contain some
identification or authentification data, could be loaded with
operational instructions and authorized for a definite purpose at some
other distant or separated location, e.g. library or bookstore.

Another transfer of the operational instructions could be

20 realized by a state of the art periodié of non-periodic broadcast of
these individual instruction data. These data .have to be identified
only by an end user program that got a régistered access right to the

" requested electronic document by the above releasing server. The
method and software of how to extract data .from this public broadcast

25 data stream could be public as well. The extraction algorithm only
needs an secret session key or secret qperaﬁional instructions to
identify or to select only his requested insftru:ccional data. In order
to be temporary off-line from a network in this manner, additional
hardware has to listen for such broadcast meésages. '

30 - all 't'ransfer"or-tr_’ansmission methods need _to. have in common that
they transfer or deliver data from én external source to the 1local
source in a secure. mannei:. All these -trahsfexf technologies have to
provide either an online or at least one témgoréry online contact to a
releasing server during a status that is :usualily offline. Therefore,

35 even a smart card needs an onllne contact: at least once in order to be
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w th associ ated store 25, a docunment structure or constr ugét/ePe7/03113
modul e. 26, a"ﬁ‘?&f‘g‘g control nodul e 28 aﬁ a clock 30 The Figure

does niot show a communication nodul e which™is pr'ovi ded for co- 25 operation
with the network 10. I'n conparison, provided in the host system
12 is a n%%%?a%%%vgér offeﬂmgulcﬁeSBecé’sWrda&Iat seEhWat BDEEhE1 3dsen 1 [dB1eg
server - optionally and in accordance with a preferred
devel opremnt operate WItdbiﬁeﬁ@qléﬁs@ﬂdaPEaéé? VeGRFPTRE dBcumeRy - The
function and 5&2(1%!09‘](( OP&Id: OQsOfnéJ&%%rng%Ps ARrdeycrdled authentication
her ei nafter, erein in the present enbodi nent the functions of those

nmodul es aufefaqonet endblay sﬁafla'ctmmyosuat Mlprc@r&m 5o f Fﬁm“% Pﬁe%‘ﬁ'émnal

host system 12 and in the e

will %‘e RGP ?Sc?%e rran%g‘EBTg esg:pa% \éghé%g@rm Ies g%% rate
coul d al secceaeh domeirolt beo&edme)fomn)s.cr'emﬁ hawe clyes ecwudtdlespmdeldure can be
WO 97/ 48034 /EP97éé)'?Eji]é§1a

26 CORRAVEBRE &VecBPRTHTE cFPEUI FTRF Y e ARSI ogJy WRPCHIESAPEd i PYs

speci fi ed,@HaRRE chPidH | 161 phel il .NBRRURE idlla iTFfuIeatibh ha}nbuf.‘hsthect:ural
average man skilled in the relevapnt art is

‘server” ekgmensst oig h8tAF$AhnGBmént TS IHEG e?;’f)e&qpé'glﬁiﬁﬂuls&rvﬁrt hé& %et‘ﬁ°0r§<t

Syst efg connectloIhQSp'd'lQQfé‘ ASck MGt 119N Sdeirha o atansTet 2he( dhserieaibnsg
t he data saf eguard is to provide for a code agreenent_in the data

exchange fGNrthrPﬁ@n%fd@é?tséBvert%duFEr%?t“ratlhate?-%‘“?‘éF%ayd%Be%éé or via

intermediate, access-restricted, movable memory, as for example a
smart card. |

A second connectlon is optlonal It must be'incorporated.into the

15 communication process if the publisher .of a document wants to

- guarantee that use of the document will. be obta:.ned only under certain

circumstances, e.g.:, by users who have paid the royalties or on

computers specially-regiSCered for this purpose.

20




available to the code unit 24 a clear and secret code which |
saf eqguar dedW8PA4BBE any access and with which then the code ﬁ%}"{d’%&ﬁlm
decode an item of sequence or gap-inforn¥ion transmitted by. the..
-copyright server nodule 34 and prepare it for use by the document

construction nodule 26:in the |ocal computer: by mansluulmmlnﬁwﬂaﬂu
I tem of%nce or gap information the data construct
then accesses the data bank of the docunment store 18 ‘and uSes'the |tem

of information of the copy t server nodule, which is recejved ove
t he netwerk, APPRFRERS {5 ;ﬂ‘??gé§§1f‘%eeh‘?fb?rc%‘rlé’éléy 5apbishest LoghmeRes "witn

data stgrecdd) t Qompfft@rd s¢e8Bh ef P4 )USAli cHalcAnWREC Eoﬁﬁ@cﬁé&?ﬂd&@@wbr
e

avai l able to the user by way of the output unit 20
di al ogue cinter otrawRissigs dwfivgl s(kb-.operEEiGHARY a déééorfd-’e%\r'i‘ééllﬁﬂ%

the pro 89 94 r0f dhef Wicki-RER! aidWl &S (G_Qr)r‘é‘ﬁé Jenich EXE GlHabPRA0t ot BS1 1

nmet hod e ‘'descri bed hereinafter), the clock serves additionally
to process POSCUtH y qge#ﬁosduocztggérpummm Mmuments. ¢harantgmprednbyi bpt

| mages C uj.t,abl n{b r
Fi nal | y,f-he 1?%;5-&&%2‘@!1\9?& E%éﬁongthé?/stcg g Isﬁég]elc] ?nggggr%téorage means (18)36
I s proviwHedhf drs cadapréd | demt | the atstomagé tde ldetal efSerthe elecrzoaitally ng

th t ent . of th f .at t t bl i f. the.
het wor kPRBREFHSh Hq5MSBRe ARy A1 °5Bpr§b?$a?%pﬁ?h%§°dl§ itor ajyser, “whepgin

docunenthypdedcal Sebmpiiter38 syBSemf i ah| yfuptiesd dedmpiives t Reans (2391 pOSES
of use in which not only sequenc concer.ni.n

e . Qr. gap.informatiaon,

docunmented&t % Rhi 8Rd aPECSERT P o?d‘g’r'e%éﬁ‘tl | BESaSFefadtatfe fRrovideds dyr othey)
are Use@xtbblﬁap%édéﬂs)bt&‘édl tienaby yway dmsﬁmdiatcberteeﬁsm@ﬂon meadlat 2107 .2

suppl i ed (publ I shed) by way of the network, for exang
we 1 as a 11nk1ng means {26} which is adapted to 11nk a storage
content of the local data storage means (18) with the additional
protected data and to produce the. electronically published document
_.therefrom in a . form usable, meaningfui and/or suitable for sensory
perception by the wuser, and wherein the local computer system
comprises. output means.:(20) selected in accordance with the .type of
the document to be electronically published, adapted to call up,
execute and/or output the document in the form usable, meaningful

and/or suitable for sensory perception by the user.

2.  Apparatus as set forth in claim 1 charactefiséd in that the data
storage means (18) is adapted to store an electronically published
document in a non-rec’bnsjtructed, in particular a non-~linear manner, _
wherein the _non—reconst:ructed document can be converted into a
reconstructed linear document which is usable by the user by the
action of the linking means (26), utilising the additional protected'

data.

. 3. Apparatus as set forth in claim 2, characterized in that the
linking means 1is adapted such that structural elements of an

electronically published document aré B modlfled by operational

e
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27 I'n addi ti on, b& s&t TortA’in detail in the follow ng
description of the method according to the invention, the nodule 38

serves fQ(EIUQP dﬂ’%ean:;‘e[r% 589 £16m! E‘t'i@eco 1§1h31 3% r%@@c?é&rdggg order to

The proce accordi ng e 1 nvention Ot 6¢ I ng
electronieafégm[mhﬁ pshedrdouunenﬁ@emmbbonmmmdnze@egocubenk herelnafter
with reference to the nethod flow charts in Figures 2 and 3 wth

reference being directed to the enbodi nent described with ref erence

to Figureal. Apparatus ds srdeforahedmnl ynkoofekclhbimshlt he Aethachauwtilsed in
descri be a g iblJe formof |ocal storage of the docu pt data (in the
hat th 1% ca ﬁﬁ?

data stor&"® t P31t i BhoTaadif okt 1§ BRFRRH 3P 1%e QRE%R}nmass

Figure 4 store smwl ngn bywhay, ofoBxRPlatHSEsr dathd abieda@shilcaithe sinadeqd
sequence and the processed formthereof. As shown in Figure 4 (a),

‘an i tem oflocumente| qrgy (SERFED @Faﬁh?égra}%ﬁy(ﬁﬁuﬁﬁQﬂﬁﬂe fgFatignspiieich gre not
ei ght  phygieptddatedld adICGBESEVE tHEOT AUE riloP@dt | HfbtedtBd tdra d8lRote an

store 18, wherein the . sequence of the physical storage locations 1
to 8 withiRRer¢IMRCRAPRORRA/OL 2 geEauSnEe rahdhe Sheraye, 1ezatsionan in Figure
4 (a), does not correspond to the usable (useful) sequence which is

meani ngful for a user - on the contrary there is |acking a sequenti al
| i nk bet ween t Apparaiors aP(el ifeadbh| yin oner of cdaims Untos3 tharart@grisetoin

arrive aEPa@ ﬁﬁgagbggi ubaﬁa fgﬁ"{% erpc.?m%_bi§ g{ngﬁﬁ%g dﬂcﬂ’or r;ﬁ?c:.cal mass

a-b-c-d-e sequence iftornat|

which in Bherel I Ul§t)r,at wheeebodivodnime data n o gwhe %M@moalégpmmehed

the arranggn&g@ngﬂﬂhh% &gsg%ggégetherein have déta gaps and the data- gaps can
be directly closed by the additional protected data[ or wherein the
additional protected .data_ include storage location identifications
which refer to separate storage locations of the local data storage
means (18), in which gap data are stored in a manner corresponding to

the data gaps.

6. Apparatus as set forth in one of claims 1 through 5 characterised
by an encoding means which is embodied by means of a first module (32)
of the ekternéi data source and a second module (24) of the local
computer syétem and which is adapted for the protected transmission of
the additional protected data from the externalldata source (12) to

the local computer system (14).

7. Apparatus as set forth in one of claims 1 through 6 characterised
" by an identification and/or billing module (36) which is adapted to
identify a wuser of the local computer system and to acquire

corresponding use and/or billing data.

as Been Re‘laced
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phy5| cal stor sequence 3-2-8-1-5-4- t
25 cont ai n@fP Mnmwa' but is transmtted fro%ﬁﬁrhﬁmm
k

system externally ove At the beginning of the

met hod according to the invention a network connection is rmade for
the host stem12b ng e5l fotolyse] r
gt ne%%?f(a%%snnect I on éetlrénhﬁx one 8f X\Prh% %%ncf%tu}ggng gﬁ%?)rot o%%lgs

vvh| ch Bye aneaﬁs&aﬂy Bedu yepi ¢aa) f ohiche is prom@tambrkn 1@hasddcal computer
There now fol]

chart f F| re2theee n n
updat i AYSEFH tleqét arnguf"thg(l hdf J:coa"tle(?% oﬁt | hafo%‘ﬁer e %Lé%ug ?‘g t d‘:ontm%
Fi gur eo8) thehiddtan dtctamgeurditgr discessechdin detai kohecei Hatl erand/or an
WO 97/ 48034 PCT/ EP97/ 031
28 operating jintten(22)0 HHEN d8e§FPYIIST FRIPERGT SSEh e?ﬁ"?"?nt ef"PedPed

- tRel8d e Sbdr@tliohS ofBERe bYodEIANSonPutieRO8yEL e a8dat esdciircaduras t o
ascertal n whet her mi suse attenpts have been nade in the |ocal conputer -
syst emugerpeeandsons are invol ved in respect thereof - the local 5
conputer system is initialised for the subsequent code and data
exchange with the host systemand the necessary identification and
billin@.dat & wethothefbpPkptegtesbmapressatipbi@e of cclaqhionicoblly published

The subsgﬂggg% cch%%ge ?gggggw rnkN 81 RSl klaga; i nvolves the

transm ssion romthe (secure) code server nodule 32 of the 10
host systemch2liogt ke ldocamepbnpgater frome acddalnidaty) stonage tigans (18)

COde I%hggg ggd%o%%8E€e35to a local computer system (14) and which stores

the document data in a form which is not usable by a user,
- réceiving (S12) additional protected data bf' an external data
source connected to the local computer system (14) by way of a data
transmission medium (10), pérticulérly a data transmission network,
- linking (S14) the additional protected data to a content of the
local data storage means (18) to produce document data in a form
.usable, meaningful and/or suitable for sensory perception by the user,
and
- calling up, executing and/or outputting the document data in said
form, usable, meaningful and/or suitable for sensory perception by the
user, by means of output means selected in accordance with the type of

the document to be published electronically.

10. A method as set forth in claim 9 wherein the step of linking
comprises the following steps: | : .
- deriving operational instructions from said additional protected
-data
.- modifying structural elements of _an elgctronically published
aocument with the operational instructions, théreby providing a re-
constructed document in the form uséble. mean;hgful and/or suitable

for sensory perception by the user.

his Sheet Has:Been. Reﬂlaced
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In step S12 the |ocal I ves the encoded seque

sighal, that WOS5¢8B4y mm’g""ﬂmwm own in Figure 4 the nu?ré?mw%msns '
sequence 3-2-8-1-5-4-7-*6 | R am is encoded by that in 15
accordance with the code agreenent (step Sll) The code in the code

store 25 then permits,decodipg.of ihat s n gnal .
the code bhi't ’g mthOd 88056t 'Fﬁétr:;é s cq%ﬁglr 291“30%3 P?eaggr%&q:é%é Th chat

docunent s&draget use leral doamueatrmaﬁa)nmochﬁfeCZGdthel g dezstieaice whlch
sequence signal with which th

d
store 18 WHPWrockd e Hat ége addé‘rrgf’gﬁ tﬁé?gec‘:g \rllvdggggfgg%gg an:tcu mét

recei ved pegkedesededoseqgente, document rdaadabire smel fismbl eséabédi omedsirgful
S14) so that then_ in step S15 t hose processed useful. data can be
out put t ed2BY/Fapustablr HsFrAFOrY PEXREREIA out put unit 20 and/or a printer
unit 40. 25 In step S16-the system then checks whether there is
ei ther a correspondi ng user input or inquiry for further documents to
be ptdcesBenetioed whet Rt , faKED t &0t RRaimt uP eO8f 1PhENEFREES Iy that

publ i shed E@%%Eg%% t»a;o dgf&&'c%manélbma 8 Gabs bOchss qncgm:hnaou@ that

read- out o romt ta store 18. The solid-line arrow 42

descri besthéegapest Iarefcwmd fomdatbbe k1 imomantoc khgrdd Yrderahgdd b t o a

| ocation before the step S14 - docunent construction.

Al ternatively the nmethod could al so i nvol ve feedback connections to
ot her earbBer n&h@mb&taageet féursh figr cgranpl elains tShéhrevglerl X whwracterised
the arrow 44& ‘I;Eﬁll Q0p utnd be cl osed after step S16 to a | ocation 35 -
prior to PKe ™8 &928tY 8% T4 in this case the local systemwould |

WD 97/ 48034  identifying the user in the external dataP{HufeRO7ALQ3118nd

29 - exchanging user and/or billing data (S10) in respect of .the user
as a reaction to identification prior to reception of the additional

protected data.

14. A method as set forth in one of claims 8 thféugh 13 characterised
in that the step of receiving the addiﬁional_pfotectéd data includes
the following steps:

- encoding of the additional protected data by the data source
{12),

-  transmitting the encoded additional protected data by way of the
data transmission network (10), and -

- decoding the encoded additional protected data by the local

computer system (14).

15. A method as set forth in claim 14 characterised by the following
step:
- agreeing a code (S11) between the external data source (12) and

the local computer system {14) prior to the encoding step.

'f This
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recei ve a new encoded sequence over the network, for further useful
data whi ch \aﬂé"/t’@%erllmmm, “ﬂﬂg d, and woul d decode it WWE’PHP
to repeated execut i OTAAR v g Emng‘”brocedure and display in steps
S14 and S15 (step S13). As a fufther alternative the |oop could even 5

be closed at a | ocation hefore the step.S1 arrow.46): . in.that case.a
new cocsllg‘agPeg‘ﬁﬁ'ﬁ?gv&ﬁjIs(?l%bggﬁgrc]ieman%‘et ﬁgnci ﬁemssué;\é\('el:’qrﬁﬁellt'ﬂ1 ?E(’)ocp %%8 Ihzed
execut ed agiicessively callilngwidgd dred segprdsemmuinbe of @rlegailbgyt bat dokamdnt a
security of the  connecting data,can be further cci:nhance,d incréarticul ar
by | oop@ifFt hwhaxpim@ SeoRd gﬁeaﬁ‘gdh%l p&FOLGEFGE data 1s recgiygflefiek
Wl naacheopade decuhent lwitghart in Figure 3 to descri be the
upstream di sposed procedure as indicated by letter Ain Figure 2,
nanely updating, which is effected in accordance with a preferred

devel oprent 20feth6a i AW et @BrtRf id NaePREr Bk DEs Pé O RAWGWN 6 Nenadicte$ised

performed on the local conputer for reception of the electronically

publ i sHed tdatukkstegception of thehadditégnain Protssted data hes ciapsindentt don

t hat oper gt t wa, at, ki on,the: hand 3 i ng,the
perfor %an?é’n%g N and? ﬁlfé deérggr)ﬁaéyq rreatci?gggan u%ﬂgrg%%o%g’r atefs%%bg? L)?%%n By
descri aprerment eéxtwed thet l¢crladempuberi systew (143 eodt tmesextredniadqdata es

. which are s i& | e for recognising and preventing unaut hori sed

: sourc . . . A > .
accesses, attenpts at mani pul ation  and the |ike msuses on the
|-ocal system In the illustrated exanpl e the programm ng | anguage

Java is used to, carry out _ the described.nethod. The system al so uses
a security %)Hﬁltgo%g%hsqts forgh 11 A é)tfle&?Fﬁ’f‘f) ga&&ﬂ“ﬁ“o@e&%’iﬁ&&éﬂﬁﬁ ee
prot ectirprhat the ®eodhigh are PIREAGUDbYSthétusér alrQutie berdasupmddubad
the |l ocal operating program envirqonment on the |l ocal conputer 14 is
per manerft |ay lﬁﬂﬁ%??ﬁ’sead’daﬁﬁ‘”ng .a plurality of words, the words are provided

in an arrangement which forms a meaning for the user, and at least one
of the words is arranged by the effect of the ‘additional data at a
position in the text which permits <c¢lear identification and

association of the text with the user.

il
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updat ed, whi | e techni ques and procedures for detecting HISUSQ(gﬂﬁgqbﬁg3
- .being contlﬁﬁbﬂ@ﬁwyﬁurther devel oped so that it is not always the nost 30
up-to-date version that is to be “found .on the respective |ocal

conput er 14. ) By .means of the rou ine described in Figure 3, it is
now possi bl e . . not only to put the |loc 3 oper.ating system environment
into the nbst recent state by way of the external host system 12, but
it is also 35 possible by way of that updatlng operatlon externally to
check whet her : MO 97/ 48034 L

PCT/ EP97/ 03113 : - 30 t he

user is operating the f<£al conputer system .14 in the
~aut horised and proper ?andgr that _is to sal_mﬂgthgt_tﬁg §Ltuat|on
i nvol ves integrity.

present enbodlnent 5 lrunping ,under ava,_ - .ws

in step 5 Dgr a kes {Hhe éﬁﬁne tibn gbﬁt e ex‘d
system 12. nen I hvol ve I nqui ;
to correg identifidation dhta k the 1 ocdl svstenfl
nost up-to- ipn; if that is firmed,. the roditinejr
t he met hod ip Figure 2. _1f_however it is fqund [n
i nqui ry of hat the J.ocal I'y pperated version s hot
newest st at nevesgglersion is seqilin sté

e

started (S24 ? ol ¢l version ig termnated (S?
provi des the prerequisi't Qr the pr ,rtlhpd IDTPGH
i n subsequent step SlOLgE_gure s
‘<
-\
N
.Y.




15 2) by security routines.
a successf ul W&’Z‘%W‘én t he
can be imredi ately afforded
operating program is
repetition
Besi des

by

output onto a printer 40 would in fact
duplication of the docunent on paper, al

correspo

In particular in that
content of a docunent

virtyg of

ng

the fact

is known,

VEYrERYRBIAhEN

a reaction

that the Java

altered and thus simlar
onggateZLolation 20 of gratreshion)is impossible.
he vesdescri bed nethod e It is necessary

‘For exanpl e
t copyi ng and unaut horised 25

eg~docunent s.
'

ugh admttedly with a | oss

e so that here too it
s5ay m suse i s excl uded.

30

by

st or éq ¢glocunent can be
configuration of the

e date (in

allowa 35
bt h opti ons
7/ 03113

ser, in the

of quality. In addition it would be necespary to ensure that (local)
access to or storage of the outputted—data—st+ep S15 or docunent
structure/construction nodule 26) i$ not possib
is not possible to re-use the data, jthal A to
In the manner described in accordange. wth the|l invention,
el ectronic publication, for exanplejia (locally)
provided with an expiry date which is profuced .
Java program and which is either predeterhined astan_absol u
the formof a defined monent in ting), or it is PPs ible to
right of use which is limted in te'nssst(kine {n,heurg). b
WO 97/ 48034 ' > PG P9
31° however require on-1line accgss on the pFrﬂ f the u
manner — 1t~ _ _ 1 T
Uy B
o |
S 42 !
l
'
[
i
Sa2 ~+
- I
S~z
A8 SAY
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accor di ng togg(gg_l,i ntion. In accordance with a devepepa®oinonis
A0

this aspect t could require further updating procedures due
'to its expiry date. - That 5 devel opnment appears to be particularly
suitable for reference books or manualyg, teaching organi satH or/,the
li ke. : A further advantage of this invention could " seen
in the "~ ability to restrlct and register the access of a certaln person
to confldentlal Ffgrirat--gn- Hrpref-of a
non-discloszg qli g/t al] &g erfi aj,_copl ¢ be

rel easing s r .'_ A nonynmged si gom t he
(transmtted) ckuuu&& - indidtat e , m how
frequently the docunent: is read or called up |n a correspondi ng
manner it would be - possi ble to detect .a period of time or other,
on-line nedia-specific 15 data, so that there is the possibility in a

si npl e and usabl e manner - . of ach|r|ng dat a for inproving the on-line
publication avallab|1|1y ———thmaddtron—cphstrtgtre—fariet

|nvest|gat| or t eqli k¢ qre gl sg oPOSBI

specific r

prg£gent t hod nvol
copyi ng protect|on i Q nwé§h st

(CDhs): copying of the cD serV|ng as a | ocal docunent store

(reference nunmeral 18 in Figure 1 and Figure 2 respectively) could not

be prevented even if the data were stored on that CD in the manner

shown in principle in Figure 4, provided with gaps, or put into a .non- 25
| i near condition in sone other manner; however the copying procedure..

woul d be neaningl ess for the unaut hori sed user. On the contrary, with

this aspect copying of the local data store would even have to be

consi dered as desirable as that _eplarges the potential circle of users

F1g.3
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and use is possible in any case only by host cont act 30 “Tn tm
respect the method according to the invention is not 1 3 ANGt webrt ,
separate transm ssion or addition of a seqdence of the (non-l i n )
docunent .data as described in Figure 4; on the contrary s
addltlonal or altern |veI ossible to st adot,urrent W|th ‘data -
gaps. in t stigpaifory ?%6?% AR eﬂﬂen"g' ?ﬂg‘-?itatld aprint
associ at eGoedBR efldt ain epg_regwaﬂa f¥emvay of the network or also to

WD 97/ 48034" - PCT/ EP97/ 03113 :

32 - Iocal | \ERStOr 668a886i Rordieaclonen o tmethad ywith swpinhy ot#q/cnqmao;v.hg
or I m

t he’ ;Béjsﬂ[ﬂg?gtaﬁ%@(focunt%%eatplfﬁgg%ee&hfn d Ib%?’orggié‘?r%%%?n Vi axgégn_ed

':_ wor ds 5 -above.t ext docunment. In addition certal n data units can repeat edly-

. 5 occur in.a I enge, ot sal tagu S, I short hr as
used nore thanulgl%?‘e%%%gg gﬁ“n%r dég ?ﬁ ?ﬁe%é £%5 F'g" ﬁf:e al'h% R0 ally

~at the oricgiypsbgpashia meutmdl dnbehguhrant eeuemomiwpdbaummlal.s transmltted
instructi t hat goyes the p 05|t| n
~ prepared 8’6’06’&% td ’é%t‘ﬁ"ﬁtk Hgﬂc ‘i‘iﬁ g BBST‘ ?‘b ° be 88coded (1 197 (e local
~ practical gemphessancen ofhat &Qts@eatcmubiomlmzofde%um@rbpuonorist braeéd on’
docunent s i S necessar%/?for represegtl ng the te

a

vi ewermhaﬁ“r’i&eﬁ%r,3 AW HRACRAFFYRR R davuRd: £8 F‘FW“"'f &f the’ é‘)‘?&ﬁpﬂ'@d a

- the out putedsirebpsi@ind12URad vEQEYI NOcdIhg! | Nt iTRY @BAKL OfoVhi viia doc%ﬁ\anée is
- activated or deactivated external Rfd that is to Sci/ by Java, 15 That

viewer sh&HeGtaPRLCHkIs &t chparlholdentd fiedeshat o iﬁéﬁé?’a&’b@f an illegal
copy c¢an be traced back to the original user - therefore at least

legal assertion of the claims involved, after illegal access or an
15 unauthorised copy has occurred, is posoi_ble. ' '
| - However that method in accordance with the state of the ait
_ suffers from a number of disadvantages: thus the transmission and
con_tpu_ting expendi,turo alone is already considerable for the reason
that a specific vo;rsi:on of the complete document must be transmitted
20 'by way of the netwerk for each identified and authenticated user;
therefore, besides the ancodin§ expénditure for the entire documeni:.
the procedure involves transpoxtanon of a volume of data which is not
inconsiderable, oreoisoly in the case of multi-med:.a documents. It is
'adm:.ttedly to be assumed that in future, by virtue of powerful
25 computing installat:.ons, this method will also o_porat:e for a large
number of (possibly simultanoously) accessing users, with an
acceptable access time; howe.ver there is then still the problem that
the networlg capacities are possibly not always sufficient for
transmssion of the amount of data involved in the complete document,
30 prec;sely in terms of real t.ime operation.
aippé atus and a method of the genorol kind .e€t forth for the protected
transmission and represeht;tion off ctronioally published documents,
which overcome those disadvantages of the state of the art and in
—4a—
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text. Wiile relevant text formats are ASCI |, RTF, HTM., Postscript or

. PDF, in regard to practical performance the inportant considerations

' afre functionality, universality and suitability in connection with

current software packages. In this connection PDF or HTM. respectively 20
shoul d be able to serve as a basis for t he publication of docunents

i nvol ved in the publlshlng i ndustry. A further aspect in regard
- to practical performance is the erasure of all page references wthin

t ke docunents,jpn order t are't 0 S ure dat a storage,
- in which case‘#ﬂ f‘ﬁ??«fgeﬁfgﬁﬁ‘g?@p?&ﬁ’ hfiﬁ?sg'gaﬂga}é‘ aké’dﬁ (in
. controlded nanner) for - docunent usage by the itens of sequence -

i nformati on, over the network. In the case of so-called hypertext

media, a use according to the i nvention can already be invol ved by

renmoval of the so-called "links", the speech-inherent connecting

structures. 30 Digital V'deos or filnms are produced in MPEG

Mot i onJPEG or AVI - File format ital videos can be delivered in

Pl 1 S5 78S sl 00,876 QLacAqEes AR AERATSLIE, SEHRE0ING EQERG SEAITDES OBy

using cehpiregsi Ghisafecument adsapiearyibepodsmefthad, of| dfstrilns ing: a rate
can be r e iy ahsecure; gasner R firessBbstriutdag inaghisveant o

vari abl euniaablier gesricns 9f tBS programg endehrddiddonpilxPrcansmitisa: vRdeo
i s separ cakked mverpayi bifias to ba run togeWiedMigd0oIhe inactive software
PCT/ EP9740&41 that a final main program to be run on a loc83 computendsystiml

hi gh resai He achipived urtie overliy owms be poomundamtednby areanas of narddtane
codi ng. Eranswiesicaneevodiingpbn tonplatdopr ofii ctzyibtaaricomnd licensing

bi di r ect psdduriar.edi cted frames is used to encode the differences

EP AL 0 601 500 Al as well as woss/oazn_ addi_tionially disclose
apparatus for protacting electronically published documents
disclosing several of the features of the presamble of claim 1. All
of these documents include security systems or security mechanisms
to control access to electronically published documents, clearly
‘based on completed billing or licensing transactions.

However, neither of these documents known from the prior art permits
fuxther security or authentication during later sessions of
retrieving and representing the respective electronically published
document, cnce the initial licensing transacticn has been completed.
Therefore, particularly with regard to electronic documents that
require tight access control, or that consist of specific document
structures, such prior art technology appears deficient.

Therefore, the cbject of the present invention is to pzrovide an
apparatus according to the preamble of claim 1 that improves the
control and flexibility of the document distrikuticn process.

Ll
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between frames. By changing the order of the delivered inty s o
cinterfranes.the quality of the digital video stream could pe reduced , 1
' The reconstruction of a high quality i magg can be done by |epr l@h8l!iRg?98
~the correct sequence in the viewer with di tional operatipngl

: |nstruct|ons on an accorrpanyl ng layer of-the protocol. Dfterent
met hods Lof .G ouRE £5S1L.@N . Al i.ed. 10,03t adah i Sk o 10 mieidlldal :
Conpr es¥1 on can Dbe. di ferentlated into quakrfy |oss (Iossy) “arfd
in no qtgadrietrylllgss soddatp Acvansdiingion |medisduy edghnga relativellyvamdowi s

- al so elimnat [ €S54+ t.ho er I Q r ror

: recoverfﬁ‘?e‘r‘ gaé_m r%:r SLQ{%\?a. eic rJSnﬁ.g:g“%Hns?ﬁ Qg&& &tpg‘ci%

Four i erfiitheubodie Rataidssdr eThis ubhventiom ifudth&€hasgeksi to

. the aorder or se ence certa| posi ti o n,a co ssed. dat.a

" stredm RHPVHES U’e doc ‘f’?f‘dﬁﬁh t'r‘Fbt ?é‘%’éasﬁ?ﬁ atfoAFE Fréa nChavt Wy thve:
a | arge jneaticRN alfee potentdRLDY REAPHT @RS Salle OBot AR usanmlitw afmbé]e of
decodi ng data Dat abase n%g rrﬁnt s tems l e f g
Tar T abl GiaREa (4F5BSUE 258 AP B LI VABRBR A LT HRNSBAIageJeBLd | Epsbe

‘whi ch C%ﬁd&eah%: a k8BgbE Ofe Werahl emd%ha;aeféapdﬁsméweimrmscatﬂ eanef
structural elements would reduce the quality of a database and

af fect afsh computiRg [CARMASE AP '@ TABi pPRYR dﬁe"ttljte”tﬁn‘fteﬁte of the art).Tpe
el ecfyr oni ¢ pﬂﬁer thb@@ J.Prﬂcteasﬁedd3§0£ﬂé)%pa§ﬁﬁhg sé rehein2Blain 1 and

generallzed un e Invention as f In order to nmake
securit yeheeaeghed seticiertdenn elaim type of data transmission, the

process is J&[(}&QESQ.; atx.f‘e‘lpect %ﬁ¥nCE59§PUS$6’oraQ§taon the

So prepared e d%gurrents are sen to the custoners in an open
or publ |e:lmunen.caylse g;ubwsbedbr@@g;gagntor although " in a manhner which is

unusable for the user without the additional external data permts the

15 non-encoded identical d:.str&b_ution of a theoretically unlimited number

of identical documents without intervention in the rights of the

supplier or provider being possible by a copying action or the like.

on the other hand, however, an interchange of the additional data

takes place by way of the data transmission medmm or the data

+ 20 network, with which data then the locally stored document data can be

put into a usable and meaningful form for the user by the linking

means. a |

In this respect, in accordance with the invention, the expression

,.data transmission medium“ means any electronic device for

25 transmitting data, and “data transmission network” means any

electronic network with wﬁich data can be exchanged or transmitted

between cemput.ers, beyond the '1ocal' area. Transfer media could be

wired or noR~wired phone lines, any cable capable for ‘Anformation

o transfer, any kind of b:oadcaét ‘like 'ﬁefres’trial or by saﬁellite, N-14

30 any kind of memory with input, output intexfaces and which is able to
perform data processing operation. |

As in part:.cula: it is also possible that transmission of the

- data for decod;.ng the documents is effected by way of a terrestrial

television transmitter or by way of satellite, in which éase for

35 exa'mple' the inquiries also take place by way of a data line, the

AMENDED SHEET
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30 via Internet. The readability is arranged by a direct custoner contact
+ Wth a releasing server, through which the user paynent is made.

| After a paynent or a rel easi ng i-s conpl eth%d t he operational

t instruction has to be delivered in a secdre manner to ‘the programthat
reconstruct the ori gi nal docurrent from an external sour ce.

. 34 . L ; 28

real i zepblsidegndndasm: Jj deaindtiopes S ST Ree
to be dgll ol ' &y l&‘?‘ceﬁLC’EE& %’ﬁtﬁ‘é%eﬁg' xtxﬂé?‘toef"@%%
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el ect rgpnﬁ??:s‘t%as Pﬁaﬁggfﬁﬁ%%scé”s‘%c?ﬁ delivered &t é:rgeefé‘:’?éﬁ@%{m Sﬁff/att’(?“"ahe

aut hori zpgkt iz@iondndaglesiglnat i p@rthemo&e, fake horgwdies i rst dbsrDiadiRe
art and is realized in smart cards or : dongl es The exchange
procedurdddressgs Fouddsbe pincluder A% tl’lﬁf' the °°“'R:’tgﬁﬁ?é‘ﬁﬁfoﬁ§| an cihlegads

the art fLouNstQetesh MPUREOLEalidPicduldBhbver bebR peawh tﬂyatanrmqmck@e/e

to -- due to security reasons -- contain sone . dentification or
aut henti fi catThgh lapansion; anpdoyseespeptrldy e Linear StEPEFEura bnelements

i nstr UCtﬂ»%e%“‘ieﬁ\Hé@%'&?ﬁ&% erdeﬁe “&é%d&ﬂeﬂ%ﬁia&f SOfRuently apfédiing

di stant or separated [ocation : brary or boo .
Anot her nMSfr@eseostruhtura;pamonal mumsncmcmemarébume pentaine in

real | 2o 134 Ak8al LRFo Aty A" 18R ObrROMPCTdAA. © 13 AREEESLe Plotural

. these in |ns ructron data. "These ave to be’i rfred
onl ylShy elenmsmtsusare progoaedt harorgotara pedpSnalk ,ed 2acsesprepagied teléedtronic

request el ectroni doc n t he e e

. met hod a‘ﬂ%%ﬂgvﬁl’g gﬁ' PSeéxF (?Pedgf ?rom E‘J_e %ﬁ@ﬁ roa?@as’lm °=-.
25 dat aeﬁdmnyouhd:dmaqwdbbbarmmalﬂnstfbetﬁoﬂs.act i on al gorl thmonly
needs all secyet ess%ﬁln key or secret - C}F nal w%ruct [ons go s
identify or tF sBFEEYTBHS THE MRt 9 oREE"eR3° Pn PRSgAYe oF
L 0 3e teamrh v%r)pziﬁbfrainl m&iéhoﬁhﬁs B@uygrdmlm 1tmlsi:f§arm-aremadﬂitd orsyor, thus
. hardware has to |jsten for suc roadcast ssages,

R brenre Minkhad chatt RHR AR B L rsabRfoATEaPtch 18 s, gy
transf erzgysof@bl¥erodaiia cun08ht ANTRXS €1 DAL AP UGSE: t Ozardd®rheCalll the code
source in a secure manner, Al these transfer technaol ogies have t

to
provi de inssonstigns oRPRFRLAAC 40 | Uikt RFAITEBNIBESr FOHR| ARSCENFRIQNS OF Fhe

original document, so that only the thus=-arising data leads as direct

electronic instructions or as lnst_r_uctions for the superordinated,

25 higher or lower program interfaces. to zﬁeaningr_ul results. ':hese

instructions on the linking unit can be realized w_ithin the précessor
hardware with: conventional ele;t_’rgn_ic integrated circuit techniques.

| The linliinq unit brings volﬁme'data and data externally obtained

e.g. from a network or from a locally protected data area, that is

30 temporarily used but by network updated, t.ogethex in order to achieve

. @ restoration by using them as operatinq instructions and for the

creation of the str-ixctural eléfnénté _softhat the original stzucture of

the electronic document is restdred or reconstructed and thus can be
tuzned into a later output. REPLACFME /T ngEF |

w,..-ul
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rel easing server during a status that is usually of f}#*iﬁr_‘l_e'.‘;’_,—The_r__vej:;‘o_re,

|

. even a smart card needs an online contact at |east jonce in order to 5e in
I aecordance with the operation of the invention as 12 AUG 1B 97/ 48034

. PCT/ EP97/ 03113 34
. offering the necessary data so that a final user is
" with the requested usabl e el ectroni ¢ docune ;

' necessary fapt s SkRARSteF Sanid bR cRaR P)fa?‘i‘o?f‘line o

35

- or a dopgl gnkSseFeélr | OBl e BIRRTALEOBREse 5co:hr&$dtﬁ.kbﬁhl QD6 redTIASS ByO ohnigese

- data nust be provided by a separate access contr procedure onl Thi s
. access @8neRERIHk oTeARH dlrc petwaen. TRe (PRAASH é'd“l*}y%aéh&?lhﬁ ?%Ve‘éﬁartf’

'.card,

all information a

khe n@l;é}ﬁdgﬁ. bRBabe Mﬁeﬂeon seﬁﬂaﬁe%tﬁﬁé?@%ﬁ TolbigtdnporaPEnpUse

ut structural elenents is stored on a rel easirng or

copydi ght sBrsgnchranmernenkonline contactkptwasngfingk wﬁszesgarye:wroriae

to tranagerggggs%{@rygtwai as tﬁ@rtréﬁ%ﬂ?tﬂ‘ciém“dt he, aStrﬁéJﬁH*r alt

el enent s

access-restricte

i menory, gaarénlrewaa‘rptecuxe transder ofr ¢he few dataA fogc pe¢onshrmani

eprTona et B et B, et HYIURLER R 185,

docunenhtu\téd bﬁ th:ﬁ»xfhhieonlgeumderbmrtmporazy «liacterasianeesery eog. an by

Use:@t e\’.\go hav e!sd thg’S o%al L1 es ec(-.)trro%lc un iSO A erE:o%ﬁ%S'sal | Ysecure
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data exchange only ¢to the author' zed user and destination This
hardware is state of the art and is realized in smart cards or in
dongles. The exchangs procedures could also be realized by
conventicnal, state of the -art"cryptoloqica_l protocols.  This 'sma:_g
card that might have to -- due to security ‘reasons -- contain some
identification or authentification data, could be loaded with
operational instructions and authorized for a definite purpose at some

other distant or separated location, &.g. library or bookstore.

Another transfar of the operational instructions could Dbe
:eala.zed by a state of the art periedic or ncn-period:.c broadcast of
these individual instruction data. These data have to be identified
only by an end user program that got a registered access right to the

requested electronic document by the above releasing server. The

. method and softﬁaro of how to extract data from this public broadcast

data "stream could be public as well. The extraction algorithm only

r

needs a& secret session key ox secret operaeiohal instructions to_

identify or to select only his *equested instructicnal data. In order
to be temporiry off-line from a network in this marner, -additional
hardware has to lisr.en for such broa.dcut messages. .

all transfer or transmissﬁ,on me:ho__:ls nead to have in common that

they r.rans:e,_t or deliver data from an sxternal source to the local

source in a secure manner. ALl t:hese transfex technologies have to

_provid.e either an onlinn or at least one temporary online contack to a

releasing server during a status that is usually offline. Therefore,
even a smart card needs an cnline contact at least once in order to be

accovolomee (giie e operasion (aktandniom Qo
< 'gl,l:gdoud t\-‘ e-»kuu.z oand o(msppw\fg WSCJOW>
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1. Appar at us fo ﬁiat"e%s?ihﬁa ‘glf‘%fc’t roni cal |y publ I shed docunents with a
| ocal conputer sygtem (14) which gah be connected locally by way of a data

“transmi ssion netwprk (112AUG ¥98n pxfernal_data source (12) and-which 1§

~adapted to call up, |execute, and/bpr} out pu:ti the el ect fonically. '
( docunent s, whereip tHre—total—conput gr system (14) co M\\ g | \‘%
ol e

-storage nmeans (:18) which i-s _adapt for the storage o

el ectronical | b"ITsed-.- inent in a formwhich'is not uhabl e for a user,

wher ei n t Fresiks $tem (14) further conprises neans (24) for

- recei ving and processing additional protected data provided by the-

external data source (12) b of the data transm ssion network

(10), as el &BP%Fﬂquﬁ?g’_rPé‘agsc% SHACERORs catiap P lighed nogumenssy rith
content of {besi Aty

data and to produce _tuh el ectronically published docunent t
f or m usabkedatmGrnangmisaiononesvwarld t(di60 e teopn extmmml dssacepurom (18) ande

Sol ot ed TR &l HBnek8ito SO NE, SABLER YERCRCBu B nd RARE LR g

: publ i shedpulsiighedd doauneht s upyhevednutthealdtel ootputer mystemunesl conplises

. el ectroni 6glibe dUeRtr6AeEalTi0 GUIREEhed ModumeR@N 1564 Ofsiinl WH1eH, 18 hét usable
- particular a non-linear form wherein the non-reconstructed docunent can be

. convert edfPht 3 BEPRCOVRANSIT ddre i10CR: GOERNESR AR |(14)sIHKERSY cemeTians

| by the achigih Ofzkie ddrki6geRAGS arid6hrosddding GRANA ALY th:tkced data
. protected data, and wherein the [ocal conputer system(14) is designed to
. operate seRIvidest BY| okl fxSeapel ofdatide BSPBECR ed1ddcURBENtWAYh Cfe tRe mdata

 usabl e A Al ondRdERbR UIRP! Cad OhePENGPTY £ lhde® () RASHOUS

: characterised

?

n that a readabrlity and usability of tthe produce unment
i s dependadapted) tgadhinkesd sétoragen cantent i of ther laral cdata atorageapoeansy (18)

dat o sour B 1) VISETehAT, pRBParEl T S ol SuREL ARy

el e §7

@gt.-a gse&agaaemcﬁléh%é hedidiachad abﬁgﬁi& gsﬁ&ﬁ,{] %%a

| 38 published document therefrom in a form usable, meaningful and/or

guitadble for sensory perceptioh. ‘hy the user, wherein the local
computezr system comprises output means (20) selected in accordance
with the type cf the document to be ‘electronically published, adapted
rto call 'up, executle'and/cr output uha.documem: 'in the form usable,
meaningful and/cr suitable for séﬁéory perception by the user, wherein |
the local data storage means (18) is adapted to store the
elect:fohically publ,ishe,d' documen: in a non-reconstructed, in
particular a non-linear form, wherein the non-recomstructed document
can be converted into a reconséﬁu§tad linear documén_t which is usable
by the usexr by th_é action of the _linking means (26}, utilising the
additional Q“rotec‘:ed data, and whersin the local compﬁ"ter syatem (14)
is designed to operatze such that a local storage of the produced
documenc in the toz_'in usable, meaningful , and/or suitable for sensory
perception is not possible, cﬁb;zf‘:a:;_cteris'afd in that a readability and
usability of the produced document is dependent, in each session, on
" an online, or at least cne temporary cnline, contact between the local

' computer -system (14) and the external data source (12) via the data _

transmission network [(10).
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8. A method of protected representation of electronically published
tdocunent's, conprising the follow ng steps: - establishing, in  each
'session, an online, or at |east one,  enporary onl i ne, contact. -between
a local conputer system (14) and an extermnal data source (12) via a data

‘transni ssion network (10). - calling up docunent data froma local data
istorage neans (18) which is part -of the |ocal conput er,

‘whi ch stores the docunent data-in a non-reconstruct edmﬂmmmllummmﬂll

‘nonlinear form -  -receéiving (812) additional protectéd:fata f%orhtHe
external data source-(12) connected to the | ocal conputer system (14) by
way of the data transm ssi'on network (10), - linking -(814) the

additional protected data to a content of the |ocal data storage neans -
(18) to produce docunment data.in a formusable, meaningful and/or suitable
for sensory pereception by the user, - calllng ug executing and/ or

' out put ti n§- t heA doethashto Mwotiestedi vepraanantasasn o netartrghicadihy/ published
sui tabl e or b means of out put neans (20)
sel ected %’ér)léuénge?gr%da}réce W Q‘Idt%geti’(’imfiggﬁ 5€current to be published

el ectroni€al | yestaaid:.shmgpreimnteang asémm.stmagmld.het heaypr atuctdast one

iﬁ/glﬁg‘ég Sgétg%rary online, contact between a local comu tey system (14) and an

external daz:a. sources (12) via a dat:a transmi ssion netwcrk (10},

- calling. up document data from a local data storage means (18) -

which is part of 't'he’local computer gystem (14) and which stores the
document data in a no:i-reco'astruct:ed, paréiéularly a net-linear form,

- rece:.ving (812) additiomal protectad data - from the external data
source (12) connected to the local conputer syatam ( 14) by way of the'
data ..ra.nsmise:.an notwark (10),

- 1:.n.kmg (814) the additional p*ctected data to a content of the
local data .storage means (18} to produqe .docu.men: data in a form
usable, méaa@é;ngful and/or eﬁita_ble for sensory perception by the user,
- calliiné_f',up, execﬁting and/or outputting :h{a' document data in said
form, u_sable_’f, ﬁxeaning‘tui "and/or suitable for s‘ens_ory perception by the
user, by me'ané of ~output means (20) selected in accordance with the
type of ﬁhe ‘document ko be published gledt:onicélly', and

- pre-v;en-i:;ing a .locai- stotagg pf the p&:oduced.‘ document:' da:a.'

_,(
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2. .Apparatus as set forffiin claim1, characterized in that the linking . -

means is ada tggt Structural elenents of an N
eblectronically [‘m!um;“mmgmmmnt are zsodi fied by operational te  se
I hstructions der+v wom tse additi onal protected data in order to effect

the conversion to the reconstructed docunent.. 3. Apparatus as set forth

in claiml or 2 characterised in that the |local data storage neans is a

magnet i c .and/ qy. tical S§. St . (18) ko, which .y of t
el-ectr onizg'al I 3\ pﬁ%%ﬁ:tg%e& ggo%utfre%&e# egﬂ st (higlélﬁhlhh ac\ﬁ%%rgg?g’[a}yeadof Irét grﬁ%}je the
| ocati ondinikiial ateanst i:t cadaptetiedsuand viker eistriudeuadli t éDamsentar obbdct ad

data denote. an interconnectjon and/or a sequence of_ the stqrage |ocat,ions.
A ® ppiecasonteaLy f opihl fhed 5 ACETBRtS iR acteHIEd | (DY paPPIRE ioRal

| ocal datigistirQ6896n$LaABSivEd af FEENEhd Caddil iPnadpiprotbcbBESdstor en( b8Ker to
¢ wherein volume data of the electronically published docunment which is

| stored tIRffeck RREeCMMErsIQPstanthe FecqREErYEhRd CRRUBRR i rect |y cl osed by
the additional protected data, or wherein the additional protected data
include storage |ocation identifications which refer to separate storage

| ocati ons3.of tARParetus st 2estinride ineghsif1B)or ih chisrektgupsediatma theg the

stored i [ onding ;to .t ’ t Us as
orth i n SRaToRacr o E FRF4Ff A 1 o dRgHELs M cpeicalRALS 0" 8)
i s enbodiied Wyickarslahe adhtastofmochs cel@2)romifcallliy @ubdishéd dabausent cCare

. and a second nodul e 4) of the |ocal onmput.er system and whic¢ch is adapt.ed
el v g R TR T AL R P O A e R e )
external Gat auieiae dhk?)addidilaah ogabreordut gar£yatastd 1dn. int8rconnection

Apparatus as set forth in one of clains_1 through 5 characterised . :
and/or a sequence of the storage locations. -

4. Apparatus és set forth in claim 1 or 2 characterised in that the
local data storage means is a magnetic and/or optical mass store (18){
wherein volume data of the electroniéally published document which is
stored therein have data gaps and the data Qaps can be diréctly closed
by the additional protected data, or wherein the additional protected
data include storage location identifications which refer to separate
storage locations of the local daﬁa storage méans (18), in which gap

data are stored in a manner corresponding to the data gaps.

5. Apparatus as set forth in one of claims 1 through 4 characterised
by an encoding means which is embodied by meané of a first module (32)
of the-external data soﬁrce and a second quule (24) of the 1local
computer system and which is adapted for the protected transmission of
-thé-additioﬂgl protected.data from the external déta source (12} to

the local computer system (14).

6. Apparatus as set forth in one of claims 1 through 5 characterised

by an identification and/or billing module (36) which is adapted to

i
- . REPLACEMEN
corresponding use and/or billing data. i :

I | - | 1 12 AUG 998 ‘ g

]

" identify a user of the local computer




by an identiiicatio"n and/or illing nodul e (36) mﬁR&E’,ﬁLﬁg“”ﬁ%ﬁéﬁﬁF@
identify - a . use kal conputer systemjand " to T agquir e
correspondl ng B‘

g data. 38 3§ | 7 ﬁ&ﬁ? tus s set
forth in one: ¥) tﬁrough 6 characterised |[by a‘l gontrg%m§u e (28)

a

‘which is prow ded in. the | ocal conputer system (1l —and-whi-ch-i-5 provided

for dial ogue -and operatlonal control of the datajexchange with the

external ,datay 5@&&9&5 (d)sé {‘gé?thaﬂx AREGR! D1 T drddls ﬁﬂgcehAFa&reQ\ieded

to det ect ‘user “commmnds an nfl uence operation of the | ocal conmputer
syst em adya aeaontmltmtihbe dger owwhnds pr@vided nim-hgbeoflocal computer
prot ect ed-repre tatl el ec J ley..p d o '

char actetsryggg ? h&vﬂhngss}%%&&ﬁ- £bx H?%i%fe § % %%f%fg’fla i SﬁmOJé
| ocal d?tlgg) a{aér@m?aa Heaeﬁang(el&:.th/\hth:él Extemarﬂecdiethteourd:e)caiz)coapdler an
system an I ch stores . the .docunen a_non-1inear m._ .-
recei vi nGPeERE YT itk i "H*"c?tt’ed'lse(?r(?gf‘é ‘gf t%nd%'f(?%tr n‘ﬁglerda‘i"g‘maggﬁréﬁd to

-connect eqn'fQuéH@e ! %&a&%m)%te EheY 368N (dhpuderVayseém dadlad arddctiionl £8i @Re
network (10), - l'i nking (S14) the additional protected data to a

cont ent @serheommm%ﬁ data storage neans (18) to produce docunent data in

a form usable, neaningful and/or suitable for sensory perception by the
user, : ' '

: &r_wwA'métﬁbd'bf“protectedmrepresentationwofMEIectronidylly“puinSHed

o Y n — s ———t—_
documents, characterised by the following steps:

- calling up document data from a local_dat storage means (18)
which is connected to a local-computer system (14) and which stores
the document data in a non-linear form, v

- rece1v1ng (s12) addltlonal. protected. data of an external data
source connected to the local computer system {(14) by way of a data

/
transmission network (10), //

< linking (S14)  the. addltronal protected data to a content of the

local data storage means (18) to produce document data in a form
.usable,_meanlngful and/or sultable for sensory perception by the user,
dependent on an oniine///ntact between the local computer system and
the external data source,
- f calling up, egecutlng and/or ocutputting the document data in sald
form, usable,/meanlngful and/or suitable for sensory perceptlon by the
user, by means of output means selected 1n accordance with the type of
the document to be published electronically, and
_417*:;§fe;encing a stor§§€‘6f'the’prHﬁEEE‘dEEﬁﬁEﬁf’EEEET

9. A method as set forth in claim 8 wherein the step of 1inking
comprises the following steps:

- deriving operational instructions from said additional protected
data

- . modifying structural elements of. an electronically published

document with the operational instructions, thereby'providimg a re-
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dependent on_an _onlin._contact between the |oc ”fénéé&ﬁ er'sysgguland t he
external data source, - cal ling up, executifgjand/or outputlnng the . .
docunent - il“lmﬂm['m lml)mw‘l;sabl e, neagbngful hnd/DAUEUF¥abte for sensory*
per cepti on b_ ans of output nehné sel ected in jclcordance
with the type“of ¢ the: Yocundnt to be published{el&ctionically, and
Prerﬁntrngla storage of the producted docurent {data 9 A nethod-as set
or in_c ere e :st co Wi
ropn:  "eShe A S ELAI® 5] Sl el A o O GR LS LY b0 Skt
prOtectEdorCEéﬁsory peedepyiom kyt thet usedt. el ements of an el ectronically
publ i shed docunent with the operational instructions, thereby providing a
re- -39 .const ruct ed docunment in the forn1usab|e meani ngf u
?nd{ (r)]r Syoltabheéneftabgssr?sogem pﬁéﬁt&gt ianchyihh® users chabacteérinmishoth ashset
or in claim8 or characterised in that storage of |ocal doc n
is ef f ecekerage aofeqtiitle AAFETERt WARRR Ut | RkFST i?’ﬁe aadﬁ?g‘il?f}f%ﬁunewglgﬁt :

prot ect teéﬂ%\?ﬁ lgﬂﬁfné."ortopetrﬂg t aad ARIRREN @R cell tdaRadoy@mNt nelat ekmit
the formus e, nmeaningful- and/or suitable for sensory perception.
representatlon. of the document data in the forni usable, meaningful

and/or sultable for _sensory perceptlon.

. 11; A nethod as set-forth in claims 8 or 9 characterised in that
storage of the local document data with gaps occurs in such a way that

. the gaps are closed only by llnklng to the addltlonal data.

;izh ‘A method as set forth in one of claims '8 through 11 characterised
: by the follow1ng steps _

- ftldentlfylng the user in the external data source (12), and .

- exchanglng user and/or billing data (S10) in respect of the user
Ias a reactlon to_rdentlflcatlon prior to reception of the additional

_protected data.

13. A method as set forth in one of claims 8 through 12 characterlsed
1n that the step of rece1v1ng the additional protected data 1ncludes

" the follow1ng steps. _
- . encodlng of the additional protected data by the data source
(12), | _' | -

- transmittinglthe encoded additional protected data by way of the
data transm1§51on network (10), and

- ‘decoding the encoded additional protected data by the 1ocal

computer system (14).

' 14. A method as set forth_in claim 13 characterised by the following
step: _ _
- . agreeing a code (S11) between the external data source (12) and

;the';ocal-computer;system (14) prior to the encoding step.



11. - A
of ‘the |
are clos
forth in
- . iden
exchangi
reaction
dat a.

met hod as .set forth in clains 8 or 9 characterised in that storage

ed o
one
tifying fhe"uder sinxthe external data source (12), and -
ng user and/or billing data (S10) in respect of the user as a
to identification prior to reception of the additional protected
13. A method as set forth in one of clains-8 through 12

ocal @icunent data with gaps occurs in such a way that: the gaps

charact epsseda horhdidtad RecsEepofid @aRi wENg1dties ad¢htb |1 prafgaked, dal g

i ncl udes
data by

the followi ng steps: - - encoding of the addi onal protecte
Prie s4seasSHRGE C"(1112')“9 up angd greRpHResentgnghe em@@aéutndqft dopahent

protect eghded 2 e BY Qf skheordehd LESIY §'§Qo@§£ﬁgiloc %@ge%ved for

decodi ng the encoded addltlonal pr ot ect ed
syst em (2agh of the dacumempdikidsset forth in

by t

following step: - agreeing a code (S11) between the external data

source (

12) and the local conputer system (14) prior to the encoding step.

16. A method as set forth in one of claims 8 through 15 characterised

::1n that the reception of the additional protected data is dependent on

.a single and/or temporary access authorlsatlon established by
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(54) Tit!e' APPARATUS AND METHOD FOR THE PROTECTED TRANSMISSION AND REPRESENTATION OF ELECI'RONI—

- CALLY PUBLISHED DOCUMENTS

copying digital media in a
qualitatively perfect manner,
a protection of user rights
in such electronic media

| becomes a key question.

To solve this problem in

an cfficient manner, there
is provided, according to
the invention, an apparatus

for protecting clectronically
published documents with a
local computer system (14)
which can be connected by
way of a data transmission
medium (10) to an external
data source (12). The local
computer system (14) has
a local data storage means
(18) for storing data of
the electronically published
document in a form which
is not usable by a user, and

means (24) for receiving and processing ¢ addmonal protected data provided by the exmernal data source (12) by way of the data transmission
medium (10). Linking means (26) are provxded to link a storage content of the local data storage means (18) to the additional data and to
produce the electronically published docut_l_\ent m usable form therefrom.
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(57) Abstract

Publishing - electronic -
| media over electronic
marketing channels such
as the Intemet promises
interesting . business
opportunitics; however,
due to the possibility of
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