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the el ectronic conponentry includes: a data storage device for storing

i nf or mat beAEESout a person or asset; and a processor for transferring

These details are currently provided by the persons themselves (eg voice),
15  or through details stored on a secure identification card (eg a driver’s licence) or
inscribed on a wearable metallic pendant.
These solutions are however very limited as they require a person to know
the details and be able to explain those details, eg medical history, in times when
it may be difficult, eg when involved in an accident. Further, data stored on a
20 card or inscribed on a pendant is very limited in terms of the amount and type of
information that can be stored and retrieved.
It is desirable to provide a system which enables greater flexibility in the
storage and retrieval of personal information.
SUMMARY OF THE INVENTION
25 In one aspect, the present invention provides a portable information
management device including: a housing having a first surface and a second
surface, said first and second surfaces securely ehclosing electronic componentry
of the device, wherein the electronic componentry includes: a data storage device
for storing information about a person or asset; and a processor for transferring
30 the information from the data storage device to an external device via a
communication means, wherein the communication means includes: an antenna
to allow contactless transfer of the information; and an input/output interface to

allow transfer of the information via physical means.



30 the information fromthe data storage device to an external device via a
communi cati on neans, wherein the conmuni cation neans includes: an antenna
to all owwonveushess transfer of the information; and amrcirrsgabii®ua3ssit
interface to allow transfer of the infegrmation via physical neans. WO
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25 including: a portable information management device according to the
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device via a rea I ncl udi ng 'east an antenna to al

cont actlesssuntmyansfer of the |nforrrat|on to the managenent devi ce, and an

| nput /out put 'An v%maagceeoutsﬂ/, ?tlxé %Ve\\/ta storage device may have a capacity of at least
1GB. This allows images and videos to be stored on the device, for example a
patient's medical records or photographs.

20 In one form, the device weighs approximately 10 grams, making it
lightweight for a person to wear or carry 24 hours a day. ldeally, the maximum
dimensions of the housing of the portable information management device are
approximately 45 mm x 33 mm x 6 mm.

The present invention also provides an information management system

25 including: a portable information management device according to the first
aspect; a server for receiving information to be transferred to said management
device and transferring said information to said management device v}ia a reader,
said reader including at least an antenna to allow contactless transfer of the
information to the management device, and an input/output interface to allow

30 transfer of the information via physical means.

A noise source generator may also be included in the system to generate
encryption keys for added security during data. transfer to and from the device

and at rest.



30transfer of the information via physical neans. A noi se source
generator nay also be included in the systemto generate encryption keys
for addedweeoiwdsbsesduring data transfer to and from thepdesiGeel1anesat rest .
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i nvenPi orPtofidge fzriyeHIreYides grpatesrrecuribrand orivacy ipdng isterage sufr septsitore
Figure 1 iﬁﬁ?%ti@ﬂ i nformati on managenment system according to one .
enbodi nment’; "Figure 2A is a plan view and a bottom view of the housing

of an i nfBRIER D&SCRIPTION-OF THE BRAWINGSIi ng t o one embodi nent; 15Fi gure
2B is a plan view and a bottom view of the electronic circuits inside the
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10 the invention will also become apparent from the accompanying description.
Figure 1 shows an information management system according to one
embodiment;
Figure 2A is a plan view and a bottom view of the housing of an
information management device according to one embodiment;
15 Figure 2B is a plan view and a bottom view of the electronic circuits inside
the housing of Figure 2A according to one embodiment:
Figure 2C shows a safety shield which may be used to protect the device
according to one embodiment;
Figure 3 is a block diagram showing the electronic componentry of the
20  device of Figure 2A according to one embodiment;
Figure 4A is a perspective view of the housing of the reader of the
information management system according to one embodiment;
Figure 4B shows the reader of Figure 4A with the base cover removed
showing one of the electronic circuits according to one embodiment;
25 Figure' 4C shows the reader of Figure 4A with the top cover removed
showing the showing one of the electronic circuits according to one embodiment;
Figure 5 is a block diagram showing the electronic componentry of of the
reader of Figure 4A according to one embodiment.
DESCRIPTION OF PREFERRED EMBODIMENT
30 The following description is presented to enable any person skilled in the
art to make and use the invention, and is provided in the context of a particular
application and its requirements. Various modifications to the disclosed

embodiments will be readily apparent to those skilled in the art, and the general



Figure 3 is a block diagram showi ng the el ectronic conponentry of the 20

devi ce of Figure 2A according to one enbodi nent; - Figure 4Ais a
per spect iwe 20122080528 t he housi ng of the reader of the infomseRéamnoesanagenent
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departing fromt |r|t and scope of the present invention. Thus, the
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features Scl osed herein shows™ an 1 nfor %fgerrent
syst éth 1qonoeohbmme@nsammgmimmrelyssmonh@ptm cnmm?b used. cont act | ess :eader
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devi 2e 16. The ﬂ%? ri19 %‘?Fcfaéeér@‘?p&f’ﬁfre A rereivinghAre isplayng itata stored 10
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connect| %rérvecro% ontc(:»a tlrjmzedewce 16. Data to be transferred onto the device 16 is
inputted onto the server 10 via flat file electronic transfer, a keyboard or other

15  suitable input interface for example a mouse, touch screen, or the like. The
server 10 is connected to the reader 12 via a USB cable, and the data to be
transferred is sent to and/or retrieved from the device 16 via the reader 12.

The noise source generator 14 is connected to the server 10 and
generates random noise signals for encryption keys as a security measure to

20 prevent unauthorised systems obtaining data being transferred wirelessly
between the device 16 and the reader 12. Preferably, a noise generator that is
certified to the US Government Securty Standard FIPS 140-2 is used to offer the
highest level of nondeterministic randomness for generating high grade
encryption keys.

25 The reader 12 transfers data onto, and receives data from, the device 16
via either contact and/or contactless means. The contactless means is provided
by transmission of a radio frequency using frequency of 13.56MHz, although
other suitable wireless means, such as WIFI® or Bluetooth® could be used in
other embodiments. ldeally the transmission distance will be approximately 3cm,

30 large enough for ease of use yet small enough to prevent unauthorised parties
accessing the frequency and data during transfer. The contact means is provided
by a proprietary USB look-alike interface which connects to a mating interface on

the device 16. The proprietary interface provides greater flexibility for design to



The server 10 operates software for receiving and di splaying data stored on
the device 16, and conmunicating with the reader to transfer data fromthe
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USB hub 37, a first USB port 38 and a second USB port 39. The physical casing
of the reader 12 is formed of a top and base cover which are clipped or otherwise
15  held together.

The top cover includes a slider mechanism 40 to connect the interface 33
to the device 16. The reader 12 has a unique physical interface with the 5 pin
contact that allows the device 16 to slide into the slot created to hold the device
16. With the slider mechanism on the reader 12, the device 16 once fitted into the

20  slot will be locked in place with the slider. This ensures that during the reading
and writing process, the device 16 will not drop out. This design has two
advantages: it allows a one hand operation while putting in the device 16. This
design frees the user to operate or hold or do something else with the other hand.
The other advantage is it allows movement 6r motion while the device 16 content

25 is being written or read. Unlike a conventional USB interface, no parts of the
device 16 will be protruding out of the reader 12.

The reader 12 has also a matching NFC interface to the device 16 at
13.56Mhz. With an internal 16 bit CPU and USB hub, it acts as an intermediary to
the device 16 and the server 10. The reader 12 also supplies power to the device

30 16 for its operation. Internally, it has a USB hub, which expands the computer
USB port that it connects to. Thus it enables another USB device to be plugged in
while it is utilising the port. The USB resource of the computer is therefore
duplicated.



other future interfaces and allows a smaller footprint device 16 to be used
with different shapes and curvatures. The proprietary interface also adds a
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It can run up to 200Mhz. The program for the RISC processor will be stored in the

memory 26 on the chip 22.
30 To enable the device 16 to be wearable and carried around without weight
stress, a no battery design is preferred. The device 16 does not need a battery to

operate. The contactless read/write sessions capitalize on the technology of a



15 activation of the contactless circuitry in device 16, a specially
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side of tth @egm glgarance ﬂ' e nearest gh|ps N’ componen s or chips are
mounted below the PCB antenna 20 traces. In saving space and increasing the
distance performance of the wireless device 16, the chips are placed within these

20 circles of antenna 20 traces. This is different from standard design whereby the

electronic components are placed outside the antenna loop. By achieving this
working design, space can be saved without sacrificing distance performance.

To allow greater transfer and storage of data, the proprietary USB-like
interface 32 is provided. The device 16 can be plugged into the reader 12 via the

25 mating USB-like interface 32 to allow the transfer of data. The contact interface
allows high speed data transfer for larger files for example images and video.

The first and second memory chips 26, 28, allow data to be separately
stored in differe'nt locations on the device 16 for added security. For example,
sensitive personal data may be stored on the first chip 26 such as secured keys

30 and encryption algorithms and the like, and other less-sensitive data stored on
the second chip 28. Different security levels may then be applied to users of the
system to access the data stored on the two different memory chips 26, 28. It is

preferred that the storage capacity on the device 16 is at least 1GB, as this will



15 to be read, and yet keep within the preferred dinensions of the device
16. The antenna 20 may be designed as circles or traces around the edge of
t he PCB wOhlorm/@nzscl earance fromthe nearest chips. NoPcosgamanoessdr chips
are nmounted bel ow the PCB antenna 20 tigaces. |n saving space and increasing
t he di stance performance of the wirel ess device 16, the chips are placed
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have existing medical conditions such as diabetes or is wearing a heart monitor.
The device could also replace identity cards such as drivers licences, health care
25 cards, store cards, etc with all information conglomerated onto the one device.
Reference throughout this specification to “one embodiment” or “an
embodiment” means that a particular feature, structure, or characteristic
described in connection with the embodiment is included in at least one
embodiment of the present invention. Thus, the appearance of the phrases “in
30 one embodiment” or “in an embodiment” in various places throughout this
specification are not necessarily all referring to the same embodiment.
Furthermore, the particular features, structures, or characteristics may be

combined in any suitable manner in one or more combinations. It will be
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t hat perstﬁsvilskll Qe art coyld inplenment the present invention in
di ff erent agdgig ﬂ(ethﬁnq,? 385%99'&9@80%2)%"0%@ Rrgseat $Rﬁ9§'Qﬂ§l9n treri@insuced
wi t hout departl ng fromits spirit and scope. Any discussion of docunents,
devi ces, acts or know edge in this 5 specification is included to explain
the context of the invention. It should not be taken as an adm ssion that
any of the material forns part of the prior art base or the comon general
know edge in the relevant art, in any country, on or before the filing date
of the patent application to which the present specification pertains. WD
2012/ 050528PCT/ SG2011/ 000353 10i THE CLAI M5 DEFI NI NG THE | NVENTI ON ARE AS
FOLLOWS: 1A portabl e informati on nanagenent devi ce incl udi ng:



a housing having a first surface and a second surface, said first and
second surfaces securely enclosing electronic conponentry of the device,
5wher ei n wheoelmsei2soni ¢ conponentry i ncl udes: a dat aPstreGagea/odess ce for
storing informati on about a person or fgset; and a processor for
transferring the information fromthe data storage device to an external

device VITHECIRMEIDEFINING THE INVERTIONARECASHFBLNDWSE on means i ncl udes:
10an anténna to alTow contactless tr r ormation; and

an input/output interface to allow transfer of the information via physical
means. 2. li &l | m{}ﬁ%n%t- [ according to claim1
wher ei n t1he aﬁgﬁiﬁgéﬁggﬁ%ﬁ%ﬂﬁgﬁg a owvtrdrqgggirr%ﬁf I nformati on when

ei ther the fimshousingSbadogda sfirst sodacarand ra seosrd pswidcei tspid dirst medder .

3. A tabl e, inf ti t, devi di im1 wh [
i d ot SESG) BIUSUR, PEa PN RN A CIRETONE FAUPRICALPLPEA4YehT Socure.

Menory segmenivhetinithe Wl&dtrdr; E6@pBnERIrg Hchsiddif ormation in separate menmory
segnents. 4. A portable infornmation nmanagenent device according to claim

2 wherei n 20s&i dptaGtweeg deyiaedok storipigtinformatian abgehairersen poasseti endat i on.

5. A portable _inf i t device. LN oclaimd4 where said
housing is maf @88%%/1&%%?ggﬁ%‘g%ﬁﬁ%@%&@ﬁ?ﬁ%ﬁﬁgh?‘ gia&a s@rg eSSP’F&&Pe

i nf or mat barex@nagaswoe vitey icommgsioatibrmdadsc! ai m 1 wherein said data
storage device has a capacity of at least 1GB. 25 7. A portable information

managenent deWheseindbe camgurisatiommaansiRellees sai d antenna is confi gured
to ajhow transfer ' ' L Lo i 0 3 cmfrom
t he erst surface %E' i@%@iﬁam%{ém&%ggB%Q?fgg(?g%@%@@%?‘l%ba%%

an input/output interface to allow transfer of the information via

physical means.

2. A portable information management device according to claim 1 wherein
the antenna is configured to allow transfer of information when either the first or

15 second surfaces are in close proximity to a reader.

3. A portable information management device according to claim 1 wherein
said data storage device includes a memory having a plurality of secure memory

segments configured to store selected information in separate memory segments.

4. A portable information management device according to claim 2 wherein

20 said housing is marked with visual identification information.

5. A portable information management device according to claim 4 where

said housing is marked by engraving, silkscreen or punching.

6. A portable information management device according to claim 1 wherein

said data storage device has a capacity of at least 1GB.

25 7. A portable information management device according to claim 1 wherein
said antenna is configured to allow transfer of information from within a distance

of about 3 cm from the first surface or second surface.



11 8. A portable information managenent device according to claim1
wher ei n t he managenent devi ce wei ghs approximately 10 grans. 9. A

port abl e wof2orzm&b328n managenent devi ce accordi ng to cl aPETAGeareé3 3t he
maxi mum di mensi ons of the housing of tye managenent device are 5

appr oxi mately 50 mmx 35 mMmx 6 mm 10. An information managenent system

| nol uding; a ROpbAlb hirATdRY HBnABEARTBRYICIRIRGR Aol 1 Arfnone of

claims 1 to 9; server for recelving I nformtion e transferred Po sai d
managenethe andgenent dedicenegighs mppraximataly lOfgramst i on t o sai d nanagenent
device via a reader, said reader including at |east an antenna to all ow
contactless transfer of the information to the managenent device, and an

i nput/ ouBput i W poftatsle mﬁ»rmbhowmamgﬁraentocﬂemdse acodmigptd olairvi Bwbiysincal
nmeans. 11, An information enent s em accordi nr?t to claim 10

further thit BaXiRHMs dimasseas sof @ 8H§'F‘9t8 the management device are

5 approximately 50 mm x 35 mm x 6 mm.

10.  An information management system including:
a portable information management device according to any one of claims
1t09; |
a server for receiving information to be transferred to said management
10  device and transferring said information to said management device via a reader,
said reader including at least an antenna to allow contactless transfer of the
information to the management device, and an input/output interface to allow

transfer of the information via physical means.

11.  An information management system according to claim 10 further including

15  a noise source generator.



