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METHOD FOR VERI | YING THE | NTEGRI TY AND AUTHORI ZATI ON OF SOFTWARE EEF®AR 1003
EXRCUTI ON I N A LOCAL PLATFORM BACKGROUND Fi el d The present invention

relates to t |al,g. of data security. Mrye particularly, thi$crRé6885310N
relates to agg%ﬁgﬁég}or verifying the integrity of downl oaded software to a

xecut | on of the sof Caare oM B e M B O e YR TR edome an
Irrpﬂmn“mmmmmm t for bOyNTRGRETY ANDHWUIHIORIZATEON OF part due to

t he y. Wiile the purchase price of conputers has decreased over
the | astishiew years) tSORIONVAREBEFOREENECHTIOMINM L OCALemi ned
generally constant. One reason is that conputers require occasional

mai nt enance to repair or replace fauPLLATEORMr e, reconfigure corrupted
software, or performother tasks. Normally, conputer technicians, at a
substantial cost, performthese tasks. Currently, many conpani es enpl oy one
or nore on-site conmputer technicians to install, support and maintain

st and- al one conputers. In fact, |ar 3 have establi shed

I nformati on Technology (IT) departnments that feature conputer technicians
responsi bl e for servicing thousands of stand-al one conputers situated in
multiple facilitjies, Thus, a significant portion of the technician's

wor ki ng tink is Eﬁ@%t traveling fromone job to another. To reduce overhead
costs and inprove efficiency, it is desirable to | essen the 2 5 MAR 2003

WO 001 21238 PCT/ LS99/ 23163 apount o f ti ted by. c uter_ .technici ans
travel i ng bet Weelrgll%]3 BiFge! t’”"feﬁgﬁ?’? fcﬁql‘ésst.o uﬁchﬁd\é\@ dtﬁéccéf\é'&'o%fesmc‘g'ﬁ}ly’ this

i npl ementin t [ s Ll ' drives f whi ch
enpl oyees c%ﬁ%tgﬁ}ﬁﬁﬂ%& téggggég?elt ffr?? géﬁnﬁnﬁglﬁ agghgyegfe‘gd\aﬁg%grsggw{eﬁg]tahe
conput er t eghnhich AAng RO pRLAYINESE RN Ind &dkiGE YRS Mediltioh the
centralized platformT{e.g., drive errors) at onhe location, and thus,
greatly redigzevdrfe anmount of travel time. As centralized platforns are
adopted by nore and nore conpani es, the general architecture of conputers
is likely to be altered to exclude disk drives, which are the |east

2. General Backeground

Computers have become an important product for both commercial and personal
use, in part due to their versatility. Whilc the purchase price of computers has decreased
over the last few years, the total cost of computer ownership has remained generally
constant. Onc reason is that computers require occasional maintenance to rcpair or replace
faulty hardware, reconfigure corrupted software, or perform other tasks. Normally,

computer technicians, at a substantial cost, perform these tasks.

Currently, many companies employ one or more on-site computer technicians to
install, support and maintain stand-alone computers. In fact, large companies have
established Information Technology (IT) departments that feature computer technicians
responsible for servicing thousands of stand-alone computers situated in multiple facilities.
Thus, a significant portion of the technician’s working time is spent traveling from one job

to another. To reduce overhcad costs and improve efficiency, it is desirable to lessen the
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reliable conponent of a conputer. This conputer architecture alterat:jsipmm3
howewer, poses a probl em because nobst conputers boot froma | ocal di

drive. To overcone this problem a boot procedure of the conputer may be
modi ted so tghePRes software is downl oaded over a network. |p-pPakdol-Sihar,
during its boot sequence, the local platformwuld access a particu(ar
menory | ocaindumt oNtidc tiasted @Y icemplesrvéctinicidncatl eithgiett & joBNbF fakilizied This
platformand retrieve a boot image fromthat nmenory |ocation. The boot

i mage woul ccabéedowwmhdatietby mbcmeningre ventyalioéd plagoowithtre!tiatedd i skdowes ed
during the boot sequence. Unfortunately, there is currently no security
scheme to emsumdichhanplpyesgcin enadtclymscessarlommatpm gsaiceded. g kestlndhe t he
software is free fromyviruses or has not been tanpered with before or

dari ng dowrfloswdier dechiiisians §an dipgnesgiand seqveqepjollemg withdhe egatiahized pladonp ot
image originated fromits proper source). The present invention provides a
schene t hat(c@véFi¥FESTS) Hel lQetion; #34 @Pa\ﬁgwlswmw@nw&of RYENHON The
present invention relates to a nethod for verifying integrity of

i nformation. The, i nf or mat,i is downloaded to a platformoperating in a

b - boot  oper at AT AP HHIRI G Tib I Co R R BT ShBRR Eh el
information j ho# | . ke ex I t tfarmd s, i

per formed. e ERE R Be B Feirasfri B Sl ARSI, o
THE DRAW NGS; , Y ; J i i
becone appg‘rgl éﬁp@?éﬁﬁ#hgﬁ ol ﬁ})@\ngﬁgngg?g(??@ge d@?&&?%ﬁf@%rg t ﬁglvg{bé’\é@rﬁés

i nvention iy ¥hlembechisdWddt torhSuigrstl € ko ABcAMA draR. 11l ustrative

enbodi ment of a network including a central platformand one or nore | ocal
platforms. Figure 2 is a block diagramof an illustrative enbodi nent of a
| ocal platform Td enetenZ this probleock bdbagroadiued offe torhpiatr mbiy \be nevdbiudi saent
of a digitally signed manifest downl oaded fromthe central platformduring
t he boot sebudrcesodfwarhe doemédadpdl at¢ror mtwbilguneardiculr,alubingdts toagpgaencef an
illustrative enbodi nent of the acts for creating the nmanifest digital

si gnat ur e. P parlgdatimaren!d Beease aipprtisstar ardnvasy facgurher & dishfdrivieacraetely
performed to verify that the downl oaded. application _has not been tappered
with and t HeCHRSVM Ilaerataligs Pt rmotnd isinicy e R SPPLEet Foputhabmemesy losptin.

pl atform 2.5 R 2003 01 21238, .4 PCT/ US99/ 23163 DETAI LED DESCRI PTI ON
Fer el . certitRobRREMEIA & S ERBTHOIS T B b Fb Ut O A ar T et | on

f downl | farm. g L0 _
operat § onai TEPaTs BELfeshendt, (AR R): BERs QAL ISpl O RGO e 1 e

embodi ment 1[%& ffeeritPbf B bEot iﬁﬁ@(%%.??hé&ﬂ thdTRYEs P A0 s%@!f&cﬁﬁwﬂ&s%}(ﬁ&%&d
during the boot-up sequence of f ocal platiorn1(here|n referred to as a
"boot i magecin akiperadarith bétbe S ruedL MBNInIcHAPE WelP8s B ARRMNIcRONSE! Hedk At
illustrative in nature to nmerely represent the spirit of the invention.

Fur t her nor ehe vst iihbgadri gmataf romaisdnepiraaded). bbiad prestag@vemidn mesidehe
integrity of the boot image (e.g., inmage has not been altered), and

per haps, t hsaiendthai oregenies tlzse kemurizeflave run on the local platform Certain
term nology is used to describe various enbodi nents of the system
architecture. A "platform includes hardware whose functionality is
dependent on software executed therein. Exanples of a platforminclude, but
are not limted or restricteéLE65%$534%5ﬂ3¥£E£i%ﬁlﬂaﬂIaptop, deskt op,

hal ed- hel d) server) nmainfrane) etc.), imaging equi pnent (e.g., printer,
facsimle nmachine, etc.)., and a set-to 0 cabl e. box or, net.work conputer,
erey T AT ke kertauub RoR oS 1O P AT VRIS et el it RE A e but e
These path . | | t .ty i S .

el'cctr oal SRR € 6Pk ot e o B P 0 R RO R Y

i nes, | easgrdaies dllerifEior b GhaS (O HIUMARLIORTnarfled R0 bbREALIRIAR: | S
consi dered "downl oa eg" when ach|reJ roma renote ?ocatlon ang provi ded
to the platf@fotmtiset@iNes petfokméd, a renovabl e storage device such as a

fl oppy di sk, conpact disk, smart card) and the like. Wth respect to
cryptography related term nol ogy, a "key" is an encodi ng and/or decodi ng
paranmeter. In general, a "digital signature" includes digital data
encrypted with a private key of its signatory. In sonic cases, digital data
is provided in its entirety or in an encoded form produced by a one-way
hash function. The digital signature is used to protect the integrity of
data by avoiding its illicit nodification and is used to identify the
source of



2 5 MAR 2003 WD 00/ 71238 5 PCTNS99/ 23163 data. A "digital certificati"a%@ ﬁ
message in a standardi zed format conprising (i) a public key of the 8 é 3
providing the software to the local platform (hereafter referred to as the
"subj ect publyigFooksiss) . (ii) information (8.9g., public key, cogeynuseiisads
nunber, etc.) to identify the issuer of the digital certificate, and (iii)
a digital signature of the certificate produced with a private key of the
i ssuer. Exanples of an "i sBREEF DESCRIHEION N THEDRRABINGS t r ade
associ ation, a governnental entity, a bank, a particular departnment of a
conpany (e.g., security or the Information Technology "1T" department) or
any other entityThafeatyresand elvaptages eidbe psendinyienton wak bchmsappargrdiom!
incl udes an ordered sequence of multiple digital certificates arranged for
aut hor i zat i B fpiie'pasdstailsd gescintigr Q! Bisi RyssentiEsntioade hidhe cessi ve
certificate represents the issuer of the preceding certificate. Referring
now to Figure 1, .an i|lustrati,ve block diagram of an enbodi nent, of a
network 100 compFiESrnly s bRk pieraps &F s MFA G ol TP hofber Buding o
platforns 1 j . i di_m central platform 110 includes a
server havi ﬁegﬂfafplﬁﬁgé“?a%%@ﬂ%?é%()ﬁ%@@ pﬁg’.&mﬁx sk drive 115 is | oaded with
applications, where images of the applications are downl oaded to a | ocal
platform 120 UPORigHRANESE bloFIRHiEKAB! & il clrfsBaRtidhn BERlocORE fnona
state, local platform 120 may request a boot irmage 140 to be downl oaded
over communi cation link 130 fromcentral platform 110. O course, boot
i mage 140 may CORRUISEisOBlo6k diEgfen 604 illBgRiS cAbolimgnt BEa emithinesiedt
imge. To verify that boot image 140 is executable by local platform 120, a
si gned mani fmasifesi B6wfiloadcd-frgmrthe 8¢nted plaefopoddiimgthic dobowtjudintagétht 4étal s
downl oaded to | ocal platform 120 generally concurrent in time wth boot
i mage 140. Potfewurse, it is contenplated that signed manifest 150 may be
downl oaded precedi ng or subsequent to the transfer of boot inmage 140.
Referring to Figure 2, . an illustrative bl ock diagram of an enbadi nent of
| ocal platform 1bgures isroblack fAiagram of anilysirativa embpdigant pf e pefs fr £ogting
conprises a,chipset 200 coupled to a processor 210 and a nenory 220 through
a host bus @S@“@Hﬁ“ ISHASISP2INE 240, respectively. In addition, chipset 200
is coupled to a bus 250 that provides a 2 5 MAR 2003 WD 00/21238 G
PCT/ US99/ 23163 pﬁigp?’@%/\t hP5¥S of 1108 -?ivéﬁb%ﬂ%r{s@%é gc??;gﬁ%fé@tpeﬁd’ Ve g&k‘s ?SC
e.g., phera n (o

conprises a nultiplexéd bus er | nponen erconn PCl "

bus); hovevgg do@ﬂ)ﬁa@é&‘é‘ﬁplfc\ﬂ?@n Ris RSBl ﬁmpEr%Gtv«H{heanﬁefhéldowxhﬂgdé%tabb(lié?i@ﬁ‘dar d
Architecture "I SA") or conbination of bus architectures nay be used. For

exanpl e, bui ad®@rib&éd ®rawednake besl plgif@mbus, but it is contenplated that bus
250 may include nultiple buses coupled together through bridge circuitry.
For that enbodi nent, systemresources 2@ would be coupled to at |east one
of the multiple buses. As shown) systemresources ?G0O conprise a

conmmuni cation device 2Q01 and a persistent storage device 2Q02.

Commruni cation device 2601 is configured to establish conmunications with
central platform 110 over comrunication link |30 of Figure 1. Exanpl es of
conmmuni cation device 2Q01 include a network interface card, a nodemcard or
an external nodem Persistent storage device 260? includes) for exanple, a
programmabl e, non-volatile nmenory such as flash nenory, battery-backed
random access nenmory (RAM, and the like. Prior to the |local platform

under goi ng a boot procedure, persistent storage device 2Q0 is provided with
a verification function 270) an authorization certificate 28U and an

aut hori zation check enable flag 290. It is contenplated that this
informati on may be protected agai nst unauthorized nodification by a nunber
of techni ques. For exanple, processor 210 may be set to trap and disal |l ow
menory-wite accesses within an address range, or chipset 200 may be set to
provide a one-way wite-protect to a nenory address range during an earlier
phase of the boot procedure. Qther techniques that nay be used include (i)
configuring persistent storage device 2G02 to be non-responsive to nenory
wite accesses; (ii) providing a software interface requiring user

aut hentication to update the contents of persistent storage device 2Q07?;
and (iii) inplementing various materials or circuitry to attenpt to detect
physical tanpering to the persistent storage device 2602, which would then
render the |ocal platforminoperable. 2 5 MAR 2003 WD 00/ 21 238 ~

PCT/ US99/ 23163 In this enbodi nent, as further shown in detail in Figures 5A
and 5B, verification function 270 includes software, executed by the | ocal
pl atform during pre-boot, in order to performan integrity check procedure.
The integrity check procedure verifies that a boot inmage has not been
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2 5 MAR 2003 WD 00/ 21238 PCTNS99/ 23163 ("hash value"). The term "one-way"
i ndi cates that there does “got readily exist an inverse function to 2r’eMtivae
any discernible portion of the boot imge fromthe hash value. As shown in
Figure 4, inmbhigsiggbodi ment, manifest digital signature 310 perpsoodsmed by
initially appending M hash val ues 300 end-to-end (where "M is a positive
whol e nunber, M>_1) to provide a hash set 330. Thereafter. )lash set 330 is
digitally si gned with a private KeyAILRRKBESORIPTI®NOUr ce aut horized to
provi de the boot inmage. Herein, the functions used for digitally signing
i nformation include Rirest Sham' r Adl eman (RSA) by RSA Data Security, Inc.
of Redwood GCity) Heaiki, tertain andoidiohdniseo Dhaginy eltioSi agmddsor e dXo g oeri fi dunio i BEA)
proposed by the National Institute of Standards. Both of these functions
are descri béavilpagedgefwa@do 49dcad pladfopudperding oma grethaok epcrApgpial edte, before
Crvptogranhy - Protocols, Aleorithns and Source Code in C by Bruce
Schnci cr, penseitétneef that sabwarew peipisglisyrmsive Prﬁéodl(nemggts:) ‘so fRafirsr cpmgriBescld t o
Fi gure 3, certificate chain 320 includes a set of " ital certlflcates
where "R' i&nagenban flmn}eaww@CHiff’r@ewn%tbstT yp Seqaelfq%fhegpei lpatismyr tificate
3201 (refer ed.to_.as "certificate ubj ect blic ey of
the signato (]r’hﬁr cin teieTTed 1P AR S Eﬁ?ﬁtd@dk%épgﬂg’ebﬁr Mfso(im‘%ﬂdd]"f IS\‘?}’@%QP?‘??& % he
signed mani fest 1 i certificates
col I ecti vel %/O”S%edS“ci ““é“sév%‘e“n‘gae‘“r&f Q{‘ﬁ“’e"g% 6%?’3&%6 ?pslrs”uchlrjigc i“h&“‘f?r% st digital
certificat e t

eFlﬁ’ﬁ%}nlgls‘ ?e lﬂ:aﬁbrggggwg?‘l 1%8&% mmrﬁg% cogrﬁﬁm%l Ca fFY‘l’le

second digita certificate ferred 1o as "cer udes
the subject;,public key qlfdsmteoe%ﬁ%e%df had p&hﬂﬂeﬂa&ﬁt‘h{uﬁcl&@?ﬁ 1011144d Msrhng the
correspondi ng prlvate ey of that source. The use of certificate chain 320
provi des t hen abilddat atfemslel egat e si gni ng aut hority fromone source to

anot her. The signatory of the signed nmanifest is accepted as an authorized
signatory when one of the certificates in certificate chain 320, for

exanpl e, certifiCeta} Kminehegyes ubed toslegcripo sariousemilodingermuofirbe systak_<R) ,
includes a subject public key matching the subject public key in the

aut hor i zat i @ehiteshure.f AC atagfogg@mc)udgghar warcaglse suctipialignisaichgndent eme
certificate chain 320, whe "N' is a_positive whole number (1< N<K), 25
MAR 2003 WGohioyaig eguted Fbeqqlwsﬁgwelfssf %;el@tf?mi patepNut gremot figdtediorn t he

subj ect public k of certl i cat rtificate _chain 320. An
autlhorl zgd r§8UF@§¥‘EIéF%@B‘Et8’s eéut‘h h"?a‘ﬁsg‘ﬁp’t}ﬁmg l@ﬁgﬁ‘%ﬂ’ﬁr mapgragi€oicdi ng an

br ok f h d
onbr ke SCUGGE DR 4 SR CRSLRTR LS A ISR R B o

shown out! 108! BRe6d PR ACHIRY, %mdgseaaef&fnw?e%g&vgg{efgwnf%ﬂ%mm@ded

sof tware, nane ’he 'sof twar e has not been and 1s authorized
to run on trBﬁteHOQ‘ﬁleseFﬂaﬁMa?/E maymmbﬁi}feﬂ@%b@ﬁ AyROH of IBHEm st as
verification function is invoked and given references associated with the
boot image didduock wikOfiberloBtitd)icsblentaidiOme Melephdie SykRhE(FOTSISinek,N64sed tines
address pointers to data structures associated with both a data object
(e.g., an iorevemwirglessog@mmbnititensodtiso, migeadvaistdongidered i‘dowalbaded)’ velred an
optional sighed manifest. Each of these data structures conprise (i) a
physi cal adéqessl frenntremotedocativonn guayidsdid telplaformshough adigk@ria) a | engt h
in bytes. Upon being invoked, the verification function verifies the boot

i mage. |f trR@ONNE Slerer devicnsish as adloppy diskcompactsljsk, haan erg) agd detliiem  t he
verification function returns a SUCCESS signal value (blocks 505, S35, SGS
and 580). O he ﬁ verification fu ct| on reiur ns .a FAl LURE val ue
to indicate that"{AESBEDLO FWB@O@“H%\’HH f‘tegécr@%é’ QYell By HEN F’?ﬁ? l"ggpﬁngfofrorm
(bl ocks 515 0, 560 59 Q) rse t t he
verificatio C?G%R%P?%Wbtﬁﬁt%n%e?‘gra Higita s‘&'%lurg @ﬁb&ﬁ%@ggqg‘ﬁgq gr‘i‘ no

si gned ”an'rrfﬁﬁrﬁte kaegr%?ﬂpgx ?3 C?In hg sgﬂgtcaéegacgﬁta‘fvﬁﬁg 19&%1%8@%6% én%r&tp%r i gr?l

platforma no adt hori check procedure 1s requir

(bl ock 505) £oh{ h¥shFhesibn P i
el - oo Be Skl piohoed | BRERE] inTRAen PTRCBRNIES 'ﬁ‘*“ﬁ%cissﬁﬁ?’gﬁbif‘t he

verificati qRe fidpsity 6fdatd BEavBIRinge&t11idit @iddfcab0 At idued 1o i¥@HifY HRGoMcewTi NY
the subject public key fromcertificate[1l] of the signed manifest {block
510). For exanple, this may be acconplished by decrypting the manifest
digital signature with the subject public key and conparing the result with
a secure hash value conmputed for the signed data. If the manifest digital




2 5 hl AR 2003 WO 001 21238 10 PCTNS99/ 23163 signature does not verify
properly, the verification function re:urns a FAILURE signal val ue (tZIEOUNI 2003
" 515). Ot herw se, as shown in blocks 520-525, a hash value of the downl oaded
boot i mage iwgoe@hGys at ed and conpared wi t5h the secure hash valcgageenies ned
in the signed manifest. If a match >s not detected, the verification
function retaw. ns “dighal ¢ddRficae Dnalmessdgaén & htatdardivsifor taheconeirveim (i popiblic
procedure to fail (block 530). Next, the verification function determ nes
whet her t hekegof Herdonate pavidmgake gitceciortee losalddstifered(heldabekretetted. 1o Bhitte i s
acconpl i shed by determ nng whether the authorization check enable flag is
enabl ed. | f'spbjett pubkie kewp)i fii) dxfoimeiionpes pelicrkeyueads, serigUBERSS, sticgtaidentafyue,
‘indicative that the boot image is executable by the |ocal platform because
the data i ihelgpyarpl theedigitghcgidigacean{a)sogitd siznpiire dhpretifgate prastireds-~) .
O herw se, the veri f;lkcati n .functé' on }mdflrjllgg.es t.he 1atét hor i z?ti on cheﬁk
'procedur e dEEL? PHERC; ﬁyﬁfgﬁﬁguSrB. *HRBICSQf Abr ML | BAUCAA SR SLE A EPE to
ensure that_the source of the si.gne ni fest , si,gnat ur as been

SUthor i zed iRk B8 rmeREL A0S Sl A ihi EE R ol F 5o BP s -
certificat | i i 1,9 I 0 1 , Aals)

o Fi gur o SEURY e R ah 2o ABioB O BT br o B PEATR. o BBRARLT,
has been prg:] oadad .. : LSk r ' I )i o not, a
ot er i nat a2 aifalcBuRRIe Lk Nha Sl AGRUGRY ety Pha fPRbisA Ooi

555). Such RHiftales 2Ahh &8 BRYutREHAGSPPRPbEE 88dcstAbe EXAGP! Rher YadSdicBdsivBe
user to conpare a hash of the boot inmage agai nst a known "good" hash val ue.
| f the usercealfichriregRscrithitheiigtagenf tidigcaedmgfdeaifidaen function returns a
SUCCESS si gnal value to continue the network boot procedure (block 5&5).

O herwi se, the verification function returns a FAILURE signal value (block
5Q0). In the evanferringtnownte Fogurendr an iustratve blck dingoen of 41 embedimsavef been
pre-loaded into a persistent storage device, a count value (CNT) is set to
a pr edet er richeark dGRisempgising a cemratplatipria A 40 andieneeimerst pesh platformel é20set her a
public key of the signatory, found in certificate[ CNT], matches the public
key of any SBPWRhI Wig ¢iabodimentofenéial pladforant 10 iaglugdes aptekier having apjepstome3 WO
00121238 | 1 PCI/ 9/23163 57Q-.575).,1f. so,..the verifi.cation.function
Ceturns a QidENe eg FIrk garsor SipLebith A isRlEns e Sebrbe ] <
aut hori zed . t I I f - i
ot oot ed. - APRLHBRLHreidiGunt AR ) RLL Aol 198 Ep S hurtt FERG AR, dofine

certificat j ki ' : di gi tal
corti 1 cat o s DOSk Tk oAt oSl elhn) e G BB DRl O3P S,

function rebwniaded 5verlddRmsiiiah liMh 3CfromIceN@altpl A rinhe 0b @it cdurRdsbdt r om
being run on the local platform (block 590). F-lowever, if CNI<R, a

det er m nat iimagé s40ade codmptibesnetdrenade gibtiaagsd fpmaingrtke emtire dooeidaga. To
certificate[CNT] verifies using the public key of certificate[ CNT+1] (bl ock
595). |f noenfitthet oot ithagat40anefagn@blicdy loct platforna | FRla diRedgngmbelst Mol (see
prcventing the boot image frombeing run on the | ocal platform (block 600).
However) i fFiguie3)eqrrasperdingte bgfot teige|l#f iscdovariaadey taulocalplathanp U] ganerallyy  of
certificate(CNT+1],K was successful, CNT_is increnented (bl ock G05) and

bl ocks 575<80MTERkINy tape R @Popbimags A0 c@F ¢qursee Huboangmplaigd hajsigned al ue i s

returned. Wil rtain exenpl enbodi nents have been descr.i bed and shown
| n the acceRASHRSIRG TOAR SREofded PECEding oF UReRaLerdo s AT G RORHBRER nont 5
arc nerely]hblustrative of and not restrictive on the broad invention, and
that this invention not be limted to the specific constructions and
arrangenents shown and descri bed, since various other nodifications nmay

-occur to those LRapil ¥ skigl i tq at is
clainmed is: 1. %cgé'er?ﬂﬁlcﬁé gléﬁrr?ril’gﬁﬂ&!s{}gﬁ%\%lﬁkndda%r#ﬁ Sah%ﬁgﬁgggen;%glog\?f orm

oper ati ng ipMtRnAN2ol9 Hovi nakis emdbdifent Bcall gl@fort DI @Inbct Behipsdt?90o(1) an
i mage of a boot application to be executed by the platform

coupled to a processor 210 and a memory 220 through a host bus 230 and a memory bus

240, respectively. In addition, chipset 200 is coupled to a bus 250 that provides a



during a boot procedure, and (2) a signed nmanifest separate fron1the%§$ﬂkzm3
application, the signed nmanifest including (i) a secure hash value t
includes a plurality of hash val ues having a one-to-one correspondence wth
a‘pluralitywafoopubssi mages fornming the i nhge of the boot appl pcatuisew36ii) a
mani fest digital signature that includes the plurality of hash val ues

col | ect i vepgthwhymeehamrtrnorg spstemacsoukesy 260. Herwn,dws 88 eorppratcopymultipeéx¢d i i) a
certificate chain;, verifying integrity of the boot application downl oaded
to the pl abholerg. P@ﬁmh@rﬁbéom@%@nﬁwrﬁgmt%i‘l’ﬁh gk HeWpyeit angrpteerdyRe ehbusl e
flag of the platformis enabl ed, determ ning whether the boot application

i s aut hor i 2EAIEEIB S 8x BrdysEy SHpdaReAghisgtwie Dy Ol Forbrader agbeont ents from
each digital certificate of the certific chain to gbtain ublic key of
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programmable, non-volatile memory such as flash memory, battery-backed random

access memory (RAM), and the like.

Prior to the local platform undergoing a boot procedure, persistent storage device
2607 is provided with a verification function 270, an authorization certificate 280 and an
authorization check cnable flag 290. It is contemplated that this information may be
protected against unauthorized modification by a number of techniques. For example,
processor 210 may bc sct to trap and disallow memory-writc accesses within an address
range, or chipset 200 may be set to provide a one-way write-protect to a memory address
range during an earlier phase of the boot procedure. Other techniques that may be used
include (1) configuring persistent storage device 2602 to be non-responsive to memory-
write accesses; (ii) providing a software interface requiring uscr authentication to update
the contents of persistent storage device 2602; and (iii) implementing various materials or

circuitry to attempt to detect physical tampering to the persistent storage device 2602,

which would then render the local platform inoperable.
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’ Since the central platform actually determines which boot image(s) is (are)
authorized 1o be downloaded to the local platform, only a single configuration parameter,
authorization certificate 280, is installed into local platform 120. This reduces the cost of
maintaining many different types of local platform configurations. More specifically, the
installation of authorization certificate 280 provides a public key of a source (c.g., person,
company, etc.) authorized to provide the boot image. Confirmation on whether or not the
source is authorized to provide the image is determined through analysis of the signed
mantifest using the public key provided by authorization certificate 280. Itis
contemplated that multiple authorization certificates may be implemented in persistent

storage device 2602 when it is desirable for different, unrelated sources to authorize boot

images to run on the local platform.

Referring to Figure 3, an illustrative block diagram of signed manifest 150
corresponding to boot image 140 is shown. Signed manifest 150 includes (i) a secure hash
value 300 for each sub-image of the boot image, (ii) a manifest digital signature 310, and
(ii1) a certificate chain 320 providing the identify of the signatory of signed manifest 150
and those entities which have bestowed signing authority to the signatory. Each secure
hash value 300 is produced by loading a corresponding sub-image into a onc-way hash

function that converts the portions of the boot image into information of a fixed length
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digital certificate 3201 used to sign the signed manifest 150. For example, a sccond digital

certificate 320, (referred to as “certificate[2]") includes the subject public key of the

source that signed certificate[ 1] using the corresponding private key of that source.

The use of certificate chain 320 provides the ability to dclegate signing authority
from one source to another. The signatory of the signcd manifest is accepted as an
authorized signatory when one of the certificates in certificate chain 320, for example,
certificate[K], where “K” is a positive whole number (1<K<R), includes a subjcct public
key matching the subject public key in the authorization certificate 280. Also, for each

certificate[N] in the certificate chain 320, where “N™ is a positive wholc number (1<N<K),



110% ()-f " 10% () 25 WiR 10
109 ()-109%&' ()-, F10%&' ()-b@t F10%& ()- @O0%Z& ()-' mMO0%Z& ()- 10 10
©10%$3=10%&' ()-s0 "109%' ()-y V:dEb@

109Z&' () - 310§B%okis® 109Z& () -s! 109%Z& () -910%Z& ()-9! 10%Z& ()priid¥shBicdE: /
10Z 10Z510%Z& ()-3!10%Z& ()-2S 10%Z& ()-1 9010%Z& () - s-

10%Z&' () - ! 10968t N] kit fiEs with Ot dbEct e k&Y 0F eerti fich@INWI1 Ui thy certidicdt®%

& ()- '1s*10%NV& ()- !1s*10%JU& ()- 10ZD(EZrS4 108

10%&' () - ngja'm)Q@&' A authoogERsouyce delegates authorization to a signatory by providing an

unbroken sequence of certificates between the authorized source and the signatory.

Referring now to Figures SA and 5B, illustrative flowcharts are shown outlining
the acts performed to verify the integrity of downloaded software, namely that the
software has not been modified and is authorized to run on the local platform. Upon
retrieving a boot image, the verification function is invoked and given references
associated with the boot image (block 500). In this embodiment, the “references” include
address pointers to data structures associated with both a data object (e.g., an in-memory
copy of the boot image awaiting verification) and an optional signed manifest. Each of
these data structures comprise (i) a physical address pointer to a contiguous block of

memory and (ii) a length in bytes.

Upon being invoked, the verification function verifies the boot image. If the
application image can be executed by the local platform, the verification function returns
a SUCCESS signal value (blocks 505, 535, 565 and 580). Otherwisc, verification
function returns a FAILURE signal value to indicate that the boot image cannot be
executed by the local platform (blocks 515, 530, 560, 590 and 600). Of course, it is
contemplated that the verification function automatically returns a SUCCESS signal value
when no signed manifest accompanies the boot image when downloaded to the local
platform and no authorization check procedurc is required or performed (block 505). As a

result, no integrity check procedure is performed as well.

However, if the reference of the signed manifest is accessible by the verification
function, the manifest digital signature is verified by using the subject public key from
certificate[1] of the signed manifest (block 510). For example, this may be accomplished

' by decrypting the manifest digital signature with the subject public key and comparing the

result with a secure hash value computed for the signed data. If the manifest digital
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signature does not verify properly, the verification function retums a FAILURE signal
value (block 515). Otherwise, as shown in blocks 520-525, a hash value of the
downloaded boot tmage is calculated and compared with the secure hash value contained
in the signed manifest. If a match 1s not detected, the verification function returns a

FAILURE signal value that causes thc network boot procedurc to fail (block 530).

Next, the verification function determincs whether the authorization check
procedure is desired (block 540). This is accomplished by determining whether the
authorization check enable flag is enabled. If not, the verification function returns a
SUCCESS signal valuc, indicative that the boot imagc is exccutable by the local platform,
becausc the data integrity check procedure has successfully completed (block 535).
Otherwisc, the verification function undergoes the authorization check procedure

described in Figure SB.

The authorization check procedure is to ensure that the source of the signed
manifcst signature has been authorized. This is accomplished by confirming the validity
of the certificate chain contained in the signed manifest. For example, as shown in Figure
5B, a determination is made whether the authorization certificate has been pre-loaded in a
persistent storage device (block 550). If not, a determination is made whether the user has
authorized the image (block 555). Such authorization may be accomplished, for example,
by asking the user to comparc a hash of the boot imagc against a known “good” hash
value. If the user authorizes thc image, the verification function returns a SUCCESS
signal value to continue the network boot procedurc (block 565). Otherwise, the

verification function rcturns a FAILURE signal value (block 560).

In the event that one or more authorization certificates have been pre-loaded into a
persistent storage device, a count vajue (CNT) is set to a predetermined number (e.g.,
CNT=1) and a determination is made whether a public key of the signatory, found in

certificate{CNT], matchces the public key of any of the authorization ccrtificate(s) (blocks
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| 10%4| & () - that the boot image is authorized to run on the local platform (block 580). If no match is
detected, a determination is made as to whether CNT<R (number of certificates in the
certificate chain) to check whether or not cach digital certificate has been checked (block

. 585). If CNT=R, the verification function returns a FAILURE signal valuc, preventing
the boot image from being run on the local platform (block 590). However, if CNT<R, a
determination is made whether the digital signature contained in certificate[CNT) verifies
using the public key of certificatc[CNT+1] (block 595). If not, the verification function
returns a FAILURE signal value preventing the boot image from being run on the local
platform (block 600). Howevecr, if the verification of certificate{CNT] using the public
key of certificate] CNT+1] was successful, CNT is incremented (block 605) and blocks

575-605 are repeated for each certificate until a signal value is returned.

Whilc certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments arc merely
illustrative of and not restrictive on the broad invention, and that this invention not be
limited to the specific constructions and arrangements shown and described, since various

other modifications may occur to thosc ordinarily skilled in the art.
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What is claimed is:
1. A method comprising:
providing information to a platform operating in a pre-boot operational state, the
information including (1) an image of a boot application to be executed by the platform
during a boot procedure, and (2) a signed manifest separate from the boot application, the
signed manifest including (i) a secure hash value that includes a plurality of hash values
having a one-to-one correspondence with a plurality of sub-images forming the image of
the boot application, (ii) a manifest digital signature that includes the plurality of hash
values collectively signed with a private key of a selected signatory, and (iii) a certificate
chain;
verifying integrity of the boot application downloaded to the platform; and
upon determining that an authorization check enable flag of the platform is enabled,
determining whether the boot application is authorized to be executed by the platform by
(1) accessing contents from each digital certificate of the certificate chain to obtain a
public key of a signatory, (2) comparing a subject public key within each digital
certificate with a public key of the signatory of the manifest digital signature, and (3)
authorizing execution of the boot application if the subject public key matches the public
key of the signatory.
2. The method of claim 1, wherein the selected signatory is the first source.
3. The method of claim 2, wherein the certificate chain of the signed manifest
includes a first digital certificate, the first digital certificate includes a public key of the

first source, a public key of an issuer of the first digital certificate and a digital signature

of the first digital certificate digitally signed by a second source.
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digital certificate, the second digital certificate including a public key of the second
source, a public key of an issuer of the second digital certificate and a digital signature of
the second digital certificate digitally signed by a third source.

5. The method of claim 2 wherein the integrity of the information is verified by (i)
accessing the contents of a first digital certificate of the certificate chain to obtain a
public key of the first source, (ii) verifying the manifest digital signature with the public
key of the first source, (iii) accessing contents of the signed manifest to obtain the secure
hash value, (iv) performing a hash operation on the image of the boot application in
accordance with a predetermined hash function, used to produce the secure hash value, to
produce a resultant hash value, and (v) comparing the secure hash value with the resultant
hash value.

6. The method of claim 5, wherein the integrity of the information is deemed to be
maintained if the secure hash value matches the resultant hash value.

7. The method of claim 1 wherein the certificate chain of the signed manifest
includes a plurality of successive digital certificates of which a R+1.sup.th digital
certificate includes a public key of a signatory of a digital signature in a R.sup.th digital
certificale, where R is a positive whole number,

8. A platform comprising:

a processor; and
a persistent storage device in communication with the processor, the persistent storage

device including
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image to the platform,

an authorization check enable flag to signal a verification function to venify that
the source is authorized to download the boot image; and

a verification function being software to be executed by the processor to verify

whether the downloaded boot image has been modified, the verification function being
configured to

receive information from a first source while the platform is in a pre-boot
operational state, the information to include (1) an image of a boot application to be
executed by the platform during a boot procedure, and (2) a signed manifest separate
from the boot application, the signed manifest to include (i) a secure hash value to
include a plurality of hash values to have a one-to-one cotrespondence with a plurality of
sub-images to form the image of the boot application, (ii) a manifest digital signature to
include the plurality of hash values to be collectively signed with a private key of a
selected signatory, and (iii) a certificate chain, and

when the authorization check enable flag is enabled, determine. whether the boot
application is authorized for execution by the platform by (1) accessing contents from
each digital certificate of the certificate chain to obtain a public key of a signatory, (2)
comparing a subject public key within each digital certificate with a public key of the
signatory of the manifest digital signature, and (3) authorizing execution of the boot
application if the subject public key matches the public key of the signatory.

9. The platform of claim 8, wherein the persistent storage device includes a flash

memory.
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