; TUWKYe3esg45789477 RN SPECI FI CATI ON Met hod and Apparatus for Delivering
Programto Storage Module of Mbile Termnal Il 5 TECHNI CAL FI ELD Th
present invention relates to a technique for dist rlwmﬂmmmmmm%ram i
(application or applet) to a storage nodul e built n a nobi |
termnal. 10 BACKGROUND ART In recent years, a nobil e «segi nal has been
devel oped whi ch has a program executing environnent. An exanple of a nobile
termnal of this type is one which has a Java virtual nachi ne. The user
installs a program 15 in the nobSPECHIGARIOAND t hus can add a desired
function to the nobile termnal. However, even if desirable functions are
added to a nobile termnal, a user is liable to becone tired of using the
sanme nobile termnal after a protracted period. On the other hand, the

mobi | e term Meth@ag@ Appasatusyfor Idelivering RregmmitoiMaragaiMedulewef new
products, attractive to users, ha%le b{ee,r succ?ssi vely placed on the market.
A user may want to change his mobVIOPUE ISRl th 2 ne irabl e product
pl acedgon the market. Once the nobile termnal is repl aMﬁ@WM/]I/ t he
functions that have hitherto been added to the old nobile cannot
be used anyYEGHNECAL FIEhP sanme 25 functions are to be used®pen after the
change of a nobile termnal, the prograns that have been installed in the
ol d nobil e terniHa¢ present onbventiost rlated te a htecheiqueodot edisaribiitial. aThi s
is a troubl esone job.. DI SCLOSURE, OF THE | NVENTI ON F0491/ 3147 2 This

i nvent i on REraRCAPRlicAtioBION APPlcvion sEags medulsrbuliser myuntegoiea and

t he obj ect regf is,to provide a systemin which even after a nobile

t erm nal i@E)BﬁgﬁglerH:!lﬁghe prograns that could be used before the change of
the ngpile term nal, can be continuously used after the change.

BACKGROUND ART
In recent years, a mobile terminal has been developed which has a
program executing environment. An example of a mobile terminal of this
type is one which has a Java virtual machine. The user installs a program
15 in the mobile terminal and thus can add a desired function to the mobile
terminal.
However, even if desirable functions are added to a mobile terminal,
a user is liable to become tired of using the same mobile terminal after a
protracted pertod. On the other hand, the mobile terminal industry suffers
20 fierce competition and various new products, attractive to users, have been
successively placed on the market. A user may want to change his mobile
terminal with a new desirable product placed on the market. Once the
mobile terminal is replaced, however, the functions that have hitherto been
added to the old mobile terminal cannot be used any ionger. If the same
25 functions are to be used even after the change of a mobile terminal, the
programs that have been installed in the old mobile terminal have to be

installed in the new mobile terminal. This is a troublesome job.

DISCLOSURE OF THE INVENTION



5 I'n orderpjiaqheve this object, the present inventors have taken notice
of a certain type of a nobile termnal, that is to say, a nobile term nal
capabl e of being nmounted or having fitted therein a nodule for storing the
subscri ber information including the subscriber nunber and the nmenory di al
information (hereinafter referred to as the user ID nodule or 10 UM . The
user of this type of the nobile term nal, whenever desirous of changing it
with a new nobile termnal, can use the new nobile termnal in simlar
manner sinply by Thdgiiivengioor hgibedh nghienel irheiovewinthbidsimatemiesdribéd U M
whi ch he maﬁ have. In connection with this, the present inventors have cone
0

up with thebpwue) and e iodsect theeeof isctd pyovidece system pi obhoh evertadterda i n
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or negligenbtite &f 20cefthim 3ypécof hemobil@riehimil, That ¢¢ tonsiyieaUndbiky
i nclude the personal information or data having nonetary value. Fromthe

vi ewpoi nt minak eapableyof thesng fropuntashoethaving stted theredn a snaduksfar y not
to cause the leag,?ge of this i.nformati.on in vvr'ting a.lgro ramin tcpthII\/l
In order tSCIHI& G pRSCERSEAR{YrIAARN dReding thy syBsemkerBember fd the
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FOA9L/ (147 UINIRYVi The TREAYS RIS ypRNWNilid iR RERGAATWAGHEVA Wdspnisegrest
a storage nodule built 1n or connected to the nobilé termnal, a contents
server forchasging ibgvithhe mive mobidé temiraduest usethe nawsmobtlentgrminabgr am t o

be distributed, and a distribution managenent server for receiving the
program 5 SiBHAL Heanwer sHNPLY py emoamding o bagding t mso cthe aeg Bwbile i s

e ot o oo e AT B PG MR TS ot SR SR 1
charact eri z8erBrd Rabe! O6met RpaGSHHE! RolidWingdede S5PEETR AR te%P@él% a

control unit fdor storing In tge storage unit rﬁe program recerv fromthe
di st rildut i progranage nstored nsthiy eUIMy the lprogemmobsdd withnthealoldhobikcut i ng
the program stored in_ the storage unit_in response to.a request. Al so,

accor di ng tesmipal wass et epsibyniransiertaskite the meyyi mebile jewyingh for an
di stribution sa/st(gm cortr.pri Si n‘%@ﬂa nobi t term nal having nmeans for _
transni t ti HEPEO HrOGPERtRETIT I PRTF P ﬁ?f'egf?r_' a storage nodule built in or
15 connected to N%S/ﬁf’iﬁ@léﬁ@ .ttﬁénir)ﬂ%len?r@f ﬁgéfl.uﬁlf}{ R4t 'b%@n\r;%ﬂa%ﬁﬁaﬁest%r ver

for receiving the distribution fequest; a he case ere the program

to be di strddliztirg sush rmweladobile tiamimglhori zed contents server, acquiring
and transmtting _the programto_ the_ storage nodule built in or connected to
the mo¥fl | e term Hist, asHangasaro Hawt insetren theeperasiciyefl HuHing aiprogiads a

t 20. unj. t , trol it f i, Vi t.he infor. i th h
The. mobi | oin i SN Sty PRbEiame rmied e P ebile oRsHuRAL PRy s
t he case V\ﬁﬁ&@si}mzl défs%ggh'iﬂfbdtfod{dg@er ng%ggﬁ] eived fromthe

di stribution nanagenent rver an cut ‘program stored in the

storage unit in AgspahesubecHber fosination dbkéd i eise UM traa% inohide the
-program supplied through the distribution nanagenent server from an

aut hor i zedpewsonahinformation o data haeimg manetaryt valage rom ¢hevdewpeointf or e,
t he uses; ch wite a programin the storage nodul e wi th guaranteed

secur iQEi \ lséﬁ'a@t)[,éhge one,fs?are _gmdfw@n@mqezmv@ﬁb@ magse ithes o
acoor ot ng Kakaer <RIBSt flaia Sl ABh A W BB chows 't he- ext er nal
appearance of a [pbiriér tEsBIVIAthiz RLathy Pi3bldn! i IAPR0FERAE! (fithting

convenience for the user, according to the present invention, there is

provided a program distribution system comprising a mobile terminal



Fig. 3 |sf@4bb@@g7d|agran1shomnng a configuration of the same nobile
termnal. Fig. 4 is a diagramshow ng a configuration of the same nobile
termnal and the UMbuilt in or connecBed to it. 10 Fig. 5 is a sequence
di agram showi ng the process fromprogramdistribution to activation
according to the sane enbodinent. Fig. 6 is a sequence di agram show ng the
program di stri bution operation according to the sanme enbodinent. Fig. 7 is
a di agram showi ng a di splay screen of the nobile termnal 15 at the tinme of
progr am di Bavinguhieans forgtrafisimttimgs aqpeograndi digiributidrowequedthen progrgem
activation operation according to the sane enbodinment. Fig. 9 is a sequence
di agr am shewidude tralt jnoorsernesed thethsr mgbile Werinal 4t rontants sersr force

r 2Q according to the sane

th t f th 1 1
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I's 'a Sequenceé
show ng t fopf AETONNt %@r@é@&ﬁ@%sZﬁxfge%gtth&aé&n&@@rﬁweﬁ xsaadtﬁcmz@d ogram
del ete operation in conpliance wwth a request fromthe distribution

nmanagenent tragsmétingcther prograho red:mvearfeoﬂnﬁtml contents Regverl® tle stemmgeence
di agram of the U M exchangl ng the version information accordi ng to the sane
enbodi nentmodukobailt 3n4ar somnected 30i theamobialeetarmitoprbgrharactieoiziedgin Haat

rocess ending in ramdi,stri utlon failure due t .shart age.
P o0cYe T oy Hotths R daTs SRUOEH vittita e unl, st e afio Dufit Tor Speah 2
distributi ovmn
a di spl ay tgl% r %@%ﬁ%@% (;%\P?gg%é %rggﬁaéﬂﬁée\gﬁa F\ée{cptrf %orﬁ megdl#ﬁb{rlgoﬁa%agleg%p& ion. Fi g
16 is19 di qgvamimonghnticandbie! tabmbfdl e @;Eéwtﬂ@tﬂsnpfdg&aﬁﬁgﬂoraﬂ ihh@et i ne
of account settlenent for an electronic commercial transaction. Fig. 17 is

a di agramsibm/gmgnmlmrsmm!smrzemqmbw ded to the user 10 at the ti rre of

comodity purch in mal e order sale. Fi 18 is a ram showi.n
di spl ay screen fgfsose?‘éq:(?f 1@&et°adf'18rrm¢s@ r%%%,a%ergﬁbspr%dﬁ da20 are
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15 connected to the mobile terminal, and a distribution management server for

_\

receiving the distribution request; and in the case where the program to be
distributed is provided by the authorized contents server, acquiring and
transmitting the program to the storage module built in or connected to the
mobile terminal, characterized in that the storage module includes a storage

20 unit, and a control unit for receiving the information through the mobile
terminal, storing the information in the storage unit only in the case where
the information is the program received from the distribution management
server and executing the program stored in the storage unit in response to a
request.

25 With these systems, only a program supplied through the
distribution management server from an authorized contents server is
written in the storage module and therefore, the user can write a new

program in the storage module with guaranteed security.



Fig. 22 is | am showi ng a configuration of a menory in the UM

acgordi ng fcg@?{]%%ane enbodi ment. Fig. 23 is a block di agram show ng a
configuration of a distribution 20 management server 16A according to the
same enbodi ment. Fig. 24 is a sequence di agram show ng the process for
registration in a user information storage unit. Figs. 25 and 26 are
sequence di agrams showi ng the operation of registering a programregistered
in the user information storage unit, in any 25 of the basic bl ocks of the

UM 12. Fi GRIEFDHEHSCRIPTION OFiEHE DRAIVENEGS howi ng the operation of
registering a programregistered in the user infornmation storage unit, in
any of the basi cFig-obks afloek dingrami showing = aonﬁgumt;cmt dxfaaérmmgfﬁgw ng
t he operati,on.of .deleting a 0491 /3147 6 program registered in e user
i nf or Prat i oﬁlsélflg%{@@ Sbjﬁﬁetﬂ? §§¢0f¢£§g ta@ ﬁslést&m'@@@@ﬁwbqﬁ t@@rlglrvrﬁstl:ow Pgtth heUI "
ti of delgijn rogr registered in the i C S .0 e

IC:)PS.ra3lloins a seqﬁgﬁcg gﬁhg)ﬁsgnﬁ]?ho%qﬁﬂmﬁh@pggﬁaqc\%tﬁzﬁ pﬁ‘@gﬁgs ;PB‘PlBalt Ee
user i & or ' RIS HA! A 2 is a sequence diagram showi ng the
deacti \r/Sfat [ %@;édgrg gég?sd; for dtpi g %(gclhglebrftbcks. BEST MODE FOR CARRYI NG QUT THE
| NVENTI ON 10 NovFigprfiera dﬂoehbdi[ii shetwih ea!dafﬂrgu[@ﬂgw bf e Fzﬁl?ﬂea' ned

with reference to the draw ngs. | First enmbodinment” [1.1] Genera
confi guratlin@lbﬂ@ftemlv@ﬁlam distribution systemFig. 1 is a block diagram

showing a confi gl'*'llrgati i aohifgrg;r? %E]g()nving a configuration of the same mobile
terminal and the UIM built in or connected to it.
10 Fig. 5 is a sequence diagram showing the process from program
distribution to activation according to the same embodiment.

Fig. 6 is a sequence diagram showing the program distribution
operation according to the same embodiment.

Fig. 7 is a diagram showing a display screen of the mobile terminal

15  at the time of program distribution.

Fig. 8 is a sequence diagram showing the program activation
operation according to the same embodiment.

Fig. 9 is a sequence diagram showing the processes of the program
deactivation in compliance with a request from the contents server

20  according to the same embodiment.

Fig. 10 is a sequence diagram showing the process of the program
delete operation in compliance with a request from the contents server
according to the same embodiment.

Fig. 11 is a sequence diagram showing the process of the program

25  deactivate operation and the program delete operation in compliance with a
request from the distribution management server according to the same
embodiment.

Fig. 12 is a sequence diagram of the UIM exchanging the version

information according to the same embodiment.



1 S distriggybimppystem according to a first enbodi nent of the invention. A
programdi stribution system 10 roughly conprises a nobile termnal 11, a
radi o base station 13, a switching stat§on 14, a network nobile

conmmruni cation service control unit 15, a distribution managenent server 16,
a distribution service control unit 17, an authentication server 18, 20 a
contents server 19 and a public network 20. The nobile termnal 11 is an

i nformation processing unit, for exanple, having conmuni cation functions
such as a portalffig. t18 ephosequence BizahershwwingHene yrbeess Sndirggnin a
(registered trade nane)). Further, the nobile term nal 11 has nounted or
bui I't therpiogramulisiritwieon failbneiduacta asnep®ryshortagel2 capabl e of storing
various prograns.or data. The radi %Iibase station 13 comuni cates with the

mr)]bile term nal H8- Ik 43¢ SeAuenRtco diagham sho wige; | rnjogf:%%ieaﬁlq&%ﬁthroml
terr > Ui o : _ s

e of £+ OrERSIRINGIETIRRR dS R BERA TR | L hnd 8 T ok

connecged to eacmigs)tlbei% d Bf@lﬂg@ny@vﬁ@ﬁ!aOdEgﬁ.gyOg]@fég}lg&owde&' h§ tRBLREK

nobi | e conmuni catFfon servic it 1 the communication in

t he case vdtahe tﬁnebtﬁgjra am déletion.buted to the nobile 5 term nal 11 through
the public network 20. The contents server 19 distributes various contents

on the one hand Figd16iista dingram shewing andisplayeseresneprovided todhentsere
termnal 11 tﬁn the ather. The _distri.bution managenent seryer 16 r.el ays and

manages t i the tine of pgcourfsetlement for ameleSRoRIGLUBmeERtad tABSIEHORg t o t he

UM12. The di sty byti; ] rogram
stored in the UMELS are Qlaefall S85RME B SR MrbenORETTF she Bt
manag¢Qentat3Re Yighe b6 contthbdit§ pureha®sin fideord&egdlef eature of this

enbodi nent. The distribution sService control unit 17 operates |ike an
interface 15 betligenl& he ali diagidamt showingagedisplays escvegn Horasettinige thebl i ¢
network 20 in the case where a programis distributed through the public
net wor k 2@UIGRBLIGRMEMMSE/ton server 18 is a device for issuing a

certificate reqw.red,&ar p ram.distribytion to,the contents seryer 19.
This certiticatdipclfdad 20 SrdMitns Qo Wit ndisiey RRHER &A% tihe
expl ai ni ngf fsthe A&IhaRANSH bhs®f the UMI2, that the contents server 19
is duly authorized to distribute a programto the UM12, and a

di stribution nakigeldnss sdloek diagtam steywingyarngprifigurdationt oba pfogram

certifying, for the benefit of the distribution nmanagenent server 16, that
the cont erdﬂ%tr@%‘ftw systemacgoRgding, to,a a%cmff emhpdimentipd the AReentioRer ver 19,

according to t hiilonscs meaay SheRdodes outidithiR oo Aame el ey
UIM according to the same embodiment.
Fig. 23 is a block diagram showing a configuration of a distribution
20 management server 16A according to the same embodiment.
Fig. 24 is a sequence diagram showing the process for registration
in a user information storage unit.
Figs. 25 and 26 are sequence diagrams showing the operation of
registering a program registered in the user information storage unit, in any
25  of the basic blocks of the UIM 12.
Figs. 27 and 28 are sequence diagrams showing the operation of
registering a program registered in the user information storage unit, in any
of the basic blocks of the UIM.

Fig. 29 is a sequence diagram showing the operation of deleting a



(a) Accor digag1i394% hi s enbodi nent, the contents server 19 sends a program
addressed to the UM 12, to the distribution managenent server 16, which
F0491/3 147 8 in turn distributes the pgogramto the U M 12. The contents
server 19 never distributes the programdirectly to the UM 12. (b) The
contents server 19 distributes a programto the UM 12 by encrypted
comuni cation of a public-key type with the distribution 5 managenent
server 16 as an internediary. The UM 12 of each user is equipped with a

PKI (publ i proggyni régisteredint theehiseradnfomnatioblstdrhgehadt 81U M pri vate key
unique to the particular UM 12. For distributi nl%lea program addressed to a .
given UM 12, thEigdt thasesgenee diggearnshoseng thenopetation ebdepetingd wi t h

a UMprivate key for the partjcular q;,Ullthj{Zh ﬁﬁ ereby the programis
encrypt ed.P’(QngﬁbEf‘&ifP %Ibtaheh %SIF%J% § ghthe I?X\gn aut hori zed contents .
19 . ) ) .
cont ent s server H 14 e PR N RHERIS G e denbltiddon PIP-BHLRRL ey,
The cont enfie %\iﬁf"fi{’%‘% rA€SQhRt of a distribution request fromthe

nobile 15 term na urther“encrypts, by the distribution managenent
server public kelig. 3eispa ogg@ency dﬁg@la{nﬂm\ymfméadeaaévaﬁm protess Kgy and
addressed to the UM 12, and sends it to the distribution managenent server
16. [1.2] tbebasyublodksn of nobile terminal Fig. 2 shows the external
appearance of the nmobile termnal 11. 20 The nobile termnal 11 includes a
di splay section 21 and an operating section 22. As shown in Fig. 2, various

processin ! I } ephone nunber
screen, e%wyéﬁrﬁ?gﬁﬁyggﬁ?@mﬁﬁléﬁ The operating
sectiqQ 22 has W@W;'_rl?ﬂe'fé#e@felﬁﬁéﬂﬁhbﬂ& Bt fhensnveitiomRKill it e‘)’(?lzii‘h%ﬁ dat a
and di splayi ng nenu item screens. One of the operating buttons oOf the

oper at i ng withtreférense 4o thé/dbanings.23. The U M button 23 is operated by the

user for uéidl i.zing a programstored in the UM 12. F0491/ 3147 9 Fig. 3 is
a bl ock dilddHErsterapdignentconti guration of a nobile ternminal. The nobile

contror ur'e ! BEeHERT Gulleileip W ProRadisP Rl SR8 °5 | ol ertace (175
it 33 . - . ML o

Vol ceinput | out AaE oty 2, Blbdk, dfagrdntsHonher A dsshiiguration bl o praBhuAl

of théSnmoldiktrihetion spdtedriladesrdingto hfarst entbodinmt @fahd itbentéomt r ol  program

stored in the storage unit_ 32, 10 The storage unit 32 is configured of a
ROM a RAM etc.A BFQEABL distribution system 18 roughly comprises a” mobile
terminal 11, a radio base station 13, a switching station 14, a network
mobile communication service control unit 15, a distribution management
server 16, a distribution service control unit 17, an authentication server 18,
20 acontents server 19 and a public network 20.
The mobile terminal 11 is an information processing unit, for
example, having communication functions such as a portable telephone or a
PHS (Personal Handyphone System (registered trade name)). Further, the
mobile terminal 11 has mounted or built therein a UIM (User Identification
25 Module) 12 capable of storing various programs or data.
The radio base station 13 communicates with the mobile terminal
11 through a radio link.
The switching station 14 controls the switching operation between

the mobile terminal 11 and a common channel interoffice signal network 20



pluralitylghgig?iﬁge areas including a programstorage area for storing
various progfans such as a browser for accessing an internet and a data
storage area for storing various data. Fhe external equipnment OF unit 33 is
an interface utilized by the 15 control unit 31 and the UM 12 for
exchanging information with an external device. The comuni cation unit 34
transmts various data including audio and text nessages to the radi o base
station 13 through the antenna 34A under the control of the control unit 31
on the onechwtitutiapt weeehawsork) conheeoted dadahsethier tBrduph tRPrddottRdss nal
11 through the antéenna 34A on the other hand. The U MI/F unit 35

i nput s/ out gtatiendat.a fromand to the control unit 31. The UMI/F unit 35

al so outputs the_output data fromthe conmunicatjon unit 34 or the external
equi prent |1/ F unlle gstwerk mobilecammenigatinowervice gonteolinit 46i contoolst he

control unit 31. Also,,.the tput data of the UM 12 i.s oyt directly to
Cho. ext or nthe GHIMMERteR ke Cote helnd pgsrom ulisuibwadbIheanpbie 5

\;\A’rteh;)lrjlgu: ?%a{ng%@rWmﬁhggr}pgfr{%ﬁeﬁ@w&ﬁl20mit 31. The reason why the data

oma xternal~equi pnent I/F 33 or the

conmmuni cati on Unfle 3@nwrt Btverne HNtAbIRS %tiiéﬁ‘s cofifeh¥d oh3hé orddhahdt he

control unit 31, is in order to prevent an illegal access to the data on
the U M 12ard disteibatesea program asfreignestednfroal thpe ogtsite tdrntimal ddnonaheuni t
31 and thus to maintain security. [ 1.3] Configuration of UMS5 Fig. 4
shows a cdﬁhﬁ{:]urati on of the UM12. In Fig. 4, a part of the conponent
el enents of the bil.e termnal 11 are éhown t(i&letfﬂer with the corrpr{ﬁnent
el enents of the Ut %tfl‘?i“bqfhrmwa%%ep ISEEYSn 10 THAYh AMbIPARAZEY HRal 11.
As sh [ Te I i ' [t ur

?9’” distrittidh of lﬁ?fgﬂ%ﬁ%ﬁbﬂ? kindl ‘Eénf’ﬁn‘i’? g?fv%r 59Mo YHIHOEJI%Q 2. The

rough has a system and an application area he” syst em

area 12A Hdistrifuticat of hepgranets analUIMf IR and iactesatd arogesmt oedd inuser
such as subscriber nunber data, outgoi ngf_gcall history information data,

i nconi ng dhel UMstlgr gre eamieditausnalseays, thepughb Hhei distiibaonamanagenteatand a
U M private ke The,nobi |.e termnal. .11 1 comn*n' cate .t h ot her

comuni catsic&lle‘yum't s%&’ﬁ F?gh’(e’n‘ém%ﬁ’&\lflfﬁ%‘?t %GH‘H&O d:l;?ﬂsae\”i’o\ﬁh@e%st em area 12A
as a calling li i biion! B&AEP! j ar i tori he
program di stri btrjﬁleédﬁ%lbt ¥1gnd£<§ra usggﬁg[{dlt elﬁtlle,angf)(g)&tgiel@%{ an&(rg#ﬁ?ﬁ%

progr af dretweken theciisaritutio® mdrmlgenyertf sep@el ¢6bAmE Kse pliblithfetéastR Bhown in
Fig. 4, the application area 20 1 is divided into six basic blocks 40-1

to 40-6. Tndhbgese whaselasprgram is distréwad throughuthe pubpliogetwode 28. 41 and a

data area 42. Tgﬁ} rogram area 41 of ﬁgch basi ¢ bl ock 40-k has stored
therein a progr ‘{)QH 1GaLO SEVEE 5% 18phIGRYICe TRE 18SHIREaR SETERICEE each

basic blo -, en; - Has, S e [ ta at
the 25 ti géqéﬁegxggﬂtbﬁ%r?hg %‘rsg‘g?gﬁ?ﬁn?? hiew%rg%é%ﬁ]{%r%ar{’ §€ g?‘ t hgﬁggma
basi ¢ bl ogderifickte iHietudeasi UIM galdiciReyl hheintte AlrtiordePersRMing! feach
other, and are basically so managed that the application or the applet
st or ed0i n thedepebiyoditharBBV412 pthat the wentdnts isertgrot® istdu]y authorizeat tess t he
data area déllsztribute a program to the UIM 12, and a distribution management server
public key having the function of certifying, for the benefit of the
distribution management server 16, that the contents server 19 is similarly
authorized.

25 The contents server 19, the distribution management server 16 and
the authentication server 18 according to this embodiment have the
following functions, respectively.

(a) According to this embodiment, the contents server 19 sends a program

addressed to the UIM 12, to the distribution management server 16, which



FO0491/ 314¢ndd /Pfsazanot her basic bl ock 40-k (~ ). By enploying this '
configuration, the security of each programis maintained. Even in the case
where data having a nonetary value (wh& is called "a value") are recorded

in the data area 42 of a given basic block 40 j, therefore, the particul ar
data is never 5 rewitten, intentionally or incidentally, by a program
stored in another basic block 40-k ( ~ j). The application or the appl et

constituting a programstored in the programarea 41, on the other hand,

cannot be idi tirni distritshtes thel piopdami thiahe URS i12t erTheicontents sérver 19
di stribution managenent server 16. The 10 data area 42, however, can be

oper at ed dievecdistribhtasubie programsdireesly fothaebdhyd@ent server 16 or a | ocal
t i nal in th wh t | ect i is d l.oad

ATM P t 189 ThEGCOMBRR STERT AOb AT o UGBS 1P ol dITSE o tBYact on
fl i ndicati t h th i ) . : : th
150 o S S RGESSE RARIBOAD Wi, B8, QoG i0h Lo
a_meany ! Shaifddrhi SeeP AP A1 idlenaRs. DI UIM! 12 GiPpddie diskpris ar ea

| 2B, setting resetting the activation g correspondi ng to each basic

bl ock or exgépped evith pr PRIa(pblia kegsinfratedtie)) andl each UIMrE3dmsse to a
request given through the nobile termnal 11. 20 Upon arrival of a program

teﬂcr ypt ted IIMMt pfivgltd\/ngbun?qlk?%tof thﬁn}lahtiCldia_stUI%tnl)Jln Mﬁahf’;{bérfﬂwf(tisg_r ﬁ!e{ h16,
e control uni ecrypts the ram usin e rivate key in the
system ar é’&og@@rﬁijod%ﬁe@)s/& @ gWe&lptﬁgﬂ?moI%@k‘gOW%ﬁ SERET conACAMRi £ 30

ty&r N A i i t A\ nf ti
Coquired Bynuio e Reifed, MBIV BRI bre, KBy 40 1RE BRI BIMI2 TRV 1 00

the c %H@Irebaghé'brégﬁarﬂ%\éﬁ%y;%dfromthe user of the nobile termnal 11
t hrough the browser "exécuted by the nobile termnal 11. The control unit 30

can al so gepdiddoedinestd thisfinwentjoayoakeantaushotized eondentsr sqraier yl So€an

communi catjion_in the network or send it t he_ us of the. nopbile term nal
11 t hr ougHlistEibuse gwprggram pggoassgdste the kﬁaa f2-he é@n?\l&tho capteds,

of 1 ho® mosren 19 st koA sty fiiadethPHP Selet, MOy Reder e O

accor dan%@gf;&ﬁ}ﬁ%ﬁﬁ 9! @Bbh rketce@tb@tsi'a Qi Rittior\Pe SmPthed nRbI9gE am

avai |l abl e pose IS an application progfamfor causing the
nobi | €5t ensirmialal 11, forthenehcoyptasby thodisitibution mpanageimene secwdr publidi s
program the control unit 30 can exchange the ﬁ/gss information wth the

card readdieswthe progran pdregdyeeneypied By they UVh pubkicukey japdnaddresse
short-range radi jt (;not sh connect ed t I ui prent I/ F
of 1 he mofpithe v R et endR e KT g SRRABDAGn bt b iy T850°1
performthg %%bﬁ‘ﬂ uﬂftRﬁ?éfﬁrﬁ)fﬂP@ rhdigd] above, including the execution and
control of tHe programin the application area is stored in the system area
12A. [1.4] Oper &igod shbwsithetextenmaliappoaraNow,ofithe mobilattexmim lilhe fir st
enbodi mrent w Il be explained taking 15 the distrihution of the commutation
pass 2@pl et as dheexmebile. tarmjnal Tk iachuleseac displayr sestidbvd h@idheathr ocess
of programdistribution,.wite operation and activation.

operating section 22.

As shown in Fig. 2, various processing menu items, the screen

being browsed, the telephone number screen, etc. are displayed on the

display section 21.

25 The operating section 22 has a plurality of operating buttons for
inputting various data and displaying menu item screens. One of the
operating buttons of the operating unit 22 is a UIM button 23. The UIM
button 23 is operated by the user for utilizing a program stored in the UIM

12.



As shown iP@ﬂﬂ/gI 75, t hese series of processes are roughly configured of the
step of distri u%ing an inactive program (applet) as a nenory nodule 20 to
the UM12 and witing it in the UMI12(step S 1), and an activation step
for activating the programwitten (step S2). [1.4.1] Issue of certificate
to distribution managenent server Fig. 6 is a sequence di agram show ng the
process of distributing a programand witing it in the UM12. As shown in
Fig. 6, the 25 authentication server 18 issues a certificate to the
contents server Hig, pergid thRdck aidprdmi Shibwinghe poadicuradddr e sedndbilehe U M
12 (step S11). The certificate is issued to enable the contents server 19
and t he ditsrmimalt i on nmanagenent server 16 to performthe encryption

comuni cati on based on the public key encryptiaon nethod. Specifically,
F0491/ 3147 13 i nlhe awbileterinealbdd dnsludasnd display sectancdhniimicPeraBRgusi ng

a public key,. a qistribution genent server ivate_ke nd_a

i Stri but 1 SRt 2geeRONbE VT Aioid GREpe EBHsB2: i a3 tarhalieauiament
gener aked.; i i i TBOR ser ri i in the
distri gut ilgné}ga%aﬁz@eﬁgfﬁt@er ver Tg e\%ﬂ?ﬁe Iﬁﬁgadfl??%w{)fﬁéﬁgna gﬁlrr%frtlt
server pubd3 gndan vdicé igperoutpaduhitddd.t he authentication server 18 to the
contents server 19 as a certificate identifying a person permtted to

di stribute a prdheacontfokuniti3lecostralsrthervartyusupants of ¢te¢ muotile téraninal

di stribution managenent server publjc key, stores it in preparation for
progr am dikk basgst pai! emr{trq!.dﬂt@]arﬂr@gﬁaﬂmpipmm&ﬁpﬁeéqub € §fwagger can
cause the co?béol unit 31 to execute the browser and thus can access the
hone page BE'PHe contents provider by operating the operating section 22 of
t he ile term i : Wb Ltk but nu
scr eglril)éD 1 indica |%té}%%egag?o%?gﬁéd}fgélﬁeguﬁ%W@f’p%r or rfe%b'b%ht Ol('i=,]a§;§ntents
server 19 pitirdlity ofrsterige arensi decludinglisspregean storagevareanfdr gtortngon the
di splay section 21 of the nobile termnal 11. Under this condition, the
user transtariansapregrgmsnsyelpasc prawser ifputaceasying s interneh and asiitae
termnal 1 through t he network to.the contents server 19 by operating the

t
oper at i ng SIQAECATC SOLFIOTNE KoYt ni nal 11 20 (step S 12). [ 1. 4. 3]
Certificate iss e [ of a
Cort 11 1cate Vssud ESRsh bAubAn BECORICIN SsShH Yiterfite WARRCA SAPHRL Of o
requess t@ont@lauhiienti aati e I6IMer1 21%of séxethafigldy - infbimatient wWitlgaa® i ssue
request contains 25 the information for specifying the- UM12 of the
mobi | e t erexterial devickhe certificate issue is requested in order to enable
the contents seryer 19 to conduct .tt%re4 encryption.conmuni cat.i qn of Bubl ic

i HApsIL

key type with t HNQFMMUNIGEHENGIRiL ts; Karipwe dafa clkding &t e the
TS Vo] RIS B i Sy A ety o

U M publ i cnkey paire e forner’ are generat

advance, aitdler hheUtbdhirol \Gft thekepnirdl it 1 ion the ddeévhaad] mnddyedeiees Whi | e
the U Mpublic key is stored in the authentication server 18 in advance. In

st ep 012 varieusulamsent te the ynehite tarminal Ad throughhthe antesmasMdcon tlge i s
request ed aﬁ ahce(ijtificate of a 5 person permtted to distribute a program
addr essed ®BCE BNy M 12. [1.4.4] Issue of certificate and distribution of

programwi th cergy fi 0, Th i 1,0 r u cei pt
of a certificat ?ﬂ%gﬁyﬁéﬁu lﬂtl\%sr E@@lﬁ%&@@htéﬁ%&a &%e%ﬁiéb%hsesgg@rpg t he
contents sgivey] 19TRe U J'IMQ/PUﬁ’ﬁitC?J:‘ieMséSoﬁgﬁﬂé tthti eatputCaafL FRAMIRY to
the UM 12 specified by the particular issué request (step Sl14).

communication unit 34 or the external equipment I/F unit 33 to the UIM 12

25  without the intermediation of the control unit 31.  Also, the output data of

the UIM 12 is output directly to the external equipment I/F unit 33 or the

communication unit 34 directly without the intermediation of the control

unit 31. The reason why the data are input/output from and to the external

equipment I/F 33 or the communication unit 34 without the intermediation



The cont eniposgiyer 19 encrypts the program of which distribution is
requested, by use of the U Mpublic key corresponding to the UM 12. The
program obt ai ned by the encryption is ggnsidered a programw th a 15
certificate for a legitimte person authorized to access the UM 12. Then,
the program encrypted by the U M public key is further encrypted by the
contents server 19 using the distribution managenent server public key
received fromthe authentication server 18 in advance. The program obtai ned
by this enof yipg controhnnite3 tossndsrder ta ppewgritean 20egalvicegsats dlodekhta logr et o
both a certificate showing a legitimate person authorized to access the U M
12 and a cthe DIM diZeby iboialigratior¢f ithamontydr piogram abthe eantrol dinit 3lbute a
progran1th%&¥g§1the di.stributi on managenent server 16. [1.4.5] Program

di stributi Sriemadntadm S6CWEYver 19 distributes the program obtai ned by

th f ' . 1 . ' [ , to the distributi t

erver 16 ThebLon BRI p 5715 The i<t ri buti on management
6 d i ' f h

Server o, “usi ngt Ehe Srae L PRRARARA DRI IV I%, LEMENE SRR

private kethe énapohBhseldesentpiofahe sucbdedsrmiid Ir agy shivwnaoyettrd withy by
the U M public key can be obtained. In this case, the contents server 19

can be conthedepmpanentgilements ofetheoVIMit hdrtoz elirify thes reliaione veithrthgr am
addressed to,the UM12, _The 5 distr.ibutio t. seryer 16 transmts
The dar o oWODHE EENUBAL B omsanowningtiey b aheneTRE R, ichids adnemotyand
causes the ISP t i ti i C n D2
o For il Ao e SRSk s & Sy e BP it FER 4RLaFpglichioh e

di strijputeftpgr not. [ | .4.6) Witing in UM10 After the user confirns the
screen D2 and performnms the operation through the operating section 22 for
permitting the prlogrsystein drea ABA dias storeat thereim peesondl idfstmatiohi datai s

sent to the distribution nanagenent server 16. The distribution managenent
server 16,URIGYE toeRaGhHiser seele assupseriber spumbsn data; eutgeing aall histasy

ubl i ¢ ey QRBRGH Et Y Rcodng, il hiFany MPERGERRIEHE Sesth itdfieq ¢ e
control uninfodfa@bnt Bgtd) Md 2 tDIRH iifﬁ'l%W'eﬂféfﬁﬁt@lelkrnﬁﬁx%?iflil_cm'y’

the nobile termnal 11 sinply provides the U'M 12 w e comuni cation
functilén. ddmmmnpeatesiwith lmthéheommiinieation mmtsl usifigghasabsadlsert endbegur e 20
transm ssion to and the secure wite ogperation into the UM12. If the

di st ri but i ¢atainiBegsystem gega, b2A RS 3 eallingslane 1deitygr am to the UM 12 in the
af orenent i oned nner.,..it,..i S nec ry.for the distributiqn n nent
Server 16 to est o ALREAOR AR TREL IRl Sk e Riogtiin, AR BARRFAA, 1

acqui siti %eqiatghﬁ]erdeb@ﬂ{@ﬁ%%@ui ecAfiohn6f ﬁﬁ@%@gfﬁﬁ,ﬂhﬂé' ine%ﬁix#otQ t he

U M 12 connecte hereto or t therein. e concel vabl e nmethod to
achi eve t tplaraléty ofbasicridooks.i shutlrgcasedsisdwnhnt Fign 4; el applitationtdreanobi | e
termnal 11 to the contents server 19, the tel ephone nunber of the nobile
term B9l 1H2B ds divided intp pix basig blaaksADtldotH-ont ent s server 19 which

Server 16, In ¢ pHEE ey RlReks A0t [ o d0r8 sana ngibos PLaRRY B Bl theRecs
2, b S LA AR RAGIE Btk 90.& horits oo
therein a program (an application or an applet). The data area 42 of each
basic block 40-k, on the other hand, has stored therein the data used at the
25 time of execﬁ-ting the program in the program area 41 of the same basic
block 40-k.
The basic blocks 40-1 to 40-6 are independent of each other, and
are basically so managed that the application or the applet stored in the

program area 41 of a given basic block 40-j cannot access the data area 42



5 Anotherlﬁmgbgﬁp}e met hod i s described bel ow. Specifically, in advance of

i ssuing a distribution request fromthe nobile termnal 11 to the contents
server 19, an identifier is determ nedjqetween the nobile termnal 11 and
the distribution nanagenent server 16 in place of the tel ephone nunber of
the mobile termnal 11, so that the distribution managenment 10 server 16
stores the tel ephone nunber and the identifier as information correspondi ng
to each other. The nobile term nal 11 sends a distribution request

cont ai ni ngof hRoihke Bdsi¢ Blodko4Dke (f#an})_.entBs){ efpRyiAL thikhe Ghfigirdtibm fid aches
the identifier to a program when sending the programto the distribution
management serityr ofl @aclhprafiratn iibunamtamethgelrven sethercakeSwikrdedatani nes
t he tel ephone nunber of the nobile term na,l, 11 fg,om the identifier, and
based on thR¥Ngs BMsharhvalber(Whatiis called ‘rbpalue”) arerrecorded ianthe data

di stributes the, program addressed,to.t.heg UM12. . This .method has the
advant age #4t+4 04 *ﬂgé%eq g’a%IICi Oﬁgtg(gﬂo A6ty ithe Haﬁgc't‘]éfre(gaﬁﬁrﬂé BeYer of
t he noly | -], nad . v, . Lt, 30 of
the Ut 17k nig I 6r BRICRE Y brdstant Mol B, i ifir Bk 7

t he nannerbmkat(j_ke(d#a{kjrpve, decrypts the programusing a U M private key
paired with the particllar U M public key. Once this decryption ends in
success, a progrBie iappbicationest the appldtaronstitungar grogramtstatechan the

encrypted. In this case, the contents server 19 25 naking up the origin is
consi der edP®g5ans grcaiftls ot s iother thand, seannnlt beadpstabited 1 dedetedm 12.

one of t heohE Tt BB, BP1GE ARG pie hact ser Ve B The™ ©
tripon, i [ HSdi thd 741 db
Che. muon 1 SAGRRRLFE B SRG Can R bBerelrdirectly Whtoetl e ORABLANRC: Y e

progr am winhfageeeat i servet N6 cantar docalnitérmthadf ag hi; thd! d@sd rvahers tthea
wite conpletion notice to the distribution nmanagenent 5 server 16 together
wi th the igleetranta monsydsidopynigaded frusian ATMK having the particul ar

itt her ei t S.17). In.t . th D4
et ne that Ewghds Mo 3ppBedtion rea T2 RS Bl Stk atd ot Am arRA QM oy er )
Blathsiet 1 . ! il . ! ol |
oo oo it jfdicalifiwhBrter dhe broBarh' e Bldbaff aHkPR 1 %dr Ghct BF 1RO | ®
oper at| 5on.bdsic BlddksAGr to4Q-60curchepketnted drohdtce The di stribution

managenment server, upon receipt of a programwite conpletion notice from
the U M 12, regiBieceontrob unitf 30rmata oreanscorf yritgg apragrameiorphegbasici n a

oL 2o pek IR oBleihan TR A of Rl I hBuAlSreA
corresponding to each basic block or executing a program in a designated
basic block, in response to a request given through the mobile terminal 11.
20 Upon arrival of a program encrypted by the UIM public key from the
distribution management server 16, the control unit 30 decrypts the
program using the UIM private key in the system area 12 and writes it in a
basic block. Also, the control unit 30 can execute the program in the
basic block. In the process, the information required by the program in
25 execution is acquired from the other party of the communication in the
network or from the user of the mobile terminal 11 through the browser
executed by the mobile terminal 11. The control unit 30 can also send the
result of program execution to the other party of communication in the

network or send it to the user of the mobile terminal 11 through the browser.



parti cul ar pio g s is witten. By accessing to the data base, the

di stribution"nanagenent server 16 can easily grasp the programstored in
each of all the basic blocks 40-1 to 40t of the UM 12. 20 The

di stribution managenent server 16, upon distribution of a programinto the
UM 12, starts the charge process against the contents provider of the
contents server 19 fromwhich the programis distributed. The timng of
starting the charge process is not limted to this, but nay be coincident

W th the tiAthogtHS cafatroy anioBOIRECEkdiethdaisfornitioth evitle Rixeerinal [deévicger are
charged against the following itens. (a) Rental charge for basic blocks in

U M 12 Upothrdughr theithiardwaie arepoapeanof rthe niebibortermimalséi veithintt the he
UM12, the particul ar pro%rram is stored in one of the basic blocks 40-1 to
40-6 in t hantermedmry ok theybrowsenin wespedancse with the @regramdier dae thasie

19 Tor St 0PIt nekpr BKARME 10udk FHOBFAG A CaPLR pIA NG FTDRECr Bnidll
Dok 1% raRRGHAR AR hPchiting orRIAE, Bhihaf A 7 Sctich oEH ©

Transact i ogofrRRutbfidNP H@gﬁ anyq rexeedtihiethis rorodrim, cart eBhfrof ainier 30 Scdrb
distributed to the UM 12 through the process in the distribution
managenent exeiamge e pascmfermetioni withfthie cdrd padeyswitee rat dhesghtby of tee

di stribution, managenent server 16 is char %ﬁd agai nst the contents provider
as a 10 trEHbxaY iskioraitiliging gsghorsrange rafdie unlt @alishoyvpheonBegicdetq n

t f the distributi. f f. th t 9 d
theref ore. 1 PgR4IdiiBMs2y 1 BF R ARl BBl 30ac ok Baram L3 Uit
The dietributi !

the 19 0iscr hBDulR RS T PRHOR LN v RO fE B G B el P Lo e, fiRMAdRg O
communi cat ihexdwritith hnd coherol o€ the prdgeighiiehs dpplicatibheatads sesredeg

charge to the contents provider in the character of what mght be called a
"factor". the systemcares 124e charge made agai nst the contents provider may

contain thg f or.i f 0 on _conpl ete programdistribution, the

di stributi &4ﬁ§%§ﬁaﬂt0%es@9sggm%mmfi es the contents server 19 (step S
18). [1.4.9] Actjy [ ' RGeS : taored in
t he basic bl ock Egﬁigpegygitgéﬁ%%sﬁﬁéeﬁ%ser eg?(ﬁlge%%{s%gagpﬁea he

user df y tircdisttdbutior ofithé cobithi@nidapadssapyslet aeaitidxiagtple0 execute the
programdistributed to him in order to enable the contents provider to

control the progFign &xica soquencer diagram strawing ithat process ef fpyograml y
utilized, for .exanple,.in the.case where the tine to start the use of a

new y mar kSISHADEUAR, Brilgopsrationand agfivation. Fo491/3147 19

As shown in Fig. 5, these series of processes are roughly configured
of the step of distributing an inactive program (applet) as a memory module
20  to the UIM 12 and writing it in the UIM 12 (step S1), and an activation step
for activating the program written (step S2).
[1.4.1] Issue of certificate to distribution management server
Fig. 6 is a sequence diagram showing the process of distributing a
program and writing it in the UIM 12. As shown in Fig. 6, the
25 authentication server 18 issues a certificate to the contents server 19
permitted to distribute the program addressed to the UIM 12 (step S11).
The certificate is issued to enable the contents server 19 and the
distribution management server 16 to perform the encryption

communication based on the public key encryption method. Specifically,



By use of gjag1ag¢sjvation, the rel ease date (programdistribution date) and
the date to start to use (activation date) can be set separately from each
ot her, thereby making it possible to regduce the I oad on the contents server
19. 5 Another exanple is a case in which the programfor using the nobile
termnal 11 as a conmutation pass is distributed to the UM12. In this
case, the activation is utilized to nmake the program executable fromthe
first date of the termof validity of the comrutati on pass. The operation
for acti vain ordesitbimblke popsibletht Gedryptiont comefatieaton 18ingafpubliGkey,
1.4.9.1 ] Activation request to distribution managenent server \Wenever the
act i vat i ond belstidbutione e sianagemanta sgrven privgtemkeyheandntaendisteibution 19
sends an activation re ues'gpé{b?. tEe di stributi on mapagenent servciar Er (step
S21). Thi sTRAABEEACHE S ¥ef, CoKE%i RONPWRIHEE jan PEHmAIFoBCRGAEG y i g‘lﬁ‘a

Phe U m 100 BFET N Irfaecdfe scPucr BrERE ROTES F0telLin 3he: AREABLTLH, Coi ne
al Lor nat i VITAEERieRt oFy R0 NI Rhe NishRudOn  manh SR ssryer puBlc

request tokdy 4 BAnshattdd Sroibtd amheariegdonserver 18rtolthe toRenteseiwdr of an
activation request, issues an activation request to the UM 12 of the

nmobi | e t erh? il a rertiicate ®enyifying alparaody phestittiedetd distebite arpmigram.
speci fyin he itten progtamis registered.in.the data base of the

al st i but P BAC CARMEUR SREV e cf, AIPORSTece e biifnsliSGHDR PR duBBAR G SeTYes

i nformati i.pdi i . Ls 12 in which the
program i 2[5\.1\/\1??({ %(gﬂ_ﬁq:{:lées'ﬁglaé?ﬁ@%’?#@ﬁ%%ﬁ%@%@?ﬁg@ﬂﬁé 6, upon receipt of
the agQi vt 2] Iﬁgg@ﬁh,dig@f&ftﬁ)ﬂfbcﬁﬁgt particul ar data base and determ nes
the UM12 to which the programto be activated is distributed and the
basi c bl ock i n \iflig mseheapraagsearthe contidltwmit 3Into lexecateethehbrewsde andne

pr ogram stgred F0491/ 3147 20 in a plurality of UM 12 is activated, as
many act i VBHS dithaeeesssite Remenpagy of the corieptsy peovider toaoperaing she

i | in.which,.th di . i d il i
hetosoad, aparauiBlsedbRcaZ AF HES BRHY fermirat 1" ¢ | AR d R0 S 2kckSs i on
request sent disriBaGn MIREME SclRhMDY! iddiGeal the E}mordﬁfﬁtggﬁon

speci fying the basic block having stored therein the pfogramto
act i vhbed.peffosned biyvidte oonteatpsatver iSeof the eoneshtb yprokideroisi displayed, nal
11, is directly sent_to the UM12. The control unit 30 of the UM 12

execut es t3%eShRwnVE Fih 7noacther dishlay weetiorndl &dttheamobiler tesousal 11.

S i ficalyl . 1 LM 12 ts th ti.yati fl ! 05. "1 f

Che bast ¢ Bhde MiseSewtiltiort, M Bsdr: et = Bflowel? GBI Hisktbusion 30 of
the U M 12ch8880fi0n tRe InbBAESRImihdl . Fgé[h{({??%}ggﬁé ifie@wto‘f'ﬁ o' e @B’Ihfélﬁg ed in

t he basic bl'ock with the activation . A request, any, to
execut e t seryerod9 oy opetdtingd dse opbtatirg settion B2 af tthy ahobile fteaaindl" 11
however, is 15 rejected. [ 1.4.9.3] Activation end response The UM 12,
upon %erpl(é‘le@ §l%igram activation, transmts an activation end notice to the

di stribution ent server 16 (s S23). This notice contains the

i nf or mat i Ji%gﬁ?ﬁﬁ%@hﬁ@%%@f%& ich the 20 activation is ended, or
nore specificall j [ @}ﬁp' Ji e b Gt | t he
particul ar prog r'Igln@\ E{?ﬂtﬁn Eé gé%&A}g}l at | (f)f;]éeéggrgrre&t gféﬁ?%%%1?%38§%§§tofrbﬂg

di stributithe mobdenestmiilvell,lGendpon reatifitatof isdie agguest | g9 the

conpl etion notice fromthe UM 12, determ nes the basic bl'ock 25 of the UM
12 in whi authemsiceasian servey 18ctstambaad).pr dhinceitificatorissie EiguesthEontains on t o

L?Zal‘eiief Ha® RO Brte<lying he RUNIa S PE G ATaL ETNBek LIas the

o asp. by SRGCER bR RRuehdB.H Rhimh BA0RE RO ERRRnS ehite 18 £
conduct the encryption communication of public key type with the UIM 12.
More specifically, in order to make possible the encryption communication

of public key type, the UIM private key and the UIM public key paired



F0491 /3%%% i@lgtocks 40-1 to 40-6 is activated or not for all the UM 12.
Upon regi's P i of activation conpletion for all the UM to which the
program of which the activation is requested are distributed, the

di stribution managenment server 16 notifies the contents server 19 that the
5 program activation is conplete (step S24). This notice contains the

i nformati on specifying the programthat has been activated. [1.4.10]
Deactivation The programdistributed to the UM 12 and activated may

require deaey ;ﬁ/@fdxﬁﬁbr i Eerleeatedriankivancecand thé M prindte keiyrisastopsd wher e
a 10 programtor the nobiTe termnal 11 to function as a credit card is

stored i n%ﬁ hgeujﬂ/M.ZLZ_ a’ndadim?naﬂsawgﬂ_astheoHIMhpub}eiCtkQYJIi&rStOJrEM ]ilel. tlllfr‘«lhsuch
a case, the deactivation is started in response t he est, fromthe
user i nfoanthentication soser I8 Har advanss: esln ﬁﬁmtﬁe&a %&stﬁm E\‘A‘\l?]éﬁolffﬁé user
t hat has receiived a seryice has fail ed,t0.pa er.Vvi.c fore the
due dat e. Stosednins the, aéltﬁ‘é’éfé?g}éqn tsﬁgverre&geyf %ﬂﬁ?sﬁgac%%taegggtr%?%\% Qgré)

provi di ng_such i 1 i flar receiving the
art i chi aPCL PRl B e blgRhlE R Best B (O RRICANT 19, | P40,

exp! ai nedpal oighiehof @Epifbse ARl Didribhticz0of progrdi with Bemifitat ton
request t i stribution nmanagenent server The contents server 19, whenever

requi red ffIMeactivate a programdistributed to a UM 12, sends a

deactivation request to the distributjon managenent server .16 specifying
the particul ar aﬂtfmmlqaﬁanﬁQfg’ﬁﬁnl&OUB@nd%éf@tlp‘i/é’tsfeﬁl f(%r{lilﬁaigll)*.su%s
[1.4.10.2] Deactdvation request to M I i i rver
L. “on oaBARIRGR BTSRRIl Wl B SRR
et er i ne i.C 3 - 265 eV et éon
reque |u??ﬁ%s¥ ng %Egﬁtlg%{%a%n&?gﬁd;ﬂcﬁegcﬁ\%t ed. TKzenS!p@fhe di s%/ri buti on

nnnagerrenltpamémgf iskPie reéS(sB#812R sends a deactivation request to the
nobile termnal 11 in which the particular, UM12 is ﬁ_mz;/zlnted,or_bu'llt (step

S32). This deaciliheacomtientsgemyer 1henenypss the Pragtmeef Bhich disrib iR he
Poquost | 45 seaestets e UsPh i kISA Gt iaki RS poRdE 10 FRE G 12"
r equest | e . e

quest 122 ! oot Termm at
equeat | 1 i DE Bt tidirert bl fhepERorypiofCls, SBRGUEIH Aprddigntarith a8 O

of thesprQ@fdfitate fo?iaSlegﬁliﬁiawTEéfsohaﬁithoﬁlzed toiascpssothicbUIRH12[ 1. 4. 10. 3]
Deactivation end response 10 e UM 12, upon term nation_ of th%gghogram
t

deacti vati on, niefn, ethet peogiiasu rétsuyped banshe e publisr key 1ss 883) .
Thi ti t ai t he inf ti i fyi t j b
donct | vat @Bcrypteapby fié PRERt ReTy e I8 ibingn (ap LS ART MoBhEflRf ook "
SOTNG ¢ REPLOBBHEL Kol fodyéh (FBACINY ALIRMEMRIPLLAR T8 lif Cackfurtes

di stri buti’§ server 16, upon recelpt of a program deactivation

end noti cerfg (iifbl\/gfﬁn%Malﬁed dey hiy BacryhRsedannbtheomsidersd, at heograsi c

bl ock of the U M12 storing the program of which the deactjvation has been
conpl 20ed havieg i attachesk ithereto bofd of revificatat ShoOwWIRR & tIeGHIMAIE IRETERDI et e

is registered i.n the storage a of~ t he, dat a_hase 2 repar ed f e
parti cul ara%b@ﬂéeéltgcwc%éo&ler Q&t{%ﬁ ao?e%ﬁah%%%ﬁ%é’o 151% %h%glt%lattg
deactivation, the distributiop. enen r {1 fhee ik weeh ent s
server 19 R5ESQHeap Il%q(foto oalsgﬁﬂe&%eg%t i){gﬁaﬁ {%1?%%%83%6. S(ill. 4.11]

Del etion ( gesler 9@, by user) 25 A deactivated programwastefully
occupi es alﬁgr{é%%ér@egtr ea ien the UM12. It is desirable for both the user and
the cont eis4 5] Progeamtdistibution such an unnecessary program The del etion
of the program however, cannot be I(f,ft,to the user. If tr}e. us(far
arbit24rily del éflg aongents server 19 distributes the program obtained by the

aforementioned two encryption sessions, to the distribution management
server 16 through the network (step S15).
The distribution management server 16 decrypts the encrypted

program distributed from the contents server 19, using the distribution



program i EYL ]_;1%@3H7M 12, the rent charging process for the U Mwould

F0491/ 3 | 9 continue to proceed in spite of the program del etion, unless
the fact of deletion is notified to thgsdistribution managenent server 16

i medi ately. According to this enbodi nent, therefore, whenever the user
desires to delete a program the programis del eted under the control of
the 5 distribution managenent server 16. A deletion, based on a reason on
the side of the contents provider, is basically not permtted due to the
resul ting manmpgéseht ogeroér tprdvateagyng Pmoeeskis Ueerypeomt susceetsdethet i ng a
programin response to the desire of the 10 user wil] be expl ai ned bel ow
with ref erprogeamoeftnypted ondydylthe UIM. publiq key spnabe eiitatnesh rBydRist The
user accesses a_predeterm ned ho [OVi

f the. t.ent b
oper at i ng €388, ofier LONKRNLS e SETVSH gg (pﬁ% etJFge rﬁfmesll‘igrtrégre% agglt@aqueg\rpe?/son

di stribution, menu.screegn 11 shq Lo Fi g 1S (di ofyt he

di spl ay s&lggﬂrl&th ﬁ%.&s%%%‘; saecR%&E% agipr%%gdnégl ?lgé ?Q(ri&/[ ng ' 11ﬂ']¥hi s

di stri But i @Ry o Gheffedintht Is8riéiCY bladnbinifshthe AL S theTdcpeed DOl t he
contenf's provider di S?I‘I utng tﬁe program Wen the user selects a nmenu

i t em meani gigpwheindFigt 7ofo cheanybily astmiadclEeand d2useskileg dabe tos be

whet her the deletion can be carried out is displayed on the display section
20 21 of tdispluyeid ent threnidisgilay isections Bdwn This Rageen SD2Tise fors anali@g @iins t he
operation permtting the del

etion. The nobile termnpal . l] transmts a
progr am (a‘é‘ﬁ]l“é‘iy)atdé‘leé%sieéﬁsrt@dﬁ}é%tge{ the REOZIZR Eﬂ?bes‘gﬁ{ﬂg?utfg Y RPugh t he
net wor k (st.e e THY uest contains the information specifying the
pr ogram to[tlbgﬁéfv@g’é fnz%ﬁm]th the transm ssion of a program deletion
requegfy a screepfial3nt e Hdnfinid de kbreede DR bAd perf@Inoheopdration
di spl ayed as shown 1n Fig. 15 on the display section 21 of the nobile

term nal Ithroligh4hé bperatiegstitiahi2th forepemnitting thiesprognami distribntigagant
server

notice to permit distribution is sent to the distribution management server

16. The distribution management server 16, upon receipt of the notice,

distributes to the UIM 12 the program obtained by decryption, i.e. the
15 program encrypted by the UIM public key (step S16).

This encrypted program is delivered as it is to the control unit 30 of
the UIM 12 through the mobile terminal 11. Specifically, the mobile
terminal 11 simply provides the UIM 12 with the communication function.
This operation by the mobile terminal 11 guarantees the secure

20 transmission to and the secure write operation into the UIM 12.

If the distribution management server 16 is to send a program to the

UIM 12 in the aforementioned manner, it is necessary for the distribution
~ management server 16 to establish a link with the UIM 12. This in turn
requires the acquisition of the telephone number of the mobile terminal 11

25  with the UIM 12 connected thereto or built therein.

In one conceivable method to achieve this, at the time of issuing a
distribution request from the mobile terminal 11 to the contents server 19,
the telephone number of the mobile terminal 11 is caused to be transmitted

to the contents server 19 which sends this telephone number to the



The cont ento3aiyer 19, upon receipt of a program del etion request,
FO0491/ 3147 24 sends a deactivation request to the distribution nanagenent
server 16 (step S42). This deactivationlg equest contains the information
specifying the nobile terminal 11 of the user requesting the program

del etion and the information specifying the programto be deleted. 5
[1.4.11. 3] Deactivation request to U M The distribution managenent server
16, upon receipt of a deactivation request, accesses the database and

det er m nesdmsthbationblmakagémenngsdriver plégr anint ahipe dalyet dit  distribuition

di stribution managenent server 16 sends a deactivation request containing
t he i nf or nEtaNAgENTIE peeivieyi A§ CAB peeessc ther mehdlec tbrminalt d1t msingbthee
termnal 11,of the user re st.in e program.del etion (ste 3). This
onct | vat i BASPRRRICBIT e et toqtoand tind ST CRTRGHE EhDreBienk addrkisedl 11
The UIMIZJ%%T flgom "1" to "0" the activation flag prepared for the
basi ¢ bl oc& speli ed by the deactivation request. After 15 that, the
executipn of t heARpAKrARvallabite MEHIC Y4 ddeRfibice Pe .'ssols%cgﬁtk:ﬁlel&gdm[

1.4.11. 4] Deactivation end response The UMI2, at the en rogram
deact i vat | advarceaofisstiingaa dhisteibutivin myuest froeh itlhe niobild eersiisial 1huol gie .
managenent server 16 (step S44). 20 This notice contains the information
speci f yi ngcomentsasdryen(18¢ lansidentifigr i$ deparoynachhptweenvhe gdobile termina
Deacti vati e notj.ce..The distribution nanagement server .16, upon receipt
of the. pr ob AR iR TE R TARETRE SOVEL D chpiase Glofie telcp
I nformatio 0 . Iihedeacty 1.0R:d | ete,. J e area
of the datg“%'gs‘?g %%F}?%gfﬁéﬁg%n%?ﬁ%nélhglbggi tHf Hrlel Biseipfilop, “{‘E‘gseg%%&f i ed
by thd(deagdrventli®ortses thet telephdie mirmbér anti gk IdeRdRaeas infomantibs sends
a program deactivation end notice to the contents server 19 «(h;te $45) .
F0491/ 314 7casespomling .to] edodl etheon Mdgurwbikecteditanal biitsends mpdisgribationser ver
The contents server 19, upon .recej.pt of the deactivatio&en .notice for the
e

progr am torea@ea%pepaaar,lmgéhwiﬁ%ntaﬁgi o Bhei ePntrRiaseveht | B ewhich 18, trBquest s

(step sonyRticr B EHRAL: A8 K prontab WEof, forkdiBeCite rbeirantdegement
server 16, didgmutiss %ﬁ’ﬁa%éméﬁﬁ sefvegl gn dTh@t(iliQf}ilS\f’t%&?%anég‘éiﬂén@ sEFREram
del etion request to the U M12

15 16 determines the telephone number of the mobile terminal 11 from the

identifier, and based on this telephone number, calls the mobile terminal 11
and distributes the program addressed to the UIM 12. This method has
the advantage that the need is eliminated of notifying the telephone number
of the mobile terminal 11 to the contents server 19.

20 The control unit 30 of the UIM 12, upon receipt of a program
encrypted by the UIM public key in the manner described above, decrypts
the program using a UIM private key paired with the particular UIM public
key. Once this decryption ends in success, a program is obtained in the
form of an ordinary text not encrypted. In this case, the contents server 19

25 making up the origin is considered a person duly authorized to distribute a
program to the UIM 12. The UIM 12 writes the program obtained by
decryption, in the appropriate one of the basic blocks 40-1 to 40-6 of the
memory.

During this write operation, the screen D3 shown in Fig. 7 is



of the us%49/m4l'7equests the program del etion (step S52). This program 10
del etion request contains the information specifying the basic bl ock
storing the programto be del eted. Theiprogram del etion request is sent to
the UM 12 through the nobile termnal 11. The UM 12 del etes the program
in the basic block specified by the program del etion request. 15 |
1.4.11.8] Deletion end response The UM 12, at the end of the program
deletion, transmits a deletion end notice indicating the program del etion

to the di sdiglj)layéd@y thenaobitenermaialer! .16 (step S53). This del etion end
notice contains thé information specifying the basic block fromwhich the

program i {1deVpWadte2Completidrergspogsem del eted. At the same time, a screen
D14 indicating the end of deletion is displayed, as shown in, &? 15, on
the display sectAtgherndef theepragiam wisierppription, 3[61@@.1@1. onit 3 ef ithe,

| eti j he .di Lbut | 16, [ f
the’ dfif ot NUNELE Brag s €8 GrrReTRIRAGICE b DR HBhad o MRt 66T, 0o
dat o base o oL R i e R e T M RE B Ravig "

del etion Qﬂétphﬂ@cmﬁﬁﬂf@g@amkﬁit@@n tHérein égtap SiiAt ri bution managenent server
16 sends to the contents FO0491/ 3147 26 server the notice that the program

del etion i s combhehe ffrocess, $hé)screen I indwatimgethat the vehter gpepatierds
002111 but iSOG GRIRENEar 1% BHSD 1% GTPHAI<gl SIPERTBITE: oo U1 006
mnageren ISy oSciatt 1Pk dhecohfte st “ARsFibRbatin. S ot ca
o caet o meRa e T e O on o be- uced. The aper ati on for
del eting {41py.8pDasoribudion tnarpletistanoticef the 10 distributi on nmanagement

server in such a case will be described below with reference to Fig. 11.
[1.4.12.1] Deacilihgadi$ributinhe s1anageoiont] SCEvVes, YPIB! ECGePImOdt 2 aPIHGam has

X o0 LSRR, Rk b2, RS b0 B Ry .
UM 12 tQrubircihd fife RrRtPPrddtahfin a data base as information corresponding

15 to the information indicating the basic block of the UIM 12 in which the
particular program is written.

By accessing to the data base, the distribution management server
16 can easily grasp the program stored in each of all the basic blocks 40-1
to 40-6 of the UIM 12.

20 The distribution management server 16, upon distribution of a
program into the UIM 12, starts the charge process against the contents
provider of the contents server 19 from which the program is distributed.
The timing of starting the charge process is not limited to this, but may be
coincident with the timing of activation described later.

25 The contents provider are charged against the following items.

(a) Rental charge for basic blocks in UIM 12

Upon distribution of a program from the contents server 19 to the
UIM 12, the particular program is stored in one of the basic blocks 40-1 to
40-6 in the UIM 12. The particular basic block can be considered to be



del et ed hasp4eeen4di stributed and the basic bl ocks storing the programto be
deleted in each of the UM 12, and sends a deactivation request to each of
the UM 12 (step S61). Eaeh deactivatild request contains the information
speci fying the basic block storing the programto be deleted. 20 The
deactivation request is sent to each UM 12 through the nobile termnal 11.
The U M 12 resets, from"1" to "0", the activation flag corresponding to
the basic block specified by the deactivation request. After that, the
execut i on oéntedetoptheycaniants pevider ovening theasoatante server pPofarbstoring 25
[1.4.12.2] Deactivation end response At the,end of the deactjvatijon, the
UM 12 trafeniDiegmmeadiiusatd sRArgsCorsesranding: tioeths §@mﬁaﬁmr ,rafafifrent

server 16 (st.e 62) . 4.1 2. 3] Deacti.vation,conpl etion notice. The

G st r1 but i BRTRENAgEMEnevHidh JEe R BTaRL A PR baToe 1RaSTe Baek st Aads,
deacti vati i . j the programto be del eted
has been dlgg?fl’il@ Lﬁ%&ﬁtﬁg&s{é{ﬂ&?&(%ﬁéﬁ?fg;’ﬁgﬁ n indicating the conpletion
of the 3leagh) YeHnisaotion fe@e storage area of the data base formed for the
particul ar program 5 The distribution managenent server 16 sends a program
deacti vati on conpThtiprograritcansmittedefronmntlententemty serve® 1isegisGiButed

1.4.12.4] Notification of deactivation conpletiqgn notice receipt to
di st ri but i ththeddddrbhtheughetherprocesstianthe distrbptiop mapagementiServer t he

deacti vati conpletion 10 notice,fromthe distribution nage t server
16, “sends Wuicady i GutiirhoBorpt st tetve e Torgby; BY: 18R RETHRAER
server 16 {i3fiie - servet- 16 Rl cﬁﬁggf%d O{glgdéﬁﬂu?ﬁé EGnidntd Iﬁl%v‘i'ﬂéﬁ rddouf i on
managenment ser ver , upon recel pt t hé deactivation recei pt notice,
sends 14 pr agnheaotital fisd.on request to the nobile 15 termnal 11 that has

transmtted the deactivati on conpletion notice corresponding to the
deacti vation rec&hpt usen iofethestléMsi12) receiwesiethet iservicequedermeanoft the he

nobile tergin 1 coptains the jnformation specifyi t he ,basi c. bl ock
Coori g ¢ nESHEbRd O % promidt JIOTTHIE GOMaB: SHISHT 1 Ebe it BETSRICaS et i on
request th il e 1 Bal . s frh r in basi c
bl gck specf%{gﬂa’c%cﬁ)t ﬁ‘gafggtées?ﬁﬁg? ?lﬁ1 15?’%?“%2%@%?08&2%& g%é@%%’e TF]IE’ | M
12, at thedrpdbafiohRapiganamm svef 16Mma raﬂmttﬁe%eﬂﬁbetdmm%gﬁfbmece to
the distribution rranagerrent server 16 (step S72). 25 This notice contains

t he i dfSor maséroan syadalf wf rthet cantbatsi pradiidek togethentwich thieecomagumivation been
del eted. [ i

nanagenentcégés’etlp% i}g uﬁ%’%}%’h&i@f‘%{%gﬁé kﬁﬂe@%ﬁqﬁg#ﬁﬂ%&rﬁ%{tbg E:“?ﬁﬁf’@fl t he
parties to,vR)ia8r i en® CAAFRRL Of Rhat Shight b8R8 A factor”. In this case,
the charge made against the contents provider may contain the factoring
fee.
20 Upon complete program distribution, the distribution management
server 16 notifies the contents server 19 (step S18).
[1.4.9] Activation
The program distributed to the UIM 12 and stored in the basic block
cannot be executed by the user before activation.
25 The user only receives the distribution but is not permitted to
execute the program distributed to him, in order to enable the contents
provider to control the program execution start time.

The activation is effectively utilized, for example, in the case where

the time to start the use of a newly marketed game program is determined.



F0491/3141mgghg1§1ributed, registers the information to the effect that the
program has been deleted, in the storage area of the data base fornmed for
the particular programto be deleted. Tlge distribution nmanagenent server 16
sends a deletion conpletion 5 notice to the contents server 19 (step S73).
At the sanme tinme, the distribution managenent server ceases the charging
process which may have hitherto been nade against the contents provider for
the deleted program [ 1.4.12.8] Deletion result receipt notice to

di stributiBy wmsnafehenictsation) tHe rélease addte nipsogerm adistktbutimedatey angt  of
the deletion conpletion notice fromthe distribution managenment server 16,
sends a dethet date testart toatsei frctvationedate)t ¢an diesseti separatel yrefirage reach
server 16 (step.S74). [1.4.13] Programdistribution prgocess for U M version
nmanagenentOMgs @Gﬁ@%hf%ajlé‘gg\lépoi@lgg%w Eﬁd\l%&ﬁ?’ i‘éa@ ONGiNgt CORHGNES SEHYAgr am
15 voluntay4ly regardl ess of the desire on the part of the user. An upgrade
of the prd&?an1that has been distributed is a case in point. In such a
case, ghe distri ' I ' of

ST Ene users o HRURE SampR: S Q6N Mn SN, MR ProBAR O ushlS € o
rise to ammbbilerteasniredicld. asTaicommubtitiorepagnisadistriteutedad tAE WINA 12 he Jaobi | e
termnals 11 are of various nodels, and the U M specifications have various
versi ons. this aase, thepetivatiorieftitized thanake phogregrant executable fiimrthei f

sent to alséi tge UM, can bF execut e%d nor naxlwg only by the U M having a
versi on i 4sEdatg ohtheterm ot validity ot the sommutation pass.os According to this
enbodi nent, at e Lie: of e k r.Si ice
request is sent eﬁﬁ@{)ﬁéf%%f@%*ﬁ%i@%l @lt%eggﬁgbmgg{o\ést %R&SE‘%[&E& it is
det er qpnedoViigt Ber the programis to be distributed or not to a given UM
This operation is showm in Fig. 12. Sone of the UM 12 support the
function dfl.46tl1}fAchyatioe request om disteibation mandgen@nt 48rv@® i n response to

t he version noti gﬁrequest, and qthers do not. Fig. 12 shows the operation
performed in t heVogBEVGH R agtiyatien heainet decesialy 1 {052 givem OgIams a Ul M

ver o1 on ndlcEonBataErkal REehdE SR TAAL A Honte e dop T (fihigidn ™ ® °
function. rindedrient sgllagéraiggqafééﬁ@zlfgbﬂ STHAR AP G AL A hiatnd el | on |

1.4.13.1.1 ogram tri request to ut ron nanagenent server

Priorl1fo dnfdrmdtidn specitymgpa pgogramnats be amipratdd, WAisochntientasesaheps 19
sends to the distribution managenent server 16 a programdi stribution 10

request céHHitherprogram stosedrin ithey WHMc12 yafng spreifls bsemin aefavated, vhe si on

i nf tion.indicati h i f. the UM12 that te. th

0t or Tt L g ARl R, O SghlBie M2t o B R R IR , 1y
The di st rifhybileRerTRIRIATESY ard 8lt¥6lat @ ideRBficr PEE R]Qﬁiédlgﬁ ﬁ&}rﬁr ogram

di stribution request, accesses the data base,” determ nes e nobile
term nal s [14.9@|whctthatidwe reouest dorlHpdci fied by the program distribution
request has been _distributed, and sends a version notice request to the
mobi 1 20t er mi nal [he1 distrabeteonr r managemantp segegr. 16, Apan 1re@eipterefi oan not i ce

Cormnal “SAVHEPERRAE RS ok b DL AR
s83). [ 1. ST PIERRED, | As alftalyrddschitiod e RRIRDn SPEERYin (= P
nmanagenmenths ewyittenl rogeany &5 ragisedredoin ntie ckitd risavecathtid Midi@ibutior he

case where the version notice received froma given UM12 fails to neet
t he condi thamagament acewerby61ase indormasion wosrasponding rtontheh énfosmatinrs

AESTHNICRT TS A TNE ST VRPN AT T
The distribution management server 16, upon receipt of the activation
request, refers to the particular data base and determines the UIM 12 to
which the program to be activated is distributed and the basic block in

which the program is written. In the case where the same program stored



F0491/31|4\1f. g@l/ﬂﬂl?t he case where the version notice received from anot her

gi ven Ul 9 neets the conditions indicated by the version information from
the contents server 19, on the other hapd, the distribution nmanagenent
server 16 distributes the programto the particular UM 12. This operation
Is 5 described above with reference to Figs. 6 and 8. [ 1.4.13.2] Operation
for U M not supporting version notice function [ 1.4.13.2.1 ] Program
distribution request to distribution managenent server The contents server
19 sends dnpa phurabitylioftUIMst 121s netueted, e mhhnry dictivaitiont protessemgs that
server 16 in the sanme manner as described above 10 (step S91). [1.4.13.2.2]
Ver si on nddIMe rléquarst pesfaymedrhe Eaelnrnmhlle)ntamnagbniaﬂt iszemhachi1dheends a

versi on notice reques e UM12 of the nobile termnal 11 (step S92).
[ 1.4.13. z:og{ewpﬁgmgcibﬁ\ﬁi 15 MPuNESdc gE HUiktHg agapssed, aﬁoﬂcé\ﬁ%ﬁé&*t the

oS on R IGHL A ERAN"EL ! 95, PRI RRRL SR A 0 or
or et ot MR ndiR’ B SRR SREISe T BED PRl napes!

val ue on tskeredetheyeinahstprogramitobecagtitagedby one. In a simlar fashion, the

di stribution nanagenent server 16 nonitors the timer, and upon expiry of a
predet er ni ned t iThis agtivptiohadqueste whessieceseashby dhe anebide tewpingd Ilgdsest

o900 g & s RSB At B0 TR Rt
di stributiQn RPVafidn in accordance with the activation request. Specifically, the
10 UIM 12 sets the activation flag from ”0” to ”1” for the basic block
specified by the activation request. The control unit 30 of the UIM 12
responds to a request, if any, to execute the program stored in the basic
block with the activation flag turned ”1”. A request, if any, to execute the
program in the basic block with the activation flag ”0”, however, is
15 rejected.
[1.4.9.3] Activation end response
The UIM 12, upon complete program activation, transmits an
activation end notice to the distribution management server 16 (step S23).
This notice contains the information specifying the program of which the
20 activation is ended, or more specifically, the information specifying the
basic block storing the particular program.
[1.4.9.4] Activation completion notice
The distribution management server 16, upon receipt of the
activation completion notice from the UIM 12, determines the basic block
25 of the UIM 12 in which the completely activated program is stored. The
information to the effect that the activation is completed is registered in the
storage area in the data base prepared for the particular basic block.
As the result of this registration, the distribution managcment server

16 can grasp, by accessing the data base, whether each program in the basic



Once agali rp04§pq14;i7i stribution managenent server 16 nonitors the tiner, and
upon expiry of a predeterm ned time-out period (step S97), sends a version
noti ce request again to the U M12 of t)e nobile term nal F0491/ 3147 31
11 (step S98). Then, the value on the retry counter is increnented by one.
In the case where the figure on the retry counter reaches a predeterni ned
value (3 in this case), the distribution nanagenent server 16 determ nes
that the version of the UM12 fails to neet the conditions for 5 the

ver si on noblioicke d0-1 0406 is aotieated crenoteforll tlndIMst3. a no- program

di stribution notice to the contents server 19 (step S84). As a result, the
contents server Wponordgistrationaof tﬂ@élV@tl@@r @mlemnncformal;lt the UM i to

SESbLﬁﬂdmnwﬂycﬁg%Se?ékgsrtailé% iiich Fonieatiamts MausATg ér?%uéis%&hﬁp@ﬁ,fcﬁgaﬁ?f 5:
U

by t hS co%@ﬁeﬂ@”‘s‘ﬁn&@%&rf%wn & Bplifis t§5b¢0§ﬁ$@t§ %ﬁ%ﬁ‘n”eﬁvit { 5§'hr2

case 1]5&?3%%&{].“'“9 tﬂ)ﬁl S %ggnagraﬁgge th ;Tekﬁsgégffﬁ@ contents ser ver

19 requestmféhﬁadbﬁtspebifyi H&I&Q@‘?ﬁﬁﬂthﬁﬁmefechﬁictlb’)ﬂtﬁtacm ng the program
to be distributed, to send a programdistribution request to the UM 12

(step S101]L 4'Elﬁ)éD¢tfomr\mhmmn i ndi cating the nem)ry state of each UMis 20

registered int dat abase qf fhe |str|b enent server 16, The
di stribution nman Péﬂgraéﬁr stribuye LFBOWCI‘EI&M& 6@ e vatesh may dediiChut i on

he basi o sty iR nEHS,RRAGRART PRPDT, O Bifinalpcin & SR MBS, "I

avai | 39l e, proyrafPOfor k! mbBileaARinA Iptétfﬁﬁ@tléﬁ%spi eﬂardafrté@g Jforeanaci ty

nmay vary fro one version to another of UM or whether there is any other

st unbl i ng theoddkM @2} hadpthegrsemhdisdost tha particular tUiMck%e Ihenehtaeape,0ogr am
cannot be distributed, the distribution managenent server 16 sends a notice
to the corfherdeactivation isstared 1n Fesponsgtarhe Agauestzom the nisiiadormed: o t he

h f h I I
The contertls HoAge 1Eh BRpnbles, AR e SR, e DSk chfib dason T o
desi red, q%geﬁiedbs sehAkE iRyt adedlib: }i;%f-f'hf?]s I%b@%hug& B¥tdrkhe die gaeeror y

capacity and the current occupancy ‘state of each 12 are registered in

t he dadabdsesoth tsheask,satr thaite I\?xrestr&;faqfﬁreohtaﬁs verovider providomg suehsan or
ot her, however, the act ual nenory state may differ fromthe nenory

state regisereiced the, dﬁa@tlwﬂ%% éh@ﬂ)rogréarnlfgr TEERIVIRS tht PATIAGHAT SSEYIgEr 16.
The operati onléé)e%gp%ged in such a case is 10 described below First, the
contents nds a programdistribution request together vvith a
program to the difd delediy Ao Bracatantil B8 eflakfd BERRY Wilthkefelbhce to

di stributi on managenent serve accesses ta base an et er m nes
whet her tHeégh8sic bl ock of the destination UMI12 is available for storage

and has a suffl cient capacity.
20 [1.4.10.1] Deactivation request to distribution management server

The contents server 19, whenever required to deactivate a program
distributed to a UIM 12, sends a deactivation request to the distribution
management server 16 specifying the particular UIM 12 and the program to
be deactivated (step S31). |

25 [1.4.10.2] Deactivation request to UIM-

The distribution management server 16, upon receipt of this
deactivation request, accesses the data base and determines that basic block
in the UIM 12 specified by the deactivation request which stores the

program to be deactivated. Then, the distribution management server 16



In the Ca%4%(ﬁ'i‘?7the determ nation is YES, the distribution managenent
server 16 sendS a wite request together with the programto the UM 12
(step S 112). 20 The U M 12 that has regceived the wite request determ nes
whet her the program attached to the wite request can be stored in any one
of the basic blocks or not. In the case where the determnation is NO the
UM12 sends a no-programdi stribution notice to the distribution
managenent server 16 due to |l ack of nmenory capacity (step S 113). 25 The

di stri bUt!%hdﬁa@?@%ﬁBﬂVaﬁ@mVﬁ%lbﬁt top@he r adiily tefmimd 10- pt oghéch the
di stribution notice due to | ack of nenory capaci t§/3 sends it to the

cont ent s spartiouldd JEYlep2Sisl anouktesimarhbsiltotster, S3Be cPhiedeactiaation 19

can confirmthat the program cannot be distributed tg the UMto which the
di stri but i BHuest contaias/ thes mivgmasian specifyingthg| basigablask stging theogr am
cannot be stored jn a basic bl.ock due to a wite error in the nenory of the
UM 12 or P’F%r?rﬁ}*f%nh%flp%n@teflhe nenory device. In such a case, exactly the

operatpon.. I n i [ Tackpaien (£AGK, IR PO 12 tedogh e bpRe")

operation. In Fig correspond lto
S 114 in Hegmiaal and mrzﬁﬁﬁmti@i(ﬂﬁ@meﬁgfe@f@ietlﬁp_ﬁéﬁbltﬂﬁckrs 8eHTdd v§l V-
[1.4.15] Specific exanple of operatron w, a specific exanple of theé

oper ati on thecdeatitivgtion reljiestli® res¢tatometil” wo I’0” ey thepUdVhéd. [Afterthi, 1 ]
Execution of programstored in UMIn this exagpl,e of an oper,gti on, assune
that a prodieagxesatioapt the programimthis pagi@ar basicitleck 4 prolibger- 40- 1 of

the UM 12 r operates t.he operating section 22 of the nobile

t erm nal 1[11gg%aﬁﬁﬁteﬁﬁ@v%t&%%§§gsre§ﬂ(§nsrﬁ)rre page of the contents provider

t hat distri ke LR, 1 I g - 3Creen
D21 arsla):hown inbglﬁgij%ql% |Osn§% gye %%Htoﬁg‘hgmggé%}h%aechhgg ﬂf ﬁgﬂgllfépl ay
section 2ltheTHissribuibni dahhgemennseseeredsd (28p iS3 P ovikisdndiyce ontainisent s

server 19 of the contents provider. The user perforns the operation for 20
sel ecti ng @e informasione specigyinige themrpgsamowhich ohasitheenodeasttvatedo@rt he

The.conmut Shecoicpibidhe dnfrnatitn SBerTRne HrdHis plack WPHneiAe progdihe ' '
contents S@W%-‘iﬁlgtg?&ﬁ*"gﬂ?oﬁ%Hﬁﬁ%ﬁ@ﬁ}ﬁlot% a result, a downl oad screen D22

is sent friomthe ents server to the nobile termnal 11 and

di spl @fed on t heTHE shdtdibusert idhagémeh segvani 6adpen reesipbd @g@bgﬁam a
menu of several value data having the sane nonetary value as the
comut at i ofegeismtionnerd npticesconmsthee M t1Re deseimingsy basgs antthe nofice,

Lo T R O B G 2L MR R oS
deactivation has been completed. The information to the effect that the
deactivation is complete is registered in the storage area of the data base

20 prepared for the particular basic block.

Upon registration of completion of the deactivation, the distribution
management server 16 notifies the contents server 19 of the completion of
the deactivation (step S34).

[1.4.11] Deletion (only when desired by user)

25 A deactivated program wastefully occupies a memory area in the
UIM 12. 1t is desirable for both the user and the contents provider to
delete such an unnecessary program. The deletion of the program,
however, cannot be left to the user. If the user arbitrarily deletes the

program in the UIM 12, the rent charging process for the UIM would



After thatFO4?pg1@pntents server 19 sends to the nobile termnal 11 the
screen data for selecting a nethod of account settlenment. As a result, a
screen D23 is displayed by the nobile pgrm nal 11. The user 5 selects
"SELECT FROM U M MENU' fromthe nenu itens in the screen D23, and thus can
settle the account by use of the programin the UM 12. Specifically, once
this select operation is perfornmed, the UM12 is notified of the fact.
Upon receipt of this notice, the control unit of the UM12 returns to the
mobi | e t erevmtéduel to tprecked tino§pitd e fptheg prograhodedtion, intedsathe {26t Wiocks
40-1 to 40-6. The screen D24 containing this list is displayed on the

di spl ay sedeletiands netifieddorthpidistritaitiommanpgentens seseer kéum@lat@gt t| ement
programfromthe list,. The selecied. programis executed by the U M 12
thereby to sett|fécemh%é%mks.emﬁe&%engéﬁemf@reacw epevardheaiser SHRES

executing th rogramin the,15 program ar 41 of .the,basic ocC 0- 2.
The' dat a_dPedcieon “Pagtatciti sFOBRIACL i Taith, Sndbt ind; 2hliel P R
account. T detection that the account has been
settl ed, s&e‘%s %E@?@rﬁ%&ﬁﬁe{n&%@p%he ‘comut ation pass included in the

comut ati on passA plélethas based wesi réeson bhete abdw ef theocémenmoprdvedegrigi nal
20 11. This value data contains the infornati on such as the nanes of the

two st ati drasicallinoepertmted adualito yheearespltimg ammplicdtiomefudier charginge age
of the user and are sent fromthe nobile termnal 11 to the UM 12. The
val ue dat PrOkPTh are to be used for the " 0O~ RAILWAY" program are stored

25 in the U 12106 9BaAeR 0P Referthels brodia eRORR IEhE fetike ol WEarm o
of anleg?;@ggw1 Be BxpRAAR belov? with refiréfite 83FPd. SIPARI §9. 1 n the basic

bl ock 4 e U M12. The user accesses the hone page of the contents

provi der Hy.4.1F0Rrogtdm ddletiparauest t he operating section 22 of the
nobile termnal 11, so that a distribution menu screen D31 shown in Fig. 17
i s displayed on Eh@ usespacgessesctd gredatesmingd hemiel pager af dhe conteps s

di stribution menu, screen.D31, is prowxided t tents.server. 1 f the
contents pﬂr&’\Y? erﬂpc?ﬁaﬁlﬂg 'gth?ﬁ) rﬁ?BgiS&é:g%Phgﬁrﬁ eopg)iljfeséqr P\?)ﬁa&ql S
called "e-g£0 % iC bl pain t k15 The I t he
desired cé&m‘mgl t?ﬁ?%@%ﬁ&%&%@&%ﬁ?’vﬁ , '5105001? chl:}}%’lf’({ny eEIFéﬁP tltgc)s’ from
t he cofmodlisplay sdretrdfi thet digpthiys sectbon i2inofiethe mobdenteB®inalThen, This
purchase request is transmtted fromthe npbile terminal 11 to the contents

server 19 dipirdugton memesereendPk] isHuoviind bystheeequtentsosenyar LPaef theei ved
t he purchase

. . I D3 h bi |
Lor nunal | EnIAG Py disiading e BREnEs, WheAThE Rsciiisht AT oy

section 2 r t h st gded h S 2,
the 15 usétrelﬁsﬁggglgkg%iﬁ%odﬁg@ghse tgc? gédgll%@ %Aﬁﬂ%eh@é%giﬂta?‘gngﬁaq%? ggram
for XX Bankhether aHe idelétien kasibe bhreidd 40t 3s displaged)oM the disphiyaseeiomy t he
control unit 30 of the UM 12 and a _settlenent_ screen D34 is displayed. The

user 2@putl ehthemabilesterminal 1 kiasahown in bignlder as settl ement
|nTormel fon.  ThepmPRl e ASHES! AL bk Sioh CpeohIEES, 1he, ASkashLl SR
the screen,[BRe bRIAENAC §8SRas s % SHOBYER (applet) deletion request to the
contents server 19 through the network (step S41). This request contains
the information specifying the program to be deleted.
25 With the transmission of a program deletion request, a screen D13
indicating that the deletion is going on, is displayed as shown in Fig. 15 on
the display section 21 of the mobile terminal 11.
{1.4.11.2] Deactivation request to distribution management server

The contents server 19, upon receipt of a program deletion request,



Upon conplgis@;Aayshentication, a purchase amount confirmation screen D36 is
di spl ayed. The user confirns the anount to be paid and inputs the 25
confirmation. The nobile termnal 11 digplays a paynment confirmation screen
D37 of the contents provider, i.e. the mail order house, together with the
delivery date, etc. [1.4.1S. 3] Use of commutation pass (check gate passage,
manual start) According to this enbodinent, the nobile termnal 11 can be
used F0491/ 3147 36 as a comutation pass by storing an appropriate
program i nséridy Adbhd@vation € t @0 Qhe @RSt Hutivh Managbme Beavereto qetepn.
First, the user depresses a button 23. A U M nenu screen D41 shown in Fig.
18 is di spSd2ed dhis ldeadiispliay requestonofthing ke unéorrbatien espesifying & LWAY"
for which the commutation pass is used. As a result, the control unit 30 of

the U M 12mobileytersmingd 1d- oRaheviaserpresgrestangn then progemm delebiensand, they t hat
a menu scre%n D4? is displayed on the gli I section Z1. \Wen the screen
D2 is di sPl QWG,IOP@CG@F“%&%B‘E%MH? %E$ “%etﬁapu CATI ON AUTO. START". An
automatfj c f%arltl'$ﬁbteﬁ8ﬁ{’£ﬁgha§@?&q tﬁd(ﬁMs di spl ayed thereby pronpting the

user to setéct e case ré the user selects "YES', the automatic
start is set. '”Théed‘iﬁ%uﬂwenfahﬁgéﬁ@hts%ﬁfér' orp,| ﬁxﬂd)‘p'rcc%?mgf hgfotgher
hand, the automatic start is not set. 15 The gate of the railway conpany is
equi pped wi¢dctvationk e¢qudseciccessde therddtebaseBehdr detpansnesy at basioghl ddke
gate, the user perforns the follow ng operation. First, the user depresses
the U but t $eTng, theyorogmmeity bec delatedy 1 Tdeawthendistigbution; managsmgrid on

the displ ay sect |18n 21.d The user. 2(3. t hen sel ects ' .-~a RA{IQLV\AY' for_.which
the pass | ©TEk | OASeRds ey JeactiBtion, TestCsh; eonpinibe ey HifQsmation, s
the ~ I i j - i flﬁ’é

sc reeegl1 034{*2&%@?{{3132@ glhg;rjq dgg Cgie%t llp%?ié E&E}%é tﬁg e@oggﬁcetg ts I?IP Igtgg%gnﬁ%h e
pass progrm@@gﬁﬁ%ithu?&@?f@n@eléﬁm{ (stbp SA3)RAI LWAY programis started by
the control unit 30. 25 I'n accordance with this pass program the control
unit 30 begi ns cbmsudgasiivationiaqueshes s¢1ttkt@ttheebﬁM A2 threngh dhepasbileheck.
In th wh hi ' i [ J.ed oy, th

Crypt osyat GRIIRS, Lxanbhe, VLN pAssCionciRtpr Ocodd 1@ Hber FiEdrioB) /196 ng
the steps ﬂx%ﬁ)gféc?? r P Besic bf&ﬁ#@bih@a by éﬁdé)deﬁéﬁbﬁﬁéf&;réqﬁgafkszsx%& ot her

party. (2) cket "check rea witer uests the ermnal 11

to tramsm thatnfthe MekeQtion bhetheoproppimonnPdss . pardiculdre i | B1dck msnal 11
encrypts the pass information by the common 5 key and transmts it to the

ticket cheptohibdedr/ witer. The pass information display screen D53 is
di spl ayed n of the nobile termnal 11. (4) The ticket

n \tbﬁ_e ]ceibsgl a%,/ secti _ _ _
check read rddi4lPeaeiyaton ep dO¥RRB%ed comut ation pass information,
and, in the Case};ﬂ‘@e@ﬁ\d{ X?, Flﬁgﬁe'esncf 8&’rtﬂet]gro%ahle%ﬁ&ﬁ%t?on,t[g%n%%rj%aﬁe IS

opened to allow himin. sane t1ng, ssage Screen

expr essi ngdectiviatioeerid nbtiee 6 ehie disteibapoaygdnasembat deseras Gesp 5944)21.
The foregoing description deals with the conmutation pass. In the case

wher e 20ne hbisi hetice contaans the isfarsmtiamspeciyingrthesbasipbloek stering thes
however, the data,area 42 .is updated to indicate the value data
cor r espondPigI deACtNARAt after subtracting the actual charge in the

process of4( 1.4 ] of comutation pass (gate passage:
aut o, st ar[tl).ﬁl.)ll.aﬂoﬁgacl[laatlor}gné notite

The distribution management server 16, upon receipt of the

program deactivation end notice from the UIM 12, registers the information

25 to the effect that the deactivation is complete, in the area of the data base

corresponding - to the basic block of the UIM 12 specified by the
deactivation end notice.

The distribution management server 16 sends a program

deactivation end notice to the contents server 19 (step S45).



When t he 418¢R 1 P43 shown in Fig. 18 is displayed, the user can 20 sel ect
"YES' and thée automatic start is set. The follow ng operation is perforned.
Specifically, when the nobile terminal 2kl set to the automatic start node
approaches the gate of the station, a polling signal transmtted fromthe
ticket check reader/witer is received by the nobile termnal 11. As a
result, the pass programconstituting a part of the ~~ RAILWAY 25 program
is automatically started by the control unit 30 in the UM 12, and the pass
check si i [B4.1106] Deletiow edqiidsatd distribationatlanugemeht S¢rviekf ect of first
enbodi ment As descri bed above, according to this enbodi nent, even in the
case where the sTheagmtentsseovert b2, spon agecipbdif thei deaditiviation ¢nd statiee each
F0491/ 3147 38 program the nobile tterm' nal . sinply provides the

comuni cat femtheprogram toobe Helatedy framy the distribytiog, mapagemenp §8EeohO1 he
nmobi | e term nal her ef or.e...the inherent functij Pf ge bilerbﬁrrid nal is
not advers%etqpeé*sf & Sglbﬁétm I{l'ﬁ%a%ﬁrga?ﬁr%eg‘f%r §e,ot Clec 1S, 74 Wlhe

deacti tiﬁﬂ)eg}g% tag?@glfﬁtl on are not carried out by the nobile term nal,
r 0

but under con the distribution managenent server. Thus, the user
conveni encpl 431 1. ppDe¥&ionféquestito UIdMsanme time maintaining security. 10 [2]
Second enbodi ment” According to the first enbodi nent described above, the
progr am execut edThg distribitioh2 management i servee blsiupdn ordeeipto-af tthe40- 6
in the sane UM In the second enmbodi nent, however, all the pr s

execut ed aP@Ham deletipipraquestisends 4 Rregiand slelction sequest 19 tflgél%il%l 12

cont | gur at PbrsE SBErERRGRL IR brokim Shablaf Sled S5 0 gH HABLHAR °

enbodilgp gt gélfetibﬂeréqiﬂEE’ﬂ‘éérﬁﬁiglnsAth@' ifdrmatioh ts?@grffgﬁg%ﬂ% Badie-HlotR s}@ﬁ{ﬁ_ﬁgnd

19X an I'stribution managenent server 16 own In Fig. 21.

di stri butithe pfdgranagebedeleted.ver 16A corresponds to the distribution
managenent server 16 of the first enbodi nent plus the_functions unique to
thi s enbodi ment . Theeprogramndelesiony egguest-is seatt 1t9- theahiiM ol Hhveugh nthear

f [ he fi nbodi. .+.Th
accor di ng ORI TBHBENT hend MaUTNA . eHETer (58 PoREGER By theabatin DIRGEKT 1 st
enbodi mentsp&q 1e§§fﬁl@vﬁi‘dg?’arﬁi(ﬂﬂe§3ﬂ regﬁ‘@stpl M 12 according to this

enbodi nent i ncl'u an ‘application area 12C shown in Fig. 22 in place of

the aggl i cptt.4dr .8} Peldtzsh ehd rbspdrsest enmbodi ment. The program st orage area
12C is divided into seven basic blocks 40-1 to 40-7 and one free basic

bl ock 40-1. FOLbe/ B1M B3 ahahpaend of dbies progmm odaletipna nigansimitsr e

basi c bl 40- F1 h have. a,. 41 dat . 42

T e R R T P e
th t i t . : : d

on the o hﬁfanﬁggﬂlenl?%%ﬁ&g;@gﬁfe?’e%?’ ﬁﬁléjgltegfgﬁtﬁgr@naynéﬂé'@e %@%ﬁgﬂ t@f:or e

in the progra area e sane’ basic the tree basic ock.

In this cagdormbtiohapecifyiing ke asic blockOfromnshichette peodrasi ¢s lebeted40- F1
are independent of each other, and basically, the programstored in_the

progr @M arand he grogramnwdgietsidoc kAt the samec iz a seregat B 14r diaating theher
bl ocks. This,i th ith the first di ment .. The 10
Chorka o o By B SIS A R oThetof S TS0 B B Tl AR R 8

of the mobile terminal 11.

[1.4.11.9] Deletion completion notice
The distribution management server 16, upon receipt of the deletion
25 end notice from the UIM 12, registers the information to the effect that the
program has been deleted in the storage area in the data base corresponding
to the combination of the user requesting the deletion and the program

deleted.

Then, the distribution management server 16 sends to the contents



wi t hout iﬁ%&g&&?%ary of the distribution managenent server 16A. The data
area 42, , can be directly operated through the distribution
managenent server 16A or a local termgygl as in the case where el ectronic
noney i s downl oaded fromthe ATM This point is also simlar to the first
15 enbodi nent. According to this enbodi ment, the distribution of the
prograns stored in the basic blocks 40-1 to 40-7 is controlled by the

di stribution managenent server 16A. The program stored in the free basic
bl ock 40- icel { deletiby it Rentblste (she S64) managenent
server ZOE%%Vﬁgwﬁggc?ﬁgaﬁggrﬁ@ggﬁmﬁ r esponsi bi In?t:y. %Sb%%r di 219 .to the first
enbodi ment, t heIpriggicase twhdenitet eldargeoprockss againshttbe sonvents [Povider
accordance with the distribution request fromthe pobile termnal 11, is
sent to t hasberhmady fomthedpragranudelstcdrethg gHsgHutI) gnagemep{server

di stributi on managenent, server 16A a cordinﬁﬂto this 25 enbodi nent, on the

ot her hangcasesdeharge the,Fenteats BreyidepthersAitEbquest from t he nobil e

term nal , on.acqui i ng, th ¢ Ny Aace J server
s rean r obi EPEPRR Ry Phte Rs R Bt BRiCE Shilfasetofetrely ST
distribution nma r : i i fayy Beledetedthy icshet m | ar
to the distri bu?@ﬁ%ﬁa@%ﬁf%@%@ﬁ%%@%ﬁe fi ra?t F0491/ 3147 40
enbodi mengham Heat intégion oo asheli asern butAnn ekamplehaés cthe eexpirgeroferat o t he
UM12 is rel ayed and managed. This operation, however, is not the only
function predéterminad tepom dunngaﬁbgéh@progr@mwnb@w%@eor ding to this

ﬁe:‘;ﬁ? for st §P? geadprigfionmior defefind umtRerB Tilcis Wifhncy Qe o
L e PLAY" B pAFREC RS A IE S SencH oA MeldescaBiaamion! wile
di stri but irgfbrgﬁé@ggg%]tus_erver 16A. In this sense, the distribution

managenent server 1 exhibits a function simlar to a cache nenory for 10
the U M 1%1.4.024] @eadtivatiomageueketbdyf am di stribution to the UM 12 and

exhibit the function |ike a cache nenory, the distributj nmanhagenent
server 16A i ncl dfidhe asaple tepn: bR Eﬁ?ﬁé&”r@}ﬂs %pltregoqndrﬁﬁecﬁr&g? Buts on

t it,50,h i Tl j 15
"t orrmt 1 rdire 18 eieipeld the STt SRR KEtere, Hiladeddsp BT
storeglst hghei dhtd PARI'RICRIBRE' a1 the UIME 02 @8 pwhiiinghé cpriogeamr ogrizen t hat

can be distributed to the UM12. The URL is the information indicating the
addr ess ofdefetefdrisf beerndistabutedeand the basicsblogks staring the progmmie kée very

20 tent wh : icul is.l ted. ichistep b

Stor oq | n dekeicphingah ol e HiMshLctind Rt AicaasvAiEh earetnSrhash &F, e
URL i nf ti ] b ;

Storage capackiMbt 12ndSiREGoahri i apsihs PERCTYARUTCRARS SEORMIAT WP, oo
wher e theiﬁfé}h?&?o&gg@%ym | heBisid BIGIK stofiiy the [rekeshad bsddiesed.ed by the

25 contents prov-i1d erating the distribution server. The chance_of
storipg a new prilg deacivdtiom tdRjueshes serit toreacheUBMbd 2ahrough themaehilet or age

unit 52 is given, for exagﬁl e, In the case yhere g,la)e, gﬁbile.teirm'gil 11 of
a gi ven udermingldila FhegUaMdl3xesets: i 16A0Y edie "VandDg FCALN 3128 he URL
t hereof neeting the rtcular. ok BRI [MelrB i s not
st or ed in%%%‘&?’ﬁmatpnhﬁ Mfcorplgélggfgicﬁ%?%b )thﬁEI ﬁ@%@l}g\ﬁﬁgﬁggggﬁéﬁthe
programin | t ioH ﬁggit%ﬁf—‘i tine panicNas basicyblodknds
acquires égéﬁg?ggl&%hgi%@gbﬁrﬁfd%%i ed by tﬂe usgr, in conpliance with the
request frgpghithigedobile termnal 11. 5 The user information storage unit 51
i ncl udes (n ~ 1) individual user information storage units 53-1 to 53-n

cor r e8pondildy 122 JDpactivation endiresponsee system according to the invention,
is applicable. Each individ

r e?l di stributi ot the end@fit gﬁ%ﬁ&@@%ﬁ?@@yﬁiﬁ ﬁ%?ﬁl%‘ég# hﬁ?‘éﬁﬁ“ﬂ?ﬁ i on
oni ¢ 54 ot aSiiffe it ingon iEpA&Rnsfl Srirhat Glm ??%I- nas stored
therein pglg_q?hﬁggﬁétﬁﬁgag?]gubﬁ notRePr ogram actual Iy distributed to

the UM1 Inter data is for indicating a particul ar
area in the progrigen ditiibiaonaimem moeseuvert BEP, wipore reoeiptr ofr dae or t he
URL thereof is stored. The availability of the real distribution
information storage unit 54 makes it possible for the distribution
managenment server 16A to immediately redistribute any program if erased,
in the basic blocks 40-1 to 40-7 of the UM 12. 20 The virtual distribution
information storage unit 55 of the individual



user inf ogg%li %]Iq storage unit 53-k, on the other hand, stores the pointer
data corr poﬁ 'gg to an avail abl e program though not actually distributed
to the UM12 of the user k, that can pg imediately distributed to the UM
12 of the user k who is desirous of having such a program The user of 25
the UM 12 can receive the follow ng services by use of the virtual
distribution informati on storage unit 55. (a) The pointer data of a program
of which distribution to the UM12 is desired is provisionally stored in
the virtugleadiightibRWndoRotied Fdthtthenpartetaarhith théprogiiatn 6 ¥e delagver

the distribution of the programwth the F0491/ 3147 42 pointer data

t her eof sthaseseemdishébwied; regisutirs the hnforomatior endieating the acagpletion of5 i s
required, sends a request to the distribution managenent server_16A using

t he nobi | dheedeagtivation imhthedisteragsuared elrihgeaia basevEormesh fagadbet ne

poi nter data _.of, the requested programfromthe virtual 5 distribution

i nf or mat i d??rElFBlra&(?éO%’Eﬁ - 55, and acquires and distributes the program

speci fked by thesypar tyi . DO t U4 1 hi t he
poi nt e$ dat a of e],;tﬁee E‘?Sgélr”gﬁloﬁu s@%ﬁéggg{ﬁto%ﬂ%l M12§?%d§:roéedﬁ¥r m%?he

virtual di Ryl j BRI eStortRA tBhis ErvEP 19 TSteheS$3di stri bution
i nformati ﬁag%lggggg%mleggﬁ ri1(%&( b) The nrttn%er of ther(bagi C b);joc_ks in the
UM 12 is[i4ui2ey). Nosfiehtor, oft deagtivatipan dompledibh t hetibasrecdipbcks are
occupi ed and no basic block is available for storing the programto be

di stri but elistributsucmanagement seiyedi stri buti on managenment server 16A reads

PO 1 Gttt SRR SLRLAIE SR R SAORL Ao AR D1 ook
0 17N RICTTRT ASEIRIAE BhdnGfentlidatt] Sk s eniibeunbn ol

sent to thecsipiinblicewbehe distribationhi inhaagemenbeehasild Btep864Y- X, and the
pointer data Of the programis witten in the storage area corresponding to
t he basi c [hlbiR.Mdelctiontiequestaio WIM ri buti on 20 information storage unit

E?duéi‘i “and st TG (BHILHRR | ARG aRCrVEr, o HPORWEFGREh B RE e
dr rvon awdlp LHHBATELER nols, REndl R3FTRue AOCHEBAT ket I P rRpsine”

requi 1 §d, tbAniMA di1stthhP U0 nramIRRESE Nthes edestivhbidnargbhprtidn phodess
described in (a) above can be carried out. Now, an explanation will be

gi ven of tdoerdspoating) tofthe eadiivatioh ueceoipt moticee(sep ShlverThe deletion
correspondi ng to the

free basic bl ock 40-F1. As already described, .as f
The 1760 BEANEStYGRRoADERIOOTR doBmakal bh PBra R BEdACHmARPS SPESEYHBEs ot

manage th k [ i: i 4 7 43 user, by operating the
nobi | e teﬁhgr?gg{c?@é%%&iflﬁgy“g%rr%%&s é?%%r&%é%eh?e a programin the free
basi c bl ock 40- Fihe ThRMr 92| 1§bcﬁi rrebefipt 061 | thEodaRstican regeetgehronigh e of the
i ndi vidual user information storage unit 53 has a_storage area

cor r e3Pondnabiledetiindl Hasletetbs th ptogram infthetbasig black specifiedbntle,
however, no pointer data of a programis stored, but the data including the
nurmber of TEAHEY.a programis registered in or deleted fromthe basic block

40- F1 or the iRiormation thereof. In the case where nothing is stored
in the fre.[g%i?:-‘cﬂ I@Fgeéﬁ4@(£ﬁffs%§ﬁggdata indicating the fact ("Null" data,
etc.) may be stoped imlq 2t higs tRE &nd TOR tRE Opfytahi ddletibheardiidhits b ock
40-F1 of the U M12, should it be deleted, unlike the progranms stored in

t he basi c ddledés ettt hotioe 40- the distrbutoasmanagement iserveryil 6t @tep Y n by
the user hinself. In the case where the user is desirous OIS changi ng t he
progr 2Mn i LTS notice eertabnssthe pfoaration specdiving the bgsicolaskdram am on
t-he ot her Pland, such a chag@? t[%zln be made al ways by the user hinself
rewiting the prpgramdiasbecndeletele distributi on managenent server 16A cannot

carry out C['ahﬁégmiﬁgiyi&r8&;\1&?&&)\{9*}0&{:6a programis stored in the free

basic bl o
The distribution management server 16, upon receipt of the deletion

end notice from all the parties to which the program to be deleted has been



20 The frﬁﬁWQﬁﬁhﬁ bl ock 40-F1 can be changed so that it can be handl ed the
sane way as ‘the basic blocks 40-1 to 40-7 as desired by the user.
Specifically, before the change, sevempgasic bl ocks 40-1 to 40-7 and one
free basic block 40-F1 can be used as eight basic blocks 40-1 to 40-8. In
such a case, the information to the effect that the free basic bl ock 25
40-F1 has been changed to the basic block 40-8 is witten by the

di stribution managenent server 16A in the systemarea 12A (Fig. 4) of the

UM 12, Alds@iribubel, 2egidtérs thbdnfaratatitisto tteieffeot thetdhenprogram tasdegemuni t 54
that has hitherto been handl ed as an area correspondi ng to the free basic

bl ock 40- Aeleted, i thanstoeaigdyareaeofiithe rdatat base rigbmge the rRAFKICIEAL as
F0491/ 3 147 44 an area _ corresponding to the basic block 40-8, and using
this areaprogean torbedeletgdnent as that of the basic blocks 40-1 to 40-7 is

the user inthi 4 BeeSEint mAteeBE oot P 1D cendhdracBibh B Y
The bgil gﬁ%ﬁg(@ tﬁ?;"f’ﬁe@l&?gé&&q@@&e §t7g anged to free basic bl ocks. [2.2]

Conf i gur Ion manage erver A configuration of the

di stribution napgogresimeefiney, the dReiBulion Angnagdmefibaedvart cedmeasi te
managenent server 16A is roughly configured of a 10 transm ssion control

unit 61, tchargiagrpronésy whtichmay hageitingrto PeetemadeRERIAEHNE, COMENES ogr am
i nformation storage unit 52 descri bed above and a secure communi cation
control upreviier fonthe delgted BEOSIAMontrol unit 61 controls the transnission

or m nal s L1414 S EReGOR AT SEHitFbRnCE g ARl el SRR SRR <
19-1 49 19-6 andyidgofRhind ek 0ahpohl recdipe dff e weteion dwmpletionni ¢ 61

al so controls the transm ssion between the user infornmation storage unit
51, the pregicenfroni tHedistdbutibarmgragementenet Hhesenelsr delestanunesdt i on
control unit 63 to each other, Further, the transm %sdéon §9atrol unit 61
control s 26ceipendtise to e disirikatogananagement server 10 Gi&h Si'd)-or mati on

Communt caiioh ] SbRiv&RL A Butigh HITEun rrU R Esibh el Xocut Fon
of various procqql%eéoh&nttg%eg%ﬁierlgbﬂﬂ BGW%@% RtibMe. at pRograsd

i nformati on storage unit rogram mati on storage unit 52 and

the sgsur & neeilyyssrileanof te dedireiontthé3par oftheatseer Aandpgrde of ogr am
information storage unit 52 substantially functions as a portal site for

t he progr dhe progiam aattkasdeean distiibuiteddstaocaseenPRNE. bl ocks 40-1 to 40-7 of
the UM 12. The_secufe conmuni catjan contr, uni t i e
F0491/ 3147 45 irIPo%‘Eht@ GASY ‘ﬁf’e @b‘%té@‘ &fﬁbfﬂal?ﬁogé?‘i ?‘Pé?ﬁ%‘f%ﬁhé&
contents V- 1941 18- 6, ip‘arﬁ aj i t rivate
key hel d ﬁgéegc&:]ﬁdsu?g/l Og%(ljl r?}ha%elllgsgg t@ie\g’?gcslﬁgp %f thgﬁggb ii:c;%qrf?)eiﬂlyIshta1cS ol?@ft:rﬁe

contents sRstftifed Lited iskOtPanSinb8ndeniGpecat Tiisdé e ceasbreod dhienfact
[2.3.1] Registration in user information storage unit In th %anﬁjln%shom
c r

in Fig0 21hat héhecanobile stersninglss 1lo-are: ©f1 9:a61Gise MAES, t AR f the
(appl et SPSCURAIDI oY VHROROAEERDS: o T mgd; baPln CndtRId, SR P P
the parti ol 3¢ R 619 B Versith, 48 Sént 3 A B¢ UIMs, can be executed normally
only by the UIMs having a version issued at a certain time point or
thereafter. '

25 According to this embodiment, at each time of an upgrade of a
program, a version notice request is sent to the UIMs and based on the
response to the request, it is determined whether the program is to be
distributed or not to a given UIM. This operation is shown in Fig. 12.

Some of the UIMs 12 support the function of notifying the version thereof



st orage quoh9§§1‘9,f the distribution nanagenent server 16A. The registration
process w I'I" be expl ai ned below with reference to Fig. 24. First, the user
sends a request for a menu list of theoprograns that can be registered, to
the distribution nanagenent server 16A fromthe 15 nobile termnal 11. This
request is sent to the programinformation storage unit 52 through the
transm ssion control unit 61 of the distribution managenent server 16A
(step S 131 ). The programinformation storage unit 52 that has received
the requesip rrérsgaﬁﬁee&) theWerdidn AdLIEE réddesthendobleeddo hdat B Ieshi@@isst er ed
or, 20 specifically, all the programs of which the program proper or the
URL is st ahedperatibe perfoynsed imthercesei whest anvegsonmdtice2reqaest hasbsent s t he
menu |ist through the transm ssion control unit 61 to the nobile term nal
11 (step Sensip.a THM supporiingtsuch a dosrtien ad the opsrtien psifarmed in and
section 21. Under this conditjo r can

di spl ayed 25 on the di spl a n, S
Coori oY ed B2 Rlse s RoV St RS deangst s hoet grh: tod LHVIERT o
f i i i t 16A d di I it th
i onl a3 scLPRing BEBAGE ToC o whi oh di stribution | s fequested is
det er m negl.4.&@4ﬂ%§éfhlio4ﬁfdfyumesu1§gfr_t' ésidinbliee FRgE@SH NY section 22,

the nobile termnal " 11 transmts a gi stration request containing the
i nformati qi.4,08c].1y Progtane dpstributiohareguesgteadistibutien magigement sgnvet i on
storage unit 52 of the distribution managenment server 16A (step S 133). 5

The program i nf diieR iodisétibrdgs ofra program adtey upgrade, fheoepntantesfyerat i on
t, i St t ted th i th . .

| nfor mat i o9 Seat i e eGSR RenbisarVer dPat mofeta diSf outian wi )

A . . anitt = _ . ! L

suedt r dSfpkd Ediing The ShoraRgR spReityllf i prdgtdah 2R tRAVERIon®, |

bui l't or ripférimestion NndiiaAingasie vdrsionr ofr i UM 1Bt ihae cimeageutdithe52,

based on the registration request, identifies the programrequested by the
user, and phetienlarpregram (pigpnd®t).data for specifying the internal area of

t he progr i nf.or jon storage unit 52 in which the URL information

i ndi cat i niﬂ%&&bgﬁpﬁbﬂoafn% ISABES IR 5 the program proper thereof is
stored. Once th i At er gar, S b usgr .
obtained in thi g%y&tsﬁ%&gélggﬁ{grﬁa%% orrﬁratsgg?léfg?fo@até@%&n%te Egl’?taz)gestg%s t he
cont epgs ﬁir@%?ﬁn' distablitioh e qRkst, hecdegses dhet dataubagy) détepmiméd all sher age
unit 54 of the individual user information storage unit 53-k correspondi ng
to the usanokileataiminals 14 det wimcnethet ipropeamc speaificdabyx the prograny)
avai | abl e for,storage anp he basi ¢ bl ocks,of the UM12 of the user k.
The. poi nt <ty Heaneshpaybasn Rerbuted 43 SHa% 8 Servion naHics BRI n 1 he
area of t j J i L i nit 54 corresponding to
t he basi cq§|tégﬁhﬂ€ﬂ§<r“f‘]§’{ﬁ g%isgiigwso{l&#gﬁﬂ%gk%g%%e UM 12 of the user k
has no bagii .23, PBpWkrsiBnhotike~ X ¢ 7) available for storage. In such a
case, the programinformation storage unit 52 registers the pointer data in

the v20tual di stFhédwersioni nbuceraequastsiorsage toneack Ukdsi1gn thremghy thde user
or set

mobile terminal 11. The UIM 12, upon receipt of the version notice
request, notifies the version thereof to the distribution management server
16 (step S83).
[1.4.13.1.4] No program distribution notice

25 The distribution management server 16 receives a version notice
from each UIM 12. In the case where the version notice received from a
given UIM 12 fails to meet the conditions indicated by the version
information from the contents server 19, the contents server 19 is notified

that the program cannot be distributed to the particular UIM 12 (step S&84).



aut omat i catgsyq/3hay step S 141, the nmenu list may not have any desired
program In F0491/ 3147 47 such a case, the user can request the program
information storage unit 54, by operati3fg the nobile termnal 11, to access
to the desired contents server. In this case, the programinfornmation
storage unit 54, in conpliance with the user request, acquires the program
or the URL thereof fromthe contents 5 server desired by the user, and
holds it in the unoccupied area in the programinformation storage unit 54.
In the process, Inhthepoase avhetet thei nelistan imuficehecdeaved ifommodnether agiyeinr ed
programor_the URL thereof is registered in the real distribution

i nf or mat i obIM dRameetsithe czsmdmonmmchga@drm e vessipndnforsaasien érqrinthiconed

above. 10 Upon co Iet tration of . the am request ed by the user
"ot hi s vaGONieRts SrYEF 1Guorome el dvend. 0, GishThaRoh TRatRent serty
process fog.t t S the
particul ar i?) @Sﬁéﬁéﬁ %gggﬁlsg(?ttﬁﬁf fc'?l?%rn s?grg%e 3?11?% 0@%68 ﬂ

regi st rat i gesckibedii iR Wghtﬂyeﬂ&@bltg Flgé%'&ﬁﬁ g1 through the transm SSI on
control unit 61 (step S 135). The nobile term nal 11, upon receipt of the
regi strati pn4rié2k@pesativis f@r UEM adt amppqmmg(meIMngmane functior

di stribution managenent server 16A (step S 136).. 20 The user information
storage unft438.2 M’mogmmstrrhutmm@@% to dtstnhua@mrman@g@nﬁm Seresugh

t he transm ssion,contr unit 61 _from,t he nobi ermnal 11 hayi the UM
1901 the user KTRGCORTAIKENENETolO GRSt Browan distributihn BaeateOiibe
contents p i f s been
oot ot er e PO tudidemdhe FEvBL I8 U sl Hlahilr A2UBGILATLBONES T
the cqmy enﬁ%ﬁggwr 19 (step S 137). The contents server 19 that has

recei ved the ‘activation perm ssion request, in order to approve a program
utilizati ofl.4dd2.2¢Versiondsotideereapiest/ to UIMper m ssion to the user

i nformation stor nit, 51 (step S |38) F0491/ 3147 48 As .a result, the
user informati onﬁg@ o‘klé ibYlieR EANAZEHICHL  SCIVREY %h%enﬁeal YCRUPH DOHGCo! t he

poi nter da e i n i nformation

st or age un{q%@%?{g&%glmg?y?éﬁgrﬂé lw??ljr’]rﬁﬁ]ra}]gtll@%éﬂgg ge area 53-k for
the user k M@il@ﬁ.@g"lﬁﬁﬁ’%@ﬂﬁtto the basic bl ock 40-X 5 The user
information storage unit 51 sends a registration conpletion notice

i ndi cdS ng t hat Trhehiseghsd,r thé ddIMh Ihedoesbinioe swpporhathel Yersiononptieeed
(step S| 39) This registration conpletion notice contains a registration
l'i st provi f\ﬁ?@loél, ppdthereforemakes MOXESRPRFCt he poi nter data t her eof

the reai strati on Mgt ter DlRBtiGR B REH Rty S TrdifenRle SfietOl 1T
11. [2.3. Ladd n gﬁgbﬁf)frzt 6PR ﬁfedé'téf'riﬂheﬂaﬁhfe—bh@ dd&?st@an%') SsesrRIsvar
hol di ng the progra e user has receive he registration |list can
request t heexﬁbrpnogcarre@mstvdgam thethbaIﬂMehﬁ@sﬂthd meblletteamrtai 1t (sthp
distributed and witten in the UM12. Wth reference Fig. 25, this

oper alon SP4)- bEhenpihg: vidue omae ety @%ﬁf!}?%r@ﬁ@n&fﬁp&ﬂr@n for

sel ecting a program of distributiqgn.i. i r siéati on

list. Then, a di<trd bt ?F % blé)d'heztﬂ @’rﬁtgf’Hflﬁé Iﬁg %éﬁ]ﬂ%%{] eﬁsgiﬁe

registrat Iﬂl%nbfo'ﬁ thb "ineRt ARG ﬁsﬁlf‘n %‘i?'nf}) B ??P&étekﬁmﬁ}é’t? tiR8lGit pétied | i st
r oca :

where the particular program.i nt tot user 1 nformation

st orage unistepp1S98), tseaddi & tvdrbion gbtmammmntagam vter tHes AJIMo b2t bé the
distribution termnal 11 (step S141).
mobile terminal 11 (step S96)." Then, the value of the retry counter is

25 incremented by one.
[1.4.13.2.4] No program distribution notice
Once again, the distribution management server 16 monitors the
timer, and upon expiry of a predetermined time-out period (step S97),

sends a version notice request again to the UIM 12 of the mobile terminal



The user igfs@iARp44on storage unit 51, upon receipt of a distribution 25
request fromthe nobile termnal 11 of the user k, reads the pointer data
speci fying the place of storing the program proper or the URL of the
programrequiring distribution, fromthat area of the real distribution
information storage unit 54 of the individual user information storage unit
53-k which corresponds to the pointer in the registration list contained in
F0491/ 3147 49 the particular distribution request. The distribution request
cont ai ni ng11 listepd89B)er Thaem the vadié onahehretryroegimer isnherementod by wrrge uni t
52 (step S 142). The programinformation storage unit 52 accesses the area
speci fi ed by thelmpdhet easelawhera thiee frgurei onl atgedrcstryi bognten reaphsest .a | n
the case where 5 the URL of the programis stored in the area, the program

di st ri but i Bredeterngiggdsiadue (3 dmthiecassi: et distehuizon toanpgementservrr 16step S
143). The gontents server 19.. upop . recehpt. . of. this distrnibution reqpest,
requests t ﬁ%teéﬁlﬂ%fésnﬁl% éﬁp o‘fF@é‘r’B@f tﬁ%iﬁé\ﬁi ]sgé%ﬁ% to dﬁ??tc{h?eﬁo?(&noc%eflor
distriluti t 4 I

cont encs. s, TERTF TRRARE TG (he Sihuend “rver do it S idhg AR8eF . o
server 18 dﬁ&ﬂl@ﬁtibﬂ@mﬁ'é@'tbcthk%bn‘i@ftstsbﬁvdil1$(Sth[ﬁSSZII). managenment server to
the contents server 19 (step S 145). The contents server 19 encrypts the
program usi ng t hAspabresultkthe fcontarts stirser ilBucoonfirmmsnibaé rtbet pograer ofand
distributes._it program 15 with a certifjcate, to the secure

S.4a 1 .
comuni cat W@hClbaﬁttHBPtlgﬂiW desirgd, ¢annalibg disgibwied- managenent server 16A

(step S 14 Thepsecur e L cat | r i or rein a
di stributi @14%%85% s@ggﬁ?‘mﬁ? véﬁ%geﬁsgy%ghr% Hlﬁﬁ {}%imgﬁtystc%i%g%%'on
managq@ysnt1iﬁ.ﬂi_ra\f§jn public key, and using this private key, decrypts the 20
programw th a certificate. In the case where this decryption is

successful , a prDhe dimitation ef the ndermoryeapacixy of she RIV NImalhmakecthee
conmuni cation control unit 62 acquires the U M public key corresponding to
the desti nmqgcmmﬁmtubunonmp@sgﬂ@h@mm eﬁdﬁmeg oy e corteats servieiel 9. r st

enbodi nent and encrypting the program by the, U M 25.public .k ds it
Co the o MRAXAmBl o e Pletationb bRk tibet $heCiOHonG ikiay i
private k i Wt s : Iy ey. Once the decryption is
successfu??hg%pééégFlgpn‘?ﬂi gegg%ﬁe{ig)ﬁ%\:ﬁré obtained. The UM 12 wites this
progrdm® i rﬂ}t.mﬂwhﬁRejdﬁtmkbyiai%ribatiem MHahdge¢menheersleM 12 det ernmines the
basi ¢ bl ock 40-X by the same al gorithm as used bﬁ _ F0491 /3 147 50 the

pr ogr am i nf or mat Thé contanig setnert 1% requesththeydistribution dnanegeigent RErveasr ver

16A. In st 147 her ef.ore, the sanme, basj.c bl oc 0-X i g obtained as

dot er m nedl o 13F dtashiag Hie roroBtan 1 b dirbuted. e Sead & piofGim

conpl et i ony;apty @@gé}lt { | shpiibuti on 5 managenent server 16A
in step Srqlggﬁ%ﬁﬁg %gﬁ%g@glr?ﬁﬁ@ ?%Pg?mati on specifying the
unoccupi ed basi cTh¢ oifoARiabiodeindicating the Slhemcﬁzlmﬂateaﬁﬂ ¢athstEPVS 847 of
Fig. 25, the programis stored in the basic block 40-X specified by the
par ti 201 arregigteradhin the database mfithe distribiatiemdnanagarsent seyvemfr.i t the
operati on, nsmts a 10 wite end nohi ce to the secure cg%m'runi cation

x
control u 1ts{r_ tb@“tﬁ%%ﬂ%etm?%tyt?%’{eﬁa_ Roe PN s’éeﬁ‘?éﬁ’t_ 18f ( CpPEBMYE  This
wite end &Qh‘itﬁg{i&? RSt ({Beql ! \?érFBUWP f%’,r ASPEREE VIO dig. @sté,caﬁﬁo‘:k

c en. en th at'l

40-X in whi e programis w e Ssecure communi € on control
unit 62 ofddibAméhcst ihetidrothelbadiasloeREE thepirtichlr ETRI YesistilMblee end
notice, the user information storage unit 51 sends an activation request to

t he cont erfios sterages ot 9f avaitahley isttoorsmaksn capacity teaistaiecthefprogeamc(the on of
o PSS Sl klfom Poddebondosibbear AEMT Slipie it o
stor age. urity S imBl e dock ounBinsbBHR A BRI my st on sends an
Feceipt of the AdtiisaassRide Hekrogram GRngl Bldistribuilf, defitiibue

cor r espondhag g@nfeh@ sepedrC 16! alds4R-notide bithe ¢heteRfsOgEB®ri B0 Whit e turns
from"0" to "17, after which the execution of the programin the particul ar

basi ¢ bl ogkogeamneanmpatsts distributed due to the shortage of the memory capacity



The U M 1Z046i/3i4¥e end of the program activation, transmts an activation
acknow edgnent notice indicating the end of the program F0491/3147 51
activation to the user information stoggge unit 51 of the distribution
managenent server 16A, together with the information specifying the program
(for exanple, the information specifying the basic block 40-X) (step S
152). 5 The user information storage unit 51, upon receipt of the
activation acknow edgnent notice fromthe UM 12 of the user k, determ nes
an area of(stdpeSt@2). distribution information storage unit 54 of the

i ndi vi dual user information storage unit 53-k corresponding to the basic

bl ock 40-X. In tAS @ easad, thaecqnientseseniar al @ mondipsn thatgthieoptdgerapn ogram

witten in the basic 10 blqock 40-X is already witten in the UM 12 of the
user k. Inwkllﬁ%s(?léﬁ&{-}uqrh@ @ﬁlmt%@ ‘ﬁﬁ@”ll@#tﬁ@ct that the activation is
complete i ' dn.such rmthat a given pointer coexists. As the
result of [jhﬂh%gggwgﬁrﬁ{yhglwstri buti on nanagenent server 16A can grasp
whet heg the acti j ' 0 0 40-7
of al >t he. Ut ks 15 SEmESeARRinn s ThERaid doehipdAty St 1 Sl LAV
storage uri2 afelregldterads il therHarabake O thledidibutibh nPdnagdiméhtesidr 9f.t he
operation for witing the information to the effect that the activation is

conpl et e, Hegt somesraasennebiotker, choweaner, 1thet hatual HEIVe gnemoay i staté snapnpl et e
as a progr | i st t?lnd subsequent |y, notifies that the program can_ be

execut ed, SAHET &rogn theamsmarynsiats registeaed dn: the @atabases of sheglistripajon The

di stributi eryer A notifies the contents server 19 that the
activati oﬁﬂ%h%g%rggba% ilﬁ‘aco etoé)&r%té?%pp%refpgﬁlfd B e A 8% d¥rati on
of i ml Mdeastibed®bedw (i n the case where the distribution managenent server
hol ds the program proper) 25 In the exanple of operation shown -in Fig. 25,
the program propirst, tHe vbhtents serviérs9i surdson progdasi ddributibheradirist i s
not stored in the distribution nanagenent server 16A but in the contents
server 19ogeithenhavidhed programxionphe dipsibution managenentnsenierr ket (steme

pr ogram pzstciﬁﬂ) of which the distribution is desired by the user is stored
in the di rbution FO0491 /3147 52 managenent server 16A. The operation
exanpl e shown | il @isruttbh ImAta fREA 86 Pel @Ucodhs YREAF 1M e
registration list received fromthe distribution nmanagenment server A, and
per f of5ts dbteranaestwlssthéoths basiet blogkt b2 tlie desiingdo® TPV if adugihbidut i on
request containing the pointer in the registration |list corresponding to
the parti £t storagoand has @ seficientwapasdynobil e ternminal 11 to the user

information stogagge unit 51.of the distribution nma ment server 16A (step
S161). The useriri‘ nﬁ'&r r?&??owb'g%r&%fe ‘iﬁif"{mﬁ'ﬂtl%oﬁ ?’@gaﬁ eoﬁlﬁtﬁ@uﬂ?n
di stributj loRAG | : ) I s the
poi nt er dg?cg]a or spesg??%ggt%ﬁgga gﬁrégegﬁasl{%k é%%"tggrt&’ﬂg’ Eﬁg pgbg{%@a%r ogram
or the prtigr BiiMpdQustepoS1¥®)j.ch the distribution is requested, fromthat
area of the real distribution information storage unit 54 of the individual
user 2t or mat i okhetBMMgl2 thatt hasraceived the witestegndst determengsoimintegher n t he
in the distribution reguest. The

di'str+but 1onPreaes eBehed e’ Write ToahRtiesah beastobed Bhanyoonh o ftigr am
| nformati BQsiEtlﬂbegﬁ ofHdt, 5§n(l§itee&ts§ d&’gé}% H&r@ﬁe%rﬁgbgﬁé#x gg %6?#3,8 URNCr age

unit 52 accesses the area designa e porn

di stri but lQrsdh@lﬁbtﬁ%b—lgﬂdgrﬁﬂﬁdmﬁﬁuﬁan%@ﬁ@ &dsezherdagﬁﬁmmﬁpﬁ%drg%rﬁér&r ed in
the particular area, the secure conmunication control unit 62 requests the

aut hent i csarven 16gtuecto ll®kief memmryacapacityf (step 8118).e. sends a request for
th I.M publ i ired f ti th _ d di
¢ ta%he U M 18hEr diffebuBen naSaEaTSbaervED 16, {WeOl KEEOIpler Gl (the

i t he di.stributi t i itted t
i te i n Pnorou SRR ndhEk iy b el GEARGoLE sAoBERE SIRAIEPI o ey
to the se&w&&gw&&t H?Q%%Brgnqi)_umt 62 (step S164). The secure

comuni cat1 on co uni recer’ves this U M public
From this notice, the contents server 19 can confirm that the

program cannot be distributed to the UIM to which the distribution is



FO0491/ 3140381 key; and upon determ nation that the key is legitimte,
encrypts the programto be distributed, using the U M public key, and thus
generates a programwi th certificate. Blen the user perforns the operation
at the nobile termnal 11 to 5 permits the programdistribution, the secure
communi cation control unit 62 of the distribution managenment server 16A
sends a programwth certificate to the UM 12 of the nobile termnal 11
(step S 165). The UM 12 has stored therein a UMprivate key paired with

t he U M pudsirekey, and using this U M private key, decrypts the program
10 The sanme programis wijtten in the basic block 40-X. The subsequent
operation is sinitimaay elso heppast thed opragignbpennet be skaredrini mbasig. blesk | n

10, 2% Wl oo i S TR R S iR e
e EREEAEOES, SR 46 L0 S S

when tRe raHYvVeeist perfoiakd 1l ﬁg.ﬂ@a shofl$ ShER YN 8Pera®IHHES I Tid 4. steps

di stribution managenent server 16A, the secure ctonmuni cati o’ controlt unit

62 of the 8121 tobSi24comespgndent steps &111164 210 hih dEigl IS bhd nepbédentkey of
the UM12 to which the pr%g_ram is to be distributed. Such a phenonenon may
occur, forexaehlypihe same pperaginge rospacsivelvgr ans are distributed to the sane

:)J:a?/lf é?n\émdtd]hfég&ﬁgaﬁ‘ééégaemﬂﬁ% ﬁf Q%gﬁz?(glm?oﬁneig?rpnlpla,e %e;hg grpg(rgfgimogr oper
g B i b DUt ) | .‘
encryped st ng V& Fvefedfie. Warilel 3360 obetML aldiaE IS Moy o

unit 6@ arsmbbdirh€mt will beexyidingéd. The operation shown in Fig. 27 is
simlar to the operation shown in Fig. 26, except that the operation

cor r espondilry 164l | xeeutidon 6Bprogram sted an WBdMui ri ng the U M public key
fromthe authentication se[veig 18 is . F0491/ 3147 54 | acki ng.__Steps 181,
S 182, S 183 t o 18 thifoexample ot an apsratieRosume thatgspogrem called? ©)165 to

ol ok The eatAIEWAYcr of5 foreibin Wifasde Blogkort bTtETNLIG. S o1 72 57 ©

programin the frigeugasdgeriledale 4perdting stOgoDH éfztheTﬁio‘-bil%otféiﬁﬁhﬂ“}is

shown in Fig. 28. In the case where a programis registered in the free
basi c1bl oand4ah&d acceskes Uhe! hpme hpageseof dher abatertheprodidee thatnhagl 11
so that the d%(s“iéred cqnbeétjs server. 19X is accessed and a request for

di st ri but idagfrioaded thejes RAJLWAY s pregramo A digribption menu spreen

Coe P ot e dFat & e IR0 6 B ishied o e i hY dctheh TR ¢isblay | po ©°
di stri but isegtifRPAYEMERLs QYL I it §dreSn1921 ?s §P@%i&ﬂrb3gpié E&Hﬁ‘er@e
ree ock 40-F1, and

operation to permt the distribution to the 15 asic
t he i nf or sarvein19rafi theet contenite ppaviderul dheopseraperforits tdenvpératior er nobi | e

termpal 11 to the distributiaqn r’rﬁnagerrgnt sgrver 16A. Then, the secure
co cafPlsctingnan dieny conceening dheimirebase Ak argmiHation: passUrem ther t he

0P £ hou iR disaked B diedstingtit sl AR RBaRe A Markia ot D e
bl ock 40- Fud thel E@rﬂfhgia%i%n sst Betrﬁrgﬁg}qfecf AR RETREbIE tEANARE AL fd)ﬁ'ieB (step

transmts a wite end noticte to t stribution nmanagenent server

S 184). Thentsss senferriththironghtthe agework.t 51 of the distribution 25
managenent server 16 receives the wite end notice fromthe UM 12 of the

user k, and upd#ssea residt,mfomndoad scraen DA2ng sene framithe asintentstserver i on
33k 2r  10brhermoby®: Ftirald basd digtlaked o0, 1b¢ disply witien 2 onddia i o
update opaLYHIBRd' SerEQIMHSS Sbnthilt 4SREnh "L SEBE P Value data having the
same monetary value as the commutation pass.
Once the user selects the desired value data, the information

requesting the selected value data is sent to the contents server 19 from the



FO0491/ 314 ko2 /548" @age unit 51 sends to the UM 12 an activation instruction
for the programwitten in the free basic block 40-F1 (step S196). The UM
12, in conpliance with this instructiogq4 conpletes the program activation,
and transmts to the user information storage unit 51 of 5 the distribution
managenent server 16 an activation response notice indicating that the
activation of the programin the free basic block 40-F1 is conpleted (step
S 197). The user information storage unit 51, upon receipt of the

acti vati onmobgeoersginabtliice fromthe UM 12 of the user k, registers the
information 10 that the activation is conplete, in the area of the

i ndi vi dual user Aftéothed; tlug conterdgesenvéen 193sdndsotor tepomahibe) termimad 11 ee

basi c bl ch 40-F1. The_ user information s%orage unit 51 notifies, in the
form of prtBgssreen data fosselgmingamaethashot accowat setHemeayi sAsai wsult

lete, th b i.nat.i th t. S198) . 2.3,1.5] P
ol ot  on fr ONERLr DAY df meHSHOAVS oPgdhenmiotEhy CFRENS oRkss TP ABeEting
h " . . g ¢ Y .
expl &1 ped iR SPEIRCT FROM, URSEMEATT "B g AEATTCH iy HheerbeR®
predet er Nl GREfALS @h sé@lR HeSRdcdunt My ﬁ@@bﬂhé‘?r@%ra‘?ﬁﬁﬁrtﬁ@ UIR] 1ecei ved
fromthe distribution managenent server "20 16A, on the display unit 21.

Under t hi Speeificallyyoncerthisusdectsppeiationsistperfolened atiedd iy dhismbtified r uct s
ramin the dis butiaon nagenment server 16A. A program

to delete th -
rggi gt reate péﬁﬁagfagge Haqnesgcedphp irthisthtlﬁ@,r Gpﬁapﬁ ait of tbﬁeEJiIMifé what
i t b i L1 1 | nf {] t .t 1,o0f .th
st i but SRS fo i BBl R trRab RE Sad PSP LERhS Blodta R Hartd i aRiuisic 1 he

t i I of ; i k
hood B0, DIGETRD By dcRas! TRRENCIERNDOM CORAAAY AICISL i ORplgzed o ocs
cancel reduesdisphagi sedtiory 2heofdésd raobilet temigal 110 CTheelisérheelddtd i zat i on

of the program to the contents server 19 @ F0491/3147 56 from which the
part i cul aseitlesgentrprogramsironbtheckist; st Ebe selezjed progmm inexcatteddyathe ogr am

to be del r ins undeleted in any one of the basic blocks 40-1 to 40-7
of the Ul ﬁ@g,liﬁ;&e{%@ygqﬁ%tlﬂeﬁg‘ﬁ(ﬂccpHBXprocess for deletion of the program
fromthe basic Rl S A i : i e at
Lhe e o e uisaai dRt it dcdBudt iEORILNR oxBEaling T prbBRIoH BE )\

The clint eprograei \veea 49, ofiphe basiebhocloOtDe ddiecdhtar erpacsl, ofs eiglsagesancel
perm ssion notice to the user information storage unit 51 of the

di st ri but basicrhlagkd@=Ats veed or s@iling thpas@By)t, 10 The user information
storage unit 51, upon recei j

i m(‘:I or mat:l ion on ﬂ?@ %%ﬁp&%gﬁ eg,;]lélerﬁgﬁ&gﬁé@?&%%ﬁéi&gaggééﬁﬁhsg l ee%lgssggii
11 (step. SO Sl o AIGSTE OF he ConeffaBbBale thERIBRPIA S M he
process f Obnﬂﬁhﬁiftidmp@s?mhm fecqupst desdribéd abbos k® the-rhobile4@rrhifél t he

UMI12 will be explained with reference to Fig. 30. The user, by performng
a predbt el bi nddhisyalug daia centains thel iajoumatian suchpisaheurdimes of the two

regi stered programlis ransnitted already to_.the nobil ermn 11.
Under t hi &t iIPVBL",edgéé%ﬁ‘@ﬁglﬁé(ttef% the dame, gf the g§er2@n(§|§}tée 888i¢idhenr ogr am

and gi vesﬂs,%' i I Lt @Wﬁ i oc 40-1 to 40-7
of the _UI Zb%égggghgﬂﬁ)ﬁgéggn@{@lgetere e_lce)fd1 itt(g%}sl%)gﬂé\g fis dlg?]grgfﬂ?gd, and
a del eti ofafaeWifich 22616 denised forghé N ODMD RATIIWAY T qugrhﬁﬁ‘ ap@istdred! ar
basic block is transmtted fromthe nobile termnal 11 to the user

i nf or mat i onthet datagareand2 o thefbasihe bitck 40blicoorespondimgaye tensamer d&a 16A
(step, . S211). The user information storage unit 51, upon receipt of the

del et4on Hbﬂl?egllM d@nds a del etion permission notice to the UM 12 (step

S212). [1.4.15.2] Mail order sale using network

In this example of an operation, a program for a mail order sale is

stored in the basic block 40-2 of the UIM 12.

The user accesses the home page of the contents provider by



The UM 1%049?9ngreceipt of the deletion permission notice, deletes the
program specified by the user in step 5211 fromthe basic bl ock, and

FO0491 /3147 57 sends a del etion end noisce to the user information storage
unit 51 (step S213). As a result, the user information storage unit 51

del etes the information on the correspondi ng program under the control of
the 5 transm ssion control unit 61, and gives a deletion notice to the
contents server 19 (step S214). Al so, the user information storage unit 51
notifies tdserating! thet opetatalg $actibat22 hef ded ahobilei ereonal ¢1e sonthidteaf orm
of a program|list, thereby ending the process. 10 [2.3.1.6.1] The case in
whi ch t he gistihutioniaanu sereendos babiosviblindkgi 4 7dardisplayedtomthe Hisplaye ti ne

e BT Gl ST o ST AT RIS S
o o o by et s T Bl S O

managegent I ihel 8 L i g i & : st ki bution
nanagegngntprsaggq/%rthseerﬂﬁglb;raérelhﬁel{ei n |tnl§{b ra Eltgtﬂ [ gﬁe?gﬂ{l{ﬁreé U? ﬁ/%rg?/&gggglﬁ?{}gng t he
progr am ofthehhetwetkl etThe user' seluest die desiridaeconahotty IVMAECESE2AKA eps
S211 and S212 descri bed above. 20 [2.3.1.7] The case in which use of user

i nf or mat | BEEFOFEQR SHKIYAKJ; chGWOAIG, AncBigli hd) tfoomhilse etmniodities a
deactivation pr.ocess for. the user infor orage unit can be executed

for L on
for preveniSted inHbe distribytion Joeny w@eﬁﬁé?i nf t4 PHICHASEAFEUGSE 1S 51

Thi s deactjvat] p. . . r | I sLor .t 1.,S

carri ed odrtipftedliane Be e fedmitFty 16 R Tty BefY otk b
servefQl6AhstifeProflpe service tenporarily, or the service of the

di stribution managenent server 16A to the user is tenporarily suspended at
the request of (The contartsssenveri H8r thal Hasgrecbevetbthenperchase ereqlfest Once
this deactivation process for the user F0491 /3147 58 information storage
unit is cdetyras asettlementgnethodseresn D32 e the saebile teagingd dded As ahe

i nf i i1,51 he, UM 12.i hj.bi t.ed and [ h
Seren | on SFShR RS S8l Bod2 Plolbrbfis th of iaBal RBIER Poreronce 17
Fig. 31, the degghiyhé QRUACHERP ndthods "stbaCln the NORIAR-OMh 1595308 uni t

ed. The follow ng

will be explain escription concerns the casée 1n which the

contehfs swerds atfumedueshavé keledeat PXXBANKP oceRise kettlenentus®igram
information storage unit. First, the contents server 19 sends a user

i nf or mat i dar X¥rBark stgred dadbeibasic blpoked@sk of the {HM Ukeis startod rhit thm
t it .51 of Pstriput i t . 16A.(step S221).
The ucer - Rhntahaioa0 8 He i Had 8N REE Eiee b 38 s BROUTEET or rmt 1 on

storage unit de?h(ei Vilelr 0 u ;A hi b PR ( doehd d
state), and sends a userquﬁg'r ?rtgl%l yr?%%@aglgbhﬁ?ltcaggglcﬁegt iqllon pééﬁr/?nésgsi on
notice tosttilernent énfornsstiorer Tthe shebilS2&dmindb Thettiest be ¢mmiedtnfley mat i on
stora&g unit_ 51 sends to the nobile termnal 11 a user information storage

uni t Heacseitlement serviee dor X XnBaskr bgoughat commusicagion neitudkmndnthe nat i on
storage unit 52 has,been prohihi step S223).. As .a result, the user of

t he nobi | éleigpﬁf’rﬁﬂ thfﬁ*&%ﬁ“@&ﬁﬁ:)éi%?ﬁ% agﬂ%ss§é 1§§€55R)1py@ e user infornation
storage unit 51 i b 2 3.l A5t i ich. the user
i nformation stordge ﬁ?p%é)g%%%ﬁgg?%én’bf ahgf}l]rl?%@uﬁngn rrar?gag?neﬁ'%]dggrver
In the caggrem,epgﬁtibqigtﬂgye(ﬂ_nfornati on storage unit is deactivated by the
di stribution managenent’ server 16A by itself, the user information 25
storage unit 51The pseni wonéunis otheusamodatcto vheed)aid amdds anpstsa theer

i nformation storage unjt deactivation notice to the nobile termnal 11
i ndi ¢4t i nGOPHAMatioR. ysEhgmpRde egming) 35 nﬁkspiﬁysswaasg@e%icpnﬁmaélon

prohi bi t ed {31835 the contents provider, i.e. the mail order house, together with
the delivery date, etc.

[1.4.15.3] Use of commutation pass (check gate passage, manual start)

According to this embodiment, the mobile terminal 11 can be used



[2.3.1.8] fag1838¢ in which the use of the programstored in U M basic
F0491/ 3147 59 bl ock is prohibited Now, the process for deactivation of

basi c bl ock for prohibiting the use of 3 program stored in the basic bl ocks
40-1 to 40-7 or the free basic block 40-F1 of the UM12 will be explained
with reference to Fig. 32. 5 This process is carried out in the case where
the nobile termnal 11 is stolen or the contents provider requests the user
to prohibit the use thereof. Once this process is carried out, the user is
pr ohi bi t edag accomsutgtidbhepass dey srorisd ahesbproprige hasptarhl iockfe UIMI vgi ng
the free basic bl ock) in\e/pol vcelg’.' Thelﬁ%esgg?%t iptcr)n tﬁgt gfoI | ows deal s \lfl\ngth t he
case i n whAarexampleoofieperatienwilkbe expéained tialowhar ge of user servi ces,

taki ng an appropri ate neasure such as when the npbile termnal 11 is

stol en, requestglgltr% the Jises sdopgessesas thutten .t hA BAM gnenecwerepasbd lon t he

f h . Fig.. . f the. i i
for the badldwWs) HEEie. Th8Hs BisPIRYRA Tl rHEC gl s Pt et o b pudrer o
bl ock j i 0 il | i i 1 qf th
i Stri Bur ol DT XCOIEAILWAY D2 167 BhitR L6 KB LRI BAS Wlidepl & the
storage und reult, theosoriteslennit 30 of ke IRVIC 12! 9 cutiaagid @ggg;RAAsﬂg\\%Y, "
) a result,

sends a deactivation instruction to the UM 12 20 (step

the U M 12pregsam wathesbashe bback 404, sokthataemeny screerbBXiXxisodispkayed on
deacti vati Bnﬁﬁe uest , .an& gi ves a basic bl ock deactivation response

i ndi cat i ngnEHHEP}ANSeGHONAL .t he basic bl ocks has been prohibited (step

Sonctivati on ondVhEn 368 AERR" T4 s hipRETed the Odact SEfechs M2 SEICC e
use of ot heaPp$iIc ATINSAVTONSTARTE2 1Rs ﬁg?ﬂla@fcoﬁiapﬂ §Q0AfifR sadgh-

Further, the user 1 nformation storage unit gl ves a user informatlon

st or age urD43lis gisplay¢d ehereby iprotptinighthie ideritodietedti ng that the

F0491/ 3147 60 use of the basic bl ocks ﬁvvhi ch may include the free basic

bl ock) is prohi dntthg casgevbexe hedisey e 'ocB8s, thet aptonra) stqrp isipeEf f ect s

f d di t d i bed A i, to,th d
O bod montll B MERLe e SEREHODA TS SOt Tk the nothes  Bend dhber of
t he storagﬁltgﬁﬁﬁ% ngntigl%o?gte'{iage nodule (UM, and the operating

conveni ence on the part o e user is inproved. Also, the distribution
managéfrent ser vé&he gateeasithy rmiwage cohmpanst iwa?hmﬂsﬁe&dtﬁ vaticket ehetke
programdi stri buted, and the distribution and 10 the

acti vat i onfaderéwriter.i oBeborer pasynggthrengbathye rgateditke rusart perforfs] the

Modi fi cat goi‘ls of enbodi.nents [3.1] First nodification The foregoing
descri pti SR-G84PE QRHAUPHe case in which a single distribution managenent

server s I nvol yagke NeYELENELARSse Rl ¥ Bhiioh 95 171D BN Bchg"\ agpoeren

servers can be provi processi ng. such a case, 1he

programs 941 ethown ¢ackigl ¥ indigpleyedion dad idisplap dereiont 21 a9€Tle eRepf each
program can be stor e,dda a_comon ?at abase. 20 [3.2] Second nodification
Apar t 2@ r othemselkestego QDdM\MAIYon, forewhiiely the pass isa1sedse As anteisult, t he

netvior k. £R6 SRR MBUF POro ML SEreries daf ol Y AT o agram | ne
et vor k o) (e HIE B A0RL, afd Ry L Mol P RAE D 1 ¥ afBidY
section 21. The user selects ~ 1. PASS” . The pass program constituting
a part of the OO RAILWAY program is started by the control unit 30.

- 25 In accordance with this pass program, the control unit 30 begins
communication with the ticket reader/writer for pass check. In the case
where this communication is carried out by the common key cryptosystem,
for example, the pass check process is performed following the steps

described below.



Al t hough e + q UMis described above as a storage nodul e, the invention
Is also applica Ie to various IC card nenories wth equal effect. In this
case, the storage nodul e can be arranggy at a fixed term nal as well

FO491 /3 147 61 as at a nobile termnal. F0491/ 3147 62 CLAIMS 1. A
programdi stribution systemconprising: at |least a nobile term nal having
means for transmtting a program5 distribution request; a storage nodul e
built in or connected to said nobile termnal; a contents server for

recei vi ng (SalEicﬁI[ﬁirtgl thdlantheasthespagtpd transmitti ng a programto be
di stributed, and a distribution nanagenent server for receiving said

pr ogr am f (@) The sticketc cheekt reader/waiter arfuests, the mobalee tewmaimals il d to
contents server, iis.an authorized contents server, transmtting said program

recei veddftfméil@foémm%n%@ GQWWBt@éﬁhpéﬁsﬁr age module built in or
rodul 6 ienéﬁ”ﬁéi?' BRI Pi%ﬁam- ricr§HRY 8BRS Gifok el iBALpT e, ChERAE i o
storag sa| y Sﬁibdljltgﬁl?ﬁhﬁg‘ iR ‘é}ﬁ@ ftfé}f@ts%h@cﬂ' ?&z{deﬁ%h?é} ”B”PHE s Server

t hr oug erm na i n conpliance wt a request, CUtI ng

sai d progriaforpidaicif displa 's@réérpmwﬂhé plaéd Dn thepdizglaym sdcﬁbhl @ﬂth@n
f

systemas set forth in claim1, further "conprising an aut hent I cation server
for stori rlgobllémmmmahdﬂyptlon key un| que to said storage nodul e,

characteri in.that said cont t of said storage nodul e, 25 decrypts
sai d progré)n tigketechank gead@rfwm%etr YPBt &\?nrqgéilv gomMERARLAtiaN Ragsse

wher e decryplhofide i GRSt aseSherd tRIWRE P TAIAL T B fpiliRlkOthd S
10 gate is opened to allow him in.
At the same time, a message screen D54 for expressing gratitude to
the user is displayed on the display section 21.
The foregoing description deals with the commutation pass. In the
case where the mobile terminal 11 is used to function as a private card,
15 however, the data area 42 is updated to indicate the value data
corresponding to the amount after subtracting the actual charge in the
process of (4) above.
[1.4.15.4] Use of commutation pass (gate passage: auto. start)
When the screen D43 shown in Fig. 18 is displayed, the user can
20 select ”YES” and the automatic start is set. The following operation is
performed. Specifically, when the mobile terminal 11 set to the automatic
start mode approaches the gate of the station, a polling signal transmitted
from the ticket check reader/writer is received by the mobile terminal 11.
As a result, the pass program constituting a part of the OO RAILWAY
25 program is automatically started by the control unit 30 in the UIM 12, and
the pass check similar to the manual start is carried out.
[1.5] Effect of first embodiment
As described above, according to this embodiment, even in the case

where the storage area of the storage module is divided to store each



stored ingpabgspiorage unit, said contents server, upon receipt of said

di stribution request, acquires said first encryption key fromsaid

aut henti cati on server and, using FO48%/ 3147 63 said first encryption key,
encrypts said programto be distributed, said contents server further
encrypting said programusing a second encryption key obtained in advance
and transmtting it to said distribution nmanagenent server, and 5 said

di stribution managenent server decrypts said encrypted programreceived
from sai d progrem, sheenolsile tersningl sangly erondiesnthey@wmomnieationénnctdbas a
program encrypted only by said first encryption key and, only in a case
wher e sai dodéle YgIMynand mucxdes fwrdenr indmipasedapt theognebil® tieamisal.by

said decryption to said, storage npdule. 10 3. A programdistrihution system
as set forThereioRs, dhe mhesent; lenciion o the mhile eemingl isgBoradyeselyor os a
pr ogram anclF g(rqha used by said program 15 4. A programdistribution system
as set for%{ﬁ claiml, characterized in that said distribution nanagenent

server si ncl udes &1s%hfm@€pregpeﬁﬁ%%f@élirtgé dQvatici. ttgggde@acgigagaﬁ MMAqRss at a

time of distributing a? programto said storage no A program

di stri but iduletiyataeemas cantied out byitheahabite4ermivaalabue underd thiercohavl o4i d
charge processing unit charges for rental of said storage nodule. 6. A
progr am dither idistributiony snamagement Sesveh i nflugyi the , usdracenveniensg 25 in

that said . distriQutjgn nagenent server jncludes.a charge processing unit
for startilAPLOYE Whﬁ?@g‘aﬁ g@@%“&? TRAMIRNIBE SEEVHIg a program for said

storage nodule. 7. A programdistribution systemas set forth in claim®6,
characteri zed F0491/ 3147 64 in that said charge processing unit charges

for rept al[lzgfse@@hg ethBbdfemodul e 8. A programdistribution systemas set
forth in claiml, characterized in that said distribution managenent server

transmts an actAoatridomg Foi thet fiustt embodomeeait ddescoibedeabonk)| theaprogmmequest

of another device, and said storage nodul e, upon .receipt  of id. activation
i nst ruct i gkecited bydthe; FIM d2 isestozed) IBrQS‘@rla@ﬁlﬁ%Pﬁ ¥ '¥épd‘f@‘(6girbé €nodul e

a0, 0051 Nghes DV, i SLA ATHOUFRLAE nhSuclee” ol 6 BB o
TSR i LS IS e 1 10 a1 d torage
15 [2.1] Configuration of second embodiment
Fig. 21 is a block diagram showing a configuration of a program
distribution system according to a second embodiment of the invention.
A UIM 12, contents servers 19-1 to 19-6 and 19X and a distribution
management server 16A are shown in Fig. 21. The distribution
20 management server 16A corresponds to the distribution management server
16 of the first embodiment plus the functions unique to this embodiment.
The contents servers 19-1 to 19-6 and 19X have similar functions to the
contents server 19 of the first embodiment. The system according to this
embodiment has an authentication server, as in the first embodiment, not
25 shownin Fig. 21.
The UIM 12 according to this embodiment includes an application
area 12C shown in Fig. 22 in place of the application area 12B of the first
embodiment. The program storage area 12C is divided into seven basic

blocks 40-1 to 40-7 and one free basic block 40-1.



sai d st or agfy4 gle upon recei pt of said deactivation instruction, is
ready to execu e said programstored in said storage nodul e and deS|gnated
15 by said activation instruction. 10.3@ programdistribution systemas set
forth in claiml, characterized in that said distribution managenent server
transmts a deletion instruction to said storage nodul e at said request of
anot her device, and 20 said storage nodul e, upon recei pt of said deletion
instruction, deletes the program desi gnated by said deletion instruction

from said storadghabaiicebloths 40-Prton sndthe Hidd basisysloekn 43-Bletathrth in
claim1, characterized 25 in that said distribution managenent server

i ncl udes reaesa fppogremaarieagd b andanedath amsiad4pr ogk mgmmaﬁapp&mtmeomdul e
based on |nfornat|on sent to said storage nodule., 12. A progra

di st ri but iapp @ggsmw yethe program aéﬁ@u% 1, Thrdatataea 4 on ;tﬂ‘mm@m 65

For sai d S0 TGRS daY GAA HeSl RHGNAAOLsd PG A Pramen "
di stri put ea?e&mrtg*e e JARRCh ALK WPTRL fhe e RO, O 13 A orogran

distri ion systemas set torth1n claim1l %arac ‘erized in that said

nobi | e term nal Ihrtﬁisué'@s?e ghé ivasic BMBHSM@ﬂt ted0uidnd e HeBBHRIE dloek
utilizing a nobile conmmuni cation network, and a second communi cation unit

di f f er ent 40-bih &ei thdependentoofreack atther amd basmallys tiel programnstared inf sai d

storage nodul e incl udes ans far 10 copmunication utijli |ng sai d .second
communi cath@pregram; Ne&cgi ‘béﬁc&lvﬁptbﬂ%& Galﬂ)‘ﬁ@gﬁﬁ%%t@ee aﬁanageé; g%? rage

ol e néz‘m’*rf BGOSRy i ot opﬂbezﬁﬁm‘iﬁfﬁb'ﬁfﬁaﬁ. shtBfinege: TS oo
modul gy tp%gfzﬂn% fw@ﬁ%%dp@ af Qu' 2ahfbiBR distABte g)g”aywte@t' on

managerren rver OI’ recelr v St ribution request, In a case

where a proghem tintebmediatyr oﬁLtheddlssrlbunondﬁmriagememus&smer ZegA corTleat s
server, acquiring said programand transmtti n? it to 20 said storage

modul e buidata iateard%; choweved can bei dirpetly | eperefed rﬁhrougihéh‘aéh%ﬁﬂwwm n that
sai d storage nodul e incl ugg a stlor%ﬁge1 uni t. and ﬁ contr &
recei ving™ W%?F‘BWWFW 3}105& geablirfunal ARilR dhe casg W %re ﬂeg OMSt or age
unit sai d gbg&l %i ¥an"i‘tl?é‘§HMher"Pm%§>§1ﬁt ¢ AROQIRL W the f?rs?r ogram
recei ved i's ution nmanagefment server, and executing said
pr ogr gsn stgmmulmemal d storage unit, in
According to this embodiment, the distribution of the programs
stored in the basic blocks 40-1 to 40-7 is controlled by the distribution
management server 16A. The program stored in the free basic block
40-F1, however, is controlled not by the distribution management server
20 16A but on the user’s own responsibility.
According to the first embodiment, the program transmitted from
the contents server 19, in accordance with the distribution request from the
mobile terminal 11, is sent to the UIM 12 by the distribution management
server 16. The distribution management server 16A according to this
25 embodiment, on the other hand, accepts the program distribution request
from the mobile terminal 11, and on acquiring the program by accessing
the contents server as required, distributes it to the UIM 12 of the mobile

terminal 11. The distribution management server 16A according to this

embodiment is similar to the distribution management server 16 of the first



conpl i anc]?ixo&gilyﬁ 8 request. 15. A programdistribution systemas set forth
in claiml4, ILJ—E 491/ 3147 66 characterized in that said distribution
managenent server includes a real distg@®bution information storage unit for
storing pointer data for specifying a programsent to said storage nodule 5
16. A programdistribution systemas set forth in claim15, characterized
in that said storage unit of said storage nodul e includes a plurality of
basic bl ocks for storing prograns, and said real distribution information
storage ue&ﬁbd&inmitdndh@ttﬂhbq;rbiﬁmr@i@a@bm@n feemvbe dont¢ntsssreemptaitled i ty of
areas corresponding to a plurality of said basjc blocks. 10 17. A program
di st ri but UHMshXiscralagedsand oandgeada cThimopeationa hesteverzisanoththenanlk ai d

di stribution managenent server includes a virtual ﬁé tribut,ion jnformation
storage ufuRCHon ek dhe ndisyihulion MasAZaHCals $FTVEhe ‘gy??@)rguﬂﬁotﬂ tapabl e

of being distri.buted sai d.stakagq.: e 1 C t S ed in
said stor 38‘3)91433531 ! ﬁ&cﬁlb%fyp gtilgi gfsqﬁgﬁk@&ug‘é@%gpgﬁgtﬁrggfiioélné #‘%g sai d
stora , £0f pIogr, i f hed; j ' ied bp sai d
irtus art i s@rBRod IROLRAR < LIRS itorRbd LA ERhe 1oL Rle o it ed
to said st aaegpmAufor aiedbensfit ofoiliy asedafatieolUIMeld,f sndqmpaiaf fheogr am
is nmoved fromsaid virtual information distribution 20 storage unit to said
real di st progtams storedr imthisnreaos agan e acquied by rtbgreserdibropgbutheon
systemas set_forth in claim 16, char erized. in that sgi d di s]i)‘rj“i bution
managenendISEDUEON; TBARRELINGNt, SEEYEIm QM or nHl | S sEBSEgdNEindIStFHUtQD,, i ng

sel ected one of address 25 i\nfar. i.0m 1 nei i o) .0 gram
capabl e ofn%g%n ﬁﬁW%?é%?@@gﬂé %g%{léétgélgggﬂéﬂgre?o &n aepl?lggé%& gélgui red
from fgi dgopi®ate server and, upon receipt of a request for distribution,
to sard storage nodul e, of a program specified by said pointer data stored
in sel ected onelnforsler dor amnage sthei program i difwibetiomto sther BgM uhi2 tarchd sai d
virtual storage information F0491/ 3147 67 storage unit, said programis
acqui red exhiyt shedfuncsignafikena ocarhe SRCBOBY.athe ?iﬁi‘ttn%é‘ﬁ’d’q map f%rﬂgl]?ed to

o m 19 S8atalehdoelies’y RiSHbRATDS Fapssehet oty p8 ¥he St "
transm tt %&Mﬁﬁﬁsﬁ‘%%d ﬁgsuﬁﬁfser 3RfbiRAGoA B falbBUIiOB 1 "B aSpRIPrafer ver,

in conpliance menu [i st request, accesSes said pointer data

st orepls i nigforendtRal stdrgge bhittINn i nformati on storage unit and said virtual
distribution information storage 10 unit for said _storage %d le pbuilt in
o}

or connected toThe pragmmeinformation, sixageatey a2 has gor R a
specified by said pointer d and transpittin aj i saj bile
terminal . _Pﬁé.gr%npp AnPHi gfﬁmntqoaﬁewﬁ ﬂéato 3@? bgoréjtrtﬁlﬁil ntth acl?ilr%fi 14, 15
charact er ig&fivifled 18! the UIM 12. The URL is the information indicating the

address of a specific one of the contents servers 19-1 to 19-6 and the very

20 contents server where a particular program is located. Which is to be
stored in the program information storage unit 52 for a given program, the
URL information or the program proper, can be determined based on the
storage capacity of the program information storage unit 52, or in the case
where the storage capacity is sufficient, can be selected as desired by the

25 contents provider operating the distribution server.

The chance of storing a new program or the URL thereof in the
program information storage unit 52 is given, for example, in the case
where the mobile terminal 11 of a given user sends a program distribution

request, and a program or the URL thereof meeting the particular



sai d nobi ¥§4éﬁ%ﬁ7nal includes a first comunication unit for conmunication
utilizing e communi cati on network, and a second conmuni cation unit
different fromsaid first comunicatiogjunit; and said control unit of said
storage nodul e includes nmeans for 20 conmunication utilizing said second
comuni cation unit in accordance with a programstored in said storage
nodul e. 21. A distribution nanagenent server characterized by conprising:
means for receiving froma contents server a programencrypted by 25 a
first encrypirinftidieveditistienbostored$h e progrash idferimation sragedmt S2cond
encryption key unique to said contents server permtted to distribute said
program dnd suehns daze, dher ppograg saformatignastoregei wiiti 52 cacsases dbst ent s
server to a state encrypted by said second encryption key thereby tq

F0491/ 314c@Benisrrerueand peqyiremasdcstppethepregiam Q@isae% itYs e HEey gRi on

key, said progr.am bei. di stributed to sai,d, storage dule built in or
co%nect ed (E)angflﬁi%“éﬁ mat gg}erﬁe,%e_st go??.EheAnH?@!? iq{mji%ahqﬁanagenent server

char act.eri zed by.CO i Sienq r i I [} a i 11: torin
sel ect ed one of y@%ﬁgﬁﬁﬁgﬂpaﬁpﬁgﬁa%@a@g%;ﬁ% ;lgﬁrhszlﬁl?gu%owgfgﬁg{)%?ents ’
server anq;R0neSimAtibR straigeuiibe 5801 ito H3-patodespondingi tonnipdreonsitoon

storage unit for storing pointer data 10 indicating a stored position, in
sai d progrwhidinfthensyitem,staocagdingnito, thé myensipmmishapplicableai dEpebgr am
stored in a storage nodule built in or connec to a rmbile termnpal, or
in a case mﬂewduaﬁdﬂws inforaatian torges At p$§§¢ amas @ deat edisiribugpg

program i nfaqrmati.on storage unift, sel.ect ed,.on f sal ra said

addr ess i n&PHAALIGN Sttﬂ@rg@o\‘n,lﬁlg é"ngi @t\{}5t|ua§id§§t[rmlqrbﬁnﬁgﬁiﬁﬁm gtcﬁ glgpor age

uni t flgr %%‘S‘H;’;%g poi nter data indicating said stored position of a program
pr '

in sai information storage unit, in a case where a program which

is said programphéstrealbdistibetibn infonation agerapgeduhit HSitofnthie mdivahudly
stored in said storage nodule, or address informatjon thereof is stored in
sai d pr ogruser2Gnforination | storagor ug Jd-k; hasd stess thereinc paptety @atdr ogr am

specified by said pointer data stored,j n,sai. i | ¢ Kbut i on

i gf olr mlat i o@f%lrg@&ﬂ%gsﬁné rﬁPttfle Pregiam ﬁgﬁgaaiyddﬁféﬁpﬁéd f‘huﬁlﬁ ﬁgﬁ 32 @%@a T uni t
i n accordancey t t:.f i~ds: AR DI | ) O i i
ahi oy oo ddles BoEF A is] FiadicafiB s SattRATR Bren SAE propeith o
sai d neal igifstmhidhistdrageiaifBRiwhere leagtograi or tIRSURL toareofiis skreder

conprising. neans for acquiring an encryption key unique to a storage
nmodul e The availability of the real distribution information storage unit 54 makes'it

possible for the distribution management server 16A to immediately
redistribute any program, if erased, in the basic blocks 40-1 to 40-7 of the
UIM 12.

20 The virtual distribution information storage unit 55 of the individual
user information storage unit 53-k, on the other hand, stores the pointer
data corresponding to an available program, though not actually distributed
to the UIM 12 of the user k, that can be immediately distributed to the UIM
12 of the user k who is desirous of having such a program. The user of

25 the UIM 12 can receive the following services by use of the virtual
distribution information storage unit 55.

(a) The pointer data of a program of which distribution to the UIM 12 is
desired is provisionally stored in the virtual distribution information storage

unit 55. The user, whenever the distribution of the program with the



from an eﬁb%%ﬂghwauthentication server upon receipt of a program
F0491/ 314 distribution request froma nobile termnal built in or
connected to said storage nodul e; firsggencryption neans for encrypting a
programto be distributed, by said first encryption key; 5 second
encryption nmeans for encrypting a program obtained by said first encryption
nmeans, in such a manner as to be decrypted by the distribution nanagenent
server for distribution to said storage nodul e; and neans for transmtting
sai d progrguinesicdmat eereyf serddfin die atduakdmdbetiony ptfoematieanstdragsai d
di stributi'on managenent server. 10 24. A storage nodule built in or
connect ed umit &5nisbrelgaiteds; sends ,a vaqyest $0 the diskibartaaye management acovort r ol
unit for receiving an encrypted,pro%ran1fron1a specific 15 distribution

I

managementl G&drusdng tthe onghileateamingl 1d.  crhe dhstribysion, pranageseent pedHram by
onl'y i o W eleafs: oS ROMBCHa: Dorineute s Oer AT Ceiinges gt " '
requesk, ¢ ' F d_DEogr r idx sal I O .
Ctoragt menon sl Tt pRE R SRGAER S S5 LN aBLRIBY G distrBUEr D€, o1 age
uni t i ncl ygegramPipeciied Yo thé [RrAeE1R| psilkter’ @ataCe ¢hé ITVDMA 12! Odhathisand a
storage area for storing an activation flag indicating whether a program
stored i n casehtlst poager date bf che pregeamcdisaubutedniut theaMal 2l isanoved uni t

wites said actjvation flag in accaordance with an 25 instruction received
-from a difsem ghei yitealn sastmbutions 1pEETMaien gHogage weni P8 tar earealand in

a case whey.e _gn.instruction i il ven . execute a programstored in any one
of basic dl%%ﬁ)?t{%&féméﬁf)& Sir‘a%gee‘_lqlgSﬁT nal, said control unit determ nes
whet heg s %b?’ THESMnbeP off 'i'@é basic Bidcks i? QhE’SUdI*M' 12¥elnfifed 0t TRERGS &Nt AN
activation flag corresponding to one of sai

may happen that all the basic blocks are occupied and no basic block is

available for storing the program to be distributed. In such a case, the
distribution management server 16A reads the pointer data from the storage
area corresponding to a given basic block 40-X in the UIM 12, from among
15 the storage areas in the real distribution information storage unit 54, and
transfers it to the virtual distribution information storage unit 55. The
program to be distributed is sent to the UIM 12, where it is written in the
basic block 40-X, and the pointer data of the program is written in the
storage area corresponding to the basic block 40-X in the real distribution
20 information storage unit 54. This process makes it possible to acquire a
program by a distribution request and store it in a basic block even in the
case where the basic blocks are fully occupied. In the process, with
regard to the program driven away from the basic block, a request may be
given again, if required, to the distribution management server 16A and the

25 process described in (a) above can be carried out.
Now, an explanation will be given of the function of the distribution
management server 16A corresponding to the free basic block 40-F1. As
already described, as for the free basic block 40-F1, the distribution

management server 16 does not manage the program distribution. The



FO491/ 314'%0401/8p81 ¢ bl ocks. 26. A programdistribution nmethod characterized
by conprising: a step of a nobile termnal transmtting a program
distribution 5 request to a contents sgB3ver, said storage nodul e being
built in or connected to said nobile terminal; a step of said contents
server receiving said distribution request and transmtting a programto be
distributed, to a distribution nmanagenent server; and 10 a step of
transmtting said programto said storage nodule built in or connected to
sai d nobi | eserebyi opdratingwihiec mabdled tetinsinal bt ican fregle segistert ondedetet ad, in
a case where said contents server transmtting said programis an

aut hor i zedpregramrninsthedreabasiedlogk 4R-Blogr am di st ri buti on et hod

equest 16 a corhfealodrpapution infartrigh SoMeccund: St Brfeidvghia ™ °"
quest & o Lo terminal . el vi

cai d di ot RErREPRIbASHORR Bt aT TR YR GRS n kel (RE G (o

sai d skor g8 EBICICA0 FMHAThAUINENDL € (Pl aR%A Bow et £ inteRidAts Ot ent s

server encrypting a programto be distributed, by said fifst encryption
key, a steppebgra @ swrednbat se deta rrotudiply the aumbeyrofrimes ray pregram 25
said first encryption key, bi a second encryption key acquired in_advance;

a step of isaregigenednins arerdedetedr &iemi the nbasic pblepkarthdr Wbt dae bRk d
R S A I A Y LT
sai d block 40-F1, the data indicating the fact ("Null” data, etc.) may be stored in

10  this area.

The program in the free basic block 40-F1 of the UIM 12, should it
be deleted, unlike the programs stored in the basic blocks 40-1 to 40-7,
remains as it is until registered again by the user himself.

In the case where the user is desirous of changing the program in

15 the free basic block 40-F1 temporarily to another program, on the other
hand, such a change can be made always by the user himself rewriting it.

In such a case, the distribution management server 16A cannot
carry out the charging process even if a program is stored in the free basic
block 40-F1.

20 The free basic block 40-F1 can be changed so that it can be handled
the same way as the basic blocks 40-1 to 40-7 as desired by the user.
Specifically, before the change, seven basic blocks 40-1 to 40-7 and one
free basic block 40-F1 can be used as eight basic blocks 40-1 to 40-8.

In such a case, the information to the effect that the free basic block

25 40-F1 has been changed to the basic block 40-8 is written by the
distribution management server 16A in the system area 12A (Fig. 4) of the
UIM 12. Also, the area in the real distribution information storage unit 54
that has hitherto been handled as an area corresponding to the free basic

block 40-F1 can be handled by the distribution management server 16A as



F0491 /31f}64971}319{t]ogr amtransmtted fromsaid contents server, to a state
before sal d second encryption, and generating a program encrypted only by
said first encryption key, and a step 4 said distribution managenent
server transmtting a 5 programencrypted only by said first encryption
key, to said storage nodule built in or connected to a nobile termnal to
which said distribution request is transmtted. 28. A programdistribution
met hod conprising: 10 a step of a nobile termnal transmtting a program

di stri but izenareaWorrdspbAdmgdiosthie hadit Glooledaggamnd uskigvglis afedttheageneodul e
being built in or connected to said nobile termnal; a step of said

di stri but imanagememtrasrthasef thee basicdilocky 46al o d0sT s btartesh request, and
determ ni ng whether a programto be distributed is 15 a_ program provi ded by

an aut horized cdieebasic ddockthat hagtbeeanchangad to e dasic plaskr 408 rky
transmtti it to a.storage dule bujlt jn or connected t id nmobile

t er m nal itﬂgéls%lé@ W@Ysgﬂlﬁir{% B%SEQFﬁdéot‘ibe(ﬁ%‘? &Waﬁlﬁ 5&109(1%4&@& Wy an
aut horg zed~wC ryer.. 2 9 I ' i j d as set
Forth Tn it RSB bRodRHHrY 5r 2 ot R B R PRk ot

server st QEZJECé‘nﬁ%%"ti%W@dﬁﬁ%@ﬁénirﬂéﬁg@ﬁém&b@f6‘0f in storage neans in
pl ace of said storage nodule; and a step of said distribution mnagenent
server, upon redecpnfighraidibopthegdastribigion meanagemerusesver ioshewindimobi | e

termnal, acquiring a requested program using said storage neans and
di stri but iFrig- 23.to said stor age nodul e. 30. A programfor causing a

t f di,stri.but.i t FO049 147 72 t te:
orocess for 1 ecd i digHERL BRAMES AR CTEch 16R & RGpTL R ahebRed S boon
ana JACC BRbsTitbR o BRRLARGL BT, 6 ptt ABhAuBn S Bec Wb 31 BRI o

di stri but gbave! 9HE Progedil mibER@EDH brageinipt 52U cpibedr abvvecaded from
said contents server and thereby restoring said programto a state before

t he encrypecure ¢ymsninicatandnot nppt®dn key, thereby generating a program
ted | idfjrst ti j stribut.i id

fo a Storage 10 Hisdarastmiseian FARP v ah hathys Shesmnsisirm e A

program f o, G3HGhAP coneafP S erL 1921 8 Si9-6H bW BN aRE ibile> firtiEihald

execut e:
15 11 (including the transmission between the contents servers 19-1 to 19-6

and the mobile terminals 11). The transmission control unit 61 also
controls the transmission between the user information storage unit 51, the
program information storage unit 52 and the secure communication control
unit 63 to each other. Further, the transmission control unit 61 controls
20 the distribution management unit 50, the user information storage unit 51,
the program information storage unit 52 and the secure communication
control unit 63 on the one hand, and requests the execution of various
processes in the distribution management unit 50, the user information
storage unit 51, the program information storage unit 52 and the secure
25 communication control unit 63 on the other hand.
The program information storage unit 52 substantially functions as
a portal site for the program permitted to be distributed to the basic blocks
40-1 to 40-7 of the UIM 12.

The secure communication control unit 63 authenticates the



a step off@g%9§y¢ﬁg a programdistribution request froma nobile 15
termnal with a storage nodule built therein or connected thereto; a step
of determ ning whether a programto be4di stributed is provided by an

aut hori zed contents server; and a step of acquiring said programto be
distributed and transnutting it to a storage nodule built in or connected
to said nobile termnal in a case 20 where said programis provided by an
aut hori zed contents server. 32. A programdistribution nmethod as set forth
in clai m3@fophatient @ni gacryipyed programygtcy stepiroim sther conteatpsegvas or
the address information thereof in 25 storage neans in place of said

storage mob¥Hleto gﬂgﬁ,zh(ﬁd&ﬂlﬁbpubﬁqd(&y pairad eth abe qurivate dieanheld; by eaghd

st orage neans._an i stributing said,.pyogr to said storage dul e, upon
recei pt ofﬁil\’{)ri%d JRARALES ﬂ’(ﬁ-’ugﬁsb‘ﬁ 9@&6%3?“%%%%@% @’rn%’ﬁi p&nt[eg\fqﬁs%‘{f;rsp
F0491/ 3 I4f 73 3@2 program for causing a conputer of a contents server to
execut e: %'rlog’e for acquiring, upon receipt of a programdistribution

requests fr%gef%?ﬁtli&l b%g&r}?d emgl?tea;ﬁleﬁtorage nodul e built therein or

connecfed an encryption uni que to said storage nodule from5

an_ext er n3jp 3ufIReYibeatibein wsey Riforiation sietagnanitpt i on process for
encrypting a programto be distributed, by said first encryi)tion key; the
second encryptidm ﬁ]ﬂmpfmsh@\ﬁnrmpﬁglg?é theogprtantshsesvaesd 1 Byl §<ai1(9¥6i rst

encryption process, in such a.nmanner as to be decrypted by a

di Zt Iri but i ¥€ HB ﬁ’géh%rﬁo%@av%ﬁ rtTE%r(ﬁ&r&‘f‘ti‘%tmﬂﬁa%e%gegrsﬁﬁ?/etro16&'d Ther age
nodul e; angd th e t Lt A r .en L& first
and secon c&?ﬁf%nazrlki@%s%iﬂ?g} 2{sriali Qﬂ)éjl} %@rﬁ%&?‘?ﬂolﬁ %%iagfgﬁleérjl%éozlgé@gr. 15
34. A1y 0% fbicOis &auﬁbﬂQo_tre§is@émmeo;baﬂwuqaxoﬁroagrafrpr@qpe igstuh€olyatibni n or
connected to a nobil'e term nal to execute: a process for receiving an
encrypt ed gtoegreanuiit o6ila ofpehéf destribusion bmanagementgeemver 46Aer Theough a

nobile termnal; a process for decrypting, the received pro%{iggé y a private

key 20 st oegistrationipeorsss wilkbe gkpldined belew wibrefergnae te on is

successTul ot oring. S8k P SRATS hetl PR Sy s YR, BRAERS 1o
can be registered, to the distribution management server 16A from the
15 mobile terminal 11. This request is sent to the program information
storage unit 52 through the transmission control unit 61 of the distribution
management server 16A (step S131).
The program information storage unit 52 that has received the
request prepares a menu list of all the programs that can be registered or,
20  specifically, all the programs of which the program proper or the URL is
stored in the program information storage unit 52, and transmits the menu
list through the transmission control unit 61 to the mobile terminal 11 (step
S132).
This menu list is received by the mobile terminal 11 and displayed
25 on the display section 21. Under this condition, the user can acquire, by
operating the operating section 22, a comment on the desired program from
the distribution management server 16A and display it on the display
section 21.

Once the program of which distribution is requested is determined
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10  which the UIM 12 of a given user k is built or mounted. In this case, the
program information storage unit 52, based on the registration request,
identifies the program requested by the user, and determines the pointer
data for specifying the internal area of the program information storage unit
52 in which the URL information indicating the location of the program or
15 the program proper thereof is stored. Once the pointer data of the
program requested by the user is obtained in this way, the program
information storage unit 52 accesses the contents stored in each area of the
real distribution information storage unit 54 of the individual user
information storage unit 53-k corresponding to the user k, and thus
20 determines the basic block 40-X (1 = X = 7) available for storage
among the basic blocks of the UIM 12 of the user k. The pointer data of
the program requested by the user is registered in the area of the real
distribution information storage unit 54 corresponding to the basic block
40-X (step S134). It may be that the UIM 12 of the user k has no basic
25 block 40-X (1 = X = 7) available for storage. In such a case, the
program information storage unit 52 registers the pointer data in the virtual
distribution information storage unit 55 designated by the user or set
automatically.

In step S141, the menu list may not have any desired program. In
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(step S135).

The mobile terminal 11, upon receipt of the registration notice,
sends a registration acknowledgment to the distribution management server
16A (step S136).

20 The user information storage unit 51, upon receipt of the
registration acknowledgment through the transmission control unit 61 from
the mobile terminal 11 having the UIM 12 of the user k built therein or
connected therewith, determines the contents provider 19 storing the
program of which the pointer data has been registered for the user k, and

25 sends an activation permission request to the contents server 19 (step
S137).

The contents server 19 that has received the activation permission
request, in order to approve a program utilization contract, sends the

activation permission to the user information storage unit 51 (step S138).
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25 request from the mobile terminal 11 of the user k, reads the pointer data
specifying the place of storing the program proper or the URL of the
program requiring distribution, from that area of the real distribution
information storage unit 54 of the individual user information storage unit

53-k which corresponds to the pointer in the registration list contained in
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requested from the contents server 19 using the URL (step S143).

The contents server 19, upon receipt of this distribution request,
requests the authentication server 18 to issue a public key for the
distribution management server (step S144).

10 In the case where the contents server 18 is permitted to write in the
UIM 12, the authentication server 18 issues the public key for the
distribution management server to the contents server 19 (step S145).

The contents server 19 encrypts the program using the public key
for the distribution management server, and distributes it as a program,

15 with a certificate, to the secure communication control unit 62 of the
distribution management server 16A (step S146).

The secure communication control unit 62 has stored therein a
distribution management server private key paired with the distribution
management server public key, and using this private key, decrypts the

20 program with a certificate. In the case where this decryption is successful,
a program written in a common text is obtained.

The secure communication control unit 62 acquires the UIM public
key corresponding to the destination UIM 12 from the authentication server
(refer to the first embodiment), and encrypting the program by the UIM

25 public key, sends it to the UIM 12. In the UIM 12, the program is
decrypted using the UIM private key paired with the UIM public key.
Once the decryption is successful, a program in a common text is obtained.

The UIM 12 writes this program in the basic block 40-X (step S147). The
UIM 12 determines the basic block 40-X by the same algorithm as used by
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"OM 10% fhe prod@ut ifformatid%eotadge unit 52 in the distribution management
server 16A. In step S147, therefore, the same basic block 40-X is
obtained as determined in step S134 of Fig. 24. Alternatively, the
registration completion notice transmitted from the distribution

5 management server 16A in step S139 of Fig. 24 may contain the
information specifying the unoccupied basic block 40-X determined in step
S134, and in step S147 of Fig. 25, the program is stored in the basic block
40-X specified by the particular information.

The UIM 12, at the end of the program write operation, transmits a
10 write end notice to the secure communication control unit 62 of the
distribution management server 16 (step S148). This write end notice
contains the information for specifying the basic block 40-X in which the
program is written.
When the secure communication control unit 62 of the distribution
15 management server 16 receives the write end notice, the user information
storage unit 51 sends an activation request to the contents server 19 in order
to request the permission for execution of the program written in the UIM
12 (step S149).
The contents server 19 that has received this activation request
20 sends an activation permission to the user information storage unit 51 (step
S150).
The user information storage unit 51 that has received the activation
permission sends an activation instruction to the UIM 12 (step S151).
In the UIM 12, upon receipt of the activation instruction, the
25  activation flag corresponding to the basic block 40-X in which the program
is written turns from ”0” to ’1”, after which the execution of the program in
the particular basic block becomes possible.
The UIM 12, at the end of the program activation, transmits an

activation acknowledgment notice indicating the end of the program
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5 The user information storage unit 51, upon receipt of the activation
acknowledgment notice from the UIM 12 of the user k, determines an area
of the real distribution information storage unit 54 of the individual user
information storage unit 53-k corresponding to the basic block 40-X. In
this area, the pointer data corresponding to the program written in the basic
10  block 40-X is already written in the UIM 12 of the user k. In this area, the
information to the effect that the activation is complete is written in such a
form that a given pointer coexists. As the result of this operation, the
distribution management server 16A can grasp whether the activation has
been performed for the basic blocks 40-1 to 40-7 of all the UIMs 12 by
15 accessing each area of the user information storage unit 51.
The user information storage unit 51, at the end of the operation for
writing the information to the effect that the activation is complete, notifies
the mobile terminal 11 that the registration is complete as a program list,
and subsequently, notifies that the program can be executed, while at the
20 same time ending the process (step S153).
The distribution management server 16A notifies the contents
server 19 that the activation of the program is completed (step S154).
[2.3.1.2] Registration of in UIM basic block (in the case where the
distribution management server holds the program proper)
25 In the example of operation shown in Fig. 25, the program proper,
of which the distribution is desired by the user, is not stored in the
distribution management server 16A but in the contents server 19. In the
operation example shown in Fig. 26, in contrast, the program proper of

which the distribution is desired by the user is stored in the distribution
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10 distribution request from the mobile terminal 11 of the user k, reads the
pointer data for specifying the place of storage of the URL of the program
or the program proper of which the distribution is requested, from that area
of the real distribution information storage unit 54 of the individual user
information storage unit 53-k which corresponds to the pointer in the

15 registration list contained in the distribution request. The distribution
request containing this pointer data is sent to the program information
storage unit 52 (step S162).

The program information storage unit 52 accesses the area
designated by the pointer data in the distribution request. In the case

20 where the program. proper is stored in the particular area, the secure
communication control unit 62 requests the authentication server 18 to
issue a certificate, i.e. sends a request for the UIM public key required for
encrypting the program proper and sending it to the UIM 12 of the user k
(step S163).

25 In the case where the program corresponding to the distribution
request is a program permitted to write in the UIM 12, the authentication
server 18 sends the UIM public key to the secure communication control
unit 62 (step S164).

The secure communication control unit 62 receives this UIM public
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The UIM 12 has stored therein a UIM private key paired with the
UIM public key, and using this UIM private key, decrypts the program.

10  The same program is written in the basic block 40-X.

The subsequent operation is similar to the corresponding operation
shown in Fig. 25. 1In Fig. 26, steps S166 to S171 correspond to steps S148
to S153 in Fig. 25.

[2.3.1.3] Registration in UIM basic block (In the case where the
15 distribution management server holds the program proper, and the secure
communication control unit holds the UIM public key)

It may happen that when the mobile terminal 11 sends a distribution
request to the distribution management server 16A, the secure
communication control unit 62 of the distribution management server 16A

20 holds the UIM public key of the UIM 12 to which the program is to be
distributed. Such a phenomenon may occur, for example, in the case
where programs are distributed to the same UIM 12 within a short time.
Fig. 27 shows an example of the operation performed in such a case. In
this operation example, when a program proper corresponding to the

25  distribution request is found, the program is encrypted using the UIM
public key held in the secure communication control unit 62 and written in
the UIM 12. The operation shown in Fig. 27 is similar to the operation
shown in Fig. 26, except that the operation corresponding to steps S163 and

S164 for acquiring the UIM public key from the authentication server 18 is
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shown in Fig. 28.

In the case where a program is registered in the free basic block
40-F1 of the UIM 12, the user operates the mobile terminal 11 so that the
desired contents server 19X is accessed and a request for distributing the

10  desired program is sent to it (step S191).

The contents server 19X that has received this distribution request
distributes the requested program to the secure communication control unit
62 of the distribution management server 16A (step S192).

The user performs the operation to permit the distribution to the

15 free basic block 40-F1, and the information indicating the particular
operation is sent from the mobile terminal 11 to the distribution
management server 16A. Then, the secure communication control unit 62
distributes the program to the UIM 12 of the mobile terminal 11 (step
S193). This program may be sent in encrypted form or without

20 encryption. The UIM 12 writes this program in the free basic block
40-F1.

The UIM 12, at the end of the program write operation, transmits a
write end notice to the distribution management server 16 (step S184).

The user information storage unit 51 of the distribution

25 management server 16 receives the write end notice from the UIM 12 of
the user k, and updates the information including the number of distribution
sessions stored in the area of the user individual information storage unit
53-k corresponding to the free basic block 40-F1 (step S195).

Once this update operation is completed, the user information
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storage unit 51 sends to the UIM 12 an activation instruction for the
program written in the free basic block 40-F1 (step S196).
The UIM 12, in compliance with this instruction, completes the
program activation, and transmits to the user information storage unit 51 of
5 the distribution management server 16 an activation response notice
indicating that the activation of the program in the free basic block 40-F1 is
completed (step S197).
The user information storage unit 51, upon receipt of the activation
response notice from the UIM 12 of the user k, registers the information
10 that the activation is complete, in the area of the individual user
information storage unit 53-k corresponding to the free basic block 40-F1.
The user information storage unit 51 notifies, in the form of program list,
the mobile terminal 11 that the registration is complete, thereby terminating
the process (step S198).
15 [2.3.1.5] Program deletion from user information storage unit
Now, the process for deleting the program registered in the user
information storage unit 51 will be explained with reference to Fig. 29.
The user, by performing a predetermined operation, can display the
registration program list received from the distribution management server
20 16A, on the display unit 21. Under this condition, the user specifies the
desired program and instructs to delete the program in the distribution
management server 16A. A program registration delete request
containing the information for specifying what is to be deleted is sent to the
user information storage unit 51 of the distribution management server 16A
25  (step S201). -
In the case where the program to be deleted is already deleted from
any one of the basic blocks 40-1 to 40-7 of the UIM 12, the user
information storage unit 51 sends a cancel request indicating the desire of

the user to cancel the utilization of the program, to the contents server 19
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blocks 40-1 to 40-7 of the UIM 12, on the other hand, the process for
deletion of the program from the basic blocks 40-1 to 40-7, described later,
5 is carried out at the same time under the guidance of the distribution
management server 16A.

The contents server 19, upon receipt of the cancel request, sends a
cancel permission notice to the user information storage unit 51 of the
distribution management server 16A (step S203).

10 The user information storage unit 51, upon receipt of the cancel
permission notice, deletes the information on the program of which the
deletion is requested in step S201, and sends the registered program list
after deletion to the mobile terminal 11 (step S204).

[2.3.16] Program deletion from UIM basic block

15 Now, the process for deleting a program from the basic blocks 40-1
to 40-7 of the UIM 12 will be explained with reference to Fig. 30.

The user, by performing a predetermined operation, can display on
the display unit 21 the registered program list transmitted already to the
mobile terminal 11. Under this condition, assume that the user specifies

20 the desired program and gives an instruction to delete it. One of the basic
blocks 40-1 to 40-7 of the UIM 12 where the program to be deleted is
stored is determined, and a deletion request containing the information
specifying the particular basic block is transmitted from the mobile
terminal 11 to the user information storage unit 51 of the distribution

25 management server 16A (step S211).

The user information storage unit 51, upon receipt of the deletion
request, sends a deletion permission notice to the UIM 12 (step S212).

The UIM 12, upon receipt of the deletion permission notice, deletes

the program specified by the user in step S211 from the basic block, and
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information on the corresponding program under the control of the
5 transmission control unit 61, and gives a deletion notice to the contents
server 19 (step S214).

Also, the user information storage unit 51 notifies the mobile
terminal 11 that the deletion is complete in the form of a program list,
thereby ending the process.

10 [2.3.1.6.1] The case in which the program deletion from basic block is
carried out at the same time under the guidance of distribution management
server.

As described above, if the process for deleting a program from the
basic blocks 40-1 to 40-7 is carried out at the same time as the deletion of

15 the program from the user information storage unit 5 under the guidance of
the distribution management server, the user information storage unit 51 of
the distribution management server sends a deletion instruction to the UIM
by specifying the program of which deletion is requested, in place of the
process of steps S211 and S212 described above.

20 [2.3.1.7] The case in which use of user information storage unit is
prohibited.

According to this embodiment, a deactivation process for the user
information storage unit can be executed for preventing the user from using
the user information storage unit 51. This deactivation process for the

25 user information storage unit is carried out, for example, in the case where
the distribution management server 16A stops the service temporarily, or
the service of the distribution management server 16A to the user is

temporarily suspended at the request of the contents provider holding the

contents server 19. Once this deactivation process for the user
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registered in the user information storage unit 51 to the UIM 12 is
prohibited and so is the deletion of the programs registered in the UIM 12.
Now, with reference to Fig. 31, the deactivation process for the user
5 information storage unit will be explained. The following description
concerns the case in which the contents server 19 requests the deactivation
process for the user information storage unit.

First, the contents server 19 sends a user information storage unit
deactivation request to the user information storage unit 51 of the

10 distribution management server 16A (step S221).

The user information storage unit 51, upon receipt of the user
information storage unit deactivation request, is prohibited from use
(deactivated state), and sends a user information storage unit deactivation
permission notice to the contents server 19 (step S222).

15 Then, the user information storage unit 51 sends to the mobile
terminal 11 a user information storage unit deactivation notice to the effect
that the use of the user information storage unit 52 has been prohibited
(step S223).

As a result, the user of the mobile terminal 11 can confirm that the

20 use of the user information storage unit 51 has been prohibited.

[2.3.1.7.1] The case in which the user information storage unit is
deactivated by distribution management server

In the case where the user information storage unit is deactivated by
the distribution management server 16A by itself, the user information

25 storage unit 51 is prohibited from use (deactivated), and sends a user
information storage unit deactivation notice to the mobile terminal 11
indicating that the use of the user information storage unit 51 is prohibited
(step S223).

[2.3.1.8] The case in which the use of the program stored in UIM basic
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block 40-F1 of the UIM 12 will be explained with reference to Fig. 32.

5 This process 1s carried out in the case where the mobile terminal 11
is stolen or the contents provider requests the user to prohibit the use
thereof. Once this process is carried out, the user is prohibited from using
the programs stored in the basic blocks (including the free basic block)
involved. The description that follows deals with the case in which the

10 user service server 65 in charge of user services, taking an appropriate
measure such as when the mobile terminal 11 is stolen, requests the process
for deactivating the basic blocks based on the report from the user.

Fig. 32 shows a sequence of the deactivation process for the basic
blocks.

15 First, the user service server 65 sends a basic block deactivation
request to the user information storage unit 51 of the distribution
management server 16A (step S231).

The user information storage unit 51, upon receipt of the basic
block deactivation request, sends a deactivation instruction to the UIM 12
20 (step S232). |
As a result, the UIM 12 deactivates the basic blocks meeting the
basic block deactivation request, and gives a basic block deactivation
response indicating that the use of the basic blocks has been prohibited
(step S233).

25 Then, the user information storage unit 51 gives a basic block
deactivation end notice to the user service server 65 indicating that the use
of the basic blocks of the UIM 12 has been prohibited (step S234).

Further, the user information storage unit 51 gives a user

information storage unit list to the mobile terminal 11 indicating that the
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Also, the distribution management server can easily manage the
activation/deactivation of the program distributed, and the distribution and
10 the activation/deactivation of the program ready for distribution.
[3] Modifications of embodiments
[3.1] First modification
The foregoing description deals with the case in which a single
distribution management server is involved. Nevertheless, a plurality of
15 distribution management servers can be provided for distributed

processing.

In such a case, the programs stored in each UIM and the
information on the storage area of each program can be stored in a common
database.

20 [3.2] Second modification
Apart from the foregoing description, dealing with the case in
which the distribution management server is connected directly to a line
switching network, the distribution management server can be connected to
the line switching network through an internet making up a packet
25 switching network and an internet gateway.
[3.3] Third modification
Although only the UIM is described above as a storage module, the
invention is also applicable to various IC card memories with equal effect.

In this case, the storage module can be arranged at a fixed terminal as well
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a storage module built in or connected to said mobile terminal,
a contents server for receiving said distribution request and
transmitting a program to be distributed; and
a distribution management server for receiving said program from
10 said contents server, and only in a case where said contents server is an
authorized contents server, transmitting said program received from said
contents server to said storage module built in or connected to said mobile
terminal;
characterized in that said storage module includes
15 a storage unit, and
a control unit for storing in said storage unit said program received
from said distribution management server through said mobile terminal and,
in compliance with a request, executing said program stored in said storage
unit.

20
2. A program distribution system as set forth in claim 1, further

comprising an authentication server for storing a first encryption key

unique to said storage module,

characterized in that said control unit of said storage module

25 decrypts said program encrypted by said first encryption key and, only in a

case where decryption is successful, said program obtained by decryption is
stored in said storage unit,

said contents server, upon receipt of said distribution request,

acquires said first encryption key from said authentication server and, using
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management server, and
5 said distribution management server decrypts said encrypted
program received from said contents server, using said second encryption
key, generates a program encrypted only by said first encryption key and,
only in a case where said decryption is successful, transmits said program
obtained by said decryption to said storage module.
10

3. A program distribution system as set forth in claim 1, characterized
in that said storage module stores a program and data used by said

program.

15 4. A program distribution system as set forth in claim 1, characterized
in that said distribution management server includes a charge processing
unit for starting a charge process at a time of distributing a? program to said

storage module.

20 5. A program distribution system as set forth in claim 4, characterized
in that said charge processing unit charges for rental of said storage

module.

6. A program distribution system as set forth in claim 1, characterized
25 in that said distribution management server includes a charge processing
unit for starting said charge process at a time of holding a program for said

storage module.

7. A program distribution system as set forth in claim 6, characterized
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5 instruction to said storage module at the request of another device, and
said storage module, upon receipt of said activation instruction, is
ready to execute said program stored in said storage module and designated

by said activation instruction.

10 9. A program distribution system as set forth in claim 1, characterized
in that said distribution management server transmits a deactivation
instruction to said storage module at a request of another device, and

said storage module, upon receipt of said deactivation instruction, is
ready to execute said program stored in said storage module and designated

15 by said activation instruction.

10. A program distribution system as set forth in claim 1, characterized
in that said distribution management server transmits a deletion instruction
to said storage module at said request of another device, and

20 said storage module, upon receipt of said deletion instruction,
deletes the program designated by said deletion instruction from said

storage module.

11. A program distribution system as set forth in claim 1, characterized
25 in that said distribution management server includes means for managing a

state of said program in said storage module based on information sent to

said storage module.

12. A program distribution system as set forth in claim 1, characterized
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5 13. A program distribution system as set forth in claim 1, characterized

10

15

20

25

in that said mobile terminal includes a first communication unit for
communication utilizing a mobile communication network, and a second
communication unit different from said first communication unit, and

said control unit of said storage module includes means for
communication utilizing said second communication unit in accordance

with said program stored in said storage module.

14. A program distribution system comprising:

a mobile terminal having means for transmitting a program
distribution request;

a storage module built in or connected to said mobile terminal; and

a communication management server for receiving said distribution
request, and in a case where a program to be distributed is provided by an
authorized contents server, acquiring said program and transmitting it to
said storage module built in or connected to said mobile terminal;
characterized in that said storage module includes

a storage unit, and

a control unit for receiving information through said mobile
terminal, storing in said storage unit said information only in a case where
said information is a program received from said distribution management
server, and executing said program stored in said storage unit, in

compliance with a request.

15. A program distribution system as set forth in claim 14,
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plurality of areas corresponding to a plurality of said basic blocks.
10
17. A program distribution system as set forth in claim 16,
characterized in that said distribution management server includes a virtual
distribution information storage unit for storing said pointer data for
specifying a program capable of being distributed to said storage module
15 but not currently stored in said storage module, and upon receipt of request
of distribution, to said storage module, of a program specified by said
pointer data stored in said virtual distribution information storage unit, said
program is distributed to said storage module and, said pointer data for
specifying said program is moved from said virtual information distribution

20 storage unit to said real distribution information storage unit.

18. A program distribution system as set forth in claim 16,
characterized in that said distribution management server includes a
program information storage unit for storing selected one of address
25 information indicating a location of a program capable of being acquired
from said contents server and a program acquired from said contents server
and, upon receipt of a request for distribution, to said storage module, of a
program specified by said pointer data stored in selected one of said real

distribution information storage unit and said virtual storage information
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5 characterized in that said moblle termmal includes means for transmitting a

menu list request, and
said distribution management server, in compliance with said menu
list request, accesses said pointer data stored in said real distribution
information storage unit and said virtual distribution information storage
10  unit for said storage module built in or connected to said mobile terminal,
generates a list of programs specified by said pointer data, and transmitting

said list to said mobile terminal.

20. A program distribution system as set forth in claim 14,

15 characterized in that

said mobile terminal includes a first communication unit for

communication utilizing a mobile communication network, and a second
communication unit different from said first communication unit; and

said control unit of said storage module includes means for

20 communication utilizing said second communication unit in accordance

with a program stored in said storage module.

21. A distribution management server characterized by comprising:
means for reéeiving from a contents server a program encrypted by
25  a first encryption key unique to a destination of distribution and a second
encryption key unique to said contents server permitted to distribute said
program; and
means for decrypting said program received from said contents

server to a state encrypted by said second encryption key thereby to
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program bemg dlstrlbuted to said storage module built in or connected to a

mobile terminal.

5 22 A distribution management server characterized by comprising:

a program information storage unit for storing selected one of a
program acquired in advance from an authorized contents server and
address information thereof;

a real distribution information storage unit for storing pointer data

10  indicating a stored position, in said program information storage unit, of a
program which is said program stored in a storage module built in or
connected to a mobile terminal, or in a case where address information of
said program is stored in said program information storage unit, a selected
one of said program and said address information thereof;

15 a virtual distribution information storage unit for storing pointer
data indicating said stored position of a program in said program
information storage unit, in a case where a program which is said program
distributable to said storage module but not currently stored in said storage
module, or address information thereof is stored in said program

20 information storage unit; and

means for acquiring a program specified by said pointer data stored
in said virtual distribution information storage unit, utilizing said program
information storage unit in accordance with a request from said mobile
terminal, and distributing said program to said storage module, and moving

25 said pointer data to said real distribution information storage unit..

23. A contents server comprising:
means for acquiring an encryption key unique to a storage module

from an external authentication server upon receipt of a program
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rst encryption means for encrypting a program to be distributed,
by said first encryption key;

5 second encryption means for encrypting a program obtained by said
first encryption means, in such a manner as to be decrypted by the
distribution management server for distribution to said storage module; and

means for transmitting said program encrypted by said first and
second encryption means to said distribution management server.
10
24. A storage module built in or connected to a mobile terminal,
comprising:
a storage unit; and
a control unit for receiving an encrypted program from a specific
15  distribution management server through said mobile terminal, decrypting
said program by a private key stored in advance, storing said program in
said storage unit only in a case where said decryption succeeds and, in

response to a request, executing said program stored in said storage unit.

20 25. A storage module as set forth in claim 24, characterized in that said

storage unit includes a plurality of storage blocks for executing a program,

and a storage area for storing an activation flag indicating whether a
program stored in each storage block can be executed or not, and

said control unit writes said activation flag in accordance with an

25  instruction received from a distribution management server through said

mobile terminal, and in a case where an instruction is given to execute a

program stored in any one of basic blocks through said mobile terminal,

said control unit determines whether said execution instruction is to be

followed or not based on an activation flag corresponding to one of said
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basic blocks.

26. A program distribution method characterized by comprising:
a step of a mobile terminal transmitting a program distribution
5 request to a contents server, said storage module being built in or connected
to said mobile terminal;

a step of said contents server receiving said distribution request and
transmitting a program to be distributed, to a distribution management
server; and

10 a step of transmitting said program to said storage module built in
or connected to said mobile terminal to which said distribution request is
transmitted, in a case where said contents server transmitting said program

is an authorized contents server.

15 27.  Aprogram distribution method comprising:

a step of a mobile terminal transmitting a program distribution
request to a contents server, said storage module being built in or connected
to said mobile terminal;

a step of said contents server receiving said distribution request and

20 acquiring a first encryption key unique to said storage module from an
authentication server;

a step of said contents server encrypting a program to be distributed,
by said first encryption key;

a step of said contents server encrypting a program encrypted by

25  said first encryption key, by a second encryption key acquired in advance;

a step of said contents server transmitting a program encrypted by
said first encryption key and said second encryption key, to a distribution
management server;

a step of said distribution management server decrypting said
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0 a@step of "said distribution management server transmitting a

5 program encrypted only by said first encryption key, to said storage module
built in or connected to a mobile terminal to which said distribution request

is transmitted.

28. A program distribution method comprising:

10 a step of a mobile terminal transmitting a program distribution
request to a distribution management server, a storage module being built
in or connected to said mobile terminal;

a step of said distribution management server receiving said
distribution request, and determining whether a program to be distributed is

15 aprogram provided by an authorized contents server or not; and

acquiring said program and transmitting it to a storage module built
in or connected to said mobile terminal in a case where said program to be

distributed is provided by an authorized contents server.

20 29. A program distribution method as set forth in claim 28, comprising:
a step of said distribution management server storing a program or
address information thereof in storage means in place of said storage

module; and

a step of said distribution management server, upon receipt of a
25 program distribution request from said mobile terminal, acquiring a
requested program using said storage means and distributing it to said

storage module.

30. A program for causing a computer of a distribution management
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a process for receiving from said contents server a program which
has been encrypted by a first encryption key unique to a distribution
destination and a second encryption key unique to a contents server

5 authorized to distribute a program; and

a process for decrypting a program received from said contents
server and thereby restoring said program to a state before the encryption
by said second encryption key, thereby generating a program encrypted
only by said first encryption key and distributing said program to a storage

10 module built in or connected to a mobile terminal.

31. A program for causing a computer of a distribution management
server to execute:
a step of receiving a program distribution request from a mobile
15 terminal with a storage module built therein or connected thereto;
a step of determining whether a program to be distributed is
provided by an authorized contents server; and

a step of acquiring said program to be distributed and transmitting it
to a storage module built in or connected to said mobile terminal in a case

20  where said program is provided by an authorized contents server.

32. A program distribution method as set forth in claim 30,

characterized by comprising;

a step of storing a program or the address information thereof in

25 storage means in place of said storage module; and
a step of acquiring a requested program using said storage means
and distributing said program to said storage module, upon receipt of a

program distribution request from said mobile terminal.
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33.  Aprogram for causing a computer of a contents server to execute:

a process for acquiring, upon receipt of a program distribution
request from a mobile terminal with a storage module built therein or
connected thereto, an encryption key unique to said storage module from

5 an external authentication server;

the first encryption process for encrypting a program to be
distributed, by said first encryption key;

the second encryption process for encrypting a program obtained by
said first encryption process, in such a manner as to be decrypted by a

10  distribution management server for distributing a program to said storage

module; and

the process for transmitting a program encrypted by said first and

second encryption processes to said distribution management server.

15 34. A program for causing the control unit of a storage module built in
or connected to a mobile terminal to execute:
a process for receiving an encrypted program from a specified
distribution management server through a mobile terminal;
a process for decrypting the received program by a private key
20 stored in advance, and only in a case where said decryption is successful,
storing said program in a storage unit; and

a process for executing the program stored in said storage unit, as

required.

25  35. A program for causing a computer of a distribution management
server to execute:

a process for receiving from a contents server authorized to

distribute a program, a program encrypted by a first encryption key unique

to a distributee and a second encryption key unique to said contents server;
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5 said first encryption key, and distributing said program to a storage module

built in or connected to a mobile terminal.

36. A program for causing a computer of a distribution management
server to execute:
10 a step of receiving a program distribution request from a mobile
terminal with a storage module built therein or connected thereto;
a step of determining whether a program to be distributed is
provided by an authorized contents server or not; and
a step of acquiring and transmitting a program to be distributed, to a
15 storage module built in or connected to said mobile terminal in the case

where said program is provided by an authorized contents server.

37. A program distribution method as set forth in claim 36,

characterized by comprising:
20 a step of storing a program or the address information thereof in
storage means in place of said storage module; and
acquiring, upon receipt of a program distribution request from said
mobile terminal, the requested program utilizing said storage means and
distributing said prbgram to said storage module.
25
38. A program for causing a computer of a contents server to execute:
a process for acquiring an encryption key unique to a storage
module built in or connected to a mobile terminal from an external

authentication server, upon receipt of a program distribution request from
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said mobile terminal,

a first encryption process for encrypting a program to be distributed,
by said first encryption key;

a second encryption key for encrypting said program obtained by
said first encryption process, in such a manner as to be decrypted by a
distribution management server for distributing a program to said storage
module; and

a process for transmitting to said distribution management server

said program encrypted by said first and said second encryption processes.

39. A program for causing said control unit of a storage module built in

or connected to a mobile terminal to execute:

a process for receiving an encrypted program from a specified
distribution management server through said mobile terminal;

a process for decrypting said received program by a private key
stored, and storing said program in a storage unit only in a case where said
decryption is successful; and

a process for executing said program stored in said storage unit, as

required.



